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Afternoon Talks "

Session A: Introduction to the SEC

Introduction to the SEC and SEC

13:30 - 13:45 Govemnance - Courtney O' Connor,
SECAS
13:45 — 14-00 DCC Onboarding and Overview -

Verity Blake, DCC

DCC User Entry Process - Marco

14:00 -14:15 Brunone, SECAS
AL 44- Introduction to Security and Privacy,
1415 -14:30 Mick Blake - SECAS
Prepayment Meters: Current Trends
14:30 — 14:45 and Issues - William Wilson, Global

365

15:00- Tea, Coffee and Network!
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Introduction to the SEC
and SEC Governance
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and Operations Delivery Manager,
SECAS




Introduction "

A The Smart Energy Code
A SEC Governance

A SEC Panel arl®ECCBoard
A Introducing the Sub Committees
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The Smart Energy Code (SEC) "I

A First designated 28September 2013, following the DCC Licence being granted. The
current version is SEC 5.19.

A A multHParty agreement:

DCC licence obligation for the SEC
Defines the rights and obligations between the DCC and the Users of the DCC Service:
Specifies other provisions that govern the eilosgend management of Smart Metering in Gl

Smart Energy

SEC
Subsidiary
Code Documents

Gemserv



SEC Governance Structure .

SECCo Board SEC Panel

echnica

Architecture and
Business

Architecture Sub-

SMKI Policy
Change Board Management

Other Panel-led
Sub-Committees

Security Sub-
Committee

Authority

Modification

Testing Advisory
Group

Working Groups

Operations Group

J




SEC Panel atsECCBoard .

Panel

A Establishes budgets, S@mmmittee constitution and expert
infrastructure, oversight of the Modifications Process

A Developed capability to taken responsibilities emerging from future
SEC content and handover from Transition Governance

Board

A Board of Directors of SECCo

A Looks at the corporate governance of the Code e.g. contraltter
with SECAS, Independent Chairs, PKI Expert, Lawyers, User Competent
Independent Organisation and SECCo Auditor
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Smart Metering Key Infrastructure Policy Management Authority 1

ST T

SMKI Policy Management  Governs the SMKI Documen 3 Large and 1 Small Supplier

Authority (PMA) Set and to monitor and gain 2 Network, 1 SSC & 1 TABA!
assurance of the DCC Representative, PKI Speciali
operation of SMKI services DCC, Ofgem, SoS and

independent Chair

Approve
Assurance&scheme Contributeto
and Service Design Activities
Provider

Review and
Approve SMKI
Documentation

Produce guidance
documents e.qg.
Recovery Key
Guidance

Gemserv 8
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reports in relation Approve DCCKI
to SMKI Documentation




Security SubCommittee "

Security SuBCommittee (SSC Develop & maintain security 8 Suppliers (6 Large and 2 Small
documents under the entb-end Networks, 10ther UserDCC, SoS
security architecture 1 TABASC Representative and a

independent Chair

Monitoring Security
and Advice Assurance

Document
Development
and
Maintenance
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Technical Architecture and Business Architecture Stimmittee 1

Technical Architecture and Providessupport & advice on the 8 Suppliers (6 Large and 2 Small)
Business Architecture Sub Technical Specifications and end Networks(1 Gas and 1 Electricity)
Committee (TABASC) to-end Technical Architecture 2 Other Parties, DCC, an

independent Chair, SoS and
Authority representative

Technical Architecture and Business Architecture-Salmmittee
(TABASC)

Technical and Business Expert Community (TBEC
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Change Board

Sub-Committee Membership

Change Board Review the Modification Report Large Suppliers from Voting Grol
Consultation responses and vote of that Category, 3 Small
on whether to Accept/Rejeatr  Suppliers, 3 Other, 3 Networks,
defer a Modification Proposal Consumer, DCC, Ofgem, SoS ar
SECAS Chair

==
\ Deferral
Approval

Gemserv



Testing Advisory Group "

Testing Advisory Group (TAG) Supports the Panel with their 1 person appointed by Large Suppli
obligations throughout the testing 3 persons from the Small Suppliers,
stages. Reviews testing Persons from the Electricity and Ga

documentation, provides views on Networks, 3 persons from the Othet
testing reports and has weekly calls SEC Parties, 1 Consumer member
with the DCC to understand testing

progress.
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Operations Group

Operations Group The purpose of the Operations Group i 1 person appointed by Large Supplier, -
to deal with operational matters that  persons from the Small Suppliers, 3
relate to services provided under the  Persons from the Electricity and Gas
Smart Energy Code, including DCC Networks, 3 persons from the Other SE

Services; and, to enable close co Parties, 2 persons appointed by the DC
operation between the DCC and DCC TABASC representative, Authority and
users. SoS representative

Gemserv 13
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Questions?
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Agenda

Scope

o DCC On Boarding Steps
9 DUIS and Service Requests

9 Timelines and Useful Links
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DCC Customer On
Boarding Steps
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(B DCC Customer On Boarding Steps

Steps to become a DCC User

U Mandatory steps, as per Section H

of the SEC Sl
Acronyms OComplete UEPT
A SMKI RAPP 8 Smart Metering Key SREPT
Infrastructure Registration Q
Authority Policy and Procedures glc\)ﬂrlz?lete
A DCCKI RAPP 8 DCC Key
Infrastructure Registration OBuiI d or RAPP,
Authority Policy and Procedures BLY A DCCKI
sof¥ware RAPP tor Optional Steps
O solution  Jest and A End to End (E2E)
Become for Live Testing
a SEC (DCC A Forecasting and
Party Adaptor) Ordering Comms Hubs
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(B DCC Customer On Boarding Steps

Prepare to be a DCC User by User Role

Supplier

Order DCC Gateway : Integrate systems with
Connection Submit Forecasts DCC SMKI & DCCKI RAPP Crorins [Hlulbs

Obtain Live
Credentials

Complete SREPT &
UEPT

User Security
Assessment

Submit evidence to SEC Panel

Network Operator

Order DCC Gateway Submit Integrate systems Complete SREPT &
Connection Forecasts with DCC 2l e DR AP UEPT

Obtain Live
Credentials

User Security
Assessment

Submit evidence to SEC Panel

Other Users

Order DCC Gateway \ Submit Integrate systems Complete SREPT & Obtain Live User Security
Connection Forecasts with DCC bl i DT R UEPT Credentials Assessment

Privacy Audit Submit evidence to SEC Panel

Responsible Supplier Agent (RSA)

Order DCC Gateway' ; egrate systems with ™\ . . Order Complete SREPT & Obtain Live
e e Submit Forecasts RAPP (obtain test credentials Comms Hubs UEPT Credentials

User Security
Assessment

Submit evidence to SEC Panel

G Data
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(B DCC Customer On Boarding Steps

¢

What do you need to communicate with Meters?

Data
Communications
Company

Parse and

DCCKI and COEEE
SMKI Software i

credentials supplied by
DCC.

ADCC
Gateway
Connection

System to
generate DCC
User Interface

(DUIS) commands
and receive

responses




(I DCC Customer On Boarding

User Roles and Services Available

All Roles

AService Management
ASelf Service Interface

AWAN Coverage
Checker

ASmart Metering
. Inventory

- ASMKI Services
AReports

Q ommunications
Company

Import, Export and Gas
Supplier
AAble to Install and

Commission of devices
in consumer homes

AUpdate device
firmware

AAccess to consumption
data

ABilling
ATOU tariffs

Electricity Distributor

and Gas Transporter

A Access to alerts
including power
outages & power
restore and network
information

A Able to check Supply
Status and Event or
Security Log

AAble to configure some
alerts on devices

A GT able to initiate the
recording of gas
consumption data

Registered Supplier
Agent

" AAble to access
services in their own
rights and on behalf of
Suppliers

AAble to read Device
Configuration, Event or
Security Log, Read
Supply Status and read
Firmware Version

Other User
ANeed consumer
consent to access data

AAccess to
Consumption Data

ACan add devices to
HAN

ARead tariff Information

ARequest Customer
Identification Number




DCC User Interface
Specification (DUIS)

12 July | DCC Public 22



% DCC User Interface Specification (DUIS)

¢

Data

DUIS is the DCC User
Interface Specification, is
the communications
Interface designed to
allow the
communications referred
to in Section H3.3 of SEC
o0 the Communications to
be sent via the DCC User
Interface, which are sent
between the DCC and
DCC Users.

Communications
Company

This machine -to-machine
interface enables
authorised Users to call
Service Requests to
Interact with Devices and
Services within the DCC,
and to receive Responses
to those requests, in
addition to Device and
DCC Alerts.

Use of the DCC User
Interface enables Users
to manage installed
Smart Metering and make
use of the wider DCC
Services supporting the
rollout, enrolment and
management of Smart
Metering Devices.

12 July | DCC Public
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el DCC User Interface Specifications

DCC User Interface Services Schedule

Modes of Operation

[ [
[S3] QO = = = o - 0
o c o c g [ =4 L =
Service Request Name z 2 22 g S g £3 g < 8% > § Eligible User Roles
ks AG S & 3 58535 02|23
o o = L [N 5} S
o s o | =z
Update Import Taviff (Primary 11 111 Yes Yes Device No | No | IS |GS
Element)
ng: Active Import Profile 48 481 No Yes DSP Yes | No | IS |GS|ED GT ou
F u | | | ISt aval Iable ng‘ad LS T RIE RS 48 482 No Yes DSP Yes | No | Is ED ou
Read Export Profile Data 4.8 4.8.3 No Yes DSP Yes No ED ES OuU
h ere: S E C Read Tariff (Primary Element) 4.11 4111 No Yes No No | No | IS |GS ou
REZCI WEN; (SEETSEy 411 4112 No Yes No No No | IS ou
d B E Element)
/ \D D enaix Eg';”e"e ety ComeT e 417 417 No Yes DSP Yes | No | IS |Gs|ED|GT ou
D C C U Ser Create Schedule 5.1 5.1 No No No No Yes | IS |GS|ED|GT|ES|ou
Read Schedule 5.2 5.2 No No No No Yes IS |GS ED|GT ES| OU
I n e rface Delete Schedule 5.3 5.3 No No No No Yes IS |GS ED | GT ES| OU
t Read Device Configuration
(identity Exc MPxN) 6.2 6.2.4 No Yes No No No IS |GS ED GT ES OU  RSA
Se rvices R0 DEIES el ] TEe 6.2 6.2.7 No Yes No No No | IS |GS|ED|GT ES|ouU | RsA
(MPxN)
S Ch e d u I e g:‘; A (LR SRET 7.7 7.7 No Yes DSP No No | IS ou
Read Boost Button Details 7.11 7.11 No Yes DSP No No IS Oou
Read Inventory
(Current and Future Suppliers may use this Service Request) ez e Ne NE NE NE VEE B E8 @ =5 O] RN
Update Inventory 8.4 8.4 No No No No Yes IS 'GS ED | GT ES| OU | RSA
Join Service (Non -Critical) 8.7 8.7.2 No Yes No No No IS | GS ou
Unjoin Service (Non -Critical) 8.8 8.8.2 No Yes No No No IS | GS ou
Read Device Log 8.9 8.9 No Yes DSP No No IS | GS ou
Update HAN Device Log 8.11 8.11 No Yes DSP No No IS | GS Oou
Request Customer 9.1 9.1 No Yes No No | No ou
Identification Number
Read Firmware Version 11.2 11.2 No Yes DSP No No IS |GS ED|GT ES| OU | RSA
Request WAN Matrix 121 121 No No No No Yes IS |GS ED GT ES OU  RSA
Data Device Pre -notification 12.2 12.2 No No No No Yes IS |GS| ED | GT |ES| OU | RSA

Communications _
Company 12 July | DCC Public


https://smartenergycodecompany.co.uk/the-smart-energy-code-2/

Timelines and Useful
Links
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el Timelines and Useful Links

SMKI Repository and Entry Process Tests (SREPT)

A SMKI Registration (RAPP) In order for parties to start SREPT you need to have
completed the SMKI registration (RAPP) process and configured a connection. Refer
to: Guide to SREPT and SMKI RAPP.

A SMKI RAPP forms need to be uploaded to SharePoint (forms processed then DCC
Initiates a verification meeting). Organisation verification with Director/Company
Secretary via webex /skype

A ID verification for Senior Responsible Officer (SRO) and Authorised Responsible
Officers (ARO) éonly AROs receive a USB token at DCCq
certificates

SMKI Repository and Entry Process Tests (SREPT)

A SMKI & Repository Test Scenarios Document (SRTSD) sets out the test scenarios that
must be completed by each category of test participant, and the test artefacts that
must be produced for review by DCC

A Customers need to provide 60 working Days notice of their intention to start SREPT o
o LNIS IS provided to  Testing.Notices@smartdcc.co.uk
(0 ruen oy e re 2


https://www.smartdcc.co.uk/media/326998/guide_to_the_srept_1.01__3_.pdf
https://www.smartdcc.co.uk/media/348955/draft_version_1.3_of_the_smki_rapp_rebaselined_12_january_2016_clean.pdf
https://www.smartdcc.co.uk/media/309842/smki_and_repository_test_scenarios_document_document__srtsd__v1.8.1_clean.pdf
mailto:Testing.Notices@smartdcc.co.uk

el Timelines and Useful Links

DCC Gateway Connection

A DCC gateway connection - low volume ~90 working days, high volume ~7.5 months

A Costs and charges for the DCC Gateway connection vary depending on the connection
volume ordered. Each connection ordered will have an associated installation cost as
well as an annual charge. Charges are published in our Indicative Charging Statements

and Indicative Budgets, which are published on our website here . Guidance on charges
can be found here.

A DCC has published FAQs and Guides on Gateway connections here.

A Gateway connections are ordered from the DCC Service Desk,
servicedesk@smartdcc.co.uk |, the forms that need to be submitted are on SharePoint

here . A site visit will need to be conducted as part of the ordering process, to
determine the work required.

Data
Communications

Company 12 July | DCC Public
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https://www.smartdcc.co.uk/charges/indicative-charging-statements/
https://www.smartdcc.co.uk/media/208918/dcc_gateway_connections_guidance_v1.0.pdf
https://capitaitservices.sharepoint.com/sites/LIVEDCC/PARTIES/Information for SEC Parties/Forms/AllItems.aspx?RootFolder=/sites/LIVEDCC/PARTIES/Information for SEC Parties/Gateway Connections/Guides&FolderCTID=0x0120002379F9933265764E9B40AC3324C86CFB&View={5C0BC6EE-D245-43AC-B06E-D27C27381FC6}
mailto:servicedesk@smartdcc.co.uk
https://capitaitservices.sharepoint.com/sites/LIVEDCC/PARTIES/Information for SEC Parties/Forms/AllItems.aspx?RootFolder=/sites/LIVEDCC/PARTIES/Information for SEC Parties/Gateway Connections/Ordering Forms&FolderCTID=0x0120002379F9933265764E9B40AC3324C86CFB&View={5C0BC6EE-D245-43AC-B06E-D27C27381FC6}

el Timelines and Useful Links

DCC Adaptor

A All the SEC documents are availableon S ECAS®&s we b dJsetokDUISéasr e .
also available on the Developing the SEC Page .

ADCCO6s DUGI DS is on DCC&s DesiShatePdheHerease For um
Ol der versions are also on DCCbs website. The
a SEC Document, and available on the SECAS Website.

A Great Britain Companion Specifications (GBCS), Government document that

detalils the requirements for communications between the Home Area
Network (HAN) and DCC. The latest version is available on the Developing the

SEC Page.

Data
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https://smartenergycodecompany.co.uk/the-smart-energy-code-2/
https://smartenergycodecompany.co.uk/the-developing-sec/
https://capitaitservices.sharepoint.com/sites/LIVEDCC/SDA/DCC User Solution Baseline Resolution/Forms/AllItems.aspx#InplviewHash9a299a88-65e7-46b8-aab3-fb49f1700b3a=SortField%3DModified-SortDir%3DDesc

el Timelines and Useful Links

User Entry Process Test (UEPT)

A To become a DCC User, a Party must undertake User Entry Process Tests (UEPT) :
refer to the Common Test Scenarios Document . This sets out the test scenarios that
must be completed by each category of test participant, and the test artefacts that
must be produced for review by DCC.

A During UEPT, a DCC Industry Test Analyst will be allocated to you to assist with the
process.

Forecasting and ordering

A DCC has published a Forecast and Order Information Pack which provides an
overview of the various forecasts DCC asks parties.

A There is a 10 month lead time for Forecasting, with orders being placed at the 5 month
mark. As an example, if you require Communications Hubs to be delivered in March
2019 a forecast must be submitted by the May 2018 deadline. If you do not submit a
forecast by the deadline, a nil return will be assumed. Forecasts must be submitted

through the Order Management Systems (OMS). Information can be found here: DCC
pata OpeErations SharePoint site
(0 Sorpnein sy e re 2


https://www.smartdcc.co.uk/implementation/test-assurance/test-scenarios/
https://www.smartdcc.co.uk/media/343532/forecast_information_pack.pdf
https://capitaitservices.sharepoint.com/sites/teams/SEC Parties Operations - LIVE/Information for SEC Parties/Comms Hubs/OMS

el Timelines and Useful Links

End-to-End Testing

A Provides an opportunity for Parties to test the interoperability of meters and
back office systems. Refer to: End to end testing approach document.

A Can be undertaken against meters that are installed in a CSP Test Lab, or
against meters that are installed in a remote test lab which has been
established in a location chosen by the Party. Parties can use their own
meters during end -to-end testing, or can ask the DCC to obtain meters on

their behalf.

Security assessment

A Parties are required to undergo an Initial Full User Security Assessment as
part of the User Entry Process 0 Contact SECAS for more details.

Data
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How to Engage and Get Support

Industry Test Team

Available to support you through testing
Testing.Notices@smartdcc.co.uk
Service Mangers

Our customers key contact at DCC
opsuserservice@smartdcc.co.uk

DCC Service Desk
For live services ServiceDesk@smartdcc.co.uk

DCC Website and DCC SharePoint
Contact Service Desk for access to SharePoint

General Questions?
Contact@smartdcc.co.uk

Data
Communications
Company
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mailto:Testing.Notices@smartdcc.co.uk
mailto:opsuserservice@smartdcc.co.uk
mailto:ServiceDesk@smartdcc.co.uk
mailto:Contact@smartdcc.co.uk

Thank you
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User Entry Process
Becoming a DCC User

Marco Brunone, Party Support Senior
Analyst, SECAS




Introduction "

A User Entry Process Overview

A User ID

A Credit Cover

A SMKI & Repository Entry Process Tests
A User Entry Process Tests (UEPT)

A Security and Privacy Assessments

Gemserv 34




UEP Overview "

User ID

Obtained from Panel via
SECAS

EU64 Compliant
Notified to the DCC

Y User Entry Process Tests
(UEPT)

In accordance with
Common Test Scenarios

User Security Assessment

Undertaken by Competent
IndependentOrganisation
procured by SEC Panel

SEC Section &36

Gemserv



User ID

Section BZ; obtain an EU64 Compliant identifier used to identify a
User acting in a particular User Role.

A SECAS advises Parties of their allocateebEUI
Compliant identifiers for User IDs upon completion of
the SEC Accession process.

A Parties are required to propose to the DCC the User
that the Party would like to use for each User Role.

IDs

Gemserv

-~

&

User ID Checklist

V Can provide confirmation

to SECAS that your User
ID has been accepted by
the DCC

~

J
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Credit Cover .

SEC Section 43ut in place a form of Credit Support if Credit Cover
Requirement is over the Credit Cover Threshold

A The value of Credit Cover is determined by the DCC and will be
notified to the Party upon acceding to the SEC.

—r

A Credit Cover Requirement = Value at Rskinsecured Credit Limi

A No credit cover is required until the monthly DCC invoice surpass
£2000.

Gemserv 37




SMKI & Repository Entry Process Tests

SEC Sections H14 andclbecome an Authorised Subscriber and interoperate
with the SMKI Repository.

A In accordance with the SMKI & Repository Test Scenarios
Document

A Is an Authorised Subscriber and a Subscriber under the
Organisation and/or Device Certificate Policies

A 1s eligible to access the Repository as set out in the SMKI
RAPP

A Completed when DCC considers the Party has met the
requirements of its SREPT

Gemserv 38




User Entry Process Tests (UEPT)

SEC Section HEAJEPT tests the capability of a User to interoperate with the

DCC.

A For each User Role and in accordance with the Common
Scenarios Document

A Using Devices selected by the DCC
A Communications to and from the User and the DCC

A Test scripts and sequences developed by Party, and appr
by the DCC

A Completed when DCC considers the Party has met the

Test

pved

requirements of its UEPT

Gemserv

-

(< <

UEPT Checklist

Can establish a DCC Gateway
Connection

Can use the DCC User Interface

Can use the Self-Service
Interface

~

)
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Security and Privacy Assessments "

SEC Section HE4JEPT tests the capability of a User to interoperate with the
DCC.

Security Assessment
A All Parties require an initial Full User Security Assessment
conducted by the User CIO
A Privacy Assessment
AWHhOKSNI ' aSNEQ | NB NBIjdzA NBR
to assess their compliance against the obligations set out|in
SEC Sections 11.2 to 11.5

Gemserv 40




Who does what?

Requirement

By

From?

User ID
RDP ID

User Role eligibility through Users notifying DCC of
their EUI-64 identifier, and DCC accepts

Panel i (Section B2) SECAS
iIssue these following accession

User Entry Process
Test (UEPT)

User successfully completing UEPT for each User
Role you will operate in line with the Common Test
Scenarios Document (CTSD)

Note: RDPs are not a DCC User Role

DCC 1 (Section H14) Party
demonstrates to
satisfaction that they meet the
criteria to enter and exit

SMKI & Repository
Entry Process Test
(SREPT)

Users successfully completing SREPT in order to be
an Authorised Subscriber for Organisation and/or
Device Certificates

DCC i (Section L7) sets out that
DCC confirms completion

Security Assurance

All Users complete their CIO Assessment under
Security Controls Framework

Panel T (Section G8) via SSC
consideration of CIO report

Other User* Privacy
Audit

Other Users complete their CIO Assessment under
Privacy Controls Framework

Panel - (Section 12)

Credit Cover

Provide credit support to DCC for User Role

DCC 1 (Section J3)

Gemserv
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UEP Evidence Form
SEC SEC

This UEP Evidence Form has been produced in order to confirm the same to the Party, capturing
Smart Energy Code (SEC) idence as Appendices and fi ping when each step has been completed.

User Em Process {UEP] Evidence Form ion H1.10 Clauses Date Received Evidence
SEC Section H1.10 {a)

SEC Section H1.11 states that a Party will have successfully completed the User Entry Process for a

particular User Role once the Code Administrator has received confirmation from the body Receive confirmation from the DCC that a
responsible for each of the requirements set out in SEC Section H1.10 that the Party has met all such User ID for the User Role has been accepled
requiremeants. SEC Section H1.10 (b)
The SEC Party is ired to tick the User Role(s) that have undertaken as of their User Complete the required User Entry Process
Ew,mm";: reaul le(s) hat they Y pat Tests for the Uiser Role
User Role SEC Section H1.10 (¢)
Demonstrate the applicable security
Import Su ! = requirements were mel, via a Security
Export Supplier ] Assessment
Gas Supplier [m] SEC Section H1.10 (d)
If undertaking the process to act as an Other
y D o = User, demonstrate that the applicable privacy
Gas Transporter (] requirements were met, via a Privacy
n =] Assessment
Registered Agen SEC Section H1.10 (2)
Other User o Provide Credit Support or additional Credit
Support as required by the DCC
The responsible bodies are as follows: Table 1: UEP Evidence Form
*  DCC - SEC Section H1.10 (a) — we would expect the Party to forward to SECAS the DCC's If the: above UEP Evidence Form has been completed incorrectly, or does not align to your own
confirmation that a User ID for the Party for a particular User Role has been accepted. This records, please contact the SECAS Helpdesk (secas@gemserv.com).
mﬂ"fwfmm"’ ﬂ;::c::“ from the DCC confirming the above (unless there is a formal Please note: as required by the SEC, SECAS shall notify both the Party, as well as the SEC Panel
i by ) and the DCC that a Party has completed UEP for a particular User Role.

* DCC - SEC Section H1.10 (b) — we would expect the Test Completion Reports to be
submitted by a Party to SECAS as evidence o show they have completed Testing.

o Although not explicitly set out in the SEC, Parties will need to have successfully
completed SMKI| and Repository Entry Process Testing (SREPT) before they can
commence User Entry Process Testing (UEPT).

» SEC Panel - SEC Section H1.10 (c) — we would expect an email / report from the SEC Panel
to notify that a Party has had an assurance status set fo ‘Approved’.

= SEC Panel - SEC Section H1.10 (d) (if applicable) — we would expect an email / report from
the SEC Panel to notify that a Party has had an assurance status set to ‘Approved’.

* DCC - SEC Section H1.10 (e} — we would expect the DCC to confirm to SECAS that Credit
Support (or additional Credit Support) has been lodged for a SEC Party. This will likely be a
copy of an email from the DCC confirming the above (unless there is a formal doecument
issued by the DCC).

We expect the SEC Party to provide the above. However, if this has been misplaced or lost, SECAS
can and may contact the responsible bodies who oversee the above requirements.
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Estimated Timeline for Becoming a DCC User "

Aceession and User [D

Provided K’E

¥
(Up 1o 4-6 Weeks) Credit Cover
——

SMKI & Repository Entry Process Testing (SREPT) DeC .

Intendt 1o Test Froum 400 Wk for 25 Wk L Exnt Crteria and DOC
Wk b el o -

provided S0WDs in Production of Test Production oo g Test Completion

aclvance Kesadiness Hepors Test Arefacts Tesi Cory Cemilcate [ssied
sl Completion Bepor

SEC Section References

User ID - B2

User Entry Process Testing (UEPT) Credit Cover - 13

From 20 Ws for 25 Whs 10 W hefiore end of Exit Criteria and DOC SREPT - H14 & L7

UEFT - HI4

Security Assessments - G3:G6
Privacy Assessments - [2:15

Prosducticn UEPT

eports | Test Artefacts

Stages of becoming a DCC User

Security Assessment

Advanced Motice Securily S5C and Pamel
e parting Phigaz Validation Phase

i Assessmend Comsideration

(Min 12 Wesks) (Lo 2 Weeks)

From 24
Weeks

Privacy Assessment (Other User Role)

| Privacy Assessment Reporting Phive Validation Phase Panel Consideration
e

Weeks) {(Llp to 4 Wiseks) Ip o 2 Weeks) (Up 1o 6 Weeks)

(Lp o2
{Min

Gemserv



Points of Contact

\
\\' SECAS Helpdesk Tel: 020 7090 1C

@ SECAS Helpdesk Email

Party Support Contacts:

| 2dzNI1y Sé& h Q/ 2y y 2 NJCbuntrrey.o6onnon@mgemsem gy
StephenBlann+44 (0)20 7770 6940Stephen.Blann@gemserv.com
MarcoBrunone+44 (0)20 7090 10934arco.Brunone@gemserv.com

Gemserv
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Questions?

MarcoBrunone Party Support Senior
Analyst, SECAS




. -

Security and Privacy
Overview

Nick Blake, Senior Security Analyst,
SECAS




Agenda 1

A Types of assessment

A QOverview of the controls frameworks
A Summary




Types of security assessment

Verification User Security
Assessment

Carried out by the User CIO to
checks for any material increase in
security risk since the last Full User

Security Assessment

User Security Self-Assessment

Carried out by a User and reviewed
by the User CIO.




Security assessment frequency 1

SeltAssessment

SeltAssessment

SeltAssessment SeltAssessment




Types of Privacy Assessment 1

User Privacy Self-Assessment Random Sample Privacy

Carried out by a User and Assessment
reviewed by the CIO to identify User CIO checks compliance in
material change in the systems in relation to a limited (sample)

place to comply and the quantity number of Energy Consumers
of data being obtained (12.27 11.5).

Other Users
Entry/Year One Year Two Year Three

Three Year Privacy

User Privacy Self- User Privacy Self-
Assessment Cycle . Y

Assessment Assessment

On instruction from the

Panel Random Sample Privacy Assessment




Prior to an assessment

Engaging with the User CIO

A Engagement with the User CIO shall be managed via SECAS;

A Users should seek to engage with the User CIO at least 12 weeks prior to their desired review date. Early engagement to
schedule an assessment is strongly recommended;

A ltis the responsibility of the User to engage the User CIO in accordance with the review cycle;

A Users should seek to engage with the User CIO when they have system stability and are confident that significant change
will not occur;

A Users wishing to change the dates of an assessment must inform the User CIO at least 4 weeks prior to the original
assessment start date. Failure to comply with this period may see the User incur a cancellation charge;

A Cancellation charges will be applicable if the User fails to comply with the appropriate cancellation period.



Prior to an assessment

Information required by the User CIO

A The User CIO will engage with the User to determine the scope of the assessment as well as determine the scale, length, and
involvement of User Personnel;

A User System scope document including key definitions;
A Locations within the scope of the User Systems and therefore the assessment;

A A nominated point of contact for the administration and planning of the assessment.

Information to be provided by the User CIO

A The User CIO will engage with the User to determine the scope of the assessment as well as determine the scale, length, and
involvement of User Personnel.

A Where applicable, a preliminary schedule and assessment timetable;

A A list of key User Personnel, by role, who the User CIO may need to meet with during the assessment. This may inparte third
suppliers;

A A document request list;

A A proposed assessment team with a User CIO key point of contact.



During a Full User Security Assessment 1
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the obligations specified in SEC Sections G3 to G6 in each of its User Roles.

A Itis performed onsite and should take between 3 and 10 days on site primarily dependent on whether the
User is engaged with an established Shared Resource or is seeking to create a bespoke User System.

A The level of preparatory work completed by the User in advance of the User CIO assessment is another key
factor determining how long the assessment will Jast




Verification assessments

A Required for:

Small Suppliers (Year @hoting that those Users operating with Shared Resources will be treated
as Large Suppliers for the purposes of assigning the assessment type

Large Network Operators (Years 2 & 3)
Small Network Operators (Year 2)

A WA "Verification User Security Assessmént a K f f XARSYGATFe Fyeé YIFOaGSNRFE 7
relating to the Systems, Data, functionality and processes of that User falling within Section G5.14
(Information Security: Obligations on Users) since the last occasion on which a Full User Security
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A All Verification Assessments will use the previous FUSA as a starting point, with Users questioned on
any changes made since that FUSA to maximise efficiency.



Verification assessment approach

A A Verification Assessment will address three key areas to determine the extent of
any changes since the previous FUSA in:
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2. Risk levels: Rassessment against G5.14 and G5.15 to understand whether the User

has maintained an upp-date risk assessment and assess whether the User has
detected a change in its level of risk exposure.

3. Changes in approach to risk mitigation-&&sessment of the risk appetite to
understand whether any changes have been made there, and of theldewgh
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Verification assessment scope "

All Users

A User System: Agreed Interpretation

A Separation: Agreed Interpretation & G3.14

A Risk Management: G5.14G5.16

A Overall alignment with 1ISO 27001: G5¢15.18 (part (b) (iv) only)
A Setting Anomaly Detection Thresholds: G6@G6.4

A Vulnerability Assessment review: G3.8

A Vulnerability Management & Reporting: G3.9

Supplier Parties only

A Supply Sensitive Check: G3¢233.25

A Detection of Anomalous Events: G3¢163.16
A Penetration testing review: G3.7
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During a User Security Sedfsessment
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in the security risk since the last occasion on which either a Full User Security Assessment or Verification
User Security Assessment was carried out.

A The scope of this assessment focuses on those areas exposed to any material increase in security risks as_
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A The User is required to produce a report for review and corroboration by the User CIO prior to presentation
to the SEC Panel.

A The template containing the questions posed to the User is currently under review by the SSC, and will be
included within the next draft of the SCF.




Seltassessment guestionnaire

A To support the User Security SA$sessment the User CIO has developed aASskssment
template consisting of 4 sections:

1. Introductory Information

How has your customer base changed with regards to number of smart metering systems (SMETS2)?
Have there been any changes to arrangements with Shared Resource?

2. How has the scope or method of operation of your User System changed, if at all, since your
last Full Assessment?

Have there been any changes to the functionality that you offer to customers with regards to Smart Metering
solution?

How has the configuration of your User System changed?

3. How do you consider the risks have changed, if at all, since your last Full Assessment?
Have there been any changes to the Risk Management processes?
How has the threat landscape changed?

4. How has your approach to risk mitigation changed, if at all, since your last Full Assessment?
Have you modified the security controls used to mitigate risk?
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During a FollowUp Security Assessment
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Security SHCommittee (SSC). The scope of the FoellprSecurity Assessment is determined by the SSC
and the subsequent time required for this review will be dependent upon the agreed scope.

A At the request of the SSC the User CIO will conduct a Follow Up Security Assessment of a User to:

(a) identify the extent to which the User has taken the steps that have been accepted or agreed (as the case may
be) within the timetable that has been accepted or agreed (as the case may be); and

(b) assess any other matters related to the User Security Assessment Response that are specified by the Security
SubCommittee.




After the assessment

A Following the completion of an Assessment the User CIO will produce a written
report.

A The User CIO will submit a draft copy of the report to the User for review. The User
shall have 5 working days to request changes for consideration and a further 10
working days to produce a Management Response to the findings.

A This Management Response will be validated by SECAS to ensure that the responses
provided adequately address the observations raised, with the User having an
opportunity to update the response in line with any comments received.

A The User CIO then performs a final validation ahead of the consolidated
documented being presented to SSC.



What are the SCF and PCF?

A The Security Controls Framework (SCF) and Privacy Controls Framework (PCF) are
documents developed by the User CIO with the support of the Security Working
Group (User CIO, BEIS, SECAS), and SSC (through review).

A The controls frameworks serve a number of functions:

Describing the type of evidence the CIO would seek to receive to demonstrate
compliance with the SEC.

Describing the assessment protocols, regarding how the assessments will work.

Creating a consistent approach to the way in which Users are assessed for
compliance.




Assessment logistics 1

A The SCF & PCF set out (amongst other topics):

A When and how to engage the CIO;

What to expect during the assessment, and requirements on the User;
Indicative timescales, and how to manage changes to these;

Who the CIO would expect to meet with;

How to achieve an efficient review;

Minimising disagreements;

The approach taken to ensuring data confidentiality;

Assessment variations.
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Control descriptions

A The controls frameworks describe:
The different types of User Assessment including the applicable assessment criteria and frequency of assessment.

The activities and requirements of each stage of the assessment lifecycle: prior to an assessment, during an
assessment and postssessment.

Key information and logistical requirements around how a User should engage with the User CIO, as well as
indicative timetables and example schedules for the assessments.

The guestions the User CIO might ask, and the evidence it might expect to see from a User to support the
assessment.

A The controls frameworks will not be:
Overly prescriptive.
A replacement for the regulation.
Exhaustive in their description of the questions / evidence that the CIO may seek to support its work.



Summary

A Users will be subject to Security assessments upon User Entry (and each year
thereafter) which are proportionate to the risk they introduce into the system.

A Other Users will also be subject to Privacy assessments, to verify their compliance
with relevant SEC obligations.

A Early engagement with the User CIO will be beneficial to Users in securing their
desired assessment date.

A The SCF and PCF are documents which have been produced to guide the
assessmentg they provide clarification of the protocols applying to the assessment
process and examples of the types of evidence the CIO may wish to see, and
guestions which are likely to be asked of the User.



Security and Privacy Assessment Timeline "

12 Weeks prior to assessment

10 Working Days 5 Working Days 10 Working Days 5 Working Days

Submit Form | Cancellation T FleldWork User Factual User SECAS User CIO

Assessment Accuracy  Management 55C Review

VEUGELGT UEUGELGT
Report Challenges Response e

to SECAS Fee Incurred Assessment

Final4 Weeks 5 Working Days

15 Working Days m—'ﬂ"’ﬁ ﬂ“ﬂ:"l’
2"and 4
Wednesday
of the
month.
| 12 Weeks prior to assessment | 10 Working Days 5 Working Days 10 Working Days 5 Working Days
| | ! ! [

Submit Form  Cancellation Fieldwork LB Factual LA SECAS IPA SEC Panel

fissessment Accuracy Management Validation Validation Review
Report Challenges Response

to SECAS Fee Incurred Assessment

Final 4 Weeks & Working Days

Occurs every
2™ Friday of
the month.

15 Working Days
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Prepayment Meters: Current Trends and Issues 1
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Questions!

Who is GLOBAR65?

Terminology

Current trends and issuedegacy meters
Current trends and iIssuegssmart meters

More questions
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Who i1s GLOBAR65?
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