
Session A: Introduction to the SEC

Welcome

SEC Party Engagement Day ς12th July 2018



Afternoon Talks
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15:00 - Tea, Coffee and Network!



Introduction to the SEC 
and SEC Governance

/ƻǳǊǘƴŜȅ hΩ /ƻƴƴƻǊΣ tŀǊǘȅ {ǳǇǇƻǊǘ 
and Operations Delivery Manager, 
SECAS



Introduction

ÁThe Smart Energy Code

ÁSEC Governance 

ÁSEC Panel and SECCoBoard

ÁIntroducing the Sub Committees 
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The Smart Energy Code (SEC)
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Smart Energy 
Code

Schedules Appendices

ÁFirst designated 23rd September 2013, following the DCC Licence being granted. The 
current version is SEC 5.19. 

ÁA multi-Party agreement:

üDCC licence obligation for the SEC
üDefines the rights and obligations between the DCC and the Users of the DCC Services
üSpecifies other provisions that govern the end-to-end management of Smart Metering in GB



SEC Governance Structure

Gemserv 6Gemserv 6

SECCo Board SEC Panel

Change Board

Modification 
Working Groups

SMKI Policy 
Management 

Authority

Security Sub-
Committee

Technical 
Architecture and 

Business 
Architecture Sub-

Committee 

Expert Groups

Other Panel-led 
Sub-Committees

Testing Advisory 
Group

Operations Group



SEC Panel and SECCoBoard
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Panel

ÁEstablishes budgets, Sub-Committee constitution and expert 
infrastructure, oversight of the Modifications Process
ÁDeveloped capability to take-on responsibilities emerging from future 

SEC content and handover from Transition Governance

Board

ÁBoard of Directors of SECCo
ÁLooks at the corporate governance of the Code e.g. contract-holder 

with SECAS, Independent Chairs, PKI Expert, Lawyers, User Competent 
Independent Organisation and SECCo Auditor



Smart Metering Key Infrastructure Policy Management Authority
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Sub-Committee Function Membership

SMKI Policy Management 
Authority (PMA)

Governs the SMKI Document 
Set and to monitor and gain 
assurance of the DCC 
operation of SMKI services

3 Large and 1 Small Suppliers, 
2 Network, 1 SSC & 1 TABASC 
Representative, PKI Specialist, 
DCC, Ofgem, SoS and 
independent Chair

Duties

Approve 
Assurance Scheme

and Service 
Provider

Contribute to 
Design Activities

Review and 
Approve SMKI 

Documentation 

Produce guidance 
documents e.g. 
Recovery Key 

Guidance

Monitor testing 
reports in relation 

to SMKI

Review and 
Approve DCCKI 
Documentation



Security Sub-Committee
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Sub-Committee Function Membership

Security Sub-Committee (SSC)Develop & maintain security 
documents under the end-to-end 
security architecture

8 Suppliers (6 Large and 2 Small), 2 
Networks, 1Other User,DCC, SoS, 
1 TABASC Representative and an 
independent Chair 



Technical Architecture and Business Architecture Sub-Committee
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Sub-Committee Function Membership

Technical Architecture and 
Business Architecture Sub-
Committee (TABASC)

Providessupport & advice on the 
Technical Specifications and end-
to-end Technical Architecture

8 Suppliers (6 Large and 2 Small), 2 
Networks(1 Gas and 1 Electricity), 
2 Other Parties, DCC, an 
independent Chair, SoS and 
Authority representative

Technical Architecture and Business Architecture Sub-Committee 
(TABASC)

Technical and Business Expert Community (TBEC)
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Change Board
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Sub-Committee Function Membership

Change Board Review the Modification Report 
Consultation responses and vote 
on whether to Accept/Rejector 
defer a Modification Proposal

Large Suppliers from Voting Group 
of that Category, 3 Small 
Suppliers, 3 Other, 3 Networks, 
Consumer, DCC, Ofgem, SoS and 
SECAS Chair



Testing Advisory Group
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Sub-Committee Function Membership

Testing Advisory Group (TAG) Supports the Panel with their 
obligations throughout the testing 
stages. Reviews testing 
documentation, provides views on 
testing reports and has weekly calls 
with the DCC to understand testing 
progress.

1 person appointed by Large Supplier, 
3 persons from the Small Suppliers, 3 
Persons from the Electricity and Gas 
Networks, 3 persons from the Other 
SEC Parties, 1 Consumer member



Operations Group
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Sub-Committee Function Membership

Operations Group The purpose of the Operations Group is 
to deal with operational matters that 
relate to services provided under the 
Smart Energy Code, including DCC 
Services; and, to enable close co-
operation between the DCC and DCC 
users.

1 person appointed by Large Supplier, 3 
persons from the Small Suppliers, 3 
Persons from the Electricity and Gas 
Networks, 3 persons from the Other SEC 
Parties, 2 persons appointed by the DCC, 
TABASC representative, Authority and 
SoS representative



Questions?

/ƻǳǊǘƴŜȅ hΩ/ƻƴƴƻǊΣ tŀǊǘȅ {ǳǇǇƻǊǘ ŀƴŘ 
Operations Delivery Manager, SECAS 



DCC CUSTOMER ON BOARDING

12 July 2018  |  DCC Public

Verity Thenard, Head of  Regulatory Stakeholder 

Management, Smart DCC
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Agenda

DUIS and Service Requests

Scope

1

2

3

4

Timelines and Useful Links

DCC On Boarding Steps

5
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DCC Customer On 

Boarding Steps

12 July  |  DCC Public
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DCC Customer On Boarding Steps

12 July  |  DCC Public

Become 
a SEC 
Party 

Build or 
Buy a 
software 
solution 
(DCC 
Adaptor)

Complete 
SMKI 
RAPP, 
DCCKI 
RAPP for 
Test, and 
for Live 

Complete  
SREPT

Complete 
UEPT

ü Mandatory steps, as per Section H 

of  the SEC

Acronyms

Å SMKI RAPP ðSmart Metering Key 

Infrastructure Registration 

Authority Policy and Procedures 

Å DCCKI RAPP ðDCC Key 

Infrastructure Registration 

Authority Policy and Procedures 

Optional Steps

Å End to End (E2E) 

Testing

Å Forecasting and 

Ordering Comms Hubs

Steps to become a DCC User
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DCC Customer On Boarding Steps

Prepare to be a DCC User by User Role

Submit evidence to SEC Panel

Privacy Audit 

V
Order DCC Gateway 
Connection

Integrate systems with 
DCC

SMKI & DCCKI RAPP
Order 
Comms Hubs

Complete SREPT & 
UEPT

Submit Forecasts
Obtain Live 
Credentials

Order DCC Gateway 
Connection

Integrate systems 
with DCC

SMKI & DCCKI RAPP
Complete SREPT & 
UEPT

Submit 
Forecasts

Obtain Live 
Credentials

User Security 
Assessment

Submit evidence to SEC Panel

Submit evidence to SEC Panel

Order DCC Gateway 
Connection

Integrate systems with 
DCC RAPP (obtain test credentials )

Order 
Comms Hubs

Complete SREPT & 
UEPT

Submit Forecasts
Obtain Live 
Credentials

User Security 
Assessment Submit evidence to SEC Panel

Order DCC Gateway 
Connection

Integrate systems 
with DCC

SMKI & DCCKI RAPP
Complete SREPT & 
UEPT

Submit 
Forecasts

Obtain Live 
Credentials

User Security 
Assessment

Supplier
User Security 
Assessment

Network Operator 

Other Users

Responsible Supplier Agent (RSA)

12 July  |  DCC Public
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DCC Customer On Boarding Steps

What do you need to communicate with Meters? 

12 July  |  DCC Public

System to 
generate DCC 
User Interface 

(DUIS) commands 
and receive 
responses

A DCC 
Gateway 

Connection

DCCKI and 
SMKI 

credentials

Parse and 

Correlate 

Software ï

supplied by 

DCC. 
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DCC Customer On Boarding

User Roles and Services Available 

All Roles

ÅService Management

ÅSelf Service Interface

ÅWAN Coverage 
Checker

ÅSmart Metering 
Inventory

ÅSMKI Services

ÅReports  

Import, Export and Gas 
Supplier

ÅAble to Install and 
Commission of devices 
in  consumer homes

ÅUpdate device 
firmware

ÅAccess to consumption 
data

ÅBilling

ÅTOU tariffs

Electricity Distributor 
and Gas Transporter

ÅAccess to alerts 
including power 
outages &  power 
restore and network 
information

ÅAble to check Supply 
Status and Event or 
Security Log

ÅAble to configure some 
alerts on devices

ÅGT able to initiate the 
recording of gas 
consumption data

Registered Supplier 
Agent

ÅAble to access 
services in their own 
rights and on behalf of 
Suppliers

ÅAble to read Device 
Configuration, Event or 
Security Log, Read 
Supply Status and read 
Firmware Version

Other User

ÅNeed consumer 
consent to access data

ÅAccess  to 
Consumption Data 

ÅCan add devices to 
HAN

ÅRead tariff Information

ÅRequest Customer 
Identification Number

12 July  |  DCC Public
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DCC User Interface 

Specification (DUIS)

12 July  |  DCC Public
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DCC User Interface Specification (DUIS)

DUIS is the DCC User 
Interface Specification, is 
the communications 
interface designed to 
allow the 
communications referred 
to in Section H3.3 of  SEC 
ðthe Communications to 
be sent via the DCC User 
Interface, which are sent 
between the DCC and 
DCC Users. 

This machine -to -machine 
interface enables 
authorised Users to call 
Service Requests to 
interact with Devices and 
Services within the DCC, 
and to receive Responses 
to those requests, in 
addition to Device and 
DCC Alerts. 

Use of  the DCC User 
Interface enables Users 
to manage installed 
Smart Metering and make 
use of  the wider DCC 
Services supporting the 
rollout, enrolment and 
management of  Smart 
Metering Devices. 

12 July  |  DCC Public
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DCC User Interface Specifications 

DCC User Interface Services Schedule 

Service Request Name
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Update Import Tariff (Primary

Element)
1.1 1.1.1 Yes Yes Device No No IS GS

Read Active Import Profile

Data
4.8 4.8.1 No Yes DSP Yes No IS GS ED GT OU

Read Reactive Import Profile

Data
4.8 4.8.2 No Yes DSP Yes No IS ED OU

Read Export Profile Data 4.8 4.8.3 No Yes DSP Yes No ED ES OU

Read Tariff (Primary Element) 4.11 4.11.1 No Yes No No No IS GS OU

Read Tariff (Secondary

Element)
4.11 4.11.2 No Yes No No No IS OU

Retrieve Daily Consumption

Log
4.17 4.17 No Yes DSP Yes No IS GS ED GT OU

Create Schedule 5.1 5.1 No No No No Yes IS GS ED GT ES OU

Read Schedule 5.2 5.2 No No No No Yes IS GS ED GT ES OU

Delete Schedule 5.3 5.3 No No No No Yes IS GS ED GT ES OU

Read Device Configuration

(Identity Exc MPxN)
6.2 6.2.4 No Yes No No No IS GS ED GT ES OU RSA

Read Device Configuration

(MPxN)
6.2 6.2.7 No Yes No No No IS GS ED GT ES OU RSA

Read Auxiliary Load Switch

Data
7.7 7.7 No Yes DSP No No IS OU

Read Boost Button Details 7.11 7.11 No Yes DSP No No IS OU

Read Inventory

(Current and Future Suppliers may use this Service Request)
8.2 8.2 No No No No Yes IS GS ED GT ES OU RSA

Update Inventory 8.4 8.4 No No No No Yes IS GS ED GT ES OU RSA

Join Service (Non -Critical) 8.7 8.7.2 No Yes No No No IS GS OU

Unjoin Service (Non -Critical) 8.8 8.8.2 No Yes No No No IS GS OU

Read Device Log 8.9 8.9 No Yes DSP No No IS GS OU

Update HAN Device Log 8.11 8.11 No Yes DSP No No IS GS OU

Request Customer

Identification Number
9.1 9.1 No Yes No No No OU

Read Firmware Version 11.2 11.2 No Yes DSP No No IS GS ED GT ES OU RSA

Request WAN Matrix 12.1 12.1 No No No No Yes IS GS ED GT ES OU RSA

Device Pre -notification 12.2 12.2 No No No No Yes IS GS ED GT ES OU RSA

Full list available 

here: SEC 

Appendix E -

DCC User 

Interface 

Services 

Schedule

12 July  |  DCC Public

https://smartenergycodecompany.co.uk/the-smart-energy-code-2/
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Timelines and Useful 

Links

12 July  |  DCC Public
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Timelines and Useful Links

12 July  |  DCC Public

SMKI Repository and Entry Process Tests (SREPT)

ÁSMKI Registration (RAPP) In order for parties to start SREPT you need to have 

completed the SMKI registration (RAPP) process and configured a connection. Refer 

to: Guide to SREPT and SMKI RAPP.

ÁSMKI RAPP forms need to  be uploaded to SharePoint (forms processed then DCC 

initiates a verification meeting). Organisation verification with Director/Company 

Secretary via webex /skype

Á ID verification for Senior Responsible Officer (SRO) and Authorised Responsible 

Officers (ARO) ðonly AROs receive a USB token at DCCõs office with test (& live) 

certificates 

SMKI Repository and Entry Process Tests (SREPT)

ÁSMKI & Repository Test Scenarios Document (SRTSD) sets out the test scenarios that 

must be completed by each category of  test participant, and the test artefacts that 

must be produced for review by DCC

ÁCustomers need to provide 60 working Days notice of  their intention to start SREPT ð

this is provided to Testing.Notices@smartdcc.co.uk

https://www.smartdcc.co.uk/media/326998/guide_to_the_srept_1.01__3_.pdf
https://www.smartdcc.co.uk/media/348955/draft_version_1.3_of_the_smki_rapp_rebaselined_12_january_2016_clean.pdf
https://www.smartdcc.co.uk/media/309842/smki_and_repository_test_scenarios_document_document__srtsd__v1.8.1_clean.pdf
mailto:Testing.Notices@smartdcc.co.uk
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Timelines and Useful Links

12 July  |  DCC Public

DCC Gateway Connection

ÁDCC gateway connection - low volume ~90 working days, high volume ~7.5 months

ÁCosts and charges for the DCC Gateway connection vary depending on the connection 

volume ordered. Each connection ordered will have an associated installation cost as 

well as an annual charge. Charges are published in our Indicative Charging Statements 

and Indicative Budgets, which are published on our website here . Guidance on charges 

can be found here .

ÁDCC has published FAQs and Guides on Gateway connections here. 

ÁGateway connections are ordered from the DCC Service Desk, 

servicedesk@smartdcc.co.uk , the forms that need to be submitted are on SharePoint 

here . A site visit will need to be conducted as part of  the ordering process, to 

determine the work required.  

https://www.smartdcc.co.uk/charges/indicative-charging-statements/
https://www.smartdcc.co.uk/media/208918/dcc_gateway_connections_guidance_v1.0.pdf
https://capitaitservices.sharepoint.com/sites/LIVEDCC/PARTIES/Information for SEC Parties/Forms/AllItems.aspx?RootFolder=/sites/LIVEDCC/PARTIES/Information for SEC Parties/Gateway Connections/Guides&FolderCTID=0x0120002379F9933265764E9B40AC3324C86CFB&View={5C0BC6EE-D245-43AC-B06E-D27C27381FC6}
mailto:servicedesk@smartdcc.co.uk
https://capitaitservices.sharepoint.com/sites/LIVEDCC/PARTIES/Information for SEC Parties/Forms/AllItems.aspx?RootFolder=/sites/LIVEDCC/PARTIES/Information for SEC Parties/Gateway Connections/Ordering Forms&FolderCTID=0x0120002379F9933265764E9B40AC3324C86CFB&View={5C0BC6EE-D245-43AC-B06E-D27C27381FC6}
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Timelines and Useful Links

12 July  |  DCC Public

DCC Adaptor 

ÁAll the SEC documents are available on SECASõs website here.Use of  DUIS is 

also available on the Developing the SEC Page . 

ÁDCCõs DUGIDS is on DCCõs Design Release Forum page of SharePoint here . 

Older versions are also on DCCõs website. The Message Mapping Catalogue is 

a SEC Document, and available on the SECAS Website.

ÁGreat Britain Companion Specifications (GBCS), Government document that 

details the requirements for communications between the Home Area 

Network (HAN) and DCC. The latest version is available on the Developing the 

SEC Page.

https://smartenergycodecompany.co.uk/the-smart-energy-code-2/
https://smartenergycodecompany.co.uk/the-developing-sec/
https://capitaitservices.sharepoint.com/sites/LIVEDCC/SDA/DCC User Solution Baseline Resolution/Forms/AllItems.aspx#InplviewHash9a299a88-65e7-46b8-aab3-fb49f1700b3a=SortField%3DModified-SortDir%3DDesc
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Timelines and Useful Links

12 July  |  DCC Public

User Entry Process Test (UEPT) 

ÁTo become a DCC User, a Party must undertake User Entry Process Tests (UEPT) -

refer to the Common Test Scenarios Document . This sets out the test scenarios that 

must be completed by each category of  test participant, and the test artefacts that 

must be produced for review by DCC. 

ÁDuring UEPT, a DCC Industry Test Analyst will be allocated to you to assist with the 

process. 

Forecasting and ordering

ÁDCC has published a Forecast and Order Information Pack which provides an 

overview of  the various forecasts DCC asks parties.

ÁThere is a 10 month lead time for Forecasting, with orders being placed at the 5 month 

mark. As an example, if  you require Communications Hubs to be delivered in March 

2019 a forecast must be submitted by the May 2018 deadline. If  you do not submit a 

forecast by the deadline, a nil return will be assumed. Forecasts must be submitted 

through the Order Management Systems (OMS). Information can be found here: DCC 

Operations SharePoint site . 

https://www.smartdcc.co.uk/implementation/test-assurance/test-scenarios/
https://www.smartdcc.co.uk/media/343532/forecast_information_pack.pdf
https://capitaitservices.sharepoint.com/sites/teams/SEC Parties Operations - LIVE/Information for SEC Parties/Comms Hubs/OMS
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Timelines and Useful Links

12 July  |  DCC Public

End-to -End Testing

ÁProvides an opportunity for Parties to test the interoperability of  meters and 

back office systems. Refer to: End to end testing approach document.

ÁCan be undertaken against meters that are installed in a CSP Test Lab, or 

against meters that are installed in a remote test lab which has been 

established in a location chosen by the Party. Parties can use their own 

meters during end -to -end testing, or can ask the DCC to obtain meters on 

their behalf.

Security assessment 

ÁParties are required to undergo an Initial Full User Security Assessment as 

part of  the User Entry Process ðContact SECAS for more details. 



How to Engage and Get Support 
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Industry Test Team

Available to support you through testing 

Testing.Notices@smartdcc.co.uk

Service Mangers 

Our customers key contact at DCC

opsuserservice@smartdcc.co.uk

DCC Service Desk  

For live services ServiceDesk@smartdcc.co.uk

DCC Website and DCC SharePoint

Contact Service Desk for access to SharePoint  

General Questions? 

Contact@smartdcc.co.uk

mailto:Testing.Notices@smartdcc.co.uk
mailto:opsuserservice@smartdcc.co.uk
mailto:ServiceDesk@smartdcc.co.uk
mailto:Contact@smartdcc.co.uk


Thank you 

3212 July  |  DCC Public



User Entry Process -
Becoming a DCC User

Marco Brunone, Party Support Senior 
Analyst, SECAS



Introduction
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ÁUser Entry Process Overview

ÁUser ID

ÁCredit Cover

ÁSMKI & Repository Entry Process Tests

ÁUser Entry Process Tests (UEPT) 

ÁSecurity and Privacy Assessments



UEP Overview
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User ID

Obtained from Panel via 
SECAS

EUI-64 Compliant

Notified to the DCC

User Security Assessment

Undertaken by Competent 
Independent Organisation

procured by SEC Panel

SEC Section G3-G6  

SMKI and Repository Entry 
Process Tests (SREPT)

In accordance with 

SMKI RAPP and 

User Entry Process Tests 
(UEPT)

In accordance with 
Common Test Scenarios 

Credit Cover

Lodged with DCC (if 
applicable)

User Privacy Assessment

Undertaken by Independent 
Privacy Auditor procured by 

SEC Panel

SEC Section I2 requirements



User ID 
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Section B2 ςobtain an EUI-64 Compliant identifier used to identify a

User acting in a particular User Role.

Á SECAS advises Parties of their allocated EUI-64 
Compliant identifiers for User IDs upon completion of 
the SEC Accession process.

Á Parties are required to propose to the DCC the User IDs 
that the Party would like to use for each User Role.

User ID Checklist

V Can provide confirmation 

to SECAS that your User 

ID has been accepted by 

the DCC



Credit Cover
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Á The value of Credit Cover is determined by the DCC and will be 
notified to the Party upon acceding to the SEC.

Á Credit Cover Requirement = Value at Risk ςUnsecured Credit Limit

Á No credit cover is required until the monthly DCC invoice surpasses 
£2000.

Credit Support Checklist

V Can confirm that Credit Cover 

arrangements have been 

agreed with the DCC

SEC Section J3 ςPut in place a form of Credit Support if Credit Cover 
Requirement is over the Credit Cover Threshold



SMKI & Repository Entry Process Tests 
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Á In accordance with the SMKI & Repository Test Scenarios 
Document

Á Is an Authorised Subscriber and a Subscriber under the 
Organisation and/or Device Certificate Policies 

Á Is eligible to access the Repository as set out in the SMKI 
RAPP

Á Completed when DCC considers the Party has met the 
requirements of its SREPT

SREPT Checklist

V Can fulfil the requirements to be 

an Authorised Subscriber

V Can access the SMKI Repository

SEC Sections H14 and L7 ςbecome an Authorised Subscriber and interoperate 
with the SMKI Repository.



User Entry Process Tests (UEPT) 
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SEC Section H14 ςUEPT tests the capability of a User to interoperate with the 
DCC.

Á For each User Role and in accordance with the Common Test 
Scenarios Document 

Á Using Devices selected by the DCC

Á Communications to and from the User and the DCC

Á Test scripts and sequences developed by Party, and approved 
by the DCC

Á Completed when DCC considers the Party has met the 
requirements of its UEPT

UEPT Checklist

V Can establish a DCC Gateway 

Connection 

V Can use the DCC User Interface

V Can use the Self-Service 

Interface



Security and Privacy Assessments
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SEC Section H14 ςUEPT tests the capability of a User to interoperate with the 
DCC.

Security Assessment

Á All Parties require an initial Full User Security Assessment 
conducted by the User CIO

Á Privacy Assessment

ÁΨhǘƘŜǊ ¦ǎŜǊǎΩ ŀǊŜ ǊŜǉǳƛǊŜŘ ǘƻ ǳƴŘŜǊƎƻ ŀ tǊƛǾŀŎȅ !ǎǎŜǎǎƳŜƴǘ 
to assess their compliance against the obligations set out in 
SEC Sections I1.2 to I1.5

Checklist

V Can complete the Initial Full 

User Security Assessment with 

an Assurance Status of 

óApprovedô

V Can complete the Full Privacy 

Assessment with an Assurance 

Status of óApprovedô



Who does what?
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Requirement By From?

User ID

RDP ID

User Role eligibility through Users notifying DCC of  

their EUI-64 identifier, and DCC accepts

Panelï(Section B2) SECAS 

issue these following accession

User Entry Process 

Test (UEPT)

User successfully completing UEPT for each User 

Role you will operate in line with the Common Test 

Scenarios Document (CTSD)

Note: RDPs are not a DCC User Role

DCCï(Section H14) Party 

demonstrates to DCCôs 

satisfaction that they meet the

criteria to enter and exit 

SMKI & Repository 

Entry Process Test 

(SREPT)

Users successfully completing SREPT in order to be 

an Authorised Subscriber for Organisation and/or 

Device Certificates

DCCï(Section L7) sets out that 

DCC confirms completion

Security Assurance All Users complete their CIO Assessment under 

Security Controls Framework

Panelï(Section G8) via SSC 

consideration of CIO report

Other User* Privacy 

Audit

Other Users complete their CIO Assessment under 

Privacy Controls Framework

Panel - (Section I2)

Credit Cover Provide credit support to DCC for User Role DCCï(Section J3)



UEP Evidence Form 
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Estimated Timeline for Becoming a DCC User
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Points of Contact
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SECAS Helpdesk Tel: 020 7090 1000

SECAS Helpdesk Email ς
SECAS@Gemserv.com

Party Support Contacts: 

/ƻǳǊǘƴŜȅ hΩ/ƻƴƴƻǊ Ҍпп όлύнл тмфм мрпл - Courtney.oconnor@gemserv.com

Stephen Blann+44 (0)20 7770 6940 - Stephen.Blann@gemserv.com 

Marco Brunone+44 (0)20 7090 1093 -Marco.Brunone@gemserv.com     

mailto:SECAS@Gemserv.com


Questions?

Marco Brunone, Party Support Senior 
Analyst, SECAS



Security and Privacy 
Overview

Nick Blake, Senior Security Analyst, 
SECAS 



Agenda

ÁTypes of assessment

ÁOverview of the controls frameworks

ÁSummary

47



Types of security assessment

Full User Security Assessment

Carried out by the User CIO to 
checks compliance with System, 
Organisational and Information 

Security obligations.

Verification User Security 
Assessment

Carried out by the User CIO to 
checks for any material increase in 
security risk since the last Full User 

Security Assessment

User Security Self-Assessment

Carried out by a User and reviewed 
by the User CIO.

Follow-Up Security Assessment

Carried out by the User CIO 
following an assessment to verify 
implementation of actions detailed 

within the User Security Assessment 
Response

48



Security assessment frequency
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 Supplier Parties 

Smart Metering 
Systems 

Entry/ Year One Year Two  Year Three 

More than 250,000 Full Assessment  Full Assessment  Full Assessment 

Less than 250,000 Full Assessment Verification 
Assessment  

Self-Assessment 

 Network Parties 

Smart Metering 
Systems 

Entry/ Year One Year Two  Year Three 

More than 250,000 Full Assessment Verification 
Assessment 

Verification 
Assessment 

Less than 250,000 Full Assessment Verification 
Assessment 

Self-Assessment 

 Other Users 

 Entry/ Year One Year Two  Year Three 

 Full Assessment Self-Assessment Self-Assessment 

 



Types of Privacy Assessment

Three Year Privacy 

Assessment Cycle

On instruction from the 

Panel

Entry/Year One Year Two Year Three

Full 

Assessment

Full 

Assessment

Full 

Assessment

Full 

Assessment

Other Users

Full User Privacy 
Assessment

Random Sample Privacy Assessment

User Privacy Self-
Assessment

User Privacy Self-
Assessment

Full User Privacy Assessment

User CIO checks compliance 
with I1.2 to I1.5 and review the 

systems / processes in place for 
ensuring compliance.

Random Sample Privacy 
Assessment

User CIO checks compliance in 
relation to a limited (sample) 

number of Energy Consumers 
(I1.2 ïI1.5).

User Privacy Self-Assessment

Carried out by a User and 
reviewed by the CIO to identify 

material change in the systems in 
place to comply and the quantity 

of data being obtained
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Prior to an assessment

Engaging with the User CIO

Á Engagement with the User CIO shall be managed via SECAS;

Á Users should seek to engage with the User CIO at least 12 weeks prior to their desired review date. Early engagement to 
schedule an assessment is strongly recommended;

Á It is the responsibility of the User to engage the User CIO in accordance with the review cycle;

Á Users should seek to engage with the User CIO when they have system stability and are confident that significant change 
will not occur;

Á Users wishing to change the dates of an assessment must inform the User CIO at least 4 weeks prior to the original 
assessment start date. Failure to comply with this period may see the User incur a cancellation charge;

Á Cancellation charges will be applicable if the User fails to comply with the appropriate cancellation period.
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Prior to an assessment 

Information required by the User CIO

Á The User CIO will engage with the User to determine the scope of the assessment as well as determine the scale, length, and 
involvement of User Personnel;

Á User System scope document including key definitions;

Á Locations within the scope of the User Systems and therefore the assessment;

Á A nominated point of contact for the administration and planning of the assessment.

Information to be provided by the User CIO

Á The User CIO will engage with the User to determine the scope of the assessment as well as determine the scale, length, and 
involvement of User Personnel.

Á Where applicable, a preliminary schedule and assessment timetable;

Á A list of key User Personnel, by role, who the User CIO may need to meet with during the assessment.  This may include third party 
suppliers;

Á A document request list; 

Á A proposed assessment team with a User CIO key point of contact.
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During a Full User Security Assessment

Á! άCǳƭƭ ¦ǎŜǊ {ŜŎǳǊƛǘȅ !ǎǎŜǎǎƳŜƴǘέ ƛǎ ŀƴ ŀǎǎŜǎǎƳŜƴǘ ŎŀǊǊƛŜŘ ƻǳǘ ōȅ ǘƘŜ ¦ǎŜǊ /Lh ǘƻ ŀǎǎŜǎǎ ŎƻƳǇƭƛŀƴŎŜ ŀƎŀƛƴǎǘ 
the obligations specified in SEC Sections G3 to G6 in each of its User Roles. 

Á It is performed onsite and should take between 3 and 10 days on site primarily dependent on whether the 
User is engaged with an established Shared Resource or is seeking to create a bespoke User System.

Á The level of preparatory work completed by the User in advance of the User CIO assessment is another key 
factor determining how long the assessment will last.
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Verification assessments

Á Required for:

Á Small Suppliers (Year 2) ςnoting that those Users operating with Shared Resources will be treated 
as Large Suppliers for the purposes of assigning the assessment type

Á Large Network Operators (Years 2 & 3)

Á Small Network Operators (Year 2)

ÁΨA "Verification User Security AssessmentϦ ǎƘŀƭƭΧƛŘŜƴǘƛŦȅ ŀƴȅ ƳŀǘŜǊƛŀƭ ƛƴŎǊŜŀǎŜ ƛƴ ǘƘŜ ǎŜŎǳǊƛǘȅ Ǌƛǎƪ 
relating to the Systems, Data, functionality and processes of that User falling within Section G5.14 
(Information Security: Obligations on Users) since the last occasion on which a Full User Security 
!ǎǎŜǎǎƳŜƴǘ ǿŀǎ ŎŀǊǊƛŜŘ ƻǳǘ ƛƴ ǊŜǎǇŜŎǘ ƻŦ ǘƘŀǘ ¦ǎŜǊΩΦ 

Á All Verification Assessments will use the previous FUSA as a starting point, with Users questioned on 
any changes made since that FUSA to maximise efficiency.
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Verification assessment approach

Á A Verification Assessment will address three key areas to determine the extent of 
any changes since the previous FUSA in:

1. {ŎƻǇŜ ƻŦ ǘƘŜ ¦ǎŜǊ {ȅǎǘŜƳΥ ¦ǎŜǊǎ ǎƘŀƭƭ ōŜ ǉǳŜǎǘƛƻƴŜŘ ƻƴ ǘƘŜ Ψ¦ǎŜǊ {ȅǎǘŜƳΩ ŀƴŘ 
Ψ{ŜǇŀǊŀǘƛƻƴΩ !Lǎ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǿƘŜǘƘŜǊ ŀƴȅ ŎƘŀƴƎŜǎ ƘŀǾŜ ōŜŜƴ ƳŀŘŜΦ

2. Risk levels: Re-assessment against G5.14 and G5.15 to understand whether the User 
has maintained an up-to-date risk assessment and assess whether the User has 
detected a change in its level of risk exposure.

3. Changes in approach to risk mitigation: Re-assessment of the risk appetite to 
understand whether any changes have been made there, and of the high-level 
ŀƭƛƎƴƳŜƴǘ ǿƛǘƘ L{h нтллмΣ ǘƻ ƛƴŎƭǳŘŜ ǘƘŜ ΨǇǊƻǇƻǊǘƛƻƴŀƭƛǘȅΩ ƻōƭƛƎŀǘƛƻƴΦ
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Verification assessment scope

All Users

Á User System: Agreed Interpretation

Á Separation: Agreed Interpretation & G3.14

Á Risk Management: G5.14 ςG5.16

Á Overall alignment with ISO 27001: G5.17 ςG5.18 (part (b) (iv) only)

Á Setting Anomaly Detection Thresholds: G6.3 ςG6.4

Á Vulnerability Assessment review: G3.8

Á Vulnerability Management & Reporting: G3.9

Supplier Parties only 

Á Supply Sensitive Check: G3.23 ςG3.25

Á Detection of Anomalous Events: G3.15 ςG3.16

Á Penetration testing review: G3.7
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During a User Security Self-assessment

Á! ά¦ǎŜǊ {ŜŎǳǊƛǘȅ {ŜƭŦ-!ǎǎŜǎǎƳŜƴǘέ ƛǎ ŀƴ ŀǎǎŜǎǎƳŜƴǘ ŎŀǊǊƛŜŘ ƻǳǘ ōȅ ǘƘŜ ¦ǎŜǊ ǘƻ ƛŘŜƴǘƛŦȅ ŀƴȅ ƳŀǘŜǊƛŀƭ ƛƴŎǊŜŀǎŜ 
in the security risk since the last occasion on which either a Full User Security Assessment or Verification 
User Security Assessment was carried out.  

Á The scope of this assessment focuses on those areas exposed to any material increase in security risks as 
ƛƴŘƛŎŀǘŜŘ ōȅ ŀ ¦ǎŜǊΩǎ ƻōƭƛƎŀǘƛƻƴ ǘƻ ƛŘŜƴǘƛŦȅ ŀƴŘ ƳŀƴŀƎŜ Ǌƛǎƪ όƛƴ ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ DрΦмпύΦ

Á The User is required to produce a report for review and corroboration by the User CIO prior to presentation 
to the SEC Panel.

Á The template containing the questions posed to the User is currently under review by the SSC, and will be 
included within the next draft of the SCF.
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Self-assessment questionnaire

Á To support the User Security Self-Assessment the User CIO has developed a Self-Assessment 
template consisting of 4 sections:

1. Introductory Information
i. How has your customer base changed with regards to number of smart metering systems (SMETS2)?

ii. Have there been any changes to arrangements with Shared Resource?

2. How has the scope or method of operation of your User System changed, if at all, since your 
last Full Assessment?

i. Have there been any changes to the functionality that you offer to customers with regards to Smart Metering 
solution?

ii. How has the configuration of your User System changed?

3. How do you consider the risks have changed, if at all, since your last Full Assessment?
i. Have there been any changes to the Risk Management processes?

ii. How has the threat landscape changed?

4. How has your approach to risk mitigation changed, if at all, since your last Full Assessment?
i. Have you modified the security controls used to mitigate risk?

ii. Iŀǎ ǘƘŜǊŜ ōŜŜƴ ŀ ǎƘƛŦǘ ƛƴ ȅƻǳǊ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ Ǌƛǎƪ ŀǇǇŜǘƛǘŜΚ
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During a Follow-Up Security Assessment

Á! άCƻƭƭƻǿ-¦Ǉ {ŜŎǳǊƛǘȅ !ǎǎŜǎǎƳŜƴǘέ ƛǎ ŀƴ ŀǎǎŜǎǎƳŜƴǘ ŎŀǊǊƛŜŘ ƻǳǘ ōȅ ǘƘŜ ¦ǎŜǊ /Lh ŀǘ ǘƘŜ ǊŜǉǳŜǎǘ ƻŦ ǘƘŜ 
Security Sub-Committee (SSC).  The scope of the Follow-Up Security Assessment is determined by the SSC 
and the subsequent time required for this review will be dependent upon the agreed scope.

Á At the request of the SSC the User CIO will conduct a Follow Up Security Assessment of a User to:

(a) identify the extent to which the User has taken the steps that have been accepted or agreed (as the case may 
be) within the timetable that has been accepted or agreed (as the case may be); and 

(b) assess any other matters related to the User Security Assessment Response that are specified by the Security 
Sub-Committee.
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After the assessment

Á Following the completion of an Assessment the User CIO will produce a written 
report.

Á The User CIO will submit a draft copy of the report to the User for review. The User 
shall have 5 working days to request changes for consideration and a further 10 
working days to produce a Management Response to the findings.

Á This Management Response will be validated by SECAS to ensure that the responses 
provided adequately address the observations raised, with the User having an 
opportunity to update the response in line with any comments received. 

Á The User CIO then performs a final validation ahead of the consolidated 
documented being presented to SSC.
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What are the SCF and PCF?

Á The Security Controls Framework (SCF) and Privacy Controls Framework (PCF) are 
documents developed by the User CIO with the support of the Security Working 
Group (User CIO, BEIS, SECAS), and SSC (through review). 

Á The controls frameworks serve a number of functions:

Á Describing the type of evidence the CIO would seek to receive to demonstrate 
compliance with the SEC.

Á Describing the assessment protocols, regarding how the assessments will work.

Á Creating a consistent approach to the way in which Users are assessed for 
compliance.
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Assessment logistics

Á The SCF & PCF set out (amongst other topics):

Á When and how to engage the CIO;

Á What to expect during the assessment, and requirements on the User;

Á Indicative timescales, and how to manage changes to these;

Á Who the CIO would expect to meet with;

Á How to achieve an efficient review;

Á Minimising disagreements;

Á The approach taken to ensuring data confidentiality;

Á Assessment variations.
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Control descriptions

Á The controls frameworks describe:

Á The different types of User Assessment including the applicable assessment criteria and frequency of assessment.

Á The activities and requirements of each stage of the assessment lifecycle: prior to an assessment, during an 
assessment and post-assessment. 

Á Key information and logistical requirements around how a User should engage with the User CIO, as well as 
indicative timetables and example schedules for the assessments. 

Á The questions the User CIO might ask, and the evidence it might expect to see from a User to support the 
assessment.

Á The controls frameworks will not be:

Á Overly prescriptive.

Á A replacement for the regulation.

Á Exhaustive in their description of the questions / evidence that the CIO may seek to support its work.
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Summary

Á Users will be subject to Security assessments upon User Entry (and each year 
thereafter) which are proportionate to the risk they introduce into the system.

Á Other Users will also be subject to Privacy assessments, to verify their compliance 
with relevant SEC obligations.

Á Early engagement with the User CIO will be beneficial to Users in securing their 
desired assessment date.

Á The SCF and PCF are documents which have been produced to guide the 
assessments ςthey provide clarification of the protocols applying to the assessment 
process and examples of the types of evidence the CIO may wish to see, and 
questions which are likely to be asked of the User.
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Security and Privacy Assessment Timeline
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Nick Blake, Senior Security Analyst, 
SECAS 
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