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Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	15 March 2018

	Issue Resolution Proposal
	IRP561

	Issues Log ID
	TS0855

	Issue Title
	Define currentSeqNumber

	Source
	Secure Meters

	Date Raised
	27 February 2018

	Status
	Draft 0_1

	Documentation Reference
	GBCS v2.0


Description:
•	What is the currentSeqNumber as per GBCS Section 13.2.3.3 - within ASN.1 Schema and listed in GBCS Table 13.2.4.4?
•	Where have the contents of Section 23 moved to? 

Proposed Position:
On the first point, the population of currentSeqNumber is explained fully in Annex A.  
As per the Annex, there are two cases where the population of currentSeqNumber may be ambiguous.  A clarifying statement is to be added to GBCS to remove this ambiguity.  Note that this clarifying statement means the Execution Counter for the supplierByTransCoS Update Security Credentials Use Case cannot be read from Devices.[footnoteRef:1] [1:  Where RemotePartyRole is transitionalCoS, there are two related Execution Counters: one for each of transCoSByTransCoS and supplierByTransCoS. CS02a Responses can only contain one such value. It is proposed that the one value should be that for transCoSByTransCoS, since the associated information returned in CS02a is about transitionalCoS security credentials. This means that counters for supplierByTransCoS cannot be read, although the business use for this information is unknown.
] 

On the second point, the informative content of Section 23 was removed from GBCS as part of the resolution to TS0522.  However, two references to that Section 23 were not changed accordingly.  It is proposed that that those references are now corrected.



Interoperability and /or Compatibility
On the first issue, the clarifying statement does not affect the structure or range of allowed values in Messages (and so will not cause processing failures / issues).  However, it may mean that the values returned to a DCC User, where that User requests the Execution Counters for root or transitionalCoS, are different for Devices supporting versions of GBCS prior to that in which this change is incorporated.  However, there is currently no known business usage for such information (the facility was included in GBCS as a disaster recovery contingency, but no known plans rely upon that mechanism).
The second issue addressed is purely of documentation alignment and so has no effect on   Devices or DCC systems built for go-live.  Thus, there is no impact on interoperability or compatibility.

Required Changes to Documentation:
· Issue 1

1. In GBCS Section 13.2.3.3, make the following change:
<…run on from existing text>
[image: ]
<run on as is…>
2. In GBCS Section 13.2.4.4, in the row in the Table 13.2.4.4, make the following change:
<…run on from existing text>
[image: ]
<run on as is…>
· Issue 2

1. At the end of GBCS Section 4.1, make the following change:
<…run on from existing text>
[image: ]
<run on as is…>
2. In the Glossary at the end of GBCS Section 21, make the following change to the definition for ‘Supplementary Originator Counter’:
<…run on from existing text>
[image: ]
<run on as is…>
	Proposed specification version for incorporation
	TBA

	Impact on previous IRPs
	None

	Attachment(s)
	None



Annex A

GBCS 4.3.1.5 states that:

For each type of Command that a Device supports, and that is marked as 'Protection Against Replay Required' in the Use Case Reference tab of the Mapping Table, the Device shall:
· have the capability to store an Originator Counter value for each Remote Party Role allowed to request execution of that type of Command (the ‘Execution Counter’); and
· have all Execution Counters initially set to zero at manufacture.

GBCS 6.2.4.2 states how these counters are updated when a Command of a particular type is authenticated by a Device, specifically stating that:

Where all of the checks required to be undertaken by the Device have succeeded, the Device shall … update the Execution Counter for a Command with the Message Code contained within the Message from the Remote Party Role identified by the Message, to the value of the Originator Counter in the Command.

For Update Security Credentials commands, the valid Message Codes are laid out in GBCS 13.3.5.2 (note that the first two Use Cases are being removed for the Release 2 GBCS, so from GBCS 2.0 by IRP555, and so are shown struck through): 

	CredentialsReplacementMode
	Message Code

	rootBySupplier
	0x0100

	rootByWanProvider
	0x0101

	supplierBySupplier
	0x0102

	networkOperatorByNetworkOperator
	0x0103

	accessControlBrokerByACB
	0x0104

	wanProviderByWanProvider
	0x0105

	transCoSByTransCoS
	0x0106

	supplierByTransCoS
	0x0107

	anyExceptAbnormalRootByRecovery
	0x0108

	anyByContingency
	0x0109


As can be seen from the name of each, there is only one remote party role capable of sending a valid Command for each type (e.g. supplierBySupplier can only validly be sent by supplier).  Therefore, a Device will have one Execution Counter for each of the above Update Security Credentials Message Codes that it supports.  That Execution Counter will have been set to zero at manufacture and incremented as per GBCS 6.2.4.2. That counter can, in a number of cases, be read by the CS02a Use Case.
A CS02a Command specifies one or more RemotePartyRoles for which details are to be returned in the corresponding CS02a Response. 
The valid roles are, as per GBCS 13.2.3.3:
RemotePartyRole ::= 	INTEGER
…

root	(0),
recovery	(1),
supplier	(2),
networkOperator	(3),
accessControlBroker	(4),
transitionalCoS	(5),
wanProvider	(6),

For each RemotePartyRole specified, in a CS02a Command, the Device has to populate a number of fields in the CS02a Response. This includes, as per GBCS 13.2.3.3:
-- What is the current Update Security Credentials Protection Against Replay number on the Device for this role, where there is such a number for this role?

currentSeqNumber		SeqNumber OPTIONAL,

This parameter is also specified by Table 13.2.4.4: 
			currentSeqNumber   
	INTEGER 
	The corresponding Counter value
	Present if statusCode=0
	The Protection Against Replay number held by the Device for this role’s use of the Update Security Credentials Command



Thus, currentSeqNumber is the Execution Counter held by the Device for the Update Security Credentials Command associated with the RemotePartyRole specified (e.g. the Execution Counter for supplierBySupplier Commands, if the RemotePartyRole is supplier). 
If the RemotePartyRole does not exist on the target Device (e.g. wanProvider on an ESME), GBCS 13.2.3.3 requires that ‘statusCode shall be success unless the role is not valid on this type of Device’ and that currentSeqNumber is ‘Present if statusCode=0’. Thus, in such cases, the currentSeqNumber will not be present.
There are two cases where currentSeqNumber population may be unclear:
· Where RemotePartyRole is transitionalCoS, should the Execution Counter for transCoSByTransCoS be returned or that for supplierByTransCoS? It is proposed that it should be that for transCoSByTransCoS, since the associated information returned is about transitionalCoS security credentials and so relates to that Command (meaning that counters for supplierByTransCoS cannot be read)?
· Where RemotePartyRole is root, which should be returned?  Given that the Contingency key is contained in the root certificate, it is proposed that the Execution Counter for anyByContingency should be returned.
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