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Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	15 March 2018

	Issue Resolution Proposal
	IRP558

	Issues Log ID
	TS0847

	Issue Title
	Resolving issues raised from SAD review

	Source
	SECAS

	Date Raised
	8 February 2018

	Status
	Draft v0_1

	Documentation Reference
	GBCS v1.0 / v1.1


Description:
The SEC contains an obligation for the Security Sub Committee (SSC) in Section G7.16 (d) to “maintain the End-to-End Security Architecture to ensure that it is up to date”.  A review was undertaken between September and December 2017 of the End-to-End Security Architecture Document to ensure that the security architecture is up to date and to align the terminology and definitions with the DCC R1.4 version of SEC, SMETS and GBCS.
The review has identified a number of apparent inconsistencies with existing documentation that the SSC will take up and resolve with the document owners. 
The list of inconsistencies with respect to GBCS, are listed in the document on Puddle: Tech Spec Issue Resolution/Supporting Documents/Stakeholder Documents/TS0847 SAD Review GBCS Issues 24 01 18.xlsx[footnoteRef:1] [1:  Also, embedded in ‘Attachment’ section of this IRP] 

Proposed Position:
The review identified nine separate issues with GBCS v1.1 in consideration of the Security Architecture Document.
All of the issues raised were typographical inconsistences or clarifications and it is proposed that each will be addressed in a future version of GBCS.  One of the issues raised, #4 related to missing defined terms as follows:
	4
	GBCS
	21 
(Glossary)
	Missing Supplementary Remote Party Definitions
	Both Supplementary Remote Party ID and Supplementary Remote Party Counter are used as defined terms, there are no definitions for either within the GBCS Glossary or SEC. Definitions can be inferred from GBCS 4.3.1.4


These definitions were included at GBCS v2.0 and so this issue is already addressed and no further action is necessary.
See ‘Required Changes to Documentation’ Section below for the resolution of each of the remaining eight issues.
Interoperability and /or Compatibility
The issues addressed are all documentation alignment changes and as such have no effect of   Devices and DCC systems built for go-live. Thus, there is no impact on interoperability or compatibility as a result.
 
Required Changes to Documentation:
The following eight issues requiring resolution in GBCS are referenced in the document ‘SAD - Two Lists of Issues for BEIS 24 01 18 - GBCS Issues.xlsx’ embedded below. 
1. Issue 1
	1
	GBCS
	6.4.6
	Business Originator ID and Business Target ID
	In Table 6.4.6, Business Target ID is stated to be the Device's, which is inconsistent with GBCS 4.3.1.1. Also, the paragraph above the table is inconsistent with GBCS 4.3.1.1 and states that The Remote Party is 'identified by the Business Originator ID in the Response'.


In GBCS Section 6.4.6, make the following changes as shown in the markup:
[image: ]




2. Issue 2
	2
	GBCS
	6.5.6
	Incorrect use of Business Originator ID
	The paragraph above the table is inconsistent with both SME.C.PPMID-GSME
use cases (PCS01 & PCS02) and GBCS 7.2.7 since it states that the PPMID is 'identified by the Business Originator ID in the Response'. The use case states the PPMID entity ID  is in the recipient-system-title, which is the Business Target ID according to Table 7.2.7.


In GBCS Section 6.5.6, make the following changes:
[image: ]
3. Issue 3
	3
	GBCS
	6.8.4
	Incorrect use of Business Originator ID
	In Table 6.8.4, Business Originator ID is stated to be the Device's, which is consistent with GBCS 4.3.1.1. However, the paragraph above the table contradicts this and states that the Remote Party is 'identified by the Business Originator ID in the Response'.


In GBCS Section 6.8.4, make the following changes:
[image: ]
4. Issue 5
	5
	GBCS
	13.8.3.3
	Incorrect Message Category referenced
	This section relates to the Command construction of a GPF Device Log Restore (GCS59). This is stated to be of Message Category SME.C.NC. 
Section 13.8.3.3 states that: 'MAC Header, Grouping Header, KRP Signature and ACB-SMD MAC shall be populated as required for a Command of the SME.C.C Message Category.' The Message Category is inconsistent between the two statements and so the use of KRP signature may be incorrect


In GBCS Section 13.8.3.3, make the following changes:
[image: ]

5. Issue 6
	6
	GBCS
	13.8.2.4
	Incorrect section referenced
	This section of GBCS defines the processing of this particular alert stating that the 'SMD-KRP MAC may be verified by the Access Control Broker as per Section 6.8.3'. However, Section 6.8.3 is on the generation of SMD-KRP MACs. It is Section 6.8.4 that talks about the verification of SMD-KRP MACs by the KRP.


In GBCS Section 13.8.2.4, change the reference to Section 6.8.3 to 6.8.4 as shown in the markup:
[image: ]
6. Issue 7
	7
	GBCS
	14.3.6
	Typo in the text
	This section makes reference to 'UTRN Originator Counter Cache'. The defined term is URTN Counter Cache.


In GBCS Section 14.3.6, remove "Originator" from last sentence as shown in the markup:
[image: ]
7. Issue 8
	8
	GBCS
	19.3; 
CS01a, CS01b
	Description for 'Apply Prepayment Top Up' 
	The description for 'Apply Prepayment Top Up' (in the embedded use cases) only mentions an ESME, yet it is referring to both CS01a and CS01b use cases and so should make reference to both ESME/GSME.


In GBCS Section 20 Mapping Table, in the User Case reference tab, amend the contents of cell AE9 as follows:
‘This Use Case enables a UTRN to be applied to an ESMEa meter to top up the meter balance. See also section 14.
A version of Table 20 with the above change marked in green highlight is included in the embedded document below.  The resultant updated Use Cases for CS01a and CS01b are also embedded below. 





8. Issue 9
	9
	GBCS
	11.4.2
	Cryptographic protection on alert
	These lines of GBCS state that 'the Supplier may verify the cryptographic protection as specified in Section 6.8.3'. Section 6.8.3 is Alert Cryptographic Protection for Message Category SME.A.NC (i.e. a MAC). Section 16.2 states that for both Message Codes 0x8F1C and 0x8F72 (the Alerts indicating either failed or successful verification of Firmware) are however of Message Category SME.A.C, and would therefore be Cryptographically Protected by an SMD Signature. The assumption here is that the cross referencing is incorrect, section 6.7.3 should be referenced.


In GBCS Section 11.4.2, in the penultimate paragraph, change the reference from 6.8.3 to 6.7.3 as shown in the markup
<…run on from existing text>
[image: ]
<run on as is…>

	Proposed specification version for incorporation
	TBA

	Impact on previous IRPs
	None

	Attachment(s)
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6.5.6 Response Recipient Verification

Requirements in this Section 6.5.6 shall apply to Message Category SME.C.PPMID-GSME
and all subordinate categories.

| The PPMID, as identified by the Business Origirater Target ID in the Response, shall

validate the GSME-PPMID MAC in the Response by calculatinga MAC using the
parameters in Table 6.5.6 and comparing the MAC to the GSME-PPMID MAC.
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6.8.4 Alert Recipient Verification

Requirements in this Section 6.8.4 shall apply to Message Category SME.A.NC and all
subordinate categories.

| The Remote Party, as identified by the Business Oiginater Target ID in the Alert, may
validate the SMD-KRP MAC in the Alert by calculatinga MAC using the parameters in Table
6.8.4 and comparing the MAC to the SMD-KRP MAC.
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13.8.3.3 Construction of Command

GPF Device Log Restore Command Payloads shall be constructed according to the requirements of Section 13.8.4.1 and populated as
specifiedin Table 13.8.3.3.

| MAC Header, Grouping Header KRR Signature and ACB-SMD MAC shall be populated as required for a Command of the SME.C.NC
Message Category.
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13.8.2.4 Processing of Alerts
SMD-KRP MAC may be verified by the Access Control Broker as per Section 6-8-36.
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14.3.6 Checking the UTRN Counter against the UTRN Counter
Cache

The Device shall set the UTRN Counter to be the 32 most significant bits of the Originator
Counter.

The Device shall check that the UTRN Counteris strictly numerically greater than the
numerically lowest value in the UTRN Counter Cache, and is not equal to any value in the
| UTRN ©+iginaterCounter Cache.
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On receipt of a Firmware Distribution Receipt Alert, the Supplier may verify the cryptographic
protection as specified in Section 6-8-36.7.3.
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Sheet1

		Technical Specification Issue Reporting Template



		Completed form should be emailed to smartmetering@beis.gov.uk 

																																DCC only

		No		Name		Email		Date Raised		Your ref		Source doc		Source doc Version		Section / Use Case Number		Start Line Number		End Line Number		Issue Title (60 characters max)		Issue / Comment		Justification for Change		Priority		Requested resolution date		DCC release category

																												Urgent (U)

																												High (H)

																												Medium (M)

																												Low (L)

		1		Matthew Warwick		matthew.warwick@adeptica.co.uk		9/19/2017				GBCS		1		6.4.6		1001				Business Originator ID and Business Target ID		In Table 6.4.6, Business Target ID is stated to be the Device's, which is inconsistent with GBCS 4.3.1.1. Also, the paragraph above the table is inconsistent with GBCS 4.3.1.1 and states that The Remote Party is 'identified by the Business Originator ID in the Response'.		Inconsistency within the text.

		2		Matthew Warwick		matthew.warwick@adeptica.co.uk		9/19/2017				GBCS		1		6.5.6		1044				Incorrect use of Business Originator ID		The paragraph above the table is inconsistent with both SME.C.PPMID-GSME		Inconsistency within the text.

																								use cases (PCS01 & PCS02) and GBCS 7.2.7 since it states that the PPMID is 'identified by the Business Originator ID in the Response'. The use case states the PPMID entity ID is in the recipient-system-title, which is the Business Target ID according to Table 7.2.7.

		3		Matthew Warwick		matthew.warwick@adeptica.co.uk		9/19/2017				GBCS		1		6.8.4		1124				Incorrect use of Business Originator ID		In Table 6.8.4, Business Originator ID is stated to be the Device's, which is consistent with GBCS 4.3.1.1. However, the paragraph above the table contradicts this and states that the Remote Party is 'identified by the Business Originator ID in the Response'.		Inconsistency within the text.

		4		Matthew Warwick		matthew.warwick@adeptica.co.uk		10/31/2017				GBCS		1		21 Glossary						Missing Supplementary Remote Party Definitions		Both Supplementary Remote Party ID and Supplementary Remote Party Counter are used as defined terms, there are no definitions for either within the GBCS Glossary or SEC. Definitions can be inferred from GBCS 4.3.1.4		Defined terms not defined.

		5		Matthew Warwick		matthew.warwick@adeptica.co.uk		1/11/17				GBCS		1		13.8.3.3		5237		5238		Incorrect Message Category referenced		This sectionrelates to the Command construction of a GPF Device Log Restore (GCS59). This is stated to be of Message Category SME.C.NC. 
Section 13.8.3.3 states that: 'MAC Header, Grouping Header, KRP Signature and ACB-SMD MAC shall be populated as required for a Command of the SME.C.C Message Category.' The Message Category is inconsistent between the two statements and so the use of KRP signature may be incorrect 
		Inconsistent Message Category.

		6		Matthew Warwick		matthew.warwick@adeptica.co.uk		7/11/17				GBCS		1		13.8.2.4		5227				Incorrect section referenced		This section of GBCS defines the processing of this particular alert stating that the 'SMD-KRP MAC may be verified by the Access Control Broker as per Section 6.8.3'. However, Section 6.8.3 is on the generation of SMD-KRP MACs. It is Section 6.8.4 that talks about the verification of SMD-KRP MACs by the KRP.		The statement in this section should refer to Section 6.8.4.

		7		Matthew Warwick		matthew.warwick@adeptica.co.uk		1/17/2018				GBCS		1		14.3.6		5411				Typo in the text		This section makes reference to 'UTRN Originator Counter Cache'. The defined term is URTN Counter Cache.		Typographical error

		8		Matthew Warwick		matthew.warwick@adeptica.co.uk		1/17/2018				GBCS		1		19.3;
CS01a
CS01b						Description for 'Apply Prepayment Top Up' 		The description for 'Apply Prepayment Top Up' (in the embedded use cases) only mentions an ESME, yet it is referring to both CS01a and CS01b use cases and so should make reference to both ESME/GSME.		The description should cover GSME.

		9		Matthew Warwick		matthew.warwick@adeptica.co.uk		1/17/2018				GBCS		1		11.4.2		3223		3224		Cryptographic protection on alert		These lines of GBCS state that 'the Supplier may verify the cryptographic protection as specified in Section 6.8.3'. Section 6.8.3 is Alert Cryptographic Protection for Message Category SME.A.NC (i.e. a MAC). Section 16.2 states that for both Message Codes 0x8F1C and 0x8F72 (the Alerts indicating either failed or successful verification of Firmware) are however of Message Category SME.A.C, and would therefore be Cryptographically Protected by an SMD Signature. The assumption here is that the cross referencing is incorrect, section 6.7.3 should be referenced.		As per 16.2, these Alerts are deemed Critical. The cryptographic protections should be of the SME.A.C type.

		10

		11

		12

		13
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		15

		16

		17

		18

		19
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		22
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IRP558 Table 20.xlsx
Use Case reference

		Use Case Name		DLMS/ASN.1 message Location (1= in html, TOC = in main GBCS, x = do not use Message Code or Use Case tag  in columns D and C)		Use Case (DLMS/ASN.1)		Message Code		GBZ  message Location (1= in html, TOC = in main GBCS, x = do not use Message Code or Use Case tag  in columns G and F)		Use Case (GBZ)		Message Code (gas)		Access: Supplier (C)		Access: Supplier (NC)		Intentionally blank #1		Access: Supplier prepay top up		Access: Network Operator (C)		Access: Network Operator (NC)		Access: Access Control Broker (NC)		Access: Access Control Broker (C)		Intentionally blank #2		Intentionally blank #3		Access: WAN Provider (C)		Intentionally blank #3a		Remote Party or HAN Message		Message Type		Capable of future Dated Invocation		Protection Against Replay Required		Supplementary Remote Party Data required?		Supplementary Originator Counter required in Response?		Date-time stamp in response		Service Reference 		Read or Update		Response Recipient Different than Command Sender		Supress Detail Tables		Use Case Description		Pre-condition: DLMS		Intentionally blank #4		Intentionally blank #5		Pre-conditions: ZigBee		Intentionally blank #6		Intentionally blank #7		ZigBee Actions		GBZ target (GPF, GSME or both)		DLMS/ASN.1 Target		ASN.1		GPF required to tap off command		ZigBee Notes		Intentionally blank #7		Key Agreement Certificate Potentially in Command ?



		Add Device to CHF device log		1		CCS01 Add Device to CHF device log		0x0001								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		Yes		Y						8.11		Update		No				This Use Case adds a Device to the 'whitelist' on the Communications Hub.
The 'whitelist' is called the CHF Device Log in CHTS.
If a Device is not on this whitelist, it cannot communicate over the HAN.
If a CH receives a CCS01 Command for a Device whose Device ID is already in its CHF Device Log, the CH shall discard the key parameter in the register_device method invocation without processing that parameter. For clarity, such a CCS01 Command shall not affect any Link Key held by the CH and the register_device method shall return a result of 'success' in the corresponding action-result-action.Having authenticated the Command, the CHF shall add the Device to its CHF Device Log and so send a CS14 Alert containing the updated CHF Device Log. For clarity and in line with CS14 requirements, since the CHF has not established a TC Link Key to use with the Device at this point, the value of the hashed_TC_link_key field shall be a zero length string in this Alert.
The CHF shall then check whether the value in the ieee_address parameter is for a Device Entity Identifier in its CHF Historic Device Log. 
If it is not in its CHF Historic Device Log, the CHF shall allow SMHAN joining based on the Install Code specified in the key parameter, for the period specified in the join_timeout parameter.
If the value in the ieee_address parameter is for a Device Entity Identifier in its CHF Historic Device Log, the CHF shall, for the period specified in the join_timeout parameter, allow communications based on the associated TC Link Key in the CHF Historic Device Log.
If communications with the Device using that historic TC Link Key begin within the period specified in the join_timeout parameter, the CHF shall record that historic TC Link Key against the Device's Entity Identifier in its CHF Device Log. Since this changes the CHF Device Log, the CHF shall send a CS14 Alert containing the Device’s Entity Identifier and the associated Hash of this re-used TC Link Key.
If communications with the Device using that historic TC Link Key do not begin within the period specified in the join_timeout parameter, the CHF shall then allow SMHAN joining using the Install Code specified in the key parameter for the period specified in the join_timeout parameter.		None																CHF				No

		Remove device from CHF device log		1		CCS02 Remove device from CHF device log		0x0002								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		Yes		Y						8.11		Update		No				This Use Case removes a Device from the 'whitelist' on the Communications Hub.
The 'whitelist' is called the CHF Device Log in CHTS.
If a Device is not on this whitelist, it cannot communicate over the HAN.Where the CHF has established a TC Link Key with the Device specified in the Command, it shall, having authenticated the Command, record that TC Link Key and associated Device Entity Identifier in the CHF Historic Device Log. The CHF shall do this before removing the Device's details from the CHF Device Log, unless the Device specified in the Command is of Device Type HHT. If the Device ID is already in the CHF Historic Device Log, the CHF shall update that record with the TC Link Key for it in the CHF Device Log. If there are already 15 entries in the CHF Historic Device Log, the CHF shall overwrite the oldest entry in that log with the details of this mostly recently removed Device. For clarity, a GPF does not establish a TC Link Key with the CHF, so could never be recorded in the CHF Historic Device Log.		None																CHF				No

		Restore CHF Device Log		1		CCS03 Restore CHF Device Log		0x0003								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		Yes		Y						8.12		Update		No				This Use Case is for restoring the CHF Device Log. Refer to section 18.2. Subject to successful execution, the Communications Hub shall form a network with an Extended PAN ID set to the value (restore_PAN:restore_PAN.extended_PAN_ID) in the received Command.		None																CHF				No

		Restore GPF Device Log		TOC		GCS59 Restore GPF Device Log		0x008C								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.NC		No		Yes								See GBCS		Update		Yes		Yes		See section 13.8.																GPF		See GBCS				No

		Backup GPF Device Log		TOC		GCS62 Backup GPF Device Log		0x00B2								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.NC		No		N/A								See GBCS		Read		No		Yes		See section 13.8.		None																See GBCS				No

		This row is not used						0x0004

		Apply Prepayment Top Up		1		CS01a Apply Prepayment Top Up to an ESME		0x0007		1		CS01b Apply Prepayment Top Up to a GSME		0x0097		-		-				See GBCS		-		-		-		-						-				Remote Party		SME.C.NC but with additional cryptographic processing specified in GBCS Sections 14.3.4 and 14.3.5		No		Yes						Y		2.2		Update		No				This Use Case enables a UTRN to be applied to a meter to top up the meter balance. See also section 14.

John Eager: IRP558		See SMETS (Add Credit).						See SMETS (Add Credit).								GSME		ESME				No

		Provide Security Credentials Details		TOC		CS02a Provide Security Credentials Details		0x0008								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		Variant Command & Response		No		No								See GBCS		Update		No		Yes		See section 13.2.		None																See GBCS		Yes		No

		Update Security Credentials 		TOC		CS02b Update Security Credentials 		See section 13.3.5.2								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.C		Yes		Yes						Y		See GBCS		Update		No		Yes		See section 13.3.		None																See GBCS		Yes		No

		Issue Security Credentials 		TOC		CS02c Issue Security Credentials 		0x000A								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.C		No		Yes								See GBCS		Update		No		Yes		See section 13.4.		None																See GBCS		Yes		No

		Update Device Certificates on Device 		TOC		CS02d Update Device Certificates on Device		0x000B								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.C		No		Yes								See GBCS		Update		No		Yes		See section 13.5.		None																See GBCS		Yes		No

		Provide Device Certificates from Device 		TOC		CS02e Provide Device Certificates from Device 		0x000C								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		Variant Command & Response		No		No								See GBCS		Read		No		Yes		See section 13.6.		None																See GBCS		Yes		No

		Method A Join (Meter)		TOC		CS03A1 Method A Join (Meter)		0x000D								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.C		No		Yes								See GBCS		Update		No		Yes		See section 13.7.		None																See GBCS		Yes		No

		Method B Join		TOC		CS03B Method B Join		0x000E								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.NC		No		Yes		Y						See GBCS		Update		No		Yes		See section 13.7.		None																See GBCS		Yes		No

		Method A Join (non-Meter)		TOC		CS03A2 Method A Join (non Meter)		0x00AB								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.C		No		Yes		Y						See GBCS		Update		No		Yes		See section 13.7.		None																See GBCS		Yes		No

		Method C Join		TOC		CS03C Method C Join		0x00AF								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.C		No		Yes		Y where the target Device is not a GSME						See GBCS		Update		No		Yes		See section 13.7.		None																See GBCS		Yes		No

		Method A or C Unjoin		TOC		CS04AC Method A or C Unjoin		0x000F								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.C		No		Yes		Y where the target Device is not a GSME						See GBCS		Update		No		Yes		See section 13.7.		None																See GBCS		Yes		No

		Method B Unjoin		TOC		CS04B Method B Unjoin		0x0010								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.NC		No		Yes		Y						See GBCS		Update		No		Yes		See section 13.7.		None																See GBCS		Yes		No

		Distribute Firmware		TOC		CS05a Distribute Firmware to Communications Hub				TOC		CS05b Distribute Firmware to ESME / GSME				See section 11.3/11.4																																						See GBCS						Yes		See sections 11.3-4.		None																See GBCS

		Activate Firmware		TOC		CS06 Activate Firmware		0x0012								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.C		Yes		No						Y		See GBCS		Update		No		Yes		See section 11.5.		None																See GBCS		Yes		No

		Read Device Join Details		1		CS07 Read Device Join Details		0x0013								See GBCS		See GBCS				See GBCS		See GBCS		See GBCS		See GBCS		See GBCS						See GBCS				Remote Party		SME.C.NC		No		N/A		Y						8.9		Read		No		Yes		This Use Case provides a means to identify which Devices in the HAN a Device is communicating with.
Refer to section 13.7.4 of GBCS for processing requirements.		None																All		Yes		No

		Device Addition To / Removal From HAN Whitelist Alerts		1		CS14 Device Addition To / Removal From HAN Whitelist Alerts		0x0018								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.NC		No		N/A								N/A		Read		No				Whenever an IEEE address is added to or removed from the CHF Device Log and whenever a Hashed TC Link Key changes in the CHF Device Log, the Communications Hub Function shall generate and send an instance of this Alert which contains a back up version of the data in the 'whitelist' (the CHF Device Log). The Alert Code shall be 0x8012. The value of the hashed_TC_link_key field shall only be populated where the devices has established a TC link key. Where the Device has not established such a TC link key, the field sent shall be a zero length string.		None																All				No

		Set Tariff and Price		1		ECS01a Set Tariff and Price on ESME		0x0019		1		GCS01a Set Tariff and Price on GSME		0x006B		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		Yes		Yes						Y		1.1		Update		No				This Use Case is for creating a new tariff on the Smart Meter where the initial condition of the tariff is unknown.
It is also used for updating existing tariffs.		None						None								GSME		ESME				Yes

		Set Price		1		ECS01b Set Price on ESME		0x00A2		1		GCS01b Set Price on GSME		0x00A3		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		Yes		Yes						Y		1.2		Update		No				This Use Case is for creating a new price on the Smart Meter where the initial condition of the tariff and price is known, and therefore it can be used to update prices.		None						None								GSME		ESME				Yes

		Set Tariff and Price - Second Element		1		ECS01c Set Tariff and Price on ESME secondary		0x00B7								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		Yes		Yes						Y		1.1		Update		No				This Use Case is for creating a new tariff for second element on the Smart Meter where the initial condition of the tariff is unknown.
It is also used for updating existing tariffs for second element.		None																ESME

		Set Payment Mode to Credit		1		ECS02 Set ESME Payment Mode to Credit		0x001A		1		GCS02 Set GSME Payment Mode to Credit		0x006C		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		Yes		Yes						Y		1.6		Update		No				This Use Case is for converting the Smart Meter from a prepayment to credit mode.		None						None								GSME		ESME				No

		Set Payment Mode to Prepayment		1		ECS03 Set ESME Payment Mode to Prepayment		0x001B		1		GCS03 Set GSME Payment Mode to Prepayment		0x006D		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		Yes		Yes						Y		1.6		Update		No				This Use Case is for configuring the Smart Meter in prepayment mode.
This includes configuring and enabling emergency credit.		None						None								GSME		ESME				No

		Adjust Prepayment Mode Meter Balance								1		GCS40a Adjust Prepayment Mode Meter Balance on the GSME		0x0086		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								1.5		Update		No				This Use Case is for adjusting the prepayment mode meter balance on the GSME.  
The adjustment of this meter balance in this Use Case is an incremental/decremental adjustment, rather than an absolute setting of this meter balance.
The prepayment mode meter balance is held in a separate ZigBee Cluster to the credit mode meter balance.  This Use Case therefore covers GSME Prepayment only.  See GCS40c/GCS40d for interacting with the credit mode balance.		None						None								GSME						No

		Adjust Prepayment Mode Meter Balance: Reset								1		GCS40b Reset Prepayment Mode Meter Balance on the GSME		0x00B4		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								1.5		Update		No				This Use Case is for setting the prepayment mode meter balance on the GSME to Zero.
The prepayment mode meter balance is held in a separate ZigBee Cluster to the credit mode meter balance.  This Use Case therefore covers GSME Prepayment only.  See GCS40c/GCS40d for interacting with the credit mode balance.		None						None								GSME						No

		Adjust Credit Mode Meter Balance								1		GCS40c Adjust Credit Mode Meter Balance on the GSME		0x00C0		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								1.5		Update		No				This Use Case is for adjusting the credit mode meter balance on the GSME.  
The adjustment of this meter balance in this Use Case is an incremental/decremental adjustment, rather than an absolute setting of this meter balance. This Use Case adjusts the ZSE attribute BillToDateDelivered. Consumption causes this attribute to increase, as opposed to the SMETS Meter Balance which decreases with consumption. Therefore the GSME shall subtract the adjustment provided as a parameter in this Use Case from BillToDateDelivered.		None						None								GSME						No

		Adjust Credit Mode Meter Balance: Reset								1		GCS40d Reset Credit Mode Meter Balance on the GSME		0x00C2		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								1.5		Update		No				This Use Case is for setting the credit mode meter balance on the GSME to Zero.		None						None								GSME						No

		Reset Tariff Block Counter Matrix		1		ECS05 Reset Tariff Block Counter Matrix		0x001D								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								1.7		Update		No				This Use Case is for resetting the tariff block counter matrix on the ESME.
This Use Case has the effect of resetting the consumer's block consumption back to zero, such that their consumption will go back to being charged at the first block rate.
The ESME automatically resets its tariff block counters at the end of the block period/billing period.
Therefore, this Use Case should be avoided in favour of forcing an end of billing period, which will reset the block counter and provide a set of register reads at the time of reset.

		None																ESME				No

		Debt Management		1		ECS07 Manage Debt on the ESME		0x001E		1		GCS04 Manage Debt on the GSME		0x006E		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								2.3		Update		No				This Use Case is for managing debt for Time Debt Registers 1 and 2, and the Payment Debt Register; and configuring the debt repayments on the Smart Meter.		See SMETS (Adjust Debt).						See SMETS (Adjust Debt).								GSME		ESME				No

		This row is not used		x		ECS08 Update Prepayment Configuration on ESME

Release markup: Unused since GBCS 1.0																																																								
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Release markup: Unused since GBCS 1.0

		Activate Emergency Credit Remotely		1		ECS09 Activate Emergency Credit Remotely on ESME		0x0020		1		GCS06 Activate Emergency Credit Remotely on GSME		0x0070		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								2.5		Update		No				This Use Case is for remotely activating the emergency credit on the Smart Meter. If, after the Device has executed this Command, emergency credit is activated on the Device then the Device shall return a Response indicating the Command executed successfully. This shall be so regardless of whether emergency credit was activated on the Device prior to the Command's execution or not. If, after the Device has executed this Command, Emergency Credit is not activated on the Device, then the Device shall return a Response indicating the Command did not execute successfully. In such cases, the ZSE Default Response command responding to the 'Select Available Emergency Credit' command shall report a status of  FAILURE (0x01) and the response to the DLMS COSEM 'invoke_credit' method invocation shall report a result of 'other-reason (250)'.		See SMETS (Activate Emergency Credit).						See SMETS (Activate Emergency Credit).								GSME		ESME				No

		Send Message to Meter		1		ECS10 Send Message to ESME		0x0021		1		GCS07 Send Message to GSME		0x0071		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No								3.1		Update		No				This Use Case is for sending a Consumer message to the Smart Meter.		None						None								GSME		ESME				Yes

		Set Change of Tenancy date 		1		ECS12 Set Change of Tenancy date on ESME		0x0022		1		GCS09 Set Change of Tenancy date on GPF		0x0072		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No								3.2		Update		No				This Use Case is for setting a date for a Change of Tenancy on the Device and restricting access to data based on this date.
The date in the Command may be in the future or in the past, and the Command will be executed on receipt.
Once set, the date is used by the Smart Meter to restrict the householder's access to the following information:
- Profile data log;
- Cumulative and Historical Value Store;
- Daily Read Log;
- Prepayment Daily Read Log;
- Billing Data Log; and
- Daily Consumption Log.		None						None								GPF		ESME				No

		Disable Privacy PIN Protection		1		ECS14 Disable Privacy PIN Protection on ESME		0x0023		1		GCS11 Disable Privacy PIN Protection on GSME		0x0073		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		Yes								3.5		Update		No				This Use Case is for disabling Privacy PIN protection on the Smart Meter.
		None						None								GSME		ESME				No

		Clear Event Log		1		ECS15a Clear ESME Event Log		0x0024		1		CS11 Clear ZigBee Device Event Log		0x0015		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No								3.3		Update		No				This Use Case is for clearing the Event Log on a Device. 
This Use Case covers clearing the Event Log only; the Security Log is not allowed to be cleared via a remote Command.		None						None								GPF; GSME		ESME				Yes where the target is a GSME

		This row left blank

		Write Supplier Contact Details		1		ECS16 Write Supplier Contact Details on ESME		0x0025		1		GCS44 Write Contact Details on GSME		0x0088		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No								3.4		Update		No				This Use Case is for writing the Supplier contacts details on the Smart Meter.		None						None								GSME		ESME				Yes

		Read ESME Energy Registers (Export Energy)		1		ECS17a Read ESME Energy Registers (Export Energy)		0x0026								-		-				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y				Y		4.2		Read		No				This Use Case is for reading export energy registers.		None																ESME				No

		Read Import Energy / Consumption Registers		1		ECS17b Read ESME Energy Registers (Import Energy)		0x0027		1		GCS13a Read GSME Consumption Register		0x0074		-		A				-		-		A		-		-						-				Remote Party		SME.C.NC		No		No						Y		4.1		Read		No				This Use Case is for reading the ESME import energy registers / GSME consumption registers.		None						None								GPF (primary and for any Remote Party with access rights); GSME (Supplier only)		ESME				No

		Read ESME Energy Registers (Power)		1		ECS17c Read ESME Energy Registers (Power)		0x0028								-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y				Y		4.16		Read		No				This Use Case is for reading the power registers on the ESME.		None																ESME				No

		Read Energy / Consumption Register (TOU)		1		ECS17d Read ESME Energy Register (TOU)		0x0029		1		GCS13c Read GSME Register (TOU)		0x00B6		-		A				-		-		A		-		-						-				Remote Party		SME.C.NC		No		No						Y		4.1		Read		No				This Use Case is for reading the TOU Register Matrix.		None														GPF (primary and for any Remote Party with access rights); GSME (Supplier only)		ESME				No

		Read ESME Energy Register (TOU with Blocks)		1		ECS17e Read ESME Energy Register (TOU with Blocks)		0x002A								-		A				-		-		A		-		-						-				Remote Party		SME.C.NC		No		No						Y		4.1		Read		No				This Use Case is for reading the TOU with Block Register Matrix.		None																ESME				No

		Read GSME Energy Register (Block Counters)								1		GCS13b Read GSME Block Counters		0x00B8		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No						Y		4.1		Read		No				This Use Case is for reading the GSME block counters.		None														GPF (primary); GSME						No

		Read Maximum Demand Registers (export)		1		ECS18a Read Maximum Demand Registers (export)		0x002B								-		-				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y				Y		4.12		Read		No				This Use Case is for reading the Export Maximum Demand registers on the ESME.		None																ESME				No

		Read Maximum Demand Registers (import)		1		ECS18b Read Maximum Demand Registers (import)		0x002C								-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y				Y		4.12		Read		No				This Use Case is for reading the Import Maximum Demand registers on the ESME.		None																ESME				No

		Read Prepayment Registers		1		ECS19 Read ESME Prepayment Registers		0x002D		1		GCS14 Read GSME Prepayment Register(s)		0x0075		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No						Y		4.3		Read		No				This Use Case is for reading the Smart Meter prepayment registers.		None						None								GPF (primary); GSME		ESME				No

		This row left blank

		Read Billing Data Log (change of mode / tariff triggered exc export)		1		ECS20b Read ESME Billing Data Log (change of mode / tariff triggered exc export)		0x002F				GCS15b Read GSME Billing Data Log (change of mode / tariff triggered)		0x00C3		-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y		Y				4.4		Read		No				This Use Case is to allow a Supplier to obtain a data set stored in the Billing Data Log on the device on an ad-hoc basis for a specified date range.		None														GPF (primary and for any Remote Party with access rights); GSME (Supplier only)		ESME				No						Y

		Read Billing Data Log (billing calendar triggered exc export)		1		ECS20c Read ESME Billing Data Log (billing calendar triggered exc export)		0x0030		1		GCS15c Read GSME Billing Data Log (billing calendar triggered)		0x0076		-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y		Y				4.4		Read		No				This Use Case is to allow a Supplier to obtain a data set stored in the Billing Data Log on the device on an ad-hoc basis for a specified date range.  This Use Case returns all log entries between the two dates specified.		None														GPF (primary and for any Remote Party with access rights); GSME (Supplier only)		ESME				No						Y

		Read Billing Data Log (payment-based debt payments) 		1		ECS20a Read ESME Billing Data Log (payment based debt payments)		0x002E		1		GCS15d Read GSME Billing Data Log (payment-based debt payments) 		0x00C4		-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						4.4		Read		No				This Use Case is to allow a  Supplier to obtain a data set stored in the Billing Data Log for the Device on an ad-hoc basis for a specified date range.								None								GPF (primary); GSME		ESME				No

		Read Billing Data Log (prepayment credits)		1		ECS20d Read ESME Billing Data Log (prepayment credits)		0x00C9		1		GCS15e Read GSME Billing Data Log (prepayment credits)		0x00C5		-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						4.4		Read		No				This Use Case is to allow a  Supplier to obtain a data set stored in the Billing Data Log for the Device on an ad-hoc basis for a specified date range.								None								GPF (primary); GSME		ESME				No

		Start Network Data Log on GSME								1		GCS31 Start Network Data Log on GSME		0x0080		-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		Yes		Y						14.1		Update		No				This Use Case is for instructing the GSME to begin logging network sampling data.								None								GSME						No

		Read Gas Network Data Log								1		GCS18 Read Gas Network Data Log		0x0079		-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y		Y				4.10		Read		No				This Use Case is for reading the gas network sampling data log.								None								GSME						No						Y

		Read Daily Read Log (exc export)		1		ECS21a Read Electricity Daily Read Log (exc export)		0x0033		1		GCS16a Read GSME Daily Read log(s)		0x0077		-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y		Y				4.6		Read		No				This Use Case is for reading the daily read log on the Smart Meter excluding export.		None						None								GPF (primary and for any Remote Party with access rights); GSME (Supplier only)		ESME				No						Y

		Read (Prepayment) Daily Read Log		1		ECS21b Read Electricity (Prepayment) Daily Read Log		0x0034		1		GCS16b Read GSME Daily Read log(s) (prepayment)		0x0096		-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y		Y				4.14		Read		No				This Use Case is for reading the (prepayment) daily read log on the Smart Meter.  The read request relates to retrieving data from a prepayment meter.		None						None								GPF (primary and for any Remote Party with access rights); GSME (Supplier only)		ESME				No						Y

		Read Electricity Daily Read Log (export only)		1		ECS21c Read Electricity Daily Read Log (export only)		0x0035								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						4.6		Read		No				This Use Case is for reading the daily read log on the ESME for export.  The read request relates to retrieving data from a credit meter.		None																ESME				No

		Read Half Hour Profile Data (export)		1		ECS22a Read Electricity Half Hour Profile Data (export)		0x0036								-		-				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						4.8		Read		Yes				This Use Case is for reading the half hourly electricity values on the ESME for export.		None																ESME				No

		Read Half Hour Profile Data (consumption)		1		ECS22b Read Electricity Half Hour Profile Data (active import)		0x0037		1		GCS17 Read GSME Profile Data Log		0x0078		-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y		Y				4.8		Read		Yes				This Use Case is for reading the half hourly consumption values.		None						None								GPF (primary and for any Remote Party with access rights); GSME (Supplier only)		ESME				No		The SME will automatically collect 30' consumption profile data continuously, and will return data in a GetSampledDataResponse command when requested by a GetSampledData command with a Sample ID = 1.				Y

		Read Half Hour Profile Data (reactive import)		1		ECS22c Read Electricity Half Hour Profile Data (reactive import)		0x0038								-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						4.8		Read		Yes				This Use Case is for reading the half hourly electricity values on the ESME for reactive import.		None																ESME				No

		Read Voltage Operational Data		1		ECS23 Read Voltage Operational Data		0x0039								-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y				Y		4.10		Read		No				This Use Case is for reading the voltage operational data on the ESME.		None																ESME				No

		Read Tariff Data		1		ECS24 Read ESME Tariff Data		0x003A		1		GCS21f Read GSME Tariff Data		0x009F		-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						4.11		Read		Yes				This Use Case is for reading the tariff configuration and operational data.		None						None								GPF (primary); GSME		ESME				No

		Set Alert  Behaviours - Supplier		1		ECS25a Set Alert Behaviours - ESME - Supplier		0x00AC		1		GCS20 Set Alert Behaviours - GSME		0x00AD		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No								6.22		Update		No				This Use Case is for configuring Alert behaviours - Supplier.  Note that critical events / alerts, so including those relating to security, cannot be configured in this Use Case, and so events logged in the Security Log cannot be configured.		None						None								GSME		ESME				No

		Set Alert  Behaviours - Network Operator		1		ECS25b Set Alert Behaviours - ESME - Network Operator		0x00B0								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		No								6.22		Update		No				This Use Case is for configuring Alert behaviours - ESME - Network Operator.		None						None										ESME				No

		Read Configuration Data Prepayment		1		ECS26a Read ESME Configuration Data Prepayment		0x003B		1		GCS21b Read GSME Configuration Data Prepayment		0x00B5		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No								4.13		Read		No				This Use Case is for reading prepayment Configuration Data.		None						None								GPF (primary); GSME		ESME				No

		Read Configuration Data Device Information (gas)								1		GCS21a Read Gas Configuration Data Device Information		0x007B		-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.2		Read		No				This Use Case is for reading general Configuration Data.		None						None								GSME						No

		Read Configuration Voltage Data		1		ECS26b Read ESME Configuration Voltage Data		0x003C								-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.2		Read		No				This Use Case is for reading the Voltage Configuration Data on the ESME.		None																ESME				No

		Read Configuration Data Device Information  (randomisation)		1		ECS26c Read ESME Configuration Data Device Information  (randomisation)		0x003D								-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.2		Read		No				This Use Case is for reading the Device information Configuration Data on the ESME.		None																ESME				No

		This row is not used		x		ECS26d Read ESME Configuration Data Device Information (Billing Calendar)

Release markup: Unused since GBCS 1.0		0x003E		x		GCS21d Read GSME Configuration Data Device Information (BillingCalendar)

Release markup: Unused since GBCS 1.0		0x009D

		This row is not used		x		ECS26e Read ESME Configuration Data Device Information (device identity exc MPAN)

Release markup: Unused since GBCS 1.0		0x003F		x		GCS21e Read GSME/GPF Configuration Data Device Information (device identity)

Release markup: Unused since GBCS 1.0		0x009E

		Read Configuration Data Device Information (instantaneous power thresholds)		1		ECS26f Read ESME Configuration Data Device Information (instantaneous power thresholds)		0x0040								-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.2		Read		No				This Use Case is for reading the configured instantaneous power thresholds.		None																ESME				No

		This row left blank

		This row is not used		x		ECS26i Read Configuration Data Device Information (CHF identity)

Release markup: Unused since GBCS 1.0		0x0092

		Read Configuration Data Device Information (Payment Mode)		1		ECS26j Read ESME Configuration Data Device Information (Payment Mode)		0x00BE		1		GCS21j Read GSME Configuration Data Device Information (Payment Mode)		0x00BF		-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.2		Read		No				This Use Case is for reading the payment mode configuration.		None						None								GPF (primary); GSME		ESME				No

		Read Configuration Voltage Data - 3 Phase		1		ECS26k Read ESME Configuration Voltage Data - 3 phase		0x00C6								-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.2		Read		No				This Use Case is for reading the Voltage Configuration Data on the ESME.		None																ESME				No

		Read Load Limit Data		1		ECS27 Read ESME Load Limit Data		0x0042								-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						4.15		Read		No				This Use Case is for reading the Load Limit configuration and operational data on the ESME.		None																ESME				No

		Set Load Limit Configurations - General Settings		1		ECS28a Set Load Limit Configurations - General Settings		0x0043								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		Yes		Yes						Y		6.4		Update		No				This Use Case is for setting the Load Limit general configurations on the ESME.
The general configurations set by this Use Case cover the Load Limit Power Threshold, Load Limit Period, Load Limit Restoration Period and Load Limit Supply State.		None																ESME				No

		Set Load Limit Configuration Counter Reset		1		ECS28b Set Load Limit Configuration Counter Reset		0x0044								-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		Yes								6.4		Update		No				This Use Case is for resetting the Load Limit Counter (to zero) on the ESME.		None																ESME				No

		Set Voltage Configurations on ESME with counter resets		1		ECS29a Set Voltage Configurations on ESME		0x0045								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		Yes								6.5		Update		No				This Use Case is for configuring the voltage thresholds and resetting the counters.		None																ESME				No

		Set Voltage Configurations on ESME - 3 ph with counter resets		1		ECS29b Set Voltage Configurations on ESME - 3ph		0x00AE								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		Yes								6.5		Update		No				This Use Case is for configuring the voltage thresholds and resetting the counters.		None																ESME				No

		This row is not used		x		ECS30 Set Billing Calendar on the ESME

Release markup: Unused since GBCS 1.0		0x0046

		Set Instantaneous Power Threshold Configuration		1		ECS34 Set Instantaneous Power Threshold Configuration		0x0047								-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No								6.12		Update		No				This Use Case is for setting the configurations for the instantaneous power threshold  on the ESME.
These settings determine the ambient signals (green/amber/red) or other indicators present on the IHD as consumer energy usage changes throughout the day.		None																ESME				No

		Read device Event Log		1		ECS35a Read ESME Event Log		0x0048		1		CS10a Read ZigBee Device Event Log		0x0014		-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.13		Read		No				This Use Case is for reading the Event Log on the Device		None						None								ZigBee Device		ESME				No

		Read device Security Log		1		ECS35b Read ESME Security Log		0x0049		1		CS10b Read ZigBee Device Security Log		0x00A1		-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.13		Read		No				This Use Case is for reading the  Security Log on the Device		None						None								ZigBee Device		ESME				No

		Read CHF Event Log		1		ECS35c Read CHF Event Log		0x0093								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.13		Read		No				This Use Case is for reading the Event Log on the CHF only.		None																CHF				No

		Read CHF Security Log		1		ECS35d Read CHF Security Log		0x0094								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.13		Read		No				This Use Case is for reading the  Security Log on the CHF.		None																CHF				No

		Read ESME Power Event Log		1		ECS35e Read ESME Power Event Log		0x00B9								-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.13		Read		No				This Use Case is for reading the Power Event Log on the Device		None																ESME

		Read ALCS Event Log		1		ECS35f Read ALCS Event Log		0x00BA								-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No								6.13		Read		No				This Use Case is for reading the ALCS Event Log on the ESME.		None																ESME				No

		Set Maximum Demand Configurable Time Period		1		ECS37 Set Maximum Demand Configurable Time Period		0x004A								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		Yes								6.18		Update		No				This Use Case is for setting the Maximum Demand Configurable Time Period on the ESME.
Once the Maximum Demand Configurable Time Period has been set to a new value, the DCC Service User (Network Operator) will need to reset the Maximum Demand registers (via Use Case ECS57 (Reset Maximum Demand Registers)).		None																ESME				No

		Update Randomised Offset Limit		1		ECS38 Update Randomised Offset Limit		0x004B								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								7.12		Update		No				This Use Case is for setting the Randomised Offset Limit on the ESME.		None																ESME				No

		Set MPAN / MPRN Value		1		ECS39a Set MPAN Value on the ESME		0x004C		1		GCS41 Set MPRN Value on the GSME		0x0087		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		Yes								6.20		Update		No				This Use Case is for setting the Import MPAN/MPRN value on the Smart Meter by the Supplier.  An MPAN/MPRN shall be a utf-8 encoded string.		None						None								GSME		ESME				No

		Set Export MPAN Value on the ESME		1		ECS39b Set Export MPAN Value on the ESME		0x004D								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		Yes		Y						6.20		Update		No				This Use Case is for setting the Export MPAN value on the ESME by the Consumer's export Supplier (who is unknown to the ESME). Setting of Import MPAN on the ESME by the Consumer's Import Supplier is covered by Use Case ECS39a.  An MPAN/MPRN shall be a utf-8 encoded string.		None																ESME				No

		Read MPAN / MPRN Value		1		ECS40 Read MPAN Value on the ESME		0x004E		1		GCS46 Read MPRN on the GSME		0x0089		-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.2		Read		No				This Use Case is for reading the MPAN/MPRN value of the Smart Meter.  An MPAN/MPRN shall be a utf-8 encoded string.		None						None								GPF (primary); GSME		ESME				No

		Remotely Close the Load Switch on the ESME		1		ECS42 Remotely Close the Load Switch on the ESME		0x004F								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								7.1		Update		No				This Use Case is for remotely closing the Load Switch on the ESME.		None																ESME				No

		Remotely Open the Load Switch / close Valve		1		ECS43 Remotely Open the Load Switch on the ESME		0x0050		1		GCS32 Remotely close the valve in the GSME		0x0081		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								7.2		Update		No				This Use Case is for remotely opening the Load Switch on the ESME / closing the Valve on the GSME.		None						None								GSME		ESME				No

		Arm Load Switch / Valve		1		ECS44 Arm Load Switch in ESME		0x0051		1		GCS39 Arm Valve in GSME		0x0085		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								7.3		Update		No				This Use Case is to remotely arm the Load Switch/Valve on the Smart Meter.		None						None								GSME		ESME				No

		Read Status of Load Switch / Valve		1		ECS45 Read Status of Load Switch in the ESME		0x0052		1		GCS33 Read GSME Valve Status		0x0082		-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						7.4		Read		No				This Use Case is for reading the status of the Load Switch/Valve in the Smart Meter.		None						None								GPF (primary); GSME		ESME				No

		Set Configurations for load control in ESME (HC ALCS and ALCS Labels)		1		ECS46a Set HC ALCS or ALCS Labels in ESME		0x0053								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		No								6.14		Update		No				This Use Case is for configuring the descriptions of the HCALCS and ALCS in the ESME.  Note that the ALCS calendar is set using ECS46c		None																ESME				No

		This row left blank

		Set ALCS State		1		ECS47 Set or Reset HC ALCS or ALCS State		0x0055								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								7.5, 7.6, 7.8		Update		No				This Use Case is for controlling an ALCS or a an HC ALCS.		None																ESME				No

		This row left blank

		This row left blank

		This row left blank

		Send CIN to meter		1		ECS50 Send CIN to ESME		0x0058		1		GCS36 Send CIN to GSME		0x0083		-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		Yes		Y						9.1		Update		No				This Use Case is for sending a Customer Identification Number (CIN) to the Smart Meter.		None						None								GSME		ESME				No

		Read ESME/GSME/Comms Hub Firmware Version		1		ECS52 Read ESME/Comms Hub Firmware Version		0x0059		1		GCS38 Read GSME Firmware Version		0x0084		-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						11.2		Read		No				This Use Case is for reading the Firmware Version on the Device.		None						None								GPF (primary); GSME		CHF; ESME				No

		Reset Maximum Demand Registers		1		ECS57 Reset ESME Maximum Demand Registers		0x005A								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		No								6.18		Update		No				This Use Case is for resetting the Maximum Demand Registers on the ESME.  
This Use Case should also be used once the Maximum Demand Configurable Time Period has been set to a new value by the DCC Service User (Network Operator) as per Use Case ECS37 (Set Maximum Demand Configurable Time Period).		None																ESME				No

		This row left blank

		Read HC ALCS and ALCS Data from ESME		1		ECS61a Read HC ALCS and ALCS Data from ESME		0x00BB								-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						7.7		Read		No				This Use Case is for reading the HCALCS and ALCS data from the ESME		None																ESME				No

		This row left blank

		Read Boost Button Data from ESME		1		ECS61c Read Boost Button Data from ESME		0x005E								-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						7.11		Read		No				This Use Case is for reading the boost button data from the ESME.		None																ESME				No

		Set ALCS and Boost Button Association		1		ECS62 Set ALCS and Boost Button Association		0x005F								-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		Yes								7.9, 7.10		Update		No				This Use case is for associating an ALCS with a boost button.		None																ESME				No

		Read Daily Consumption Log		1		ECS66 Read ESME Daily Consumption Log		0x0060		1		GCS61 Read gas Daily Consumption Log		0x00A0		-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y		Y				4.17		Read		No				This Use Case is for reading the Daily Consumption Log.		None														GPF		ESME				No		The SME will automatically collect daily consumption data continuously, and will return data in a GetSampledDataResponse command when requested by a GetSampledData command with a Sample ID = 0.				Y

		Critical Sensitive Alert (Billing Data Log)		1		ECS68 ESME Critical Sensitive Alert (Billing Data Log)		0x0061		1		GCS53 Push Billing Data Log as an Alert		0x008B		See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.C		N/A		N/A								A1		Read		No				This Use Case is for the Critical Sensitive Alert relating to the periodic provision of the Billing Data Log from the Smart Meter to the DCC Service User (Supplier).
Alert code: 0x8F0A. This Use Case returns only the most recent entry from the log.
		None						None														No

		Set Clock		1		ECS70 Set Clock on ESME		0x0062								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								6.11, 8.1		Update		No				This Use Case is for setting the clock.
Refer to section 9.1.																GSME		ESME				No

		Supply Outage Restore Alert from ESME		1		ECS80 Supply Outage Restore Alert from ESME		0x0067								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.C		No		N/A								N/A		Read		No				Alert codes: 0x8F35, 0x8F36, 0x8F37, 0x8F38, 0x8F39, 0x8F3A, 0x8F3B, 0x8F3C
Refer to section 7.2.3		None																ESME				No

		Set Supply Tamper State on ESME		1		ECS81 Set Supply Tamper State on ESME		0x0068								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								6.25		Update		No				This Use Case is for setting the Supply Tamper State configuration on the ESME.		None																ESME				No

		Read Meter Balance for Smart Meter		1		ECS82 Read Meter Balance for ESME		0x0069		1		GCS60 Read Meter Balance for GSME		0x008D		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No								4.18		Read		No				This Use Case is for reading the meter balance(s).		None						None								GPF (primary); GSME		ESME				No

		This row left blank

		This row left blank

		Set CV and Conversion Factor Value(s) on the GSME								1		GCS23 Set CV and Conversion Factor Value(s) on the GSME		0x007C		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								6.6		Update		No				This Use Case is for setting the Conversion Value and Conversion Factors on a gas meter.		None						None								GSME						Yes

		Set Uncontrolled Gas Flow Rate and Supply Tamper State on the GSME								1		GCS24 Set Uncontrolled Gas Flow Rate and Supply Tamper State on the GSME		0x007D		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								6.7		Update		No				This Use Case is for setting the uncontrolled gas flow threshold on a GSME.		None						None								GSME						No

		This row left blank

		This row left blank

		Apply Prepayment Top Up to GSME (using PPMID)								1		PCS01 Apply Prepayment Top Up to a GSME using PPMID		0x009B		-		-				-		-		-		-		-						-				HAN Only Message		SME.C.PPMID-GSME		N/A		N/A								N/A		Update		No				This Use Case is for a PPMID to add credit to a Smart Meter.		None						None								GSME						No

		Activate Emergency Credit on GSME from PPMID								1		PCS02 Activate Emergency Credit on GSME from PPMID		0x0090		-		-				-		-		-		-		-						-				HAN Only Message		SME.C.PPMID-GSME		N/A		N/A								N/A		Update		No				This Use Case is for a PPMID to send an Active Emergency Credit Command to a Smart Meter.		None						None								GSME						No

		Read Voltage Operational Data - 3 phase		1		ECS23b Read Voltage Operational Data -3 Phase		0x00BC								-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y				Y		4.10		Read		No				This Use Case is for reading the voltage operational data on 3 phase ESME.		None																ESME				No

		Read Tariff Data - second element		1		ECS24b Read ESME Tariff Data - second element		0x00BD								-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						4.11		Read		Yes				This Use Case is for reading the second element tariff configuration 		None																ESME				No

		Set Clock		TOC		GCS28 Set Clock on GSME		0x007F								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								See GBCS		Update		No		Yes		See section 9.1																GSME		See GBCS				No

		Set Configurations for load control in ESME (excluding HC ALCS and ALCS Labels)		1		ECS46c Set HC ALCS and ALCS configuration in ESME (excluding labels)		0x0054								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		Yes		Yes						Y		6.14		Update		No				This Use Case is for configuring the HAN ALCS and ALCS in the ESME.		None																ESME				No

		Clear ALCS Event Log		1		ECS15c Clear ALCS Event Log		0x00C1								-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No								3.3		Update		No				This Use Case is for clearing the ALCS Event Log 		None																ESME				No

		Generic Critical Alert		TOC		Generic Critical Alert (where no specific Message Code is specified for the Alert Code carried)		0x1000								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.C		No		N/A								See GBCS		Read		No		Yes		See section 7																		See GBCS

		Generic Non Critical Alert		TOC		Generic Non Critical Alert (where no specific Message Code is specified for the Alert Code carried)		0x1001								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.NC		No		N/A								See GBCS		Read		No		Yes		See section 7																		See GBCS

		Set Price - Second Element		1		ECS01d Set Price on ESME secondary		0x00C7								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		Yes		Yes						Y		1.2		Update		No				This Use Case is for changing the price for second element on the Smart Meter.		None																ESME

		Futured Dated Firmware Activation Alert		TOC		Futured Dated Firmware Activation Alert		0x00CA								See GBCS																								Remote Party		SME.A.C		No		N/A								See GBCS		Read		No		Yes		See section 11. This Alert is sent when (1) a Device has successfully authenticated and stored a future dated firmware activation Command and (2) has, at that future date-time, attempted to activate the firmware specified.																		See GBCS		Yes

		Futured Dated Updated Security Credentials Alert		TOC		Futured Dated Updated Security Credentials Alert		0x00CB								See GBCS																								Remote Party		SME.A.C		No		N/A								See GBCS		Read		No		Yes		See section 13. This Alert is sent when (1) a Device has successfully authenticated and stored a future dated Update Security Credentials Command and (2) has, at that future date-time, attempted to undertake the updates specified.																		See GBCS		Yes

		Adjust Meter Balance		1		ECS04a Adjust Meter Balance on the ESME		0x001C								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								1.5		Update		No				This Use Case is for adjusting the meter balance on the ESME.		None						None										ESME

		Adjust Meter Balance: Reset		1		ECS04b Reset Meter Balance on the ESME		0x00B3								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								1.5		Update		No				This Use Case is for setting the meter balance on the ESME to Zero.		None						None										ESME

		Future Dated Execution Of Instruction Alert		TOC		Future Dated Execution Of Instruction Alert (DLMS COSEM)		0x00CC		TOC		Future Dated Execution Of Instruction Alert (GBZ)		0x00CD		See GBCS																								Remote Party		SME.A.C		No		N/A								See GBCS		Read		No		Yes		See section 9.2.2.6. This Alert is sent when (1) a Device has successfully authenticated and stored an instruction in a future dated DLMS COSEM or GBZ Command and (2) has, at that future date-time, attempted to execute that instruction.																		See GBCS

		Firmware Distribution Receipt Alert		TOC		Firmware Distribution Receipt Alert (ESME)		0x00CE		TOC		Firmware Distribution Receipt Alert (GSME)		0x00CF		See GBCS																								Remote Party		SME.A.C		No		N/A								See GBCS		Read		No		Yes		See section 11.2.6. This Alert is sent on verified receipt of a firmware image.																		See GBCS		Yes

		Set Voltage Configurations on ESME without counter reset		1		ECS29c Set Voltage Configurations on ESME without counter reset		0x00D1								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		Yes								6.5		Update		No				This Use Case is for configuring the voltage thresholds and periods.		None																ESME				No

		Set Voltage Configurations on polyphase ESME without counter reset		1		ECS29d Set Voltage Configurations on polyphase ESME without counter reset		0x00D2								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		Yes								6.5		Update		No				This Use Case is for configuring the voltage thresholds and periods.		None																ESME				No

		Reset RMS Voltage Counters on ESME		1		ECS29e Reset RMS Voltage Counters on ESME		0x00D3								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		Yes								6.27		Update		No				This Use Case is for resetting the voltage counters.		None																ESME				No

		Reset RMS Voltage Counters on polyphase ESME		1		ECS29f Reset RMS Voltage Counters on polyphase ESME		0x00D4								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		Yes								6.27		Update		No				This Use Case is for resetting the voltage counters.		None																ESME				No

		Read CHF Sub GHz Channel		1		DBCH01 Read CHF Sub GHz Channel		0x010A								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.31		Read		No				A request to the CHF to read the Sub GHz Channel the CH is currently operating on. See GBCS 10.6.2.1 for the specific meaning of each part of the value returned.		None																CHF in a Dual Band CH only				No

		Read CHF Sub GHz Channel Log		1		DBCH02 Read CHF Sub GHz Channel Log		0x010B								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.32		Read		No				A request to the CHF to read the Sub GHz Channel Log. See GBCS 10.6.2.1 for the specific meaning of each of the values in a log entry.		None																CHF in a Dual Band CH only				No

		Read CHF Sub GHz Configuration		1		DBCH03 Read CHF Sub GHz Configuration		0x010C								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.30		Read		No				A request to the CHF to read the Sub GHz Configuration values. See GBCS 10.6.2.3 for the specific meaning of each of the values.		None																CHF in a Dual Band CH only				No

		Set CHF Sub GHz Configuration		1		DBCH04 Set CHF Sub GHz Configuration		0x010D								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		Yes		Y						6.28		Update		No				A request to the CHF to set the Sub GHz Configuration values. See GBCS 10.6.2.3 for the specific processing requirements the CHF is required to carry out on receipt of such a Command.		None																CHF in a Dual Band CH only				No

		Request CHF Sub GHz Channel Scan		1		DBCH05 Request CHF Sub GHz Channel Scan		0x010E								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		Yes		Y						6.29		Update		No				A request to the CHF to invoke a Sub GHz Channel Scan. See GBCS 10.6.2.3 for the actions the CHF is required to take whenever the corresponding DLMS COSEM attribute is set.		None																CHF in a Dual Band CH only				No

		Read CHF device log and check HAN communications		1		CCS06 Read CHF device log and check HAN communications		0x010F								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						8.9		Read		No				This Use Case provides details of the list of Devices currently in the Communication Hub's whitelist.
The 'whitelist' is called the CHF Device Log in CHTS.
This Use Case also provides that date-time at which each Device on the HAN was last communicated with by the Communications Hub.
For each Device operating at Sub GHz frequencies, the Use Case provides an indication of the signal strength for the Communications Link.
Note, that the whitelist may not include the GPF's details, and so those details may not be present in the Response.

DECC: IRP490		

Release markup: Unused since GBCS 1.0		

Release markup: Unused since GBCS 1.0						

Release markup: Unused since GBCS 1.0		

Release markup: Unused since GBCS 1.0		

Release markup: Unused since GBCS 1.0																																																										None																CHF				No

		Limited Duty Cycle Action Taken Sub GHz Alert		TOC		DBCH06 Limited Duty Cycle Action Taken Sub GHz Alert		0x0110								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.NC		No		N/A								N/A		Read		No				Notification that the CH has instructed a Device to suspend communications for a period of time. As per GBCS 10.6.2.4, the payload of this Alert and the corresponding Log Entry contains the Entity Identifier of the suspended Device.		None																See GBCS				No

		Sub GHz Sub GHz Channel Changed Sub GHz Alert		TOC		DBCH07 Sub GHz Sub GHz Channel Changed Sub GHz Alert		0x0111								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.NC		No		N/A								N/A		Read		No				Notification that the CHF has changed the Sub GHz Channel on which it is operating. See GBCS 10.6.2.1 for the specific meaning of each part of the value returned in the Use Case specific payload.		None																See GBCS				No

		Sub GHz Channel Scan Request Assessment Outcome Sub GHz Alert		TOC		DBCH08 Sub GHz Channel Scan Request Assessment Outcome Sub GHz Alert		0x0112								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.NC		No		N/A								N/A		Read		No				Notification that the CHF has assessed whether it can undertake a Sub GHz Channel Scan. See GBCS XXXX for the specific meaning of each part of the value returned in the Use Case specific payload.		None																See GBCS				No

		Sub GHz Configuration Changed Sub GHz Alert		1		DBCH09 Sub GHz Configuration Changed Sub GHz Alert		0x0113								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.NC		No		N/A								N/A		Read		No				Notification that the CHF's Sub GHz Configuration has changed. See GBCS 10.6.2.3 for the specific meaning of each of the values returned in the Use Case specific payload.		None																See GBCS				No

		Message Discarded Due to Duty Cycle Management Sub GHz Alert		TOC		DBCH10 Message Discarded Due to Duty Cycle Management Sub GHz Alert		0x0114								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.NC		No		N/A								N/A		Read		No				Notification that the CHF has discarded a Remote Party Command to a Sub GHz Device due to communications being suspended with that Device. See GBCS 10.6.2.1.1 for the specific meaning of each of the values returned in the Use Case specific payload.		None																See GBCS				No

		No More Sub GHz Device Capacity Sub GHz Alert		TOC		DBCH11 No More Sub GHz Device Capacity Sub GHz Alert		0x0115								See GBCS Alerts Section		See GBCS Alerts Section				See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section		See GBCS Alerts Section						See GBCS Alerts Section				Remote Party		SME.A.NC		No		N/A								N/A		Read		No				Notification that the CHF has not allowed a Device to join the SMHAN on a Sub GHz Frequency as the CHF has no more capacity at Sub GHz. See GBCS 10.6.2.4 for the specific meaning of the value returned in the Use Case specific payload.		None																See GBCS				No

		Failure to Deliver Remote Party Message to ESME Alert		TOC		Failure to Deliver Remote Party Message to ESME Alert		0x00D5								See GBCS																								Remote Party		SME.A.C		N/A		N/A								See GBCS		Read		N/A		Yes		See section 10. This Alert is sent when a CHF has failed to deliver a Remote Party Message to an ESME.																		See GBCS

		Update Prepayment Configuration		1		ECS08a Update Prepayment Configuration on ESME		0x00DE		1		GCS05 Update Prepayment Configurations on GSME		0x006F		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		Yes		Yes						Y		2.1		Update		No				This Use Case is for configuring the prepayment settings on the Smart Meter. 
This covers setting up the repayment rates, emergency credit functions, credit warning thresholds, and whether debt is collected when credit is exhausted or emergency credit is in use.		None						None								GSME		ESME				Yes		The GPF is required to tap off commands relating to the Non-Disablement Calendar

		Set Event  Behaviours to HAN Device - Supplier		1		ECS25a1 Set Event Behaviours - ESME to HAN Device - Supplier		0x00EA								-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No		N		N		N		6.22		Update		No				This Use Case is for configuring Event behaviours for notifying events to HAN devices - Supplier.		None						None										ESME				No

		Set Event  Behaviours audible alarm - Supplier		1		ECS25a2 Set Event Behaviours - ESME audible alarm - Supplier		0x00EB								-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No		N		N		N		6.22		Update		No				This Use Case is for configuring Event behaviours for audible alarms - Supplier.		None						None										ESME				No

		Set Event  Behaviours logging - Supplier		1		ECS25a3 Set Event Behaviours - ESME logging - Supplier		0x00EC								-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No		N		N		N		6.22		Update		No				This Use Case is for configuring Event behaviours for whether an event is logged or not - Supplier.		None						None										ESME				No

		Set Event  Behaviours logging - Network Operator		1		ECS25b3 Set Event Behaviours - ESME logging - Network Operator		0x00ED								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		No		N		N		N		6.22		Update		No				This Use Case is for configuring Event behaviours for whether an event is logged or not - Network Operator.		None						None										ESME				No

		Read non-critical event and alert behaviours - Supplier		1		ECS25r1 Read non-critical event and alert behaviours - ESME-  Supplier		0x00EE		1		GCS20r Read non-critical event and alert behaviours - GSME-  Supplier		0x00F1		-		A				-		-		-		-		-						-				Remote Party		SME.C.NC		No		No		N		N		N		6.2		Read		No				This Use Case is for reading the currently configured, non critical alert and event behaviours that are relevant to Suppliers. 
For the GSME use case, the following shall apply:
- GBCS non-critical events/alerts use the Event / Alert code range starting 0x81. As per ZSE Table D-174, this equates to a Device Management Cluster Attribute Set within the range that is 'Reserved for non-ZigBee Event Configuration'
- In line with Device Management Cluster Attribute Sets, the value 0x81FF shall be interpreted by the GSME as the EventGroupID for Event / Alert Codes that start 0x81;
- GSME shall therefore, in response to the GetEventConfiguration command in GCS20r (which has an Event ID set to 0x81FF), provide, in the Report Event Configuration command in the Response, configuration details of all Event / Alert Codes starting 0x81 which GBCS Table 16.2 mandates a GSME to support and any non-mandated ones which the GSME does support.		None						None								GSME		ESME				No

		Read non-critical event and alert behaviours - Network Operator		1		ECS25r2 Read non-critical event and alert behaviours - ESME-  Network Operator		0x00EF								-		-				-		-		A		-		-						-				Remote Party		SME.C.NC		No		No		N		N		N		6.2		Read		No				This Use Case is for reading the currently configured, non critical alert and event behaviours that are relevant to Network Operators.		None						None										ESME				No

		Meter Integrity Issue Warning Alert		TOC		Meter Integrity Issue Warning Alert - ESME		0x00F0		TOC		Meter Integrity Issue Warning Alert - GSME		0x00F2		See GBCS																								Remote Party		SME.A.NC		N/A		N/A		N/A		N/A		N/A		See GBCS		Read		N/A		Yes		See section 16. This Alert is sent in the conditions specified in SMETS.																GSME		ESME

		Read Configuration Data Device Information (Smart Meter identity and type, including supply tamper / depletion state )		1		ECS26m Read ESME Configuration Data Device Information (identity,  type and supply tamper state)		0x00F9		1		GCS21m Read GSME Configuration Data Device Information (identity, type and supply tamper / depletion state)		0x00FB		-		A				-		-		A		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.2		Read		No				This Use Case is for reading the Smart Meter's Manufacturer Identifier , Model Type and Supply Tamper State. For GSME, Supply Depletion State is also returned. Note that, in common with all other Responses, the Device's Entity Identifier is also returned, with it being part of the Grouping Header.		None						None								GSME		ESME				No

		Read Configuration Data Device Information (CH identity and type)		1		ECS26n Read CHF Configuration Data Device Information (CH identity and type)		0x00FA								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.2		Read		No				This Use Case is for reading the Communication Hub's Manufacturer Identifier and Model Type. Note that, in common with all other Responses, the Device's Entity Identifier is also returned, with it being part of the Grouping Header.		None						None										CHF				No

		Set Billing Calendar								1		GCS25 Set Billing Calendar on the GSME		0x007E		-		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								6.8		Update		No				This Use Case is only retained as a CH requirement in relation to the Tapping Off Mechanism. CHs are required to process any Commands and Responses received in line with the 'Tapping Off Requirements' for GSME Billing Calendar settings		None						None								None						Yes

		Set Billing Calendar - all periodicities		1		ECS30a Set Billing Calendar on the ESME - all periodicities		0x00D7		1		GCS25a Set Billing Calendar on the GSME - all periodicities		0x00D8		A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								6.8		Update		No				This Use Case is for setting/configuring the Billing Calendar on the Smart Meter, where the periodicity can be daily, weekly, monthly, quarterly, six monthly or yearly .		None						None								GSME		ESME				Yes

		Read Configuration Data Device Information (Billing Calendar)		1		ECS26l Read ESME Configuration Data Device Information (Billing Calendar - all periodicities)		0x00D9		1		GCS21k Read GSME Configuration Data Device Information (BillingCalendar - all periodicities)		0x00DA		-		A				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						6.2		Read		No				This Use Case is for reading the billing calendar configuration.		None						None								GPF (primary); GSME		ESME				No

		Configure daily resetting of Tariff Block Counter Matrix		1		ECS48 Configure daily resetting of Tariff Block Counter Matrix		0x00DB								A		-				-		-		-		-		-						-				Remote Party		SME.C.C		No		Yes								6.26		Update		No				This Use Case is to turn daily resetting of the ESME Tariff Block Counter Matrix on or off.		None						None										ESME				No

		Apply Prepayment Top Up to ESME (using PPMID)		1		PECS01 Apply Prepayment Top Up to an ESME using PPMID		0x0116								-		-				-		-		-		-		-						-				HAN Only Message		ZSE specified		N/A		N/A		N/A		N/A		N/A		N/A		Update		N/A				This Use Case is solely to allocate a Message Code to be recorded in the ESME Event Log when an authenticated ZSE Consumer Top Up command is received by the ESME.		None						None														N/A		ESME is the only valid target Device

		Activate Emergency Credit on ESME from PPMID		1		PECS02 Activate Emergency Credit on ESME from PPMID		0x0117								-		-				-		-		-		-		-						-				HAN Only Message		ZSE specified		N/A		N/A		N/A		N/A		N/A		N/A		Update		N/A				This Use Case is solely to allocate a Message Code to be recorded in the ESME Event Log when an authenticated ZSE Select Available Emergency Credit command is received by the ESME.		None						None														N/A		ESME is the only valid target Device

		Request to Enable ESME Supply from PPMID		1		PECS03 Request to Enable ESME Supply from PPMID		0x0118								-		-				-		-		-		-		-						-				HAN Only Message		ZSE specified		N/A		N/A		N/A		N/A		N/A		N/A		Update		N/A				This Use Case is solely to allocate a Message Code to be recorded in the ESME Event Log when an authenticated ZSE Local Change Supply command is received by the ESME. For clarity and in line with SMETS, such commands can only be successful when they are to enable supply and so the Proposed Supply Status parameter has a value 0x02 meaning 'Supply ON'.		None						None														N/A		ESME is the only valid target Device

		Request Control of a HAN Connected Auxiliary Load Control Switch from HCALCS		1		HECS01 Request Control of a HAN Connected Auxiliary Load Control Switch from HCALCS		0x0119								-		-				-		-		-		-		-						-				HAN Only Message		ZSE specified		N/A		N/A		N/A		N/A		N/A		N/A		Update		N/A				This Use Case is solely to allocate a Message Code to be recorded in the ESME Event Log when an authenticated ZSE Get Scheduled Events command is received by the ESME.		None						None														N/A		ESME is the only valid target Device

		Read CHF Device Logs		1		CCS07 Read CHF Device Logs		0x00FE								-		-				-		-		-		A		-						-				Remote Party		SME.C.NC		No		No		Y						8.9		Read		No				This Use Case is for reading the CHF Device Log and the CHF Historic Device Log, including the hash of the security credentials associated with each Device ID (so the hash of the TC Link Key where such a TC Link Key has been established; an empty string otherwise).		None																CHF				No





DLMS data type lookup

		datatype		tag		encoded tag		definition		fixed or variable		Length in octets

		array		1		01		 SEQUENCE OF Data		Variable

		bcd		13		0D		 Integer8		Fixed		1

		bit-string		4		04		 BIT STRING		Variable

		boolean		3		03		 BOOLEAN		Fixed		1

		boolean[[OPTIONAL]]		3		03		 BOOLEAN		Fixed		1

		compact-array		19		13		 SEQUENCE {…}		Variable

		date		26		1A		 OCTET STRING (SIZE(5))		Fixed		5

		date-time		25		19		 OCTET STRING (SIZE(12))		Fixed		12

		dont-care		255		FF		 NULL		Fixed		1

		double-long		5		05		 Integer32		Fixed		4

		double-long-unsigned		6		06		 Unsigned32		Fixed		4

		double-long-unsigned[[OPTIONAL]]		6		06		 Unsigned32		Fixed		4

		enum		22		16		 Unsigned8		Fixed		1

		float32		23		17		 OCTET STRING (SIZE(4))		Fixed		4

		float64		24		18		 OCTET STRING (SIZE(8))		Fixed		8

		floating-point		7		07		 OCTET STRING(SIZE(4))		Fixed		4

		integer		15		0F		 Integer8		Fixed		1

		integer[[OPTIONAL]]		15		0F		 Integer8		Fixed		1

		long		16		10		 Integer16		Fixed		2

		long64		20		14		 Integer64		Fixed		8

		long64-unsigned		21		15		 Unsigned64		Fixed		8

		long-unsigned		18		12		 Unsigned16		Fixed		2

		long-unsigned[[OPTIONAL]]		18		12		 Unsigned16		Fixed		2

		null-data		0		00		NULL		Fixed		1

		octet-string		9		09		 OCTET STRING		Variable

		structure		2		02		 SEQUENCE OF Data		Variable

		time		27		1B		 OCTET STRING (SIZE(4))		Fixed		4

		unsigned		17		11		 Unsigned8		Fixed		1

		visible-string[[OPTIONAL]]		10		0A		 VisibleString		Variable





ZigBee Data Type Lookup

		Type		Code		Type Description		Octets

		BITMAP16		0x19		16-bit bitmap		2

		BITMAP32		0x1B		32-bit bitmap		4

		BITMAP8		0x18		8-bit bitmap		1

		BITMAP8 (NIBBLES)		0x18		8-bit bitmap		1

		BOOLEAN		0x10		Boolean		1

		CHARSTRING		0x42		Character string		*

		ENUM16		0x31		16-bit enumeration		2

		ENUM8		0x30		8-bit enumeration		1

		IEEEAddress		0xF0		IEEE address		8

		INT16		0x29		Signed 16-bit integer		2

		INT24		0x2A		Signed 24-bit integer		3

		INT32		0x2B		Signed 32-bit integer		4

		INT48		0x2D		Signed 48-bit integer		6

		INT8		0x28		Signed 8-bit integer		1

		NIBBLES		0x18		8-bit bitmap		1

		None



		OCTETSTRING		0x41		Octet string		*		E.g. for UTRN

		Refer to ZigBee spec		0x4C		Structure		*

		STRUCTURE		0x4C		Structure		*

		STRUCTURE[n]		0x48		Array		*

		UINT16		0x21		Unsigned 16-bit integer		2

		UINT24		0x22		Unsigned 24-bit integer		3

		UINT32		0x23		Unsigned 32-bit integer		4

		UINT48		0x25		Unsigned 48-bit integer		6

		UINT8		0x20		Unsigned 8-bit integer		1

		UTCTime		0xE2		UTC time		4

				0x1A		24-bit bitmap		3

				0xE0		Time of day		4

				0xE1		Date		4

				0xE8		Cluster ID		2

				0xE9		Attribute ID		2
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Apply Prepayment Top Up






Description



This Use Case enables a UTRN to be applied to a meter to top up the meter balance. See also section 14.








		Use Case		Title		Message
Code





		CS01a

		 Apply Prepayment Top Up to an ESME

		0x0007





		CS01b

		 Apply Prepayment Top Up to a GSME

		0x0097












Use Case cross references









		Category

		Value





		Remote Party or HAN Only Message

		Remote Party





		Message Type

		SME.C.NC but with additional cryptographic processing specified in GBCS Sections 14.3.4 and 14.3.5





		Capable of Future Dated Invocation

		No





		Protection Against Replay required

		Yes





		User Gateway Services Schedule

		2.2





		Read or Update

		Update





		Response Recipient Different than Command Sender?

		No














Use Case access permissions



The following table details the Remote Party Roles that can perform the Use Case on the device. See section 17 of the GBCS for information on the use of this table.







		Remote Party Role





		See GBCS














SMETS/CHTS objects applicable to Use Case









		mapping
table
row #


		ref.

		name

		attribute/
method

		notes

		sub category

		data type







		 1164

		

SMETS 5.6.3.3



		PrepaymentCredit

		addCredit

		Function to process a prepayment credit, the parameter passed being the prepayment credit





		Method

		Method







		 1165

		

SMETS 4.5.3.3

SMETS 5.6.3.3



		PrepaymentCredit

		methodInput: creditToken

		The 20 digit UTRN as a 20 octet long octet string in visible string format





		Method Input

		OCTET-STRING
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		Target		ESME



		Message Code		0x0007





CS01a Apply Prepayment Top Up to an ESME




Pre-conditions



See SMETS (Add Credit).








DLMS COSEM specific content



The ordering of fields below is according to section 19.2.1.









		mapping
table
row #

		ref.

		name

		class

		OBIS code

		attribute or method?

		attribute/
method
no.

		attribute/
method
name

		DLMS COSEM data types

		constant value

		notes







		 1164

		

SMETS 5.6.3.3





		PrepaymentCredit: addCredit

		115

		0-0:19.40.0.255

		M		1

		enter

		

		-

		







		 1165

		

SMETS 5.6.3.3





		PrepaymentCredit: methodInput: creditToken

		115

		0-0:19.40.0.255

		M		1

		enter:data

		octet-string(20)

		-

		






















		CS01a
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		Target		GSME



		Message Code		0x0097



CS01b Apply Prepayment Top Up to a GSME




Pre-conditions



See SMETS (Add Credit).








ZCL/ZSE specific content



Refer to the GBZ Message Template for details on populating additional parameters required by ZCL/ZSE commands.









		mapping
table
row #

		ref.

		name

		data type

		attribute/
value/
parameter

		cluster: ID

		command: ID

		response: ID







		 1165

		SMETS 4.5.3.3

		PrepaymentCredit: methodInput: creditToken

		OCTETSTRING[n]

		TopUp Code



n = 20; UTRN



		Prepayment: 0x0705

		Consumer Top Up: 0x04

		Consumer Top Up Response: 0x03
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GBZ Message Templates







CS01b Apply Prepayment Top Up to a GSME

Command









		Element

		Meaning

		Value

		Octets



		MAC Header + Grouping Header



		Refer to section 7 for construction of the MAC and Grouping Headers



		GBZ payload - command



		Profile ID		Smart Energy Profile		0x0109		2

		Total number of GBZ Use Case Specific Component(s)		Number of grouped commands contained		1		1

		Consumer Top Up



		GBZ Use Case specific component



		Extended Header Control Field				0x01		1

		Extended Header Cluster ID				0x0705		2

		Extended Header GBZ Command Length				0x0019		2

		ZCL header



		Frame control		Cluster-specific; not manufacturer specific; client-server; allow default response; 		0b00000001		1

		Transaction sequence number		Start at 0, increment for each ZCL/ZSE command in this GBZ payload		*		1

		Command identifier		Consumer Top Up		0x04		1

		  



		ZCL payload



		Originating Device (ENUM8)		Source: 0x00=Energy Service Interface		0x00		1

		TopUp Code (OCTETSTRING)		UTRN		*		21

		Cryptographic protection



		Refer to section 6













Normal response









		Element

		Meaning

		Value

		Octets



		MAC Header + Grouping Header



		Refer to section 7 for construction of the MAC and Grouping Headers



		GBZ payload - command



		Profile ID		Smart Energy Profile		0x0109		2

		Total number of GBZ Use Case Specific Component(s)		Number of grouped commands contained		1		1

		Consumer Top Up Response



		GBZ Use Case specific component



		Extended Header Control Field				0x01		1

		Extended Header Cluster ID				0x0705		2

		Extended Header GBZ Command Length				0x000D		2

		ZCL header



		Frame control		Cluster-specific; not manufacturer specific; server-client; allow default response; 		0b00001001		1

		Transaction sequence number		Start at 0, increment for each ZCL/ZSE command in this GBZ payload		*		1

		Command identifier		Consumer Top Up Response		0x03		1

		  



		ZCL payload



		Result Type (ENUM8)		0x00 = Accepted; 0x01 = Rejected-Invalid Top Up; 0x02 = Rejected-Duplicate Top Up; 0x03 = Rejected-Error; 0x04 = Rejected-Max Credit Reached; 0x05 = Rejected-Keypad Lock; 0x06 = Rejected-Top Up Value Too Large; 0x10 = Accepted ? Supply Enabled; 0x11 = Accepted ? Supply Disabled; 0x12 = Accepted ? Supply Armed		*		1

		Top Up Value (INT32)		Top up value		*		4

		Source of Top up (ENUM8)		Source: 0x00=Energy Service Interface		0x00		1

		Credit Remaining (INT32)		Credit remaining, or 0xFFFFFFFF if credit was not accepted		*		4

		Cryptographic protection



		Refer to section 6
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6.4.6 Response Recipient Verification
Requirements in this Section 6.4.6 shall apply to Message Category SME.C.NC and all

subordinate categories.

The Remote Party, as identified by the Business Originator Target ID in the Response, may
validate the SMD-KRP MAC in the Response by calculatinga MAC using the parameters in
Table 6.4.6 and comparing the MAC to the SMD-KRP MAC.

To calculate the Shared Secret ('Z’) inputto the KDF:

Private Key Agreement Key

Known Remote Party's

Public Key Agreement Key

Device's

As identified by the Business

Target-Originator ID in Message
Identifier

4333

The other input to the KDF (' Otherinfo’) shall be calculated according to the requirements of Section

Asinputto the GMAC function, the IV shall be constructed accordiny
4334, the Plaintextshall be empty and:

\gto the requirements of Section

Additional Authenticated Data
shall be the concatenation

0x110000000000 || Grouping
Header || Response Payload |
X00

Table 6.4.6: MAC calculation for SMD-KRP MAC validation
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