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Smart Metering Implementation Programme

Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	[bookmark: _GoBack]29 September 2017

	Issue Resolution Proposal
	IRP544

	Issues Log ID
	TS0773

	Issue Title
	SEC subjectUniqueID - Subject Unique ID inconsistency

	Source
	BEIS

	Date Raised
	8 September 2017

	Status
	Draft 0_1

	Documentation Reference
	GBCS V2.1


Description:
SEC Schedule 8 (GBCS) appears inconsistent with SEC Appendix B (Organisation Certificate Policy) in relation to subjectUniqueID and Subject Unique ID.

Proposed Position:
In SEC Appendix B - Organisation Certificate Policy, Subject Unique ID is required to be: 
‘The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-uniqueIdentifier.’ and that this field has the value ‘The 64 bit Entity Identifier of the subject of the Certificate’
GBCS 12.4 states that:
All Remote Parties’ Certificates … shall … contain a subjectUniqueID  whose value shall be the 8 octet Entity Identifier of the subject of the Certificate; 
GBCS 2.1 states that:
Where terms are in courier new font, they are Abstract Syntax Notation One (ASN.1[footnoteRef:1]) specified structures defined in this document, or in IETF RFC 5912[footnoteRef:2].   [1:  http://www.itu.int/rec/T-REC-X.680-X.693-201508-I/en]  [2:  http://tools.ietf.org/html/rfc5912] 

There is an equivalent statement on the courier new font in SEC Appendix B.
IETF RFC 5912 defines: 
TBSCertificate  ::=  SEQUENCE  {
      …..
      subject              Name,
      ... ,
      subjectUniqueID [2]  IMPLICIT UniqueIdentifier OPTIONAL
      …..}
Thus, the Organisation Certificate Policy defines an element within the subject part of a Certificate rather than data within the subjectUniqueID part, which is what the GBCS specifies.  Thus, the Organisation Certificate Policy and the GBCS are not in line on this point.
The DCC raised CRP031 which was approved through TBDG in 2015. That CRP031 was to change away from using subjectUniqueID to using the approach in the SEC Organisation Certificate Policy. All SMKI organisation certificates issued by the DCC (both test and production) have followed the approach in CRP031. Thus, all Device testing and operation has been against SMKI Organisational Certificates that comply with this part of the Organisation Certificate Policy.
The proposed position is to align the GBCS drafting to the SEC Organisational Policy, and so to all Devices and DCC Systems that have been built for go-live.

Interoperability and /or Compatibility
This is a documentation change to align to Devices and DCC systems built for go-live.  Thus, it has no impact on interoperability or compatibility.

Required Changes to Documentation:
1. To GBCS V2.1, Section 21 (Glossary), add the following Defined Term:
Subject Unique ID
In the context of a Certificate, shall mean the value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-uniqueIdentifier.’.
2. In GBCS V2.1, Sections 12.3 and 12.4, make the following changes as shown by the mark-up below:
[image: ]

3. In GBCS V2.1, Section 13.2.3.3, make the following changes:
[image: ]
4. In GBCS V2.1, Section 13.3.5.11, make the following changes:
[image: ]

	Proposed specification version for incorporation
	TBA – SECAS to process

	Impact on previous IRPs
	None

	Attachment(s)
	None
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for this field in the {root, keyCertSign, management} TrustAnchorCell. For
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12.4 Requirements applicable to Certificates where
RemotePartyRole is neither root nor
issuingAuthority

All Remote Parties’ Certificates that:

o areAuthorised within the APKI for use by Devices; and

. have a X5200rganizationalUnitName whose value is not root and is not
issuingAuthority

shall:

+  containa Subject Unique IDsussectusicusrowhose value shall be the 8 octet
Entity Identifier of the subjec g (¢ - tificate;
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