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Smart Metering Implementation Programme

Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	31 August 2017

	Issue Resolution Proposal
	IRP543

	Issues Log ID
	TS0769

	Issue Title
	UTRN Message Identifier Clarification

	Source
	DCC

	Date Raised
	9 August  2017 

	Status
	Draft v0_1

	Documentation References
	GBCS V2.0 Draft 5


Description:
Section 14.6.4.1.7 from GBCS 0.8.1 stated that:-
6.4.1.7 Deriving the Message Identifier
The Device shall derive the Message Identifier by:
setting Message Identifier to the concatenation Business Originator ID || Business Target ID || 0x01 || Originator Counter.
IRP 377 was later raised and it stated that the CRA flag should be changed from 01 to 02. This was subsequently changed in GBCS 0.8.2 (from which I will be quoting for the rest of this report)
Below is an extract from IRP 377
‘The Message Identifier specified in section 14.6.4.1.7 is used only in Responses. Thus, the value of the CRA Flag should be 0x02, not 0x01.  The change is to correct this.’
The start of Section 14.6.4.1 states ‘The Device shall undertake the validation checks set out in this Section 14.6.4.1 before undertaking any other processing of the Command’.  Part of these checks include validating the supplier MAC according to section 14.3.5. The table in 14.3.5 states: 
	As input to the GMAC function, the IV shall be constructed according to the requirements of Section 4.3.3.4, the Plaintext shall be empty and:

	Additional Authenticated Data shall be the concatenation:
	0x110000000000 || Message Identifier || 32 most significant bits of the PTUT
	


There is a message identifier that is included in the validation of the PTUT supplier MAC. So I am a little confused by the statement in IRP 377 which states that the message identifier in section 14.6.4.1.7 will only be used in responses.
So, my question is, will the message identifier CRA flag used in validating the PTUT MAC be 01?  If so, is section 14.6.4.1.7 to be used only in responses (though if it were so, I would expect it to be under section 14.6.5 which is response construction)?
Proposed Position:
As stated in IRP377 (and restated in IRP536 which adds a correction to GBCS section 14.6.4.1.7) the Message Identifier in section 14.6.4.1.7 is only to be used in Responses. 
The Message Identifier used in relation to creating a PTUT Supplier MAC (so that in section 14.3.4) must be that relating to the Command in which the PTUT Supplier MAC would normally be sent to the Meter.  Thus, in validating the PTUT Supplier MAC, the Message Identifier used by the Meter (so that in section 14.3.5) must also be that of the Command.  As highlighted by the issue, this is not clear in the current drafting and has led to the resulting testing issue.
The proposed resolution is to replace the references (in sections 14.3.4 and 14.3.5) to ‘Message Identifier’ with references to the four values that would make up Message Identifiers in PTUT Supplier MAC generation and validation.
As per GBCS 4.3.1.3, Message Identifier is:
Business Originator ID || Business Target ID || CRA Flag || Originator Counter
In a Prepayment Top Up Command:
· as per Table 4.3.1.1, Business Originator ID has to be the ‘Entity Identifier for the Known Remote Party which is requesting execution of this Command’. For a prepayment top up Command, this has to be the Entity Identifier the Supplier is using for prePaymentTopUp so that held by the Device in the {supplier, keyAgreement, prePaymentTopUp}Trust Anchor Cell; 

· as per Table 4.3.1.1, Business Target ID has to be the ‘Entity Identifier for the Device that the Remote Party wants to action the Command’, so the Device’s Entity Identifier; and
· as per Table 7.2.7, CRA Flag has to be ‘0x01 for Commands’.
Thus, in section 14.3.4 and 14.3.5, Message Identifier has to be the concatenation:
Supplier’s prePaymentTopUp Entity Identifier || Device’s Entity Identifier || 0x01 || Originator Counter
Interoperability:
This does not affect DCC systems or DCC Devices, since they only transfer UTRNs – they never process them.
All DCC User systems generating UTRNs and Smart Meters processing such UTRNs will need to process in line with this IRP from the outset, if UTRNs are to be correctly constructed and validated.
Required Changes to Documentation:
To clarify the construction of Message Identifier in the PTUT MAC’s calculations, make the changes below, as specified by strikethrough and underlining, in the GBCS version for Release 4, sections 14.3.4 and 14.3.5:
[bookmark: _Ref378575650]14.3.4 Construction of the PTUT Supplier MAC
The PTUT Supplier MAC shall only be calculated once the 32 most significant bits of PTUT (bits 63-32 of the PTUT) have been populated as per the requirements of Section 14.3.2.
The Remote Party, whose Security Credentials are stored against the Supplier role of the target Device, shall calculate a MAC using the parameters in Table 14.3.4 then setting the PTUT Supplier MAC to be the 32 least significant bits of the 128 bit MAC produced by the MAC calculation.
	Input Parameter
	Value
	Note

	To calculate the Shared Secret (‘Z’) input to the KDF:

	Private Key Agreement Key
	Supplier’s Prepayment Top Up Key Agreement Key [which the Supplier may elect to be different than the Key Agreement Key they use for other interactions with the Device]
	

	Public Key Agreement Key
	Device’s
	

	The other input to the KDF (‘OtherInfo’) shall be calculated according to the requirements of Section 4.3.3.3.  

	

	As input to the GMAC function, the IV shall be constructed according to the requirements of Section 4.3.3.4, the Plaintext shall be empty and:

	Additional Authenticated Data shall be the concatenation:
	0x110000000000 || Message Identifier Supplier’s prePaymentTopUp Entity Identifier || Device’s Entity Identifier || 0x01 || Originator Counter || 32 most significant bits of the PTUT
	


Table 14.3.4:  Calculation of the PTUT Supplier MAC
14.3.5 [bookmark: _Ref378575869]Validating the PTUT Supplier MAC
To validate the PTUT Supplier MAC, the Device shall calculate the MAC using the parameters in Table 14.3.5, then ensure the 32 least significant bits of the 128 bit MAC produced by the MAC calculation has the same value as the PTUT Supplier MAC.
	Input Parameter
	Value
	Note

	To calculate the Shared Secret (‘Z’) input to the KDF:

	Private Key Agreement Key
	Device’s
	

	Public Key Agreement Key
	Supplier’s Prepayment Top Up Key Agreement Key
	

	The other input to the KDF (‘OtherInfo’) shall be calculated according to the requirements of Section 4.3.3.3.  

	

	As input to the GMAC function, the IV shall be constructed according to the requirements of Section 4.3.3.4, the Plaintext shall be empty and:

	Additional Authenticated Data shall be the concatenation:
	0x110000000000 || Message Identifier Supplier’s prePaymentTopUp Entity Identifier || Device’s Entity Identifier || 0x01 || Originator Counter || 32 most significant bits of the PTUT
	


Table 14.3.5:  Validation of the PTUT Supplier MAC

<run on as is…>
	Proposed specification version for incorporation
	GBCS V3.0

	Impact on previous RPs
	None

	[bookmark: _GoBack]Attachment(s)
	None
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