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Smart Metering Implementation Programme

Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  
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	TS0667
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	Future Dated command handling if activation in the Past

	Source
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Description:
Future Dated command handling if activation time is in the Past - is an Alert sent?
GBCS 0.8.2 section 9.2.2.6 states
where activation date-times are in the past or the instructions detail immediate execution as per Section 9.2.2.4, the Command shall be executed immediately, the Response shall detail the outcome of the Command’s execution, and no Alert shall be generated;
The Common meter defects spreadsheet (issue 56) states
 "For CS06, please follow GBCS section 11.5.2.2, if the execution date is present that the meter should sent an alert regardless if value of execution date is in the past or in the future. For CS02b, please follow GBCS section 13.3.3.4, if the execution date is present that the meter should sent an alert regardless if value of execution date is in the past or in the future"
Clarifcation required that the interpretation above is correct, it doesnt seem to make sense to send both a response and alert.
Adding to above by Ian Swanson:
GBCS section 9.2.2.6 states that if the activation date/time is in the past, essentially do not treat the command as future dated. This statement is not caveated as not applicable to ASN.1 payloads, although a later bullet in 9.2.2.6 does provide different behaviour for each protocol type. This would imply that this handling should apply to all message types.
GBCS sections 11.5.2.2 and 13.3.4.3 both state that if an execution date/time is present then the response is built *at the time* that this time is reached. This would imply that if the execution date/time is in the past, and we're enforcing the exact behaviour of these two sections rather than 9.2.2.6, we'd never send the alert.


[bookmark: _GoBack]
Proposed Position:
To align with the DCC guidance and to resolve the specification inconsistency, the proposed position is to clarify GBCS section 9.2.2.6 in order to require the CS02b and CS06 specific behaviour required by GBCS sections 11.5.2.2 and 13.3.4.3.  These CS02b and CS06 specific requirements mean that the Device generates both a CS02b / CS06 Response and a CS02b / CS06 Alert if executing the CS02b / CS06 Command immediately.
In addition, it is proposed to clarify the wording in GBCS  11.5.2.2 and 13.3.4.3 to make it explicit that, if the executionDateTime is in the past the Command is to be executed immediately and so both the Response and the Alert are to be generated immediately.

Interoperability:
This change does not affect the way Devices interact on the HAN, nor does it change the need for the DCC to process both immediate execution CS02b / CS06 Commands (which generate only a Response) and future dated CS02b / CS06 Commands (which generate both a Response and an Alert).
Thus, the IRP does not affect interoperability.

Required Changes to Documentation:
Add the mark-up text to the following GBCS sections as indicated below:
1. At Section 9.2.2.6:
<…run on from existing text>
9.2.2.6 [bookmark: _Ref390087249] Reactions to Future Dated Commands
Subject to Command Authenticity and Integrity Verification as detailed in Section 6, where a Command is future dated, at time the Command is received, the Device shall send a Response to the Command:
· where activation date-times are in the past or the instructions detail immediate execution as per Section 9.2.2.4, the Command shall be executed immediately
· For CS02b, the processing shall be as required by section 13.3.4.3;
· For CS06, the processing shall be as required by section 11.5.2.2; and
· For all other Commands, the Response shall detail the outcome of the Command’s execution, and no Alert shall be generated; 
<run on as is…>

2. At Section 11.5.2.2:

<…run on from existing text>
11.5.2.2 [bookmark: _Ref387670309]Device processing of Command and Response handling
The Device receiving an Activate Firmware Command shall undertake processing steps in the sequence defined in this Section 11.5.2.2.
The Device shall:
undertake Command Authenticity and Integrity Verification as required for a Command of the SME.C.C Message Category;
if executionDateTime is present then the Device shall:
· record manufacturerImageHash, originatorCounter and executionDateTime; 
· construct and send a Response where executionOutcome is not present.  Grouping Header is constructed and Response Cryptographic Protection is applied as required for a Response of the SME.C.C Message Categories; and
· at the date-time specified in executionDateTime, or immediately if the executionDateTime is in the past, undertake the processing from step 3.
If executionDateTime is not present then the Device shall continue processing from step 3 immediately;
[bookmark: _Ref392246840]if the Device does not have a stored Manufacturer Image then set activateImageResponseCode to noImageHeld and process from step 7;
<run on as is…>

3. At Section 13.3.4.3:
<…run on from existing text>
13.3.4.3 Command Processing
Before undertaking any further processing, the Device shall update Highest Prior Sequence Number to the value of authorisingRemotePartySeqNumber. 
If executionDateTime is present then the Device shall:
record against the remotePartyRole (as specified in authorisingRemotePartyControl ), authorisingRemotePartyControl, replacements; and executionDateTime; 
construct a Response where executionOutcome is not present according to the requirements of Section 13.3.4.4; and
at the date-time specified in executionDateTime, or immediately if the executionDateTime is in the past undertake the processing of Section 13.3.4.3.1 then construct an Alert according to the requirements of Section 13.3.4.5.
<run on as is…>

	Proposed specification version for incorporation
	TBC

	Impact on previous RPs
	None
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	None
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