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Agenda

1. Overview of the controls frameworks
2. Types of assessment

3. Using the controls frameworks

4, Summary




CONTROLS FRAMEWORKS

OVERVIEW
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HEEEEEEENNEENNE -

What are the SCF and PCF?

A The Security Controls Framework (SCF) and Privacy Controls Framework
(PCF) are documents developed by the User CIO with the support of the
Security Working Group (User CIO, BEIS, SECAS), and SSC (through

review).
A The controls frameworks serve a number of functions:

A Describing the type of evidence the CIO would seek to receive to
demonstrate compliance with the SEC.

A Describing the assessment protocols, regarding how the assessments
will work.

A Creating a consistent approach to the way in which Users are assessed
for compliance.



https://smartenergycodecompany.co.uk/security-controls-framework/
https://smartenergycodecompany.co.uk/privacy-controls-framework/

HEEEEEEENNEENNE -

Assessment logistics

A The SCF & PCF set out (amongst other topics):

A When and how to engage the CIO;

What to expect during the assessment, and requirements on the User,
Indicative timescales, and how to manage changes to these;

Who the CIO would expect to meet with;

How to achieve an efficient review;

Minimising disagreements;

The approach taken to ensuring data confidentiality;

Assessment variations.

v v v Dy D> D> D> P
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Control descriptions

A The controls frameworks describe:

A The different types of User Assessment including the applicable assessment criteria and frequency of
assessment.

A The activities and requirements of each stage of the assessment lifecycle: prior to an assessment, during an
assessment and post-assessment.

A Key information and logistical requirements around how a User should engage with the User CIO, as well as
indicative timetables and example schedules for the assessments.

A The questions the User CIO might ask, and the evidence it might expect to see from a User to support the

assessment.
A The controls frameworks will not be:
A Overly prescriptive.

A Areplacement for the regulation.
A Exhaustive in their description of the questions / evidence that the CIO may seek to support its work.




TYPES OF ASSESSMENT
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Types of security assessment

Verification User Security
Assessment

Carried out by the User CIO to
checks for any material increase in
security risk since the last Full User

Security Assessment

Full User Security Assessment

Carried out by the User CIO to
checks compliance with System,
Organisational and Information
Security obligations.

Follow-Up Security Assessment

_ _ Carried out by the User CIO
Carried out by a User and reviewed following an assessment to verify
by the User CIO. implementation of actions detailed
within the User Security Assessment
Response

User Security Self-Assessment
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Security assessment frequency

Supplier Parties

Smart Metering Systems |Entry/Year One|Year Two Year Three
Full Full Full
More than 250,000 Assessment  Assessment Assessment
Full Verification Self-Assessmen
Less than 250,000 Assessment Assessment
Network Parties
Smart Metering Systems |Entry/Year One|Year Two Year Three

Full Verification Verification
More than 250,000 Assessment Assessment Assessment
Full Verification Self-Assessmen
Less than 250,000 Assessment Assessment
Other Users
Entry/Year One|Year Two Year Three

Ul Self-Assessment Self-Assessmen

Assessment
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Types of privacy assessment

Full User Privacy Assessment J| USer Privacy Self-Assessment

- Carried out by a User and
User CIO checks compliance : . .
with 11.2 to 11.5 and review the reviewed by the CIO to identify

Random Sample Privacy
Assessment

User CIO checks compliance in

relation to a limited (sample)
number of Energy Consumers
(11.27 11.5).

systems / processes in place for mlaterlal changle i tgehsystems_ i
ensuring compliance. piaceieicomplianaitnequantity
of data being obtained

Other Users .
Entry/Year One Year Two Year Three

Three Year Privacy

Full User Privac User Privacy Self- User Privacy Self-
Assessment Cycle y y y

Assessment Assessment Assessment

On instruction from the
Panel

Random Sample Privacy Assessment

11
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Prior to an assessment

Engaging with the User CIO

A
A

Engagement with the User CIO shall be managed via SECAS;

Users should seek to engage with the User CIO at least 12 weeks prior to their desired review date. Early
engagement to schedule an assessment is strongly recommended;

It is the responsibility of the User to engage the User CIO in accordance with the review cycle;
Users should seek to engage with the User CIO when they have system stability and are confident that significant
change will not occur;

Users wishing to change the dates of an assessment must inform the User CIO at least 4 weeks prior to the original
assessment start date. Failure to comply with this period may see the User incur a cancellation charge;

Cancellation charges will be applicable if the User fails to comply with the appropriate cancellation period.

12
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Prior to an assessment

Inf ormation required by the User CIO

Ve

A

> v >

The User CIO will engage with the User to determine the scope of the assessment as well as determine the scale, length, and
involvement of User Personnel;

User System scope document including key definitions;
Locations within the scope of the User Systems and therefore the assessment;
A nominated point of contact for the administration and planning of the assessment.

Information to be provided by the User CIO

A

A
A

>

The User CIO will engage with the User to determine the scope of the assessment as well as determine the scale, length, and
involvement of User Personnel.

Where applicable, a preliminary schedule and assessment timetable;

A list of key User Personnel, by role, who the User CIO may need to meet with during the assessment. This may include third
party suppliers;

A document request list;

A proposed assessment team with a User CIO key point of contact.

13



DURING AN ASSESSMENT
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HEEEEEEENNEENNE -

During a Full User Security Assessment

A A AFul I User Security Assessmento I S an assessmen
against the obligations specified in SEC Sections G3 to G6 in each of its User Roles.

A 1tis performed onsite and should take between 3 and 10 days on site primarily dependent on whether

the User is engaged with an established Shared Resource or is seeking to create a bespoke User
System.

A The level of preparatory work completed by the User in advance of the User CIO assessment is
another key factor determining how long the assessment will last.

15



HEEEEEEENNEENNE -

Verification assessments

A Required for:
A Small Suppliers (Year 2) i noting that those Users operating with Shared Resources will
be treated as Large Suppliers for the purposes of assigning the assessment type

A Large Network Operators (Years 2 & 3)

A Small Network Operators (Year 2)

A O\ "Verification User Security Assessment” shal |l éi dentify any mater.i .
security risk relating to the Systems, Data, functionality and processes of that User falling
within Section G5.14 (Information Security: Obligations on Users) since the last occasion on
which a Full User Security Assessment was carr.i

A All Verification Assessments will use the previous FUSA as a starting point, with Users
guestioned on any changes made since that FUSA to maximise efficiency.

16



HEEEEEEENNEENNE -

Verification assessment approach

A A Verification Assessment will address three key areas to determine the
extent of any changes since the previous FUSA in:

1. Scope of the User System: Users shall be qu
and o06Separationdé Als to understand whether

2. Risk levels: Re-assessment against G5.14 and G5.15 to understand
whether the User has maintained an up-to-date risk assessment and assess
whether the User has detected a change in its level of risk exposure.

3. Changes in approach to risk mitigation: Re-assessment of the risk appetite
to understand whether any changes have been made there, and of the high-
| evel alignment with I SO 27001, to include

17
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Verification assessment scope

All Users

A\ User System: Agreed Interpretation

Separation: Agreed Interpretation & G3.14

Risk Management: G5.14 1 G5.16

Overall alignment with 1ISO 27001: G5.17 1 G5.18 (part (b) (iv) only)
Setting Anomaly Detection Thresholds: G6.3 1T G6.4

Vulnerability Assessment review: G3.8

Vulnerability Management & Reporting: G3.9

> v D> D> > D> P

Supplier Parties only

A Supply Sensitive Check: G3.23 7 G3.25

A Detection of Anomalous Events: G3.157 G3.16
A Penetration testing review: G3.7

18
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During a User Security Self-assessment

A A fUser SelksusdstsymeSretldf i s an assessment carried ouf
Increase in the security risk since the last occasion on which either a Full User Security Assessment or
Verification User Security Assessment was carried out.

A The scope of this assessment focuses on those areas exposed to any material increase in security
ri sks as indicated by a Usero6s obligation to iden

A The User is required to produce a report for review and corroboration by the User CIO prior to
presentation to the SEC Panel.

A The template containing the questions posed to the User is currently under review by the SSC, and will
be included within the next draft of the SCF.

19
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Self-assessment questionnaire

A

To support the User Security Self-Assessment the User CIO has developed a Self-

Assessment template consisting of 4 sections:

Introductory Information

I. How has your customer base changed with regards to number of smart metering systems (SMETS2)?
il. Have there been any changes to arrangements with Shared Resource?

How has the scope or method of operation of your User System changed, if at all,
since your last Full Assessment?

I. Have there been any changes to the functionality that you offer to customers with regards to Smart
Metering solution?

il. How has the configuration of your User System changed?

How do you consider the risks have changed, if at all, since your last Full
Assessment?

I Have there been any changes to the Risk Management processes?
il. How has the threat landscape changed?

How has your approach to risk mitigation changed, if at all, since your last Full
Assessment?

I Have you modified the security controls used to mitigate risk?
il. Has there been a shift in your organisationoés

ri sk

appetite?

20
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During a Follow-Up Security Assessment

A A fiFeUpl oSecurity Assessmento i s an assessment carr
Security Sub-Committee (SSC). The scope of the Follow-Up Security Assessment is determined by
the SSC and the subsequent time required for this review will be dependent upon the agreed scope.

A At the request of the SSC the User CIO will conduct a Follow Up Security Assessment of a User to:

(a) identify the extent to which the User has taken the steps that have been accepted or agreed (as the case
may be) within the timetable that has been accepted or agreed (as the case may be); and

(b) assess any other matters related to the User Security Assessment Response that are specified by the
Security Sub-Committee.

21



AFTER AN ASSESSMENT
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HEEEEEEENNEENNE -

After the assessment

A

A

Following the completion of an Assessment the User CIO will produce a
written report.

The User CIO will submit a draft copy of the report to the User for review.
The User shall have 5 working days to request changes for consideration
and a further 10 working days to produce a Management Response to the
findings.

This Management Response will be validated by SECAS to ensure that the
responses provided adequately address the observations raised, with the
User having an opportunity to update the response in line with any
comments received.

The User CIO then performs a final validation ahead of the consolidated
documented being presented to SSC.

23



USING THE CONTROLS

FRAMEWORKS
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Organisation

A The SCF and PCF are ordered in alignment with the SEC obligations, with
guidance supplementing each obligation.

SEC Obligation # ESI=SeM[4

What the CIO may st elile]g
take into
consideration

What evidence the Qs eglelilely

Cl1O might expect
to see

25
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Security Controls Framework

SEC Obligation G3.5 Each User shall, on the occurrence of a Major Security Incident in relation to its
User Systems, promptly notify the Panel and the Security Sub-Committee.

What the CIO may take f How have you interpreted the definition of a &6dMajor

into consideration: 1  How do you classify Security Incidents to determine which are Major Security

Incidents?

nt, what process do you follow for
-Committee, and within what
scation?

1  Upon the occurrence of a Major Securi
notifying the SEC Panel and the Se
timeframe do you aim to provide

1  What level of detail do you gr s part of that notification (e.g. does it include
the incident type, nurg cted users within your organisation etc.)?

What evidence the CIO 1 Security Incident Man ent policy and procedures, including documented
might expect to see: incident triage and classification criteria.

1  Evidence of testing of the security incident management procedure, technical
solution and reporting mechanism.

1  Detailed roles and responsibilities including who is responsible for notifying the
Panel and Security Sub-Committee in the event of a Major Security Incident.

26
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Security Controls Framework

SEC Obligation G3.16

What the CIO may take
into consideration:

What evidence the CIO
might expect to see:

Each Supplier Party shall:

(a) use its reasonable endeavours to ensure that its User Systems detect all
Anomalous Events; and

(b) ensure that, on the detection by its User Systems of any Anomalous Event, it
takes all of the steps required by its User Information Security Management
System.

1

=8 =8 =8 =

What steps does your User ISMS %ou follow upon the detection of an

Anomalous Event?

How do you ensure these, @a followed and enforced?

How does this rel !a.‘g Incident management processes?

The inclusion of A lous Event management within the User ISMS.
Evidence of testing the detection of Anomalous Event capability.

Evidence of the live operation of the Anomalous Event detection capability, including
the completion of the steps set out in the User ISMS.

27
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Privacy Controls Framework

SEC Obligation 11.2 Each User undertakes that it will not request, in respect of a Smart Metering
(Reproduced partially) System, a Communication Service or Local Command Service that will result in it
obtaining Consumption Data, unless:

(a) the User has the Appropriate Permission in respect of that Smart Metering
System; and

(b) the User has [ é] rétified the Energy Consumer in

) the ti me perio\ €]; (ii) the purposes for whioc
i's, or may be, d by the User; and (iii) the Ene

object or with consent [ é].

What the CIO may take What procedures and contr I@ln place to capture consent and opt out
into consideration: preferences from En mers? Do these apply across all mediums used to
initiate collection of enygytonsumption data?

Is consent gathered prior to accessing, or issuing each request to access energy
consumption data?

What evidence the CIO Documented procedures to obtain a clear an indication of Energy Consumers'
might expect to see: explicit consent to the collection and processing of energy consumption data.

Ability to provide evidence that consent has been gathered prior to, or at the point of
collection of energy consumption data from Energy Consumers.

28
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Privacy Controls Framework

SEC Obligation 11.5

What the CIO may take
into consideration:

What evidence the CIO
might expect to see:

Each User shall put in place and maintain arrangements designed in accordance
with Good Industry Practice to ensure that each person from whom it has
obtained consent pursuant to Section 1.2 to 11.4 is the Energy Consumer.

What do you consider to be good practice and how have you made this
assessment?

What procedures are in place to verify t andividual that has provided consent
is the energy consumer? If yes, how, achieved?
Do these procedures apply acros&e iums through which consent is collected

form Energy Consumers?

How do you keep thi@‘?ﬁ under review?

Documented procedureto confirm the identity of the person from whom consent
has been obtained for the processing of energy consumption data.

Implementation of these procedures/consent verification mechanisms across all
mediums used to initiate collection of smart metering data from consumers - for
instance, online, telephone, mobile applications.

Documented procedures in the event of a change of energy consumer at a
premises at which consumption data is collected.

29
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HEEEEEEENNEENNE -

Summary

A Users will be subject to Security assessments upon User Entry (and each
year thereafter) which are proportionate to the risk they introduce into the
system.

A Other Users will also be subject to Privacy assessments, to verify their
compliance with relevant SEC obligations.

A Early engagement with the User CIO will be beneficial to Users in securing
their desired assessment date.

A The SCF and PCF are documents which have been produced to guide the
assessments i they provide clarification of the protocols applying to the
assessment process and examples of the types of evidence the CIO may
wish to see, and questions which are likely to be asked of the User.

31
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User CIO Engagement Sessions i March 2018

A

A

SECAS and the User CIO will again be holding one-on-one Engagement Sessions
for all Users interested in asking questions about their Security Assessment.

This will allow SEC Parties to raise specific concerns or questions directly with
SECAS and the User CIO. Each session can involve up to 3 representatives from
each Party, and the sessions can be held in person or via teleconference.

Dates available are:

A Tuesday 20th March 2018

A Tuesday 27th March 2018

A Thursday 12t April 2018

Bookings are now open for all engagement sessions, on a first come first served
basis. If you are interested please email the SECAS helpdesk

(secas@gemserv.com) your preferred date, and we will come back to you with more
Information shortly.

32
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The User Entry Process (UEP)

Nick Blake, Small Supplier Party Support Analyst

SEC-

Smart Energy Code

33
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Introduction

The SEC establishes pre-conditions to be eligible to become a DCC User i
the User Entry Process.

What are you required to do?

SEC Section H1.10 sets out the requirements on SEC Parties for the User

Entry Process, and in a nutshell e

34
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*j UEP In a nutshell

SMKI & Repository Entr
Process Tests (SREP

In accordance with the
Test Scenarios

Credit Cover

If applicable, lodged wit
DCC

User Security Assessme

Carried out by the User
Independent Security
Assurance Service Provid
¢ the CIO procured by Pan

Section G3& requirements

Privacy Audit

Carried out by the
Independent Privacy
Auditor ¢ the CIO procure(
by the Panel

Section |12 requirements

35
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User ID 1 SEC Panel

Section B2 1 obtain an EUI-64 Compliant identifier used to identify
a User acting in a particular User Role.

A SECAS advises Parties of their
allocated EUI-64 Compliant

identifiers for User IDs upon | User ID Checklist
completion of the SEC Accession U o . —_
an provide confirmation
) Process. to SECAS that your User
A Parties are required to propose to ID has been accepted by
the DCC the User IDs that the the DCC

Party would like to use for each
User Role they wish to operate in.

36
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Credit Cover - bcc

SEC Section J3 1 put in place a form of Credit Support if Credit Cover
Requirement is over the Credit Cover Threshold.

A The value of Credit Cover is determined by the
DCC and will be notified to the Party upon
acceding to the SEC.

Credit Support Checklist

Credit Cover Requirement = Value at Risk i
Unsecured Credit Limit V Can confirm that Credit Cover

arrangements have been agreed
with the DCC

A No credit cover is required until the monthly DCC
Invoice surpasses £2000.

37



HEEEEEEENNSEENNE ‘NS eE-

SMKI & Repository Entry Process Tests
(SREPT) - DbccC

SEC Sections H14 and L7 T become an Authorised Subscriber and
iInteroperate with the SMKI Repository.

A In accordance with the SMKI &
Repository Test Scenarios Document

A Is an Authorised Subscriber and a SREPT Checklist
Subscriber under the Organisation
and/or Device Cetrtificate Policies

V Can fulfil the
requirements to be an

A s eligible to access the Repository as Authorised Subscriber
set out in the SMKI RAPP

A Completed when DCC considers the
Party has met the requirements of its
SREPT

V Can access the SMKI
Repository
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User Entry Process Tests (UEPT) - bcc

SEC Section H14 17 UEPT tests the capability of a User to interoperate with

the DCC.

> I

For each User Role and in accordance
with the Common Test Scenarios
Document

Using Devices selected by the DCC

Communications to and from the User
and the DCC

Test scripts and sequences developed
by Party, and approved by the DCC

Completed when DCC considers the
Party has met the requirements of its
UEPT

UEPT Checklist

V Can establish a DCC
Gateway Connection

V Can use the DCC User
Interface

V Can use the Self-Service
Interface

39
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Security and Privacy Assessments i SEC Panel

Security Assessments: SEC Sections G3 1 G6
Privacy Assessments: SEC Sections 12T I5 Checklist

Security Assessment V Has completed the Initial
Full User Security

Assessment with an
Assurance Status of

A All Parties require an initial Full User Security
Assessment conducted by the User CIO

Privacy Assessment OApprovedd or
A 60ther Usersd are required to subj ect > 0
Assessment to assess their compliance against the Has completed the Full

an Assurance Status of
OApprovedo
subject toébd
n
0

A Note: | f the assurance status
Ssubject to stepsd, those step
prior to going live in the DCC Systems. This is
evi denced through a Director 6

Oprovisio

subject t

40
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Who does what?

Requirement By From?
User ID User Role eligibility through Users notifying DCC of | Panel i (Section B2) SECAS
RDP ID their EUI-64 identifier, and DCC accepts issue these following accession
User Entry User successfully completing UEPT for each User DCC i (Section H14) Party
Process Test Role you will operate in line with the CommonTest | demonstrates to
(UEPT) Scenarios Document (CTSD) satisfaction that they meet the

Note: RDPs are not a DCC User Role criteria to enter and exit

SMKI & Repository | Users successfully completing SREPT in order to DCC i (Section L7) sets out that
Entry Process Test | be an Authorised Subscriber for Organisation DCC confirms completion
(SREPT) and/or Device Certificates
Security All Users complete their CIO Assessment under Panel 1 (Section G8) via SSC
Assurance Security Controls Framework consideration of CIO report
Other User* Other Users complete their CIO Assessment under | Panel - (Section 12)
Privacy Audit Privacy Controls Framework
Credit Cover Provide credit support to DCC for User Role DCC 1 (Section J3)

*Note: Licensees have privacy conditions in their licences. However, if you also operate in the role of
WhOKSNI ' aSND GKS {9/ LINAGIFOe |dzZRAG | NNFY y3ISYSyda | LI
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HEEEEEEENNEENNE -

UEP Evidence Form

Link to form ccr C

This UEP Evidence Form has been produced in order to confirm the same to the Party, capturing
Smart Energy Code (SEC) i as ices and time- ing when each step has been completed.

User Entry Process (UEP} Evidence Form SEC Section H Clauses Date Received Evidence
SEC Section H1.10 (a)

Receive confirmation from the DCC that a

SEC Section H1.11 states that a Party will have successfully completed the User Entry Process fora

particular User Role once the Code i has from the body

responsible for each of the requirements set out in SEC Section H1.10 that the Party has met all such User ID for the User Role has been accepted
requirements. SEC Section H1.10 (b)

The SEC Party is required to tick the User Role(s) that they have undertaken as part of their User Complete the required User Entry Process
Entry Process: Tests for the User Role

Demonsirate the applicable security

Registered Supplier Agent

SEC Section H1.10 (g)

Frovide Credit Support or addifional Credit
Support as required by the DCC

import Supplier = reguirements were met, via a Security
Export Supplier m] Assessment
Gas Supplier = SEC Section H1.10 (d)

————— If undertaking the process fo act as an Other
Electricity Distributor m] User. d trats that the appiicable privacy
Gas Transporter m] requirements were met, via a Privacy

Assessment
]
]

Other User

The responsible bodies are as follows: Table 1: UEP Evidence Form

= DCC - SEC Section H1.10 {a) — we would expect the Party to forward to SECAS the DCC's

confirmation that a User ID for the Party for a particular User Role has been accepted. This

':'" fikely :’ e 2 ‘;w “:"Deé"g" from the DCC confirming fhe above (unless there is a formal Please note: as required by the SEC, SECAS shall notify both the Party, as well as the SEC Panel
ocument issued by the ) and the DCC that a Party has completed UEP for a parlicular User Role.

= DCC - SEC Section H1.10 (b) — we would expect the Test Completion Reporis to be
submitted by a Party to SECAS as evidence to show they have completed Testing.

If the above UEP Evidence Form has been completed incorrectly, or does not align to your own
records, please contact the SECAS Helpdesk (secas@gemserv.com).

o Although not explicitly set out in the SEC, Parties will need to have successfully
completed SMKI and Repository Entry Process Testing (SREPT) before they can
commence User Enfry Process Testing (UEPT).

* SEC Panel - SEC Section H1.10 (c) — we would expect an email / report from the SEC Panel
to notify that a Party has had an assurance status set to ‘Approved’.

# SEC Panel — SEC Section H1.10 (d) (if applicable) — we would expect an email / report frem
the SEC Panel to nofify that a Party has had an assurance status set to ‘Approved’.

= DCC - SEC Section H1.10 (&) — we would expect the DCC to confirm to SECAS that Credit
Support (or additional Credit Support) has been lodged for a SEC Pariy. This will likely be a
copy of an email from the DCC confirming the above (unless there is a formal document
issued by the DCC).

We expect the SEC Party to provide the above. However, if this has been misplaced or lost, SECAS
can and may contact the responsible bodies who the above requir .



https://www.smartenergycodecompany.co.uk/sec-parties/becoming-a-dcc-user

HEEEEEEENNEENNE -

SEC User Entry - Guidance

SEC Guides and other useful materials
are currently available on the SEC
Website at the below hyperlinks:

User Entry Process Guidance and UEP Evidence Form

SEC UEP Checklist for Small Suppliers

Small Supplier Security Assessment Guidance

Gemserv
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https://www.smartenergycodecompany.co.uk/sec-parties/becoming-a-dcc-user
https://www.smartenergycodecompany.co.uk/docs/default-source/sec-documents/guidance/dcc-user-checklist-for-small-supplier-parties.pdf
https://smartenergycodecompany.co.uk/document-download-centre/download-info/dcc-user-checklist-for-small-supplier-v1-pdf/
https://www.smartenergycodecompany.co.uk/docs/default-source/sec-documents/guidance/dcc-user-checklist-for-small-supplier-parties.pdf
https://smartenergycodecompany.co.uk/document-download-centre/download-info/small-supplier-security-guidance/

Becoming a Live DCC User

Mike Gibson

SEC Panel
Small Supplier Representative
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End to End testing

Nominated Contacts

SMKI RAPP

SMKI Gateway Connection Forms

DCCKI RAPP

DUIS/SSI/DCCKI Gateway Connection Forms
Threshold Anomaly Detection

Technical Live Test

SECAS Approval
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To meet the DCC User Mandate, the following steps should already have been completed:
A SMKI and Repository Entry Process Testing (SREPT);
A User Entry Process Testing (UEPT); and
A User Independent Security Assurance Service Provider (CIO) Audit
(Full User Security AssessmeRIUSA).

The Security SuBommittee (SSC) will review the Management response following the FUSA, this revieAW

Ydza G NBadzZ 0 Ay | a! LIWINRPOSRE 2NJ a! LILIINPYSR &adzaSOu G2d
Once this has been confirmed, an H1.10 form must be submitted to SECAS.

{9/ { Attt GKSY NBOYOASSG (GKAA FYR aSid ! asSNI adl ddza G2 |
point!).
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communicate with any SMETS2 meters gained from another Supplier, and are unable to install any.

The following slides cover some of the activities that are required in order to achieve this.

NB The following steps can currently take anything upwards of 3 months to complete.



Why is this needed?

In achieving Qualified status, you have potentially not undertaken any End to End testing.
Although this is not mandated by the SEC, it is advisable that a degree of End to End testing
Is undertaken before you go live.

When does this need to be done?
A Any time after you have completed UEPT.

How is this completed?

A End to End testing can be undertaken in one of the DCC test labs, or in your ow# or a 3
LI NIé wYwSY23S ¢Sad [o6oQo

A You will need to work with the DCC, your User System Shared Resource provider and any
other third parties such as CRM/billing providers, Meter Operators, Meter
Manufacturers on your approach and timescales for-Enénd testing.




Why is this needed?

Some of your Users (including your User System Shared Resource provider if using one) will
need to be able to access the DCC SharePoint site. You are likely to have set some up for
Test, but you need to confirm access for Live.

Here is a sample of some folders users will need access to:

A Incident Contact w DFGSgle [/ 2yySOUuA2ya
A DCCKI Contact w ¢SadAy3a { SNIAOSaA
A Quarterly Forecasts w hLSNFIGAZ2YLFT wSL}2NIa

A Major Incident

When does this need to be done?

Prior to going live in order to submit Forecasts and Threshold Anomaly Detection
Procedures (TADP) values.

How is this completed?
Users must complete the Nominated Contacts form, and this must be emailed to the DCC
Service Desk by either the Lead Contact or a Backup Contact




Why is this needed?

This notifies to the DCC who will be your Nominated Officer (NO), Senior Responsible Officer
(SRO) and Authorised Responsible Officer (ARO) for LIVE. Again, you will have done this for
test, but you need to separately confirm the people undertaking these roles in Live. There

are a number of SMKI Registration Authority Policies & Procedures (RAPP) forms that must
be completed.

Once DCC have processed SMKI RAPP forms, the ARO (usually your Shared Resource
provider) will collect IKI credentials which are used to generate further Certificate Signing
Requests (CSRS).

When does this need to be done?
Anytime after SREPT & UEPT is complete.

N.B. DCC will only process these once H1.10 has been accepted by SECAS. There is then a
lead time for DCC to review and approve the forms. It is recommended that you start this
process as soon as possible in order to prevent any delays to Go Live. Most subsequent
steps are dependent on completion of the SMKI and DCCKI RAPP.

How is this completed?
Once all forms are complete they must be uploaded to the SMKI folder on SharePoint and
the DCC Service Desk must be informed.




Why is this needed?

DCCKI RAPP process results in receiving Live DCCKI Authorised Subscriber status. Thereafter, DCCKI
certificate can be produced and DCCKI Admin Users can be appointed.

When does this need to be done?
After the Live SMKI RAPP process is complete and SMKI Authorised Subscriber status approved.

How is this completed?

Once all forms are complete they must be uploaded to the DCCKI folder on SharePoint and the DCC
Service Desk must be informed.




Why is this needed?

SMKI Gateway Forms are required to open the Live connection between the DCC and the
User System.

DUIS Gateway Connection Forms must be submitted to allow the User System to send DUIS
Service Requests to the DCC.

Self Service Interface (SSI) gateway connection forms allow access to SSI.

DCCKI gateway connection forms allow access to the DCCKI repository.

When does this need to be done?

Once the Live SMKI RAPP has been confirmed as completed. Although your Shared Resource
provider is likely to be completing the SMKI Gateway Connection form, they cannot do this

until the Live SMKI RAPP and Live DCCKI RAPP are complete (which is a dependency on you
¢ see previous slides).

How is this completed?
Once all forms are complete they must be uploaded to the Gateway folder on SharePoint
and the DCC Service Desk must be informed.




Why is this needed?

Service Request forecasts and Threshold Anomaly Detection forecasts must be submitted prior
to go live. Threshold Anomalies are to detect and prevent anomalous events. This will ensure
DCC and the User System can implement warning and quarantine checking. SR forecasts are for
DCC planning and finance purposes. These are also monitored via monthly report to SEC Panel,
for actuals being within 10% of forecast.

When does this need to be done?
Prior to go live.

How is this completed?

Threshold Anomaly Detection Procedures (TADP) values must be created in the defined DCC
format, signed with the ARO key and uploaded to the DCC SharePoint site.

SR forecasts must also comply with the defined DCC format and must be submitted via
Sharepoint




Why is this needed?

Just prior to Go Live a simple check can be performed to ensure the connectivity

between DCC and the User System Is working as expected Typically your User System

gAff aSYR I WYwSIR 2!b aliNAREQ &SNBAOS NBIljdsSalG Ay 2

When does this need to be done?
Before go live.

Prerequisites

Gateway Connection (DUIS) configured by DCC/DSP.
Service Request forecast submitted.

Threshold Anomaly Detection Forecast processed by DCC.




Why is this needed?

The second stage of SSC authorisation is, following completion of all required
remediations, to submit a Directors Letter (confirming all actions complete).

This is reviewed by SECAS and the SSC. If SSC accept Directors Letter in full, SECAS will
approve final Go Live

When does this need to be done?
Prior to Go Live.




Having completed all of the above, you can start using the live DCC services to gain and
install SMETS2 meters!

Budget

0/'8‘?,',;,"""

foday
£1.29



http://www.edmi-meters.co.uk/g10u-smart-gas-meter/
http://www.edmi-meters.co.uk/hello-world/

DCC Programme and Business
Update

Verity Thenard
Industry Partnership Manager
08 March 2018




Agenda

1. DCC Business and Programme Update
U Operational Update
U Release 2.0
0 SMETS1

2. Upcoming Events and getting in touch
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Operational Update

Current Comms Hub FW:
A S&C: Toshiba -11.24

C u rre nt Re-test of DSP Business
SySte m Continuity Disaster

Recovery (BCDR) on 3 /4t
Re I ease Feb was successful at

<4hrs.

DCC is providing Comms
Hub Antenna Stimulators
(CHAS) to support device
Manufactures' noise
testing.
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Release 2

Background and Scope:

o)

The HAN frequency (2.4GHz) used by Single Band Comms Hubs
( SBCHOs) wor ks 1 n ar o otharestrdgdise o f
another solution.

premises

R2.0 introduces Dual Band CH (DBCHOGs) , us i

868MHz & 2.4GHz 0t o reach ot her areaos
coverage.

Part of the SMETS2 Programme 0 a significant step to enable the
installation of Smart Metering Systems for an increased proportion
of Great Britain homes.

Changes to the DCC test (UIT) and production systems to support
DBCH as well as making DBCH available to customers.

This includes 06 8 New Service Requests, 13 updated service
requests, 6 new DCC Alerts and 3 new response codes.

and

t her ef «

@
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Release 2.0

Release 2.0 Update

Overall RAG Status

ZigBee Certification Complete -
28/03/18
DIT DBCH commence - 16/04/18
UIT SBCH Commences -21/05/2018

Next Milestones

UIT DBCH Commence -19/07/2018

Initial volumes available from 13
DBCH Available October 2018 full volumes available
form 13 December 2018.

*Status 9 at time of issue, on 2 March 2018.
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R2.0 Plan on a Page Version 3.6 (NON Contingent)

Solution Design

Key Changes Incorporated Since Previous Version

A Adjusted TEF SIT & DIT end date by one month to
. ST take account of additional DIT scenarios
e CLR2.0 SSDees identified and change to ZigBee chipset
: P&C Upgrade integration timeframe
ZigBee 1.0 Available ;
(1-aul) A (20" November) A A Consequential one month movement to UIT

mitigated by additional early UIT window to test

&l high priority scenarios
Complete PIT . R h
TEF 8 SBCH Dev & PIT 17/01 Complete A Go-live will be 30 ™ September 2018

TEF 8 DBCH Dev & PIT

ARQ SBCH Dev & PIT

ARQ Final DBCH
Hardware for SIT

ARQ DBCH Dev & PIT

il o8 UIT
- ————t——— DIT-_ _ _ 3__-63 . ____ - — G4 G5 G6
L '
G3 G3
SIT Complete
SIT DBCH (ARQ) 15/06

09/03

ZigBee compliant‘— SIT SBCH (TEF SIT Complete13/04
stack release

IT Complete 13/07

1
1
1
1
1
1
I SMETS2 v3 SIT DBCH (TEF
1 SMETS_IZ o ‘ A Noos CER) 0 Production
: Meters Available Available . TCH Firmware
available
! [ SBCH OCT (ARQ) DBCH OCT (ARQ) X
I [ DIT SBCH (ARQ) DIT DBCH (ARQ) DIT Complete 13/07
1
1
1
1 R2 GFli SBCH R2 GFI i SBCH - OCT (TEF) DIT Complete 11/05 :
Mete] emulators ACEEE DBCH DIT - SBCH (TEF) DBCH OCT(TEF) I
SBCH firmware available Available Di(iigbll\gaer Emulators DIT d'omplete 13/07
(SEP 1.2) y
! ' hssure | A !
R194siT V¥====S
Key Somplete AR | UIT SBCH
idi i L7/01
A Samsti (LIS, MG, 1SS, Sy R Cep voluns Pl
’ , i DBCH ITCH Prototype Available
A SSDs#2 (CHHSMs, CHIMSM) and CHSI availble (Arqiva) g g\ DBCHITCH (15" Oct)
A SSDs#3 (ETAD, CTSD) (4 May) available (TEF SBCH Ready
T 31st May) for go-live

DBCH 0 1st Batch Manufacture

- Telefonica - DCC/Other DBCH CPA
. - Operational
- Argiva T Trans. to Ops. A Acceptance

| I .
. . Board (Final)
Data Service Design Governance
- - bsp SBCH ilabl 1 Full volume
Communice BIMI Reporting ol nvalE Final OMS Available for p R2.0 Code &BIMI  ppcH
X r orecasting DAB DBCH orderin into Live th

ompan Go Live @ g (13™ Dec)

C P Y ‘ ‘ (30" Jan) ‘ (30th June) Freeze (30-Sept)



SMETS1: Programme Objectives

Primary Objective:

The overall aim for the SMETS1 Service is to ensure interoperability for
SMETS1 meters, so that smart functionality is retained when a customer
switches supplier.

Underlying objectives:

1. To make interoperability and smart benefits available quickly and
reliably for all stakeholders;

2. To do so in a cost -effective manner, taking account of the impact on
businesses and consumers; and

3. To ensure an acceptable level of security for the Smart Metering
System, prioritising high impact risk mitigations from the outset.

To help deliver the best solution, to date we have carried out over 50
inaustry engagements delivered and supported 4 public consultations.

@
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SMETS1 Key Milestones

DCC are now in the build phase of the SMETS1 Programme, the next key
decision will be on the Integration Path (IP), which is now pending.

The milestone haves are underpinned by a set of risks, assumptions and
dependencies., which have been formed primarily through the Initial
Enrolment Project Feasibility Report (IFPER) and subsequent Industry and
Stakeholder engagement.

[ S T S o B B IS B B S s e e e

Updzted inta B ‘ BEIS direction to Initial Middie Final
coenroiment W N proceed per cohort “P""iirnf Operating Operating
to BEIS [totiowing Capsd Capability Capability
S g0t S @ somm el fenen 5]
KE'I’ {12 Ay BEIS nitial AT e SUTAD submission
Dates :::ﬂ: Etl1mlnliun‘ to Hilslt:lnﬂ-lun N
- Starts [14-Hov) THAI: ::I::mmn
5505 Tranche 1 [m: —
Saselined (20| ’ ;
[17-1an 18]
Phase Initiation Discovery Development Transition and Enrolment

*Status o at time of issue, on 2 March 2018.
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SMETS1 LC13 POAP

Key
Dates

Phase

Design
and
Consult

Existing
DSP
Activity

SMSO
Activity

S1SP
Activity

FCSP
Activity

Network

Hosting
Activity

Activity

I T T Y T N

““
—— m

Updated info BEIS direction to Initial Middle Final

on enrolment . proceed per cohort Operating Operating Operating

IEPFR to BEIS Updated Info (following ConaieN Il bl
ot (6 Oct*) to BEIS (17- ion) (end-Nov 18) {end-Mar 19) (end-Jun18)
[z ay] i (o) SVTAD submission S
e e 15y to BEIS (end-Jan
LT Consultation 1)
?f;]slol'l Starts (14-Nov) TMAD submission
un
to BEIS
55“::;’;:)‘13, (mid-Apr18)
{17-Jan 18)
Initiation Discovery Development Transition and
Enrolment

High Level Design

with Customer Engagement

Tranche 1
Consultation

5 - Ba
Develop Tranche 1 S5Ds with Customer Engagement Finalise “"s:

__________________\

Initial Commercials Enduring Commercials ’
e o o B

DSP Development & Test

-
Enduring Commercials ,
e

-—— -

Develop Contract & Initial Commercials SMSO Developmentand Test

——

e
RFP and Commercials New Software 5P Development & Test SIT uIr 110 ’t
e i e e e e e
Enduring Commer }
-

.

Procurement ’

o

Enrolment ,\
e

e e e e
User Engagement on Design User (inc Adapter) Developmentand Test Enrolment ,’

User Engagementon Cohort Plans (Enrolment Timing & Approach) Businessand Transition Planning

DCC Activity ’ DCC LC13 Milestones NOTES
This plan is not stand alone and is to be read in conjunction with the Consultation on DCC's delivery plan for SMETS1 Services.
0 Proposed BEIS Decision Milestones . The ava.llable information was provided to.BEIS on 24 Au.gust 2017, anq form'fll sign-off on 6 October 2017.
- +  All contingency has been removed from this plan to provide a pure delivery timescale on key elements.

Activity Duration TBD 1 . The delivery plan will continue to be subject to regular reviews of SMET51/R2.0 programmes; may be revised as a result of a direction from BEIS.
e *  Timescalesin relation to testing assume readiness for I0C Nov 18.
. Enrolment of cohorts at MOC and FOC will be subject to additional testing phases, with exact dates TBC.
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Upcoming Events

DCC Operations Customer Forum  (previous COBI)

8 March 2018

This is a regular meeting for DCC, our customers and other industry parties to discuss
key aspects of Service Management. The forum focusses on how our customers interact
with the DCC solution.

DCC Design Release Forum

14 March 2018

This monthly forum focuses on DCC User -facing System Design. The typical agenda
focuses on discussion and points of clarification on completed design, but also sharing
information on forthcoming design changes

DCC Comms Hub & SM -WAN Design Forum

28 March 2018

The "Comms Hub & SM -WAN" forum is for DCC, Energy Suppliers, SEC Parties, and
Device Manufacturers to discuss CH & SM  -WAN issues and developments according to

the priorities of the attendees.

Comms Hub Train the Trainer (CH TTT) Courses
Dates TBC
Upcoming training sessions to be released

and

commun

@
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How to engage and get support

Speak to your Industry Partnership Manager
o0 Or alternatively email contact@smartdcc.co.uk

Industry Test Team
0 Available to support you through testing
Testing.Notices@smartdcc.co.uk or

E2ETestingNotices@smartdcc.co.uk

/DCC Service Desk
d For live services ServiceDesk@smartdcc.co.uk

DCC Website and DCC SharePoint
0 Contact Service Desk for access to SharePoint
DCC monthly newsletter

\6 Sign up here!

~

@
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mailto:ServiceDesk@smartdcc.co.uk
https://www.smartdcc.co.uk/signup
mailto:contact@smartdcc.co.uk
mailto:Testing.Notices@smartdcc.co.uk
mailto:E2ETestingNotices@smartdcc.co.uk

DCC CHARGING STATEMENT

In accordance with the Charging Methodology the Charging Statement sets out the Charges applicable for each
regulatory year additionally an explanation of these charges is also given.




