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Modification Report Consultation 
Responding to this consultation
This is the Modification Report Consultation for MP231 ‘Firmware upgrade pathways’.
We invite you to respond to this consultation and welcome your responses to the questions set out in this form. To help us better understand your views on this Modification Proposal, please provide rationale to support your responses.
To help us process your response efficiently, please email your completed response form to sec.change@gemserv.com with the subject line ‘MP231 Modification Report Consultation response’.
If you have any questions or you wish to respond verbally, please contact Kev Duddy on 020 3574 8863 or email sec.change@gemserv.com.
Deadline for responses
This consultation will close at 17:00 on Monday 15 January 2024. 
The Change Board may not be able to consider late responses.

Summary of the proposal
What is the issue?
The Security Sub-Committee (SSC) has noted a concern raised by the Technical Architecture and Business Architecture Sub-Committee (TABASC) that certain Device models need to have a firmware upgrade applied in a specific order. Failure to follow the specific order can result in unintended consequences. Investigation of the issue indicates that it is not an uncommon requirement for firmware updates to be implemented in a specific order. 
The Firmware Information Repository (FIR) is available for manufacturers to update and contains some information relating to upgrades for Electricity Smart Metering Equipment (ESMEs) and Gas Smart Metering Equipment (GSMEs). Suppliers can access this FIR. However, the information required to ensure each Device has its firmware upgrade applied in the correct order is not currently included, nor is there a requirement in the SEC for that information to be provided. 

What is the solution?
The Proposed Solution is to include a requirement in the SEC to include the Central Products List (CPL) Entry Identifier (ID) of the base firmware version within a new field on every CPL submission. This would then be transferred into a new field within the FIR which Suppliers can access through the SEC website. The base CPL Entry ID for existing Devices on the CPL will be requested on a best endeavours basis.  
Device Manufacturers will also be required to complete fields relating to ZigBee stack version, chipset vendor and band information as part of the CPL submission. These fields will only be made available to the SSC. 

Will I be impacted?
MP231 is expected to impact the following SEC Parties:
Large Suppliers
Small Suppliers
Other SEC Parties
· Device Manufacturers 
· Meter Asset Providers
Full details of how this modification may impact you can be found in the Modification Report.
Respondent details
	Respondent details

	Name
	Click and insert your name

	Organisation
	Click and insert the name of the organisation you are responding for

	Phone number
	Click and insert a phone number we can call you on with any queries



	Parties represented

	Party Category
	Click and select your Party Category

	Parties represented
	Click and insert the name(s) of any SEC Parties you are responding for



	Confidential information

	Does your response contain any confidential information?

	Response
	Click and select your response

	If ‘yes’, please clearly mark all confidential information (e.g. in red font).
Any confidential responses will be shared with the Change Board and the Authority under a Red classification in accordance with the SEC Panel Information Policy.



Consultation questions
	Question 1

	Do you believe that MP231 should be approved or rejected?
Please provide your rationale with reference to the General SEC Objectives.

	Response
	Click and select your response

	Rationale
	Click and insert the rationale for your response



	Question 2

	Please provide any further comments you may have.

	Comments
	Click and insert the rationale for your response


Smart Energy Code Administrator and Secretariat (SECAS)

8 Fenchurch Place, London, EC3M 4AJ
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