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[bookmark: _Toc500501641]Introduction
The DCC shall ensure that Device Integration Testing (DIT) is carried out in accordance with the provisions of this document and the SEC Variation Testing Approach Document for Release 2.0.
DIT will test the interoperability between the Modified DCC Total System and:
· new CHTS v1.1 Communications Hubs (single and Dual band); 
· Communications Hubs that have been upgraded from CHTS v1.0 to CHTS v1.1;
· existing CHTS v1.0 Communications Hubs, prior to upgrade;
· devices that form part of enrolled Smart Metering Systems and associated IHDs; and 
· new devices complying with the latest version of SMETS (where suitable sub GHz devices are available to support testing)
DIT will have dependencies on SIT and PIT as described in section 1.6.4 Table 4 DIT Issues
Dependencies but will take place almost independently of other phases, and will be subject to the overall LC13 plan. DCC will make use of the service user simulator tool developed for previous releases, to interact with Communications Hubs and devices.
DIT is not a "time boxed" activity in that it only finishes once the Exit Criteria are met or DCC has confirmed with SEC Panel Testing Advisory Group for any relaxation of the exit criteria.
DIT as a phase will build upon the lessons learnt from Release R1.2 and R1.3 where the use of Devices in testing as planned was not practical. The deliverables for this test phase shall acknowledge the potential availability risk of suitable Devices and make exceptional provision for DIT to be undertaken using testing stubs.
DIT will provide industry with confidence that DCC systems upgraded to R2.0 - v1.0, v1.1 Communications Hubs, and v1.0 Communications Hubs upgraded to v1.1 interoperate with existing SMETS2 v2.0 Devices (including IHDs) and Devices designed to meet SMETS2 v3.0. DIT will also include the testing of upgraded devices from SMETS2 v2.0 to SMETS2 v3.0.
If the availability of sufficient capable and supported devices, particularly sub GHz devices, would result in any of the requirements below being at risk of not being proven, DCC will, subject to the consent of the Secretary of State, complete such testing and exit DIT as is practical, using emulators if required, and provide detail of the reasons why DIT has not been fully completed in the Test Phase Completion report. 
Any decision not to use sub GHz devices will be communicated, with supporting evidence, in a timely fashion to BEIS for discussion.
Where suitable Devices become available within the UIT Test Phase of Release 2.0, subject to available time, DCC will endeavour to test the elements previously completed with emulators using real Devices.
DIT will take a risk based approach to the scope of testing undertaken and use a variety of devices and firmware releases to maximise the benefits of testing in the timescales available.
[bookmark: _Toc500501642]Approval and Governance
This document reflects the content of the Release 2.0 Testing Approach Document, which was subject to consultation. It has been developed by DCC and reviewed with the SEC Panel Testing Advisory Group and BEIS. 
DCC will submit the final version to the SEC Panel Testing Advisory Group for consideration of a recommendation to SEC Panel, who in turn will make a recommendation to the Secretary of State. 
[bookmark: _Toc500501643]Definition of Terms
This document uses standard testing terminology, and definitions relevant to the Smart Energy Code are as defined in Section A (Definitions and Interpretations) of the SEC. Other terms will be as defined in the Testing Approach Document for Release 2.0, or within the body of the document itself.
[bookmark: _Toc500501644]Objective of Document
The objective of this document is to describe the activities associated with the planning, operation, exiting and reporting of the DIT test phase. 
The document should be detailed enough to allow the DCC and its service providers to plan and execute DIT. Therefore, providing DCC with the assurance that devices[footnoteRef:1] will interact with the systems as designed.  [1:  Device can be: Electricity Smart Meter, Gas Smart meters, In Home Display Unit, Prepayment Interface Device, Customer Access Device, Han Connected Auxiliary Load Control Switch or Hand-Held terminals. Should any be enrolled at the stage of selection then DCC should include them in the scope of DIT.] 

The DIT requirements are described in Table 1
All the requirements in Table 1 are subject to the availability of sufficient individual devices, capable of fully participating in the testing at the time of the planned activity and supported by the manufacturers of those devices. The table is taken from the Testing Approach Document for Release 2.0. All devices will be tested with the combinations of Communications Hubs and DSP systems shown in Table 2: Release Baseline Matrix.
	Ref
	Requirement

	DIT.1
	DIT shall test DCC Communications Hubs with a minimum of 2 ESME Devices from different manufacturers designed to meet SMETS v3.0

	DIT.2
	DIT shall test DCC Communications Hubs with a minimum of 2 GSME Devices from different manufacturers designed to meet SMETS v3.0

	DIT.3
	DIT shall test DCC Communications Hubs with a minimum of 2 GSME Devices from different manufacturers designed to meet SMETS2 v3.0 and capable of Sub GHz HAN communications

	DIT.4
	DIT shall test DCC Communications Hubs with a minimum of 2 PPMID Devices from different manufacturers designed to meet SMETS2 v3.0

	DIT.5
	DIT shall test DCC Communications Hubs with a minimum of 2 PPMID Devices from different manufacturers designed to meet SMETS2 v3.0 and capable of Sub GHz communications

	DIT.6
	DIT shall test DCC Communications Hubs with a minimum of one Device for each of the leading ZigBee silicon stack providers

	DIT.7
	DCC shall select Devices for DIT using dry-run qualification events and commercial support proposals

	DIT.8
	DIT shall specifically ensure that DCC Communications Hubs are verified as capable of complying with:[footnoteRef:2] [2:  There are no specific test scenarios to test frequency agility and duty cycle monitoring, but the systems integrator will record events from testing to evaluate the performance of the Communications Hub in respect of these two bullets.] 

GBCS v2.0 10.6.2.6 – Frequency Agility
GBCS v2.0 10.6.2.2 – Duty Cycle Monitoring

	DIT.9
	DIT shall include risk based regression testing of DCC Communications Hubs with a minimum of 2 SMETS2 v2.0 ESME and GSME Devices selected to be representative of a significant proportion of the installed base of SMETS2 v2.0 Devices at the time of undertaking DIT

	DIT.10
	Should actual HCALCS Devices exist and be in a suitable state of readiness, DIT shall test DCC Communications Hubs with a minimum of 1 HCALCS Device.

	DIT.11
	DIT will include defined non-functional testing, limited to message and response timings across home area networks for both HAN radio frequencies

	DIT.12
	DIT shall test DCC Communications Hubs with a minimum of 2 IHD Devices from different manufacturers

	DIT.13
	DIT shall include end to end testing of the Local Command Interface using hand held terminal devices, if available, or using the DCC tool required to be developed for testing in SIT

	DIT.14
	DIT shall include regression testing of v1.0 Communications Hubs against devices designed to meet SMETS2 v3.0

	DIT.15
	DIT shall include regression testing of SMETS2 v2.0 meter with R2.0 of DSP.



[bookmark: _Ref488995591][bookmark: _Ref488995547]Table 1: DIT Requirements
To clarify DIT.9 – this will ensure that the introduction of v1.1 Communications Hubs that operate to ZigBee 1.4 are compatible with existing Devices that operate to ZigBee 1.2a. DIT will include testing to demonstrate that Devices operating to ZigBee 1.2a are not impacted by;
Communications Hubs being upgraded from v1.0 to v1.1 while 1.2a Devices are connected
Communications Hubs being upgraded from v1.0 to v1.1 and a new 1.2a Device subsequently being connected
v1.1 Communications Hubs being installed and connected to 1.2a Devices 
[bookmark: _Toc495583313][bookmark: _Toc500501645]Scope of Document
The document will cover activities associated with the DIT test stage, specifically,
Environment preparation
Device selection
Device preparation (actual devices and associated data)
Communications Hubs (Single and Dual band)
Electricity smart meters
Gas smart meters
In home displays
Prepayment interface devices
Customer access device
Hand held terminal.
Han connected auxiliary load control switch
Resources from
CSPs
DSP
SI
DCC
Device manufactures
Issue management and resolution
Reporting
Issues
Progress
[bookmark: _Toc500501646]Audience 
The audience for this document is DCC and its service providers. BEIS and the SEC Panel Technical Advisory Group will also have visibility of this document and will review the content.
This document will ultimately be made publicly available on the DCC external website.
[bookmark: _Toc500501647]RAID 
[bookmark: _Ref489512116][bookmark: _Toc500501648]Risks
	Reference
	Description
	Mitigation

	DIT.R.01
	No/insufficient devices are available for testing that are SMETS2 v3.0 compliant
	Selection criteria could be relaxed – with approval from SEC Panel Testing Advisory Group

	DIT.R.02
	Devices fail the selection criteria
	Selection criteria could be relaxed – with approval from SEC Panel Testing Advisory Group

	DIT.R.03
	Resources from DCC SPs are unavailable.
	DCC internal change request for Service Provider resource has been submitted in a timely manner and resources are confirmed

	DIT.R.04
	Defects in DCC systems stops testing in DIT
	Defects will be address and fixed in line with the target response times defined in the test issue management process

	DIT.R.05
	Defect on devices blocks testing
	Commercial contracts in place to ensure device manufactures fix defects in line with the test issues management process

	DIT.R.06
	Testing takes longer than time allowed to cover all the scope.
	Project management of testing to ensure adequate reporting and progress monitoring

	DIT.R.07
	Availability of CHTS v1.1 Communications Hub on time will impact DIT testing
	CHTS v1.1 Communications Hubs are planned to be ready for DIT. Regression testing can be performed first on CHTS v1.0 Communications Hubs until devices are available

	DIT.R.08
	Issue related to CHTS v1.1 operation of Communications Hub impact testing

	CSPs are contracted to fix defects in line with the testing issues management process

	DIT.R.09
	Limitation of the service user simulator

	Risk will be removed as the service user simulator has been found to be fit for purpose. Should an issue be found then a “fix on fail” approach for the service user simulator will be taken.

	DIT.R.10
	Delay in ZigBee certification of CHTS v1.1 Devices
	ZigBee certification is only required at DIT exit so time is available to address any issues found during the certification period.

	DIT.R.11
	Communications Hubs will not be ZigBee certified at the start of DIT, there is a potential that they will not form or maintain a HAN.
	CSPs are being monitored on their implementation of R2.0. DCC will decide on when and what to test based on the progress made by CSPs on their certification.

	DIT.R.12
	All meter types become blocked and therefore suspended from testing and DIT can’t proceed until fixes are available.
	Replan in line with the fix time provided by the device manufacturers. Commercial contracts are in place for fixes to be deployed.


Table 2 DIT Risks
[bookmark: _Toc500501649]Assumptions
	Reference
	Description

	DIT.A.01
	DIT scope is for DSP to be R2.0 with SMETS2 v2.0 devices and CHTS v1.1 communications hubs. In addition, SMETS2 devices, CHTS v1.0 Communications Hubs and DSP R2.0.

	DIT.A.02
	GBCS v2.0 devices will be available for DIT*

	DIT.A.03
	All Devices (including communications hubs) at the start of DIT will be compliant with DCC release 1.3, not 1.2

	DIT.A.04
	2 x ESME and 2 x GSME will be selected from at least 2 manufactures.

	DIT.A.05
	Will also include CHF, GPF, HCALCS, PPMID, IHD but in a ‘mixed economy’, not every combination.

	DIT.A.06
	Approximately 70 unique scenarios (per CHF) with an average of 10 service requests

	DIT.A.07
	Critical alerts will be tested, see test plan

	DIT.A.08
	The SITB environment will be used for testing

	DIT.A.09
	CGI’s service user simulator will be used to send service requests to the devices. 

	DIT.A.10
	The relevant expertise from device manufactures, DCC and its service providers will be available to support testing

	DIT.A.11
	The timescales for DIT are as indicated in the plan on a page shown in  Appendix D – 


Table 3 DIT Assumptions
*Should GBCS 2.0 device not be available for DIT then the approach will be revised to reflect the position.
[bookmark: _Toc500501650]Issues
	Reference
	Description

	DIT.I.01
	No commercial cover for support from device manufacturers.


[bookmark: _Ref489431405]Table 4 DIT Issues
[bookmark: _Ref497467355][bookmark: _Toc500501651]Dependencies
	Reference
	Description

	DIT.D.01
	DCC systems are ready and the environments are working

	DIT.D.02
	Tools to generate and send commands to end device are functioning and reliable

	DIT.D.03
	All device data provided by the manufacturers is correct

	DIT.D.04
	No issues seen in SIT that could impact DIT 

	DIT.D.05
	No issues seen in PIT for either CSP that could impact DIT

	DIT.D.06
	Latest Communications Hub firmware being available

	DIT.D.07
	Latest DSP release available

	DIT.D.08
	All resources are available to support DIT

	DIT.D.09
	ALM is configured correctly

	DIT.D.10
	Device selection is complete, and all selection criteria is met

	DIT.D.11
	Formal DCC DIT gate entry has been completed


[bookmark: _Toc489434986][bookmark: _Toc489435033][bookmark: _Toc489435120][bookmark: _Toc489435169][bookmark: _Toc491161401][bookmark: _Toc491161517][bookmark: _Toc491161628]Table 5 DIT Dependencies
[bookmark: _Toc500501652]Device Selection
DCC has selected meters and IHD/PPMIDs for use in DIT. The methodology and criteria used in the selection process is described in the DCC document Device Integration Testing selection activity[footnoteRef:3]. [3:  This document is a DCC Controlled artefact, but has been provided to SEC Panel Testing Advisory Group and the Secretary of State. Following the completion of Device Selection, DCC will consider making it available to SEC Parties] 

[bookmark: _DV_C205][bookmark: _DV_C206][bookmark: _DV_C208][bookmark: _DV_C210][bookmark: _DV_C212][bookmark: _DV_C214]Where, prior to the coming into effect of this Device Integration Testing Approach Document by virtue of its approval by the Secretary of State pursuant to section 8 of the SEC Variation Testing Approach Document for Release 2.0, the DCC has selected meters and/or IHDs/PPMIDs for use in DIT in accordance with the methodology and criteria described in the Device Integration Testing selection activity section of this document, the selections made by the DCC shall be as selections made and having effect under this document on the date on which it comes into effect.
[bookmark: _Toc491161403][bookmark: _Toc491161519][bookmark: _Toc491161630][bookmark: _Toc491161404][bookmark: _Toc491161520][bookmark: _Toc491161631][bookmark: _Toc491161405][bookmark: _Toc491161521][bookmark: _Toc491161632][bookmark: _Toc491161406][bookmark: _Toc491161522][bookmark: _Toc491161633][bookmark: _Toc491161407][bookmark: _Toc491161523][bookmark: _Toc491161634][bookmark: _Toc491161408][bookmark: _Toc491161524][bookmark: _Toc491161635][bookmark: _Toc491161409][bookmark: _Toc491161525][bookmark: _Toc491161636][bookmark: _Toc491161410][bookmark: _Toc491161526][bookmark: _Toc491161637][bookmark: _Toc491161411][bookmark: _Toc491161527][bookmark: _Toc491161638][bookmark: _Toc491161412][bookmark: _Toc491161528][bookmark: _Toc491161639][bookmark: _Toc491161413][bookmark: _Toc491161529][bookmark: _Toc491161640][bookmark: _Toc491161414][bookmark: _Toc491161530][bookmark: _Toc491161641][bookmark: _Toc491161415][bookmark: _Toc491161531][bookmark: _Toc491161642][bookmark: _Toc491161416][bookmark: _Toc491161532][bookmark: _Toc491161643][bookmark: _Toc491161417][bookmark: _Toc491161533][bookmark: _Toc491161644][bookmark: _Toc491161419][bookmark: _Toc491161535][bookmark: _Toc491161646][bookmark: _Toc491161420][bookmark: _Toc491161536][bookmark: _Toc491161647][bookmark: _Toc491161421][bookmark: _Toc491161537][bookmark: _Toc491161648][bookmark: _Toc491161422][bookmark: _Toc491161538][bookmark: _Toc491161649][bookmark: _Toc491161423][bookmark: _Toc491161539][bookmark: _Toc491161650][bookmark: _Toc491161424][bookmark: _Toc491161540][bookmark: _Toc491161651][bookmark: _Toc491161425][bookmark: _Toc491161541][bookmark: _Toc491161652][bookmark: _Toc491161426][bookmark: _Toc491161542][bookmark: _Toc491161653][bookmark: _Toc491161427][bookmark: _Toc491161543][bookmark: _Toc491161654][bookmark: _Toc491161428][bookmark: _Toc491161544][bookmark: _Toc491161655][bookmark: _Toc491161429][bookmark: _Toc491161545][bookmark: _Toc491161656][bookmark: _Toc491161430][bookmark: _Toc491161546][bookmark: _Toc491161657][bookmark: _Toc491161431][bookmark: _Toc491161547][bookmark: _Toc491161658][bookmark: _Toc491161432][bookmark: _Toc491161548][bookmark: _Toc491161659][bookmark: _Toc491161434][bookmark: _Toc491161550][bookmark: _Toc491161661][bookmark: _Toc491161437][bookmark: _Toc491161553][bookmark: _Toc491161664][bookmark: _Toc491161438][bookmark: _Toc491161554][bookmark: _Toc491161665][bookmark: _Toc491161439][bookmark: _Toc491161555][bookmark: _Toc491161666][bookmark: _Toc489435124][bookmark: _Toc489435397][bookmark: _Toc489514777][bookmark: _Toc490136540][bookmark: _Toc491161440][bookmark: _Toc491161556][bookmark: _Toc491161667][bookmark: _Toc490136541][bookmark: _Toc491161443][bookmark: _Toc491161559][bookmark: _Toc491161670][bookmark: _Toc491161444][bookmark: _Toc491161560][bookmark: _Toc491161671][bookmark: _Toc491161445][bookmark: _Toc491161561][bookmark: _Toc491161672][bookmark: _Toc491161447][bookmark: _Toc491161563][bookmark: _Toc491161674][bookmark: _Toc491161453][bookmark: _Toc491161569][bookmark: _Toc491161680][bookmark: _Toc491161460][bookmark: _Toc491161576][bookmark: _Toc491161687][bookmark: _Toc491161461][bookmark: _Toc491161577][bookmark: _Toc491161688][bookmark: _Toc489434992][bookmark: _Toc489435039][bookmark: _Toc489435127][bookmark: _Toc489435173][bookmark: _Toc491161462][bookmark: _Toc491161578][bookmark: _Toc491161689][bookmark: _Toc500501653]DIT Procedure
[bookmark: _Toc500501654]Entry Criteria
To enter DIT there are a number of prerequisites that are either met or have an appropriate workaround in place.
	Reference
	Criteria
	Evidence Required

	DIT.EN.1
	The formal DCC entry gate for DIT has been completed (see dependencies 0, DIT.D.11)
	Minutes of DCC DIT entry gate

	DIT.EN.2
	No issues have been identified in R2.0 SIT/PIT that impact the testing in DIT (see dependencies 0, DIT.D.04 and DIT.D.05)
	Confirmation from Programme Team that work off plans presented to PIT test assurance boards, and current SIT issues, do not impact start of DIT

	DIT.EN.3
	DCC has completed device selection and devices are available, or DCC has the approval from DCC/Industry/BEIS to be able to commence DIT with emulators
	Commercial arrangements with Device providers
Devices available in DCC DIT location

	DIT.EN.4
	DSP PIT testing has successfully completed
	Test assurance board completion certificate for DSP PIT for R2.0

	DIT.EN.5
	Environments have been successfully upgraded to the latest DSP release to support GBCS 2.0 as agreed at the DCC formal gate entry into DIT
	Confirmed from DCC DIT entry gate minutes

	DIT.EN.6
	SIT entry gate for Release 2.0 has been passed 
	Evidence from SI of successful start of SIT and readiness of suitable resources and environments to support DIT


Table 6 DIT Entry Criteria

[bookmark: _Toc500501655]Environment
The testing environment to be used to perform DIT must be able to support all the generation, sending and delivery of the DUIS service requests and alerts in scope of DIT.
The service user simulator will be able to simultaneously test devices that share a common HAN. 
Downtime of the environment will be kept to out of hours unless prior agreement is reached or the fix of a system blocking defect is required to continue testing. An essential security upgrade/fix would also justify suspension of testing. 
The DSP and CSP (including Communications Hubs) must be using the most recent baseline release of code/firmware. This must be the same as what is being testing in SIT.
DIT must test environment scenarios that simulate the possible states of the live environment of the smart meter roll out. Table 7 shows the potential scenarios that could be seen.  These must be regression tested to ensure the systems will work together before and after the upgrading of the different parts of the whole system. Functional testing will also be performed on the scenarios shown in the table.
R1.3 represents compliance with GBCS 1.0 and associated technical documentation as defined in TSG1 and was the first go live baseline of DCC systems.
R2.0 is the release of system code as defined by TSG2 and shows compliance with GBCS 2.0 and other associated documents and will be the second uplift to the live environment.
SMETS is the standard to which the meters are built to.

	Service User
	DSP/CSP
	CHs
	Meters
	Regression Testing

	R1.3
	R1.3
	CHTS v1.0
	SMETS2 v2.0
	Not required as is current baseline

	R1.3
	R2.0
	CHTS v1.0
	SMETS2 v2.0
	Required[footnoteRef:4] [4:  Final Scope of DIT regression testing to be confirmed] 


	R1.3
	R2.0
	v1.1 CH’s
	SMETS2 v2.0
	Required[footnoteRef:5] [5:  Final Scope of DIT regression testing to be confirmed] 


	R2.0
	R2.0
	CHTS v1.0
	SMETS2 v2.0
	Required*

	R2.0
	R2.0
	v1.1 CH’s
	SMETS2 v2.0
	Required

	R2.0
	R2.0
	v1.1 CH’s
	SMETS2 v3.0
	Required


Table 7 Release Baseline Matrix
*The upgrade from a communication Hub on R1.3 to R2.0 should be tested as this will be a high priority in the live environment. 
Devices used in the environment must all be approved at the change release board (CRB) and must be configured as new device. I.E. SMKI organisational certificates must contain ACB certificates in the supplier trust anchor cells, as per the OCA4 SMKI pack. 
All devices will use ZigBee test certificates
All SMKI certificates used will be from the SIT configuration.
All devices will be recorded in the Device Asset Library (DAL).
Communications Hubs
If re-using a Communications Hub in any test set it must not be associated with any previous devices so the CSPs and SI must check the DSP database for associations that are present. The Communications Hubs should be consistently de-commissioned in the DSP environment to minimise the need for manually re-flashing of Communications Hubs. 

Meters
Meters must also be configured as new. They must have the correct SIT SMKI test certificates installed and checked by SI prior to testing.
Should meters need to be de-commissioned this should be done in a consistent manner in the DSP environment to minimise the need for a manual clear down of meters.
Meters that are compliant with SMETS2 v3.0/GBCS v2.0 must be backwards compatible with the SMETS2 v2.0/GBCS 1.0 devices.
[bookmark: _Toc500501656]Test Set Up
The HP ALM system must be preconfigured in line with the test lab set up and the scope of tests to be performed. Data items must also be configured to allow for reporting of progress and issues seen.
[bookmark: _Toc500501657]Tools
Data logging must be available for issue management and resolution at the DSP and CSPs. ZigBee sniffer devices must be utilised for HAN level communications in the labs.
As stated above, The SI’s HP ALM will be used for testing process set up and issue management.
Other tools that are used could include,
File signing tool
UTRN generator
TRT decoding utility (triage purposes)
Ferret tool for monitoring motorway traffic
Service user simulator(s)[footnoteRef:6] [6:  Two service user simulators may be required for change of supplier or other SRs that involve the interaction with two or more party roles.] 

[bookmark: _Toc500501658]Data requirements
All device data specified in the following sections must be recorded in the DAL prior to testing.
[bookmark: _Toc500501659]CSP
The CSPs must provide the details of each Communications Hubs they are providing for DIT testing. The specific data items required by the SI are:
CHF: GUID
GPF: GUID
Firmware version
FlexNet ID (CSP N only)
[bookmark: _Toc500501660]Device Manufacturers
Device manufacturers must provide the following information prior to starting testing. This information is required for each device supplied.
GUID
ZigBee installation code
SMKI device certificate Signing Requests to generate the Device Certificates (serial numbers for digital signature and key agreement)
Firmware version number
Confirmation of,
ZigBee test certificates installed
OCA4 organisational certificates installed.
CPL documentation
Release notes



[bookmark: _Toc500501661]Resources Required
Table 8: Task Allocation shows the high-level tasks which are involved in the selection and operation of device integration. The table does not show the resources required, simply the task required. It is up to the specific roles to allocate the appropriate resource to the task.
	Task
	SI
	DSP
	CSP CS
	CSP N
	Device M’facturer
	DCC
	BEIS
	SEC Panel (TAG)

	Device Selection
	
	
	
	
	
	
	
	

	Planning
	x
	
	x
	x
	
	x
	x
	

	Running tests
	
	
	x
	x
	x
	
	
	

	Capturing logs
	
	
	x
	x
	x
	
	
	

	Assessing results
	x
	
	x
	x
	x
	x
	
	

	Communicating results
	
	
	
	
	
	x
	
	

	DIT 
	
	
	
	
	
	
	
	

	Planning
	x
	
	x
	x
	x
	x
	x
	

	Preparation of devices (including data)
	x
	x
	x
	x
	x
	x
	
	

	Preparation of the environments
	x
	x
	x
	x
	
	
	
	

	Performing tests
	x
	
	x
	x
	x
	
	
	

	Collecting logs
	x
	x
	x
	x
	x
	
	
	

	Triage
	x
	x
	x
	x
	x
	x
	
	

	Reporting of issues
	x
	
	
	
	
	x
	
	

	Reporting of progress
	x
	
	
	
	
	x
	
	

	Reporting to programme
	x
	
	
	
	
	x
	
	

	Reporting to industry
	
	
	
	
	
	x
	x
	

	Completion of Test Phase
	x
	
	
	
	
	x
	x
	x


[bookmark: _Ref489011103]Table 8: Task Allocation
[bookmark: _Toc500501662]Suspension Criteria and Resumption Requirement
In the event where any device (excluding Communications Hubs) is found to be in a state where the testing can no longer be performed then the device will become suspended. This can happen in the follow conditions
1. The install and commission process has failed and after triage the issue is found to be on the device. 
2. Device is unable to be placed in the correct mode of operation (credit or prepayment) to proceed with the testing. 
3. Device is physically damaged and dangerous to work on
4. Device becomes “bricked” or “frozen” where no response from any service request is obtained and communications are not possible.
Resumption of testing can commence once a fix has been identified and approved by the DCC change release board. However, if no fix is available then the device may be taken out of scope of DIT on the approval of DCC.
Should all meters become suspended at the same time then DIT will be suspended until a fix is implemented (see 1.6.1, DIT.R.12). DCC may seek to select Devices from different manufacturers to support the completion of DIT, a decision that will need to consider time elapsed and remaining, likelihood and availability of suitable devices, and progress through the test plan.
Device Manufacturers who are selected by DCC to participate in DIT will enter into a commercial agreement to fix defects within timescales defined in section 11 of the Testing Approach Document for Release 2.0. Failure to adhere to these timescales will result in formal escalations between DCC and the associated device manufactures. This applies to all devices supplied under the agreements.
[bookmark: _Toc497123457][bookmark: _Toc497123541][bookmark: _Toc497224560][bookmark: _Ref489460403][bookmark: _Toc500501663]Exit Criteria
The objectives of DIT are to test the modified DCC total system with enrolled devices and those that are compliant with SMETS2 v2.0 & SMETS2 v3.0. 
On the completion of DIT, a test completion report will be produced and presented to the DCC test assurance board for approval and to SEC Panel Testing Advisory Group to provide a recommendation to the SEC Panel.
The success/exit criteria for DIT are shown below. Note that defects and testing issues raised against selected Devices for DIT do not count towards the DCC defect mask.
	Reference
	Criteria
	Evidence Required

	DIT.EX.1
	At least one ESME, GSME and IHD/PPMID that have been selected to participate in DIT successfully completes all planned regression testing
	Test phase completion report and DCC test assurance board completion certificate

	DIT.EX.2
	Regression testing has been executed on each communication hub variant with all selected devices
	Test phase completion report and DCC test assurance board completion certificate

	DIT.EX.3
	For single band functional testing;
All planned tests per Communications Hub variant have been executed against all selected devices; and
100% pass rate on each Communications Hub variant for all the planned tests by testing any combination of the selected devices[footnoteRef:7] [7:  For example: CH1 may complete testing by successfully passing SRs with ESME1 and ESME2 plus only GSME2 and IHD1 or any combination of the selected device. CH2 may then complete with ESME2 only GSME1 and GSME2 and IHD 2. CH3 may complete with another combination of selected devices. The DCC may employ a “Heatmap” to report this type of test completion. This is on the proviso that the issues encountered are not related to Communications hub but proved to be in the end device.] 

	Test phase completion report and DCC test assurance board completion certificate

	DIT.EX.4
	There are no open defects against the DCC code base outside of the defect mask
	Test phase completion report and DCC test assurance board completion certificate

	DIT.EX.5
	For dual band functional testing:
All planned tests per Communications Hub variant have been executed against all selected devices, provided that in the absence of any suitable devices and subject to the consent of the Secretary of State, DCC may complete testing without using actual devices and;
A minimum of 85% of the completed tests have passed for non-business critical scenarios
All business-critical scenarios must achieve 100% pass.
	Test phase completion report and DCC test assurance board completion certificate

	DIT.EX.6
	All defects recorded in ALM against the DIT Testing Phase are covered by an agreed and documented work off plan, subject to the requirements of the DIT defect mask as described below
	Test phase completion report and DCC test assurance board completion certificate

	DIT.EX.7
	Subject to the availability of devices for testing, Install and Commission and firmware upgrades must have been completed on all SiLabs and NPX meter/Communications Hub combinations
	Test phase completion report

	DIT.EX.8
	Test results have been document and evidence captured
	Test phase completion report

	DIT.EX.9
	A complete set of test issue logs have been produced 
	Present in ALM

	DIT.EX.10
	Full test traceability to the test plan has been documented
	Test phase completion report

	DIT.EX.11
	Test phase completion report produced
	Approval by DCC test assurance board

	DIT.EX.12
	A test phase completion certificate for DIT has been issued by DCC test assurance board
	Certificate


Table 9 DIT Exit Criteria


[bookmark: _Ref495581698][bookmark: _Toc500501664]Defect Mask
The following table lists the standard target thresholds for outstanding test issues in DIT phase, as defined in the Service Provider contracts. This table is a variation of the tables in the Testing Approach Document for Release 2.0 and the data for DIT remains consistent with the Testing Approach Document. 
Selected devices (ESME, GSME and IHD/PPMID) are not included in this defect mask. The manufactures will endeavour to fix defects as part of the commercial contract undertaken with DCC. 
Any outstanding issues on devices will be reported as part of the test completion.
	Test Issue Severity
	1
	2
	3
	4
	5

	Number of outstanding Issues
	0
	0
	15
	30
	60

	Work Off Plan Timescales (working days from Quality Gate Meeting)
	n/a
	n/a
	20
	40
	60


Table 10 Defect Mask and Work Off Timescales
Note that:
· These figures are per Service Provider, i.e. 15 Severity 3s for the DSP, 15 for CSP N and 15 for CSP C/S
· The defect masks shall include any security defects within the relevant testing phase
· the DCC test assurance board, including industry representatives, may judge that the DIT Test Phase is complete if the target thresholds set in the Exit Criteria for the Test Phase Plan have not been achieved, provided that an agreed work off plan is in place
· If the DCC test assurance board, including industry representatives, believes that an exception for a Severity 2 issue at DIT exit should be considered, DCC will request an ex-committee review by the SEC Panel Testing Advisory Group before confirming DCC proposal to exit DIT, which would remain subject to SEC Panel agreement

[bookmark: _Toc488414612][bookmark: _Ref489513740][bookmark: _Toc500501665]Testing Issue Management
Testing issue management for DIT shall follow the requirements of section 11 of the Testing Approach Document for Release 2.0, with the following additional item:
· Should a device manufacturer wish to raise a defect they must complete the relevant form (DCC to provide on request) and then submit the form the SI to complete an entry in HP ALM. DCC will communicate back to the device manufacturer the defect number and the status. 
[bookmark: _Ref489512361][bookmark: _Toc500501666]Manufacturer Support Requirements
Commercial agreements must be agreed and signed with the selected device manufactures for them to provide support into DIT. The contents of the agreements must include:
Device manufacturers will support their products through this test phase through a mixture of onsite and remote support activities. 
Where the support is required on site, the manufacturer will collect the ZigBee logs using their own tools. 
Where remote support is required, and a defect is raised the SI will be allocated the defect to the appropriate fix organisation after triage. The DCC and its service providers will provide all the necessary logs to the device manufacture and follow up on actions through the normal process.
Defects must be managed in line with the process and fix time described in Testing Issue Management
Onsite support to be available with at least one working days’ notice.
Manufacturers will provide replacement units with the associated data as necessary to continue testing in the event of a faulty unit being discovered.
[bookmark: _Toc500501667]Installation & Commissioning
For install and commission activities the onsite support is required from device manufacturers. CSPs will represent communication hub manufactures in this case. Device manufacturers must provide onsite support for this part of testing due to the critical nature of install and commission.  
[bookmark: _Toc500501668]Firmware Upgrades
Where an Over the Air (OTA) firmware upgrade is required from a device manufacturer, that manufacturer will provide the following to the DCC:
DCC Testing CPL documentation for the new firmware
Release notes for the new firmware
OTA image
OTA header
If the OTA process is not possible then the device manufacturer must attend site and manually upgrade the devices. The manufacturer must remain on site until the upgrade is complete and proven to be successful. If this is not possible the device may become suspended.
The CPL and release notes must be provided by the device manufacturer whenever a new firmware is required. It must be approved at the DCC change release board before it can be deployed and used in the test environment.

[bookmark: _Toc489514802][bookmark: _Toc490136565][bookmark: _Toc491161359][bookmark: _Toc491161488][bookmark: _Toc491161604][bookmark: _Toc491161715][bookmark: _Ref489016055][bookmark: _Ref490136005][bookmark: _Toc500501669]Test Plan
The ZIP file attached below are the detailed description of each of the business scenarios to be tested in Device Integration Testing. The file includes
Critical business scenarios
Decommission device
In Home Displays (IHD)
Install and commission (MOP)
No WAN installation using local command delivery
Org certificates, device certificates, meter reading and price update
Prepayment
Change of mode and firmware
Change of Supplier
Change of Tenancy
Comms Hub replacement



[bookmark: _Toc500501670]RASCI

R – Responsible
A – Accountable
S – Supporting
C - Consulted
I - Informed

	Task
	SI
	DSP
	CSP CS
	CSP N
	Device Manufacture
	DCC
	BEIS
	SEC Panel (TAG)

	Device Selection
	
	
	
	
	
	
	
	

	Planning
	C
	
	C
	C
	
	R, A
	C
	

	Running tests
	I
	
	R
	R
	
	A
	I
	

	Capturing logs
	
	
	R
	R
	R
	I
	
	

	Assessing results
	C
	
	C
	C
	
	R, A
	C
	

	Communicating results
	I
	
	I
	I
	I
	R, A
	I
	I

	DIT 
	
	
	
	
	
	
	
	

	Planning
	C
	
	C
	C
	
	R, A
	C
	

	Preparation of Devices (including data)
	A
	R
	R
	R
	R
	R
	
	

	Preparation of the environments
	R
	A
	A
	A
	
	I
	
	

	Performing tests
	A
	
	R
	R
	R
	I
	
	

	Collecting logs
	A
	
	R
	R
	R
	I
	
	

	Triage
	A
	R
	R
	R
	R
	I
	C*
	

	Reporting of issues
	R
	I
	I
	I
	I
	A
	I
	

	Reporting of progress
	R
	I
	I
	I
	I
	A
	I
	I



* BEIS may be consulted on Triage activities if needed but the normal process is to triage with the parties involved. 
[bookmark: _Toc500501671]CSP Lab Set Up
Smart Meter sets will be set up per variant as shown in the following diagrams. The diagrams indicate the devices to be used on each set and the test scenarios that will be conducted. For example, ESME exchange will require two ESMEs to be used in the test, therefore 2 are required in the set.
Note: The devices shown may/may not be used at the same time but indicate the device requirements to fulfil the scope of testing.  Each variant of Communications Hub will have sets in these configurations.
[image: ]
Figure 1: Single Band - Core Sets
[image: ]
Figure 2: Single Band - Non Core Sets



Figure 3: Dual Band - Core Sets


Figure 4: Dual Band - Non Core Sets

[bookmark: _Toc495583350][bookmark: _Toc500501672][bookmark: _Ref489511941]Plan on Page 
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AGENDA

T

1 Context

2 Business Scenario’s

3 Device/DCC Alerts

4 Pre-requisites

5 Scenario 1 - Tariff Update (Product Change) — Electricity

6 Scenario 2 - Tariff Update (Product Change) — Gas

7 Scenario 3 - Change of Mode (Product Change) - PP to CR - Electricity
8 Scenario 4 - Change of Mode (Product Change) - PP to CR - Gas

9 Scenario 5 - Change of Mode (Product Change) - CR to PP - Electricity

10 | Scenario 6 - Change of Mode (Product Change) - CR to PP - Gas

11 | Firmware Alerts

12 | Firmware System Interaction Diagram
13 Scenario 7 - Firmware Update

14 | Scenario 8 - Firmware Activation
15 Questions
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CONTEXT

DCC view on Change of Mode and Firmware scenario’s to support E2E test issues
resolution

Standardised service request sequence (as much as possible)

DCC user backend system integration or third parties integration is out of scope
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BUSINESS SCENARIO’S

Payment Type | Fuel Type

Tariff Update (Product Change) PP/CR Electricity IS
Tariff Update (Product Change) PP/CR Gas GS
Change of Mode — PP to CR (Product Change) Prepayment Electricity IS
Change of Mode - PP to CR (Product Change) | Prepayment Gas GS
Change of Mode - CR to PP (Product Change) Credit Electricity IS
Change of Mode - CR to PP (Product Change) | Credit Gas GS
Firmware Update PP/CR GAS/ELEC IS/IGS
Firmware Activation PP/CR GAS/ELEC ISIGS
G Data o
Communications DCC Controlled 4
~ Company







ALERTS

N18-N23 DCC Firmware Distribution Failure
O0x8F1C Device Firmware Verification Status - Failure
O0x8F72 Device Firmware Verification Status — Success
0x8F66 Device Future Dated Command Outcome — Success
O0x8F67 Device Future Dated Command Outcome - Failure
G Data o
Communications DCC Controlled 5
- Company







PRE-REQUISITES

Device id specified within Service Request must have been pre notified to DCC
Supplier Trust anchors are populated with certificates

Same SR’s sequence can be utilised by multiple business scenario’s

Prepayment KAK certificate is already populated on credit and prepayment meter
ESME/GSME firmware updates are in scope for discussion

Firmware Management is two steps process i.e. Firmware Update and Firmware
Activation

Each Device ID in the update firmware list must be in status ‘Commissioned’
The maximum firmware image size is 750 KB
Traditional industry flows (e.g. D0O010 ) are out of scope for discussion

All the devices in device list (update firmware command) should have same digital
signature certificates
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Scenario 1 - Tariff Update (Product Change) - Electricity
Scenario 2 - Tariff Update (Product Change) — Gas
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SCENARIO-1/2

SR Description __________|Comment

1.1.1  Update Import Tariff (Primary Element) Tariff And Price Update

4.4.2 | Retrieve Change of Mode/Tariff Triggered Billing Data Log | Meter Reading
5.3 Delete Schedule Optional - If Change in Schedule
5.1 Create Schedule Optional - If Change in Schedule

3.1 Display Message
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Communications DCC Controlled 8
- Company







Scenario 3 - Change of Mode - PP to CR - Electricity
Scenario 4 - Change of Mode - PP to CR - Gas
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SCENARIO-3/4

SR Descripton _____ Comment

1.1.1  Update Import Tariff (Primary Element) Tariff And Price Update

1.6 Update Payment Mode Payment Mode = Credit

4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading

1.5 Update Meter Balance

5.3 Delete Schedule Optional - If Change in Schedule
5.1 Create Schedule Optional - If Change in Schedule

3.1 Display Message
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Scenario 5 - Change of Mode — CR to PP - Electricity
Scenario 6 - Change of Mode — CR to PP - Gas
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SCENARIO-5/6

SR Descripton ___________ Comment

2.1 Update Prepay Configuration

1.6 Update Payment Mode Payment Mode = Prepayment
1.1.1  Update Import Tariff (Primary Element) Tariff And Price Update

4.4.2 | Retrieve Change of Mode/Tariff Triggered Billing Data Log | Meter Reading

2.3 Update Debt

1.5 Update Meter Balance

5.3 Delete Schedule Optional - If Change in Schedule
5.1 Create Schedule Optional - If Change in Schedule

3.1 Display Message
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Scenario 7 - Firmware Update
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FIRMWARE SYSTEM INTERACTION DIAGRAM
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SCENARIO-7

SR Descripion | Comment

11.1 Update Firmware Device List = Maximum ‘50,000’ Device GUID

Update Firmware command is not supported by Local Command Delivery
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Scenario 8 - Firmware Activation
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SCENARIO-8

SR Descripton | Comment

11.3 Activate Firmware Individual SR for each GUID for firmware activation

If Device Status is suspended then DCC system update it to status it held
immediately prior to it’s suspension
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QUESTIONS ?
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1 Context

2 Business Scenario’s

3 Device/DCC Alerts

4 Pre-requisites

5 Change of Supplier — Certificate exchange diagram

6 Scenario 1 - Change of Supplier (Gain) — Elec - Credit

7 Scenario 2 - Change of Supplier (Gain) — Gas - Credit

8 Scenario 3 - Change of Supplier (Gain) — Elec - Prepayment
9 Scenario 4 - Change of Supplier (Gain) — Gas - Prepayment

10 | Scenario 5 - Change of Supplier (Loss) — Elec — Credit
11  Scenario 6 - Change of Supplier (Loss) - Gas — Credit
12 | Scenario 7 - Change of Supplier (Loss) — Elec — Prepayment
413 Scenario 8 - Change of Supplier (Loss) — Elec - Prepayment

14 | Questions
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CONTEXT

DCC view on Change of Supplier (Gain, Loss) scenario’s to support E2E test issues
resolution

Standardised service request sequence (as much as possible)

DCC user backend system integration or third parties integration is out of scope example:
Industry Flows
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Change of Supplier — Gain
Change of Supplier — Gain

Change of Supplier — Gain

Change of Supplier — Gain
Change of Supplier — Loss
Change of Supplier — Loss
Change of Supplier — Loss
Change of Supplier — Loss

Credit
Credit
Prepayment
Prepayment
Credit
Credit
Prepayment

Prepayment

BUSINESS SCENARIO’S

Payment Type | Fuel Type

Electricity

Gas
Electricity

Gas
Electricity
Gas
Electricity

Gas

GS
IS

GS
IS
GS
IS
GS

Data o
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ALERTS

N27 DCC Trigger by ACB to Old Supplier
N17 DCC Schedule removal because of CoS
G Data o
Communications DCC Controlled 5
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PRE-REQUISITES

Device id specified within Service Request must have been pre notified to the DCC

Supplier Trust anchors are populated with Digital Signature, Key Agreement Key and
Prepayment Key Agreement Key certificates on ESME, GSME and GPF

There are no changes in DNO or GT certificates on Change of Supplier (Gain) scenario
Read Inventory process is completed by new supplier

Same SR’s sequence can be utilised by multiple business scenario’s

Traditional industry flows (e.g. D0O010 ) are out of scope for discussion
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Scenario 1 - Change of Supplier (Gain) - Elec - Credit
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SCENARIO-1

SR Descripton | Comment

6.23 Update Security Credential (CoS) Supplier Certificates
1.1.1 Update Import Tariff (Primary Element)
1.6 Update Payment Mode
4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading
5.1 Create Schedule DSP Schedule
6.8 Update Device Configuration (Billing Calendar)
1.5 Update Meter Balance
3.4 Update Supplier Name
6.25 Set Electricity Supply Tamper State
6.4.1 Update Device Configuration (Load Limiting)
6.22 Configure Alert Behaviour
6.12 Update Device Configuration (Instantaneous Power Threshold)
3.1 Display Message
Data
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Scenario 2 - Change of Supplier (Gain) - Gas - Credit
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SCENARIO-2

SR Descripton _____ Comment

6.23 Update Security Credential (CoS) GSME - Supplier Certificates
6.23 Update Security Credential (CoS) GPF-Supplier Certificates
1.1.1 Update Import Tariff (Primary Element)

1.6 Update Payment Mode

4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading

5.1 Create Schedule

6.8 Update Device Configuration (Billing Calendar)

1.5 Update Meter Balance

6.6 Update Device Configuration (Gas Conversion)

3.4 Update Supplier Name

6.22 Configure Alert Behaviour

3.1 Display Message

Data
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Scenario 3 - Change of Supplier (Gain) — Elec - Prepayment
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SCENARIO-3

SR Descripton _______ Comment

6.23 Update Security Credential (CoS) Supplier Certificates
2.1 Update Prepay Configuration
1.6 Update Payment Mode

1.1.1 Update Import Tariff (Primary Element)

442 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading

5.1 Create Schedule DSP Schedule

6.8 Update Device Configuration (Billing Calendar)

2.3 Update Debt Reset/Update Debt
1.5 Update Meter Balance

3.4 Update Supplier Name

6.25 Set Electricity Supply Tamper State
6.4.1 Update Device Configuration (Load Limiting)
6.22 Configure Alert Behaviour

6.12 Update Device Configuration (Instantaneous Power Threshold)
3.1 Display Message
Data
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Scenario 4 - Change of Supplier (Gain) - Gas - Prepayment
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SCENARIO-4

SR Descripion _______ Comment

6.23 Update Security Credential (CoS) GSME
6.23 Update Security Credential (CoS) GPF
2.1 Update Prepay Configuration

1.6 Update Payment Mode

1.1.1 Update Import Tariff (Primary Element)

442 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading

5.1 Create Schedule DSP Schedule

6.8 Update Device Configuration (Billing Calendar)

2.3 Update Debt Reset/Update Debt
1.5 Update Meter Balance

6.6 Update Device Configuration (Gas Conversion) Update CV value
3.4 Update Supplier Name

6.22 Configure Alert Behaviour
3.1 Display Message
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Scenario 5 - Change of Supplier (Loss) — Elec - Credit
Scenario 6 - Change of Supplier (Loss) — Gas — Credit
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SCENARIO-5/6

SR Description | Comment

4.6.1 Retrieve Import Daily Read Log = Meter Reading (midnight read)

5.3 Delete Schedule Optional — As DSP schedule will be deleted by SR 6.23
G Data o
Communications DCC Controlled 18
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Scenario 7 - Change of Supplier (Loss) — Elec — Prepayment
Scenario 8 - Change of Supplier (Loss) — Gas - Prepayment
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SCENARIO-7/8

SR Description | Comment

4.3 Read Instantaneous Prepay Values Retrieve Prepayment Values
2.3 Update Debt Reset Debt
1.6 Update Payment Mode Change payment mode to ‘Credit’
4.6.1  Retrieve Import Daily Read Log Meter Reading (midnight read)
5.3 Delete Schedule Optional — As DSP schedule will be deleted by SR 6.23
G Data o
Communications DCC Controlled 20
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QUESTIONS ?
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AGENDA
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Context

Business Scenario’s
Device/DCC Alerts
Pre-requisites

Business Scenario’s — Move Out

Business Scenario’s — Move In
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Questions
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CONTEXT

DCC view on ‘Change of Tenancy’ scenario’s to support E2E test issues resolution

Standardised service request sequence (as much as possible)
Energy Supplier backend system integration or third parties integration is out of scope
example: Industry Flows
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BUSINESS SCENARIO’S

Payment Mode | Fuel Type

Change of Tenancy Move-Out Credit Electricity
Change of Tenancy Move-Out Credit Gas GS
Change of Tenancy Move-Out Prepayment Electricity IS
Change of Tenancy Move-Out Prepayment Gas GS
Change of Tenancy Move In (no Mode Change) Credit Electricity IS
Change of Tenancy Move In (no Mode Change) Credit Gas GS
Change of Tenancy Move In (no Mode Change) Prepayment Electricity IS
Change of Tenancy Move In (no Mode Change) Prepayment Gas GS
Change of Tenancy Move In (PP To CR) Prepayment Electricity IS
Change of Tenancy Move In (PP To CR) Prepayment Gas GS
Change of Tenancy Move In (CR To PP) Credit Electricity IS
Change of Tenancy Move In (CR To PP) Credit Gas GS
G Data o
Communications DCC Controlled 4
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ALERTS

Cancellation of “Future Dated Response Pattern (DSP)” requests because of
N3 DCC Change of Tenancy

N4 DCC Removal of “Other User” - DCC Schedules because of Change of Tenancy
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PRE-REQUISITES

Device id specified within Service Request must have been pre notified to DCC
There will be two separate business requests: Move-Out and Move-In

Same SR’s sequence can be utilised by multiple business scenario’s
Wildcards are not permitted when setting the Date Time in SR 3.2
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Scenario-1: Change of Tenancy Move Out - Elec Credit
Scenario-2: Change of Tenancy Move Out — Gas Credit
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SCENARIO-1 AND SCENARIO-2

SR Descripon ________ Comment

3.2 Restrict Access for Change of Tenancy
3.5 Disable Privacy PIN Disable Pin
1.1.1  Update Import Tariff (Primary Element) Update Tariff and Price
4.6.1 | Retrieve Import Daily Read Log Mid-Night Meter Reading
442 RetrieveCoMOrTariffTriggeredBillingDatalog Meter Reading at the time of
Tariff/Payment Mode Update
1.5 Update Meter Balance Adjust/Reset Meter Balance if required
5.3 Delete Schedule
5.1 Create Schedule Default Schedule
3.1 Display Message
G Data o
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Scenario-3: Change of Tenancy Move Out - Elec Prepayment
Scenario-4: Change of Tenancy Move Out — Gas Prepayment
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SCENARIO-3 AND SCENARIO-4

SR Descripon ________ Comment

3.2 Restrict Access for Change of Tenancy

3.5 Disable Privacy PIN Disable Pin

1.1.1  Update Import Tariff (Primary Element) Update Tariff and Price
4.6.1 | Retrieve Import Daily Read Log Mid-Night Meter Reading
442 RetrieveCoMOrTariffTriggeredBillingDatalLog Meter Reading at the time of

Tariff/Payment Mode Update
2.3 Update Debt

1.5 Update Meter Balance Adjust/Reset Meter Balance if required
5.3 Delete Schedule
5.1 Create Schedule
3.1 Display Message
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Scenario-5: Change of Tenancy Move In - Elec CR (no Mode Change)
Scenario-6: Change of Tenancy Move In - Gas CR (no Mode Change)
Scenario-7: Change of Tenancy Move In - Elec PP (no Mode Change)
Scenario-8: Change of Tenancy Move In - Gas PP (no Mode Change)
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SCENARIO-5, SCENARIO-6, SCENARIO-7, SCENARIO-8

SR Descripon ________ Comment

3.2 Restrict Access for Change of Tenancy

3.5 Disable Privacy PIN Disable Pin

1.1.1  Update Import Tariff (Primary Element) Update Tariff and Price

2.1 Update Prepay Configuration * Non-Disablement Calendar
*  Prepayment Setting

2.3 Update Debt Update Debt

4.6.1 | Retrieve Import Daily Read Log Mid-Night Meter Reading

442 RetrieveCoMOrTariffTriggeredBillingDatalog Meter Reading at the time of
Tariff/Payment Mode Update

1.5 Update Meter Balance Adjust/Reset Meter Balance if required

5.3 Delete Schedule Optional - If Change in Schedule

5.1 Create Schedule Optional - If Change in Schedule

3.1 Display Message
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Scenario-9: Change of Tenancy Move In - Elec (PP to CR Mode Change)
Scenario-10: Change of Tenancy Move In — Gas (PP to CR Mode Change)
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SCENARIO-9 AND SCENARIO-10

SR Descripton __________ Comment

3.2 Restrict Access for Change of Tenancy
3.5 Disable Privacy PIN Disable Pin
1.1.1  Update Import Tariff (Primary Element) Update Tariff and Price

1.6 Update Payment Mode Payment = ‘Credit’

4.6.1 Retrieve Import Daily Read Log Mid-Night Meter Reading

4.4.2 RetrieveCoMOrTariffTriggeredBillingData A Meter Reading at the time of Tariff/Payment Mode
Log Update

4.14  Read Prepayment Daily Read Log Mid-Night Prepayment Data

1.5 Update Meter Balance Adjust/Reset Meter Balance if required

5.3 Delete Schedule Optional - If Change in Schedule

5.1 Create Schedule Optional - If Change in Schedule

3.1 Display Message
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Scenario-11: Change of Tenancy Move In - Elec (CR to PP Mode Change)
Scenario-12: Change of Tenancy Move In - Gas (CR to PP Mode Change)
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SCENARIO-11 AND SCENARIO-12

SR Descripon _______ Comment

3.2 Restrict Access for Change of Tenancy
3.5 Disable Privacy PIN Disable Pin

1.1.1 Update Import Tariff (Primary Element) @ Update Tariff and Price

2.1 Update Prepay Configuration * Non-Disablement Calendar
* Prepayment Setting
1.6 Update Payment Mode  Payment = ‘Prepayment’
* Debt Collection Settings and Disablement
Threshold
4.6.1 | Retrieve Import Daily Read Log Mid-Night Meter Reading
4.4.2 RetrieveCoMOrTariffTriggeredBillingDat Meter Reading at the time of Tariff/Payment Mode
alog Update
2.3 Update Debt
1.5 Update Meter Balance Adjust/Reset Meter Balance if required
5.3 Delete Schedule Optional - If Change in Schedule
5.1 Create Schedule Optional - If Change in Schedule

3.1 Display Message
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QUESTIONS ?
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AGENDA

W e

Context

Comms Hub Replacement Scenario’s

Comms Hub Replacement — Device/DCC Alerts
Comms Hub Replacement - Pre-requisites

Key Assumptions

Scenario 1- Elec Only Site

Scenario 2 - Gas Only Site

00N Ol AW N =

Scenario 3 - Dual Fuel Site- each fuel supplied by different supplier -
CHF Replacement by Electricity Supplier

9  Scenario 4 - Dual Fuel Site- each fuel supplied by different supplier -
CHF Replacement identified by Gas Supplier

10 Questions
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CONTEXT

DCC view on Comms Hub Replacement scenario’s to support E2E test issues
resolution

Standardised service request sequence (as much as possible)

DCC user backend system integration or third parties integration is out of
scope example: mobile Integration
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CHF REPLACEMENT - BUSINESS SCENARIO’S

CHF Replacement by Electricity Supplier (Elec Only Site) IS
CHF Replacement by Gas Supplier (Gas Only Site) GS
CHF Replacement by Electricity Supplier (Dual Fuel Site- each fuel supplied by
different supplier) IS/IGS
CHF Replacement identified by Gas Supplier (Dual Fuel Site- each fuel supplied
by different supplier) ISIGS
G Data o
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CHF REPLACEMENT - ALERTS

N30 DCC CHF Device Log Restored
N31 DCC GPF Device Log Restored
N9 DCC Decommission of Communications Hub
Remote Party (e.g. Network Operator) whose certificate has been
N42 DCC places on Device
0x8183 Device Device joined SMHAN
G Data o
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CHF REPLACEMENT- PRE-REQUISITES

Device pre-notification to DCC is completed
WAN matrix checks are completed
Full WAN coverage

ACB certificates are pre-populated on supplier/network operator trust
anchors of GPF

= For Gas site, the DSP schedule is created on GPF
» This is for live CHF replacement process
» |nstaller is onsite to perform job
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KEY ASSUMPTION

» The Comms Hub does not have to be commissioned during installation as it is

set to ‘Commissioned’ in the DCC Smart Inventory when it connects to the SM
WAN

* |In duel fuel multi-supplier scenario, the CHF replacement is performed by lead
supplier
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Scenario-1: CHF Replacement by Electricity Supplier
(Elec Only Site)
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Energy Supplier

8.12.1 Restore HAN Device Log \ Data

8.3 Decommission Device

. =

=

Meter Operator

¢
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SCENARIO-1
SR Description ________Comment

8.12.1 | Restore HAN Device Log Target ID: New CHF ID
Wait for Device Alert 0x8183
8.3 Decommission Device Target ID: Old CHF ID
G Data o
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Scenario-2: CHF Replacement by Gas Supplier (Gas
Only Site)

¢
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£.42.1 Regtors HAM Devios Log

E.12.2 Restore GPF Device Log

E.E.2 Unjoin Devioe [Mon-Critical)

.72 .boin Device [Mor-Critical)

B3 Deoomenission Devics

8,24 Request Handowver of DOC Controfled Device

{:
- £.21 Reguest Handover of DCC Controlled Device e n?taﬁﬁmnicaﬁms [ CTE :} gi";z: E’g}

Energy Supplier

E.17 |ssus Security Credential
£.15.2 Update Seowrity Credential |Devioe])
E.17 |ssues Security Cradential

E.15.2 Update Seourity Cradential |Devios)
E.1 Creais Schedule

TOM Commandsa

g - [0

- HE
A - HED
Devie Cerifficate - EAK

Diwicy Criir

Smart kietering
Infrastrucoure [Shael)

Meter Operator
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SCENARIO-2
SR Descripton _____ Comment

8.12.1 | Restore HAN Device Log Target ID: New CHF ID

8.12.2 | Restore GPF Device Log Target ID: New GPF ID
Wait for Device Alert 0x8183

8.8.2 | Unjoin Device (Non-critical) Unjoin GSME To Old GPF

8.7.2  Join Device (Non-critical) Join GSME To New GPF

8.3 Decommission Device Target ID: Old CHF

6.21 Request Handover of DCC Controlled Device New GPF - Supplier Certificate
6.21 Request Handover of DCC Controlled Device | New GPF - Network Operator

Certificate
6.17 Issue Security Credential New GPF Rekey - Digital Signature
6.15.2  Update Security Credential (Device) New GPF Rekey - Digital Signature
6.17 Issue Security Credential New GPF Rekey — Key Agreement Key
6.15.2 | Update Security Credential (Device) New GPF Rekey — Key Agreement Key
5.1 Create Schedule Device ID = New GPF ID. Could be
multiple schedule
Trigger TOM Commands Trigger Set of TOM Commands SR’s
Data
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Scenario-3: CHF Replacement by Electricity Supplier
(Dual Fuel Site- each fuel supplied by different supplier)

¢

Data
Communications DCC Controlled
Company

14







b
M20 Supplier-B
Network ({ ‘j) A | l:} pp
{ Haz (4 2 | M31 ).
Operator 1 i3 y
| ND r}
supplier-A .21 Requeat Handover of DCC Controlled Device
.21 Requeat Handover of DCC Controlled Device
6.17 lasue Security Credential
£.12.1 Restore HAM Device Log 5 3
Communications £.15.2 Update Security Credential (Device)
| | 8122 Restore GPF Device Log Company
— _ - .17 lasue Security Credential oo ond
Energy Supplier 8.8.2 Unjoin Device (Mon-Critical)

Emergy Supplier
£.15.2 Update Security Credential (Device)
8.7.2 Join Device (Mon-Critical) E.1 Create Schedula

£.3 Decommizaion Device

< TOM Commands 5

WAN

HeD
0%
i9E - U5

5
evice Certthicate - BAR

-
o
ovice Certtcate -

.\.
H

-

H

Smart Metering
Infrastructure (SMEI)

' n Meter Operator
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SCENARIO-3 (SUPPLIER-A)

SR Description [ Comment

8.12.1 | Restore HAN Device Log Target ID: New CHF ID
8.12.2 | Restore GPF Device Log Target ID: New GPF ID
Wait for Device Alert 0x8183
8.8.2 Unjoin Device (Non-critical) Unjoin GSME To Old GPF
8.7.2 | Join Device (Non-critical) Join GSME To New GPF
8.3 Decommission Device Target ID: Old CHF
G ggﬁmunications DCC Controlled 16
_ Company







SCENARIO-3 (SUPPLIER-B)
SR Description ______ Comment

Wait for Device Alert 0x8183 or
Read Device Log

6.21 Request Handover of DCC Controlled Device | New GPF - Supplier Certificate
6.21 Request Handover of DCC Controlled Device = New GPF — Network Operator

Certificate
6.17 Issue Security Credential New GPF Rekey - Digital Signature
6.15.2 Update Security Credential (Device) New GPF Rekey - Digital Signature
6.17 Issue Security Credential New GPF Rekey — Key Agreement Key
6.15.2 Update Security Credential (Device) New GPF Rekey — Key Agreement Key
5.1 Create Schedule Device ID = New GPF ID.
Could be multiple schedule
Trigger TOM Commands Trigger Set of TOM Commands SR’s
G Data o
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Scenario-4: CHF Replacement Identified by Gas Supplier
(Dual Fuel Site- each fuel supplied by different supplier)
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DCC Incident

A
{1 ] 1 |
Network @[ ))) {1 e (s 3 | W30 Supplier-B
Operator A Al | W31
| Na
Supplier-A .21 Request Handover of DCC Controlled Device

8.21 Request Handowver of DCC Controlled Devios

B.17 laguwe Smourity Credential
5.12.1 Restore HAN Devioe Log g
3 Cammunications B.15.2 Update S=aurity Credantial (Devios)

Energy Supplier

8.45.2 Update Security Credential {Davice)
8.7.2 Join Device [Mon-Critical)
" 5.1 Create Schedule

8.3 Deoommission Device

TOM Commands E

WAN )_j
-',I_

W - W50

S0 - 450
Dniios Cartificats - 05

Smart Metering
Infrastructure [SMEKI]

E Meter Operator

8.12.2 Rastora GPF Davios Log Company
E.17 lague Security Credential
5.8.2 Unjoin Devios (Mon-Critioal)

Energy Supplier

Drvios Cortificais - KAK

¢

Data

Communications DCC Controlled
Company

19







SCENARIO-4 (SUPPLIER-A)

SR Description [ Comment

8.12.1 | Restore HAN Device Log Target ID: New CHF ID
8.12.2 | Restore GPF Device Log Target ID: New GPF ID
Wait for Device Alert 0x8183
8.8.2 Unjoin Device (Non-critical) Unjoin GSME To Old GPF
8.7.2 | Join Device (Non-critical) Join GSME To New GPF
8.3 Decommission Device Target ID: Old CHF
G ggﬁmunications DCC Controlled 20
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SCENARIO-4 (SUPPLIER-B)
SR Description ______ Comment

Wait for Device Alert 0x8183 or
Read Device Log

6.21 Request Handover of DCC Controlled Device | New GPF - Supplier Certificate
6.21 Request Handover of DCC Controlled Device = New GPF — Network Operator

Certificate
6.17 Issue Security Credential New GPF Rekey - Digital Signature
6.15.2 Update Security Credential (Device) New GPF Rekey - Digital Signature
6.17 Issue Security Credential New GPF Rekey — Key Agreement Key
6.15.2 Update Security Credential (Device) New GPF Rekey — Key Agreement Key
5.1 Create Schedule Device ID = New GPF ID.
Could be multiple schedule
Trigger TOM Commands Trigger Set of TOM Commands SR’s
G Data o
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QUESTIONS ?
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AGENDA

= Context
= Critical Business Scenario’s
= Critical Alerts

= Next Steps

* [nstall and Commission - Pre-requisites

= SR Sequence - Install & Commission (ESME Credit)

= SR Sequence - Install & Commission (GSME Credit)

= SR Sequence - Install & Commission (ESME Prepayment)
= SR Sequence - Install & Commission (GSME Prepayment)
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CONTEXT

DCC suggested view on business scenario’s to support E2E test issues
Standardised service request sequence (as much as possible)
This is initial framework for discussion

DCC user backend system integration or third parties integration is out
of scope
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CRITICAL BUSINESS SCENARIO’S

Business Scenario Description m

Install & Commission - ESME Credit High
Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - GSME Credit High
Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - ESME Prepayment High
Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - GSME Prepayment High
Install & Commission (Incl. Post Commissioning Activities)
De-Commissioning De-Commission - ESME Credit R
De-Commissioning De-Commission - GSME Credit e
De-Commissioning De-Commission - ESME Prepayment clERa
De-Commissioning De-Commission - GSME Prepayment lEEl
Prepayment - ToP Up Prepayment Device ToP Up via WAN High

Prepayment Device ToP Up - Directly via
Local Prepayment ToP Up PPMID/Meter (Device Dependency) High
G Data o
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CRITICAL BUSINESS SCENARIO’S

Business Scenario Description Priorities

Join/UnJoin PPMID/IHD - ESME (Incl. Post Meter

Join/UnJoin PPMID/IHD Certificate Refresh Process) High
Join/Unjoin PPMID/IHD - GSME (Incl. Post Meter
Join/Unjoin PPMID/IHD Certificate Refresh Process) High
CHF Replacement CHF Replacement by Electricity Supplier High
CHF Replacement CHF Replacement by Gas Supplier High
Consumer - Payment Mode Consumer - Payment Mode Change (Credit To
Change Prepayment) High
Consumer - Payment Mode Consumer - Payment Mode Change (Prepayment To
Change Credit) High
Change of Supplier (Gain) Change of Supplier (Gain) - ESME Credit High
Change of Supplier (Gain) |Change of Supplier (Gain) - GSME Credit High
Change of Supplier (Gain) Change of Supplier (Gain) - ESME Prepayment High
Change of Supplier (Gain) |Change of Supplier (Gain) - GSME Prepayment High
Change of Supplier (Loss) Change of Supplier (Loss) - ESME Credit Medium
Change of Supplier (Loss) |Change of Supplier (Loss) - GSME Credit Medium
G Data o
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CRITICAL BUSINESS SCENARIO’S

Business Scenario Description Priorities

Change of Supplier (Loss) Change of Supplier (Loss) - ESME Prepayment Medium

Change of Supplier (Loss) Change of Supplier (Loss) - GSME Prepayment Medium

Price Change Global Price Change Medium
Certificate Management - Certificate Management - Supplier (Incl.
Supplier (Incl. PP) Prepayment) Medium
Meter Reading Schedule Retrieve Meter Reading and Profile Data using DSP
Management Schedule/Billing Calendar Medium
Change of Tenancy Change of Tenancy - Move-In Medium
Change of Tenancy Change of Tenancy - Move-Out Medium
Firmware Management Management of Update/Activation of Firmware High
G Data o
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CRITICAL ALERTS

Comms Hub Replacement N30 Restore HAN Log
Comms Hub Replacement N31 Restore GPF Log
PPMID Replacement N43 PPMID Removal
Install and Commission N24 Update HAN Device Log - Success
Install and Commission N25 Update HAN Device Log - Failure
Firmware N18-N23 | Firmware Management Alerts
G ggﬁmunications DCC Controlled 7
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NEXT STEPS

= Review/confirm critical business scenario/alerts
= Provide input if additional business scenario/alerts required
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Back Up Slides
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INSTALL AND COMMISSION - PRE-REQUISITES

= Device pre-notification to DCC is completed
= WAN matrix checks are completed

= ACB certificates are pre-populated on supplier/network operator
trust anchors

= |nstaller is onsite to complete the job

Data
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SR Sequence: Install & Commission (ESME Credit)

¢
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INSTALL & COMMISSION - ESME CREDIT

SR |Desorption __conment________

8.11 Update HAN Device Log
Wait For Device Alert 0x8F69
6.21 Request Handover Of DCC Controlled Device Supplier Certificate
8.11 Commission Device
6.20.1 | Set Device Configuration (Import MPxN)
1.1.1 Update Import Tariff (Primary Element)
1.6 Update Payment Mode
6.8 Update Device Configuration (Billing Calendar)
5.1 Create Schedule
6.22 Configure Alert Behaviour
442 Retrieve Change of Mode/Tariff Triggered Billing
Data Log
1.5 Update Meter Balance
6.17 Issue Security Credential Digital Signature
G ggamunications DCC Controlled 12
~ Company







INSTALL & COMMISSION - ESME CREDIT

SR |Desorption ____comment

Retrieve Certificate From SMKI
6.15.2 | Update Security Credential (Device) Digital Signature
6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI

6.15.2  Update Security Credential (Device) Key Agreement Key
6.21 Request Handover Of DCC Controlled Device Network Operator Certificate
G Data o
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SR Sequence - Install & Commission (GSME Credit)

¢
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INSTALL & COMMISSION - GSME CREDIT

SR |Desorption ___comment

8.11 Update HAN Device Log
Wait For Device Alert 0x8F69
6.21 Request Handover Of DCC Controlled Device GSME - Supplier Certificate
6.21 Request Handover Of DCC Controlled Device GPF - Supplier Certificate
8.11 Commission Device
6.20.1  Set Device Configuration (Import MPxN)
1.1.1 Update Import Tariff (Primary Element)
1.6 Update Payment Mode
6.8 Update Device Configuration (Billing Calendar)
5.1 Create Schedule
6.22 Configure Alert Behaviour
4.4.2 | Retrieve Change of Mode/Tariff Triggered Billing
Data Log
8.7.2 | Join Service (Non-Critical)
G ggﬁmunications DCC Controlled 15
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INSTALL & COMMISSION - GSME CREDIT

SR |Desorption ___Commemt

6.6 Update Device Configuration (Gas Conversion) Update Calorific Values
1.5 Update Meter Balance
6.17 Issue Security Credential Digital Signature
Retrieve Certificate From SMKI
6.15.2  Update Security Credential (Device) Digital Signature
6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI
6.15.2 | Update Security Credential (Device) Key Agreement Key
6.21 Request Handover Of DCC Controlled Device GPF- Network Operator Certificate
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SR Sequence: Install & Commission (ESME Prepayment)
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INSTALL & COMMISSION - ESME PREPAYMENT

SR |Desorption __conment________

8.11 Update HAN Device Log
Wait For Device Alert 0x8F69
6.21 Request Handover Of DCC Controlled Device Supplier Certificate
8.11 Commission Device
6.20.1 | Set Device Configuration (Import MPxN)
1.1.1 Update Import Tariff (Primary Element)
2.1 Update Prepay Configuration
1.6 Update Payment Mode
5.1 Create Schedule
6.22 Configure Alert Behaviour

442 Retrieve Change of Mode/Tariff Triggered Billing
Data Log

6.8 Update Device Configuration (Billing Calendar)
2.3 Update Debt

Data
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INSTALL & COMMISSION - ESME PREPAYMENT

SR |Desorption ____comment

1.5 Update Meter Balance

6.17 Issue Security Credential Digital Signature
Retrieve Certificate From SMKI
6.15.2  Update Security Credential (Device) Digital Signature
6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI
6.15.2 Update Security Credential (Device) Key Agreement Key
6.21 Request Handover Of DCC Controlled Device Network Operator Certificate
G ggfgmunications DCC Controlled 19
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SR Sequence: Install & Commission (GSME Prepayment)
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INSTALL & COMMISSION - GSME PREPAYMENT

5 Descrpten T comment__————

8.11 Update HAN Device Log
Wait For Device Alert 0x8F69

6.21 Request Handover Of DCC Controlled Device

6.21 Request Handover Of DCC Controlled Device

8.11 Commission Device

6.20.1  Set Device Configuration (Import MPxN)

1.1.1 Update Import Tariff (Primary Element)

2.1 Update Prepayment Configuration

1.6 Update Payment Mode

6.8 Update Device Configuration (Billing Calendar)

5.1 Create Schedule

6.22 Configure Alert Behaviour

4.4.2 Retrieve Change of Mode/Tariff Triggered Billing
Data Log

8.7.2 | Join Service (Non-Critical)

G gg‘r:gmunications DCC Controlled

~ Company

GSME - Supplier Certificate
GPF - Supplier Certificate
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INSTALL & COMMISSION - GSME PREPAYMENT

SR |Desorption ___Commemt

6.6 Update Device Configuration (Gas Conversion) Update Calorific Values
2.3 Update Debt
1.5 Update Meter Balance
6.17 Issue Security Credential Digital Signature
Retrieve Certificate From SMKI
6.15.2 | Update Security Credential (Device) Digital Signature
6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI
6.15.2  Update Security Credential (Device) Key Agreement Key
6.21 Request Handover Of DCC Controlled Device GPF- Network Operator Certificate

Data
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EXAMPLE: SYSTEM FLOW DIAGRAM
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AGENDA

= Context
= Critical Business Scenario’s
= Critical Alerts

= Next Steps

* [nstall and Commission - Pre-requisites

= SR Sequence - Install & Commission (ESME Credit)

= SR Sequence - Install & Commission (GSME Credit)

= SR Sequence - Install & Commission (ESME Prepayment)
= SR Sequence - Install & Commission (GSME Prepayment)
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CONTEXT

DCC suggested view on business scenario’s to support E2E test issues
Standardised service request sequence (as much as possible)
This is initial framework for discussion

DCC user backend system integration or third parties integration is out
of scope
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CRITICAL BUSINESS SCENARIO’S

Business Scenario Description m

Install & Commission - ESME Credit High
Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - GSME Credit High
Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - ESME Prepayment High
Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - GSME Prepayment High
Install & Commission (Incl. Post Commissioning Activities)
De-Commissioning De-Commission - ESME Credit R
De-Commissioning De-Commission - GSME Credit e
De-Commissioning De-Commission - ESME Prepayment clERa
De-Commissioning De-Commission - GSME Prepayment lEEl
Prepayment - ToP Up Prepayment Device ToP Up via WAN High

Prepayment Device ToP Up - Directly via
Local Prepayment ToP Up PPMID/Meter (Device Dependency) High
G Data o
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CRITICAL BUSINESS SCENARIO’S

Business Scenario Description Priorities

Join/UnJoin PPMID/IHD - ESME (Incl. Post Meter

Join/UnJoin PPMID/IHD Certificate Refresh Process) High
Join/Unjoin PPMID/IHD - GSME (Incl. Post Meter
Join/Unjoin PPMID/IHD Certificate Refresh Process) High
CHF Replacement CHF Replacement by Electricity Supplier High
CHF Replacement CHF Replacement by Gas Supplier High
Consumer - Payment Mode Consumer - Payment Mode Change (Credit To
Change Prepayment) High
Consumer - Payment Mode Consumer - Payment Mode Change (Prepayment To
Change Credit) High
Change of Supplier (Gain) Change of Supplier (Gain) - ESME Credit High
Change of Supplier (Gain) |Change of Supplier (Gain) - GSME Credit High
Change of Supplier (Gain) Change of Supplier (Gain) - ESME Prepayment High
Change of Supplier (Gain) |Change of Supplier (Gain) - GSME Prepayment High
Change of Supplier (Loss) Change of Supplier (Loss) - ESME Credit Medium
Change of Supplier (Loss) |Change of Supplier (Loss) - GSME Credit Medium
G Data o
Communications DCC Controlled 5
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CRITICAL BUSINESS SCENARIO’S

Business Scenario Description Priorities

Change of Supplier (Loss) Change of Supplier (Loss) - ESME Prepayment Medium

Change of Supplier (Loss) Change of Supplier (Loss) - GSME Prepayment Medium

Price Change Global Price Change Medium
Certificate Management - Certificate Management - Supplier (Incl.
Supplier (Incl. PP) Prepayment) Medium
Meter Reading Schedule Retrieve Meter Reading and Profile Data using DSP
Management Schedule/Billing Calendar Medium
Change of Tenancy Change of Tenancy - Move-In Medium
Change of Tenancy Change of Tenancy - Move-Out Medium
Firmware Management Management of Update/Activation of Firmware High
G Data o
Communications DCC Controlled 6
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CRITICAL ALERTS

Comms Hub Replacement N30 Restore HAN Log
Comms Hub Replacement N31 Restore GPF Log
PPMID Replacement N43 PPMID Removal
Install and Commission N24 Update HAN Device Log - Success
Install and Commission N25 Update HAN Device Log - Failure
Firmware N18-N23 | Firmware Management Alerts
G ggﬁmunications DCC Controlled 7
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NEXT STEPS

= Review/confirm critical business scenario/alerts
= Provide input if additional business scenario/alerts required
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Back Up Slides
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INSTALL AND COMMISSION - PRE-REQUISITES

= Device pre-notification to DCC is completed
= WAN matrix checks are completed

= ACB certificates are pre-populated on supplier/network operator
trust anchors

= |nstaller is onsite to complete the job
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SR Sequence: Install & Commission (ESME Credit)

¢

Data
Communications DCC Controlled
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INSTALL & COMMISSION - ESME CREDIT

SR |Desorption __conment________

8.11 Update HAN Device Log
Wait For Device Alert 0x8F69
6.21 Request Handover Of DCC Controlled Device Supplier Certificate
8.11 Commission Device
6.20.1 | Set Device Configuration (Import MPxN)
1.1.1 Update Import Tariff (Primary Element)
1.6 Update Payment Mode
6.8 Update Device Configuration (Billing Calendar)
5.1 Create Schedule
6.22 Configure Alert Behaviour
442 Retrieve Change of Mode/Tariff Triggered Billing
Data Log
1.5 Update Meter Balance
6.17 Issue Security Credential Digital Signature
G ggamunications DCC Controlled 12
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INSTALL & COMMISSION - ESME CREDIT

SR |Desorption ____comment

Retrieve Certificate From SMKI
6.15.2 | Update Security Credential (Device) Digital Signature
6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI

6.15.2  Update Security Credential (Device) Key Agreement Key
6.21 Request Handover Of DCC Controlled Device Network Operator Certificate
G Data o
Communications DCC Controlled 13
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SR Sequence - Install & Commission (GSME Credit)

¢
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INSTALL & COMMISSION - GSME CREDIT

SR |Desorption ___comment

8.11 Update HAN Device Log
Wait For Device Alert 0x8F69
6.21 Request Handover Of DCC Controlled Device GSME - Supplier Certificate
6.21 Request Handover Of DCC Controlled Device GPF - Supplier Certificate
8.11 Commission Device
6.20.1  Set Device Configuration (Import MPxN)
1.1.1 Update Import Tariff (Primary Element)
1.6 Update Payment Mode
6.8 Update Device Configuration (Billing Calendar)
5.1 Create Schedule
6.22 Configure Alert Behaviour
4.4.2 | Retrieve Change of Mode/Tariff Triggered Billing
Data Log
8.7.2 | Join Service (Non-Critical)
G ggﬁmunications DCC Controlled 15
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INSTALL & COMMISSION - GSME CREDIT

SR |Desorption ___Commemt

6.6 Update Device Configuration (Gas Conversion) Update Calorific Values
1.5 Update Meter Balance
6.17 Issue Security Credential Digital Signature
Retrieve Certificate From SMKI
6.15.2  Update Security Credential (Device) Digital Signature
6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI
6.15.2 | Update Security Credential (Device) Key Agreement Key
6.21 Request Handover Of DCC Controlled Device GPF- Network Operator Certificate

Data
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SR Sequence: Install & Commission (ESME Prepayment)

¢
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INSTALL & COMMISSION - ESME PREPAYMENT

SR |Desorption __conment________

8.11 Update HAN Device Log
Wait For Device Alert 0x8F69
6.21 Request Handover Of DCC Controlled Device Supplier Certificate
8.11 Commission Device
6.20.1 | Set Device Configuration (Import MPxN)
1.1.1 Update Import Tariff (Primary Element)
2.1 Update Prepay Configuration
1.6 Update Payment Mode
5.1 Create Schedule
6.22 Configure Alert Behaviour

442 Retrieve Change of Mode/Tariff Triggered Billing
Data Log

6.8 Update Device Configuration (Billing Calendar)
2.3 Update Debt

Data
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INSTALL & COMMISSION - ESME PREPAYMENT

SR |Desorption ____comment

1.5 Update Meter Balance

6.17 Issue Security Credential Digital Signature
Retrieve Certificate From SMKI
6.15.2  Update Security Credential (Device) Digital Signature
6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI
6.15.2 Update Security Credential (Device) Key Agreement Key
6.21 Request Handover Of DCC Controlled Device Network Operator Certificate
G ggfgmunications DCC Controlled 19
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SR Sequence: Install & Commission (GSME Prepayment)

¢
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INSTALL & COMMISSION - GSME PREPAYMENT

5 Descrpten T comment__————

8.11 Update HAN Device Log
Wait For Device Alert 0x8F69

6.21 Request Handover Of DCC Controlled Device

6.21 Request Handover Of DCC Controlled Device

8.11 Commission Device

6.20.1  Set Device Configuration (Import MPxN)

1.1.1 Update Import Tariff (Primary Element)

2.1 Update Prepayment Configuration

1.6 Update Payment Mode

6.8 Update Device Configuration (Billing Calendar)

5.1 Create Schedule

6.22 Configure Alert Behaviour

4.4.2 Retrieve Change of Mode/Tariff Triggered Billing
Data Log

8.7.2 | Join Service (Non-Critical)

G gg‘r:gmunications DCC Controlled

~ Company

GSME - Supplier Certificate
GPF - Supplier Certificate
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INSTALL & COMMISSION - GSME PREPAYMENT

SR |Desorption ___Commemt

6.6 Update Device Configuration (Gas Conversion) Update Calorific Values
2.3 Update Debt
1.5 Update Meter Balance
6.17 Issue Security Credential Digital Signature
Retrieve Certificate From SMKI
6.15.2 | Update Security Credential (Device) Digital Signature
6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI
6.15.2  Update Security Credential (Device) Key Agreement Key
6.21 Request Handover Of DCC Controlled Device GPF- Network Operator Certificate

Data
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EXAMPLE: SYSTEM FLOW DIAGRAM
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AGENDA

#. . Topic

Context

Business Scenario’s

Device/DCC Alerts

Pre-requisites

Device Status Flow

Device Decommission Alert Diagram
Decommission - ESME Credit

Decommission — ESME Prepayment
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Decommission - GSME Credit

BN
o

Decommission - GSME Prepayment

-
-

Questions
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CONTEXT

= DCC view on ‘Decommission Device’ scenario’s to support E2E test issues resolution
= Standardised service request sequence (as much as possible)
= Energy Supplier backend system integration or third parties integration is out of scope

Data
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- Company







BUSINESS SCENARIO’S

Payment Mode _ Fuel Type

Decommission Device Credit Electricity
Decommission Device Prepayment Electricity IS
Decommission Device Prepayment Gas GS
Decommission Device Credit Gas GS
Data
Communications DCC Controlled 4
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ALERTS

Schedule removal because of Device decommission
Cancellation of Future Dated Response Pattern (DSP) requests

N33 DCC |because of Device Decommission

Cancellation of all “Future Dated (DSP)” Services not yet
N34 DCC submitted to the CHF and its associated GPF

Schedule Owners
Future Dated
Command Sender
Future Dated
Command Sender

N1 DCC Electricity Smart Meter Decommission or withdrawal ENO

N2 DCC Gas Smart Meter Decommission or withdrawal GNO
Energy Supplier
ENO

N9 DCC |Decommission of Communication Hub GNO

G Data o
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PRE-REQUISITES

Device type GPF, IHD and CAD can’t be decommissioned

After device decommission, device must go to the factory reset process to clear logs and
certificates before device can be re-use

Advise from E2E testing team: Please don’t trigger SR 8.3 during testing because getting
CHs back to useable state involves a lot of teams and a lot of work

PPMID/IHD unjoin process must be consider after decommission. Process steps are
included into Prepayment and IHD business forum

After decommission process, energy supplier and device manufacturer must comply with
customer data privacy policy

Data
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DEVICE STATUS FLOW

Pending

Whitelisted

e

SR 8.11 Update HAN Log ———

Device Alert
0x8F12

—l\ InstalledNot —l\

/| Commission

SR 8.1.1Commission
Device

Commissioned

Decommissioned

SR 8.3
Decommission
Device

Decommission request will disconnect the device association with MPXN in SMI
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DEVICE DECOMMISSION ALERT DIAGRAM

®

Electricity Distributor

M3

Other Users

|-

NS

Data

Communications

M1

Company

TEL]

Energy Supplier

N2

e e

Gas Transporter

¢

Data o
Communications
Company

DCC Controlled








Scenario-1: Decommission Device ESME Credit
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SCENARIO-1

SR |Descripion ___ Comment

411 Read Instantaneous Import Registers Meter Reading
4.1.2 Read Instantaneous Import TOU Matrices Meter Reading
1.5 Update Meter Balance Clear Customer Data (Meter Balance)
6.20.1 Set Device Configuration (Import MPXN) Clear customer data (MPXN)
3.2 Restrict Access For Change of Tenancy Put privacy flag on meter logs
6.13 Read Event or Security Log Event Log
6.13 Read Event or Security Log Security Log
8.11 Update HAN Log Remove Device from whitelist
8.3 Decommission Device Update Device Status in SMI
Data
G ggmgéunrycatlons DCC Controlled 10







Scenario-2: Decommission Device ESME Prepayment

¢
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SCENARIO-2

SR |Descripion | Comment

411 Read Instantaneous Import Registers Meter Reading
4.1.2 Read Instantaneous Import TOU Matrices Meter Reading
4.3 Read Instantaneous Prepay Values Read Prepayment Data
2.3 Update Debt Clear customer data (Debt)
1.5 Update Meter Balance Clear customer data ( Meter Balance)
6.20.1 Set Device Configuration (Import MPXN) Clear customer data (MPXN)
3.2 Restrict Access For Change of Tenancy Put privacy flag on meter logs
6.13 Read Event or Security Log Event Log
6.13 Read Event or Security Log Security Log
8.11 Update HAN Log Remove Device from whitelist
8.3 Decommission Device Update Device Status in SMI
Data
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Scenario-3: Decommission Device GSME Credit

¢
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SCENARIO-3

SR |Descripion _____ Comment

411 Read Instantaneous Import Registers
4.1.2 Read Instantaneous Import TOU Matrices
1.5 Update Meter Balance

6.20.1 Set Device Configuration (Import MPXN)

Meter Reading
Meter Reading

Clear customer data ( Meter Balance)

Clear customer data (MPXN)

3.2 Restrict Access For Change of Tenancy Put privacy flag on meter logs
6.13 Read Event or Security Log Event Log
6.13 Read Event or Security Log Security Log
8.8.2 UnJoin Service (Non-Critical) Unjoin GSME from GPF
8.11 Update HAN Log Remove Device from whitelist
8.3 Decommission Device Update Device Status in SMI
Data o
G ggmgéunrycatlons DCC Controlled 14







Scenario-4: Decommission Device GSME Prepayment
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SCENARIO-4

SR |Descripion _____ Comment

411 Read Instantaneous Import Registers Meter Reading
4.1.2 Read Instantaneous Import TOU Matrices Meter Reading
4.3 Read Instantaneous Prepay Values Read Prepayment Data
2.3 Update Debt Clear customer data (Debt)
1.5 Update Meter Balance Clear customer data (Meter Balance)
6.20.1 Set Device Configuration (Import MPXN) Clear customer data (MPXN)
3.2 Restrict Access For Change of Tenancy Put privacy flag on meter logs
6.13 Read Event or Security Log Event Log
6.13 Read Event or Security Log Security Log
8.8.2 UnJoin Service (Non-Critical) Unjoin GSME from GPF
8.11 Update HAN Log Remove Device from whitelist
8.3 Decommission Device Update Device Status in SMI
Data
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QUESTIONS ?
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AGENDA

T gy

1 Context
2 Business Scenario’s
3 Device/DCC Alerts
4 Pre-requisites
5 IHD Updates to DCC Inventory
6 Scenario 1 - IHD exchange - Electricity site
7 Scenario 2 - IHD exchange - Gas site
8 Scenario 3 - ESME exchange - re-pairing with IHD
9 Scenario 4 - GSME exchange - re-pairing with GPF
10 | Questions
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CONTEXT

DCC view on In House Display Interaction scenario’s to support E2E test issues
resolution

Standardised service request sequence (as much as possible)

DCC user backend system integration or third parties integration is out of
scope

Data
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BUSINESS SCENARIO’S

IHD exchange — Electricity site IS
IHD exchange — Gas site GS
ESME exchange - re-pairing with IHD IS
GSME exchange - re-pairing with GPF GS
G Data o
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ALERTS

N24 Update HAN Device Log - Success
N25 Update HAN Device Log - Failure
G Data o
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PRE-REQUISITES

Device id specified within Service Request must have been pre-notified to the DCC

ESME, GSME, GPF and CHF are in ‘commissioned’ status

Two separate business requests: remove IHD (old) and add IHD (new)

Currently, there are no functions to support firmware updates on IHD

Installer must be onsite to perform job with correct job type (for meter exchange scenario only)

In meter exchange scenario, focus here is IHD Join/Unjoin function. Device
commission/decommission are separate processes

Data
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IHD UPDATES TO DCC INVENTORY

Energy
Supplier
SR 12 2 Device Pre-Notification — SR 8.4 — Update Inventory —
Add IHD in DOC Inventory To delete IHD from DCC Inventory
IHD does not hold
. "Status® in DCC
Data ——— 1
. — nvento
Communications — Y
. Company

IHD does not have certificates (Device or Trust Anchor Slots)
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Scenario-1: IHD exchange — Electricity site
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IHD exchange - Electricity site

8.11 Update HAN Lag

Unlain £.3.2 Unjoin Device (Non-Critical] -
alr -
1 a::.am 2.11 Update HAN Lo kel 8.7.2 Join Device (Non-Critical) Fusiness 2
=2 =P 2 Company - Request
Request
WAN
Comms Hub
. Impacted Join
GRF
. Non Impacted Join
The direction of the —
arrows represents @ A
“'r?r.get I_D and _Dther A >
ID’ in Join/UnJoin
Service Requests [l
n Non-Critical Unjoin R Mon-Critical Join
| Ve |
Y |«
S
Oid IHD [
— Mew IHD
ESME
Data o
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SCENARIO-1 SR SEQUENCE

Unjoin - Function

SR Description _________Comment

8.8.2 Unjoin Device (Non-Critical) IHD(Other Device) > ESME(Target Device)

8.11 Update HAN Log Remove Old IHD from HAN Log

Join - Function

SR |Desoription | Comment

8.11 Update HAN Log Add IHD to HAN Log
Wait for Alert N24/N25
8.7.2 Join Device (Non-Critical) IHD(Other Device) >ESME(Target Device)
G Data o
Communications DCC Controlled 10
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Scenario-2: IHD exchange — Gas site
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The direction of the
arrows represents
Target ID" and “Other
ID" in Join/UnJoin
service Requests

IHD exchange - Gas Site

Unlai
Ir;;ln Jgin HD-
usiess o 2.11 Update HAN Lo usiness
8.3.2 Unjoin Device (Non-Critical) Communications == P g Request
Request Ccmpam
8.11 Update HAN Log 8.7.2 Join Device {Mon-Critical)
T
E/_( WAN
—
Comms Hub
GPF

Mon-Critical Join
Mon-Critical Unjoin

Won-Critical Join

Old IHD

Mew IHD

. Impacted Join

. Non Impacted Join

¢

Data o
Communications
Company

DCC Controlled

12







SCENARIO-2 SR SEQUENCE

Unjoin - Function

SR | Desoription [ Comment

8.8.2 Unjoin Device (Non-Critical) IHD (Other Device)>GPF(Target Device)

8.11 Update HAN Log Remove Old IHD from HAN Log

Join - Function

SR Desoription | Comment

8.11 Update HAN Log Add IHD to HAN Log
Wait for Alert N24/N25
8.7.2 Join Device (Non-Critical) IHD (Other Device)>GPF(Target Device)
G Data o
Communications DCC Controlled 13
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Scenario-3: ESME exchange — re-pairing with IHD
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The direction of the
arrows represents
Target ID" and “Other
ID” in Join/Unloin
service Requests

ESME exchange - re-pairing with IHD

i Install and Commiszion ESME
UI”HJ;'” Data — Jgin HD-

Communications frocess

) Business 2
fusiness 8.3.2 Unjoin Device [Non-Critical} | "~ Company 8.7.2 Join Device {Non-Critical) Request
Request
ESME Decommission
WAN
Comms Hub
. Impacted loin
GPF

. Maon Impacted Join

A
' HAN
I e {_(_,V fing e
Mon-Critical Unjoin - .
Non-Critical boin
I

Old ESME IHD

New ESME
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SCENARIO-3 SR SEQUENCE

Unjoin - Function

SR |Desoription | Comment

8.8.2 Unjoin Device (Non-Critical) IHD(Other Device)>ESME(Target Device)

Join - Function

SR |Desoription | Comment

8.7.2 Join Device (Non-Critical) IHD (Other Device)>ESME(Target Device)
G Data o
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Scenario-4: GSME exchange - re-pairing with GPF
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GSME exchange - re-pairing with GPF

— Install and Commission
Unlain

Data G5ME Process Join 0

R . . L. oin -

1 BL:ge'ss 8.8 2 Unjoin Device (Non-Critical) Gm‘fﬂ"mﬂ?mﬁm 8.7.2 loin Device {Non-Critical) Susiness | 2
Request

Request

Decommission GSME

Process _

Comms Hub

& . Impacted loin
The direction of the -
Nan-Critical Unjoin Non-Critical Join @ tion Impacted Join
arrows represents
‘Target ID' and ‘Other

Mon-Critical Join

[HD

D' in Join/UnJoin
Service Requests

MNew GSME

Old GSME

Data o
Communications

DCC Controlled 18
Company







SCENARIO-4 SR SEQUENCE

Unjoin - Function

SR Desoription _________Comment

8.8.2 Unjoin Device (Non-Critical) GSME (Other Device)>GPF(Target Device)

GPF-IHD Join remain unchanged

Join - Function

SR |Desoription ______ Comment

8.7.2 Join Device (Non-Critical) GSME (Other Device)> GPF(Target Device)

GPF-IHD Join remain unchanged
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QUESTIONS ?
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AGENDA
W e

Context

Install and Commission Scenario’s

Install and Commission — Device/DCC Alerts

Install and Commission — Pre-requisites

System Context Diagram

I&C Key Functions — Credit Meter

SR Sequence - Install & Commission (ESME Credit)
SR Sequence - Install & Commission (GSME Credit)
I&C Key Functions — Prepayment Meter
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-
o

SR Sequence - Install & Commission (ESME Prepayment)

A
-

SR Sequence - Install & Commission (GSME Prepayment)

-
N

Meter Re-Key Function Diagram

Data
Communications DCC Controlled 2
- Company







CONTEXT

DCC view on Install and Commission Service Request Sequence
Standardised service request sequence (as much as possible)

DCC user backend system integration or third parties integration is out
of scope example: mobile Integration
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INSTALL AND COMMISSION - BUSINESS SCENARIO’S

Business Scenario | Description User Role

Install & Commission - ESME Credit IS
Install & Commission (Incl. Post Commissioning Activities)
Install & Commission - GSME Credit GS

Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - ESME Prepayment IS
Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - GSME Prepayment GS
Install & Commission (Incl. Post Commissioning Activities)

Data
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INSTALL AND COMMISSION - ALERTS

Install & Commission N24 Update HAN Device Log - Success

Install & Commission |IN25 Update HAN Device Log - Failure

Remote Party (e.g. Network Operator) whose certificate has
Install & Commission N42 been places on Device

Install & Commission |0x8F69 Device Alert HAN Log
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INSTALL AND COMMISSION - PRE-REQUISITES

= Device pre-notification to DCC is completed
= WAN matrix checks are completed

= ACB certificates are pre-populated on supplier/network operator
trust anchors

= PPMID/IHD Join is separate process/sequence
= Comms Hub Status update service request will trigger separately
= [nstaller is onsite to complete the job

Data
Communications DCC Controlled
- Company







Request

Energy I
Supplier

"~
= 1]

Response

DCC Adaptor

SYSTEM FLOW DIAGRAM

8.11 Update HAM Log

wWait For alert OxEFES N2

E WV

.21 Request Handower of DCC Conirolled
Davice |GSME]

[ :_‘;.

£.21 Request Handower of DCC Conirolled

Device |GPF Data
I :‘;;. Cormmunications
E.1.1 Commission Device Compary
| 11 ::)-
6.20.1 Sat Device Configuration {RMPxM)
1} :_":.
8.7.2 loin Service (non-critical)
| 11 ::)-
1.6 Update Payment hode
| 11 :}
1.1 1 Update Import TarifT (Primary Elemeant)
1] L‘,‘; Metwork (({ )))

621 Reqgueast Handower of DCC Controllad

B N ey SR

signed Public ——
Certificate /—ﬂc"—""
o " Create Meter Reading Schedule WAN
. Calcritic
SMIKI e )
<: i ®  RAetrimes M=ber Rescing x__:\q_/-"ﬂ‘/
- GESWE Public Ceriificate Retrash

CSR »  [GPF Public Certificste Refinesh Comms Hub
L] “-c;.u
T
L)

FZEIIILIEEI HEEPDI’IS-E [ Y

ol
o 3

Field Operator n
m m

—

e
Data o
Communications DCC Controlled 7
- Company







SR Sequence: Install & Commission (ESME Credit)
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1&C KEY FUNCTIONS - CREDIT

HAN Certificate Device Status ConSumer .
Product Meter Reading
Update Update Update . :
Configuration
Meter ReKey - Alert
Function Configuration
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INSTALL & COMMISSION - ESME CREDIT

SR Desoripon commem

8.11 Update HAN Device Log

Wait For Device Alert 0x8F69/N24 Energy supplier will not receive
alert 0x8F69 if ACB certificates
are there on Device trust anchor
slot

6.21 Request Handover Of DCC Controlled Device Supplier Certificate
8.1.1 Commission Device

6.20.1 Set Device Configuration (Import MPxN)

1.1.1 Update Import Tariff (Primary Element)

1.6 Update Payment Mode

6.8 Update Device Configuration (Billing Calendar)

5.1 Create Schedule

6.22 Configure Alert Behaviour

4.4.2 Retrieve Change of Mode/Tariff Triggered Billing
Data Log

1.5 Update Meter Balance

Data
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INSTALL & COMMISSION - ESME CREDIT

SR Desorigton _ Commem

3.4 Update Supplier Name
6.4.1 Update Device Configuration (Load Limiting)

6.12 Update Device Configuration (Instantaneous Power
Threshold)

6.25 Set Electricity Supply Tamper State

6.17 Issue Security Credential Digital Signature
Retrieve Certificate From SMKI

6.15.2  Update Security Credential (Device) Digital Signature

6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI

6.15.2 | Update Security Credential (Device) Key Agreement Key
6.21 Request Handover Of DCC Controlled Device Network Operator Certificate
G Data o
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SR Sequence - Install & Commission (GSME Credit)

¢

Data
Communications DCC Controlled
Company

12







8.11

6.21
6.21
8.1.1
6.20.1
111
1.6
6.8
5.1
6.22
4.4.2

8.7.2

INSTALL & COMMISSION - GSME CREDIT

SR Desorpton _|commenmt

Update HAN Device Log
Wait For Device Alert 0Ox8F69/N24

Request Handover Of DCC Controlled Device
Request Handover Of DCC Controlled Device
Commission Device

Set Device Configuration (Import MPxN)
Update Import Tariff (Primary Element)
Update Payment Mode

Update Device Configuration (Billing Calendar)
Create Schedule

Configure Alert Behaviour

Retrieve Change of Mode/Tariff Triggered Billing
Data Log

Join Service (Non-Critical)

Energy supplier will not receive
alert Ox8F69 if ACB certificates
are there on Device trust anchor
slot

GSME - Supplier Certificate
GPF - Supplier Certificate

Join GPF with GSME







INSTALL & COMMISSION - GSME CREDIT

SR Desoripton commenmt

3.4 Update Supplier Name
6.6 Update Device Configuration (Gas Conversion)
1.5 Update Meter Balance
6.17 Issue Security Credential
Retrieve Certificate From SMKI
6.15.2 | Update Security Credential (Device)
6.17 Issue Security Credential
Retrieve Certificate From SMKI
6.15.2  Update Security Credential (Device)

Update Calorific Values

Digital Signature

Digital Signature
Key Agreement Key

Key Agreement Key

Data
Communications DCC Controlled
- Company
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INSTALL & COMMISSION - GSME CREDIT

SR Desorpton Comment

6.17 Issue Security Credential Digital Signature - GPF
Retrieve Certificate From SMKI

6.15.2 Update Security Credential (Device) Digital Signature - GPF

6.17 Issue Security Credential Key Agreement Key — GPF
Retrieve Certificate From SMKI

6.15.2 | Update Security Credential (Device) Key Agreement Key - GPF

6.21 Request Handover Of DCC Controlled Device GPF- Network Operator Certificate
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SR Sequence: Install & Commission (ESME Prepayment)

¢
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|&C KEY FUNCTIONS - PREPAYMENT

Certificate
Update

Device Status
Update

Meter ReKey
Function

Prepayment
Configuration

Alert
Configuration

Consumer
Product
Configuration

| |

— Meter Reading

¢
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Company

DCC Controlled
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SR Desoription Commemt

INSTALL & COMMISSION - ESME PREPAYMENT

8.11 Update HAN Device Log
Wait For Device Alert 0x8F69/N24

6.21 Request Handover Of DCC Controlled Device

8.1.1 Commission Device

6.20.1 @ Set Device Configuration (Import MPxN)

1.1.1 Update Import Tariff (Primary Element)

2.1 Update Prepay Configuration

1.6 Update Payment Mode

6.8 Update Device Configuration (Billing Calendar)

5.1 Create Schedule

6.22 Configure Alert Behaviour

442 Retrieve Change of Mode/Tariff Triggered Billing
Data Log

2.3 Update Debt

G ggfgmunications DCC Controlled

_ Company

Energy supplier will not receive
alert Ox8F69 if ACB certificates are
there on Device trust anchor slot

Supplier Certificate
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INSTALL & COMMISSION - ESME PREPAYMENT

SR Desorigton _ Commem

1.5 Update Meter Balance
3.4 Update Supplier Name
6.4.1 Update Device Configuration (Load Limiting)

6.12 Update Device Configuration (Instantaneous Power
Threshold)

6.25 Set Electricity Supply Tamper State

6.17 Issue Security Credential Digital Signature
Retrieve Certificate From SMKI

6.15.2  Update Security Credential (Device) Digital Signature

6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI

6.15.2  Update Security Credential (Device) Key Agreement Key
6.21 Request Handover Of DCC Controlled Device Network Operator Certificate
G Data o
Communications DCC Controlled 19
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SR Sequence: Install & Commission (GSME Prepayment)
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INSTALL & COMMISSION - GSME PREPAYMENT

SR Dssorpton Comment

8.11 Update HAN Device Log

Wait For Device Alert 0x8F69/N24 Energy supplier will not receive
alert 0x8F69 if ACB certificates
are there on Device trust

anchor slot
6.21 Request Handover Of DCC Controlled Device GSME - Supplier Certificate
6.21 Request Handover Of DCC Controlled Device GPF - Supplier Certificate

8.1.1 Commission Device

6.20.1 | Set Device Configuration (Import MPxN)

1.1.1 Update Import Tariff (Primary Element)

2.1 Update Prepayment Configuration

1.6 Update Payment Mode

6.8 Update Device Configuration (Billing Calendar)
5.1 Create Schedule

6.22 Configure Alert Behaviour

4.4.2 Retrieve Change of Mode/Tariff Triggered Billing
Data Log

8.7.2 | Join Service (Non-Critical)







INSTALL & COMMISSION - GSME PREPAYMENT

SR Desoripton ___ commenmt

1.5 Update Meter Balance

3.4 Update Supplier Name

6.6 Update Device Configuration (Gas Conversion) Update Calorific Values

2.3 Update Debt

6.17 Issue Security Credential Digital Signature
Retrieve Certificate From SMKI

6.15.2  Update Security Credential (Device) Digital Signature

6.17 Issue Security Credential Key Agreement Key
Retrieve Certificate From SMKI

6.15.2  Update Security Credential (Device) Key Agreement Key

G ggﬁmunications DCC Controlled 22
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INSTALL & COMMISSION - GSME PREPAYMENT

SR Desorption Commem

6.17 Issue Security Credential Digital Signature - GPF
Retrieve Certificate From SMKI

6.15.2 | Update Security Credential (Device) Digital Signature - GPF

6.17 Issue Security Credential Key Agreement Key — GPF
Retrieve Certificate From SMKI

6.15.2 | Update Security Credential (Device) Key Agreement Key — GPF

6.21 Request Handover Of DCC Controlled Device GPF- Network Operator Certificate

Data
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Energy Supplier

517 Issue Seourity
Credential

Receive CSR — DS

6.15.2

pdate Security

Credential [Device

5.17 Issue Security
Credential

RECEivE C5R — KAK

6.15.2
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pdate Securnty
Credential [Device
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QUESTIONS ?
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CONTEXT

DCC initial view on ‘no WAN’ Installation scenario’s
Due to unavailability of HHT, the local command delivery integration is not tested in UIT
Standardised service request sequence (as much as possible)

DCC user backend system integration or third parties integration is out of scope example:
Hand Held terminal Integration

Data
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BUSINESS SCENARIO’S

‘no WAN?’ Electricity Credit Installation using Local Command Delivery IS
‘no WAN’ Gas Credit Installation using Local Command Delivery GS
‘no WAN?’ Electricity Prepayment Installation using Local Command Delivery IS
‘no WAN’ Gas Prepayment Installation using Local Command Delivery GS
G Data o
Communications DCC Controlled 4
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ALERTS

Ox8F12 Device CHF Device Log Changed

0x8071 | Device GPF Device Log Changed

N24 DCC Update HAN Device Log -Success
N25 DCC Update HAN Device Log -Failure

Remote Party (e.g. Network Operator) whose certificate has been places
N42 DCC on Device

Data
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PRE-REQUISITES

Device id specified within Service Request must have been pre notified to DCC

Focus here is ‘no WAN’ installation using local command delivery. We will not discuss about
different ‘Install and Leave’ options

‘HHT’ solution and integration is Energy Supplier responsibilities
‘HHT’ must be pre-notified to SMI as ‘IHD’ before installation

‘HHT’ must be added to Comms Hub whitelist prior to installation
‘HHT’ and DCC adaptor integration is Energy Supplier responsibilities

Included key service requests in SR’s sequence. Example: device rekey function is not
included in sequence due to time required to complete the SR’s.

Assumption: DCC adaptor will send local commands to ‘HHT’ one by one.
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COMMAND VARIANT FOR LCD

2 Non Critical Service Request to be returned to the DCC Service User for local delivery
to a Device

3 Non Critical Service Request to be sent to a Device via the CSP Communications
network as well as a copy to be returned to the DCC Service User for local delivery

6 Critical Signed pre command to be returned to the DCC Service User for local delivery
to a Device

7 Critical Service Request to be sent to a Device via the CSP Communications network
as well as a copy to be returned to the DCC Service User for local delivery.

<3r:Regusst
zchemaVerzion="1.0 M
<gr:Header>
<3r:ReguestID> <IE£:Reques:ID>
<gr:FirstIndequence> <IE£:Firs:InSequen:e>
<sr:PrecedingierviceRequestID> </sr:PrecedingServiceRequestIDs>
| <sr:CommandVariants </s5r:CommandVariants> |
<gr:ServiceReference> <fg£:5er?i:eReferen:E>
<sr:ServiceReferenceVariant> <IE£:Servi:eReferen:eﬁarian:>
</sr:Header>
<gr:Body>

<gr:UpdatelmportTariffPrimaryElement> <f§£:Upda:eImpcr:Tariff?rimaryElemen:>
<gr:UpdatelmportTariffSecondaryElement> <f§£:Upda:eImpcr:TariffSe:cndaryElemen:>

Command Variant is the only method by which DCC service user can notify DCC
about Local Command Delivery.
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Pending

SR 8.11 Update HAN Log

Response Using SR 8.13

DEVICE STATUS FLOW

Whitelisted

Device Alert 0x8F12
Using 5R 8.13

InstalledNot
Commission

SR 8.1.1 does not
support Local
Command Delivery

Device Status at the
end of Installation

Commissioned

\ After ‘WAN' availability trigger SR

— \ 8.1.1 to update Device Status to

‘Commission’
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THINGS TO CONSIDER FOR LOCAL COMMAND DELIVERY
W Comsderston

1  HHT will identify Comms Hub to establish the Interpan connectivity
2  Inter-pan is available for 60 mins from power on of the comms hub

3 CHF should remove ‘HHT’ from device log after 65535 secs of SR 8.11 response (HHT addition to
whitelist)

4 SR 8.14.2 must be trigger to notify CSP for 90 days SLA

* Question: How CHF identify HHT?
Response: Refer GBCS Section 10.5.3.3 - Any Device which provided its Entity Identifier and Install

Code in a CCS01 Command to the Communications Hub via Inter-PAN shall be treated by the CHF as
being of type HHT

* Question: Do DCC service user required to send SR 8.11 to add HHT into Comms Hub Device Log ?

Response: Yes, SR 8.11 is required to trigger by DCC service user to update HHT details to Device Log
before installation. Reference: GBCS section 10.5.2.1.

8. If Infer-PAN CBKE completes successfully, the HHT sends its Install Code and Entity
|dentifier to the Communications Hub in a CC501 Command, then

89 the Communications Hub adds the HHT to the CHF Device Log and sends a CCS01
Response to the HHT accordingly, and then

10. the HHT joins to the SMHAN;
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‘no WAN?’ Installation Integration Diagram
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PRE-INSTALLATION STEPS

SR Description | Comment

12.2 Device Pre-Notification ‘Add’ HHT into SMI
8.11 Update HAN Log ‘Add’ HHT into Comms Hub Whitelist

DCC SMI and Comms Hub must know about HHT before Installation.
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SR Sequence: no WAN Installation - ESME Credit using
Local Command Delivery
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NO WAN INSTALLATION - ESME CREDIT

SR Descripton ___________ Comment

8.11 | Update HAN Device Log

8.13 | Return Local Command Response
8.13 | Return Local Command Response
Wait For Device Alert N24/N25

6.21 Request Handover Of DCC Controlled Device
1.1.1 | Update Import Tariff (Primary Element)

6.8 Update Device Configuration (Billing Calendar)
8.13 | Return Local Command Response

6.21 Request Handover Of DCC Controlled Device

Update SR 8.11 response to DCC
Device Alert 0X8F12

If N24 received then go to next step
Supplier Certificate

Update SR 6.8 response to DCC
Network Operator Certificate on ESME

Data
Communications DCC Controlled
- Company

14







SR Sequence: no WAN Installation- GSME Credit using Local
Command Delivery
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SR Desoripton ____________ Comment

NO WAN INSTALLATION- GSME CREDIT

8.11 Update HAN Device Log
8.13 Return Local Command Response Update SR 8.11 response to DCC
8.13 Return Local Command Response Device Alert 0X8F12
Wait For Device Alert N24 If N24 received then go to next step

6.21 Request Handover Of DCC Controlled Device GSME - Supplier Certificate
6.21 Request Handover Of DCC Controlled Device GPF - Supplier Certificate
1.1.1 Update Import Tariff (Primary Element)
6.8 Update Device Configuration (Billing Calendar)
8.13 Return Local Command Response Update SR 6.8 response to DCC
8.7.2 Join Service (Non-Critical) Join GPF with GSME
8.13 Return Local Command Response Update SR 8.7.2 response to DCC
8.13 Return Local Command Response Device Alert 0x8071
1.5 Update Meter Balance
6.21 Request Handover Of DCC Controlled Device Network Operator Certificate on GPF
G Data o
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SR Sequence: no WAN Installation- ESME Prepayment using
Local Command Delivery
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SR Descripton _____________Comment

NO WAN INSTALLATION- ESME PREPAYMENT

8.11 Update HAN Device Log
8.13 Return Local Command Response Update SR 8.11 response to DCC
8.13 Return Local Command Response Device Alert 0X8F12
Wait For Device Alert N24 If N24 received then go to next step

6.21 Request Handover Of DCC Controlled Device Supplier Certificate
1.1.1 Update Import Tariff (Primary Element)
2.1 Update Prepay Configuration
1.6 Update Payment Mode Payment Mode = ‘Prepayment’
6.8 Update Device Configuration (Billing Calendar)
8.13 Return Local Command Response Update SR 6.8 response to DCC
2.3 Update Debt
1.5 Update Meter Balance
6.21 Request Handover Of DCC Controlled Device Network Operator Certificate
G Data o
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SR Sequence: no WAN Installation- GSME Prepayment using
Local Command Delivery
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NO WAN INSTALLATION- GSME PREPAYMENT

Description
8.11 Update HAN Device Log
8.13 Return Local Command Response
8.13 Return Local Command Response
Wait For Device Alert N24/N25
6.21 Request Handover Of DCC Controlled Device
6.21 Request Handover Of DCC Controlled Device
1.1.1 Update Import Tariff (Primary Element)
2.1 Update Prepayment Configuration
1.6 Update Payment Mode
6.8 Update Device Configuration (Billing
Calendar)
8.13 Return Local Command Response
8.7.2 Join Service (Non-Critical)
8.13 Return Local Command Response
8.13 Return Local Command Response
1.5 Update Meter Balance
2.3 Update Debt
6.21 Request Handover Of DCC Controlled Device
Q gg?gmunications DCC Controlled
- Company

Comment

Update SR 8.11 response to DCC
Device Alert 0X8F12

If received N24 then go to next step
GSME - Supplier Certificate

GPF - Supplier Certificate

Payment Mode = ‘Prepayment’

Update SR 6.8 response to DCC
Update SR 8.7.2 response to DCC

Device Alert 0x8071

Network Operator Certificate on GPF

20








HHT Removal from Comms Hub Device Log

¢
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REMOVE HHT FROM COMMS HUB DEVICE LOG

There are three methods to remove HHT from Comms Hub device log

@ By Power Cycling Comms Hub

OR

@ HHT send ‘CloseTunnel’ Command

OR

@ Comms Hub remove ‘HHT’
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POST-INSTALLATION STEP
SR Description | Comment

Non-Local Command

8.14.2 | Communications Hub Status Update - Install | Update CSP to Initiate 90 days SLA
No SM WAN
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QUESTIONS ?
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CONTEXT

DCC view on Organisation Certificate Update, Device Certificate, Meter Reading and
Price Update scenario’s to support E2E test issues resolution

Standardised service request sequence (as much as possible)
DCC user backend system integration or third parties integration is out of scope
(e.g. Energy supplier certificate management process )
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BUSINESS SCENARIO’S

Payment Type

Organisation Certificate Update
Organisation Certificate Update
Device Certificate Update
Device Certificate Update
Device Certificate Update

Schedule Management
Schedule Management

Price Update
Price Update

PP/CR
PP/CR
PP/CR
PP/CR
PP/CR
PP/CR

PP/CR

PP/CR
PP/CR

Gas/GPF
Electricity
Gas

GPF
Electricity
Electricity

Gas

Electricity
Gas

IS
GS
GS
IS
IS

GS

IS
GS
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ALERTS

Ox8FOA Device Billing Data Log Device Alert
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PRE-REQUISITES

Device id specified within Service Request must have been pre notified to DCC
Supplier Trust anchors are populated with Organisation certificates

Energy Supplier will not manage Network Operator Certificates replacement process
post Installation

Payment service provider certificates must be populated in PP KAK trust anchor cell

Device certificate update required only for 7 days post commissioning SEC obligation or
if device certificate is compromised

Same SR’s sequence can be utilised by multiple business scenario’s

¢
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ORGANISATION CERTIFICATES

Devices 2
=il=f|lws|lwe| = -u:i
milme| Tl i|as
WwElwilos|loi|la s .#
T aoooooo
DCC Recovery
- Supplier

SLJFIP'IET Dhigutsd .S“.-'E'."la-ﬁ.lrE

supplier | Supplier -OO O
. Supplier key

Suppller Agreement (Pre-FPaymrent)

Network | Metwork Operator

Cperator | pigitsl Signature o

Network | Metwork Operator

GDETE‘[DF Hey Agresntent O O

AccessControlBroker
pcc Dviguitsl Signature O O
AccessControlBroker

pDcc Hey Agreamant OOOOOO

transitionalCoS

DCC Digital Signaiture OO O O

DCC wanProvider O

Digital Signaturs

Organisation Certificates

Key:

Ol
O
@

Key Custodian

Drevice Slat

Cerificate in Device Slot
Mo Cerificate in Device Slot

Organisation Certificates expires every 10 years (maximum)
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Scenario-1 Organisation Certificate Update — Gas
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SCENARIO-1

SR |Description ______ Comment

6.15.1 Update Security Credential (KRP) GSME (DS, KAK and PP KAK)

6.15.1 Update Security Credential (KRP) GPF (DS, KAK)

 Remote Party Role must be equal to ‘Supplier’

« Populate Payment Providers certificates in Prepayment Key Agreement Key
trust anchor slot

 Prepayment KAK certificate is not required for Gas Proxy Function
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Scenario2: Organisation Certificate Update — Electricity
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SCENARIO-2

SR Description _________ |Comment

6.15.1 Update Security Credential (KRP) ESME (DS , KAK and PP KAK)

 Remote Party Role must be equal to ‘Supplier’

« Populate Payment Providers certificates in Prepayment Key Agreement Key
trust anchor slot

« Update Digital Signature in HCALCS using SR 6.15.1
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Scenario 3: Device Certificate Update — Gas
Scenario 4: Device Certificate Update - GPF
Scenario 5: Device Certificate Update - Electricity

¢
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DEVICE CERTIFICATE UPDATE

SRE17-05

Energy Supplier
1

517 Issue Seourity
Cradential ERE.17-05
2
Device Private Key
Status Change

Receive CSR — DS
3 Data
= - N
6.15.2 P ate JE!:uI'I‘I.'ﬁr Erpis oot Communications SR E.13.2-05
Credential [Device
Company |
6 |
SR 6.17 - KA& |'I
)
)
II
]
]

6.17 Is51ee SeoumThy
Credential SRE.17-KAK
7
|
)
|
|
II
|
)

RECEivE C5R — KAK
10
fosesl piairR sl SRE.13.2- KAK
Credential (Device 5R 6.13.2 - KAK |
|I
f
f

DiS-Prive
0.1

Mew Private Egys

e Certificate - GAK

e Certificate - 05
Ca
N -4
Lo

50 -2
P
o

Doy

Device Private Key Storage

Smart Metering
Infrastructure (SMEKI)

Smart Meter

DCC Controlled
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SCENARIO 3/4/5

SR Descripton __________Comment

6.17 Issue Security Credential Credential Type = Digital Signature

Energy Supplier-SMKI Integration Pass DS CSR and Receive Signed Public Certificate
6.15.2 Update Security Credential (Device) Credential Type = Digital Signature
6.17 Issue Security Credential Credential Type = Key Agreement Key

Energy Supplier-SMKI Integration Pass KAK CSR and Receive Signed Public Certificate
6.15.2 | Update Security Credential (Device) @ Credential Type = Key Agreement Key

 Above steps are required for ESME, GSME and GPF

» Device Status will not change to ‘Suspended’ if device rekey function is not
performed within 7 days of post commission. These Devices will be included
in DCC report to Energy Supplier.

« Device certificates never expires
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Scenario 6: Schedule Management Electricity
Scenario 7: Schedule Management Gas
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METER READING SCHEDULE

Meter DCC Energy Supplier

6.8 Update Device
Configuration (Billing
Calendar) -

StartDateTime —
OxBF0A T
Frequency Receive Meter Reading 1
Billing Data Log Alert Billing Data Log Alert
: DSP Schedule
ImportDailyReadlog
5.1 Create Schedule B
ExportDailyReadlog {
: i Read Log Data StartDateTime 7
Active Im portProfile Data
Frequenc
Re b ctive Im portProfile 4 ¥
Meter Log Type Receive Log Data 2
ExportProfileData GBCS Payload GBCS Payload

FrepaymentDailyRead
DailyConsumptionLog

MetWorkData

SR 6.8 should be included in CoS Gain and |&C process or exception management process
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SCENARIO 6/7

SR Descripton __ Comment

5.3 Delete Schedule

5.1 Create Schedule Could be multiple schedule

There are two methods to change DSP Schedules:

 Method 1: Pass DSP Schedule ID to delete specific schedule and then create
additional required schedules

e Method 2: Pass Device GUID to delete all DSP schedule for Device and then
create all schedules
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METER LOGS

Daily Consumption Log Billing Data Log
(731 entries) (12 snapshots)
Prepayment Daily Read
Log
Profile Data Log ¢
(13 Months - GSME/ <:> galllv Rea:;' l.:)g)
3 Month - GPF) P
Data
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METER READING DATA

Meter Reading Log Type Service Requests

Mid Night Reading Daily Read Log 4.6.1 RetrievelmportDailyReadlLog

Reading at the time of Billing Data Log 4.4.2 RetrieveCoMOrTariffTriggeredBillingDatalLog
Payment Mode or Tariff

Update

Half Hourly Data Profile Data Log 4.8.1 ReadActivelmportProfileData

Consumption Data Consumption Log 4.17 Retrieve Daily Consumption Log

Meter Reading Data & Billing Data Log 4.4 3 Retrieve Billing Calendar Triggered Billing
Prepayment Data Data Log

Instantaneous Read - 4.1.1 ReadlnstantaneousimportRegisters

4.1.2 ReadlnstantaneousIimportTOUMatrices
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PREPAYMENT DATA

Meter Reading Log Type Service Requests

Prepayment Data Prepayment Daily 4.14 Read Prepayment Daily Read Log
(Midnight) Read Log

Prepayment Data - 4.3 Read Instantaneous Prepay Values
(Instantaneous)

Data
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Scenario 8: Price Update Electricity
Scenario 9: Price Update Gas

Data
Communications DCC Controlled
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SCENARIO 8/9

SR Desoripton [ Comment

1.2.1 Update Price (Primary Element) Price Update

4.4.2 RetrieveCoMOrTariffTriggeredBillingDatalLog Meter Reading at the time of Price Update

Note: SR 1.2.1 will create entry in billing data log.
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SESSION 4: PREPAYMENT (PPMID, TOP UP)

SHAILESH DUBEY

V1.0

11 July 2017
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AGENDA

o e T

1 Context

2 Business Scenario’s

3 Device/DCC Alerts

4 Pre-requisites

5 PPMID Device Status Flow

6 Scenario 1 - PPMID exchange — Electricity site

7 Scenario 2 - PPMID exchange - Gas site

8 Scenario 3- PPMID re-join after Device rekey process
9 Scenario 4 - ESME exchange - re-pairing with PPMID
10 | Scenario 5 - GSME exchange - re-pairing with PPMID

11  Scenario 6 - ToP Up Device
12 | Scenario 7 — Local ToP Up Device

13 Questions
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CONTEXT

DCC view on Prepayment (PPMID, ToP Up Device) scenario’s to support E2E
test issues resolution

Standardised service request sequence (as much as possible)

DCC user backend system integration or third parties integration is out of
scope example: mobile Integration or payment service provider integration

Data
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BUSINESS SCENARIO’S

PPMID exchange - Electricity site IS
PPMID exchange — Gas site GS
PPMID re-join after device rekey process GS
ESME exchange - re-pairing with PPMID IS
GSME exchange — re-pairing with PPMID GS
ToP Up Device IS/IGS
Local ToP Up Device IS/IGS
G Data o
Communications DCC Controlled 4
~ Company







ALERTS

N24 DCC Update HAN Device Log - Success
N25 DCC Update HAN Device Log - Failure
N43 DCC PPMID Removal - When PPMID is joined to both Gas and Electricity meter
0x810E | Device Credit Added Locally via PPMID or Meter
G Data o
Communications DCC Controlled 5
- Company







PRE-REQUISITES

Device id specified within Service Request must have been pre notified to the DCC
WAN matrix checks are completed

Supplier Trust anchors are populated with Digital Signature, Key Agreement Key and
Prepayment Key Agreement Key certificates on ESME and GSME

UTRN generation is align to latest GBCS
Latest meter public certificates (KAK) are considered in UTRN generation
ESME, GSME, GPF and CHF are in ‘commissioned’ status for Join service

In meter exchange scenario, focus here is PPMID Join/Unjoin function. Device
commission/decommission is separate process

Two separate business requests: one to remove PPMID (old) and other to add PPMID (new)
Installer is onsite to perform job with correct job type (for meter exchange scenario only)

Data
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PPMID DEVICE STATUS FLOW

. . InstalledNot o
Pending Whitelisted .. Commissioned
Commission
Device Alert
SR 8.11 Update HAN Log 0xBF12 —_— SR 8.7.1 - Join Service

Data o

Communications DCC Controlled
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Scenario-1: PPMID exchange - Electricity site
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PPMID exchange - Electricity site

8.8.1 Unjoin Device{Critical)

.11 Update HAN Log

. 8.8.2 Unjoin Device (Non-Critical) . . . .
Unloin : ' Data 8.7.1 loin Device (Critical) loin
FFI"-.’ID - mﬂmunlcatms :':'f'.-"|||:- 2
1 Business B.11 Update HAN Log Company Business
Request 8.7.2 loin Device (Non-Critical) Request
B.3 Decommission Device
) {__J- ——g \_H_}]
L WAN -
& D
Comms Hub
@ 'mpacted loin
GPF
@ Mon impacted Join
s o
Critical Unjoin Critical Join
- “ uy
¥ e b e
g o 1
MNon-Critical Unjoin ? EE g ‘E' Mon-Critical Join
| o |
Pl . -4 1
LE e
Old PPMID Sk Mew PPMID
ESME
Data o
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SCENARIO-1 SR SEQUENCE

Unjoin - Function

SR Description _________Comment

8.8.1 Unjoin Device(Critical) PPMID (Other Device) ->ESME(Target Device)
8.8.2 Unjoin Device (Non-Critical) ESME(Other Device) >PPMID(Target Device)
8.11 Update HAN Log Remove Old PPMID from HAN Log

8.3 Decommission Device Old PPMID

Join - Function

SR |Desoription | Comment

8.11 Update HAN Log Add PPMID to HAN Log
Wait for Alert N24/N25
8.7.1 Join Device (Critical) PPMID (Other Device) >ESME(Target Device)
8.7.2 Join Device (Non-Critical) ESME(Other Device) >PPMID(Target Device)
G Data o
Communications DCC Controlled 10
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Scenario-2: PPMID exchange - Gas site
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B.8.1 Unjoin Device(Critical)

8.8.2 Unjoin Device {Non-Critical)

Unloin

PPMID-

1 Business
Request

8.11 Update HAN Log

8.3 Decommission Device

Mon-Critical Unjoin

Critical Unjoin

8.8.2 Unjoin Device [Non-Critical)

[ma . N
Communications
Comparyy

- 'r- i P

- WAN

Comms Hub

GPF

Maon-Critical Unjoin

Old PPMID

Maon-Critical Join

PPMID exchange - Gas Site

8.11 Update HAN Log
8.7.1 lnin Device (Critical) loin
PPMID- y
Business
8.7.2 loin Device (Non-Critical) Request

8.7.2 loin Device (Non-Critical)

Mon-Critical Join

@ 'mpacted Join

. Mon Impacted loin
Critical Join

Non-Critical Join

New PPMID

Data o
Communications
- Company
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SCENARIO-2 SR SEQUENCE

Unjoin - Function

SR | Desoription [ Comment

8.8.1 Unjoin Device(Critical) PPMID (Other Device) >GSME(Target Device)

8.8.2 Unjoin Device (Non-Critical) GSME (Other Device)>PPMID(Target Device)
8.8.2 Unjoin Device (Non-Critical) PPMID (Other Device)>GPF(Target Device)
8.11 Update HAN Log Remove Old PPMID from HAN Log

8.3 Decommission Device Old PPMID

Join - Function

SR Desoription | Comment

8.11 Update HAN Log Add PPMID to HAN Log
Wait for Alert N24/N25

8.7.1 Join Device (Critical) PPMID (Other Device)>GSME(Target Device)

8.7.2 Join Device (Non-Critical) GSME (Other Device)>PPMID(Target Device)

8.7.2 Join Device (Non-Critical) PPMID (Other Device)>GPF(Target Device)

G Data o
Communications DCC Controlled 13
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Scenario-3: PPMID re-join after Device rekey process

Data
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PPMID Re-join after Device rekey process

.17 lssue Security Credential

¥
6.15.2 Update Security Credential

) {Device) j
Device [ H
1 F:E"'E"." ¥
Process .17 lssue Security Credential
[ o r}
£.15.2 Update Security Credential
{Devicel
| L ) bata
" |/ Communications
Compary
Join
8.7.2 Join Device (Won-Critical) PPMID- 7
Busziness
Request
P
;_ WAN J"
e
Comms Hub
GFF
e Mon-Critical 1oin
on-Critical 1oin . mpacted Join
,m @ ton Impacted loin
Critical Join
P ]
Mon-Critical Join
PPMID
Data o
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SCENARIO-3 SR SEQUENCE

Join - Function

SR |Desoription | Comment

8.7.2 Join Device (Non-Critical) GSME (Other Device)>PPMID(Target Device)
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Scenario-4: ESME exchange - re-pairing with PPMID
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Unlain
PPMID-
1 Business
Request

Old ESME

ESME exchange - re-pairing with PPMID

‘:: Install and Commission ESME

Process
; virsiCritical] 8.7.1 Join Device (Critical) )
8.8.1 Unjoin Device(Critical) Data Toin
Communications FPMID- 2
2.8.2 Unjoin Device (Non-Critical) | '~ Company 8.7.2 loin Device (Non-Critical) Business
Request
ESME Decommission
process Y
Y i
-K_ WAN L)
— =
Comms Hub
. Impacted loin
GFF
@ tion Impacted Join
Critical Unjoin Critical Join
Maon-Critical Unjain Mon-Critical Join
i
ey ESI
BPMID New ESME

¢
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SCENARIO-4 SR SEQUENCE

Unjoin - Function

SR |Desoription | Comment

8.8.1 Unjoin Device(Critical) PPMID (Other Device)>ESME

8.8.2 Unjoin Device (Non-Critical) ESME (Other Device)->PPMID

Join - Function

SR |Desoription | Comment

8.7.1 Join Device (Critical) PPMID (Other Device)->ESME
8.7.2 Join Device (Non-Critical) ESME (Other Device)->PPMID
G Data o
Communications DCC Controlled 19
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Scenario-5: GSME exchange - re-pairing with PPMID

Data
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GSME exchange - re-pairing with PPMID

8.8.1 Unjoin Device(Critical)

<:| nstall and Commission
GSME Process

8.7.1 loin Device [Critical)

UnJoin Data Join
; 8.8.2 Unjoin Device (Non-Critical) " Y
1 Business Company B.7.2 loin Device (Non-Critical) Business
Request Request

8.8.2 Unjoin Device {Mon-Critical)

Decommission GSME |:>
Process

LT

8.7.2 loin Device (Non-Critical)

—— M,
s lf- A
.?_ “I'u'IHI"j . -;l
P, b, e e _-.j_
Comms Hub

Man-Critical Unjoin

Critical Linjoin

Man-Critical Unjoin

Old GSME

@ 'mpacted Join

Mon-Critical Join

Won-Critical loin

Critical Join

Mon-Critical Join

FEMID Mew GEME

@ ionimpacted Join
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SCENARIO-5 SR SEQUENCE

Unjoin - Function

SR Desoription _________Comment

8.8.1 Unjoin Device(Critical) PPMID (Other Device)>GSME(Target Device)

8.8.2 Unjoin Device (Non-Critical) GSME (Other Device)>PPMID(Target Device)
8.8.2 Unjoin Device (Non-Critical) PPMID (Other Device)>GPF(Target Device)

Join - Function

SR |Desoription | Comment

8.7.1 Join Device (Critical) PPMID (Other Device)>GSME(Target Device)

8.7.2 Join Device (Non-Critical) GSME (Other Device)>PPMID(Target Device)
8.7.2 Join Device (Non-Critical) PPMID (Other Device)>GPF(Target Device)
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Scenario-6: ToP Up Device

¢

Data
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Prepayment ToP Up

Data
ToP Up - 2.2 ToP Up Device Communications
Business UTRN Company
Request
weter Balance updated
based on ToP Up valus
ESME
Data o
Communications DCC Controlled 24
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SCENARIO-6 SERVICE REQUEST

SR Description _______Comment

2.2 ToP Up Device Update Device Meter Balance with positive value
Data
Communications DCC Controlled 25
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Scenario-7: Local ToP Up Device

¢

Data
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Prepayment Local ToP Up

sy A
pp Alert 0x810E Communications
Company

Q:x:

Enter UTRN manually in
Mo Service Request

r - . PPMID or IMeter
Response I Bat Critical Join
)
£ ; N

F Mon-Critical Join

T

i
-
W (-
- o
NN | U, PPMID
1 [ ] 1L
ESME

DUIS does not support unsolicited service request response
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SCENARIO-7 DEVICE ALERT

Alert | Desoripton ____________Comment

0x810E Credit Added Locally via PPMID or Meter Device Alert

Data
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QUESTIONS ?
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Summary of Business Scenarios and Alerts v1.0.pdf

SESSION 12: BUSINESS SCENARIO’S AND
ALERT’S COVERED IN BUSINESS FORUM

SHAILESH DUBEY

V1.0

10 October 2017
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AGENDA

= Context

= Business Scenario’s List

= Alert’s List

= Business Scenario’s/Alert’s Summary

= Process to Update Business Forum Documents
= DCC SharePoint path

= Question

Data
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CONTEXT

= Review Business Scenario’s and Alert’s covered in the business forum
= Review next steps for business forum documents update

Data
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BUSINESS SCENARIO’S

Business Scenario Description

Install & Commission - ESME Credit

Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - GSME Credit

Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - ESME Prepayment

Install & Commission (Incl. Post Commissioning Activities)

Install & Commission - GSME Prepayment

Install & Commission (Incl. Post Commissioning Activities)

WAN Installation Using LCD - ESME Credit
no WAN Installation Using LCD no iz llelte sy redi

no WAN Installation Using LCD - GSME Credit
no WAN Installation Using LCD

no WAN Installation Using LCD no WAN Installation Using LCD - ESME Prepayment
no WAN Installation Using LCD no WAN Installation Using LCD - GSME Prepayment
Prepayment - ToP Up Prepayment Device ToP Up via WAN
Prepayment - ToP Up Prepayment Device ToP Up - Directly via PPMID/Meter
Data
G Communications DCC Controlled 4
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BUSINESS SCENARIO’S

Business Scenario | Description

CHF Replacement CHF Replacement by Electricity Supplier (Elec Only Site)
CHF Replacement CHF Replacement by Gas Supplier (Gas Only Site)
CHF Replacement by Electricity Supplier (Dual Fuel Site- each fuel
CHF Replacement supplied by different supplier)
CHF Replacement identified by Gas Supplier (Dual Fuel Site- each fuel
CHF Replacement supplied by different supplier)
PPMID PPMID exchange - Electricity site
PPMID PPMID exchange - Gas site
PPMID PPMID re-join after device rekey process
PPMID ESME exchange - re-pairing with PPMID
PPMID GSME exchange - re-pairing with PPMID
Tariff Update Tariff Update (Product Change) Electricity
Tariff Update Tariff Update (Product Change) Gas
Change of Mode Change of Mode - PP to CR (Product Change) - Elec
G gg?ﬁmunications DCC Controlled 5
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BUSINESS SCENARIO’S

Change of Mode Change of Mode - PP to CR (Product Change) - Gas

Change of Mode Change of Mode - CR to PP (Product Change) - Elec

Change of Mode Change of Mode - CR to PP (Product Change) — Gas

Firmware Management Firmware Update - Electricity

Firmware Management Firmware Activation - Electricity

Firmware Management Firmware Update - Gas

Firmware Management Firmware Activation — Gas

Change of Supplier (Gain) Change of Supplier (Gain) - ESME Credit

Change of Supplier (Gain) Change of Supplier (Gain) - GSME Credit

Change of Supplier (Gain) Change of Supplier (Gain) - ESME Prepayment

Change of Supplier (Gain) Change of Supplier (Gain) - GSME Prepayment

Change of Supplier (Loss) Change of Supplier (Loss) - ESME Credit

Change of Supplier (Loss) Change of Supplier (Loss) - GSME Credit

Change of Supplier (Loss) Change of Supplier (Loss) - ESME Prepayment

Change of Supplier (Loss) Change of Supplier (Loss) - GSME Prepayment

G gg?munications DCC Controlled 6
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BUSINESS SCENARIO’S

Business Scenario Description

Organisation Certificate Update Organisation Certificate Update — Gas
Organisation Certificate Update Organisation Certificate Update - Electricity
Device Certificate Update Device Certificate Update — Gas

Device Certificate Update Device Certificate Update - GPF

Device Certificate Update Device Certificate Update - Electricity

DSP Schedule Management DSP Schedule Management — Electricity
DSP Schedule Management DSP Schedule Management - Gas

Price Update Price Update - Electricity

Price Update Price Update — Gas

In House Display IHD exchange - Electricity site

In House Display IHD exchange — Gas site

In House Display ESME exchange - re-pairing with IHD

In House Display GSME exchange — re-pairing with IHD

G Egtrrﬁgéunr;ications DCC Controlled 7







BUSINESS SCENARIO’S

Business Scenario Description

Change of Tenancy Change of Tenancy Move In - Elec (PP to CR Mode Change)
Change of Tenancy Change of Tenancy Move In - Elec (PP to CR Mode Change)
Change of Tenancy Change of Tenancy Move In - Elec (CR to PP Mode Change)
Change of Tenancy Change of Tenancy Move In - Gas (CR to PP Mode Change)
Change of Tenancy Change of Tenancy Move In - Elec CR (no Mode Change)
Change of Tenancy Change of Tenancy Move In — Gas CR (no Mode Change)
Change of Tenancy Change of Tenancy Move In — Elec PP (no Mode Change)
Change of Tenancy Change of Tenancy Move In — Gas PP (no Mode Change)
Change of Tenancy CoT (Move Out) Electricity - CR

Change of Tenancy CoT (Move Out) Electricity — PP

Change of Tenancy CoT (Move Out) Gas - CR

Change of Tenancy CoT (Move Out) Gas - PP

G Egtrrﬁgéunr;ications DCC Controlled 8







BUSINESS SCENARIO’S

Business Scenario Description

Meter Reading Meter Reading - Electricity (Mid Night)

Meter Reading Meter Reading — Gas (Mid Night)

Meter Reading Meter Reading - Electricity (Half Hourly)

Meter Reading Meter Reading — Gas (Half Hourly)

Meter Reading Meter Reading - Electricity (Consumption Data)
Meter Reading Meter Reading — Gas (Consumption Data)

Meter Reading Meter Reading - Electricity (Instantaneous Read)
Meter Reading Meter Reading — Gas (Instantaneous Read)

Meter Reading & Prepayment Data Meter Reading & PP Data - Electricity (Billing Data Log)

Meter Reading & Prepayment Data Meter Reading & PP Data - Gas (Billing Data Log)

Prepayment Data Prepayment Data - Electricity (Mid Night)
Prepayment Data Prepayment Data — Gas (Mid Night)
Prepayment Data Prepayment Data - Electricity (Instantaneous)
Prepayment Data Prepayment Data - Gas (Instantaneous)
G Data o
Communications DCC Controlled 9
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BUSINESS SCENARIO’S

Decommission Device De-Commission - ESME Credit
Decommission Device De-Commission - GSME Credit
Decommission Device De-Commission - ESME Prepayment
Decommission Device De-Commission - GSME Prepayment
Data
Communications DCC Controlled 10
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ALERT

N24 DCC
N25 DCC
N42 DCC

0x8F69 Device

N30 DCC
N31 DCC
N9 DCC

0x8183 Device
N43 DCC

0x810E Device
Ox8F12 Device
0x8071 Device

Update HAN Device Log - Success

Update HAN Device Log - Failure
Remote Party (e.g. Network Operator) whose certificate has been places on
Device

Device Alert HAN Log

CHF Device Log Restored

GPF Device Log Restored

Decommission of Communications Hub

Device joined SMHAN

PPMID Removal —- When PPMID is joined to both Gas and Electricity meter
Credit Added Locally via PPMID or Meter

CHF Device Log Changed

GPF Device Log Changed
Cancellation of all “Future Dated (DSP)” Services not yet submitted to the

N34 DCC CHF and its associated GPF
G Data o
Communications DCC Controlled 11
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ALERT

N27 DCC Trigger by ACB to Old Supplier
N17 DCC Schedule removal because of CoS
N18-N23 DCC Firmware Distribution Failure
Ox8F1C Device Firmware Verification Status - Failure
Ox8F72 Device Firmware Verification Status — Success
Ox8F66 Device Future Dated Command Outcome — Success
Ox8F67 Device Future Dated Command Outcome - Failure
Ox8FOA Device Billing Data Log Device Alert
N3 DCC Cancellation of Future Dated Command for OU
N4 DCC Deletion of DSP Schedule for OU
N6 DCC Schedule removal because of Device decommission
Cancellation of Future Dated Response Pattern (DSP) requests
N33 DCC because of Device Decommission
N1 DCC Electricity Smart Meter Decommission or withdrawal
N2 DCC Gas Smart Meter Decommission or withdrawal
G Data o
Communications DCC Controlled 12
- Company







BUSINESS SCENARIO’S SUMMARY

Business Scenario

Install and Commission

‘no WAN’ Installation Using Local Command Delivery

Prepayment Top Up
Comms Hub replacement
PPMID

Tariff Update

Change of Mode
Firmware Management
Change of Supplier

Org Certificate Update
Device Certificate Update
DSP Schedule Management
Price Update

In House Display

Change of Tenancy
Decommission

Meter Reading

Read Prepayment Data
Data

G Communications

Company

DCC Controlled
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SUMMARY

Decrpton e

Total Number of Business Scenario’s Variant 80
Total Number of Business Scenario’s 18
Total Number of Alerts 27

¢

Data
Communications DCC Controlled
Company
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PROCESS TO UPDATE BUSINESS FORUM DOCUMENTS

Future changes will be communicated to Industry by (adhoc) Business Forum
Updated business forum documents will be available in DCC SharePoint
Business forum documents will manage version history

Business forum for future DCC releases (R2.0, SMETS1 and Switching) need
confirmation

Communications 15

G Data DCC Controlled
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PROCESS TO UPDATE BUSINESS FORUM DOCUMENTS
Input Output

Business
Processes

o Identify h|  Consolidate °
f Changes

Changes ¥

T Updated
Plan Adhoc Business Forum
Business ° Documents
Farum

-

Baseline A Industry
1 Playback
Changes |

|Business Forum)

Data
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SHAREPOINT LINK

Business Forum Documents Path:

https:/Icapitaitservices.sharepoint.com/sites/LIVEDCC/PARTIES/Information%20for%20SEC%20Parties/
Forms/Allltems.aspx?RootFolder=%2Fsites%2FLIVEDCC%2FPARTIES%2FInformation%20for%20SEC%
20Parties%2FGuidance%2FBusiness%20Processes&FolderCTID=0x0120002379F9933265764E9B40A
C3324C86CFB&View=%7B5C0BC6EE%2DD245%2D43AC%2DB06E%2DD27C27381FC6%7D

Data
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QUESTIONS ?
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