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MP172 ‘Reduced CPA & CPL requirements for innovation and Device field trials’This document is classified as White in accordance with the Panel Information Policy. Information can be shared with the public, and any members may publish the information, subject to copyright. 

Modification Report Consultation 
Responding to this consultation
This is the Modification Report Consultation for MP172 ‘Reduced CPA & CPL requirements for innovation and Device field trials’.
We invite you to respond to this consultation and welcome your responses to the questions set out in this form. To help us better understand your views on this Modification Proposal, please provide rationale to support your responses.
To help us process your response efficiently, please email your completed response form to sec.change@gemserv.com with the subject line ‘MP172 Modification Report Consultation response’.
If you have any questions or you wish to respond verbally, please contact Mike Fenn on 020 3314 1142 or email sec.change@gemserv.com.
Deadline for responses
This consultation will close at 17:00 on Wednesday 7 December 2022. 
The Change Board may not be able to consider late responses.

Summary of the proposal
What is the issue?
Currently, all Devices which are to be installed at consumer premises must have full Commercial Product Assurance (CPA) certification; while test environments are available which replicate Data Communications Company (DCC) Systems, much of the innovation in Smart metering relies on field trials or ‘live usage’ trials.
The Proposer believes that the lack of flexibility to support Minimum Viable Product (MVP) testing on the live DCC network is preventing Device Manufacturers from being able to invest confidently to bring innovative products to market.
This restriction also results in defects which may have been identified during live environment testing not coming to light until after the mass rollout of Devices, at which point they become harder to resolve at greater financial and reputational cost to the industry.

What is the solution?
The Proposed Solution will allow Device Manufacturers to request the Security Sub-Committee (SSC) to allow trial Devices in limited numbers onto the live DCC network without passing through full CPA Certification.
The SSC would assess whether it had the necessary assurance that the security risk from the trial Devices was sufficiently low to allow the trial to proceed.
If the SSC is satisfied with the application, a “Trial” CPA certificate reference would be provided. The Device Manufacturer would then use this CPA certificate reference to have Devices added to the Central Products List (CPL), with detail on existing fields to highlight it as a trial Device, but without affecting the format of the CPL to ensure no impact on DCC systems.
If the SSC requires further assurance, the Device Manufacturer would need to make a trial Device available to a CPA Test Laboratory to carry out an independent risk assessment. That would then be passed to the SSC to accompany the Device Manufacturer’s application and enable the SSC to make a decision. If necessary, the SSC will also seek guidance from the National Cyber Security Centre (NCSC).
The DCC will provide extracts of the Smart Metering Inventory (SMI) to the SSC to enable it to monitor trial Devices that are in the field. The SSC will use the CPL alongside the SMI extract to identify the Trial Devices. The Trial Device Models will be made identifiable on the CPL by having the Certificate reference prefixed with a “[T]”.

Will I be impacted?
MP172 is expected to impact the following SEC Parties:
DCC
Large Suppliers
Small Suppliers
Network Parties
Other SEC Parties (Device Manufacturers)
Full details of how this modification may impact you can be found in the Modification Report.
Respondent details
	Respondent details

	Name
	Click and insert your name
	Organisation
	Click and insert the name of the organisation you are responding for
	Phone number
	Click and insert a phone number we can call you on with any queries


	Parties represented

	Party Category
	Click and select your Party Category
	Parties represented
	Click and insert the name(s) of any SEC Parties you are responding for


	Confidential information

	Does your response contain any confidential information?

	Response
	Click and select your response
	If ‘yes’, please clearly mark all confidential information (e.g. in red font).
Any confidential responses will be shared with the Change Board and the Authority under a Red classification in accordance with the SEC Panel Information Policy.



Consultation questions
	Question 1

	Do you believe that MP172 should be approved or rejected?
Please provide your rationale with reference to the General SEC Objectives.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 2

	Please provide any further comments you may have.

	Comments
	Click and insert the rationale for your response

Smart Energy Code Administrator and Secretariat (SECAS)

8 Fenchurch Place, London, EC3M 4AJ
020 7090 7755
secas@gemserv.com

	
	[image: ]
	

	MP172 Modification Report Consultation
	
	Page 2 of 3

This document has a Classification of White



image1.jpeg
Smart Energy Code




image2.jpeg
o
Gemserv




