Smart Metering Implementation Programme

Technical Specification Issue Resolution Proposal (IRP)

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG. 


	Date
	13 July 2022

	Issue Resolution Proposal
	IRP658

	Issues Log ID
	TS1531

	Issue Title
	Un-activated Image not preventing a new download  

	Source
	TSIRS / BEIS

	Date Raised
	21 June 2022

	Status
	Draft v0_1

	Documentation Reference
	GBCS v4.1


Description:
The explanation provided to Issue TS1450[footnoteRef:2] stated that there is no expectation or requirement that an already downloaded firmware image must be activated before a new image is accepted.  There is also no expectation or requirement that a GSME / ESME / SAPC or HCALCS must wait for activation of an old image before downloading a new one, which would likely over-write the old one.  This does not apply to a PPMID as it does not use separate activation and therefore the image is activated after successful download. [2:  The Issue TS1467 also covers the same topic and provides advice should the situation occur currently (so GBCS v4.1).] 

This IRP is intended to make it a stated requirement that an OTA Client in a GSME / ESME / SAPC or HCALCS must not prevent replacement of an un-activated Upgrade Image that it may already be holding.

Proposed Implementation:
It is acknowledged that a Device will have its own policy regarding whether it attempts to transfer an image from the OTA Server (CH) and the specifications are not intended to be prescriptive in that matter.
However, GBCS is specific about firmware activation requirements and so the intention is to more clearly state that a GSME / ESME / SAPC or HCALCS should not base its transfer policy on whether it has a stored image that has not been activated.  Such an image should not have to be activated first before it can be replaced or removed.  This ensures that in the situation where a new version of firmware is released and distributed but subsequently is discovered to have a security vulnerability or other issue, then there is a means to replace it prior to any activation.  It also facilitates a change of Supplier situation, where a firmware image has been transferred but not activated and a change of Supplier occurs prior to activation.
The requirement for the GSME / ESME / SAPC or HCALCS to separately activate firmware by using only Use Case CS06 is covered by an existing paragraph at the end of GBCS Section 11.2.1.  It is proposed to include the additional requirement described above within the same paragraph.  The existing use of the word ‘Firmware’ will also be corrected to be (more accurately) ‘Manufacturer Image’.   

Interoperability and / or Compatibility:
DCC Users should note that currently there may be a very small number of devices that require a transferred Manufacturer Image to be activated before further Upgrade Images may be transferred.  The clarification of intent proposed by this IRP, if adopted by all GSME / ESME / SAPC and HCALCS manufacturers, will ensure that the firmware update process in this regard is consistent.  However, for this to be realised, all GSME / ESME / SAPC and HCALCS would need to be compliant with the GBCS version where this change will be applied.
Required Changes to Documentation:
At GBCS Section 11.2.1, modify the last paragraph as shown in the markup below:
<…run on from existing text>
[image: Text

Description automatically generated]
<run on as is…>

	TS version for incorporation
	TBC

	Impact on previous RPs
	None 

	Attachment(s)
	None

	TSIRS view of impact 
	Consumers: No impact identified

	
	DCC Users: Refer to ’Interoperability and / or Compatibility’ Section above.

	
	DCC & Testing: No impact identified

	
	Non-SMETS functionality in installed devices: No impact identified
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