[bookmark: _Hlk522263620]Smart Metering Implementation Programme

Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	16 December 2021

	Issue Resolution Proposal
	IRP645

	Issues Log ID
	TS1438

	Issue Title
	Clarity on Event/Alert Code information

	Source
	Secure

	Date Raised
	2 March 2021

	Status
	Draft v0_1

	Documentation Reference
	GBCS v4.0


Description:	
With reference to Section 16.2 <Event and alerts excel sheet> attached in SEC-Schedule-8-GB-Companion-Specification-v4.0.docx there is observation that for below Event/Alert Codes the value mentioned in “ESME/GSME Alert Always ON” column[footnoteRef:1] seems to be incorrect and its correct value should be “Y”  [1:  Note: column referred to is GBCS, Table 16.2, ‘Column O’. This has been shaded for this IRP to highlight that column. ] 

(Note: “Y” means alerts/events cannot be configured and “N” means can be configured) . 
	 Event / Alert Code
	Event / Alert Code Meaning
	Alert
WAN 
(Alert Type)
	Alert
HAN
	Security Log
	Event Log (Boost Function Event Log or Sub GHz Channel Log where specified)
	Power Event Log
	Auxiliary Controller Event Log
	Alert Critical (C) / non-critical (NC)
	Alert Message Category
	Alert contains Sensitive Data
	ESME / GSME Alert Always On
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	0x8F70
	Update Security Credentials 
	N
	N
	Y
	N
	N
	N
	N/A
	N/A
	N
	N
	

	0x8F82
	Remaining Battery Capacity reset
	Y (1)
	N
	Y
	N
	N
	N
	NC
	SME.A.NC
	N
	N
	

	0x8F85
	ECS100 Command not supported by Device
	Y
	N
	N
	N
	N
	N
	See GBCS 7.2.9.1
	See GBCS 7.2.9.1
	N
	N
	

	0x8F86
	ECS101 Limit APC [n] Level Command processed
	Y
	N
	N
	N
	N
	N
	See GBCS 7.2.9.1
	See GBCS 7.2.9.1
	N
	N
	

	0x8F87
	ECS102 Limit APC [n] Level ended or cancelled
	Y
	N
	N
	N
	N
	N
	See GBCS 7.2.9.1
	See GBCS 7.2.9.1
	N
	N
	

	0x8F88
	ECS200 Operational Update
	Y
	N
	N
	N
	N
	N
	See GBCS 7.2.9.1
	See GBCS 7.2.9.1
	N
	N
	


Reason behind raising this point is that it is contradicting the statement mentioned in SEC-Schedule-8-GB-Companion-Specification-v4.0.docx (Snapshot attached).
[image: ]
Proposed Position:
We agree with the issue raised in that the Alerts identified should not be able to be configured.  Upon investigation we believe there are more instances where the indication is incorrect.  The proposal is, therefore, to remove the contents of the entire column in the table, leaving the title and amending the excel note in the title to say, ‘not used’.  This has no affect other than to remove a degree of confusion, the intended purpose and any value from the column has since been lost to the past.

Interoperability and / or Compatibility 
This is a clarification change and as such has no interoperability impact between Systems and Devices and does not affect the format or content of any Messages.

Required Changes to Documentation:
[bookmark: _Hlk83650659]In the GBCS, Table 16.2:
1. clear the contents of the column ‘O’ from cell ‘O3’ to the bottom on the sheet;
2. at cell ‘O1’ replace the Excel cell comment with ‘Not used’.
The resulting Table 16.2, as modified in embedded at the table below.

	TS version for incorporation
	TBC

	Impact on previous IRPs
	None

	Attachment(s)
	


	Affected Parties
	Device manufacturers and suppliers to note
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IRP645 Table  16.2.xlsx


IRP645 Table 16.2.xlsx
GBCS Events Alerts Requirements

		Mandated / Non-mandated

Haz Elmamoun: Refers to whether the Event / Alert is mandated by SMETS / CHTS		SMETS		CHTS Ref		Event / Alert Code

Haz Elmamoun: A unique identifier for the Event / Alert		Event / Alert Code Meaning

Haz Elmamoun: A description of the Event / Alert 		Alert
WAN 
(Alert Type)

Haz Elmamoun: Y means an Alert is to be sent via the WAN to a Remote Party

the type in brackets is as defined in GBCS section 16		Alert
HAN

Haz Elmamoun: Y means an Alert is to published on the HAN 		Security Log

Haz Elmamoun: Y means an Event is to be recorded in a Device's Security Log		Event Log (Boost Function Event Log or Sub GHz Channel Log where specified)

Haz Elmamoun: Y means an Event is to be recorded in a Device's Event Log		Power Event Log

Haz Elmamoun: 
Y means the (power related) event is to be recorded in a Device's Power Event Log		Auxiliary Controller Event Log

Haz Elmamoun: Y means the
(Auxiliary Controller related) event is to be recorded in a Device's 
Auxiliary Controller Event Log
		Alert Critical (C) / non-critical (NC)		Alert Message Category

Haz Elmamoun: The classification for an Alert, as per GBCS sectioon 6		Alert contains Sensitive Data

Haz Elmamoun: Y means Encryption is required on the Alert data		ESME / GSME Alert Always On

Haz Elmamoun: Not used
IRP645		Known Remote Party Role

Haz Elmamoun: The Remote Party to whom the Alert is to be addressed		ESME / GSME Event/Alert Configuration Responsibility

Haz Elmamoun: The Remote Party which can configure the Event/Alert behaviour, where applicable		Alert Construction

Haz Elmamoun: 
Reference to GBCS section or relevant Use Case where applicable		Applicable Device Type for the relevant Event / Alert																		SAPC support 

																																						0x00 GSME		0x01 ESME (all variants)		0x01 ESME (exc multiphase)		0x01 ESME (multi-phase)		0x01 ESME (twin element)		0x02 CHF		0x03 GPF		0x04 HCALCS		0x05 PPMID

		Mandated		5.5.6		N/A		0x8F01		Active Power Import above Load Limit Threshold		Y (1)		Y		N		Y		N		N		C		SME.A.C		N				Supplier		Not possible		See Section 7				x																optional

		Mandated		5.5.12.1 (ii)		N/A		0x8002		Average RMS Voltage above Average RMS Over Voltage Threshold (current value above threshold; previous value below threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.1 (ii)		N/A		0x8003		Average RMS Voltage above Average RMS Over Voltage Threshold  on Phase 1 (current value above threshold; previous value below threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.1 (ii)		N/A		0x8004		Average RMS Voltage above Average RMS Over Voltage Threshold  on Phase 2 (current value above threshold; previous value below threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.1 (ii)		N/A		0x8005		Average RMS Voltage above Average RMS Over Voltage Threshold  on Phase 3 (current value above threshold; previous value below threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.5.12.1 (iv)		N/A		0x8006		Average RMS Voltage below Average RMS Under Voltage Threshold (current value below threshold; previous value above threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.1 (iv)		N/A		0x8007		Average RMS Voltage below Average RMS Under Voltage Threshold on Phase 1 (current value below threshold; previous value above threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.1 (iv)		N/A		0x8008		Average RMS Voltage below Average RMS Under Voltage Threshold on Phase 2 (current value below threshold; previous value above threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.1 (iv)		N/A		0x8009		Average RMS Voltage below Average RMS Under Voltage Threshold on Phase 3 (current value below threshold; previous value above threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.5.9.3
5.11.4.3 		4.5.2		0x8F0A		Billing Data Log Updated		Y (2)		N		N		N		N		N		C		SME.A.C		Y				Supplier		Not possible		ECS68
GCS53				x										x						optional

		Mandated		4.4.1
5.5.1
9.4.1		N/A		0x8F0C		Clock not adjusted (adjustment greater than 10 seconds)		Y (1)		N		Y		N		N		N		C		SME.A.C		N				Supplier		Not possible		See Section 7		x		x																mandatory

		Mandated		4.4.7.2
5.5.7.2
5.11.2.2		N/A		0x810D		Combined Credit Below Low Credit Threshold (prepayment mode)		Y (1)		Y		N		N		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Mandated		4.5.2.2
5.6.2.2
4.5.3.3
5.6.3.3		N/A		0x810E		Credit Added Locally		Y (1)		N		N		N		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Mandated		4.4.7.2 v (b) 
5.5.7.2 v
5.11.2.2 vi		N/A		0x8F0F		Credit Below Disablement Threshold (prepayment mode)		Y (1)		N		N		N		N		N		C		SME.A.C		N				Supplier		Not possible		See Section 7		x		x																optional

		This row not used																																																						n/a

		Mandated		N/A		4.5.1.2
4.5.1.9		0x8F12		CHF Device Log Changed		Y (2)		N		Y		N		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		CS14												x								n/a

		This row not used																																																						n/a

		This row not used																																																						n/a

		Mandated		4.4.7.2
5.5.7.2
5.11.2.2		N/A		0x8119		Emergency Credit Has Become Available (prepayment mode)		Y (1)		Y		N		N		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Mandated		5.6.4.1
5.22.2.1
5.22.2.2
5.22.2.3
9.5.3.1		N/A		See Use Case ECS35g		Failure in changing or maintaining Auxiliary Controller state		N		N		N		N		N		Y		NC		SME.A.NC		N				Supplier		Not possible		See section 7				x																mandatory

		This row not used																																																						n/a

		Mandated		4.4.10.1
5.5.10.1
9.4.4.1		N/A		0x8F1C		Firmware Verification Failed		Y (2)		N		Y		N		N		N		C		SME.A.C		N				Supplier		Not possible		See Section 11.2.6		x		x																mandatory

		Mandated		4.4.6.2		N/A		0x8F1D		GSME Power Supply Loss		Y (1)		N		N		N		N		N		C		SME.A.C		N				Supplier		Not possible		See Section 7		x																		n/a

		Mandated		4.4.2
5.5.2
9.4.2		4.4.2.1
4.4.2.2		0x8F1E		Integrity check of content or format of command failed		Y (1)		N		Y		N		N		N		C		SME.A.C		N				WAN Provider (CHF only) or Access Control Broker (PPMID only) or Supplier (not CHF or PPMID)		Not possible		See Section 7		x		x								x		x		x		x		mandatory

		Mandated		4.4.6.1		N/A		0x8F1F		Low Battery Capacity		Y (1)		N		N		Y		N		N		C		SME.A.C		N				Supplier		Not possible		See Section 7		x																		n/a

		Mandated		5.5.12.2 (i)		N/A		0x8020		RMS Voltage above Extreme Over Voltage Threshold (voltage rises above for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.2 (i)		N/A		0x8021		RMS Voltage above Extreme Over Voltage Threshold on Phase 1 (voltage rises above for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.2 (i)		N/A		0x8022		RMS Voltage above Extreme Over Voltage Threshold on Phase 2 (voltage rises above for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.2 (i)		N/A		0x8023		RMS Voltage above Extreme Over Voltage Threshold on Phase 3 (voltage rises above for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.5.12.5 (i)		N/A		0x8024		RMS Voltage above Voltage Swell Threshold (voltage rises above for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.5 (i)		N/A		0x8025		RMS Voltage above Voltage Swell Threshold on Phase 1 (voltage rises above for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.5 (i)		N/A		0x8026		RMS Voltage above Voltage Swell Threshold on Phase 2 (voltage rises above for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.5 (i)		N/A		0x8027		RMS Voltage above Voltage Swell Threshold on Phase 3 (voltage rises above for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.5.12.3 (i)		N/A		0x8028		RMS Voltage below Extreme Under Voltage Threshold (voltage falls below for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.3 (i)		N/A		0x8029		RMS Voltage below Extreme Under Voltage Threshold on Phase 1 (voltage falls below for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.3 (i)		N/A		0x802A		RMS Voltage below Extreme Under Voltage Threshold on Phase 2 (voltage falls below for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.3 (i)		N/A		0x802B		RMS Voltage below Extreme Under Voltage Threshold on Phase 3 (voltage falls below for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.5.12.4 (i)		N/A		0x802C		RMS Voltage below Voltage Sag Threshold (voltage falls below for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.4 (i)		N/A		0x802D		RMS Voltage below Voltage Sag Threshold on Phase 1 (voltage falls below for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.4 (i)		N/A		0x802E		RMS Voltage below Voltage Sag Threshold on Phase 2 (voltage falls below for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.4 (i)		N/A		0x802F		RMS Voltage below Voltage Sag Threshold on Phase 3 (voltage falls below for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		4.4.2
5.5.2
9.4.2		4.4.2.1
4.4.2.2		0x8F30		Source Does not have Authority for Command		Y (1)		N		Y		N		N		N		C		SME.A.C		N				WAN Provider (CHF only) or Access Control Broker (PPMID only) or Supplier (not CHF or PPMID)		Not possible		See Section 7		x		x								x		x		x		x		mandatory

		Mandated		5.6.4.1
5.22.2.1
5.22.2.2
5.22.2.3
9.5.3.1		N/A		See Use Case ECS35g		Success in changing or maintaining Auxiliary Controlle state		N		N		N		N		N		Y		NC		SME.A.NC		N				Supplier		Not possible		See section 7				x																mandatory

		Mandated		4.5.2.2
4.5.3.3
4.5.3.6
5.6.2.2
5.6.3.3
5.6.3.6		N/A		0x8F32		Supply Armed		Y (1)		Y		N		N		N		N		C		SME.A.C		N				Supplier and, for ESME only, Network Operator		Not possible		See Section 7		x		x																optional

		Mandated		5.5.6		N/A		0x8F33		Supply Disabled then Armed - Load Limit triggered		Y (1)		Y		N		N		N		N		C		SME.A.C		N				Supplier and Network Operator		Not possible		See Section 7				x																optional

		Mandated		5.5.6		N/A		0x8F34		Supply Enabled after Load Limit Restoration Period (Load Limit triggered)		Y (1)		Y		N		N		N		N		C		SME.A.C		N				Supplier and Network Operator		Not possible		See Section 7				x																optional

		Mandated		5.5.12.6 (ii)		N/A		0x8F35		Supply Outage Restored		Y (2)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		ECS80						x														optional

		Mandated		5.5.12.6 (iii)		N/A		0x8F36		Supply Outage Restored - Outage >= 3 minutes		Y (2)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		ECS80						x														optional

		Mandated		5.17.2.6 (iv)		N/A		0x8F37		Supply Outage Restored on Phase 1		Y (2)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		ECS80								x												n/a

		Mandated		5.17.2.6 (v)		N/A		0x8F38		Supply Outage Restored on Phase 1 Restored - Outage >= 3 minutes		Y (2)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		ECS80								x												n/a

		Mandated		5.17.2.6 (iv)		N/A		0x8F39		Supply Outage Restored on Phase 2 Restored		Y (2)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		ECS80								x												n/a

		Mandated		5.17.2.6 (v)		N/A		0x8F3A		Supply Outage Restored on Phase 2 Restored - Outage >= 3 minutes		Y (2)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		ECS80								x												n/a

		Mandated		5.17.2.6 (iv)		N/A		0x8F3B		Supply Outage Restored on Phase 3 Restored		Y (2)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		ECS80								x												n/a

		Mandated		5.17.2.6 (v)		N/A		0x8F3C		Supply Outage Restored on Phase 3 Restored - Outage >= 3 minutes		Y (2)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		ECS80								x												n/a

		Mandated		4.4.2
5.5.2
9.4.2		4.4.2.1
4.4.2.2		0x8F3D		Trusted Source Authentication Failure		Y (1)		N		Y		N		N		N		C		SME.A.C		N				WAN Provider (CHF only) or Access Control Broker (PPMID only) or Supplier (not CHF or PPMID)		Not possible		See Section 7		x		x								x		x		x		x		mandatory

		Mandated		4.4.10.5
5.5.10.5
7.4.1
8.4.2
9.4.4.5		4.4.6.6
4.4.6.7
		0x8F3E		Unauthorised Communication Access attempted		Y (1)		N		Y		N		N		N		C		SME.A.C		N				WAN Provider (CHF only) or Access Control Broker (PPMID only) or Supplier (not CHF or PPMID)		Not possible		See Section 7		x		x								x		x		x		x		mandatory

		Mandated -conditional group 1		4.3
5.4
5.10
5.16
7.3
9.3		4.3		0x8F3F		Unauthorised Physical Access - Tamper Detect
		Y (1)		N		Y		N		N		N		C		SME.A.C		N				WAN Provider (CHF only), Access Control Broker (PPMID only) or Supplier and Network Operator (ESME only)  or Supplier (GSME only)		Not possible		See Section 7		x		x								x						x		mandatory – conditional group 1

		Mandated		4.4.10.1
5.5.10.1
9.4.4.1		4.4.6.1		0x8F43		Change in the executing Firmware version		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x								x		x						mandatory

		Mandated		4.5.3.20
5.6.3.32
9.5.2.13		N/A		0x8145		Clock adjusted (within tolerance)		N		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See section 7		x		x																mandatory

		Mandated		4.5.2.2
4.5.3.3
5.6.2.2
5.6.3.3		N/A		0x8F47		Credit would cause Meter Balance to exceed  Maximum Meter Balance Threshold		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x																optional

		Mandated		4.5.3.4
5.6.3.4
9.5.2.2		4.5.4.1		0x8F48		Device joining failed		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x										x						mandatory

		Mandated		4.5.3.4
5.6.3.4
9.5.2.2		4.5.4.1		0x8F49		Device joining succeeded 		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x										x						mandatory

		Mandated		4.5.3.17
5.6.3.19
9.5.2.10		4.5.4.7		0x8F4A		Device Unjoining failed 		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x										x						mandatory

		Mandated		4.5.3.17
5.6.3.19
9.5.2.10		4.5.4.7		0x8F4B		Device Unjoining succeeded 		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x										x						mandatory

		Mandated		4.5.3.18
5.6.3.20
9.5.2.11		4.5.1.10
4.5.4.8		0x8F4C		Device's own Digital Signing Certificate replacement failed		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x								x		x						mandatory

		Mandated		4.5.3.18
5.6.3.20
9.5.2.11		4.5.1.10
4.5.4.8		0x8F4D		Device's own Digital Signing Certificate replacement succeeded		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x								x		x						mandatory

		Mandated		4.5.3.18
5.6.3.20
9.5.2.11		4.5.1.10
4.5.4.8		0x8F4E		Device's own Key Agreement Certificate replacement failed		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x								x		x						mandatory

		Mandated		4.5.3.18
5.6.3.20
9.5.2.11		4.5.1.10
4.5.4.8		0x8F4F		Device's own Key Agreement Certificate replacement succeeded		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x								x		x						mandatory

		Mandated		4.5.2.2
4.5.3.3
5.6.2.2
5.6.3.3		N/A		0x8F51		Duplicate UTRN entered		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x																optional

		Mandated		4.5.3.8
5.6.3.8
5.6.3.9
9.5.2.3
9.5.2.4		4.5.1.3
4.5.4.2		0x8F52		Event Log Cleared		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x								x		x						mandatory

		Mandated		4.4.10.1
5.5.10.1
9.4.4.1		4.4.6.1		0x8F53		Failed Authentication or Authorisation not covered by other codes		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x								x		x						mandatory

		Mandated		4.5.3
5.6.3
9.5.2		4.5.1
4.5.4		0x8154		Immediate HAN Interface Command Received and Successfully Actioned		N		N		N		Y		N		N		NC		SME.A.NC		N				Supplier (GSME and ESME only)		Supplier (GSME and ESME only)		See section 7		x		x								x		x						mandatory

		Mandated		4.5.3
5.6.3
9.5.2		4.5.1
4.5.4		0x8155		Immediate HAN Interface Command Received but not Successfully Actioned		N		N		N		Y		N		N		NC		SME.A.NC		N				Supplier (GSME and ESME only)		Supplier (GSME and ESME only)		See section 7		x		x								x		x						mandatory

		Do not use Event / Alert Code						0x8157

		Mandated		5.17.2.6		N/A		0x8F58		Supply interrupted on Phase 1		Y (1)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		See Section 7								x												n/a

		Mandated		5.17.2.6		N/A		0x8F59		Supply interrupted on Phase 2		Y (1)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		See Section 7								x												n/a

		Mandated		5.17.2.6		N/A		0x8F5A		Supply interrupted on Phase 3		Y (1)		N		N		N		Y		N		C		SME.A.C		N				Network Operator		Not possible		See Section 7								x												n/a

		Mandated		4.5.2.2
4.5.3.3
5.6.2.2
5.6.3.3		N/A		0x8F5B		UTRN exceeds Maximum Credit Threshold		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x																optional

		Mandated		4.4.10.1
5.5.10.1
9.4.4.1		N/A		0x8F60		Unusual numbers of malformed, out-of-order or unexpected Commands received		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x																mandatory

		Mandated		4.5.2
5.6.2
5.22.1
5.25.1
9.13.1		N/A		0x8161		User Interface Command Input and Successfully Actioned		N		N		N		Y (Boost Function Event Log for Boost Function Commands)		N		N		NC		SME.A.NC		N				Supplier		Supplier		See section 7		x		x																mandatory where the SAPC has a Boost Function, with its SMETS meaning

		Mandated		4.5.2
5.6.2
5.22.1
5.25.1
9.13.1		N/A		0x8162		User Interface Command Input but not Successfully Actioned		N		N		N		Y (Boost Function Event Log for Boost Function Commands)		N		N		NC		SME.A.NC		N				Supplier		Supplier		See section 7		x		x																mandatory where the SAPC has a Boost Function, with its SMETS meaning

		Mandated		4.5.2.2
4.5.3.3
5.6.2.2
5.6.3.3		N/A		0x8F63		UTRN not Authentic		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x																optional

		Mandated		4.5.3.3
5.6.3.3		N/A		0x8F64		UTRN not for this Device		N		N		Y		N		N		N		N/A		N/A		N/A				N/A		Not possible		N/A		x		x																optional

		This row not used																																																						n/a

		Mandated		4.4.2
5.5.2
9.4.2		4.5.1
4.5.4		0x8F66		Future – date HAN Interface Command Successfully Actioned		Y (2)		N		N		Y		N		N		C		SME.A.C		N				Transitional Change of Supplier or Supplier (not CHF) or WAN Provider (CHF only)		Not possible		See Section 9		x		x								x		x		x				mandatory

		Mandated		4.4.2
5.5.2
9.4.2		4.5.1
4.5.4		0x8F67		Future – date HAN Interface Command not Successfully Actioned		Y (2)		N		N		Y		N		N		C		SME.A.C		N				Transitional Change of Supplier or Supplier (not CHF) or WAN Provider (CHF only)		Not possible		See Section 9		x		x								x		x		x				mandatory

		Mandated		4.5.2.1
4.5.3.1
5.6.2.1
5.6.3.1		N/A		0x8168		Supply Disabled then Armed - Activate Emergency Credit triggered		N		Y		N		N		N		N		NC		SME.A.NC		N				Supplier		Supplier		See section 7		x		x																optional

		Mandated		4.3
5.4
5.10
5.16
9.3		N/A		0x8F69		Tunnel Established		Y (1)		N		N		N		N		N		C		SME.A.C		N				Supplier		Not possible		See Section 7		x		x																mandatory

		Mandated		4.5.3.18
5.6.3.20
9.5.2.11		4.5.1.10
4.5.4.8		0x8F70		Update Security Credentials 		N		N		Y		N		N		N		N/A		N/A		N				N/A		Not possible		N/A		x		x										x						mandatory

		Mandated		N/A		4.5.4.1
4.5.4.7		0x8071		GPF Device Log Changed		Y (2)		N		N		N		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		GCS62														x						n/a

		Mandated		See GBCS 11.4.2		N/A		0x8F72		Firmware Verification Successful		Y (2)		N		Y		N		N		N		C		SME.A.C		N				Supplier		Not possible		See Section 11.2.6		x		x																optional

		Mandated -conditional group 1		4.3		N/A		0x8F73		Unauthorised Physical Access - Battery Cover Removed
		Y (1)		N		Y		N		N		N		C		SME.A.C		N				Supplier		Not possible		See Section 7		x																		n/a

		Mandated -conditional group 1		4.3
5.4
5.10
5.16
9.3		N/A		0x8F74		Unauthorised Physical Access - Meter Cover Removed
		Y (1)		N		Y		N		N		N		C		SME.A.C		N				Supplier and Network Operator (ESME) or Supplier only (GSME)		Not possible		See Section 7		x		x																mandatory – conditional group 1

		Mandated -conditional group 1		4.3
5.4
5.10
5.16
9.3		4.3		0x8F75		Unauthorised Physical Access - Strong Magnetic field
		Y (1)		N		Y		N		N		N		C		SME.A.C		N				WAN Provider (for CHF only) or (for ESME only) Supplier and Network Operator		Not possible		See Section 7				x								x								mandatory – conditional group 1

		Mandated -conditional group 1		4.3
5.4
5.10
5.16
9.3		N/A		0x8F76		Unauthorised Physical Access - Terminal Cover Removed
		Y (1)		N		Y		N		N		N		C		SME.A.C		N				Supplier and Network Operator		Not possible		See Section 7				x																mandatory – conditional group 1

		Mandated -conditional group 1		5.4
5.10
5.16
9.3		N/A		0x8F77		Unauthorised Physical Access - Second Terminal Cover Removed		Y (1)		N		Y		N		N		N		C		SME.A.C		N				Supplier and Network Operator		Not possible		See Section 7				x																mandatory – conditional group 1

		Mandated -conditional group 1		4.3
5.4
5.10
5.16
7.3
9.3		4.3		0x8F78		Unauthorised Physical Access - Other		Y (1)		N		Y		N		N		N		C		SME.A.C		N				Access Control Broker (PPMID only), WAN Provider (CHF only), Supplier and Network Operator (ESME only), Supplier (GSME only)		Not possible		See Section 7		x		x								x						x		mandatory – conditional group 1

		This row not used																																																						n/a

		This row not used																																																						n/a

		This row not used																																																						n/a

		Mandated		4.5.2.7		N/A		0x8F82		Remaining Battery Capacity reset		Y (1)		N		Y		N		N		N		NC		SME.A.NC		N				Supplier		Not possible		See Section 7		x																		n/a

		Mandated		4.3
4.5.2.8
5.4
5.10
5.16
5.6.2.6		N/A		0x8183		Device joined SMHAN		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Mandated		4.5.2.10		N/A		0x8184		Valve tested		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x																		n/a

		Mandated		5.5.12.1 (iii)		N/A		0x8085		Average RMS Voltage below Average RMS Over Voltage Threshold (current value below threshold; previous value above threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.1 (iii)		N/A		0x8086		Average RMS Voltage below Average RMS Over Voltage Threshold on Phase 1 (current value below threshold; previous value above threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.1 (iii)		N/A		0x8087		Average RMS Voltage below Average RMS Over Voltage Threshold on Phase 2 (current value below threshold; previous value above threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.1 (iii)		N/A		0x8088		Average RMS Voltage below Average RMS Over Voltage Threshold on Phase 3 (current value below threshold; previous value above threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.5.12.1 (v)		N/A		0x8089		Average RMS Voltage above Average RMS Under Voltage Threshold (current value above threshold; previous value below threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.1 (v)		N/A		0x808A		Average RMS Voltage above Average RMS Under Voltage Threshold on Phase 1 (current value above threshold; previous value below threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.1 (v)		N/A		0x808B		Average RMS Voltage above Average RMS Under Voltage Threshold on Phase 2 (current value above threshold; previous value below threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.1 (v)		N/A		0x808C		Average RMS Voltage above Average RMS Under Voltage Threshold on Phase 3 (current value above threshold; previous value below threshold)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.5.12.2 (ii)		N/A		0x808D		RMS Voltage above Extreme Over Voltage Threshold (voltage returns below for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.2 (i)		N/A		0x808E		RMS Voltage above Extreme Over Voltage Threshold on Phase 1 (voltage returns below for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.2 (i)		N/A		0x808F		RMS Voltage above Extreme Over Voltage Threshold on Phase 2 (voltage returns below for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.2 (i)		N/A		0x8090		RMS Voltage above Extreme Over Voltage Threshold on Phase 3 (voltage returns below for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.5.12.5 (ii)		N/A		0x8091		RMS Voltage above Voltage Swell Threshold (voltage returns below for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.5 (i)		N/A		0x8092		RMS Voltage above Voltage Swell Threshold on Phase 1 (voltage returns below for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.5 (i)		N/A		0x8093		RMS Voltage above Voltage Swell Threshold on Phase 2 (voltage returns below for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.5 (i)		N/A		0x8094		RMS Voltage above Voltage Swell Threshold on Phase 3 (voltage returns below for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.5.12.3 (ii)		N/A		0x8095		RMS Voltage below Extreme Under Voltage Threshold (voltage returns above for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.3 (i)		N/A		0x8096		RMS Voltage below Extreme Under Voltage Threshold on Phase 1 (voltage returns above for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.3 (i)		N/A		0x8097		RMS Voltage below Extreme Under Voltage Threshold on Phase 2 (voltage returns above for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.3 (i)		N/A		0x8098		RMS Voltage below Extreme Under Voltage Threshold on Phase 3 (voltage returns above for longer than the configurable period)		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.5.12.4 (ii)		N/A		0x8099		RMS Voltage below Voltage Sag Threshold (voltage returns above for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Mandated		5.17.2.4 (i)		N/A		0x809A		RMS Voltage below Voltage Sag Threshold on Phase 1 (voltage returns above for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.4 (i)		N/A		0x809B		RMS Voltage below Voltage Sag Threshold on Phase 2 (voltage returns above for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		5.17.2.4 (i)		N/A		0x809C		RMS Voltage below Voltage Sag Threshold on Phase 3 (voltage returns above for longer than the configurable period)		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Mandated		N/A		See GBCS 10.3.4.2		0x819D		GSME Command Not Retrieved		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		See Section 7														x						n/a

		Mandated		N/A		See GBCS 10.3.4.2		0x819E		Tap Off Message Response or Alert Failure		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		See Section 7														x						n/a

		Mandated		4.4.10.1
5.5.10.1
9.4.4.1		4.4.6.1		0x8F1B		Firmware Verification Failed At Power On		Y (1)		N		Y		N		N		N		C		SME.A.C		N				Supplier (not CHF) or WAN Provider (CHF only)		Not possible		See Section 7		x		x								x								mandatory

		Non-mandated		N/A		N/A		0x81A1		Battery Cover Closed		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x81A2		CH Connected to ESME		N		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See section 7				x																optional

		Non-mandated		N/A		N/A		0x81A3		CH Disconnected from ESME		N		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See section 7				x																optional

		Non-mandated		N/A		N/A		0x81A4		Close Tunnel Command Rejected		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x												x				optional

		Non-mandated		N/A		N/A		0x81A5		Communication From Local Port (e.g. Optical)		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x												x				optional

		Non-mandated		N/A		N/A		0x81A6		Customer Acknowledged Message on HAN Device		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x81A7		Debt Collection Completed - Time Debt 1		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x81A8		Debt Collection Completed - Time Debt 2		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x81A9		Debt Collection Completed - Payment Debt		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Mandated		4.4.7.2
5.5.7.2
5.11.2.2		N/A		0x81AA		Emergency Credit Exhausted		Y (1)		Y		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Mandated		4.5.2.1
4.5.3.1
5.6.2.1
5.6.3.1		N/A		0x81AB		Emergency Credit Activated		Y (1)		Y		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x81AC		Error Measurement Fault		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x81AD		Error Metrology Firmware Verification Failure		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x81AE		Error Non Volatile Memory		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x												x				optional

		Non-mandated		N/A		N/A		0x81AF		Error Program Execution		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x												x				optional

		Non-mandated		N/A		N/A		0x81B0		Error Program Storage		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x												x				optional

		Non-mandated		N/A		N/A		0x81B1		Error RAM		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x												x				optional

		Non-mandated		N/A		N/A		0x81B2		Error Unexpected Hardware Reset		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x												x				optional

		Non-mandated		N/A		N/A		0x81B3		Error Watchdog 		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x												x				optional

		Non-mandated		N/A		N/A		0x81B4		Excess Gas Flow Beyond Meter Capacity		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x																		n/a

		Non-mandated		N/A		N/A		0x81B5		Flow Sensor Detects Air in Gas Flow		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x																		n/a

		Non-mandated		N/A		N/A		0x81B6		Flow Sensor Detects Reverse Flow of Gas		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x																		n/a

		Non-mandated		N/A		N/A		0x81B7		Incorrect phase sequencing		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Supplier		Supplier		see section 7								x												n/a

		Non-mandated		N/A		N/A		0x81B8		Incorrect Polarity		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7				x																optional

		Non-mandated		N/A		N/A		0x81B9		Meter Cover Closed		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x8010		Over Current		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7						x														optional

		Non-mandated		N/A		N/A		0x8011		Over Current L1		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Non-mandated		N/A		N/A		0x8016		Over Current L2		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Non-mandated		N/A		N/A		0x8013		Over Current L3		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7								x												n/a

		Non-mandated		N/A		N/A		0x8014		Power Factor Threshold Below		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7				x																optional

		Non-mandated		N/A		N/A		0x8015		Power Factor Threshold Ok		N		N		N		N		N		N		NC		SME.A.NC		N				Network Operator		Network Operator		See Section 7				x																optional

		Non-mandated		N/A		N/A		0x81BA		Request Tunnel Command Rejected		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x												x				optional

		Non-mandated		N/A		N/A		0x81BB		Reverse Current		Y (1)		N		N		N		Y		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7				x																optional

		Non-mandated		N/A		N/A		0x81BC		Strong Magnetic Field Removed		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x81BD		Supply Connect Failure (Valve or Load Switch)		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Mandated		4.3
5.4  
5.10 
5.16		N/A		0x81BE		Supply Disabled Then Locked - Supply Tamper State Cause		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Mandated		4.5.2.6		N/A		0x81BF		Supply Disabled Then Armed - Uncontrolled Gas Flow Rate		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x																		n/a

		Non-mandated		N/A		N/A		0x81C0		Supply Disconnect Failure (Valve or Load Switch)		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x81C1		Terminal Cover Closed		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7				x																optional

		Non-mandated		N/A		N/A		0x81C2		Tilt Tamper Ended		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x																		n/a

		Non-mandated		N/A		N/A		0x81C3		Tilt Tamper		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x																		n/a

		Non-mandated		N/A		N/A		0x81C4		UTRN Manual Entry Suspended		Y (1)		Y		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 7		x		x																optional

		Non-mandated		N/A		N/A		0x81C5		UTRN rejected as locked out		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		see section 7		x		x																optional

		Mandated		4.4.7.2 vii
5.5.7.2 vii
5.11.2.2 viii		N/A		0x8F83		Disablement of Supply due to insufficient credit has been suspended 		Y (1)		N		N		N		N		N		C		SME.A.C		N				Supplier		Not possible		See Section 7		X		X																optional

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F20		Limited Duty Cycle Action Taken		Y (2)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		DBCH06 Limited Duty Cycle Action Taken Sub GHz Alert												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F21		Duty Cycle fallen below Normal-Limited Duty Cycle Threshold		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		See Table 7.2.9c												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F22		Critical Duty Cycle Action Taken		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		See Table 7.2.9c												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F23		Duty Cycle fallen below Limited-Critical Duty Cycle Threshold		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		See Table 7.2.9c												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F24		Regulated Duty Cycle Action Taken		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		See Table 7.2.9c												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F25		Duty Cycle fallen below Critical-Regulated Duty Cycle Threshold		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		See Table 7.2.9c												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F26		Sub GHz Channel Changed		Y (2)		N		N		Y (Sub GHz Channel Log)		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		DBCH07 Sub GHz Sub GHz Channel Changed Sub GHz Alert												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F27		Sub GHz Channel Scan initiated		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		See Table 7.2.9c												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F28		Sub GHz Channel Scan Request Assessment Outcome		Y (2)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		DBCH08 Sub GHz Channel Scan Request Assessment Outcome Sub GHz Alert												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F29		Three Lost GSME Searches Failed		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		See Table 7.2.9c												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F2A		Sub GHz Configuration Changed		Y (2)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		DBCH09 Sub GHz Configuration Changed Sub GHz Alert												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F2B		Sub GHz Channel not changed due to Frequency Agility Parameters		Y (1)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		See Table 7.2.9c												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F2C		Message Discarded Due to Duty Cycle Management		Y (2)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		DBCH10 Message Discarded Due to Duty Cycle Management Sub GHz Alert												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.6.2.4		N/A		0x8F2D		No More Sub GHz Device Capacity		Y (2)		N		N		Y		N		N		NC		SME.A.NC		N				Access Control Broker		Not possible		DBCH11 No More Sub GHz Device Capacity Sub GHz Alert												Dual Band CH Only								n/a

		Mandated		See GBCS Section 10.2.2.3		N/A		0x8F84		Failure to Deliver Remote Party Message to ESME		Y (2)		N		N		Y		N		N		C		SME.A.C		N				Access Control Broker		Not possible		See GBCS section 10.2.2.4												x								n/a

		Mandated		4.4.6.3
5.5.13		N/A		0x81A0		Smart Meter Integrity Issue – Warning		Y (2)		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See Section 16		x		x																optional

		Mandated		5.5.12.6 (i)		4.4.5		0x8F57		Supply interrupted		N		N		N		N		Y (For CH, the CHF Event Log)		N		N/A		N/A		N/A				N/A		Not possible		N/A						x						x								optional

		Do not use Event / Alert Code						0x8001

		Do not use Event / Alert Code						0x800A

		Do not use Event / Alert Code						0x800B

		Do not use Event / Alert Code						0x800C

		Do not use Event / Alert Code						0x800D

		Do not use Event / Alert Code						0x800E

		Do not use Event / Alert Code						0x800F

		Do not use Event / Alert Code						0x8012

		Do not use Event / Alert Code						0x8017

		Do not use Event / Alert Code						0x8018

		Do not use Event / Alert Code						0x8019

		Do not use Event / Alert Code						0x801A

		Do not use Event / Alert Code						0x801B

		Do not use Event / Alert Code						0x801C

		Do not use Event / Alert Code						0x801D

		Do not use Event / Alert Code						0x801E

		Do not use Event / Alert Code						0x801F

		Do not use Event / Alert Code						0x8030

		Do not use Event / Alert Code						0x8031

		Do not use Event / Alert Code						0x8032

		Do not use Event / Alert Code						0x8033

		Do not use Event / Alert Code						0x8034

		Do not use Event / Alert Code						0x8035

		Do not use Event / Alert Code						0x8036

		Do not use Event / Alert Code						0x8037

		Do not use Event / Alert Code						0x8038

		Do not use Event / Alert Code						0x8039

		Do not use Event / Alert Code						0x803A

		Do not use Event / Alert Code						0x803B

		Do not use Event / Alert Code						0x803C

		Do not use Event / Alert Code						0x803D

		Do not use Event / Alert Code						0x803E

		Do not use Event / Alert Code						0x803F

		Do not use Event / Alert Code						0x8040

		Do not use Event / Alert Code						0x8041

		Do not use Event / Alert Code						0x8042

		Do not use Event / Alert Code						0x8043

		Do not use Event / Alert Code						0x8044

		Do not use Event / Alert Code						0x8045

		Do not use Event / Alert Code						0x8046

		Do not use Event / Alert Code						0x8047

		Do not use Event / Alert Code						0x8048

		Do not use Event / Alert Code						0x8049

		Do not use Event / Alert Code						0x804A

		Do not use Event / Alert Code						0x804B

		Do not use Event / Alert Code						0x804C

		Do not use Event / Alert Code						0x804D

		Do not use Event / Alert Code						0x804E

		Do not use Event / Alert Code						0x804F

		Do not use Event / Alert Code						0x8050

		Do not use Event / Alert Code						0x8051

		Do not use Event / Alert Code						0x8052

		Do not use Event / Alert Code						0x8053

		Do not use Event / Alert Code						0x8054

		Do not use Event / Alert Code						0x8055

		Do not use Event / Alert Code						0x8056

		Do not use Event / Alert Code						0x8057

		Do not use Event / Alert Code						0x8058

		Do not use Event / Alert Code						0x8059

		Do not use Event / Alert Code						0x805A

		Do not use Event / Alert Code						0x805B

		Do not use Event / Alert Code						0x805C

		Do not use Event / Alert Code						0x805D

		Do not use Event / Alert Code						0x805E

		Do not use Event / Alert Code						0x805F

		Do not use Event / Alert Code						0x8060

		Do not use Event / Alert Code						0x8061

		Do not use Event / Alert Code						0x8062

		Do not use Event / Alert Code						0x8063

		Do not use Event / Alert Code						0x8064

		Do not use Event / Alert Code						0x8065

		Do not use Event / Alert Code						0x8066

		Do not use Event / Alert Code						0x8067

		Do not use Event / Alert Code						0x8068

		Do not use Event / Alert Code						0x8069

		Do not use Event / Alert Code						0x806A

		Do not use Event / Alert Code						0x806B

		Do not use Event / Alert Code						0x806C

		Do not use Event / Alert Code						0x806D

		Do not use Event / Alert Code						0x806E

		Do not use Event / Alert Code						0x806F

		Do not use Event / Alert Code						0x8070

		Do not use Event / Alert Code						0x8072

		Do not use Event / Alert Code						0x8073

		Do not use Event / Alert Code						0x8074

		Do not use Event / Alert Code						0x8075

		Do not use Event / Alert Code						0x8076

		Do not use Event / Alert Code						0x8077

		Do not use Event / Alert Code						0x8078

		Do not use Event / Alert Code						0x8079

		Do not use Event / Alert Code						0x807A

		Do not use Event / Alert Code						0x807B

		Do not use Event / Alert Code						0x807C

		Do not use Event / Alert Code						0x807D

		Do not use Event / Alert Code						0x807E

		Do not use Event / Alert Code						0x807F

		Do not use Event / Alert Code						0x8080

		Do not use Event / Alert Code						0x8081

		Do not use Event / Alert Code						0x8082

		Do not use Event / Alert Code						0x8083

		Do not use Event / Alert Code						0x8084

		Do not use Event / Alert Code						0x809D

		Do not use Event / Alert Code						0x809E

		Do not use Event / Alert Code						0x809F

		Do not use Event / Alert Code						0x80A0

		Do not use Event / Alert Code						0x80A1

		Do not use Event / Alert Code						0x80A2

		Do not use Event / Alert Code						0x80A3

		Do not use Event / Alert Code						0x80A4

		Do not use Event / Alert Code						0x80A5

		Do not use Event / Alert Code						0x80A6

		Do not use Event / Alert Code						0x80A7

		Do not use Event / Alert Code						0x80A8

		Do not use Event / Alert Code						0x80A9

		Do not use Event / Alert Code						0x80AA

		Do not use Event / Alert Code						0x80AB

		Do not use Event / Alert Code						0x80AC

		Do not use Event / Alert Code						0x80AD

		Do not use Event / Alert Code						0x80AE

		Do not use Event / Alert Code						0x80AF

		Do not use Event / Alert Code						0x80B0

		Do not use Event / Alert Code						0x80B1

		Do not use Event / Alert Code						0x80B2

		Do not use Event / Alert Code						0x80B3

		Do not use Event / Alert Code						0x80B4

		Do not use Event / Alert Code						0x80B5

		Do not use Event / Alert Code						0x80B6

		Do not use Event / Alert Code						0x80B7

		Do not use Event / Alert Code						0x80B8

		Do not use Event / Alert Code						0x80B9

		Do not use Event / Alert Code						0x80BA

		Do not use Event / Alert Code						0x80BB

		Do not use Event / Alert Code						0x80BC

		Do not use Event / Alert Code						0x80BD

		Do not use Event / Alert Code						0x80BE

		Do not use Event / Alert Code						0x80BF

		Do not use Event / Alert Code						0x80C0

		Do not use Event / Alert Code						0x80C1

		Do not use Event / Alert Code						0x80C2

		Do not use Event / Alert Code						0x80C3

		Do not use Event / Alert Code						0x80C4

		Do not use Event / Alert Code						0x80C5

		Mandated		4.5.3.20
5.6.3.32
9.5.2.13		N/A		0x81C6		Clock not adjusted (outside tolerance)		N		N		N		Y		N		N		NC		SME.A.NC		N				Supplier		Supplier		See section 7		x		x																mandatory

		Mandated		See GBCS 7.2.9.1		N/A		0x8F85		ECS100 Command not supported by Device		Y		N		N		N		N		N		See GBCS 7.2.9.1		See GBCS 7.2.9.1		N				See GBCS 7.2.9.1		Not possible		See GBCS 7.2.9.1																				mandatory

		Mandated		5.29.1.1
9.5.2.16		N/A		0x8F86		ECS101 Limit APC [n] Level Command processed		Y		N		N		N		N		N		See GBCS 7.2.9.1		See GBCS 7.2.9.1		N				See GBCS 7.2.9.1		Not possible		See GBCS 7.2.9.1				x																mandatory

		Mandated		5.29.1.1
9.5.2.16		N/A		0x8F87		ECS102 Limit APC [n] Level ended or cancelled		Y		N		N		N		N		N		See GBCS 7.2.9.1		See GBCS 7.2.9.1		N				See GBCS 7.2.9.1		Not possible		See GBCS 7.2.9.1				x																mandatory

		Mandated		See GBCS 7.2.9.1		N/A		0x8F88		ECS200 Operational Update		Y		N		N		N		N		N		See GBCS 7.2.9.1		See GBCS 7.2.9.1		N				See GBCS 7.2.9.1		Not possible		See GBCS 7.2.9.1				x																optional
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clarity, Event / Alert Codes beginning 0x8F and any applying on Devices other than ESME /
GSME / SAPC are not configurable and Table 16.2 specifies the fixed settings. Once
installed, the configurations relating to sending Alerts, notifying other Devices, logging and
sounding Alarms may be modified using the event and Alert configuration Use Cases.

GSME shall reject any ZSE SetEventConfiguration command containing an Event ID in the
Event Configuration Payload with 0x8F in the most significant octet, to ensure Critical Alerts
are always configured on. For clarity, the ESME Alert Configuration Use Cases, which may
also be supported by SAPC, do not allow for Alert Codes starting O0x8F.
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  seems to be incorrect and  its corr ect value should be “Y”    (Note : “Y” means alerts/events cannot be configured and “N” means can be configured) .   

  Event  / Alert  Code  Event /  Alert Code  Meaning  Alert   WAN    (Alert  Type)  Alert   HAN  Security  Log  Event  Log  (Boost  Function  Event  Log or  Sub  GHz  Channel  Log  where  specified)  Power  Event  Log  Auxiliary  Controller  Event  Log  Alert  Critical  (C) /  non - critical  (NC)  Alert  Message  Category  Alert  contains  Sensitive  Data  ESME /  GSME  Alert  Always  On   

 

0x8F70  Update  Security  Credentials   N  N  Y  N  N  N  N/A  N/A  N  N   

0x8F82  Remaining  Battery  Capacity  reset  Y (1)  N  Y  N  N  N  NC  SME.A.NC  N  N   

0x8F85  ECS100  Command  not  supported  by Device  Y  N  N  N  N  N  See  GBCS  7.2.9.1  See  GBCS  7.2.9.1  N  N   

0x8F86  ECS101  Limit APC  [n] Level  Command  processed  Y  N  N  N  N  N  See  GBCS  7.2.9.1  See  GBCS  7.2.9.1  N  N   
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  Note :   column referred to is GBCS, Table 16.2, ‘Column O’. This has been shaded for this IRP to  highlight that column.    

