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Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	7 October 2021

	Issue Resolution Proposal
	IRP638

	Issues Log ID
	TS1395

	Issue Title
	Clarifications following TS1358

	Source
	BEIS

	Date Raised
	23 October 2020

	Status
	Draft v0_1

	Documentation Reference
	GBCS v4.0


Description:	
As explained in TS1358, GBCS section 13.3.5.10 includes a superfluous requirement in relation to the {root, keyCertSign, management} Trust Anchor Cell, and the implications of changing this cell.  This IRP removes this misleading reference. 
Proposed Position:
As explained in TS1358, the GBCS 13.3.5.10 requirement in relation to Device processing of CS02b Commands has the condition:
‘the targetTrustAnchorCell is … {root, keyCertSign, management}; and the Entity Identifier in the targetTrustAnchorCell is changed by the replacement’ 
This condition can never be met, because there is no Entity Identifier in the Trust Anchor Cell (since root has no Entity Identifier). 
As such, requirements for actions to take when this condition is met can never occur and are potentially misleading.  This IRP removes the redundant and potentially misleading text.
By way of explanation:
SEC Appendix B, section 6.3.2, requires that the root certificate has a Validity Period of 50 years, and so the root certificate is not ever expected to be changed, to a different root, due to expiry.  However, at the time the current text in GBCS was drafted, that life span had not been agreed, and so provisions were included for root certificate expiry and so roll over, specifically that text that is the subject of this IRP.
Given the very long life, SEC Appendix B, therefore, does not require an Entity Identifier to distinguish one root from another.
Specifically, the certificate profiles in SEC Appendix B, Organisation Certificate Policy, require that SMKI Certificates issued to organisations include the entity's Entity Identifier in the certificate subject field as a uniqueIdentifier object[footnoteRef:1].  [1: Requirements applicable to Organisation Certificates only
All Organisation Certificates that are issued by the OCA shall:
within the subject field, in addition to other attributes, contain an AttributeTypeAndValue structure whose type shall be id-at-uniqueIdentifier {joint-iso-itu-t(2) ds(5) attributeType(4) uniqueIdentifier(45)} and whose value shall be the 8 octet Entity Identifier of the subject of the Certificate;
] 

Such a requirement is not present for Root and ICA certificates[footnoteRef:2] (see the table headed "Root OCA Certificate Profile", and compare this to the table headed "Organisation Certificate Profile", both in Annex B of SEC Appendix B).

GBCS section 12.3 further clarifies this, stating that, as the root certificate is not required to include a Subject Unique ID, Devices must always use the Entity Identifier of 00-00-00-00-00-00-00-00 to refer to the root certificate[footnoteRef:3]. 
 [2: Requirements applicable to the Root OCA and Issuing OCA
All OCA Certificates issued by the OCA shall:
have globally unique subject field contents;
contain a single public key except for the Root-CA where there shall be two public keys. The second public key shall be referred to as the Contingency Key and shall be present in the WrappedApexContingencyKey extension with the meaning of IETF RFC5934. The Contingency Key shall be encrypted as per the requirements of the GBCS;]  [3: Note that Certificates where RemotePartyRole is root do not have to contain a Subject Unique ID. Thus, the Device will not have a value provided to it for this field in the {root, keyCertSign, management} Trust Anchor Cell. For consistency, Devices shall record a value of 0x0000000000000000 for Subject Unique ID in the {root, keyCertSign,
management} Trust Anchor Cell] 

Interoperability and / or Compatibility 
As the entity identifier for the root certificate is never permitted to change, the behaviour in this section can never be triggered. As such, there can be no interoperability impact from this change.

Required Changes to Documentation:
In GBCS, at Section 13.3.5.10, amend to text as shown in the mark-up below:
<…run on from, existing text>
[image: ]
<run on as is…>

	TS version for incorporation
	TBC

	Impact on previous IRPs
	None

	Attachment(s)
	None

	Affected Parties
	None, (this is a documentation-only change leading to no change in behaviour).
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If the Device is a GPF, the targetTrustAnchorcell is {supplier,
digitalSignature, management} and there are any future dated Update Security
Credentials Commands held on the Device that have not yet executed, and so their
executionDateTime is in the future, then the Device shall set each such
executionDateTime to '99991231235959Z'.

If:

. (hetargetTrustAnchorcelllS(suppller digitalsignature,
management } £ - s - = +; and

« the Entity Identifier in the targetTrustanchorcell is changed by the
replacement

then the Device shall set the execution date-time of any other future dated Commands,
that are held on the Device but not yet executed, to ‘never’, as detailed in Section 9.2. If
the deviceType of the Device is gsME then the Device shall also delete any future
dated data items that are pending activation.





 


Smart Metering Implementation Programme


 


 


Technical Specification Issue Resolution Proposal


 


 


This note provides BEIS’s interim position on an issue identified with the current version of 


the Technical Specifications or their associated content.  Please note this position should be 


considered as Draft until ratified through TBDG.  


 


 


Date


 


7


 


October


 


202


1


 


Issue Resolution Proposal


 


IRP


63


8


 


Issues Log ID


 


TS


13


95


 


Issue Title


 


Clarifications following TS1358


 


Source


 


BEIS


 


Date Raised


 


23


 


October 


20


20


 


Status


 


Draft 


v0_1


 


Documentation Reference


 


GBCS v4.0


 


Description:


 


 


As explained in TS1358, GBCS section 13.3.5.10 includes a superfluous requirement in 


relation to the {root, keyCertSign, management} Trust Anchor Cell, and the implications of 


changing this cell. 


 


This IRP removes this misleading reference.


 


 


Proposed Posit


ion:


 


As explained in TS1358, the GBCS 13.3.5.10 requirement in relation to Device processing of 


CS02b Commands has the condition:


 


‘the targetTrustAnchorCell is … {root, keyCertSign, management}; and the Entity 


Identifier in the targetTrustAnchorCell is cha


nged by the replacement’ 


 


This condition 


can never be met


, because there is no Entity Identifier in the Trust Anchor Cell 


(since root has no Entity Identifier)


. 


 


As such, requirements for actions to take when this condition is met can never occur and are 


potentially misleading. 


 


This IRP removes the redundant and potentially misleading text.


 


By way of explanation:


 


SEC Appendix B, section 6.3.2, requires that the 


root certificate has a Validity Period of 50 


years, and so the root certificate is not ever expected to be changed


,


 


to a different root


,


 


due 


to expiry. 


 


However, at the time the 


current 


text in GBCS


 


was drafted


, that life span had not 


been agreed, and so p


rovisions were include


d


 


for root certificate expiry and so roll over, 


specifically 


that 


text that is the subject of this IRP.


 


Given the very long life, SEC Appendix B


,


 


therefore


,


 


does not require an Entity Identifier to 


distinguish one root from another.


 


S


pecifically, the certificate profiles in SEC Appendix B, Organisation Certificate Policy, 


require that SMKI Certificates issued to organisations include the entity's Entity Identifier in 


the certificate 


subject


 


field as a 


uniqueIdentifier


 


object


1


. 


 


 


1


Requirements applicable to Organisation Certificates only


 


All Organisation Certificates that are issued by the OCA shall:


 


·


 


within the 


subject


 


field, in addition to other attributes, contain an 


AttributeTypeAndValue


 


structure whose type 


shall be 


id


-


at


-


uniqueIdentifier {joint


-


iso


-


itu


-


t(2) ds(5) attributeType(4) 


uniqueIdentifier(45)}


 


and whose value shall be the 8 octet Entity Identifier of the su


bject of the Certificate;


 


 




 

Smart Metering Implementation Programme     Technical Specification Issue Resolution Proposal     This note provides BEIS’s interim position on an issue identified with the current version of  the Technical Specifications or their associated content.  Please note this position should be  considered as Draft until ratified through TBDG.      

Date  7   October   202 1  

Issue Resolution Proposal  IRP 63 8  

Issues Log ID  TS 13 95  

Issue Title  Clarifications following TS1358  

Source  BEIS  

Date Raised  23   October  20 20  

Status  Draft  v0_1  

Documentation Reference  GBCS v4.0  

Description:     As explained in TS1358, GBCS section 13.3.5.10 includes a superfluous requirement in  relation to the {root, keyCertSign, management} Trust Anchor Cell, and the implications of  changing this cell.    This IRP removes this misleading reference.     Proposed Posit ion:   As explained in TS1358, the GBCS 13.3.5.10 requirement in relation to Device processing of  CS02b Commands has the condition:   ‘the targetTrustAnchorCell is … {root, keyCertSign, management}; and the Entity  Identifier in the targetTrustAnchorCell is cha nged by the replacement’    This condition  can never be met , because there is no Entity Identifier in the Trust Anchor Cell  (since root has no Entity Identifier) .    As such, requirements for actions to take when this condition is met can never occur and are  potentially misleading.    This IRP removes the redundant and potentially misleading text.   By way of explanation:   SEC Appendix B, section 6.3.2, requires that the  root certificate has a Validity Period of 50  years, and so the root certificate is not ever expected to be changed ,   to a different root ,   due  to expiry.    However, at the time the  current  text in GBCS   was drafted , that life span had not  been agreed, and so p rovisions were include d   for root certificate expiry and so roll over,  specifically  that  text that is the subject of this IRP.   Given the very long life, SEC Appendix B ,   therefore ,   does not require an Entity Identifier to  distinguish one root from another.   S pecifically, the certificate profiles in SEC Appendix B, Organisation Certificate Policy,  require that SMKI Certificates issued to organisations include the entity's Entity Identifier in  the certificate  subject   field as a  uniqueIdentifier   object

1

.     

1

Requirements applicable to Organisation Certificates only   All Organisation Certificates that are issued by the OCA shall:      within the  subject   field, in addition to other attributes, contain an  AttributeTypeAndValue   structure whose type  shall be  id - at - uniqueIdentifier {joint - iso - itu - t(2) ds(5) attributeType(4)  uniqueIdentifier(45)}   and whose value shall be the 8 octet Entity Identifier of the su bject of the Certificate;    

