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Modification Report Consultation 
Responding to this consultation
This is the Modification Report Consultation for MP129 ‘Allowing the use of CNSA variant for ECDSA’.
We invite you to respond to this consultation and welcome your responses to the questions set out in this form. To help us better understand your views on this Modification Proposal, please provide rationale to support your responses.
To help us process your response efficiently, please email your completed response form to sec.change@gemserv.com with the subject line ‘MP129 Modification Report Consultation response’.
If you have any questions or you wish to respond verbally, please contact Mike Fenn on 020 3314 1142 or email sec.change@gemserv.com.
Deadline for responses
This consultation will close at 17:00 on Wednesday 11 May 2022. 
The Change Board may not be able to consider late responses.

Summary of the proposal
What is the issue?
The Data Service Provider (DSP) has interpreted the Great Britain Companion Specification (GBCS) as mandating the GBCS variant of the Elliptic Curve Digital Signature Algorithm (ECDSA) for all Device Critical Command signing operations, rather than the more common Commercial national Security Algorithm (CNSA) Suite variant, which is approved by the National Institute of Standards and Technology (NIST).
The Department for Business, Energy and Industrial Strategy (BEIS) advised that this was a DSP interpretation which was overly restrictive and advised that the DSP could have used the CNSA Suite variant and remained compliant.
The Smart Metering Key Infrastructure Policy Management Authority (SMKI PMA) agreed that the GBCS Section 4.3.3.2 wording lacked clarity and would need to be updated to explicitly permit the use of CNSA Suite variant by Remote Parties. The SMKI PMA noted the clear distinction that this should permit its use, but not require its use, i.e. Remote Parties should be allowed to continue to use GBCS variant if they choose. This is critical to the continuity of Service Users’ processes and to provide a clean Certificate migration pathway.

What is the solution?
The Proposed Solution will modify Section 4.3.3.2 of the GBCS so that it clearly shows that the CNSA Suite variant for Critical Command signing is permitted for use for Parties. The CNSA Suite variant will be permitted for use along with the GBCS variant, but it will not replace it.
This modification previously sought to facilitate the DSP System change needed for the DSP to switch from the GBCS variant to the CNSA Suite variant for Critical Command signing, which it intends to do if MP129 is approved. The costs of this System change would have been borne by industry. Following the Data Communication Company’s (DCC’s) Preliminary Assessment and subsequent discussion with the Technical Architecture and Business Architecture Sub-Committee (TABASC), the DCC agreed to remove the DSP System change from the scope of the modification. This means that this modification will only amend the legal text; if the DSP wishes to transition to the CNSA Suite variant it can, but the cost will not be levied through the Modification Process.
There will be no Device impacts as result of this modification, and it will not impact the way Devices receive Critical Commands.

Will I be impacted?
MP129 is expected to indirectly impact the following SEC Parties:
Data Communications Company (DCC)
Large Suppliers
Small Suppliers
Network Parties
Full details of how this modification may impact you can be found in the Modification Report.
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Consultation questions
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	Do you believe that MP129 should be approved or rejected?
Please provide your rationale with reference to the General SEC Objectives.
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	Please provide any further comments you may have.
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