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MP102B ‘Power Outage Alerts triggered by an OTA firmware upgrade – enduring solution’This document is classified as White in accordance with the Panel Information Policy. Information can be shared with the public, and any members may publish the information, subject to copyright. 

Refinement Consultation
Responding to this consultation
This is the Refinement Consultation for MP102B ‘Power Outage Alerts triggered by an OTA firmware upgrade – enduring solution’.
We invite you to respond to this consultation and welcome your responses to the questions set out in this form. To help us better understand your views on this Modification Proposal, please provide rationale to support your responses. In order for us to set out the business case we ask that you provide any information you can on the costs and benefits of this modification to you. This can be a rough order of magnitude and can be marked as confidential.
To help us process your response efficiently, please email your completed response form to sec.change@gemserv.com with the subject line ‘MP102B Refinement Consultation response’.
If you have any questions or you wish to respond verbally, please contact Bradley Baker on 020 7770 6597 or email sec.change@gemserv.com.
Deadline for responses
This consultation will close at 17:00 on Wednesday 23 February 2022. 
The Proposer may not be able to consider late responses.

Summary of the proposal
What is the issue?
Experience has shown that activating an Over-The-Air (OTA) firmware update on particular Electricity Smart Metering Equipment (ESME) generates a Power Outage Alert (POA). This is because when some ESME activate a new firmware version it results in an interruption of the power supply to the Communications Hub (power to the Communications Hub is supplied by the ESME). If the power supply to the CH is interrupted for more than three minutes, then the CH must send a POA (the AD1 Alert). 
The Data Communications Company (DCC) then forwards the AD1 Alert to the relevant Distribution Network Operator (DNO), who cannot verify whether there is a real issue with the power to the premises or whether the outage occurred due to a firmware upgrade to the ESME. As DNOs need to respond to each POA as per their business processes, a POA initiated by an OTA firmware update will require a DNO to respond in the same manner as if it were a genuine power outage.
This issue was previously highlighted in industry forums and resolved by current ESME Manufacturers agreeing that all future OTA firmware updates would be designed so as not to initiate a POA event (the ESME must not cut the Communications Hub power supply for three or more minutes during a firmware upgrade to prevent the Communications Hub from sending the AD1). However, this agreement should be seen as being an interim solution until an enduring obligation is implemented through this modification. A new ESME Manufacturer may be unaware or not comply with such an agreement.
Furthermore, there is still a set of ESME that will power down for three minutes or more, and thus continue to initiate a POA when an OTA firmware update is implemented. SECAS have been advised that this issue cannot be resolved retrospectively for the ESME already installed. These Devices will continue to generate a POA upon OTA firmware update activations for the duration of their life. There is currently no solution that can stop POAs from being forwarded to the relevant DNO unnecessarily.
In summary there are two issues:
1.	There is no obligation in the Smart Energy Code (SEC) to require an OTA firmware update not to generate a POA.
2.	There is no means of identifying or supressing erroneous POAs associated with an OTA firmware update from the high number of ESME in service where this issue can’t be addressed.

Depending on the location of the faulty equipment, Electricity Distributors have a number of means of detecting the interruption of supply to a customer’s premise, the AD1 Alert being one of them. The RIIO-ED1 regulatory instructions and guidance (RIGs) Annex F ‘Interruptions’ form part of the Electricity Distributors licence obligations. These state that the Electricity Distributor need not respond on receipt of a single AD1 Alert, but that there is a clear expectation that when the AD1 Alerts become more reliable the RIGs will be changed accordingly. It is therefore essential that the AD1 Alerts are as reliable as possible; when the RIGs are changed, Electricity Distributors will need to respond to an AD1 Alert. False or spurious AD1 Alerts are likely to initiate an unnecessary customer contact either by phone or a site visit, which will increase costs, ultimately borne by customers, and increase inconvenience for customers as well as having an adverse impact on customer service.

What is the solution?
The Proposed Solution is for the DSP to build a mechanism that will suppress POAs which may have been caused by a firmware update to Landis + Gyr (L+G) ESME Devices.
The Proposer has requested that during the DCC Preliminary Assessment, the DCC assess tracking firmware activations and subsequent AD1 Alerts for all L+G Devices in the field and separately, and exclusively for the list of GUIDs that L+G have provided. This list contains a subset of Global Unique Identifiers (GUIDs) for Devices that L+G have advised may generate a spurious AD1 Alert when an OTA firmware upgrade takes place. DNOs will use the findings of the DCC Preliminary Assessment to decide which the Solution should be applied. These separate solutions are referred to as the ‘Proposed Solution’ (all L+G ESME) and the ‘Alternative Solution’ (L+G GUID list).
 
Proposed Solution
The DSP will track firmware activations on tracked L+G ESME and then suppress POAs from the tracked L+G ESME for 30 minutes. L+G have advised that from the point the firmware activation starts, the ESME takes 12-15 minutes to complete the upgrade. For the impacted Devices, the power would be cut to the Communications Hub during that 12–15-minute period. L+G added that 30 minutes is a reasonable number to adopt as this would allow for any outliers and any scenarios where the meter clock was a few minutes out of sync on a scheduled activation.
In instances where a User may future date a firmware activation request, the DSP will track the execution time specified within the SR11.3 firmware activation request as the firmware activation time. If a POA is received from the Communications Hub on the same Home Area Network (HAN) as that ESME within 30 minutes of the recorded firmware activation time, then the DSP will suppress the POA (AD1 Alert).

Alternative Solution
The Alternative Solution will operate in the same way as the Proposed Solution above, but the DSP will only track firmware activation requests for Devices which are present on the L+G GUID list.
This Alternative Solution variant requires the DSP to build a mechanism to store the GUID List of the applicable Devices. Although the build effort associated with this solution variant is higher than the Proposed Solution variant, this enhanced filtering eliminates the need to track firmware activation of Devices that work as desired. As a result, the memory needed to hold the tracking data will be reduced. However, the DSP have advised that the GUID List will require allocation of additional memory.
Following a review of the Refinement Consultation responses, the Proposer will decide which solution they would like to progress or if both should be progressed.
Please note that as each solution will require a DUIS change, the DSP will provide draft legal text as part of the DCC Impact Assessment.

Will I be impacted?
MP102B is expected to impact the following SEC Parties:
· Electricity Network Parties
· DCC
Full details of how this modification may impact you can be found in the Modification Report.
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Consultation questions
Modification solution
	Question 1

	Do you agree that the solution[s] put forward will effectively resolve the identified issue?
Please provide your rationale [, including which solution you believe will most effectively resolve the issue].
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Impact assessment
	Question 3

	Will there be any impact on your organisation to implement MP102B?
If ‘yes’. please state how you will be impacted, including both implementation effort and any on-going impacts. [Where applicable, please state any differences between the solutions put forward.]
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	[bookmark: _Hlk529864069]Will your organisation incur any costs in implementing MP102B?
Please provide an estimate of your costs, including both implementation effort and any on-going costs; please exclude your share of the central costs. Please also provide information on any cost-savings you may achieve as a result of this modification and any costs you may incur as a result of the identified issue continuing if this modification is not implemented. [Where applicable, please state any differences between the solutions put forward.]
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Case for change
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	[bookmark: _Hlk529864091]Do you believe that MP102B would better facilitate the General SEC Objectives?
Please provide your rationale with reference to the General SEC Objectives.
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	Question 7

	Do you believe there will be any impacts on or benefits to consumers if MP102B is implemented?
If ‘yes’, please provide your view on how consumers would be impacted by and/or how they will benefit from this change.

	Response
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	Click and insert the rationale for your response


	Question 8

	[bookmark: _Hlk529864124]Noting the costs and benefits of this modification, do you believe MP102B should be approved?
Please provide your rationale.
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Any other comments
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	Please provide any further comments you may have.
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