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Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	[bookmark: _GoBack]11 July 2019

	Issue Resolution Proposal
	IRP603

	Issues Log ID
	TS1104

	Issue Title
	Security Log display over HAN

	Source
	DCC

	Date Raised
	3 April 2019

	Status
	Draft 0_1

	Documentation Reference
	SMETS v4.2, CHTS v1.3


Description:	
Should the Security Log be made available for display by the PPMID/IHD?
Can BEIS please confirm from a specification point of view, on what is the expected behaviour and the supplier / customer impact?

Proposed Position:
SMETS / GBCS require that:
· the GPF, CHF, GSME and ESME Security Logs can be read by remote parties (and so with access controlled by the DCC);
· the GSME provides changes to its Security Log to the GPF, so that the GPF can maintain a copy of the GSME’s Security Log.  This copy can be read by remote parties; and
· both the GSME and ESME make their Security Logs available on the user interface (e.g. the meter display) ‘following physical access through the Secure Perimeter’.
The design intention was that these would be the only ways to access Security Logs, so the Logs should not be made available to HAN devices (e.g. PPMIDs, IHDs or CADs), by either the CH or the ESME (GSME do not communicate with HAN Devices, except for the CH). 
Further, GSME and ESME should not make Security Logs available on the User Interface, unless there has been ‘physical access through the Secure Perimeter’.
However, there are no explicit prohibitions currently for: 
· sharing Security Logs with HAN devices; or
· only displaying security logs without access through the Secure Perimeter.  The proposed position is to amend SMETS (for ESME and GSME) and CHTS (for CH) to add explicit prohibitions.

Interoperability and / or Compatibility 
User Interface constraints do not affect interactions between Devices or with Systems, and so do not affect interoperability.
The existing, required access to Security Logs remains unaffected.
Devices on the HAN that are attempting to access available Security Logs, will no longer be able to access such Logs – that is the desired outcome.

Required Changes to Documentation:

1. At SMETS 4.4.5 amend the text as shown in the following mark-up:
<…run on from existing text>
[image: ]
<run on as is…>

2. At SMETS 5.5.4 amend the text as shown in the following mark-up:
<…run on from existing text>
[image: ]
<run on as is…>

3. At SMETS 5.6.1 amend the text as shown in the following mark-up:
[image: ]
<run on as is…>

4. At SMETS 5.12.1 amend the text as shown in the following mark-up:
[image: ]
<run on as is…>


5. At CHTS 4.4.6.1 amend the text as shown in the following mark-up: 
 [image: ]
<run on as is…>

6. At CHTS Section 5, Glossary, add the new definition for ‘GSME Security Log’ as shown in the mark-up below:
[image: ]
<run on as is…>

	TS version for incorporation
	TBC

	Impact on previous IRPs
	None

	Attachment(s)
	None
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-5.6.1-Type-1-Devices-and-Type-2-Device-information-provisionf

ESME shall be capable, immediately upon establishment-of a-Communications Link-with:
Type1-Devices(as set outin-Section'5.5.2.2)-and Type-2-Devices(as setoutin-Section
5.5.2.3), of providing-the-data-annotated-[INFO]-set outin Sections5.7.1,-5.7.4-and-5.7.540
Type1-Devices and-Type-2-Devices-(with-timely updates-of any-changes to-all-data).
ESME shall not:provide-any:information from the- SecurityLog(5.7.5.31) to Type-1 Devices or

Type ZDevices |
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-5.12.1 - HAN:Interface-information-provisionf
Type-1-Devices and-Type-2-Device informationprovision(5.6.1)-in‘Part-A-shall-not-apply to
ESME
ESME shall be capable, immediately-upon establishment-of a-Communications Link-with:
Type1-Devices(as set outin-Section'5.5.2.2)-and Type-2-Devices(as set-outin-Section
55.2.3) of providing the Data-annotated [INFOin-Sections-5.7.1,-5.7.4,-5.7.5,-5.13.1and
5.13.210°Type-1-Devices -and- Type 2-Devices(with timely-updates of-any changes to-all
data)
ESME shall not:provide-any:information from the- SecurityLog(5.7.5.31) to Type-1 Devices or

Type ZDevices |
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4.4.6-Security
4.4.6.1~ Generalf

A-CH-shall-be-designed-taking-all-reasonable-steps-so-as-to-ensure-that-any-failure-or-
compromise-of-its-integrity-shall-not-compromise the-Security-Credentials-or-Personal-Data-
stored-on-it-or-compromise-the-integrity-of-any-other-Device to-which-it-is-connected-by-
means-of-a-Communications-Link.{
The-CH-shall-be-capable-of-verifying-Firmware-at-power-on-and-prior-to-activation-of-
Firmware, to-verify-that-the-Firmware, -at-that-time, -is-in-the-form-originally-received.-On-
failure-of-verification-at-power-on-the-CH-shall-be-capable-of:q

i. - generating-an-entry-tothat-effect-in-the-CHF-Security-Log(4.6.3.5);-and{]

ii. » generating-and-sending-an-Alert-to-that-effect-via-the-WAN-Interface.{
A-CHFshall-be-capable-of-logging-in-the-CHF-Security-Log(4.6.3.5)-the-occurrence-and-type-
of-any-Sensitive-Event.{
A-GPF-shall-be-capable-of-logging-in-the-GPF-Security-Log(4.6.3.11)the-occurrence-and-
type-of-any-Sensitive-Event.{

A-CHF shall-be-capable-of-securely-disabling-Critical-Commands-other-than-those-
Commands-set-out-in-Section-4.5.1-that-are-Critical-Commands.{

A-GPF-shall-be-capable-of-securely-disabling-Critical-Commands-other-than-those-
Commands-set-out-in-Section-4.5.4-that-are-Critical-Commands.{|

Neither-the-GPF-nor-the-CHF -shall-provide-any-information-from-the-GSME-Security-Log, the-
GPF-Security-Log(4.6.3.11)-orthe-CHF-SecurityLog(4.6.3.5)to-Type-1-Devices-or-Type-2-
Devices {





image6.png
GSME-Profile-Data-Log{
The-information-held-on-GSME-as-described-at-section-4-in-the-Smart-Metering-Equipment-
Technical-Specifications.{

GSME--Security-Logf]

The-information-held-on-GSME -as-described-at-section-4-in-the-Smart-Metering-Equipment-
Technical-Specifications.{
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GSME shall be capable of displaying the Security Log(4.6.5.17) on its User Interface only
following physical access through the Secure Perimeter of GSME.
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ESME shall be capable of displaying the Security Log(5.7.5.31) on its User Interface only
following physical access through the Secure Perimeter of ESME.




