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1. Install And Commission Business Scenarios

This section will give the DCC view on the service requests to send in the Install and Commission sequence. The aim is to standardise the
service requests as much as possible. DCC user backend system integration or third parties integration; for example mobile integration; is

out of scope.

For further explanation on why certain service request is recommended, please refer to “Industry Install Commission Best Practice”
document published at Design Notes and Interim Approaches » (smartenergycodecompany.co.uk).

1.1. Business Scenarios

| Descripton | UserRole
Install & Commission - ESME Credit (Incl. Post Commissioning Activities) IS
Install & Commission - GSME Credit (Incl. Post Commissioning Activities) GS
Install & Commission - ESME Prepayment (Incl. Post Commissioning Activities) IS
Install & Commission - GSME Prepayment (Incl. Post Commissioning Activities) GS
Install & Commission - ESME Credit with HCALCS (Incl. Post Commissioning Activities) IS
Network Operator: Post Install and Commission Activities ED

1.2. Alerts

Install & Commission
Install & Commission
Install &Commission
Install & Commission
Install & Commission
Install & Commission

Install & Commission

DCC
DCC
DCC
Device
Device
Device

Device

N24
N25
N42
0x8F69
0x8F12
N16

N58

DCC User Business Scenarios — VV5.2- Draft

Update HAN Device Log - Success

Update HAN Device Log - Failure

Remote Party (e.g. Network Operator) whose certificate has been placed on Device
Device Alert HAN Log

CHF Device Log Changed

Device Identity Confirmation

ALCS/HCALCS/APC configuration change — New Alert

Data "
DCC Controlled Communications
. Company
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1.3. Prerequisites

= Device pre-notification to DCC is completed

=  WAN matrix checks are completed

= ACB certificates are pre-populated on supplier/network operator trust anchors

. PPMID/IHD Join is separate process/sequence

. DCC can’t recommend about onsite activities related SRV because it is dependent upon the individual customer business requirement
and design

. Number of SRVs executed during the onsite activities will determine the
‘Total Install Time’ hence it is very important to execute only the business critical SRs during onsite activities

DCC Controlled Communications
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1.4. System Flow Diagram

DCC Controlled
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1.5. Install And Commission Business Scenarios - Credit

Install And Commission Key Functions Credit.

=d Install and Commission Key Functions - Credit

" Device Status
HAM Update > Certificate Update > Update

DCC User Business Scenarios — VV5.2- Draft
DCC Controlled

Consumer
Product
Configuration

Meter ReKey
Function

Meter Reading
o
+ Alart
Configuration
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8.11

8.9

8.14.1
6.21
8.1.1
6.20.1
1.1.1
1.6

6.8
5.1
6.22

442
1.5
3.4
6.4.1

6.12
6.25
6.21
6.17

6.15.2
6.17

6.15.2

DCC User Business Scenarios — VV5.2- Draft

DCC Controlled
1.5.1. Install And Commission (ESME Credit)

Update HAN Device Log Change in InstallCode field attribute — DUIS3.0 onwards

Energy supplier will not receive alert 0x8F69 if ACB certificates are in
Wait For Device Alert 0x8F69/N24 Device trust anchor slot.
Read Device Log Optional. In the case of N25, this will help verify that SR8.11 was successful.

If this is not sent, the CSP will not be able to establish the address of the CH
Communications Hub Status Update- Install Success  efficiently this will cause challenges in the incident investigation process
Request Handover Of DCC Controlled Device Update Supplier Certificates (ESME)
Commission Device
Set Device Configuration (Import MPxN)
Update Import Tariff (Primary Element)
Update Payment Mode
R2.0 introduced additional frequencies i.e. Quarterly, every six months
Update Device Configuration (Billing Calendar) and yearly.
Create Schedule
Configure Alert Behaviour
Retrieve Change of Mode/Tariff Triggered Billing Data
Log
Update Meter Balance
Update Supplier Name
Update Device Configuration (Load Limiting)
Update Device Configuration (Instantaneous Power

Threshold)

Set Electricity Supply Tamper State

Request Handover Of DCC Controlled Device ENO Certificates

Issue Security Credential Digital Signature - ESME
Retrieve Certificate From SMKI

Update Security Credential (Device) Digital Signature - ESME
Issue Security Credential Key Agreement Key- ESME
Retrieve Certificate From SMKI

Update Security Credential (Device) Key Agreement Key-ESME

Data "
DCC Controlled Communications
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1.5.2. Install And Commission (GSME Credit)

DCC Controlled

8.11 Update HAN Device Log Change in InstallCode field attribute — DUIS 3.0 onwards.

8.9

8.14.1
6.21
6.21
8.1.1
8.7.2
6.20.1
111
1.6

6.8
5.1
6.22
442
3.4
6.6
6.7
1.5
6.21
6.17

6.15.2
6.17

6.15.2
6.17

6.15.2
6.17

6.15.2

Wait For Device Alert 0x8F69/N24

Read Device Log

Communications Hub Status Update- Install Success
Request Handover Of DCC Controlled Device
Request Handover Of DCC Controlled Device

Commission Device
Join Service (Non-Critical)

Set Device Configuration (Import MPxN)
Update Import Tariff (Primary Element)

Update Payment Mode

Update Device Configuration (Billing Calendar)

Create Schedule
Configure Alert Behaviour

Retrieve Change of Mode/Tariff Triggered Billing Data Log

Update Supplier Name

Update Device Configuration (Gas Conversion)
Update Device Configuration (Gas Flow)

Update Meter Balance

Request Handover Of DCC Controlled Device

Issue Security Credential

Retrieve Certificate From SMKI
Update Security Credential (Device)
Issue Security Credential

Retrieve Certificate From SMKI
Update Security Credential (Device)
Issue Security Credential

Retrieve Certificate From SMKI
Update Security Credential (Device)
Issue Security Credential

Retrieve Certificate From SMKI
Update Security Credential (Device)

DCC User Business Scenarios — VV5.2- Draft

Energy supplier will not receive alert 0x8F69 if ACB certificates are in Device Trust

Anchor Slot

Optional. In the case of N25, this will help verify that SR8.11 was successful.
If this is not sent, the CSP will not be able to establish the address of the CH
efficiently this will cause challenges in the incident investigation process

Update Supplier Certificate (GSME)
Update Supplier Certificate (GPF)

Join GPF with GSME

R2.0 introduced additional frequencies i.e. Quarterly, Every six months and yearly.

Update Calorific Values
For SMETS2 V4 onward

GT Certificates
Digital Signature — GSME

Digital Signature — GSME
Key Agreement Key — GSME

Key Agreement Key — GSME
Digital Signature - GPF

Digital Signature - GPF
Key Agreement Key — GPF

Key Agreement Key - GPF

DCC Controlled

Data
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1.6. Install And Commission Business Scenarios - Prepayment

Install And Commission Key Functions Prepayment

&d Install and Commission Key Functions - Prepayment

Device Status Prepayment b
HAM Update =~ —————— Certificate Update ———— — : . —_— Product
— L — Update — Configuration - Configuration
+— e
Meter Rekey Alert -
Function Configuration Meler Feading
DCC User Business Scenarios — V5.2- Draft Data
DCC Controlled Communications
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1.6.1. Install And Commission - ESME Credit with HCALCS

_

8.11 Update HAN Device Log Change in InstallCode field attribute — DUIS3.0 Onwards
Energy supplier will not receive alert 0x8F69 if ACB certificates are in Device
Wait For Device Alert 0x8F69/N24 Trust Anchor Slot
Optional. In the case of N25, this will help verify that SR8.11 was
8.9 Read Device Log successful.
8.14.1 Communications Hub Status Update- Install Success
6.21 Request Handover Of DCC Controlled Device Update Supplier Certificates on ESME
6.21 Request Handover Of DCC Controlled Device Update Supplier Certificates on HCALCS
8.7.1 Join Service (Critical) Join ESME with HCALCS
8.7.1 Join Service (Critical) Join HCALCS with ESME
8.1.1 Commission Device
6.20.1 Set Device Configuration (Import MPxN)
1.11 Update Import Tariff (Primary Element)
1.6 Update Payment Mode
6.8 Update Device Configuration (Billing Calendar)
5.1 Create Schedule
6.22 Configure Alert Behaviour
Update Device Configuration (Auxiliary Load Control
6.14.1 Description) New N58 alert to DNO
Update Device Configuration (Auxiliary Load Control
6.14.2 Scheduler) New N58 alert to DNO
4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log
1.5 Update Meter Balance
3.4 Update Supplier Name
6.4.1 Update Device Configuration (Load Limiting)
6.12 Update Device Configuration (Instantaneous Power Threshold)
6.25 Set Electricity Supply Tamper State
6.21 Request Handover Of DCC Controlled Device Network Operator Certificate
6.17 Issue Security Credential Digital Signature
Retrieve Certificate From SMKI
6.15.2 Update Security Credential (Device) Digital Signature
6.17 Issue Security Credential Key Agreement Key

Retrieve Certificate From SMKI

DCC Controlled Communications

DCC User Business Scenarios — VV5.2- Draft G Data
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6.15.2 Update Security Credential (Device) Key Agreement Key
DCC User Business Scenarios — V5.2- Draft Data
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1.6.2. Install And Commission - ESME Prepayment

SR Description Comment
8.11 Update HAN Device Log Change in InstallCode field attribute — DUIS 3.0 onwards
Energy supplier will not receive alert 0x8F69 if ACB certificates are there on
Wait For Device Alert 0x8F69/N24 Device trust anchor slot.
8.9 Read Device Log Optional. In the case of N25, this will help verify that SR8.11 was successful.
8.14.1 Communications Hub Status Update- Install Success
6.21 Request Handover Of DCC Controlled Device Update Supplier Certificates
8.11 Commission Device
6.20.1 Set Device Configuration (Import MPxN)
1.11 Update Import Tariff (Primary Element)
2.1 Update Prepay Configuration
1.6 Update Payment Mode
R2.0 introduced additional frequencies i.e. Quarterly, Six Monthly and
6.8 Update Device Configuration (Billing Calendar) Yearly
6.22 Configure Alert Behaviour
Retrieve Change of Mode/Tariff Triggered Billing Data
4.4.2 Log
2.3 Billing Data Log
1.5 Update Meter Balance
3.4 Update Supplier Name
6.4.1 Update Device Configuration (Load Limiting)
Update Device Configuration (Instantaneous Power
6.12 Threshold)
6.25 Set Electricity Supply Tamper State
6.21 Request Handover Of DCC Controlled Device ENO Certificates
6.17 Issue Security Credential Digital Signature - ESME
Retrieve Certificate From SMKI
6.15.2 Update Security Credential (Device) Digital Signature - ESME
6.17 Issue Security Credential Key Agreement Key - ESME
Retrieve Certificate From SMKI
6.15.2 Update Security Credential (Device) Key Agreement Key - ESME
DCC User Business Scenarios — VV5.2- Draft Q Data . .
Communications
- Company
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1.6.3. Install And Commission - GSME Prepayment

SR Description Comment
8.11 Update HAN Device Log Change in InstallCode field attribute — DUIS 3.0 onwards
Energy supplier will not receive alert 0x8F69 if ACB certificates are in Device
Wait For Device Alert 0x8F69/N24 Trust Anchor Slot
8.9 Read Device Log Optional. In the case of N25, this will help verify that SR8.11 was successful.
8.14.1 Communications Hub Status Update- Install Success
6.21 Request Handover Of DCC Controlled Device Update Supplier Certificate (GSME)
6.21 Request Handover Of DCC Controlled Device Update Supplier Certificate (GPF)
8.1.1 Commission Device
8.7.2 Join Service (Non-Critical)
6.20.1 Set Device Configuration (Import MPxN)
1.11 Update Import Tariff (Primary Element)
2.1 Update Prepayment Configuration
1.6 Update Payment Mode
R2.0 introduced additional frequencies i.e. Quarterly, every six months and
6.8 Update Device Configuration (Billing Calendar) yearly.
51 Create Schedule
6.22 Configure Alert Behaviour
4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log
1.5 Update Meter Balance
3.4 Update Supplier Name
6.6 Update Device Configuration (Gas Conversion) Update Calorific Values
6.7 Update Device Configuration (Gas Flow) For SMETS2V4 onward
2.3 Update Debt
6.21 Request Handover Of DCC Controlled Device GT Certificates
6.17 Issue Security Credential Digital Signature - GSME
Retrieve Certificate From SMKI
6.15.2 Update Security Credential (Device) Digital Signature - GSME
6.17 Issue Security Credential Key Agreement Key - GSME
Retrieve Certificate From SMKI
6.15.2 Update Security Credential (Device) Key Agreement Key - GSME
6.17 Issue Security Credential Digital Signature — GPF
Retrieve Certificate From SMKI
6.15.2 Update Security Credential (Device) Digital Signature — GPF
6.17 Issue Security Credential Key Agreement Key — GPF
Retrieve Certificate From SMKI
6.15.2 Update Security Credential (Device) Key Agreement Key — GPF
DCC User Business Scenarios — VV5.2- Draft Q Data . .
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1.7. Post Install And Commission Activities

1.7.1. Post Install And Commission Activities - Network Operator.

6.24.1 Retrieve Device Security Credentials (KRP) Not applicable for Method-2 and Method-3
Update Network Operator Certificates. Wait for N42 alert before triggering
6.15.1. The N42 alert will contain the relevant counter values used by the
supplier. Since 6.15.1 has anti-replay protection, the Network Operator must

6.15.1 Update Security Credentials (KRP) use a counter larger than that used by the supplier/.
6.5 Update Device Configuration (Voltage)

6.2.10 Read Device Configuration (Event And Alert Behaviours) New R2.0 Service Request

6.22 Configure Alert Behaviour Update ENO Alert Configuration

5.1 Create Schedule Create DSP Schedules for export data

ENO Originator Counters:
*Method-1: Use SR 6.24.1
*Method-2: Use Offset Value
*Method-3: Use N42 Alert

1.7.2. Post Install And Commission Activities - Correcting Network Operator Certificates.

In the case that the wrong Network Operator Certificates were added to the anchor slot. In this case instead of adding certificates for Network Operator A;
certificates for Network Operator B were added. This needs to be corrected so that the certificates in the slot belong to Network Operator A instead of B

SR | Descripon ... JCmment |
Network Operator B should update the current Network Operator Certs with
6.15.1 Update Security Credentials (KRP) ACB certificates.
6.21 Request Handover Of DCC Controlled Device Supplier should add the correct Network Operator Certs
6.15.1 Update Security Credentials (KRP) Network Operator A should update the Network Operator Certificates.
DCC User Business Scenarios — V5.2- Draft Data .
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1.7.3. Post Install And Commission Activities - Suppliers (APC Functionality Present via ESME or APC)

Any ESME or SAPC Device that is aligned to GBCS v4.0 or later supports Two (2) additional Trust Anchor Cells for a new LoadController
RemotePartyRole, which need to have their associated Security Credentials managed by the Energy Supplier.

Supplier is the only current party currently able to update these Security credentials on these Devices AETER the Supplier Security Credentials have been
updated successfully on the relevant Device as part of the Install and Commission process.

6.24.1 Retrieve Device Security Credentials (KRP) To determine which Security Credential is present in the relevant Trust
Anchor Cells
6.15.1 Update Security Credentials (KRP) Update Load Controller Certificates (DS / KA)
DCC User Business Scenarios — VV5.2- Draft Q Data . .
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1.8. Meter Rekey Functionality

Energy Supplier
6.17 Issue Security 1
Credential SRE17-D5
2
Receive CSR—DS
6.15.2 Update Security 5
" = DOate i -
credential (Device SR6.13.2-05
6.17 Issue Security 6
Credential SRE.17 - KAK
,7,

Data
G Communications
Company

Receive CSR — KAK
10
e SR 6.13.2- KAK
Credential (Device

Smart Meter
SR6.17-05
SR6.13.2-D5 ) .
Device Private Key
f Status Change
J
]
SR6.17 - KAA !
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J
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J
J
|
J
)
J
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5R 6.13.2 - KAK /
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Device Private Key Storage
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1.9. Alerts
Alert Type
0x8F12 Device CHF Device Log Changed
0x8071 Device GPF Device Log Changed
N24 DCC Update HAN Device Log -Success
N25 DCC Update HAN Device Log -Failure
N42 DCC Remote Party (e.g. Network Operator) whose certificate has been placed on Device
N58 DCC ALCS/HCALCS/APC configuration change — New Alert

1.10. Prerequisites

. Device id specified within Service Request must have been pre notified to DCC

. Discussion focus here is ‘no WAN?” installation using local command delivery. We will not discuss about different ‘Install and Leave’ options
. ‘“HHT’ solution and integration is Energy Supplier responsibilities

. ‘HHT’ must be pre-notified to SMI as ‘IHD’ before installation

. ‘HHT’ must be added to Comms Hub whitelist prior to installation

. ‘HHT’ and DCC adaptor integration is Energy Supplier responsibilities

. Included key service requests in SR’s sequence. Example: device rekey function is not included in sequence due to time required to complete the
SR’s.

. Assumption: DCC adaptor will send local commands to ‘HHT’ one by one.
. HHT Interaction is not required for scenario-5.
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ovvawe |vescripon

2 Non Critical Service Request to be returned to the DCC Service User for local delivery to a Device

3 Non Critical Service Request to be sent to a Device via the CSP Communications
network as well as a copy to be returned to the DCC Service User for local delivery

6 Critical Signed pre command to be returned to the DCC Service User for local delivery to a Device

Critical Service Request to be sent to a Device via the CSP Communications network
as well as a copy to be returned to the DCC Service User for local delivery.

<sr:Request

schemaVersion="1.0 [1]">

<sr:Header> |
<sr:RequestID> sr:ReguestIDIype </sr:RequestID>
<sr:FirstInSequence> xs:boclean </sr:FirstInSequence>
<sr:PrecedingServiceRequestID> sr:ReguestlDlvyvpe </sr:PrecedingServiceRequestID>
<sr:CommandVariant> sr:CommandvVariant </sr:CommandVariant>

Comn Varant by whith - DCC Servicsy Tropt about Local Command Delivery.

<EE:ServiceReferenceVariani>‘i}A“r.V J-L??ﬂftil;i)ﬁ </sr:ServiceReferenceVariant>

</sr:Header>

<sr:Body> [1]

<§£fUiaEEéImportTariff?rimaryElement) SY:

<sr:UpdateImportTariffSecondaryElement> sr:Tari

1 nt </§£:UpdateImportTariffPrimaryElement)
ndaryElement </§£:UpdaceImporcTariffSecondaryElement>
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1.11. Device Status Flow

Pending

SR 8.11 Update HAN Log

Response Using SR 8.13

Whitelisted

DCC Controlled

Device Alert 0x8F12
Using SR 8.13

DCC User Business Scenarios — VV5.2- Draft

InstalledNot
Commission

Device Status at the
/ end of Installation

SR 8.1.1 does not
support Local
Command Delivery

DCC Controlled

Commissioned

\

\ After ‘WAN’ availability trigger SR
\ 8.1.1 to update Device Status to
‘Commission’
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1.12. Considerations For Local Command Delivery

1. The HHT will identify Comms Hub to establish the inter-pan connectivity.
2. The CHF will identify the HHT as per GBCS Section 10.5.3.3
3. Inter-pan is available for 60 minutes from power on of the Comms Hub.

4. SR 8.11 has to be sent by the DCC service user to update the HHT details to the device log of the CH before installation as per GBCS section
10.5.2.1

5. The CHF should remove the HHT from the device log after 65335 seconds of SR 8.11 response (HHT addition to whitelist)
6. There are three methods with which the HHT can be removed from the Comms Hub device log:-

a. By power cycling the Comms Hub

b. HHT sends the ‘CloseTunnel’ command.

c. Comms Hub removes the HHT (after 65335 seconds of SR 8.11 response).

7. ST 8.14.2 must be triggered to notify CSP for 90 days’ SLA.
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2. No WAN Installation Using L&gijﬁdgﬁery - Business Scenarios ()

Data !

. o _ _ Comnu_nlcatﬁns_ — - Cé’, _ _
This is the DCC standardised view of the Service Requests that should be sent in ano Wﬂpsta ation scenario. Iﬁ user backend“system integration or
third parties’ integration; for example Hand Held Terminal; is out of scope. Network

etwo

2.1. Business Scenarios Populate ‘Local Operator

Command Delivery’ ~_ s | s < | s
Description ,7 5 7 5 5 User Role
‘no WAN?’ Electricity Credit Installation using Local Command Delivery IS
‘no WAN?” Installation - ESME Credit with HCALCS using Local Command Delivery IS
‘no WAN’ Gas Credit Installation using Local Command Delivery GS
‘no WAN’ Electricity Prepayment Installation using Local Command Delivery IS
‘no WAN’ Gas Prepayment Installation using Local Command Delivery GS
‘no WAN’ Comms Hub Install Only IS/GS
‘no WAN’ to ‘WAN’ | IS/GS
e \ Interpan L l“_b"_"'wm - Chhe - ] B o i Kev Infrastructure
';‘. (:: é - (DCC Adaptor) - i (SMKD
B < et rieve Cortificate
— | HHT and CH perform CBXE h
over inter-PAN [ SH Ruigomse and Aert )
Communication Hub ° e y
2 Dty Sl
Smart Compliant HHT \
HHT Removal from or Equivalent Execite all service
Comms Hub Device D requests in Local
Log ‘ Command Mode
Data o
Communications
- Company
DCC User Business Scenarios — V5.2- Draft Q Data e
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2.2. No WAN Installation Business Scenarios - Credit

SR

8.11
8.13
8.13

6.21
111
6.8
8.13
1.5
6.21

6.15.1

2.2.1. No WAN Installation ESME - Credit

Description

Update HAN Device Log

Return Local Command Response

Return Local Command Response

Wait For DCC Alert N24/N25

Request Handover Of DCC Controlled Device
Update Import Tariff (Primary Element)
Update Device Configuration (Billing Calendar)
Return Local Command Response

Update Meter Balance

Request Handover Of DCC Controlled Device

Update Security Credentials

DCC User Business Scenarios — V5.2- Draft

DCC Controlled

Comment
Change in InstallCode field attribute — DUIS3.0
onwards.

Update SR 8.11 response to DCC
Device Alert 0X8F12

If N24 received then go to next step
Supplier Certificate

Update SR 6.8 response to DCC
‘Adjust’

Network Operator Certificate on ESME
Update load controller certs on ESME if APC is
present.

Data
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2.2.2. No WAN Installation - ESME Credit with HCALCS

SR Description
8.11 Update HAN Device Log
8.13 Return Local Command Response
8.13 Return Local Command Response
Wait For DCC Alert N24/N25
6.21 Request Handover Of DCC Controlled Device
1.1.1 Update Import Tariff (Primary Element)
6.8 Update Device Configuration (Billing Calendar)
8.13 Return Local Command Response
1.5 Update Meter Balance

6.14.1 Update Device Configuration (Auxiliary Load Control Description)

8.13 Return Local Command Response

6.14.2 Update Device Configuration (Auxiliary Load Control Scheduler)

8.13 Return Local Command Response
6.21 Request Handover Of DCC Controlled Device

6.15.1 Update Security Credentials

DCC User Business Scenarios — V5.2- Draft

DCC Controlled

Comment
Change in InstallCode field attribute — DUIS 3.0
onwards.

Update SR 8.11 response to DCC
Device Alert 0X8F12

If N24 received then go to next step.
Supplier Certificate

Update SR 6.8 response to DCC
‘Adjust’

New N58 alert to DNO

Update SR 6.14.1 response to DCC
New N58 alert to DNO

Update SR 6.14.2 response to DCC

Network Operator Certificate on ESME
Update load controller certs on ESME if APC is
present.

Data
Communications
. Company



SR

8.11
8.13
8.13

6.21
6.21
111
6.8
8.13
8.7.2
8.13
8.13
1.5

6.21
6.15.1

2.2.3. No WAN Installation - GSME Credit

Description

Update HAN Device Log

Return Local Command Response

Return Local Command Response

Wait For DCC Alert N24/N25

Request Handover Of DCC Controlled Device
Request Handover Of DCC Controlled Device
Update Import Tariff (Primary Element)
Update Device Configuration (Billing Calendar)
Return Local Command Response

Join Service (Non-Critical)

Return Local Command Response

Return Local Command Response

Update Meter Balance

Request Handover Of DCC Controlled Device
Update Security Credentials

DCC User Business Scenarios — V5.2- Draft

DCC Controlled

DCC Controlled

Comment
Change in InstallCode field attribute — DUIS3.0
onwards.

Update SR 8.11 response to DCC
Device Alert 0X8F12

If N24 received then go to next step
GSME - Supplier Certificate

GPF - Supplier Certificate

Update SR 6.8 response to DCC
Join GPF with GSME

Update SR 8.7.2 response to DCC
Device Alert 0x8071

‘Adjust’

Network Operator Certificate on GPF
Update load controller certs on ESME if APC is

present.
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2.3. No WAN Installation Business Scenarios - Prepayment

2.3.1. No WAN Installation ESME - Prepayment

SR Description Comment
Change in InstallCode field attribute — DUIS3.0
8.11 Update HAN Device Log onwards
8.13 Return Local Command Response Update SR 8.11 response to DCC
8.13 Return Local Command Response Device Alert 0X8F12
Wait For DCC Alert N24/N25 If N24 received then go to next step
6.21 Request Handover Of DCC Controlled Device Supplier Certificate
1.1.1 Update Import Tariff (Primary Element)
2.1 Update Prepay Configuration
1.6 Update Payment Mode Payment Mode = ‘Prepayment’
6.8 Update Device Configuration (Billing Calendar)
8.13 Return Local Command Response Update SR 6.8 response to DCC
2.3 Update Debt
1.5 Update Meter Balance ‘Adjust’
6.21 Request Handover Of DCC Controlled Device Network Operator Certificate
Update load controller certs on ESME if APC is
6.15.1 Update Security Credentials present.
DCC User Business Scenarios — V5.2- Draft G Data e
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SR
8.11

8.13
8.13

6.21
6.21
111
2.1
1.6
6.8
8.13
8.7.2
8.13
8.13
1.5
2.3
6.21

2.3.2. No Wan Installation GSME - Prepayment

Description
Update HAN Device Log

Return Local Command Response

Return Local Command Response

Wait For DCC Alert N24/N25

Request Handover Of DCC Controlled Device
Request Handover Of DCC Controlled Device
Update Import Tariff (Primary Element)
Update Prepayment Configuration

Update Payment Mode

Update Device Configuration (Billing Calendar)
Return Local Command Response

Join Service (Non-Critical)

Return Local Command Response

Return Local Command Response

Update Meter Balance

Update Debt

Request Handover Of DCC Controlled Device

DCC User Business Scenarios — V5.2- Draft

DCC Controlled

Comment
Change in InstallCode field attribute — DUIS3.0 onwards

Update SR 8.11 response to DCC
Device Alert 0X8F12

If received N24 then go to next step
GSME - Supplier Certificate

GPF - Supplier Certificate

Payment Mode = ‘Prepayment’
Update SR 6.8 response to DCC
Update SR 8.7.2 response to DCC
Device Alert 0x8071

‘Adjust’

Network Operator Certificate on GPF

Data
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2.4. No WAN Comms Hub Install Only

SR Description Comment
8.4 Update Inventory Change SMI Status to InstalledNotCommission
8.14.2 Communications Hub Status Update Update CSP to Initiate 90 days SLA

- Install No SM WAN

Service Users should trigger SR 8.14.2 to initiate the CSP SLA for WAN Recovery.
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2.5. No WAN to WAN - SMI Status Change

ESME/GSME:
InstalledN
Pending ‘ Whitelisted Pibusives o:' Commission
mmm:‘? N ‘ 813 S S "SSE . * SR8.1.1isnot supported by Local Command Delivery method
) *  Once 'WAN is avaitable then Service Users must trigger SR 8.1.1t0
update Device Status to ‘Commission’
Comms Hub: ‘INC’ to 'C’
y InstalledNot
Pending Siow : Commission
*  Once WAN is available then CHF birth event alert will trigger from CSP to DSP
®  Then DSP will change status from ‘InstalledNotCommission” to ‘Commission’
Comms Hub: ‘P’ to 'C’
Pending ; Commission

®  Once WAN is available then CHF birth event alert will trigger from CSP to DSP
®  Then DSP will change status from ‘Pending’ to ‘Commission’
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3. Organisation Certificates and Device Certificates Update Business Scenarios

This section will give the DCC view on the service requests to send when updating the organisation and device certificates. The aim is to standardise
the service requests as much as possible. DCC user backend system integration or third parties integration; for example Energy Supplier Certificate
Management Process; is out of scope.

3.1. Prerequisites

. Device id specified within Service Request must have been pre notified to DCC

. Supplier Trust anchors are populated with Organisation certificates

. Energy Supplier will not manage Network Operator Certificates replacement process post Installation

. Payment service provider certificates must be populated in PP KAK trust anchor cell

. Device certificate update required only for 7 days post commissioning SEC obligation or if device certificate is compromised

. Same SR’s sequence can be utilised by multiple business scenario’s
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Devices

Supplier
Key Agreement

Supplier Key

Metwork Operator
Key Agreement

AccessControlBroker
Digital Signature

AccessControlBroker
Key Agreement

transitionalCoS
Digital Signature

wanProvider
Dhgital Signature

Load Controller
Digital Signature

Load Coniroller
Key Agreameant

 Jelelelete

Contingency g

| Symmetric

| Contingency A
Private Ke

IssuingDCA

Key:
|l] Key Custodian

n Key type
{asymmeifric/symmetric)

. SMKI Certificate in Device Slot

Y ' . )
L Mo Cerfificate in Device Slot

DCC User Business Scenarios — VV5.2- Draft
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3.2. Organisation Certificate Update Business Scenarios

3.2.1. Organisation Certificate Update - ESME

SR Description Comment
6.15.1 Update Security Credential (KRP) ESME (DS , KAK and PP KAK)

*  TheRemote Party Role in SR 6.15.1 must be equal to ‘Supplier.’

»  Populate Payment Providers certificates in Prepayment Key Agreement Key trust anchor slot
«  Update Digital Signature in HCALCS using SR 6.15.1

3.2.2. Organisation Certificate Update - GSME

SR Description Comment
6.15.1 Update Security Credential (KRP) GSME (DS, KAK and PP KAK)
6.15.1 Update Security Credential (KRP) GPF (DS, KAK)

*  The Remote Party Role in SR 6.15.1 must be equal to ‘Supplier’

. Populate Payment Providers certificates in Prepayment Key Agreement Key trust anchor slot
*  Prepayment KAK certificate is not required for Gas Proxy Function

Communications
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3.3. Device Certificate Update Business Scenarios

Energy Supplier

6.17 Issue Security 4
Credential SR6.17-D5
2
Receive CSR— D5
S5

6.15.2 Update Secunty - 1’5; e
Credential (Device .
6

3 SRE.17-KAK

6.17 I55ue Security
Credential
7.

Receive CSR — KAK
10
SR E6.13.2 - KAK

6.15.2 Update Secunty
Credential (Device

-0

yevice Certificate - KAK

S0
evice Certificate - DS
ca
NV - 48D

Smart Metering
Infrastructure (SMKI)

Data
Communications

DCCU
Company

DCC Controlled

Smart Meter

SR6.17-D5

SRE.13.2-D5
)

Data
G Communications
Company

SRE.17 - Kaa
J

SR6.13.2 - KAK
J

Device Private Key
Status Change

Device Private Key Storage
1@

l 51

Device Private Key Storage

Smart Meter

101

DCC Controlled
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SR Description Comment
6.17 Issue Security Credential Credential Type = Digital Signature

Energy Supplier-SMKI Integration Pass DS CSR and Receive Signed Public Certificate
6.15.2 Update Security Credential (Device) Credential Type = Digital Signature
6.17 Issue Security Credential Credential Type = Key Agreement Key

Energy Supplier-SMKI Integration Pass KAK CSR and Receive Signed Public Certificate
6.15.2 Update Security Credential (Device) Credential Type = Key Agreement Key

*  Above steps are required for ESME, GSME and GPF

»  Device Status will not change to ‘Suspended’ if device rekey function is not performed within 7 days of post commission. These Devices will be
included in DCC report to Energy Supplier.

»  Device certificates never expire.
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4. PPMID Business Scenarios

This section will give the DCC view on joining the PPMID Business Scenarios.

4.1. Business Scenarios

| Descripion _____________________ |UserRoe |

PPMID exchange — Electricity Site IS
PPMID exchange — Gas Site GS
PPMID re-join after device rekey process GS
ESME exchange -re-pairing with PPMID IS
GSME exchange — re-pairing with PPMID GS
4.2. Alerts
Alert Type
N24 DCC Update HAN Device Log - Success
N25 DCC Update HAN Device Log - Failure
N43 DCC PPMID Removal — When PPMID is joined to both GSME and ESME
DCC User Business Scenarios — V5.2- Draft Q Data e
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4.3. Pre-requisites

e Device id specified within Service Request must have been pre notified to the DCC
e WAN matrix checks are completed

e Supplier Trust anchors are populated with Digital Signature, Key Agreement Key and Prepayment Key Agreement Key certificates on
ESME and GSME

e UTRN generation is align to latest GBCS

e Latest meter public certificates (KAK) are considered in UTRN generation

e ESME, GSME, GPF and CHF are in ‘commissioned’ status for Join service

¢ In meter exchange scenario, focus here is PPMID Join/Unjoin function. Device commission/decommission is separate process
e Two separate business requests: one to remove PPMID (old) and other to add PPMID (new)

e Installer is onsite to perform job with correct job type (for meter exchange scenario only)

Data
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PPMID Device Status Flow

Pending

SR 8.11 Update HAN Log

DCC User Business Scenarios — VV5.2- Draft

DCC Controlled

Whitelisted

Device Alert
0x8F12 —

DCC Controlled

InstalledNot
Commission

SR 8.7.1 - Join Service

Commissioned
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4.4. PPMID Exchange - Electricity Site
PPMID exchange - Electricity site

Data
Communications 2
1 '\ Company
®
GPF
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4.4.1. Unjoin - Function

SR Description Comment

8.8.1 Unjoin Device(Critical) PPMID (Other Device) ->ESME(Target Device)
8.8.2 Unjoin Device(Non-Critical) ESME(Other Device) ->PPMID(Target Device)
8.11 Update HAN Log Remove Old PPMID from HAN Log

8.3 Decommission Device Old PPMID

4.4.2. Join - Function

8.11 Update HAN Log Add PPMID to HAN Log
Wait for Alert N24/N25

8.7.2 Join Device (Non- Critical) ESME(Other Device) ->PPMID(Target Device)
8.7.1 Join Device(Critical) PPMID (Other Device) ->ESME(Target Device)
DCC User Business Scenarios — VV5.2- Draft Q Data . .
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4.5. PPMID Exchange - Gas Site

PPMID exchange - Gas Site

Data
(Pcommcain ;
1 \ Company :
iz N

@

mim ¢
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4.5.1. Unijoin - Function

SR Description Comment
8.8.1 Unjoin Device(Critical) PPMID (Other Device) ->GSME(Target Device)
8.8.2 Unjoin Device(Non-Critical) GSME(Other Device) ->PPMID(Target Device)
8.8.2 Unjoin Device(Non-Critical) PPMID(Other Device) ->GPF(Target Device)
8.11 Update HAN Log Remove Old PPMID from HAN Log
8.3 Decommission Device Old PPMID

4.5.2. Join - Function

SR Description Comment
8.11 Update HAN Log Add PPMID to HAN Log
Wait for Alert N24/N25
8.7.2 Join Device (Non- Critical) GSME(Other Device) ->PPMID(Target Device)
8.7.1 Join Device(Critical) PPMID (Other Device) ->GSME(Target Device)
8.7.2 Join Device (Non- Critical) PPMID(Other Device) ->GPF(Target Device)

4.6. PPMID re-join after Device rekey process
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PPMID Re-join after Device rekey process

atm
Communications
\. Company
2
4.6.1. Join-
Function
o '.(
m.in
=
' Y_ 1
SR Description Comment
8.7.2 Join Device (Non-Critical) GSME (Other Device) ->PPMID(Target Device)
DCC User Business Scenarios — VV5.2- Draft Q Data . .
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4.7. ESME exchange - re-pairing with PPMID

=1
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4.7.1. Unijoin - Function

DCC User Business Scenarios — VV5.2- Draft
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SR Description Comment
8.8.1 Unjoin Device(Critical) PPMID (Other Device) ->ESME
8.8.2 Unjoin Device(Non-Critical) ESME(Other Device) ->PPMID

4.7.2. Join - Function

SR Description Comment
8.7.2 Join Device (Non- Critical) ESME(Other Device) ->PPMID
8.7.1 Join Device(Critical) PPMID (Other Device) ->ESME

4.8. GSME exchange - re-pairing with PPMID

Communications
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GSME exchange - re-pairing with PPMID
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4.8.1. Unijoin - Function

DCC User Business Scenarios — VV5.2- Draft

Daa

DCC Controlled

o—

DCC Controlled

¢

Data
Communications
Company



DCC Controlled

SR Description Comment
8.8.1 Unjoin Device(Critical) PPMID (Other Device) ->GSME(Target Device)
8.8.2 Unjoin Device(Non-Critical) GSME(Other Device) ->PPMID(Target Device)
8.8.2 Unjoin Device(Non-Critical) PPMID(Other Device) ->GPF(Target Device)

4.8.2. Join - Function

SR Description Comment
8.7.2 Join Device (Non- Critical) GSME(Other Device) ->PPMID(Target Device)
8.7.1 Join Device(Critical) PPMID (Other Device) ->GSME(Target Device)
8.7.2 Join Device (Non- Critical) PPMID(Other Device) ->GPF(Target Device)
DCC User Business Scenarios — VV5.2- Draft Q Data . .
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5. Firmware Update Business Scenarios

This section will give the DCC view on the service requests required to be sent to update the Firmware to be operated on one of the following devices:-
e ESME

o GSME
HCLACS
o PPMID

5.1. Business Scenarios

P v

Firmware Update ESME IS
Firmware Update GSME GS
Firmware Update HCALCS IS
Firmware Update PPMID IS/IGS
DCC Alerts After PPMID Firmware Activation N/A
Firmware Activation ESME/GSME/HCALCS IS/GS
Read FW Version ESME/GSME/HCALCS/PPMID IS/IGS/ ES/IRSA/ED/GT/OU
DCC User Business Scenarios — V5.2- Draft Q 8ca>trzgmunications
. Company
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5.2. Alerts

Please note the alerts in Red will not be available until after Nov’ 21 release. There are also some alerts that are already available to DCC users which will

DCC Controlled

have some extensions, and these are noted in red as well. More details on this available in the Firmware Update Road Map.

Alert

N18-N23

N39

N49
N50
N51
N52
N59

NG60
N61
NG62

0x8F1C
Ox8F72
0x8F66
0x8F67
0x8F43

0x8F89
0x8F8A
0x8F8B

Alert Type

DCC

O

CcC

)
(@]

C

O U O O
O O O O
O O O O

g
@]
@]

@)
@]

C

O
(@)

C

GSME/ESME/HCALCS
GSME/ESME/HCALCS
GSME/ESME/HCALCS
GSME/ESME/HCALCS
GSME/ESME/HCALCS

@)

H
CH

Device

DCC User Business Scenarios — V5.2- Draft

Trigger
Firmware Distribution Failure

PPMID Alert (Updated for additional PPMID alerts to confirm success/failure of
FW activation of PPMID)

Firmware Version Updated in the Smart Inventory
Firmware Version no longer valid on the CPL
Invalid FW

GSME Firmware Version Mismatch

Notify ‘Other’ parties that a Firmware Distribution has been initiated by a shared
Device (PPMID)

Failure to distribute Firmware to the Comms Hub

Notification by the Comms Hub of success/failure of distribution of firmware over
the HAN.

Firmware Verification Status — Failure
Firmware Verification Status — Success
Future Dated Command Outcome -Success
Future Dated Command Outcome — Failure

Change in the executing Firmware Version (*This is only available in the event log

‘ Successful Distribution of Firmware to the Comms Hub
‘ and not sent out as an alert.)
‘ This will be sent if the GSME/HCALCS or PPMID image is discarded after 14 days.
‘ Successful Transfer of FW Image

Firmware Activation (PPMID)

Data =
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5.3. Firmware Update Scenarios

SR11.1 covers update of firmware to the ESME, GSME and HCALCS. Once the firmware is distributed to the ESME, GSME or HCALCS, that firmware
will not be the operating firmware on that device until a further SR; 11.3; is sent to activate the firmware. In other words, sending SR 11.1 to the ESME,
GSME or HCALCS is not enough to change the firmware, SR 11.3 has to be sent as well to activate it. This is a two-step process.
SR11.4, which covers the update of firmware to the PPMID is different, in that once the PPMID fully downloads the firmware from the CH, the CH will
send a command to activate the firmware on the PPMID. This is a one step process.
The Alerts and SRs below are not available until after ‘Nov 21.

e SR11.4

e Extension of DCC Alert N39 to show activation of firmware on PPMID
e DCC Alert N59.

e DCC Alert N60

e DCC Alert N61

e DCC Alert N62

e Device Alert 0x8F89

e Device Alert 0x8F8A

e Device Alert 0x8F8B

Communications
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5.3.1. Firmware Update ESME

Suppher DsP cspP CH ESME

11.1 DUIS
and suppher DCC Systeems Valdaaton

- 11.1 Response °

::mwa'athh *Dmgt
DCC Alert N22 f fadure

< to distnbute to CSP 1 CSP Vakdaton
DCC Alert N23 ¢ no
vakdation response
from CSP

- *
¢ Respanse from CSP

If error from CSP one
of DCC alerts

N18, N19. N20 or N21
<

DCC Alert NS9 indicating
al CSP validaton checks are
passad and mage to be sent

b CH
“Alert avalable after ‘Nov, 21

ad

DCC Alert NGO f fadure to distribute Notty ESME of new image
FW to CH c_smaommrwwEgE =
OR . ¢ >
DCC Alert N61 if succussiul
dstibution to CH

*Aert avalable afier ‘Nov. 21 e Distribution Alert
E 3 o i *

Retneve OTA mage fom
CH

Device Alert Ix8F89 ff Transfer
Image Fadure
DCC Alert NB2 to show falure or Device Alert 0x8F89 OR
success of mage transfer from OR 0x8FBA Device Alert 0x8FBA f Transfer
CH to ESME “Alert Avalable after Nov. 21 Image Success
JhnAdehm-Nw 21 - "AsAMMNm 21‘mm‘l’md¢&am i

Verify FV\UT:]

Device Alert X8F1C f FW
venficaton fals
OR

Device Alert OxBF72 4 FW
Device Alet X8F1C OR Device Alert Ox8F1C OR DmA’;‘aFO"Tg“C OR | "~ arification is successhil
0x8F72 Ox8F72
B * - * -4 *

<

L

DCC User Business Scenarios — V5.2- Draft Data .
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5.3.2. Firmware Update GSME
Suppher DSP csp CH ESME
11.1 DUIS
Add OTA header . >
and suppler DCC Systems Valdaation
signature to image
11.1 Resporse
- °
Frmware + Hash + Dw-oegt
DCC Alert N2 # fadure
< o distnbute © CSP i CSP Validation
DCC Mlert N23# no
from CSP
- -
lﬂuomumcsP
If error from CSP one
of DCC alerts
N18, N19, N20or N21
- *
DCC Alert N59 indicating
=il CSP vahdation checks are
passed and image to be sent
©CH
*Alert avalable after ‘Nov. 21
- .
DCC Alert NSO f fadure to distribute
FW b CH cg)_&bb-mbmmmsue
OR
DCC Alert N61 f succussful
m‘amm;:: c;ov s Set OTA Flags and start
X a ‘Nov. - are 2 14 tim
- s O ot deyime
¢ ead OTA flags
Retrieve OTA mage
Device Alert 0x8F83 if Transfer from CH
Image Failure or mage discarded
DCC Alert NG2 1 show fadure or Device Alert OxBF89 OR
success of image transfer from OR 0x8F8A Device Alert 0:8F8A if Transfer
CH to GSME *Alert Avadable after Nov. 21 Image Success
*Aeort Avadable after Nov. 21 _ At Avadable after Nov. 21 Image Transfer Status
el . - . 'E i - .
Verify FWJTj
Device Alert OxBF1C # FW
verification fals
OR
Device Alert 0x8F72 # FW
Device Alert 0x8F1C OR Device Mlert (xBFIC OR ~ Device Alet XBFICOR | = o o et
0BFT72 2 xBF72 5. 08F72 = b1
- > < . <% . < .
Data
Communications
Company

DCC User Business Scenarios — VV5.2- Draft
DCC Controlled



DCC Controlled

5.3.3. Firmware Update HCALCS
Suppher DSP CSP CH HCALCS
ASd OTA 11.1 DUIS >
and supplier DCC Systems Vabdaston
signature to image
‘ 11,1 Response °

DCC User Business Scenarios — VV5.2- Draft

DCC Alert N22 f falre

Firmware + Hash + Device hs(
to distribute to CSP

-+ -
DCC AertN23d o
validation response

from CSP

CSP Validation

<

L]

Response from CSP

¥ error from C SP one
of DCC alerts

N18,N19. N0 or N21
-f °

DCC Alert NSO indcatng
all CSP vahdaton checks are
passed and image to be sent

to CH
*Aect avaliable after ‘Nov. 21

DCC Aert NGO f fadure © distribute
FWto CH CS0%b Distribute FW to HCALCS  Notify HCALCS of FW image
OR . > e L
DCC Alert N6 1 ff succussful
distribution © CH
“Alert avadsble after 'Nov. 21 ‘fmemﬂenA

TA  { H
- Retneve OTA image fom C

Device Alert Ox8F89 f Transfer
Image Fadure or mage discardad
DCC Aert NG2 to show falure or OR
success of image transfer from Device Alert 0x8F89 Device Alert Ox8FBA f Transfer
CH to HCALCS OR Ox8F8A Image Success

G Avaiate stter Nov 21 “Aprt Avaiable ater Nov. 24 *Alggt Avalatie after Nov. 2t e e Stetus

Venfy FWM;-:)

Device Alert Ox8F1C f FW
venfication fals
OR

Device Alert DxBE72 if FW
Device Alsrt OX8F1C OR Devics Alert 0x8F1C OR veailication] is successidl
uBF72 ) Ox8F72

- *» < == * < * < .

Device Alert 08F1C OR

Data
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5.3.4. Firmware Update PPMID

Please note this SR will not be available until after Nov. *21 release. The new alert Ox8F3B which is sent from the PPMID to indicate failure or success of

the FW activation will not be generated and sent from the PPMID in the case that the new PPMID FW update fails when trying to replace an old PPMID FW
image which does not have the capability to send the device alert 0x8F3B.

Suppier bsp csp CH PFPMID

11.1 DUIS
Add OTA header >
and suppler DCC Systems Valdaaton
sgnaire D image

11.1 Response
-y

Firmware + Hash + Dewce ‘I

DCC Alert N22 i failure
o distribute to C5P

A

[CSP Vabdation

DCC Alert NZ3 if no

A
[

Responss from C 5P

If errewr ham CSP one

of DCC gerts
g W18 N18, N20 or N1
-+

DCC Alert W55 ndicatng
all CEP wabdation checks are
passed and image 1o be sent

® CH

“Alert avalable afier ‘Mov. 21

DCC Alert N8O i failurs to distribuss

AW to CH C505c Distnibute FW B PPMID Netify PPMID of FW image
OR > L
DCC At NG1 if sucousatul

dasribution ts CH

".P.Iql svadable after Mow. 21 irrmare Ditribution Alert Rerieve OTA image from CH

Device Alert OnBF B0 f Transier

Image Falure o image discarded
DOC Alert NG2 to show falure o

OR
Sucobid of image tranaler ¥om Deviea Adart OnBF 89 Davice Adart OniSF BA, ff Tranafer
CH to PPMID OR OwdF 84 Image Success

o Pmistie st Nov 21 " Aert Avalabis afier Nov 21 “Alet Avaiable ster Nov 21 age Trandler Staiue
- -

Actiate FIN image »
DCC Alert N39S to show success of

Varty FW .m}ﬂ
Actvat FW Image
_Lailur g of PPMID PW Activation Davace Aert O BFER

< . eowcq.ﬂ.lm‘l (el FRB &u«-ﬂ!ﬂ OuBFRE
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5.3.5. DCC Alerts After PPMID Firmware Activation

Firmware Distribution and Activation of the PPMID Firmware is a one step process with SR 11.4. This diagram shows the DCC Alerts that may be
generated after Device alert 0x8F3B is generated from the PPMID. Although alerts N29, N50 and N51 already exist, they will not be generated in this case

until after Nov. ’21.

Suppler EDIGT DSP CsP CH PRMID

DCC Mert N35 Davice Alert Ox8FBB vice Alert OxBF 8B Device Alart OxBFBB
- . < P . < .

-—
If Successful Response is received
from device, check the FW verson in
the responss

-
—
Update the FW version in the SMI f the
PW version matches an entry in the CPL

for that device model but is different from
the one stored in the SMI.

DCC Alet N29 f the FW version for the Device is now the current vakd
varsion and the Device Status was "Suspended’ and the FW version
returnad by the Dewvce matches an entry on the CPL for that Device Model with
a status of ‘Current’ .

Tha DCC Systems shall update the Davice Status to the status it hald priar
to its suspension

- .

wc Mert N28 if applicable

DCC Alert NSO if there is a mismatch between the Device's
FW version in SMI and that returned by the Activate FW
command and the version returned by the device matches an

< eniryon the CPL with a status of 'Removed'.

DCC Alert NS1 if there is a msmatch between the Device's FW
varsion in SMI and that returned by the Activate F\V command
and the verson returned by the device does not match an entry on

-t the CPL

Communications
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5.4. Firmware Activation ESME/GSME/HCALCS

Unlike the PPMID, the ESME, GSME and HCALCS have a two-step process in updating firmware. First SR11.1 to distribute the FW to the device will be
sent by the supplier. On receipt of Ox8F72 to show that the device has successfully verified the firmware or after the 5-day SLA is over, the supplier may

then send SR 11.3 to activate the firmware. Activating the HCALCS FW is not available until after Nov. *21.

csp CHF ESME/GSMEMHCALCS

EDVGT Supper DsP
C506

11.3 DUIS - ] - CS06 - -
- i L - »
Actvate rwl

CE08 Response _ C508 Responas

1.3 Respose _, C508 Respones .

-+ -+ -+ -+
Generate (x8F 43 n
Security Event Log

*Thes is not sent as an
If Successful Response is receved alert
from device, chack the PW verson in
e responase

Updaie e PW version in the SMI if e
FW version matches an enfry in the CPI

DCC Alert N23 if the FW version
for the Device is now the curment
valid verson and the Device Stavs
was "Suspended’ and the F\W version
retrned by the Device matches an
entry on e CPL for that Devics Model
with 8 sttus of ‘Cument
The DCC Systams shall update the
Device Status to the status it had prior
o its suspension

DCC Alart N25(if appicabie )
-

DCC Alert NSO if there is a msmach
batwesn the Devce's FUV version in SM| and
that returmed by the Actvae PW command and
e version retumed by e device matches an entry
an the CPL with a status of ‘Removed

-

DCC Aert N51 if there is a memakch
between the Dewce's FW version in SM| and
hat retumed by the Activate FW command and
e version retumed by e device doss not
match an entry on the CPL

e

Data =
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5.5. Read FW Version ESME/GSME/HCALCS/PPMID

Reading the FW version on the HCALCS or the PPMID is not available until after Nov. 21

GBCS Coammand

Respanse Resporse Respones Resgonss
g ¢— ‘—LO — G

Sugpber ESRSVEDGTOU osp
11.2 DS =
>
112 DUIS
—>
Res pones

A

¥ Successful Respanse is receved
fom device, check the FW version n
he respanse

-«

Update the FW version in fhe SMI if he
FW version matches a0 enty in the CPL
for hat device moded but s dfferent fom

he ane stored in Be SML
-+

DCC Alert N2B £ the FW version for the Device is now the current vaid
version and the Devee Stalus was ‘Suspended” and he FW verson

returmed by hie Devics rrathes an entry on he CPL for hat Device Model wih

a status of Currert’

The DCC Systems shall update the Device Stylus 1 the stylus it heid pricr

0 its suspension
-
-

DCC Alert N29 to responsible GT or ED

1 apghcable
e

DCC Aert NAS f he FW verson ertry on the CPL for that device
model has 3 stalus of ‘Current and the Read Firemare Verson Request
was not submitied by the resgonaitie suppler

-
-« o

DCC Alert NSO if there & 3 mismatch betwesn the Device's
FW version in SMI and hat retumad by e Activate FW
command and the version relurned by he devce makhes an

_a ntryon e CPL with & status of ‘Removed
-

DCC Alert NS1 ff here is 2 mismaich betaveen he Device's FW
verson in SM and that retumed by he Activate FW cormand
and he verson returmed by the devoes does nat match an entry on

Ze= the CPL
-« -

DCC User Business Scenarios — VV5.2- Draft
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6. Change Of Supplier Business Scenarios

This section will give the DCC view on the service requests to send when there is a change of supplier, both loss and gain of supplier scenarios. The
aim is to standardise the service requests as much as possible. DCC user backend system integration or third parties integration; for example Industry

Flows; is out of scope.

6.1. Business Scenarios

Description Payment Type Fuel Type User Role
Change of Supplier — Gain Credit Electricity IS

Change of Supplier — Gain Credit Gas GS

Change of Supplier — Gain Prepayment (Gain as ‘Credit) Electricity IS

Change of Supplier — Gain Prepayment(Gain as ‘Credit) Gas GS

Change of Supplier — Gain HCALCS Credit Electricity IS

Change of Supplier — Loss Credit Electricity IS

Change of Supplier — Loss Credit Gas GS

Change of Supplier — Loss Prepayment (Loss in ‘Credit’) Electricity IS

Change of Supplier — Loss Prepayment (Loss in ‘Credit’) Gas GS

Change of Supplier only takes places whilst the meter is in credit mode as per suppliers obligations set out in MRA MAP24

and SPAA schedule 38.
6.2. Alerts
Alert Type
N27 DCC ‘Trigger by ACB to Old Supplier
N26 DCC Update Security Credentials (CoS)— access control failure
N17 DCC Schedule removal because of CoS
N38 DCC Cancellation of Future Dated Response Pattern (DSP) requests because of COS
N58 DCC ALCS/HCALCS/SAPC configuration change
0x8F66 Device Future — date HAN Interface Command Successfully Actioned
0x8F67 Device Future — date HAN Interface Command not Successfully Actioned
DCC User Business Scenarios — V5.2- Draft Data .
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6.3. Pre-requisites

. Supplier Trust anchors are populated with Digital Signature, Key Agreement Key and Prepayment Key Agreement Key certificates on ESME,
GSME, GPF and HCALCS

. There are no impacts on DNO or GT in Change of Supplier

. Read Inventory process is completed by new supplier

. Same SR’s sequence can be utilised by multiple business scenario’s

. Traditional industry flows (e.g. D0010 ) are out of scope for discussion

. In CoS Loss process, energy supplier must change payment mode to ‘Credit’ Mode if meter is operating in prepayment mode

. In CoS Gain process, energy supplier must gain meter in ‘Credit’ mode and then change and configure payment mode if required

Communications

DCC User Business Scenarios — V5.2- Draft Q Data
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DCC Keys/Certificates

Devices O
I 8 2
Ds : s
Wwe | w, a | as| YE
Sg| =8| ws|wi| =5 T3
R nE T E = g =
ws | Oz | 0| Os | | T
w [ 300000
Recovery .
.. 8000000
. Supplier .
Zhhe Digital Signature A OO O O
: Supplier .
SRR Key Agreement A OO O
. Supplier Key .
Zhytlid Agreement (Pre-Payment) A
Network Network Operator
Operator Digital Signature
Network Network Operator
Operator Key Agreement
AccessControlBroker .
DeC Digital Signature A O O
AccessControlBroker
OO0000O
transitionalCoS
DeC Digital Signature OO O O
wanProvider
Dt Digital Signature O
Load Controller
DCC Digital Signature
DCC Load Controller

Key Agreement

oce | Srve (3
oce | e gy
DCC | Issuing OCA
DCC | Issuing DCA
DCC | Root DCA
Key:

D Key Custodian

Key type
M (asymmetric/symmetric)

O SMEI Certificate in Device Slot

Mo Certificate in Device Slot
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6.4. Change Of Supplier - Gain Scenarios
6.4.1. Change Of Supplier Gain - ESME

6.23 Update Security Credential (CoS) Supplier Certificates

6.15.1 | Update Security Credentials (KRP) Update Load Controller Certificates (DS / KA) — Only applicable if ESME has SAPC.
Wait for Alert Ox8F66/0x8F67 For Future Dated Command

111 Update Import Tariff (Primary Element)

1.6 Update Payment Mode

4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading

5.1 Create Schedule DSP Schedule

6.8 Update Device Configuration (Billing Calendar)

i Update Meter Balance

3.4 Update Supplier Name

6.25 Set Electricity Supply Tamper State

6.4.1 Update Device Configuration (Load Limiting)

6.22 Configure Alert Behaviour

6.12 Update Device Configuration (Instantaneous Power Threshold)
3.1 Display Message

6.4.2. Change Of Supplier Gain - GSME

SR Description Comment
6.23 Update Security Credential (CoS) GSME - Supplier Certificates
6.23 Update Security Credential (CoS) GPF-Supplier Certificates
Wait for Alert Ox8F66/0x8F67 For Future Dated Command
1.11 Update Import Tariff (Primary Element)
1.6 Update Payment Mode
4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading
51 Create Schedule
6.8 Update Device Configuration (Billing Calendar)
1.5 Update Meter Balance
6.6 Update Device Configuration (Gas Conversion)
6.7 Update Device Configuration (Gas Flow) For SMETS2V4 onward
3.4 Update Supplier Name
6.22 Configure Alert Behaviour
3.1 Display Message
DCC User Business Scenarios — V5.2- Draft Q Data .
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6.4.3. Change Of Supplier Gain - ESME - Prepayment (Gain in Credit Mode and Change mode to Prepayment)

SR Description Comment

6.23 Update Security Credential (CoS) Supplier Certificates

6.15.1 Update Security Credentials (KRP) Update Load Controller Certificates (DS / KA) — Only applicable if ESME has SAPC.
Wait for Alert 0x8F66/0x8F67 For Future Dated Command

2.1 Update Prepay Configuration

1.6 Update Payment Mode

111 Update Import Tariff (Primary Element)

4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading

5.1 Create Schedule DSP Schedule

6.8 Update Device Configuration (Billing Calendar)

2.3 Update Debt Reset/Update Debt

i Update Meter Balance

3.4 Update Supplier Name

6.25 Set Electricity Supply Tamper State

6.4.1 Update Device Configuration (Load Limiting)

6.22 Configure Alert Behaviour

6.12 Update Device Configuration (Instantaneous Power Threshold)

3.1 Display Message

6.4.4. Change Of Supplier Gain _ GSME - Prepayment (Gain Credit Mode and then Change mode to Prepayment Post Gain)

SR Description Comment
6.23 Update Security Credential (CoS) GSME
6.23 Update Security Credential (CoS) GPF
Wait for Alert 0x8F66/0x8F67 For Future Dated Command
2.1 Update Prepay Configuration
1.6 Update Payment Mode
1.11 Update Import Tariff (Primary Element)
4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading
5.1 Create Schedule DSP Schedule
6.8 Update Device Configuration (Billing Calendar)
2.3 Update Debt Reset/Update Debt
1.5 Update Meter Balance
6.6 Update Device Configuration (Gas Conversion) Update CV value
6.7 Update Device Configuration (Gas Flow) For SMETS2V4 onward
3.4 Update Supplier Name
6.22 Configure Alert Behaviour
3.1 Display Message
DCC User Business Scenarios — V5.2- Draft Q Data e
Communications
. Company

DCC Controlled



DCC Controlled

6.4.5. Change Of Supplier Gain — ESME With SAPC

SR |Descripon . _ ... JCmmet |
6.23 Update Security Credential (CoS) Supplier Certificates
6.15.1 Update Security Credentials (KRP) Update Load Controller Certificates (DS / KA) — Only applicable if ESME has SAPC.
Wait for Alert 0Ox8F66/0x8F67 For Future Dated Command
111 Update Import Tariff (Primary Element)
1.6 Update Payment Mode
4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading
5.1 Create Schedule DSP Schedule
6.8 Update Device Configuration (Billing Calendar)
i Update Meter Balance
3.4 Update Supplier Name
6.25 Set Electricity Supply Tamper State
6.4.1 Update Device Configuration (Load Limiting)
6.22 Configure Alert Behaviour
6.12 Update Device Configuration (Instantaneous Power Threshold)
3.1 Display Message

6.4.6. Change Of Supplier Gain — ESME With HCALCS

SR Description Comment
6.23 Update Security Credential (CoS) ESME
6.23 Update Security Credential (CoS) HCALCS
Wait for Alert 0x8F66/0x8F67 For Future Dated Command
1.6 Update Payment Mode
111 Update Import Tariff (Primary Element)
4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading
5.1 Create Schedule DSP Schedules
6.8 Update Device Configuration (Billing Calendar)
1.5 Update Meter Balance
3.4 Update Supplier Name
6.22 Configure Alert Behaviour
6.14.1 Update Device Configuration (Auxiliary Load Control Description) N58 alert to DNO
6.14.2 Update Device Configuration (Auxiliary Load Control Scheduler) N58 alert to DNO
3.1 Display Message
DCC User Business Scenarios — VV5.2- Draft Q Data . .
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6.5. Change Of Supplier - Loss Scenarios
6.5.1. Change Of Supplier Loss - Elec Credit; Elec Credit with HCALCS and Gas Credit

SR Description Comment
46.1 Retrieve Import Daily Read Log Meter Reading (midnight read)
5.3 Delete Schedule Optional — As DSP schedule will be deleted by SR 6.23

6.5.2. Change Of Supplier Loss Elec Prepayment and Gas Prepayment

iCoS Loss in Credit Modei

4.3 Read Instantaneous Prepay Values Retrieve Prepayment Values
2.3 Update Debt Reset Debt
1.6 Update Payment Mode Change payment mode to ‘Credit’
4.6.1 Retrieve Import Daily Read Log Meter Reading (midnight read)
5.3 Delete Schedule Optional — As DSP schedule will be deleted by SR 6.23
DCC User Business Scenarios — V5.2- Draft Q Data e
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7. Change of Tenancy Business Scenarios

This section will give the DCC view on the end-to-end Change Of Tenancy scenario. Energy Supplier back end system integration or third parties integration
IS out of scope.

7.1. Business Scenarios

oesctpion e

Change of Tenancy Move-Out(Credit) IS
Change of Tenancy Move-Out(Credit) GS
Install & Commission - ESME Prepayment IS

(Incl. Post Commissioning Activities)

Install & Commission - GSME Prepayment GS
(Incl. Post Commissioning Activities)

Install & Commission - ESME Credit with HCALCS IS

(Incl. Post Commissioning Activities)

Business Scenario Payment Mode Fuel Type User Role
DCC User Business Scenarios — V5.2- Draft Q Data o
Communications
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Change of Tenancy Move-Out
Change of Tenancy Move-Out

Change of Tenancy Move-Out

Change of Tenancy Move-Out

Change of Tenancy Move In (no Mode Change)
Change of Tenancy Move In (no Mode Change)
Change of Tenancy Move In (no Mode Change)
Change of Tenancy Move In (no Mode Change)
Change of Tenancy Move In (PP To CR)
Change of Tenancy Move In (PP To CR)
Change of Tenancy Move In (CR To PP)
Change of Tenancy Move In (CR To PP)

7.2. Alerts

DCC Controlled

Credit
Credit

Prepayment
Prepayment
Credit
Credit
Prepayment
Prepayment
Prepayment
Prepayment
Credit
Credit

Electricity
Gas

Electricity
Gas
Electricity
Gas
Electricity
Gas
Electricity
Gas
Electricity
Gas

AlertType | Desoription

Cancellation of “Future Dated Response Pattern (DSP)” requests because of

N3 DCC
N4 DCC

DCC User Business Scenarios — V5.2- Draft

Change of Tenancy

DCC Controlled

Removal of “Other User” - DCC Schedules because of Change of Tenancy
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7.3. Change Of Tenancy - Tenant Moving Out

These Business Scenarios cover a tenant who is moving out. This covers both the GSME and the ESME.

7.3.1. Tenant Moving Out - Credit Mode.
e Change Of Tenancy Move-Out (Credit) - ESME
e Change Of Tenancy Move-Out (Credit) - GSME

This Business Scenario is for a tenant who was in credit mode and is moving out. This is the same for both GSME and ESME.
SR Description Comment

3.2 Restrict Access for Change of Tenancy
Disable Pin. This may have been set up for the
tenant moving out to protect any of the
3.5 Disable Privacy PIN messages sent to them.
1.1.1 Update Import Tariff (Primary Element) Update Tariff and Price

Read back the midnight meter reading that the
4.6.1 Retrieve Import Daily Read Log meter has made.

Meter Reading at the time of Tariff/Payment

Mode Update. This will be generated by the

4.4.2 RetrieveCoMOrTariffTriggeredBillingDatalog ESME or the GSME on the change of mode.
1.5 Update Meter Balance Adjust/Reset Meter Balance if required.
Delete any schedules that may have been set up
53 Delete Schedule for the tenant that is moving out.
5.1 Create Schedule Default schedule.
3.1 Display Message The supplier may wish to send a custom message.

7.3.2. Tenant Moving Out - Prepayment Mode.

Communications
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This Business Scenario is for a tenant who was in prepayment mode and is moving out. This is the same for both GSME and ESME.

e Change Of Tenancy Move-Out (Prepayment) - ESME
e Change Of Tenancy Move-Out (Prepayment) - GSME

SR Description
3.2 Restrict Access for Change of Tenancy
815 Disable Privacy PIN
111 Update Import Tariff (Primary Element)
46.1 Retrieve Import Daily Read Log
4.4.2 RetrieveCoMOrTariffTriggeredBillingDatal og
2.3 Update Debt
1.5 Update Meter Balance
53 Delete Schedule
5.1 Create Schedule
3.1 Display Message

7.4. Change Of Tenancy - Tenant Moving In.

DCC User Business Scenarios — V5.2- Draft

DCC Controlled

Comment

Disable Pin. This may have been set up for the tenant
moving out to protect any of the messages sent to them.

Update Tariff and Price

Read back the midnight meter reading that the meter has
made.

Meter Reading at the time of Tariff/Payment Mode
Update. This will be generated by the ESME or the GSME
on the change of mode.

Update Debt Configuration that the previous tenant has
had.

Adjust/Reset Meter Balance if required.
Delete any schedules that may have been set up for the
tenant that is moving out.

Default schedule.

The supplier may wish to send a custom message.

Data
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These Business Scenarios cover a tenant who is moving into a property.
7.4.1. Tenant Moving In - No Mode Change.

This Business Scenario is for a tenant who is moving in with no mode change between the previous tenant and the new tenant. This covers both prepayment
and credit mode as well as ESME and GSME.

e Change Of Tenancy Move-In (No Mode Change - Credit) - ESME

e Change Of Tenancy Move-In (No Mode Change- Credit) - GSME

e Change Of Tenancy Move-In (No Mode Change - Prepayment) - ESME

e Change Of Tenancy Move-In (No Mode Change - Prepayment) — GSME

3.2 Restrict Access for Change of Tenancy
Disable Pin. This may have been set up for the tenant moving out to protect any of the messages sent to
them.
3.5 Disable Privacy PIN If this is not set up, the new tenant will not be able to see any messages that might be sent by the supplier.
1.1.1 Update Import Tariff (Primary Element) Update Tariff and Price
Update the:-
e .Non-Disablement Calendar. This will stop the load switch from opening in case of prepayment
tenant.
. . e Prepayment Setting.
2.1 Update Prepay Configuration
46.1 Retrieve Import Daily Read Log Read back the midnight meter reading that the meter has made.
Meter Reading at the time of Tariff/Payment Mode Update. This will be generated by the ESME or the
4.4.2 RetrieveCoMOrTariffTriggeredBillingDatal og GSME on the change of mode.
2.3 Update Debt Update Debt Configuration that the previous tenant has had.
1.5 Update Meter Balance Adjust/Reset Meter Balance if required.
5.3 Delete Schedule Delete any schedules that may have been set up for the tenant that is moving out.
5.1 Create Schedule Default schedule.
3.1 Display Message The supplier may wish to send a custom message.

7.4.2. Tenant Moving In - Mode Change Prepayment To Credit.

Communications
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This Business Scenario is for a tenant who is moving in and there will be a mode change followed from prepayment to credit mode. This covers both ESME
and GSME.
e Change Of Tenancy Move-In (Mode Change — Prepayment To Credit) - ESME

e Change Of Tenancy Move-In (Mode Change — Prepayment To Credit) - GSME

SR Description Comment

3.2 Restrict Access for Change of Tenancy
Disable Pin. This may have been set up for the tenant moving out to
protect any of the messages sent to them.
If this is not set up, the new tenant will not be able to see any messages

3.5 Disable Privacy PIN that might be sent by the supplier.
111 Update Import Tariff (Primary Element) Update Tariff and Price
1.6 Update Payment Mode Payment Mode = ‘Credit;
4.6.1 Retrieve Import Daily Read Log Read back the midnight meter reading that the meter has made.
Meter Reading at the time of Tariff/Payment Mode Update. This will be
4.4.2 RetrieveCoMOrTariffTriggeredBillingDatalog generated by the ESME or the GSME on the change of mode.
Take the mid-night Prepayment data, which was the last log taken for
4.14 Read Prepayment Daily Read Log the old tenant.
1.5 Update Meter Balance Adjust/Reset Meter Balance if required.
Delete any schedules that may have been set up for the tenant that is
5.3 Delete Schedule moving out. This is optional if there is a change in schedule.
5.1 Create Schedule Default schedule. This is optional if there is a change in schedule.
3.1 Display Message The supplier may wish to send a custom message.

7.4.3. Tenant Moving In - Mode Change Credit To Prepayment.

Communications
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e Change Of Tenancy Move-In (Mode Change — Credit To Prepayment) - ESME

e Change Of Tenancy Move-In (Mode Change — Credit To Prepayment) — GSME

SR Description

3.2 Restrict Access for Change of Tenancy
3.5 Disable Privacy PIN
1.1.1 Update Import Tariff (Primary Element)
2.1 Update Prepay Configuration
1.6 Update Payment Mode

4.6.1 Retrieve Import Daily Read Log

4472 RetrieveCoMOrTariffTriggeredBillingDatal og

2.3 Update Debt

15 Update Meter Balance

53 Delete Schedule

51 Create Schedule

3.1 Display Message

DCC User Business Scenarios — V5.2- Draft

Comment

Disable Pin. This may have been set up for the tenant moving out to protect any of the
messages sent to them.

If this is not set up, the new tenant will not be able to see any messages that might be sent by
the supplier.

Update Tariff and Price
Update the:-
¢ .Non-Disablement Calendar. This will stop the load switch from opening in this case of
a prepayment customer.

e Prepayment Setting.
e Payment Mode = ‘Prepayment’
e Set the Debt Collection Settings and the Disablement Threshold
Read back the midnight meter reading that the meter has made.

Meter Reading at the time of Tariff/Payment Mode Update. This will be generated by the ESME
or the GSME on the change of mode.

Set up any debts for the new tenant.

Adjust/Reset Meter Balance if required.
Delete any schedules that may have been set up for the tenant that is moving out. This is
optional if there is a change in schedule.

Default schedule. This is optional if there is a change in schedule.

The supplier may wish to send a custom message.
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8. Change of Mode Business Scenarios

This section will give the DCC view on the end to end Change Of Mode scenario. Energy Supplier back end system integration or third parties integration is
out of scope.

8.1. Business Scenarios

Change of Mode — PP to CR Prepayment Electricity
Change of Mode - PP to CR Prepayment Gas GS
Change of Mode — CR to PP Credit Electricity IS
Change of Mode — CR - PP Credit Gas GS
8.2. Alerts

Alert Type
0x8F66 Device Future Dated Command Outcome - Success
0x8F67 Device Future Dated Command Outcome - Failure

DCC User Business Scenarios — VV5.2- Draft Q Data . L
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8.3. Change Of Mode - PP to CR

This business scenario covers a change of mode from Prepayment to Credit. This covers both the GSME and the ESME.

SR Description Comment
111 Update Import Tariff (Primary Element) Tariff And Price Update
1.6 Update Payment Mode Payment Mode = Credit
4.4.2 Retrieve Change of Mode/Tariff Triggered Billing Data Log Meter Reading
1.5 Update Meter Balance
5.3 Delete Schedue Optional-If Change in Schedule
51 Create Schedule Optional — If Change in Schedule
3.1 Display Message The supplier may wish to send a custom message.

8.4. Change Of Mode - CR to PP

This business scenario covers a change of mode from Credit to Prepayment. This covers both the GSME and the ESME.

SR Description Comment
Set up the a non-disconnect calendar in order to not disable the supply if the change of mode takes place

2.1 Update Prepay Configuration with not enough meter balance.
1.6 Update Payment Mode Payment Mode = Prepayment

111 Update Import Tariff (Primary Element) Tariff and Price Update

442 Retrieve Change of Mode/Tariff Triggered Billing Data Log |Meter Reading
2.3 Update Debt
1.5 Update Meter Balance

5.3 Delete Schedule Optional — If Change in Schedule
51 Create Schedule Optional — If Change in Schedule

3.1 Display Message The supplier may wish to send a custom message.

DCC User Business Scenarios — V5.2- Draft Data e
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9. Top Up Device

This section will give the DCC view on the end to end Top Up Device Business scenario. Energy Supplier back end system integration or third parties
integration is out of scope.

9.1. Business Scenarios

Business Scenario Payment Mode Fuel Type User Role
Top Up Device Credit Electricity IS
Top Up Device Credit Gas GS
9.2. Alerts
AlertType | Deseripton
O0x810E  Device Credit Added Locally via PPMID or Meter

9.3. Pre-requisites

The metering device must be in Prepayment Mode.

9.4. Top Up device Remotely

Communications

DCC User Business Scenarios — V5.2- Draft Q Data
. Company

DCC Controlled



DCC Controlled

If a meter is in prepayment mode, it is possible for the Import Supplier to top up the device. This scenario is the same for both ESME and GSME

Description Comment

2.2 Top Up Device Update Device Meter Balance with positive value

Prepayment ToP Up

Data
| Communications
. Company

9.5. Top Up Device Locally
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In this instance, the top up is entered via the PPMID, and so there is no SR that is sent from the remote party.

Prepayment Local ToP Up

SEL:;:EL ¢ ] A0ata
Communications
Alert 0x810E
\ Company

-

nter UTRN manually in

DUIS does not support unsolicited service request response

Communications
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10. Comms Hub Replacement

This section will give the DCC view on the end-to-end Comms Hub Replacement scenario. Energy Supplier back-end system integration or third parties
integration is out of scope.

10.1. Business Scenarios

Description User Role

CHF Replacement by Electricity Supplier (Elec Only Site) IS

CHF Replacement by Gas Supplier (Gas Only Site) GS

CHF Replacement by Electricity Supplier (Dual Fuel Site-each fuel supplied by different supplier) IS

CHF Replacement by Gas Supplier (Dual Fuel Site-each fuel supplied by different supplier) GS

10.2. Alerts

AlertType | Deseripon
N30 DCC CHF Device Log Restored
N31 DCC GPF Device Log Restored
N9 DCC Decommission of Communications Hub
N42 DCC Remote Party (e.g. Network Operator) whose certificate has been placed on Devices
O0x8183  Device Device joined SMHAN

DCC User Business Scenarios — VV5.2- Draft Q Data . .
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10.3. Pre-requisites

Device pre-notification to DCC is completed. Use SR8.2 to confirm the prenotification before send engineer on site.

WAN matrix checks are completed using SR12.1 or there is a WAN coverage database check in the SSMI.
ACB certificates are pre-populated on supplier/network operator trust anchors of a new CH. ACB certificates are pre-populated on the
Trust Anchor Cells of the GPF during manufacturer. If a CH is reused, the ACB certificates will in probably be no longer pre-populated in

the relevant trust anchor slots.
For Gas site, the DSP schedule is created on GPF.
An Installer is onsite to perform job.

A Key Assumption is that the Comms Hub does not have to be commissioned during installation as it is set to ‘Commissioned’ in the DCC Smart Inventory

when it connects to the SMWAN.
In Dual fuel multi-supplier scenario, the CHF replacement is performed by the lead supplier.

DCC User Business Scenarios — VV5.2- Draft Q Data .
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10.4. CHF Replacement by Electricity Supplier (Elec Only Site)

sd CHF Replacement - Elec Only

Supplir(18) DSP old CH New CH ESME HAN Devices
SR8 2(Read Inventory)
— T
New CH status returned
as Commissioned
SRB.A21 sRE121 Form HAN with devices
{Restore HAN Device Log)._ o in command __—_
> > >
Join HAN
Alert 0x8183 Alert 0x3183
(Some devices may not (May not be sent by
 sendthi) . Alert OxB183 __ some devices)
Form HAN with devices in command
»
— Join HAN
-<
_,  DCC Akrt N30 1 Suceessful Response
< -
o—SR11.2 (Read Firmvare) o, SR 11.2 (Read Firmware) o
>
o Response o Response
- -
SRE.14.1 .
Response
g —n
a SR 11.2 (Read meware)__ SR11.2(Read Firmware)/ECS52 ECS52
>
Response
Response < Response +—
-+

SR8.3 (Decommission Devicgl

Set SMI Status of old CH
and associated GPF
to decommissioned

DCC Alert N9

DCC User Business Scenarios — V5.2- Draft
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SR | Description comment

This is a recommended SR to send to the new CH to ensure that it is

11.2 Read Firmware communicating with the network.
8.12.1 Restore HAN Device Log The Target ID will be the ID of the New CHF.
Wait for Device Alerts 0x8183 and 0x8F69 These alerts may not be sent by all devices.
This is mandatory to send since if not sent, then the CH manufacturers will not
8.14.1 CommunicationsHubStatusUpdate-InstallSuccess know what the status of the CH was at the time of the Replacement.
11.2 Read Firmware This is an optional SR sent to the ESME to check that it is communicating.
8.3 Decommission Device The Target ID will be the ID of the old CHF.

*Please note that if there are any other devices present on the HAN for example PPMID/IHD/CAD, SR 8.12.1 should successfully move all devices
over to the new CH. That is, there is no need to join/unjoin from the new CH to the old CH for all other HAN devices and this scenario should be
enough to move the devices over to the new CH. The ESME connection that it has with the other HAN devices will be maintained.

Communications
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10.5. CHF Replacement by Supplier (Gas Only Site)

sd GHF Replacement - Gas Only

Supplier(GS) DsP CHE GPF GSME HAN Devices
SR8.2(Read Inventory)

Status of new CH should
be commissioned

‘o
8121
(Restore HAN Device chi SRB8121

— Form HAN with Devices in command

v

Send Alert 0x6183 < SoHAN
(Some Devices May not Send Alert O<B183
. Send This) __ Send Alert 0x8183 . (Some Devices may not send this)
< <

%

Form HAN with devices in command

v

DCC Alert N30 ainHAN .
(CHF Device Log
Restored) __ Successful Response
<

A

A

SR8.12
(Restore GPF Device LogL SRB.12.2 . SR8.12.2
> >

Update GPF Log

DCC Alert N31
GPF Device Log
Restored) __ Successful Response __Successful Response

SR8.14.1 3

Response

SR8.8.2(Unjoin Device) o | SR8.8.2(Unjoin Devico)CSGgh

_g On wakeup of GSME, read CS04b command
-
Remove details offold GPF
o Response
<

- Respanse Successful Response

=
<
SR8.7 2(Join Device) -

GSME join to GPF SR87.2(on Device)/CS03p
— =Nk =y _ On wakeup of GSME, read CS038 command
<

Add Details of new GPF
to GSME device log

Response < Response Successful Response

——

A

Decommission Device

—p

Set SMI Status of old CH
and associated GPF
to decommissioned

DCC Alert N9
-
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11.2 | Read Firmware
8.12.1 Restore HAN Device Log
8.12.2 | Restore GPF Device Log

Wait for Device Alerts 0x8183 and 0x8F69

8.14.1 | CommunicationsHubStatusUpdate-InstallSuccess
8.8.2  Unjoin Device (Non-critical)
8.7.2 | Join Device (Non-critical)

11.2 Read Firmware

8.3

Decommission Device

6.21 | Request Handover of DCC Controlled Device

6.21 | Request Handover of DCC Controlled Device
6.17 | Issue Security Credential
6.15.2 | Update Security Credential (Device)

5.1

Create Schedule
Trigger TOM Commands

This is a recommended SR to send to the new CH to ensure that it is communicating with the
network.

The Target ID will be the ID of the new CHF.

The Target ID will be the ID of the new GPF.

These alerts may not be sent by all devices.

This is mandatory to send since if not sent, then the CH manufacturers will not know what the
status of the CH was at the time of the Replacement.

Unjoin GSME From Old GPF

Join GSME To New GPF

This is an optional SR to send to the new GSME to check comms. This would cause a delay since
the GSME being a sleepy device has to be taken into account.

The target 1D will be the ID of the old CHF.

New GPF — Supplier Certificate (ACB certificates are pre-populated on GPF Trust Anchor Cells
during manufacturer. If thus SR fails, please check with SR 6.24.1 that this is not a reused CH
that might already have Supplier certs that are already loaded into this anchor slot.)

New GPF — Network Operator Certificate. (ACB certificates are pre-populated on GPF Trust
Anchor Cells during manufacturer. If this SR fails, check that there is not a DNO cert that is
already in the relevant trust anchor slot.)

New GPF Rekey - Digital Signature

New GPF Rekey - Digital Signature

Device ID = New GPF ID. Could be multiple schedule

Trigger Set of TOM Commands SRs

*Please note that if there are any other devices present on the HAN for example PPMID/IHD/CAD, SR 8.12.1 should successfully move all devices
over to the new CH. SR 8.12.2 should also successfully move all the device information that was on the old GPF to the new GPF. That is, there is no
need to join/unjoin from the new CH to the old CH for all other HAN devices or do the same to move from the old GPF to the new GPF.

10.6. CHF Replacement by Electricity Supplier (Dual Fuel Site - each fuel supplied by different supplier)

DCC User Business Scenarios — V5.2- Draft
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Supplier A is the Electricity supplier and Supplier B is the Gas Supplier.

10.6.1. Supplier A (this is the electricity supplier that is replacing the CH.)

N e

This is a recommended SR to send to the new CH to ensure that it is communicating with

11.2 Read CH Firmware the network.
8.12.1 Restore HAN Device Log Target ID: New CHF ID
8.12.2 Restore GPF Device Log Target ID: New GPF ID

Wait for Device Alerts 0x8183 and 0x8F69 These alerts may not be sent by all devices.
Communications Hub Status Update- Install  [This is mandatory to send since if not sent, then the CH manufacturers will not know what

8.14.1 Success the status of the CH was at the time of the Replacement.
11.2 Read Firmware This is an optional SR sent to the ESME to check that it is communicating.
8.8.2 Unjoin Device (Non-critical) Unjoin GSME To Old GPF
8.7.2 Join Device (Non-critical) Join GSME To New GPF
This is an optional SR sent to the GSME to check that it is communicating. This will be a
11.2 Read Firmware delayed response due to the sleepy nature of the GSME.
8.3 Decommission Device Target ID: Old CHF

10.6.2. Supplier B

SR | Descripton ____________________JComment |

Wait for receipt of DCC alerts N31, N30 or N9.

Wait for device alert 0x8183 or Read Device Log Not all devices may send 0x8183.
DCC User Business Scenarios — V5.2- Draft G Data . .
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6.21

6.21
6.17
6.15.2
6.17
6.15.2
5.1

Request Handover of DCC Controlled Device

Request Handover of DCC Controlled Device
Issue Security Credential

Update Security Credential (Device)

Issue Security Credential

Update Security Credential (Device)

Create Schedule

Trigger TOM Commands

DCC User Business Scenarios — V5.2- Draft
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New GPF — Supplier Certificate (ACB certificates are pre-populated on GPF Trust
Anchor Cells during manufacturer. If thus SR fails, please check with SR 6.24.1
that this is not a reused CH that might already have Supplier certs that are
already loaded into this anchor slot.)

New GPF — Network Operator Certificate. (ACB certificates are pre-populated on
GPF Trust Anchor Cells during manufacturer. If this SR fails, check that there is
not a DNO cert that is already in the relevant trust anchor slot.)

New GPF Rekey - Digital Signature

New GPF Rekey - Digital Signature

New GPF Rekey — Key Agreement Key

New GPF Rekey — Key Agreement Key

Device ID = New GPF ID. Could be multiple schedule.

Trigger Set of TOM Commands SR’s

Data =
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11. Decommission Device

11.1. Business Scenarios

Business Scenario
Decommission Device
Decommission Device
Decommission Device
Decommission Device

11.2. Alerts

Payment Mode Fuel Type
Credit Electricity
Prepayment Electricity
Credit Gas
Prepayment Gas

User Role
IS

IS

GS

GS

MertType | Descripton ______|Recipient

N33
N34

N1
N2

N9

DCC User Business Scenarios — V5.2- Draft

DCC

DCC
DCC

DCC
DCC

DCC

Schedule removal because of Device decommission Schedule Owners
Cancellation of Future Dated Response Pattern (DSP)
requests Future Dated
because of Device Decommission Command Sender
Cancellation of all “Future Dated (DSP)” Services not yet Future Dated
submitted to the CHF and its associated GPF Command Sender
Electricity Smart Meter Decommission or withdrawal ENO
Gas Smart Meter Decommission or withdrawal GNO
Energy Supplier
ENO
Decommission of Communication Hub GNO

DCC Controlled
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11.3. Prerequisites

¢ Device type GPF, IHD and CAD can’t be decommissioned
o After device decommission, device must go to the factory reset process to clear logs and certificates before device can be re-use

e Advise from E2E testing team: Please don’t trigger SR 8.3 during testing because getting CHs back to useable state involves a lot of teams and a lot of
work

e PPMID/IHD unjoin process must be consider after decommission. Process steps are included into Prepayment and IHD business forum
o After decommission process, energy supplier and device manufacturer must comply with customer data privacy policy

11.4. Device Flow Status

: :V?\ e :/I\ InstalledN L N S
Pending Whitelisted Conr:tr;ises(ijor?t 1 Commissioned

SR8.3
Device Alert . Decommission
SR 8.1 Update HAN Log 0X8F12 g‘e‘v‘i":e"c”"“'ss'“ Device
s
Decommissioned
Decommission request will disconnect the device association with MPXN in SMI.
DCC User Business Scenarios — V5.2- Draft Data .
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11.5. Device Decommission Alert Diagram

Electricity Distributor

Ha

Other Users

Data

- - -

Communications

DCC User Business Scenarios — VV5.2- Draft
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Company
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Lk ﬂ {Ni’l N33
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Energy Supplier
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Gas Transporter
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11.6. Decommission Device ESME Credit

SR Description Comment

4.1.1 Read Instantaneous Import Registers Meter Reading

4.1.2 Read Instantaneous Import TOU Matrices Meter Reading

1.5 Update Meter Balance Clear Customer Data (Meter Balance)
6.20.1 Set Device Configuration (Import MPXN) Clear customer data (MPXN)

3.2 Restrict Access For Change of Tenancy Put privacy flag on meter logs

6.13 Read Event or Security Log Event Log

6.13 Read Event or Security Log Security Log

8.11 Update HAN Log Remove Device from whitelist

8.3 Decommission Device Update Device Status in SMI

11.7. Decommission Device ESME Prepayment

SR Description Comment
4.1.1 Read Instantaneous Import Registers Meter Reading
4.1.2 Read Instantaneous Import TOU Matrices Meter Reading
4.3 Read Instantaneous Prepay Values Read Prepayment Data
2.3 Update Debt Clear customer data (Debt)
15 Update Meter Balance Clear customer data (Meter Balance)
6.20.1 Set Device Configuration (Import MPXN) Clear customer data (MPXN)
3.2 Restrict Access For Change of Tenancy Put privacy flag on meter logs
6.13 Read Event or Security Log Event Log
6.13 Read Event or Security Log Security Log
8.11 Update HAN Log Remove Device from whitelist
8.3 Decommission Device Update Device Status in SMI
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11.8. Decommission Device GSME Credit

SR Description Comment

4.1.1 Read Instantaneous Import Registers Meter Reading

4.1.2 Read Instantaneous Import TOU Matrices Meter Reading

15 Update Meter Balance Clear customer data (Meter Balance)
6.20.1 Set Device Configuration (Import MPXN) Clear customer data (MPXN)
3.2 Restrict Access For Change of Tenancy Put privacy flag on meter logs
6.13 Read Event or Security Log Event Log

6.13 Read Event or Security Log Security Log

8.8.2 UnJoin Service (Non-Critical) Unjoin GSME from GPF

8.11 Update HAN Log Remove Device from whitelist
8.3 Decommission Device Update Device Status in SMI

11.9. Decommission Device GSME Prepayment

SR Description Comment
4.1.1 Read Instantaneous Import Registers Meter Reading
4.1.2 Read Instantaneous Import TOU Matrices Meter Reading
4.3 Read Instantaneous Prepay Values Read Prepayment Data
2.3 Update Debt Clear customer data (Debt)
15 Update Meter Balance Clear customer data (Meter Balance)
6.20.1 Set Device Configuration (Import MPXN) Clear customer data (MPXN)
3.2 Restrict Access For Change of Tenancy Put privacy flag on meter logs
6.13 Read Event or Security Log Event Log
6.13 Read Event or Security Log Security Log
8.8.2 UnJoin Service (Non-Critical) Unjoin GSME from GPF
8.11 Update HAN Log Remove Device from whitelist
8.3 Decommission Device Update Device Status in SMI
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