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MP109 ‘ADT and Exit Quarantine file delivery mechanism’This document is classified as White in accordance with the Panel Information Policy. Information can be shared with the public, and any members may publish the information, subject to copyright. 

Modification Report Consultation 
Responding to this consultation
This is the Modification Report Consultation for MP109 ‘ADT and Exit Quarantine file delivery mechanism’.
We invite you to respond to this consultation and welcome your responses to the questions set out in this form. To help us better understand your views on this Modification Proposal, please provide rationale to support your responses.
To help us process your response efficiently, please email your completed response form to sec.change@gemserv.com with the subject line ‘MP109 Modification Report Consultation response’.
If you have any questions or you wish to respond verbally, please contact Khaleda Hussain on 020 7770 6719 or email sec.change@gemserv.com.
Deadline for responses
This consultation will close at 17:00 on Friday 7 January 2022. 
The Change Board may not be able to consider late responses.

Summary of the proposal
What is the issue?
[bookmark: _Hlk59025286]SEC Appendix AA ‘Threshold Anomaly Detection Procedures’ currently requires the ADT File and Exit Quarantine files to be provided to the DCC by email. The ADT and Exit Quarantine files are data records that must be securely delivered, as they contain information private to both a User and the DCC. Failure to deliver this information securely would be classed as a data breach. It is believed the current method is insecure and poses potential security risk as email is not considered a secure delivery method. This is due to it lacking end to end encryption and being potentially susceptible to Security breaches through either deliberate malicious activity or erroneous activity. 
What is the solution?
To mitigate the potential security risk posed by email, the DCC have proposed to change the wording of SEC Appendix AA from “Email” to “DCC’s preferred secure delivery method of choice”. The DCC’s current secure delivery method of choice would be via the DCC SharePoint. 

Will I be impacted?
MP109 is expected to impact the following SEC Parties:
Large Suppliers
Small Suppliers 
Electricity Network Operators
Gas Network Operators
DCC
Other SEC Parties 
· Shared Resource Providers
· Meter Installers
· Device Manufacturers
Full details of how this modification may impact you can be found in the Modification Report.
Respondent details
	Respondent details

	Name
	Click and insert your name
	Organisation
	Click and insert the name of the organisation you are responding for
	Phone number
	Click and insert a phone number we can call you on with any queries


	Parties represented

	Party Category
	Click and select your Party Category
	Parties represented
	Click and insert the name(s) of any SEC Parties you are responding for


	Confidential information

	Does your response contain any confidential information?

	Response
	Click and select your response
	If ‘yes’, please clearly mark all confidential information (e.g. in red font).
Any confidential responses will be shared with the Change Board and the Authority under a Red classification in accordance with the SEC Panel Information Policy.



Consultation questions
	Question 1

	Do you believe that MP109 should be approved or rejected?
Please provide your rationale with reference to the General SEC Objectives.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 2

	Please provide any further comments you may have.

	Comments
	Click and insert the rationale for your response
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