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Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	25 January 2021

	Issue Resolution Proposal
	IRP637

	Issues Log ID
	TS1188

	Issue Title
	Query x-ref - GBCS v3.2 table 13.2.4.4

	Source
	L+G

	Date Raised
	30 August 2019

	Status
	Draft v0_1

	Documentation Reference
	GBCS v3.2 & v4.0


Description:	
IRP424 has clarified in Sec 12.3 that the value for the Subject Unique ID for {root, keyCertSin, management} as 0x0000000000000000, which should be used when it is read back using CS02a.  However, Table 13.2.4.4 for CS02a does not have a cross reference to Sec 12.3.  It includes only Sec 12.4 under Notes.
We think the Notes should read "See Section 12.3 and Section 12.4" considering IRP424 has modified Sec 12.3 as highlighted above.
 
Proposed Position:
GBCS Table 13.2.4.4 details how Devices construct Responses to CS02a Commands, including the existingSubjectUniqueID field.
As stated above, requirements related to that field are in both sections 12.3 and 12.4:
12.4 states:
All Remote Parties’ Certificates that …have a X520OrganizationalUnitName whose value is not root … contain a Subject Unique ID whose value shall be the 8 octet Entity Identifier of the subject of the Certificate.
12.3 states
Certificates where RemotePartyRole is root do not have to contain a Subject Unique ID.  Thus, the Device will not have a value provided to it for this field in the {root, keyCertSign, management} Trust Anchor Cell.  For consistency, Devices shall record a value of 0x0000000000000000 for Subject Unique ID in the {root, keyCertSign, management} Trust Anchor Cell, and shall use this in responding to Security Credentials Commands, where values for Subject Unique ID are required from this Trust Anchor Cell.
Therefore, it may be helpful to cross reference both sections from Table 13.2.4.4 in relation to the existingSubjectUniqueID field (noting that this has no effect on the requirements).
Note, that the additional cross-reference also applies, from GBCS v4.0, to Use Case CS02f, since section 13.9.4 states that, in relation to CS02f, ‘The requirements of Section 13.2.4, and all sub-sections of it, shall apply’.

Interoperability and / or Compatibility 
This change only adds a cross reference between requirements.  Therefore, it has no impact on DCC Users, consumers, systems or Devices.

Required Changes to Documentation:
Add the reference to GBCS, Table 13.2.4.4, as shown in the mark-up below:
[image: ]

	TS version for incorporation
	TBC

	Impact on previous IRPs
	None

	Attachment(s)
	None

	Affected Parties
	This IRP purely adds a cross reference and has no effect on any Party. 
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trustAnchorCellKeyUsage BIT STRING | digitalSignature (0) | Mandatory if To what use can the public key in this

, SEQUENCE is Cell be put
keyAgreement (4) , present
keyCertSign (5)
trustAnchorCellUsage INTEGER prePaymentTopUp (1) DEFAULT Only needs to be present for the
management {supplier, keyAgreement,
(0) prePaymentTopUp} Cell
existingSubjectUniqueID OCTET Entity Identifier in | Mandatory if See Section 12.4
STRING this Cell SEQUENCE is
present
existingSubjectKeyIdentifier OCTET Key Identifier of Mandatory if
STRING the key in this Cell | SEQUENCE is
present

Table 13.2.4.4: Attribute values for Provide Security Credentials Response
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