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[bookmark: OLE_LINK5][bookmark: OLE_LINK6]Release Note
This release note accompanies, but does not form part of GBCS V2.0 Draft 7.  It describes the principal changes and updates made to GBCS V1.1, and the recent revision history of GBCS. 
Summary of main changes
The Sections of GBCS listed incorporate the principal changes and updates made to GBCS V1.1 that have been adopted through a number of resolution proposals following the BEIS Technical Specifications Issues Management Process[footnoteRef:1]. [1:  https://decc.huddle.net/workspace/34269213/files/#/41125520] 

Changes to the embedded Excel tables in GBCS V2.0 Draft 7 are indicated with green shading and reflect those cells which have been changed since GBCS V1.1.
Table of Section Changes
The table below shows the Sections of GBCS that have been updated in this version, as well as a summary of the change: 
	Section
	Changes

	Various
	There are a number of amendments made in the following categories:
· Changes required to improve clarity of drafting;
· Changes to improve the consistent use of the Glossary Terms;
· Grammatical and typographical corrections identified since the last published versions; and
· Changes to consistently refer to a ‘Service Reference’ rather than to a document, in line with both ‘SEC Appendix AD - DCC User Interface Specification’ (DUIS) and 'SEC Appendix E - DCC User Interface Services Schedule' (UISS).  The DUIS definition for this ‘Service Reference’ term has been added, as a defined term, to the Glossary.
Where such amendments have been made they are not necessarily detailed further in this table

	Documentation Alignment Section
	Amended text to update the ZigBee document references

	1: Introduction
	Section changes as follows:
· To correct the references to NCSC, which was previously ‘CESG’;
· Update of footnote reference to the latest EU Notification under the Technical Standards and Regulations Directive (2015/1535/EU) of the European Parliament; and
· Removed the sentence: “This document has been brought into force by the Secretary of State on [    ] for the purposes of the relevant licence conditions.”  As this now duplicates SEC Schedule 1

	2: Structure of the GB Companion Specification (GBCS)
	No changes made

	3: Scope and Terminology
	No changes made

	4: Security
	Changes made include:
· At the end of Section 4.3.1.1, a clarifying statement has been added to help Suppliers, Network Operators and the DCC populate the Business Originator ID, in ways that align to Device requirements in the GBCS; and
· Amended text in Section 4.3.2.8.2 to clarify that details of unsuccessful CS02b processing may be in a Response or an Alert and that some replacements may have been made successfully before a CPV failure on a later certificate

	5: Remote Party Message construction, protection and verification – informative
	The informative Section 5.5 has been removed

	6: Message Categories 
	In Section 6.8.3, a clarifying note has been added (and a typographical error corrected) to make clearer which Public Key is used when a Device creates a MAC on an Alert 

	7: Message structure and DLMS COSEM / ZSE / ASN.1 requirements  
	Changes to the text include:
· In Table 7.2.10c, a cross reference to Section 16 has been added for the construction of the new Alert 0x81A0 - Smart Meter Integrity Issue – Warning; 
· In Section 7.2.11.4: a typographical correction has been made (removal of a spurious ‘Ack’) ; and
· Clarification has been added to an illustrative example in Section 7.2.11.7 to make clear Devices may or may not use GBT for a Response where the corresponding Command used GBT.
Changes to Table 7.3.8 are indicated by green shading in the amended cells and include:
· In Table 7.3.8a:
· Cells D193 and D194 have corrected references to scripts;
· Cell D195 has been amended to cross refer to the SMETS requirement;
· Cell ‘D199’ has had a spurious ‘0-’ removed; and
· Rows 304 to 307 have been added to support daily resetting of block counters and longer billing calendar periodicities.
· In Table 7.3.8b:
· Cells C6:C7 have been cleared as there is no SMETS requirement for an ESME to automate the taking of a Billing Data Log snapshot when the Reset Block Counter Matrix command is used;
· In cell ‘C11’ the internal OBIS codes have been corrected; and
· The rows 18, 19 and 20 have been set to ‘intentionally blank’ to remove duplication of SMETS requirements.
Changes to the text in Section 7.4 to allow operation in Sub GHz.
Changes to Table 7.4 are indicated by green shading in the amended cells and include:
· As per GBCS 11.2.1, GSME do not need to support the Image Notify command as a client.  To that end, row 439 (which previously required that GSME need to support the Image Notify command as a client) has been set to ‘This row not used’.  This does not affect solutions since it does not bar GSME from supporting the Image Notify command as a client; 
· Rows 49 and 159 have been set to ‘This row not used’ since ESME cannot support sharing of Randomised Offset over the HAN. Note there is a way for Type 1 and 2 Devices to calculate Randomised Offset from values that are shared (see Section 10 Release Note);
· cells I171 and I172 have been corrected to ensure that Primary and Secondary Active Import entries from the Twin Element ESME Profile Data Log can be read separately by HAN Devices, as required by SMETS
· As per CHTS requirements, GSME do not need to expose the attributes SupplyDepletionState and SupplyTamperState to the GPF.  To that end, rows 434 and 435 have been set to ‘This row not used’.  This does not affect solutions since it does not bar GSME from exposing the attributes SupplyDepletionState and SupplyTamperState;
· Operation in Sub GHz Bands;
· Two new rows added to table to add the Keep-Alive cluster server attributes to the CHF;
· Amended text to update  GCS21e values; and
· Rows 328, 329, 402 and 403 have been cleared to remove the GSME/GPF sharing requirement on the two affected Basic cluster attributes

	8: Encryption of Attributes in Remote Party Messages
	Changes including:
· The following text has been added to Section 8.5 to align to systems built for go-live, in terms of ESME encryption: 
‘For clarity and in line with the Blue Book, the first octet of the plaintext input, constructed by ESME when using the Data Protection class, shall be 0x02 (the tag for structure according to Section 9.5 the Green Book) and the next octet shall be the number of captured DLMS COSEM attributes in the Use Case.’;
· As per the Blue Book, the GBCS requirement and the ECS20C Message Template, an object_list array can contain multiple entries (although it contains only one entry in all Use Cases except ECS20C).  Thus, table 8.5.2a was inconsistent in stating the length of the array is always one.  This has been corrected; and
· Table 8.5.2b has been corrected to remove incorrect references to ‘Device’ and ‘Device Entity Id’

	9: Time Synchronisation and Future Dated Remote Party Messages  
	Changes including:
· Those mentioned in ‘Various’ above;
· In Section 9.1.3, text has been added to clarify the values to be recorded by CHF when CH time is unreliable; and
· As per table 20, Use Case ECS08 and the ECS08 Message Template, the OBIS code for the passive non-disablement calendar is ‘0-1:12.0.1.255’.  Table 9.2.2.7 (which lists active and passive OBIS codes for objects within ESME) incorrectly stated the OBIS code as ‘0-0:12.1.1.255’.  This has been corrected to ‘0-1:12.0.1.255’

	10: ZSE Implementation
	Amendment to Sections as follows:
· Section 10.2.2.2:
· Clarifications have been added to detail how the GPFs deployed for go-live respond to RequestMirror and ConfigureMirror commands received when a mirror has already been created / configured; and
· New requirement to require GPF to accept two Basic cluster attribute values if pushed by a GSME on mirror creation.
· Section 10.2.2.3 and 10.2.2.4 have been added to specify handling of delivery failures when the CHF is sending Remote Party Commands to ESME;
· Section 10.3.4.1 has a new requirement to require the GPF to ‘tap off’ the old Set Billing Calendar Use Case;
· Section 10.3.4.2, an incorrect reference to CHF has been amended to CH;
· Section 10.4.2.11:
· Those mentioned in ‘Various’ above;
· The requirement for StartRandomizedMinutes and EndRandomizedMinutes has been removed.  This requirement was the mechanism to make available the SMETS Randomised Offset value to other HAN Devices from ESME.   Although no Device is required to do it, that Randomised Offset value can instead be calculated by other HAN Devices as follows:
· Read the Tariff Switching Table [INFO] from the ESME to identify when switches should occur without Randomised Offset being applied;
· When a ZSE PublishPrice message is received from the ESME carrying a new Active Tariff Price [INFO], calculate the difference between the time it is received and the corresponding time in the Tariff Switching Table [INFO]. This difference is the Randomised Offset that has been applied by the ESME.  Note that ZSE requires that ‘The Publish Price command is generated … when a TOU price becomes active’ and that SMETS requires ‘When switching between Time-of-use Bands and Tariff Registers … ESME shall be capable of applying the Randomised Offset’. 
· Changes to the text to allow Primary and Secondary Active Import entries from the Twin Element ESME Profile Data Log to be read separately by HAN Devices, as required by SMETS;
· Changes to the text to make explicit that the truncation of the DLMS COSEM 32 bit Wh/varh values is set to the 24 bit ZigBee values;
· A requirement added in two new paragraphs in order to address the use ofwildcards in a DATE field in ZigBee ZCL / ZSE commands in GBCS; and
· A requirement to add the capability for an ESME to provide Active Energy Exported, Reactive Energy Imported and Reactive Energy Exported in the Profile Data Log.
· Section 10.5.3.4, some text has been added to cater for CH receiving messages from HHT that the CH should not have received;
· New Section 10.6: containing changes to reflect new requirements for operation in Sub GHz Bands.  New ZigBee PICS items and new Use Cases;
· New Section 10.7: containing changes to reflect new requirement  that Devices do not permanently leave the SMHAN unless sent a unicast request from the Communications Hub; and
· New Section 10.8 is no longer used in this version

	11: Downloading firmware images to Devices
	Changes include:
· In Section 11.3.2: the requirement on the CH to log in relation to Event / Alert codes 0x8F72 or 0x8F1C has been removed since it is for the DCC to decide how they manage firmware distribution to their CH; and
· Those mentioned in ‘Various’ above

	12: Requirements for Certificates
	Changes including:
· In Section 12.2
· Extra text has been added to footnote 26 to clarify Contingency Key usage; and
· Addressing a possible error with Certificates and the unique trading name of the Organisation,  removing the requirement for the certificate to contain the X.500 Distinguished Name (DN)
· In Section 12.3:
· Clarifying text has been added to state that cRLSign key usage is to be disregarded; and
· Text has been added to give a default value to be used for root’s subjectUniqueID

	13: Managing Security Credentials on Devices
	Changes including:
· Those mentioned in ‘Various’ above; 
· Tables 13.2.4.1 and 13.3.4.1 have the text ‘or set to ‘management’ removed from the Notes field for the trustAnchorCellUsage attributeto address potential confusion with Distinguished Encoding Rules; 
· In Section 13.3.5.10, the drafting has been revised to clarify setting of Execution Counters on Updates of Security Credentials.  Also, ‘X.500 Distinguished Name’ is replaced with ‘Common Name’;
· In table 13.3.4.1:
· Regarding the value cell for trustAnchorCellKeyUsage within authorisingRemotePartyTACellIdentifier: This cell incorrectly stated that this attribute must always be populated by the creator of this Command with the value digitalSignature.  This is true unless credentialsReplacementMode = anyByContingency when the value must be keyCertSign.  The change is to correct this statement and so align to the DCC solution.  Note, CS02b Commands where credentialsReplacementMode = anyByContingency can only be created by the DCC;
· The incorrectly named otherRemotePartySpecialistFloorSeqNumber has been corrected to newRemotePartySpecialistFloorSeqNumber.
· Section 13.3.4.3.1: amended text to clarify intent;
· In table 13.3.4.6 / Section 13.3.5.11:
· The checks in GBCS 13.3.5.1 include the steps in GBCS 13.3.5.4 which are to check that the Device is of a type that must, according to GBCS 4.3.2.5, support ‘all targetTrustAnchorCells specified in the [CS02b] Command’. If that check fails, then a check in 13.3.5.1 has failed and so, in line with GBCS 13.3.4.2, the Device must NOT send a CS02b Response (rather it sends an Alert). 
Thus, a CS02b Command containing one or more targetTrustAnchorCells that are not valid on the target Device type can never lead to a CS02b Response and so trustAnchorNotFound is never a valid statusCode in such Responses.  Thus, trustAnchorNotFound is a redundant statusCode and so has been removed from GBCS.  The only references were in the stated table and Section;
· The checks in GBCS 13.3.5.1 include the steps in GBCS 13.3.5.8.1 which are for the decryption of the contingency key.  If that decryption fails, then a check in 13.3.5.1 has failed and so, in line with GBCS 13.3.4.2, the Device must NOT send a CS02b Response (rather it must send an Alert) thus, a failed contingency key decryption can never lead to a CS02b Response and so contingencyPublicKeyDecrypt is never a valid statusCode in such Responses.  Thus, contingencyPublicKeyDecrypt is a redundant statusCode and so has been removed from GBCS.  The only references were in the stated table and Section; and
· As per the GBCS ASN.1 schema, remotePartySeqNumberChanges is defined as: ‘remotePartySeqNumberChanges SEQUENCE OF RemotePartySeqNumberChange,’.  Thus, it is a structure that may have zero, one or many RemotePartySeqNumberChange within it. Table 13.3.4.6 has been clarified to make this explicit.
· Section 13.3.5.9: amended text to correct a Section number reference and make clear all checks have to succeed; and
· Sections 13.7.1.2, 13.7.2, ,13.7.4.5.1 and 13.7.4.5.5: amended text to:
·  add time-outs / retry values to deal with situations where the CBKE does not succeed the first time it is attempted; and
· add two resulting extra failure codes (noPartnerLinkKeyReceived and noCBKEResponse)

	14: Apply Prepayment Top Up to an ESME or GSME
	Changes including:
· Those mentioned in ‘Various’ above;
· In Section 14.1, a redundant requirement for an internal flag has been removed;
· In table 14.3.2, bit numbering for the PTUT Truncated Originator Counter has been corrected;
· In Section 14.6.4.1.7: Addressing that the statements in 14.6.4.1.7 do not align to Table 4.3.1.1 and would not, in practice, work.  Specifically, Business Target ID needs to be the Supplier’s ID (otherwise the Supplier will not get the Response).  Therefore, the text in 14.6.4.1.7 is changed from ‘Business Originator ID’ to ‘Business Target ID’ in the first bullet, and from ‘Business Target ID’ to ‘Business Originator ID’ in the second bullet;
· Table 14.6.4.1.2 has been deleted (as it duplicates 14.3.2), and the reference changed to 14.3.2; and
· In Section 14.4, incorrect references to PTUT have been corrected to PPTD

	15: Message Codes
	No changes made

	16: Event / Alert Codes and related requirements
	Section 16.2: changes to the Event and Alert Codes Table 16.2 are indicated by the green shading in the amended cells in the embedded table.  Those changes include:
· Previously deleted Event / Alert Codes have been reinstated by appending rows with the deleted codes to the end of the Event and Alert Codes table.  In each row there is an 'x' in columns B and C and the entire row is shaded grey.  In addition, gaps in Message Codes in the range: 0x8001 to 0x80A0 have be filled by appending an additional row for each missing Event / Alert Code as above, and with 'Not used'  entered in column A;
· As per CHTS 4.5.2 the GPF is required to send Billing Data Log Alerts (GCS53 Alerts, Alert Code 0x8F0A) in relation to Gas consumption.  As per SMETS, there is no requirement on GSME to send such Alerts. Therefore, there should not be an ‘x’ in the referenced cell (since that cell relates to GSME for Alert Code 0x8F0A) and so the cell S12 has been cleared;
· In cell B16, the SMETS cross reference for the Alert with Alert Code 0x8F0F has been made more specific to make clear it is to be sent only in line with the requirement at SMETS 4.4.7.2 v (b), 5.5.7.2 v and 5.11.2.2 vi;
· In rows 22, 45, 61, 74, 75, 82, 83, 134 and 135, columns L to R revisions have been made to add in wider configuration capability in relation to events/alerts, specifically to cover event logging, HAN alerts and alarms;
· The requirements in SMETS for the ALCS Event Log are met using a different structure than for other logs.  This different structure is as is laid out in both the ECS35f Use Case and in GBCS Section 18.2.1.1.  The structure does not use 16 bit event codes, and so the event codes 0x811A and 0x8131 are not used.  Therefore, the ALCS Event Log column in Table 16.2 is not used. To reflect this:
· The text in cells D22 and D45 is replaced with ‘See Use Case ECS35f’; and
· The text in cells Q22 and Q45 is replaced with ‘Not possible’.
· To align row 24 to the requirements of GBCS 11.2.6 and so DCC’s go-live solution, two cell entries have been corrected:
· Cell Y24 has been cleared (since the GBCS does not require this alert be issued by a GPF); and 
· Cell C24 has been set to ‘N/A’ (since the GBCS Section 11.2.6 requirement is for ESME and GSME only, so cannot have a CHTS cross reference).
· Alert / event codes 0x8F3D and 0x8F30 should, as per CHTS and SMETS, result in Security Log entries.  To reflect this, cells H44 and H57 have been corrected from ‘N’ to ‘Y’;
· The SMETS2 cross-references for the 6 polyphase alerts were for the wrong sub bullets in SMETS 5.17.2.6.  They have been corrected so that cells B51, B53 and B55 have the value ‘5.17.2.6 (iv)’ and cells B52, B54 and B56 have the value ‘5.17.2.6 (v)’;
· When the UTRN MAC check on locally entered UTRNs (GBCS Section 14.6.4.1.8) fails, the Meter will create a Security Log entry meaning ‘UTRN not Authentic’ (Event Code 0x8F63).  The failure may be for a range of authenticity reasons including that the UTRN is not for this Device.  The Meter has no way of knowing the reason, and hence uses UTRN not Authentic.  Thus, for a locally entered UTRN, a Meter can never create a Security Log entry with Event Code 0x8F64 (UTRN not for this Device).  To reflect this, the SMETS reference in this cell B85 has had the references to the SMETS User Interface Add Credit Command removed;
· Cell B104 has been updated so that it includes cross references to all relevant SMETS requirements, specifically it now contains the value: ‘4.3, 4.5.2.8, 5.4, 5.10, 5.16 and 5.6.2.6’;
· The only requirement for alerting and logging on firmware verification failure is that at power on for the executing firmware (Alert / Event code 0x8F1B).  This Alert is to be produced by the CHF as stated in GBCS table 16.2, cell P132 (Supplier (exc. CHF) or WAN Provider (for CHF only)), however, the corresponding ‘x’ was missing from cell X132.  This omission has been corrected;
· Cells A168 and A169 have been set to ‘Mandated’ to mandate the two corresponding Alerts in line with SMETS changes (‘Supply Disabled Then Locked - Supply Tamper State Cause’ and ‘Supply Disabled Then Armed - Uncontrolled Gas Flow Rate’);
· In row 176, a new Alert (Alert Code 0x8F83) has been added for GSME / ESME to send in the scenario defined at SMETS 4.4.7.2 vii, 5.5.7.2 vii and 5.11.2.2 viii;
· In row 177, a new CHF Alert (0x8F84 - Failure to Deliver Remote Party Message to ESME) has been added to support CHF Tunnel Management;
· In row 178, a new GSME/ESME Alert (0x81A0 - Smart Meter Integrity Issue – Warning) has been added;
· Additional Alerts to reflect new requirements for operation in Sub GHz Bands;
· For Alert ‘0x8168’ the criticality and construction was stated as ‘N/A’, and was always configured on.  This has been corrected to specify criticality and to make the alert configurable;
· The non-critical event logging for ‘0x81A2’ and ‘0x81A3’ should be configurable.  This has been corrected;
· Code 0x8157 is replaced by 0x8F57;
· Alert ‘0x8071’ is amended to not be ‘Always On’; and
· Corrected SMETS cross reference for 0x81A0;
Changes to the text include:
Section 16.4 has been revised to:
· Add in wider configuration capability in relation to events / Alerts, specifically to cover event logging, HAN Alerts and Alarms;
· Add a clarification on the requirement for recording Event Log entries relating to Event Codes 0x8151 and 0x8155 dependent on whether the command received has a Message Code specified;
· Specify the construction of the new GSME/ESME Alert (0x81A0 - Smart Meter Integrity Issue – Warning); and
· Amended text to clarify that configurability is to include logging in the Event Log and Power Event Log but not the ALCS Event Log

	17: Remote Party Usage Rights
	No changes made

	18: Message Templates
	Table 18.2: new requirements and amended text resulting from changes to the Mapping Table have been factored in to the DLMS COSEM Message Template as have the following:
· Regarding ECS20c and ECS21c: as per DLMS COSEM, the financial values in the entry_prepaymentReadLogEntry structure are double-long and so have an encoding tag of 0x05, as reflected in GBCS table 18.2.1.1.  The corresponding fixed values for this structure in ECS20c and ECS21c have been corrected from 0x13020706060606060606 to 0x13020706050505050505;
· Regarding exec_specdays bit-string encoded lengths in ECS08, ECS61a, ECS26a and ECS46c:  There can be up to 20 special days associated with an ESME ALCS Calendar and an ESME Non-Disablement Calendar.  Thus, the corresponding exec_specdays bit-string can be up to 20 bits and so 3 octets in length, as is supported by solutions being built. The Message Templates for these Use Cases incorrectly stated a maximum of 2 octets.  This has been corrected to 3;
· For ECS46a and ECS61a:  the length values of the visible-strings containing the ALCS descriptions can be up to 127 octets in length, as per the Use Case.  The Message Templates have been aligned to this length (rather than having a length of zero); and
· For the ECS26a attribute structure in the Response for attribute 5 of class 113 objects: The encoding of the structures in the parts of the Response for reading such attributes has been corrected to align to DCC solutions built for go-live and so the DLMS COSEM standard.
Changes to the text include:
Section 18.2.1.4 has been amended, and Sections 18.2.1.5 and 18.2.1.6 added, to add in support for billing periods longer than monthly on ESME

	19: Use Cases
	Changes to the text include:
· Section 19: a note has been added to clarify that logs may be empty; and
· Table 19.3: new requirements and amended text resulting from changes to the Mapping Table and those mentioned in ‘Various’ above have been factored in to the Use Cases

	20: Mapping Table
	The addition of a reference to the SMETS required objects tab made to the ‘note’ comment in the main body text.
New requirements and amended text are indicated by green shading in the amended cells in the embedded table.
A description of the errata changes made to the Mapping Table since GBCS V1.0 are included in the ‘Table of Mapping Table 20 Changes’ below

	21: Glossary
	Amended Glossary terms for: 
· ‘ZigBee Smart Energy (ZSE) Profile (SEP)’ to align to other ZigBee document Glossary terms;
Added Glossary terms for: 
· ‘Active Energy’, ‘Dual Band Communications Hub (Dual Band CH)’, ‘Electricity Consumption’, ‘Gas Consumption’, ‘Operating Sub GHz Channel’, ‘OTA Header’, ‘OTA Upgrade Image’, ‘Service Reference’, ‘Sub GHz’, ‘Sub GHz Alert’, ‘Sub GHz Available Channels’, Sub GHz Channel’, ‘Sub GHz Channel Change’, ‘Sub GHz Channel Masks’, ‘Sub GHz Channel Scan’, ‘Sub GHz End Device’, ‘Sub GHz GSME’, ‘Sub GHz Non-GSME Device’, ‘Supplementary Remote Party’, ‘Supplementary Remote Party ID’, ‘Supplementary Remote Party Counter’, ‘User’, ‘ZigBee PRO/2007 Layer PICS and Stack Profiles’ and ‘ZigBee Specification’; and
Removed Glossary terms for:
· ‘IHD Source Device’, ‘Personal Data’, ‘Remote Party Role Code’, ‘Secure Perimeter’, ‘Transactional Atomicity’, ‘Trusted Source’ and ‘Unauthorised Physical Access’ 

	22: Annex 1 – Additional DLMS Class
	No changes made

	23 and 24: Informative Annexes 2 and 3
	Annex 2 (Section 23) and Annex 3 (Section 24) have been removed

	25 and 26: Informative Annex 4 and 5
	No changes made

	27: Annex 6
	The illustrative calculations in Annex 6 (Section 27) have been corrected

	28: Annex 7 - Data Item Values to be set prior to installation of Devices
	Rows for ‘Randomised Offset Limit’ having a default value have been added


Release Note: Table of Section Changes
Table of Mapping Table 20 Changes
	Mapping Table Reference
	Errata

	SMETS required objects tab various
	Additions to reflect new requirements for operation in Sub GHz Bands, including amending rows to replace CCS05/CCS04 with CCS06;
Added rows to reflect addition of three new Use Cases: ECS26m, GCS21m and ECS26n, whilst retaining the tags and Message Codes of the former (ECS26e, ECS26i, GCS21e); and
Added rows to reflect the addition of  five new Use Cases: ECS30a, ECS26l, ECS48, GCS25a and GCS21k

	SMETS required objects tab various cells in columns:
AA, AB, U, V, W, R and Q
	To ensure consistency between the Use Case entries and the SMETS required objects entries there where five cases where amendments have been made, as follows:
1. As per the GBCS section 7.1, the WAN Provider may read CHF Operational Data and CHF Configuration Data, with their CHTS meanings, using mechanisms other than those defined in the GBCS. The related CHTS data items should be marked with read access for WAN Provider (C/NC). There are five rows where this is not so;
2. There were a number of rows where a data item allows WAN Provider access when it should not, as the data is not on the CHF;
3. There were a number of rows where a data item did not specify NO(NC) or NO(C) access, but the corresponding Use Cases require access;
4. There were a number of rows where a data item did not specify ACB(NC) access, but the corresponding Use Cases require access; and
5. There were a number of rows where a data item did not specify Supplier(NC) or Supplier(C) access, but the corresponding Use Cases require access.
In each case the necessary corrections have been made

	SMETS required objects tab, cells A85 and B85
	Corrected CHTS references in GCS38 and ECS52 as follows:
· moved the 'CHTS 4.6.3.4' reference from cell B85 to cell A85; and
· added the 'CHTS 4.6.3.9' reference to cell B85

	SMETS required objects tab, rows: 2, 5, 6, 24, 585, 586, 632, 639, 640, 653, 660, 661, 1256, 1257, 1391, 1392, 1400, 1403, 1487, 1518, 1530, 1531, and 1844
	Incorrect labelling of Device access rights to methods:
· In line with GBCS 17.1, access rights to methods should be labelled ‘A’.  Previously some were incorrectly labelled as ‘R’ or ‘W’.  To make consistent, any instances of ‘R’ or ‘W’ in columns Q to AB of the stated rows have been set to: ‘A’.  This is to reflect the fact that these methods are being accessed

	SMETS required objects tab, rows: 984, 985, 1206, 1213, 1214, 1215, 1216, 1221, 1222, 1223, 1435, and 1818
	Incorrect labelling of Device access rights to attributes:
· In line with GBCS 17.1, access rights to attributes should be labelled ‘R’,’W’ or ‘R/W’.  Previously some attributes in update Use Cases were incorrectly labelled as ‘A’.  To make consistent, any instances of ‘A’ in columns Q and W of the stated rows to have been set to ‘W’.  This is to reflect the fact that these attributes are being written by these update Use Cases

	SMETS required objects tab, cell AM18
	The Message Template for GCS01b Set Price On GSME requires that the ‘Currency’ parameter of PublishTariffInformation is populated with a value meaning GBP or EURO.  DUIS and the DUIS Schema align to this requirement in Service Request 1.2.
However, the GBCS Use Case did not show that currency was required even though it was.  To correct this, ‘GCS01b Set Price On GSME’ has been added to cell AM18.  This does change the Use Case so that it reflects the Message Template and DUIS, but it does not affect message construction, and so has no effect on solutions

	SMETS required objects tab, cells C80, C84 and C87
	The GCS21e Use Case requires that CH constant data is returned.  This data is specified in CHTS but the Use Case had no CHTS cross references.  To correct this, the following changes have been made to CHTS reference cells:
· Set cell C80 to ‘4.6.1.2’;
· Set cell C84 to ‘4.6.1.4’; and
Set cell C87 to ‘4.6.1.3’

	SMETS required objects tab, rows 663 to 665
	The SMETS references on these three rows (so column A) should all refer to 5.19.1.3 (Phase [n] Average RMS Voltage Measurement Period). Row 663 should also refer to 5.7.4.6 (Average RMS Voltage Measurement Period).  So affected cells contents have been corrected to:
Cell      Value
A663    '5.7.4.6 / 5.19.1.3'
A664    '5.19.1.3'
A665    '5.19.1.3'

	SMETS required objects tab, column E, rows 727, 729, 735, 737, 739, 743, 745, 747, 749, 754, 756, 758, 760, 765, 767, 769, 775, 777, 779, 783
	To reflect correctly the maximum number of entries that can be set in an Auxiliary Load Control Switch Calendar, ‘60’ has been changed to ‘48’ in all of the cells which name SMETS attributes.
Note that this has no normative effect on the Use Cases to set or read the Auxiliary Load Control Switch Calendar, since the upper limit of 48 is correctly stated in the DLMS COSEM attributes in those Use Cases.  This limit is reflected in DUIS and MMC

	SMETS required objects tab cell BB730
	To clarify the A-XDR encoding of the 7 bit bit-string in ECS37 and ECS18b, this cell has been set to ‘||0b11111110 (bit padding is on the least significant bit)’

	SMETS required objects tab row 792
	Row 792 was a duplicate of row 1778 but with an incorrect data type, which was then reflected in the ECS01c Message Template.  The row has been cleared and marked as intentionally blank, to correct the data type for day_id within spec_day_entry from long-unsigned to unsigned in the ECS01c Message Template.
Additionally, the Message Template for ECS01c correctly stated that 4 prices are to be included but incorrectly then stated that the number of each part of the price structure could recur 80 times.  This 80 has been corrected to 4 and the length of payload value corrected accordingly

	SMETS required objects tab rows 1007 and 1008
	The DCC’s solution built for go-live allows zero device entries to be returned in a CS14 alert.  To recognise this, each of the four occurrences of ‘1..16’ in these two rows have been replaced with ‘0..16’

	SMETS required objects tab, cell K1131
	', values 00 to 03 permitted only.’ has been removed from this cell as the correct value range of 0x01 to 0x04 is as stated in GBCS Table 7.3.7.2'

	SMETS required objects tab, row 1169 and column AJ
	Use Case ECS08a has been added to replace Use Case ECS08, so all references to ECS08 have been replaced with references to ECS08a in column AJ (‘DLMS COSEM Update UC’)
Row 1169 has been corrected to point to attribute 4 rather than attribute 2

	SMETS required objects tab, cell K1193
	Removal of a spurious comment

	SMETS required objects tab cells CT1224 and CT1435 
	These cells incorrectly noted ‘0xFFFFFFFF = cancel’ which is at odds with GBCS 9.2.2.5 and the DCC solution.  This spurious note has been removed from the cells

	SMETS required objects tab, rows 919, 1704 and 1705
	These rows have been cleared to remove the previous versions of the Billing Calendar Use Cases, which have been replaced

	SMETS required objects tab, row 1496
	This rows have been cleared to remove redundant information

	SMETS required objects tab, rows 1882 to 1904
	These rows have been added to support the new voltage counter reset and voltage configuration Use Cases

	SMETS required objects tab, rows 1905 to 1908
	These rows have been added to support the new Billing Calendar and Daily Block Counter Reset Use Cases

	SMETS required objects tab, rows 1909 to 1920
	These rows have been added to support the new Events and Alerts Configuration Use Cases

	SMETS required objects tab, rows 1921 to 1934 and cells AY1093 AY1094, J1093 and J1094
	These rows have been to align to the ECS26a Message Template (Response part)

	Use Case reference tab various
	Additions to reflect new requirements for operation in Sub GHz Bands.
Deleted Use Cases and Message codes are reinstated in their original position in the sheet.  Each deleted Use Case is marked as deleted by an 'x' in the cell to the left of the Use Case name, and the 'Location', 'Use Case' and 'Message Code' columns shaded grey.  In addition, each deleted Use Case has comments added to the cell to indicate the last version of GBCS before it was deleted.
Five new Use Cases added: ECS30a Set Billing Calendar on the ESME - all periodicities, ECS26l Read ESME Configuration Data Device Information (Billing Calendar - all periodicities), ECS48 Configure daily resetting of Tariff Block Counter Matrix, GCS25a Set Billing Calendar on the GSME - all periodicities, GCS21k Read GSME Configuration Data Device Information (BillingCalendar - all periodicities). To replace the requirement for Smart Meters to support the two existing Set Billing Calendar Use Cases with a new Use Case for each of gas and electricity, whilst retaining the requirement for CH to ‘Tap Off’ both new and old GSME Use Cases for backward compatibility.  Each new Use Case is to allow the setting of Billing Calendars with daily, weekly, monthly, quarterly, six monthly and yearly billing periods. The new Use Cases use the existing DLMS COSEM object (ESME) and ZSE Commands (GSME). The latter is the reason that CH can support both the new and old GSME Use Cases.
Three new Use Cases added: ECS26m Read ESME Configuration Data Device Information (identity, type and supply tamper state), GCS21m Read GSME Configuration Data Device Information (identity, type and supply tamper / depletion state) and ECS26n Read CHF Configuration Data Device Information (CH identity and type).  ECS26e, ECS26i and GCS21e have been removed
The top four Commands in the Table 13.7.3a were targeted at ESME and did not have message codes allocated.  Thus, this has been changed to allocate 4 new Message Codes for ESME to log to cover the four Commands. 

	Use Case reference tab, cell AA1
	Changed the text from ‘Smart Energy Code - Annex 5: User Gateway Services Schedule (service Ref)’ to ‘Service Reference’

	Use Case reference tab, cell AE3
	Added the following text: 
‘If a CH receives a CCS01 Command for a Device whose Device ID is already in its CHF Device Log, the CH shall discard the key parameter in the register_device method invocation without processing that parameter. For clarity, such a CCS01 Command shall not affect any Link Key held by the CH and the register_device method shall return a result of ‘success’ in the corresponding action-result-action.’

	Use Case reference tab, cell AE8
	A note has been added to this cell (which contains the Use Case description) to state ‘Note, that the whitelist may not include the GPF’s details, and so those details may not be present in the Response.’.  This is to align to DCC solutions built for go-live

	Use Case reference tab, cell W22
	As per GBCS Section 11.5, CS06 does not require protection against replay.  The cell referred to in the Mapping Table incorrectly stated it did.  To correct this, the value in the cell has been changed from ‘Yes’ to ‘No’

	Use Case reference tab, row 36
	ECS08 has been removed, and so row 36 set to not used

	Use Case reference tab, cell AE37
	Changed the opening text of Use Case GCS06 to include the following: 
“If, after the Device has executed this Command, Emergency Credit is not activated on the Device, then the Device shall return a Response indicating the Command did not execute successfully. In such cases, the ZSE Default Response command responding to the 'Select Available Emergency Credit' command shall report a status of  FAILURE (0x01) and the response to the DLMS COSEM 'invoke_credit' method invocation shall report a result of 'other-reason (250)'”

	Use Case reference tab, row 74
	Row 74 has been set to not used since the previous Read Billing Calendar Use Cases have been replaced with new versions

	Use Case reference tab, cell AE75
	The GCS21e Use Case required that the ‘Use Case shall return the GPF Device Identifier rather than the GSME Device Identifier’.  However, previously it did not state whether GPF details are to be populated in the related fields (so Model Type, Manufacturer).  The text has been revised to remove the ambiguity

	Use Case reference tab, cells I78 and M78
	The CHF does not hold Supplier or Network Operator security credentials, and so ECS26i (which can only go to a CHF) cannot be sent from a Supplier or a Network Operator. Rather, ECS26i can, as per the DCC solution, only be sent from the Access Control Broker.  To reflect this the two cells have been changed to ‘-‘

	Use Case reference tab, cells A84 and A85
	To align the existing Use Case names with their description and contents add the phrase ‘with counter resets’ to each of the 2 cells.  Note this has no normative effect on solutions, since these names are not implemented in solutions

	Use Case reference tab, row 86
	Row 86 has been set to not used since the previous Set Billing Calendar Use Cases have been replaced with new versions.

	Use Case reference tab, cell A129
	Cell A129 has been changed from ‘Apply Prepayment Top Up (using PPMID)’ to ‘Apply Prepayment Top Up to GSME (using PPMID)’.  This makes it explicit, that this existing row applies only to the PPMID command to a GSME

	Use Case reference tab, cell Z118
	The ‘Date-time stamp in response’ column (column Z) is not relevant for Alert Use Cases since they do not include a Response.  To avoid potential confusion, the ‘Date-time stamp in response’ column has been cleared for Alert Use Cases.  This affected only one cell (Z118).

	Use Case reference tab, cell AE120
	The description of ECS80 (which is in this cell) has been corrected to list all Alert Codes that use it, namely ‘0x8F35, 0x8F36, 0x8F37, 0x8F38, 0x8F39, 0x8F3A, 0x8F3B, 0x8F3C’

	Use Case reference tab, cell C144
	As stated in GBCS 11.2.6 and 16.2, CH is not required by GBCS to issue the Alert with Message Code 0x00CE, which is named ‘Firmware Distribution Receipt Alert (ESME or Comms Hub)’.  To remove potential for this name to be misleading, it has been changed to ‘Firmware Distribution Receipt Alert (ESME)’.  This has no normative effect since it is does not affect the alert’s construction / processing and does not affect requirements as to when it is issued

	Use Case reference tab, rows 145 to 148
	These rows have been added to support the new Voltage Counter Reset and Voltage Configuration Use Cases

	Use Case reference tab, row 149
	A new CHF Alert (Failure to Deliver Remote Party Message to ESME) has been added to support CHF tunnel management

	Use Case reference tab, row 150
	Added row to support the replacement Update Prepayment Configuration Use Case

	Use Case reference tab, rows 151 to 153
	These rows have been added to support the new Billing Calendar and Daily Block Counter reset Use Cases

	Use Case reference tab, rows 154 to 159
	These rows have been added to support the new Events and Alerts Configuration Use Cases

	Use Case reference tab, row 149
	A new GSME / ESME Alert (Meter Integrity Issue Warning Alert) has been added

	ZigBee Commands tab various
	· Amended rows to reflect that Use Case ECS26e, ECS26i and GCS21e have been removed.
· Additions to support the new Set Billing Calendar Use Cases

	ZigBee Command tab, cells I219 and I223 
	GPFs are not required to mirror the GSME attributes SupplyDepletionState and SupplyTamperState, although some GSME implementations may expose them to the GPF.  Thus, GPFs may or may not return values for these two attributes in a GCS21e Response and may or may not flag that the attributes are unsupported.  These two attributes therefore cannot be relied on when read from a GPF.  To reflect the possible GPF behaviour for these two attributes in responding to GCS21e Commands, the following text has been added to the two stated cells:
‘If the Response is from a GPF, this Status field may have a value of UNSUPPORTED_ATTRIBUTE and the following data type and value fields would be absent. Alternatively, the GPF may return a value but that value should not be relied upon. Rather the attribute should be read using a GCS21e Command to the GSME.’

	ZigBee Commands tab, rows 254 to 263
	These rows have been cleared to remove the replaced Billing Calendar Use Cases

	ZigBee Commands tab, cells G349, I349, F350
	These three cells have been amended to align to the ZigBee specifications (and so solutions built), in terms of the type and size of the Price Trailing Digit attribute (attribute ID 0x0617) within the Price Cluster

	ZigBee Commands tab, cell G484
	As per the GBCS Use Case, DUIS and the DSP solution, the Latest End Time in a GCS15d Command is a variable value.  This is in common with the more general requirement that start and end date-times are specified when reading logs.
This cell in the Mapping Table that incorrectly stated the Latest End Time in a GCS15d Command had a fixed value of 0xFFFFFFFE.  The value has been changed to ‘*’ to reflect that it is variable, and so align to the wider GBCS and DUIS specifications, and also to the solutions built

	ZigBee Command tab, cells G490, G497 and I497.
	In line with the ZCL requirement, Devices populate a GCS15d Default Response command identifier field with 0x0A and that field in a GCS15e Default Response with 0x08.  GBCS incorrectly stated these two values in cells G490 and G497.  These have been corrected.  There was also a typographical error in the assorted note cell I497, which has been corrected as well

	ZigBee Commands tab, cells G1091 and I1091
	The allowed values of the Sample ID in Use Case GCS31 has been extended to allow a value of 0xFFFF in the edge case where a second GCS31 command is received by a GSME for the same four hour sampling period

	ZigBee Commands tab, rows 1067 to 1072,1074 to 1085 and 1578 to 1579
	These rows have been cleared to remove the replaced Billing Calendar Use Cases

	ZigBee Command tab, cells G1209, I1209, G1219 & I1219
	To align to GBCS Section 10.4.2.11 and Command parts of the GCS17 and GCS61 Message Templates, the values in the SampleID field in Response parts of the GCS17 and GCS61 Message Templates have been corrected

	ZigBee Commands tab cells I1286 and I1403
	These cells incorrectly noted ‘0xFFFFFFFF = cancel’ which is at odds with GBCS 9.2.2.5 and the DCC solution.  This spurious note has been removed from the cells

	ZigBee Commands tab, cells I1471
	Some Devices built for go-live include an additional 19 octet string at the end of the GBZ payload in the GCS21f Response, which does not contain meaningful information and so should be ignored by all parties.
To align the GBCS to solutions built for go-live cell I1471 has been changed to read:
‘Active Tariff Price. NOTE: the Response may contain an additional 19 octets after this parameter. Those 19 octets do not contain meaningful information and so, if present, should be ignored by all parties’

	ZigBee Commands tab cells U1572 to U1579
	These cells were not populated but each should have contained the value ‘1’ to mark these 4 Default Response commands as ‘profile wide’ in line with the ZigBee specifications and solutions being built.  Accordingly, each of the eight cells U1572 to U1579 has been set to the value ‘1’.  This corrects the associated Frame Control field in the Message Templates for GCS02, GCS03, GCS21d and GCS21f

	ZigBee Command tab, cells G1573 and G1575
	To allow the Status parameter in Default Responses, which are in Alternative Responses in GCS02 and GCS03 Use Cases, to convey meaningful status, the Message Templates have been revised to allow the range of status values.  This does not require Devices to change the values they return and so does not impact Devices being built for go-live

	ZigBee Commands tab, rows 1580 to 1609
	These rows have been added to support the new Billing Calendar Use Cases

	ZigBee Commands tab, rows 1610 to 1613
	These rows have been added to support the new Events and Alerts configuration Use Cases
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