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About this document

This document is a Modification Report. It currently sets out the background, issue, solution and
progression timetable for this modification, along with any relevant discussions, views and
conclusions. This document will be updated as this modification progresses.
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This document also has two annexes:
e Annex A contains the business requirements for the solution.
e Annex B contains the full Data Communications Company (DCC) Preliminary Assessment
response.
Contact
If you have any questions on this modification, please contact:
Khaleda Hussain
020 7770 6719
Khaleda.Hussain@gemserv.com
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1. Summary

This proposal has been raised by Leon Wright from Utility Warehouse.

When an installing Supplier pre-notifies a Device to the DCC using the Device Pre-Notification
Service Request (SR12.2) it provides various Device details, including the Electricity Smart Metering
Equipment (ESME) Variant to be stored in the Smart Meter Inventory (SMI). Whilst the Device
remains in the Pending state these details can be corrected by the installing Supplier. Once the
Installation and Commissioning process has started and the Device leaves the Pending state then it is
no longer possible to update these details in the SMI. Following a Change of Supplier (CoS), the
gaining responsible Supplier would be unable to correct any errors made by the previous installing
Supplier and any Device firmware upgrades would not work.

The purpose of this modification is to allow the Responsible Supplier to be able to correct the ESME
Variant Device detail in the SMI after the Device has been commissioned. The Responsible Supplier
will be able to send SR8.4 ‘Update Inventory’ to correct the ESME Variant if the Device Status is
Whitelisted, Installed Not Commissioned or Commissioned.

This modification will impact the DCC, Suppliers and Device Manufacturers. The estimated DCC cost
to implement this modification is up to £150,000 up to Pre-integration Testing (PIT). If approved this
modification will be targeted for November 2023 Smart Energy Code (SEC) Release. This is a Self-
Governance Modification. There is no legal text as part of this consultation, this will be provided with
the DCC Full Impact Assessment.

2. Issue

What are the current arrangements?

DCC Users must ensure that all Devices connected to the Home Area Network (HAN) are recorded
on the SMI. This is achieved by sending a Device Pre-notification (SR12.2) to the DCC. Upon
receiving the SR12.2, the DCC will update the SMI and set the SMI Status of the Device to ‘Pending’.
The SR12.2 contains information regarding the ‘ESME Variant’ field. This specifies details about the
Device such as if it includes a HAN Connected Auxiliary Load Control Switch (HCALCS).

What is the issue?

A gaining Supplier is unable to update the ‘ESME Variant’ field of a commissioned ESME after
SR12.2 has been executed incorrectly by the previous installing Supplier.

Devices with SMI statuses other than ‘Pending’ can have their SMI status amended by the
Responsible Supplier. If a Device has a status of ‘Pending’, only the DCC User who added the Device
to the SMI may update details of that Device or delete that Device from the SMI. The SR8.4 ‘Update
Inventory’ can only be used to update the Device details provided via Pre-Notification (SR12.2) while
the meter is still in ‘Pending’ status, therefore only the installing Supplier can make changes.

Once the SR12.2 has been received by the DCC and the ‘ESME Variant’ field is updated this cannot
be changed by the DCC nor can it be changed by the gaining Supplier on a CoS.
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It is crucial to note that there are two checkpoints in place before this issue becomes a problem. This
issue only becomes problematic if both the Device Manufacturer and Installing Supplier overlook the
incorrectly identified Device details.

What is the impact this is having?

Not resolving the issue will mean errors identified in the SMI will not be corrected and the volume of
incorrect data will continue to increase. Operationally, the implementation of firmware upgrades could
mean a Device’s functionality may change. A change of functionality would mean there would be a
discrepancy with the Device variant as listed at the very outset. This could result in a gaining Supplier
sending a firmware update, but the upgrade will not work. The incorrect ESME Variant can lead to
failure of firmware upgrades and consumers not being offered various tariffs as the wrong ESME
Variant is recorded.

Impact on consumers

Consumers will be impacted if these changes are not made as they will be offered wrong tariffs or will
be limited to certain tariff options. This modification will ensure consumers are being offered the
correct tariff for the type of meter that they have.

3. Solution

Proposed Solution

The Proposed Solution is to allow the Responsible Supplier to be able to correct the ESME Variant
field in the SMI after the Device has been commissioned. The Responsible Supplier will be able to
send SR8.4 ‘Update Inventory’ to correct the ESME Variant if the Device Status is ‘Whitelisted’,
‘Installed Not Commissioned’ or ‘Commissioned’.

4. Impacts

This section summarises the impacts that would arise from the implementation of this modification.

SEC Parties

SEC Party Categories impacted

v' | Large Suppliers v' | Small Suppliers

v’ | Electricity Network Operators Gas Network Operators
v | Other SEC Parties v | DCC
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Breakdown of Other SEC Party types impacted

Shared Resource Providers Meter Installers

v | Device Manufacturers Flexibility Providers

This modification will benefit Large and Small Suppliers, Electricity Network Operators and Other SEC
Parties as it will allow the gaining Responsible Supplier the ability to amend the ESME Variant code,
in the instance the details are executed incorrectly by the previous installing Supplier.

DCC System

This modification will impact the DCC System. The Data Service Provide (DSP) will modify the
validation rule associated with SR8.4 Update Inventory to meet the business requirement. Currently,
only the DCC Service User who pre-notified the Device details is allowed to update the Device details.
This behaviour will be changed to allow the Responsible Supplier to submit SR8.4 for the purpose of
updating the ESME Variant of a Device.

SEC and subsidiary documents
The following parts of the SEC will be impacted:
e Appendix AF ‘DCC User Interface Specification v4.0’ (DUIS)

The DCC will provide the legal text with the DUIS documentation changes as part of the Full Impact
Assessment (FIA) accordingly. Although this change will affect DUIS there are no changes to the
DUIS Schema. The DCC User Gateway Interface Design Specification (DUGIDS) documentation will
also need to be updated to describe the revised behaviour of SR8.4.

Consumers

Consumers will be impacted if these changes are not made as they will be offered wrong tariffs or will
be limited to certain tariff options. This modification will ensure consumers are being offered the
correct tariff for the type of meter that they have.

Other industry Codes

No other industry Codes are impacted by this proposal.

Greenhouse gas emissions

This proposal will have no effects on greenhouse gas emissions.
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5. Costs

DCC costs

The estimated DCC implementation costs to implement this modification is up to £150,000 up to PIT.
The Design, Build and PIT is expected to take around three months to complete. The breakdown of
these costs are as follows:

Breakdown of DCC implementation costs

Activity Cost
Design, Build and Pre-Integration Testing (PIT) £150,000
Systems Integration Testing (SIT) TBC
User Integration Testing (UIT) TBC
Implement to Live TBC
Application Support TBC

More information can be found in the DCC Preliminary Assessment response in Annex B.

SECAS costs

The estimated Smart Energy Code Administrator and Secretariat (SECAS) implementation cost to
implement this as a stand-alone modification is two days of effort, amounting to approximately £1,200.
This cost will be reassessed when combining this modification in a scheduled SEC Release. The
activities needed to be undertaken for this are:

e Updating the SEC and releasing the new version to the industry.
SEC Party costs

SEC Party costs will be sought as part of this Refinement Consultation.

6. Implementation approach

Recommended implementation approach
SECAS is recommending an implementation date of:

e 2 November 2023 (November 2023 SEC Release) if a decision to approve is received on or
before 2 February 2023; or

e 7 November 2024 (November 2024 SEC Release) if a decision to approve is received after 2
February 2023 but on or before 7 February 2024.
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This modification impacts the DUIS and should therefore be implemented in a SEC Release with
other DUIS impacting changes for efficiency. The DUIS impacting releases for 2023 and 2024 are
both expected to be in November of each year. However, this is yet to be confirmed and this
implementation approach will be reconsidered if the approach to the 2023 and 2024 SEC Releases
change.

7. Assessment of the proposal

Observations on the issue
SECAS’s observations

SECAS investigations identified that, as an example, if an ‘AD’ ESME was wrongly notified as an ‘A’
ESME, there would be a chance it could be validated within the Commercial Products List (CPL)
incorrectly. However, SECAS consider the chance of this happening is highly unlikely as there are two
validation checks to ensure the Device type is recorded accurately, specifically with the Device
Manufacturer and the Responsible Supplier.

Supposing that an ESME was not checked by the two validation checks mentioned above and was
incorrectly identified, the DUIS explicitly forbids the gaining Supplier to correct the details of a
commissioned meter.

Change Sub-Committee’s views

It was confirmed by Change Sub-Committee (CSC) members that whilst the volume of incorrect
entries at the time was low, this could become an increasing problem. CSC members asked for

confirmation as to how many incorrect ESMEs are in the inventory. The DCC confirmed 719,543
commissioned ESMEs have a potentially wrong ESME variant code.

Members highlighted the importance of considering other data elements on the SMI and what impact
these could have on functionality if they were incorrect. The CSC asked that the Working Group
consider other data elements on the SMI that may also require correction.

Solution development

The Working Group had enquired how the DCC captures figures for Devices which are incorrectly
labelled in the SMI. The DCC advised the figures are generated by the DCC Technical Operations
Centre (TOC) report on ESME Variants. It reported there were around 719,000 ESME Devices which
the DCC estimated to be listed under an incorrect ESME Variant in the SMI.

Previously the Proposer and the Working Group had considered expanding the scope to include other
variants such as Device Model and Device Manufacturer, as considered by the CSC. SECAS
presented this suggestion to the Technical Architecture and Business Architecture Sub Committee
(TABASC) and the Security Sub-Committee (SSC) for feedback. Both Sub-Committees agreed there
would be an increased Security risk in allowing access for Users to amend Device Model and Device
Manufacturers. The SSC also advised it would require a risk assessment to be carried out. The
TABASC and the SSC were supportive of progressing the modification forward to allow the gaining
responsible Supplier the ability to update the ESME Variant only. The Proposer and the Working
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Group noted these views and concluded that the scope should just cover the ESME Variant to
prevent creating any potential security risk.

The Working Group requested all ESME Variant codes be included in the change request which the
DCC have noted to include in the Full Impact Assessment.

Support for change

The CSC, Working Group and Sub-Committees were all supportive of this change to improve data
quality in the SMI and ensure there were no barriers to firmware upgrades.

Views against the General SEC Objectives
Proposer’s views

The Proposer believes that this modification better facilitates General SEC Objective (a)?! as it would
ensure accurate information was held in the SMI and allow firmware upgrades to be completed
accordingly.

Views against the consumer areas
Improved safety and reliability

This modification will ensure that this issue does not present a barrier to firmware upgrades which
improve functionality and can fix security issues if necessary.

Lower bills than would otherwise be the case

This modification will ensure consumers are being offered the correct tariff for the type of meter that
they have.

Reduced environmental damage

This modification will ensure that meters which are prevented from receiving a successful firmware
upgrade are not replaced prematurely.

Improved quality of service

This implementation will have a positive impact to Suppliers as it will allow them to provide more
accurate information to consumers and aid in offering consumer more accurate and prosperous Smart
Energy tariffs.

1 Facilitate the efficient provision, installation, operation and interoperability of smart metering systems at energy consumers
premises within Great Britain.
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Benefits for society as a whole

This modification will ensure the smart metering programme can operate efficiently and offer the best
service to consumers.

Appendix 1: Progression timetable

The DCC Preliminary Assessment was shared with the Working Group and Sub-Committees who
agreed MP125 was ready for a Refinement Consultation. The Refinement Consultation will be issued
on 2 November 2021 and will close on 22 November 2021.

Timetable

Event/Action Date
Draft Proposal raised 7 May 2020
Presented to CSC for initial comment and recommendations 26 May 2020
Panel converts Draft Proposal to Modification Proposal 19 Jun 2020
Business requirements developed with the Proposer and DCC 22 Jun 20 — 6 May 2021
Modification discussed at the SSC 24 Feb 2021
Modification discussed at the TABASC 4 Mar 2021
Modification discussed with Working Group 7 Jun 2021
Preliminary Assessment requested 9 Aug 2021
Preliminary Assessment returned 1 Sep 2021
Maodification discussed with Working Group 6 Oct 2021
Refinement Consultation 9 Nov 2021 — 22 Nov 2021
Refinement Consultation responses discussed at Working Group 1 Dec 2021
Impact Assessment costs approved by Change Board 22 Dec 2021
Impact Assessment requested 23 Dec 2021
Impact Assessment returned Mar 2022

Appendix 2: Glossary

This table lists all the acronyms used in this document and the full term they are an abbreviation for.

Acronym Full term
CoS Change of Supplier
CsC Change Sub-Committee
CPL Central Products List
DCC Data Communications Company
DSP Data Service Provider
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Acronym Full term
DUGIDS DCC User Gateway Interface Design Specification
DUIS DCC User Interface Specification
ESME Electricity Smart Metering Equipment
FIA Full Impact Assessment
HAN Home Area Network
HCALCS HAN Connected Auxiliary Load Control Switch
PIT Pre-Integration Testing
SEC Smart Energy Code
SECAS Smart Energy Code Administrator and Secretariat
SIT System Integration Testing
SMI Smart Metering Inventory
SR Service Request
SSC Security Sub Committee
TABASC Technical Architecture and Technical Business Architecture Sub Committee
TOC Technical Operations Centre
uiT User Integration Testing
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