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Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	5 October 2018

	Issue Resolution Proposal
	IRP589

	Issues Log ID
	TS0990

	Issue Title
	CS02b authentication sequence

	Source
	BEIS

	Date Raised
	24 September 2018

	Status
	Draft 0_1

	Documentation Reference
	GBCS v3.1


Description:	
GBCS 13.3.5.1 states that the ‘checks should be carried out in the order specified’. 
GBCS 13.3.4.2 then states that ‘Should any of the checks detailed in Section 13.3.5.1 fail then the Device shall … discard the Command without execution’.
Therefore, all checks need to be successful if the Command is to be executed. Thus, the requirement that the checks should be carried out in the order specified seems unnecessarily constraining, and other sequences may be more efficient from a Device perspective (e.g. undertaking cryptographic checks first).
Proposed Position:
As stated in the issue, the constraint on sequence is unnecessary, and so the proposed position is to remove it and make clear that there is no constraint on sequence. Indeed, it may be more effective, from a Device perspective, to undertake cryptographic checks before checks that require more extensive parsing of more complex payloads (e.g. those containing Certificates).
Note that the check is a ‘should’ not a ‘shall’ requirement, and so existing Devices do not have to follow the sequence, to comply with current GBCS Versions however the indicated sequence may not be optimal for Devices, and so should be removed. 
Related, to support Devices’ flexibility on the sequence of processing, the revised 13.3.5.8 text notes that the cryptographic protections that need checking, can either be identified by the Message Code in the Grouping Header or the credentialsReplacementMode in the Command Payload (in line with check 1.2 of Table 13.3.5.1).
The drafting also includes correction of a cross reference in section 13.3.5.8 (to align the first paragraph in that section to the second and third paragraphs).
A similar point about sequence of checks applies in relation to Use Cases CS02d and CS03, so corresponding changes are proposed for Sections 13.5.4 and 13.7.4.2.2 (and references to them in Section 6.2.4.1).
Interoperability and / or Compatibility 

This is a documentation only change that does not require any change to existing Devices but provides clarity that such flexibility is allowed. Therefore, it has no impact on any Devices or systems.
Required Changes to Documentation:
In GBCS, make the following changes to the Sections as shown in the mark-up below:
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	TS version for incorporation
	TBC

	Impact on previous IRPs
	None

	Attachment(s)
	None
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» 13.3.5.8 Verifying the-CryptographicProtectionsf
Inverifying Cryptographic-Protections pursuant o this-Section 13.3.5.841]

« -+ KRP-Signature shall where required-by-Section 13.3.3.1 for the-specified-Message-Code-and-credent ial sReplacementiode, be
Verified-according to the requirementsin this Section 13.3.5.8:4-3-27-2;-andf]

o ~ ACB-SMD-MAC, where required by-Section-13.3.3.1-for the specified-Message-Code-and-credential sReplacementiode, shall-be
verified-according to the requirements-in-Section 6.2.4.1.2

Ifcredent ialeReplacementiiode =-anyByCont ingency or Message Code=0x0109 then KRP-Signature-shall-be-verified-using-the-public:
key-established-according o-the requirements-of Section-13.3.5.8.1.q

Ifcredent ialeReplacementliode = <>anyByCont ingency orMessage-Code =< 0x0109 thenKRP-Signature shall be verified-using the
public key identified-as per-Section4.3.2.7.2.]

IfcredentialsReplacementiiode =accessControl BrokerByach orMessage-Code =0x0104-and deviceType "is ‘not

communi cationsHubCommuni caticnsHubFunct ion -then-ACB-SMD MAC shall be verified-as per-Section6.2.4.1.2. 4]
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= 13.5.4 - Device-processing-of-Commands-and-Response-
handling]

The-Device receiving-an-Update-Device-Certificate-on-Device-Command-shall-undertake
processing steps-inthe-sequence-defined-in this Section-13.5.4.

In-processing-an-Update-Device-Cerificate-on-Device-Command, the Device-shall-|

1.~ undertake-Command-Authenticity-and-Integrity Verification-as required-for-a-Command
of Message-Category-SME.C.C, -exceptthat-check-4-in-Section-6.2.4.1.1- may be-
undertaken after the-checks in-Section 6.2.4.1.2.- The-Security-Credentials-used-to
verify-Cryptographic-Protection--shall-be:{l

o - thoseheldinthe-fwaNerovider, ‘digitalsignature, ‘management)Trust
Anchor-Cell,ifthe target-Device's--devi ceType-equals
communicationsHubCommunicationsHubFunction:-orf

o - thoseheldinthe-{supplier, ‘digitalsignature, ‘management}Trust
Anchor-Cell, i the target-Device's -devi ceType-does-not-equal
communicationsHubCommunicationsHubFunction |
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- 13.7.4.2. 2Device processing-of Commands-and-Response-handling

The-Device receiving-a-Join Device’Command-shall-undertake-processing-steps-inthe
sequence defined-in this-Section-13.7.4.2.2.--Should-astep-after-step-1-be-unsuccessful, the
Device-shall-create-a-Response-according to the requirements-of Section-13.4.7, apply-the-
Response-Cryptographic-Protection-required-for-a-Response-of the relevant Message
Category, and-send-the-Response-and-shall-not-undertake-any further-steps-definedin this
Section13.7.4.2.2.

In-processing-a-Join-Device’ Command, the-Device-shall-]

1.~ undertake-Command-Authenticity-and-Integrity Verification-as required-for-a-Command
ofthis-Message-Category.-except that check-4-in-Section-6.2.4.1.1-may be-undertaken
after the checks in Section 6.2.4.1.2.- The-Security-Credentials-used-to-verify
Cryptographic-Protection-1-shallbe:q|

o - thoseheldinthe-{accessControlBroker, ‘digitalsignature,
management} TrustAnchor-Cell, if-deviceType-equals.
typelPrepaymentInterfaceDevics; O

o - thoseheldinthe{supplier, ‘digitalsignature, ‘management}Trust
Anchor-Cell, if-devi ceType-does not-equal
typelPrepaymentInterfaceDevice ]
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« 6.2.4.1+ Checks-to-be-undertakenf

The-Device shall-undertake the-checks-in-Section6.2.4.1.1-before-any-other-checks-in this.
Section'6.2.4.1,-and-shall-undertake-the-other-checks in-the-sequence-set-out in this-Section
6.2.4.1,-exceptwhere relevant, -as specified-in-Sections-13.5.4-and-13.7.4.2.2.-before
undertaking-any-other-processing-of-the-Command.{
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« 13.3.5. - Update-Security-Credentials-Command-Verificationf

The-Device-shall-undertake-the-checks-set-out-in-this-Section-13.3 5 1-before-undertaking -any-other-processing-of-the-Command. - The-checks:
sheuld-may be-carried-out-in-the-any -order-specified.--Checking-shall-cease-at-the-point that-any-one-check fails_- The-checks required-are:
shown-in-Table-13.3.5.1.




