[bookmark: _Hlk522263620]Smart Metering Implementation Programme

Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	15 July 2020 

	Issue Resolution Proposal
	IRP631

	Issues Log ID
	TS1310

	Issue Title
	Table 7 3 8 - Correction of Inconsistency 

	Source
	BEIS

	Date Raised
	22 May 2020

	Status
	Draft v0_2[footnoteRef:1] [1:  The ’Description’ section of this IRP631 has been rewritten following TSIRS review of the previous published version ] 


	Documentation Reference
	GBCS v3.2


Description:	
The contents of cell D140 in the Objects Tab of GBCS Table 7.3.8 (so Table 7.3.8a) were changed by CRP612, and this is currently reflected in the baselined draft GBCS v4.0 but is not yet applied to GBCS v3.x.  
This IRP is to incorporate the same changes in GBCS v3.x[footnoteRef:2]  (consistent with GBCS v4.0) to align Table 7.3.8a requirements to the overall policy intent, as documented within the explanations to TS1233, TS1255 and most specifically TS1257 (copies of these explanations are embedded in the table below).   [2:  This IRP631 is intended to be applied to v3.x meaning the 3.x version following the current v3.2 and all subsequent GBCS versions, although this will be subject to the timing inherent in the IRP Modification processes administered by SECAS. Note, there is no intention to retrospectively apply changes to GBCS v3.2 or earlier versions  ] 

This IRP does not trigger any requirements to end date previous versions of GBCS through the TSAT.  Any changes to TSAT will be separately consulted on through the SEC Mod process.

Proposed Position:
The proposed position is to align the text in GBCS, Table 7.3.8a, cell ‘D140’ in GBCS v3.x versions with that already included in GBCS v4.0 Draft 2.
By way of context and as referred to in the explanation to TS1257[footnoteRef:3], GBCS 7.3.2 requires that: [3:  The full explanation as published is embedded in the table at the bottom of this IRP] 

‘All Devices which are ESME (so where deviceType = 1) shall have the constant values set for the DLMS COSEM attributes specified as requiring constant values in Table 7.3.8a, and shall ensure that such values cannot be amended, save via activation of new firmware.’
Therefore, Table 7.3.8a mandates constant ESME values that must be set before installation and must not be changed except by firmware upgrade.  Table 7.3.8a also contains some explanatory text in relation to some of the constant values.  It is that explanatory text which was changed to align to wider SMETS / GBCS requirements, specifically in relation to a DLMS class 111 (Account) object.  

Interoperability and / or Compatibility 
This correction affects internal ESME behaviour only, and so has no impact on interoperability.

Required Changes to Documentation:
At GBCS v3.x, replace the contents of cell D140 in the Objects Tab of Table 7.3.8 (so Table 7.3.8a) with:
‘When this passive object is activated:
1) then the BillingDataLog(SetPaymentModeOrTariffTriggeredFinancialExcExport) and the BillingDataLog(SetPaymentModeOrTariffTriggeredFinancialExportOnly) shall be updated.
2)If prepayment is being invoked then it shall activate any pending time or payment debt objects and ensure that topups can be accepted.
3)If credit mode is being invoked then this object shall disable any time and payment debt objects and shall take steps to ensure that the disconnector does not open as a result of this invocation and shall ensure that topups are not accepted’

	TS version for incorporation
	GBCS v3.x & any subsequent GBCS

	Impact on previous IRPs
	None

	Attachment(s)
	
 


[bookmark: _MON_1651577058] 

	Affected Parties	
	ESME Manufacturers 

Suppliers – meters may operate differently depending on the version of GBCS they comply with
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TS1233 - Non-zero Disablement Threshold

Issue:

This relates to scenarios where the disablement threshold might be non-zero… i.e. > 0 or even negative.

There are two Use Cases that ‘reset’ the Meter Balance – and these currently set the Meter Balance to zero.

1. ECS03 – Set ESME Payment Mode to Prepayment

0. Here Meter Balance is set to zero, and Emergency Credit is automatically activated – thus keeping the consumer on supply

1. ECS04b – Reset Meter Balance

1. Here the Meter Balance is reset to zero, Emergency Credit is set to EMC Limit, and Accumulated Debt is set to zero – the consumer would be cut-off, but crucially EMC is available for activation.



Where the Disablement Threshold is set to zero there’s no issue, but let’s consider the non-zero values:

1. Disablement Threshold set as, say, £1

0. For both UCs, the behaviour is essentially the same as with the zero value

0. However, when topping up the consumer would have to ensure the Meter Balance is finally greater than the Disablement Threshold to potentially get back on supply

0. With point b in mind:

2. The consumer would effectively lose £1 worth of energy. They would never get this back unless some credit was allocated by the Supplier – various methods are available, i.e. ECS04a Adjust Meter Balance

2. The consumer might also be annoyed that the Meter Balance indicates £1 of credit but would then be cut-off supply

1. Disablement Threshold set as, say, -£1

1. For both UCs, the consumer would have effectively been given £1 worth of ‘free’ energy – after execution the Meter Balance would decrease to the Disablement Threshold until disconnection, or EMC becomes In-Use (ECS03)

1. With point a in mind:

1. The supplier would effectively be out of pocket whenever these UCs were executed. They could pull this back – again various methods are available, i.e. ECS07 Manage Debt

1. When topping up the consumer might question where £1 of credit went as the Meter Balance effectively starts at -£1, but they would still have their full amount available



So, our query relates to how best this is managed, and indeed how the Meter Balance is handled where the Disablement Threshold is non-zero, for example:

1. Leave as above, and the Supplier manage it as best suits their business processes

1. When executing these UCs, actually set the Meter Balance to be the same as the Disablement Threshold

1. Discourage Suppliers from using a non-zero Disablement Threshold – it’s confusing for us, never mind the end consumer



Explanation:

In terms of overarching requirements, as explained in TS0456: ‘SMETS and CHTS ban Devices from actioning commands that could result in Critical actions unless the commands are part of a Critical Command explicitly allowed’.  All the actions in the issue are Critical actions, and so the Device must only process them as required by SMETS/GBCS. Suppliers need this certainty of action, so that they can reliably design their business processes.

Therefore, using ESME as an example:

Where an ESME is required to set the Disablement Threshold to £0 (or any other value) as part of an authentic ECS03 Command, the Device must set the Disablement Threshold to that value.  The Device must then apply the tests at SMETS 5.5.7.2 if the ESME is in Prepayment Mode:

‘ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and where activated the Emergency Credit Balance [INFO](5.7.5.15) and … if the Meter Balance [INFO](5.7.5.22) is below, or falls below, the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is, or falls to, zero, Disabling the Supply …. if the Supply is Enabled, suspending the Disablement of Supply (as set out in (v) above) during periods defined in the Non-Disablement Calendar [INFO](5.7.4.30).’

Therefore, the Supplier changing the Disablement Threshold so that it is above the Meter Balance will (subject either Emergency Credit not being activated or to the Emergency Credit Balance being zero and the Device not being in a Non-Disablement period) lead to disablement of Supply.

Similarly, the Supplier changing the Meter Balance (via either a Reset Meter Balance or Adjust Meter Balance command) to a value below the Disablement Threshold will (subject to the Emergency Credit Balance being zero and the Device not being in a Non-Disablement period) lead to disablement of Supply (e.g. supplier resets Meter Balance after setting Disablement Balance to £1).  Note that SMETS only details two commands that can be used to change the Meter Balance (Reset Meter Balance or Adjust Meter Balance) and so these are the only commands that the ESME can use as triggers to change the Meter Balance. In terms of ‘Reset Meter Balance’, SMETS explicitly requires that the Smart Meter must ‘reset the Meter Balance to zero’.  Therefore, that is the action the Smart Meter must take.

In both cases above, the Supplier can ensure that disablement does not happen (e.g. by ensuring the changes are made in a Non-Disablement period).

[bookmark: _GoBack]In terms of ECS03 (which is a Critical Command), the actions taken by the ESME must be as per SMETS and GBCS (SMETS requires the taking of snapshots and GBCS requires the setting of 3 configuration data items, including Disablement Threshold).  Therefore, the ESME must take these actions and only these actions, so must not change the Meter Balance or Activate Emergency Credit [Note: at earlier versions of GBCS, there was an incorrect statement in the objects Tab of Table 7.3.8 against activation of a COSEM object, but this has been corrected at GBCS 4.0].
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		Ref.







		Explanation



		TS1255

		In outline, the Smart Meter should, in actioning a Critical Command, only take the actions required by the Technical Specifications for that Critical Command (see the explanation to TS1257).

On the specifics of GBCS Use Case ‘ECS03 Set ESME Payment Mode to Prepayment’, TS1233 states:

'In terms of ECS03 (which is a Critical Command), the actions taken by the ESME must be as per SMETS and GBCS (SMETS requires the taking of snapshots and GBCS requires the setting of 3 configuration data items, including Disablement Threshold).  Therefore, the ESME must take these actions and only these actions, so must not change the Meter Balance or Activate Emergency Credit [Note: at earlier versions of GBCS, there was an incorrect statement in the objects Tab of Table 7.3.8 against activation of a COSEM object, but this has been corrected at GBCS 4.0].'

On the Consumer protection point, Suppliers can take actions, such as setting Non-disablement Calendars, to ensure that supply is not interrupted on change of mode to prepayment.
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TS1257 - General Question on Automatic Meter Actions (e.g. what is allowed to perform ‘Critical’ actions?)

Issue

In some instances such as change of mode, or on change of tenancy; some meters are carrying out actions such as activation of emergency credit, closing the contactor or resetting the meter balance without any commands being explicitly sent from the user.

Is there any rule that prohibits any automatic actions that are carried out by the meter without a command being sent from the user?

Explanation:

[bookmark: _GoBack]In summary:

· Critical actions are those which:

· may affect supply,

· may compromise security credentials, or 

· may lead to fraud,

· therefore ‘activation of emergency credit, closing the contactor or resetting the meter balance' are all Critical actions since they can all affect supply;

· GSME, ESME, SAPC and HCALCS must not undertake any Critical action unless it is required in the Technical Specifications; and

· Devices may undertake additional actions not in the Technical Specifications, so long as those actions are not Critical.



To explain:

The SMETS Glossary defines Critical Commands as:

‘Those Commands which relate to Supply being affected, financial fraud or the compromise of the security of Devices in Consumer Premises.’

SMETS requires that GSME, ESME, SAPC and HCALCS:

· disable any Critical Commands other than those in SMETS (see below);

· comply with GBCS (see SMETS 4.4.2, 5.3.2, 5.9.2, 5.15.2, 8.2.2, 9.2.2)



GBCS 6.3.1 requires that:

‘A Device shall only be capable of processing the Critical Commands laid out in the GBCS.' 

so making clear that only SMETS Critical Commands constructed and actioned in line with GBCS can be processed.

GBCS 7.1 / 7.3.1 limits any additional features that a Device implements to those which are non- Critical:

‘The Technical Specifications require that the Critical Commands mandated by them (and so those defined in the GBCS) are the only Critical commands allowed.  Devices may implement additional non Critical features only.’

GBCS 7.3.2 makes clear how this applies to DLMS COSEM objects and attributes:



‘Except where explicitly required by this Section 7.3, a Device shall not expose any part of any DLMS COSEM object, either for the writing of an attribute or for the invocation of a method that could, if used, constitute a Critical action.’

GBCS 7.4 makes clear how this applies to ZigBee (and so GBZ) commands:

‘Except where explicitly required by this Section 7.4 or by Section 19.3, a Device shall not execute any ZSE command, be that in a GBZ Command Payload or provided as a native ZSE command, that could, if executed, constitute a Critical action.’

GBCS 16.4 makes clear that GSME must apply this restriction to configuration of Alerts and notes that ESME alert configuration Commands are structured so that Critical alerts can never be configured:

‘GSME shall reject any ZSE SetEventConfiguration command containing an Event ID in the Event Configuration Payload with 0x8F in the most significant octet, to ensure Critical Alerts are always configured on.  For clarity, the ESME Alert Configuration Use Cases, which may also be supported by SAPC, do not allow for Alert Codes starting 0x8F.’

SMETS requirements for disabling Critical Commands other than those in SMETS are:

SMETS 4.4.10.1

‘GSME are required to disable Critical Commands other than those Commands set out in Section 4.5 [of SMETS] that are Critical Commands.’

SMETS 5.5.10.1

‘ESME are required to disable Critical Commands other than those Commands set out in Section 5.6 of SMETS] that are Critical Commands.’

SMETS 8.4.4.1

‘HCALCS are required to disable Critical Commands other than those Commands set out in Section 8.5  of SMETS] that are Critical Commands.’

SMETS 9.1

‘Where SAPC supports Critical Functionality which is not required by this Section 9, such functionality must be limited to that which an ESME is required to support, as required by Section 5 Part A, and must be met by SAPC as if it were ESME.’
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