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Technical Specification Issue Resolution Proposal

This note provides BEIS’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	22 March 2019

	Issue Resolution Proposal
	IRP596

	Issues Log ID
	TS1074

	Issue Title
	transCoS Execution Counters - CS02b query

	Source
	Toshiba

	Date Raised
	12 February 2019

	Status
	Draft 0_1

	Documentation Reference
	GBCS v3.1


Description:	
Do the CS02b Update Security Credentials Use Cases for transCoSByTransCoS and supplierByTransCoS require separate Execution Counters, or only one?

Proposed Position:
As explained at Annex B, Devices may have implemented either a separate anti-replay counter for each of these two use cases, or one shared across them.  The proposed position is to add text to GBCS to allow either behaviour.
Related, drafting changes are proposed to align the names of 64-bit anti-replay counters between the multiple GBCS terms (Execution Counter, Highest Prior Sequence Number, Protection Against Replay counter, Protection Against Replay number, replay counter and sequence counter), to use the single term of ‘Execution Counter’ (excluding UTRN Counters, which have a different mechanism and are not 64 bit in length). 

Interoperability and / or Compatibility 
This IRP does not affect the content of any Message, and so does not affect the interactions between Devices and systems. 
This IRP is permissive in recognising two different potential Device behaviours, and so does not require changes to Devices exhibiting either behaviour. The DCC systems that use this functionality (specifically the Transitional CoS part of the DCC), will operate reliably against either Device behaviour.



Required Changes to Documentation:
1. In GBCS 13.3.5.3, make the following redlined changes:
[image: ]
<run on as is…>

2. Additionally, to align terminology for anti-replay counters, make the changes at Annex A.
	TS version for incorporation
	TBC

	Impact on previous IRPs
	None

	Attachment(s)
	None






Annex A – GBCS alignment of terms
Make the following redlined changes:
3. In GBCS 13.2.3.1:
[image: ]
4. In GBCS 13.2.3.3 (note this is shown against the revised text from IRP561, specifically the addition of the reference to Table 13.2.4.4):
[image: ]

5. At GBCS 13.2.4.4, in the Table 13.2.4.4:
[image: ]

6. At GBCS 13.3.4.1, in the Table 13.3.4.1:
[image: ]

7. In GBCS 13.3.4.3:
[image: ]

8. At GBCS 13.3.4.6, in the Table 13.3.4.6:
[image: ]

9. In GBCS 13.3.5.11:
[image: ]

10. At GBCS 13.3.5.12, in the last line of the Table 13.3.5.12:
[image: ]

11. In GBCS 18.3.1:
[image: ]

12. At GBCS Table 18.3.1, in Table 18.3.1b
[image: ]

13. At GBCS 18.3.2, in Table 18.3.2.b
[image: ]
And:
[image: ]

14. In GBCS Glossary, at Section 21:
[image: ]

15. In GBCS Glossary, Section 21, remove the Glossary definition for ‘Highest Prior Sequence Number’, as shown.
[image: ]


Annex B – transitionalCoS anti-replay counters
GBCS 4.3.1.5 requires that:
‘For each type of Command that a Device supports, and that is marked as 'Protection Against Replay Required' in the Use Case Reference tab of the Mapping Table, the Device shall have the capability to store an Originator Counter value for each Remote Party Role allowed to request execution of that type of Command.’
The question that arises is what constitutes a ‘type of Command’, given that there are two GBCS mechanisms to identify a ‘type of Command’:
· Message Code
· Use Case name
For all Use Cases which include a Command (so excluding those relating to Alerts), there is a one-to-one mapping between Message Code and Use Case name, and so the ‘types of Command’ is the same regardless of how Commands are identified.
The exception is ‘CS02b Update Security Credentials’ where, as per GBCS 13.3.5.2, there are 8 Message Codes.  Thus, there are two possible interpretations:
Interpretation 1 - Each of the 8 Message Codes are different ‘types of Command’. Given that (as per 13.3.5.5) only one Remote Party Role can use each of those 8, 8 anti-replay counters are required.
Interpretation 2 - CS02b is a single ‘type of Command’.  In this interpretation, the number of anti-replay counters required is determined by the number of Remote Party Roles that can request execution of CS02b Commands.  As per 13.3.5.5, there are 7 such Remote Party Roles, and so 7 anti-replay counters are required.  Further, 13.3.5.3 only requires one anti-replay counter per Remote Party Role.
The specific difference between 7 and 8 arises in relation to transitionalCoS (a single Remote Party Role), which is allowed to use CS02b Commands with two different Message Codes:
1.	transCoSByTransCoS (Message Code = 0x0106)
2.	supplierByTransCoS (Message Code = 0x0107)
Therefore, there are readings of the Technical Specifications that would allow a Device to implement either a shared anti-replay counter across these two Message Codes, or two separate ones.  As explained earlier, there are no other Use Cases where this is so.
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