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MP102B ‘Power Outage Alerts triggered by an OTA firmware upgrade – enduring solution’This document is classified as White in accordance with the Panel Information Policy. Information can be shared with the public, and any members may publish the information, subject to copyright. 

request for information
Responding to this consultation
This is the request for information (RFI) for MP102B Power Outage Alerts triggered by an OTA firmware upgrade - enduring solution’.
Please note that this RFI is for Large and Small Suppliers to respond to only.
We invite you to respond to this consultation and welcome your responses to the questions set out in this form. To help us better understand your views on this SEC Modification, please provide rationale to support your responses. In order for us to better understand the Over-The-Air (OTA) firmware activation process from a Supplier’s perspective, we ask that you provide any information you can on your current process. This will enable us to carry out a detailed cost benefit analysis when the Data Communications Company (DCC) Preliminary Assessment is completed.
To help us process your response efficiently, please email your completed response form to sec.change@gemserv.com with the subject line ‘MP102B request for information response’.
If you have any questions or you wish to respond verbally, please contact Bradley Baker on 020 7770 6597 or email sec.change@gemserv.com.
Deadline for responses
This consultation will close at 17:00 on Tuesday 12 October 2021. 
The Proposer may not be able to consider late responses.

Summary of the proposal
What is the issue?
Experience has shown that activating an Over-The-Air (OTA) firmware update on particular Electricity Smart Metering Equipment (ESME) generates a Power Outage Alert (POA). This is because when some ESME activate a new firmware version it results in an interruption of the power supply to the Communications Hub (CH) (power to the CH is supplied by the ESME). If the power supply to the CH is interrupted for more than three minutes, then the CH must send a POA (the AD1 Alert). 
The Data Communications Company (DCC) then forwards the AD1 Alert to the relevant Distribution Network Operator (DNO), who cannot verify whether there is a real issue with the power to the premises or whether the outage occurred due to a firmware upgrade to the ESME. As DNOs need to respond to each POA as per their business processes, a POA initiated by an OTA firmware update will require a DNO to respond in the same manner as if it were a genuine power outage.
MP102A addressed the issue for newly manufactured Devices, however there is still a set of ESME in the field that can power down for three minutes or more, and thus continue to initiate a POA when an OTA firmware update is implemented. SECAS have been advised by the Manufacturer (Landis + Gyr) that this issue cannot be resolved retrospectively for the ESME already installed. These Devices will continue to generate a POA upon OTA firmware update activations for the duration of their life. There is currently no solution that can stop POAs from being forwarded to the relevant DNO unnecessarily.

Scale of the issue
During the Development Stage, SECAS was made aware of two Device Manufacturers that had built Devices that caused POAs to be generated when an OTA firmware upgrade takes place. Landis + Gyr advised that they had built approximately 1.4m ESME that can potentially take longer than three minutes to resume normal operation following the firmware activation. This is due to the ESME design containing a bootloader specification (part of the Device’s software) that impacts the reboot duration of the Device. 
The second Device Manufacturer, Aclara, have approximately 1,400 ESME currently installed that can cause the issue. SECAS liaised with the manufacturer to better understand the impact of the issue moving forwards. Aclara stated that this was an issue that affected the first generation of their hardware (Certified Products List (CPL) model code 00000000). They commented that later revisions of SMETS require an upgrade to the Zigbee stack within the ESME. This is not possible on this particular model. As such, Aclara confirmed there cannot be no further upgrades issued for this hardware and therefore these meters are not considered to be within the scope of the modification.

Proposed Solution
Throughout the Refinement Process, SECAS have worked closely with the Proposer, the DCC, the Data Service Provider (DSP) and Landis + Gyr to develop a robust solution. As Landis + Gyr have advised that the 1.4 ESME cannot be updated to resolve the issue, the Proposed Solution is for the DSP to suppress AD1 Alerts following a firmware activation from these Devices, so they do not reach the relevant DNO.
When the DSP receives Service Request 11.3 ‘Activate Firmware’, it will reference the Landis + Gyr Global Unique Identification (GUID) list to determine if the Service Request (SR) SR11.3 is targeted to an ESME contained on that list. If the ESME is on that list, the DSP will track the SR and suppress AD1s from that Device for 30 minutes.
The DSP will also check if the SR has an activation date and time to determine if the firmware activation is to be future dated. If an activation date and time is present, the DSP will record this data and suppress AD1s for 30 minutes from the Device starting from the recorded time and date. Future dated firmware activations add complexity to the Proposed Solution.
L+G have advised us that from the point the activation starts, the meter takes 12 to 15 minutes to complete the OTA upgrade. For the impacted meters, the power would be cut to the CH during that 12-15 min period. 30 minutes has been deemed a reasonable number to adopt as this would allow for any outliers and any scenarios where the meter clock was a few minutes out of sync on a scheduled activation. 
The DSP have also advised that the 30-minute period will be configurable. Furthermore, the DSP have stated that the Device Manufacturer ID will also be configurable. This will help futureproof the Proposed Solution in case the period needs to be reduced or extended.
Please note that when completing the DCC Preliminary Assessment, the Proposed Solution will be investigated for the Landis + Gyr GUID list and also for all Landis + Gyr ESME. The two options will be reviewed, and a cost benefit analysis will determine the solution.

Future dating firmware activations
Following the requirements workshop on 9 August 2021, the DCC took an action to analyse Technical Operations Centre (TOC) data to ascertain the percentage of firmware activations on Landis + Gyr are future dated. The data spanned from 2019 to present, and showed that approximately 13% of firmware activations on Landis + Gyr ESME are future dated. The data also shows a gradual increase in future dating by Suppliers from January 2021.

Will I be impacted?
MP102B is expected to impact the following SEC Parties:
Large Suppliers
Small Suppliers
Networks Parties
DCC
Respondent details
	Respondent details

	Name
	Click and insert your name
	Organisation
	Click and insert the name of the organisation you are responding for
	Phone number
	Click and insert a phone number we can call you on with any queries


	Parties represented

	Party Category
	Click and select your Party Category
	Parties represented
	Click and insert the name(s) of any SEC Parties you are responding for


	Confidential information

	Does your response contain any confidential information?

	Response
	Click and select your response
	If ‘yes’, please clearly mark all confidential information (e.g. in red font).
Any confidential responses will be shared with the Change Sub-Committee, the Change Board and the Authority under a Red classification in accordance with the SEC Panel Information Policy.



Request for information questions
	Question 1

	Does your company future date SR 11.3 ‘Activate Firmware’ for Landis + Gyr ESME?
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 2

	Does your company consider future dating of firmware activation commands to Landis + Gyr SMETS2 ESMEs to be a key part of your business process? 
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 3

	Would there be a material cost impact to your company or any consumer detriment arising from restricting firmware activation commands to on demand only for those specific Landis + Gyr Devices identified in this modification?
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response
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