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DP170 ‘Firmware updates to Point to Point Alt HAN Devices’This document is classified as White in accordance with the Panel Information Policy. Information can be shared with the public, and any members may publish the information, subject to copyright. 

Request for information
Responding to this consultation
This is a Request for Information for DP170 ‘Firmware updates to Point to Point Alt HAN Devices’.
We invite you to respond to this consultation and welcome your responses to the questions set out in this form. To help us better understand your views on this Draft Proposal, please provide rationale to support your responses. In order for us to set out the business case we ask that you provide any information you can on the costs and benefits of this modification to you. This can be a rough order of magnitude and can be marked as confidential.
To help us process your response efficiently, please email your completed response form to sec.change@gemserv.com with the subject line ‘DP170 ‘Firmware updates to Point to Point Alt HAN Devices’ Request for information response’.
If you have any questions or wish to respond verbally, please contact Kev Duddy on 020 3574 8863 or email sec.change@gemserv.com.
If you have any queries about the Alt HAN solution, respondents can reach out to their respective Alt HAN representative or to the Alt HAN Secretariat via email secretariat@althanco.com. 
Deadline for responses
This consultation will close at 17:00 on Friday 23 July 2021. 
The Proposer may not be able to consider late responses.

Summary of the proposal
[bookmark: _Hlk75173828]What is the issue?
An Alternative Home Area Network (Alt HAN) solution is being developed to address situations where the HAN from a traditional smart installation cannot reach the customers property. In these circumstances one, or both, of the Gas Smart Metering Equipment (GSME) or In-Home Display (IHD) would be out of range of the HAN and other Devices reliant on the HAN could not access the smart metering information. The Alt HAN solution uses Point to Point (P2P) Devices that act as Range Extenders to broaden the HAN to enable the GSME or IHD that would previously have been out of range to connect. 
Over-The-Air (OTA) firmware updates are used to deploy updates that either fix faults or provide new functionality to certain Devices without needing a site visit. The Smart Energy Code (SEC) and its subsidiary documents facilitate OTA firmware updates to Electricity Smart Metering Equipment (ESME), GSME and the Gas Proxy Function (GPF) which is part of the Communications Hub. Following the implementation of SECMP0007, it will also support OTA updates for other Device Types such as Prepayment Meter Interface Devices (PPMIDs) and HAN Connected Auxiliary Load Control Switches (HCALCS) but currently has no provision for P2P Alt HAN Devices.
This means that any new functionality that is developed to deploy security updates or improve the service to consumers can currently only be deployed by physical onsite exchanges. The result is higher costs, longer timescales, and more inconvenience to the consumer than if an OTA firmware update could have been used to fix the issue.

Link with SECMP0007
It is hoped that the solution to implement OTA firmware updates for Alt HAN Devices can utilise some of the functionality that will be implemented as part of SECMP0007 'Firmware updates to IHDs and PPMIDs'. 
SECMP0007 is awaiting implementation and the functionality will be delivered in three parts. The initial SEC documentation changes and Data Services Provider (DSP) elements will be implemented on 4 November 2021 (November 2021 SEC Release). The Communication Services Provider (CSP) system changes will then be delivered in the June 2022 SEC Release. Finally, the subsequent Communications Hub firmware updates will be rolled out as soon as they are available. It is expected that this will be during Q4 2022. 
PPMIDs and HCALCSs can only have firmware updates applied OTA once the associated Communications Hub has its firmware updated to reflect the SECMP0007 solution.

Solution
The decision on which business requirements and solution options to use could significantly impact the cost and complexity of this modification. This request for information aims to give Parties the opportunity to input into those decisions. 
The supporting slides ‘AHC OTA – DP170 ‘Firmware updates to Point to Point Alt HAN Devices’’ provides background for these considerations. 

Respondent details
	Respondent details

	Name
	Click and insert your name
	Organisation
	Click and insert the name of the organisation you are responding for
	Phone number
	Click and insert a phone number we can call you on with any queries


	Parties represented

	Party Category
	Click and select your Party Category
	Parties represented
	Click and insert the name(s) of any SEC Parties you are responding for


	Confidential information

	Does your response contain any confidential information?

	Response
	Click and select your response
	If ‘yes’, please clearly mark all confidential information (e.g. in red font).
Any confidential responses will be shared with the Change Board and the Authority under a Red classification in accordance with the SEC Panel Information Policy.



Consultation questions and context
P2P Alt HAN Devices are being developed that will act as a Range Extender to offer a solution in situations where one, or both, of the gas meter or IHD are out of range. AltHANCo uses four different P2P Device Types (B1, B2, B3, B4) known as ‘bridges’ and these are configured in different ways depending on the set up of the premises. There will be either two or three Devices at each premise to provide a solution. This will depend on whether it is the IHD or GSME that is out of range, whether they are close together, and whether the GSME has a nearby electricity source. 
Each bridge joins the ZigBee network as a Range Extender to transfer traffic. This is achieved via the standard Appendix AD ‘DCC User Interface Specification’ (DUIS) whitelist functionality and performed by Service Users. The Alt HAN Devices are currently being developed as Type 2 Devices and cannot interact with anything outside of the HAN, so an OTA update would need to be delivered via the Communications Hub (Type 1 Devices, such as PPMIDs can communicate directly with the DCC). 

Supporting context for Question 1
SECMP0007 will introduce OTA updates via the DCC for Devices other than ESME/GSME. One requirement being introduced is a post firmware upgrade Alert sent by the Device to the Data Service Provider (DSP). 
Alt HAN Devices cannot interact with anything outside of the HAN. If confirmation of the firmware update is deemed a necessary requirement, then the Alt HAN Devices will need to be able to communicate with the DSP. This would increase the complexity of any solution and need the Alt HAN Devices to support Great Britain Companion Specification (GBCS) Alerts and use of Smart Metering Key Infrastructure (SMKI) credentials.
If this requirement is not delivered, Service Users will be dependent on the Communications Hub messaging to infer the successful delivery.  
	Question 1

	Do Suppliers need to be able to confirm that firmware upgrades to AltHANCo Devices have been successful? If functionality to support confirmation is deemed expensive, would you support an option where confirmation was not received?
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response




Supporting context for Question 2
A further requirement of SECMP0007 enables Service Users to read the current firmware version of a Device. This requirement drives similar additional complexity as the previous requirement via support for GBCS/SMKI message processing. AltHANCo has engaged with the DCC and Device Manufacturer with regards to this requirement. They have advised that should Devices already be required to send an Alert to confirm a firmware update, then the incremental impact of this requirement is minimal. 
If this requirement is not delivered, Service Users will be dependent on the DSP successfully receiving any post firmware upgrade Alert to infer the successful delivery.  

	Question 2

	Do Suppliers need to be able to read the current firmware version on AltHANCo Devices? If functionality to support this is deemed expensive, would you support an option where Suppliers were not able to read the current firmware version? 
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response



Supporting context for Question 3
The previous two requirements will determine whether the Alt HAN Devices will be required to support GBCS/SMKI message processing. If they are, then there will be additional security requirements. 
If the SMKI security credentials on the Device are compromised, then action is required to mitigate the security risk. This is done by either replacing the security credentials on the Device or replacing the Device itself. The process to replace the security credentials would be carried out by the Supplier OTA. If this requirement is not delivered, then Device replacement would be the only mitigation.  
Following discussions with the Device Manufacturers and the DCC, the incremental impact of this requirement is reduced if Devices are required to send an Alert to confirm a firmware update.
	Question 3

	Should Suppliers be able to replace any SMKI credentials on AltHANCo Devices?
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response




Supporting context for Question 4
Alt HAN Devices are currently Type 2 Devices. They join the HAN via the CCS01 command as a Consumer Access Device (CAD). It is understood that to carry out an OTA firmware update the Communications Hub will check the Device type prior to delivering firmware. If Alt HAN Devices continue to join the HAN as CADs, it is expected that Communications Hub firmware change will be needed to support this process. 
An alternative is for the Alt HAN Devices to join the HAN as a PPMID and be a Type 1 Device. This is expected to reduce/remove Communications Hub firmware development by utilising the SECMP0007 functionality. This option would require consideration of DUIS updates to support DSP differentiation between PPMIDs and Alt HAN Devices that appear as PPMIDs. It is noted that there could be issues in relation to how the Communications Hub treats non-PPMID Devices joining the HAN as PPMIDs. It is understood from development of this proposal that the Communications Hubs should have the required capacity for all Alt HAN Devices acting as PPMIDs, in addition to any other HAN Devices. 

	Question 4

	Should Alt HAN Devices continue to join the HAN as Consumer Access Devices (CADs)? 
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response



	Question 5

	Please provide any further comments you may have.

	Comments
	Click and insert any further comments

Smart Energy Code Administrator and Secretariat (SECAS)

8 Fenchurch Place, London, EC3M 4AJ
020 7090 7755
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