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Dear Colleague,

SMART METERING IMPLEMENTATION PROGRAMME: DIRECTION TO RE-DESIGNATE
SMETS1 TMAD, THE S1SR, AND TO DESIGNATE THE FOC S1SPKI CERTIFICATE
POLICY IN RESPECT OF THE SMETS1 FOC COHORT

1. The letter constitutes the Government response to its consultation on re-designating an
amended version of the SMETS1 Transition Migration Approach Document (TMAD)?, and
the Government's response to several consultations undertaken by the Data
Communications Company (DCC) on BEIS’ behalf, including separate amendments to
TMAD, the SMETS1 Supporting Requirements (S1SR), and a new SMETS1 Final
Operating Capability (FOC) S1SPKI Certificate Policy. The FOC S1SPKI Certificate Policy
includes the applicable Registration Authority Policies and Procedures (RAPP) pertaining
to the Public Key Infrastructure (PKI).

2. The (re) designations pursuant to DCC’s consultations are being directed to provide the
supporting regulatory framework in advance of initial FOC Device Model Combination
(DMC) entries being added to the list of Eligible Product Combinations (EPCL) so that FOC
device migrations onto the DCC network can begin. DCC consulted on a (re) designation
date of 28 February 2021 on the assumption at the time that initial FOC DMCs would be
added to the EPCL on 28 February. However, since DCC first proposed these additions to
the EPCL non-functional, device-related issues came to light and at SEC Panel Meeting
89X on 12 February the Panel recommended certain conditions be met in relation to these
issues ahead of EPCL decisions being made, which DCC noted. At the time of writing,
these conditions have not been met, so it is to be assumed that the DMCs will not be
approved by Government for addition to the EPCL on 28 February. Nevertheless,
Government does not consider there to be a good reason to delay directing the (re)
designation of the SEC Subsidiary Documents now, for future use.

3. The SMETS1 TMAD sets out the detailed technical and procedural requirements of the
migration approach for SMETS1. The current TMAD covers requirements for the Initial
Operating Capability (I0C) and Middle Operating Capability (MOC) for SMETS1 Setrvices.

1 https://smartenergycodecompany.co.uk/tag/beis-consultation/
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The SMETS1 TMAD was first incorporated into the Smart Energy Code (SEC) as Appendix
AL by the Secretary of State on 14 February 2019. The latest version in legal effect is
version 9.0 which was designated on 21 December 2020. The further version of TMAD re-
designated as a result of the direction below addresses the content of both the BEIS and
DCC TMAD consultations referenced in paragraph 1 above.

. The S1SR describes supplementary rules for how DCC will process SMETS1 Service

Requests and Service Reference Variants and includes the accommodation of behaviours
that are specific to certain SMETS1 Device Models. It was first designated by the Secretary
of State on 28 July 2019. The latest version in legal effect is version 6.0 which was
designated on 4 December 2020.

. For the FOC SMETSL1 Service Provider (S1SP), DCC has proposed using a separate PKI

to the existing version in the SEC. This has been reviewed and approved by the SMKI
Policy Management Authority (PMA). Section L of the SEC sets out the arrangements that
govern the Smart Metering Key Infrastructure (SMKI) and which underpin the security of
smart-meter related communications. This new FOC S1SPKI Certificate Policy SEC
Subsidiary Document is being incorporated into Appendix AP of the SEC.

The redesignation of the TMAD to enable the migration of blocked SMETS1 Installations

BEIS ran a consultation on amending the TMAD between 18 December 2020 and 21
January 2021. Since the TMAD was first developed, issues have arisen when attempting
to undertake some migrations which are currently causing those migrations to fail. Such
migrations may, however, be capable of being successful were aspects of the TMAD
requirements to change. Additionally, further amendments may be required to the SEC to
address scenarios where certain DMCs are currently unable to be added to the EPCL and
thus become eligible for migration. For example, in circumstances where there is a lack of
available test devices and the DMCs in question are not considered to be substantively
equivalent to any that are already on the EPCL.

The consultation sought to address these issues by proposing amendments to the TMAD
that provide a framework under which DCC can develop, consult with industry, and propose
regulatory amendments to enable the migration of currently blocked SMETS1 Installations,
thus allowing energy suppliers to restore smart metering services to consumers. The
amendments also recognise that there may be categories of currently blocked SMETS1
Installations where the costs of delivering a migration solution does not provide value for
money and should not be progressed. The consultation asked respondents:

a. Do you agree with the proposed amendments to the TMAD? Please provide
your rationale.

b. Do you agree with the proposed re-designation date of 28 January 2021 (or
within once month thereafter)?

There were five responses to the consultation: three from energy suppliers, one from DCC
and one from an electricity distribution network operator (DNO). All respondents were
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supportive of the proposed amendments to the TMAD to cater for the decision-making
framework and all respondents agreed with the proposed designation date. Although
supportive of the proposals, some specific points were raised by four of the five
respondents. These are covered in more detail below:

The DNO respondent suggested a minor but specific drafting amendment to Clause 1.6(b)
of the TMAD: “person” should be “Party or person”. BEIS agrees with this suggestion and
will reflect it in the designated TMAD (v11.0).

Two energy suppliers requested that the proposed changes should explicitly require DCC
to proactively engage with meter asset providers (MAPs) and energy suppliers during the
consideration and development of any proposals, especially where DCC was proposing
that categories of SMETSL1 Installations should not be migrated. This reflected some
concern that the DCC might not consider the wider impacts on stakeholders of its
proposals. As consulted on, the existing drafting (Clause 1.6) requires DCC to consult on
its proposals with Parties and other persons that are likely to be interested, it requires DCC
to resolve disagreements on its proposals where possible and it requires DCC to report on
consultation responses it received to the Secretary of State, flagging any unresolved
disagreement. Therefore. the existing drafting already requires DCC to engage with others
in preparing draft proposals, which would include interested energy suppliers and MAPs.
This will enable DCC to consider wider impacts in developing its proposals.

Another energy supplier suggested that the proposed operational trials that the DCC is
currently discussing with industry do not align with the current rules regarding the 12-month
window to conduct migration. However, the result of a successful operational trial would be
an EPCL entry and it is only at the point that the EPCL entry is approved that the 12-month
window for migration of the corresponding SMETS1 installations commences. It is
recognised that any EPCL entry this year will trigger a 12-month migration window going
beyond the current end 2021 backstop for enrolling SMETS1 meters or replacing with
SMETS2, which BEIS is currently reviewing.

The same energy supplier requested more information on how the trials would work in
practice. The detail of proposed operational trials is currently being developed by the DCC
and these will be consulted upon by the DCC in due course. The energy supplier also
reinforced that any new EPCL entries which are not the result of testing focus on enrolling
DMCs safely; are cognisant of unique prepayment customer needs and that issues raised
by energy suppliers are considered and addressed. BEIS expects DCC to consider these
specific factors in developing its proposals.

Finally, DCC stated that the proposals consulted upon are not part of its Business Plan, are
not timebound, and that they will adversely impact DCC’s costs. DCC suggested, therefore,
that the Charging Statement would need updating accordingly. In respect of DCC’s
comments on timing, BEIS can specify within its direction issued pursuant to clause 1.8 of
the TMAD the timeframes within which specific proposals need to be made by the DCC.
BEIS notes that all SMETS1 Device Models within the scope of the five cohorts that were
subject to positive go decisions are within the scope of the SMETS1 enrolment programme.
BEIS also notes that DCC can develop proposals as soon it wishes to and, in so doing, can
propose any time bound constraints where it thinks the case for doing so is justified. In

3



respect of DCC’s suggestion that the Charging Statement be amended, the process for any
review of the Charging Statement is governed by Condition 19 of DCC’s Licence. DCC is
under an obligation to periodically review the Charging Statement and approval of the
Charging Statement is a matter for Ofgem.

The re-designation of the TMAD for FOC

14.

15.
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DCC ran five separate consultations regarding the TMAD to support FOC go-live. The first
of the DCC consultations was run between 18 December 2019 and 22 January 20202. This
proposed a small number of FOC-specific changes, mainly to Clause 15 and Appendix B,
which document the technical details involved in preparing and migrating this cohort. DCC
received six responses to this consultation which were concluded upon by DCC in its further
TMAD consultation that ran between 25 August 2020 and 11 September 20202 (some of
those conclusions resulted in minor change to the legal drafting).

DCC received three responses to its August consultation which were concluded upon in
another consultation on TMAD for FOC which ran between 16 October 2020 and 6
November 2020% This consultation proposed changes to reflect adjustments to the
migration solution for FOC (Section 6). It also included minor changes to Table 16.9 and
16.10 to correct referencing errors.

DCC concluded on its consultation that ran between 16 October 2020 and 6 November
2020 on 27 January 2020°. DCC received a written response from three respondents. All
three responded to the first question which asked stakeholders whether they agreed with
the proposed additional changes to the TMAD for FOC. One expressed explicit support for
the amendments to the TMAD without further comment; another queried why Clause 4.49
of the TMAD was required believing the obligation to be covered in the Master Registration
Agreement (MRA) and Supply Point Administration Agreement (SPAA). DCC explained in
its response that the obligation is not covered in the SPAA. Moreover, DCC confirmed that
Clause 4.49 ensures that prepayment functionality is unaffected by migration and is
maintained if the device is acquired by other suppliers in case of a Change of Supplier
(CoS) event. DCC also engaged with the respondent to clarify this. Another respondent
commented on the specifics of the proposed drafting amendments. DCC engaged with this
respondent and amended the drafting to provide additional clarity in view of the comments
it received. Following DCC’s engagement with respondents, there were no areas of
disagreement between respondents and DCC. In the same consultation (issued on 16
October 2020), DCC consulted on amending the expiry date of the TMAD from 31
December 2020 to 31 December 2021 to align with the regulatory backstop for all eligible
SMETS1 meters to be enrolled or replaced with SMETS1. This amendment was designated
into the TMAD as Version 9.0 on 18 December 2020°.

2 https://www.smartdcc.co.uk/customer-hub/consultations/tmad-for-foc/
3 https://www.smartdcc.co.uk/customer-hub/consultations/dcc-response-to-the-consultation-of-25-
august-2020-and-further-consultation-on-tmad-for-foc/

4 https://www.smartdcc.co.uk/customer-hub/consultations/smetsi1-further-tmad-consultation-for-foc/
5 https://www.smartdcc.co.uk/customer-hub/consultations/dcc-responses/dcc-conclusion-on-foc-tmad-
and-consultation-on-re-designation-date/

6 https://smartenergycodecompany.co.uk/latest-news/secretary-of-state-direction-on-the-smets1-
tmad-and-further-smets1-tmad-consultation/
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DCC’s subsequent TMAD consultation in support of FOC go-live ran between 18 November
2020 and 27 November 2020°. This was to address an issue specific to FOC where the
S1SP solution is not able to turn on or stop the transmission of half hourly consumption
data to the S1SP after migration to align with any service requests received requiring
access to such data. DCC proposed changes to the TMAD requiring DCC to only migrate
Dormant Meters where the switch controlling the provision of profile data from the
Communications Hub is set to “off’ and for the Responsible Supplier to only authorise
migration where that switch is ‘off’. to prevent erroneous half-hourly consumption data
receipt by the S1SP. This represents a continued lack of access to half-hourly data for
distribution network operators (DNOs); they do not have access to data for unenrolled
SMETS1 meters currently.

DCC asked for comments on the legal drafting; eight respondents commented; three of
whom explicitly supported DCC’s proposed changes. One respondent asked DCC to
provide a plan for the resolution of the issue. BEIS recognises that DCC stated in its
conclusions document that it intends to implement a solution after FOC go-live through
Uplift 2.1 in May 20218 though we note these dates are subject a Change Request to the
Joint Industry Plan. Another respondent emphasised the need for this measure to be
resolved as soon as possible as DNOs should be provided with this data for all enrolled
electricity smart meters consistent with their Data Privacy Plan. DCC confirmed that a fix
will be available through Uplift 2.1 and also provided clarification to three respondents that
continuing with a lack of access to half-hourly data for DNOs was a temporary measure.
One respondent disagreed in principle with the change contending that DNOs should be
provided with access via the DCC to the data for all enrolled smart meters consistent with
their Data Privacy plan. DCC explained that migrating these meters into the DCC solution
does not make worse the current situation for DNOs as they do not have access to the data
for unenrolled SMETS1 meters currently.

Two respondents expressed concern that the amendment which would prevent access to
half hourly data would prevent an electricity supplier from providing half-hourly data from
an enrolled SMETS1 meter if the customer requested the data following migration and that
this would conflict with Licence conditions. The first respondent, nevertheless, expressed
support for the proposed amendment; the second requested that DCC commit to an
implementation schedule for the fix and that the Secretary of State should only re-designate
the TMAD on the basis that Ofgem gives assurances that energy suppliers will not be held
to account to the relevant Supply Licence Condition until the fix is deployed by DCC. In
respect of DCC committing to a schedule, DCC stated in its conclusions document that that
the fix will be delivered with Uplift 2.1 targeted for May 2021. We note that it is important
that this is delivered as soon as is feasible. BEIS will consider the position on the fix at the
point of any EPCL approval but currently believes that it is in consumers best interests for
migrations to occur sooner rather than later and has indicated this position to Ofgem.

7 https://www.smartdcc.co.uk/customer-hub/consultations/smets1-further-tmad-consultation-for-foc/
8 An uplift represents a change to both the regulatory documents and the DCC solution.
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On 20 November 2020°, DCC published a further consultation on the TMAD for FOC. This
related to DCC identifying an issue which meant that the S1SP solution for the FOC primary
release does not function correctly if Supplier Certificate IDs are “null” (0). DCC proposed
adding a new clause to the TMAD to only permit the migration of SMETS1 Installations
where DCC has received valid (non-null) Supplier Certificate IDs. As the relevant defect is
now able to be addressed before FOC Go Live, BEIS recognises that the proposed clause
consulted on (4.32A) is no longer required.

More recently, DCC proposed a change following the consultation to extend the check to
ensure that migrations do not take place should a CoS event be due to take place within a
specified period. The proposed change was to replace the two-day period to a nine-day
period to support FOC, asserting that changing the values for specific cohorts prior to FOC
would not be feasible. This should not impact on reducing periods of dormancy in respect
of recently dormant devices. However, in a very small number of instances, delays could
be incurred where Change of Supplier or Change of Tenancy is planned within nine days
rather than two. BEIS recognises that the DCC engaged further with the Technical and
Business Design Group Enrolment and Adoption (TBDG E&A) subgroup on 20 January
2021 to discuss this variation and no objections were raised.

Finally, in its consultation and conclusion document of 27 January 2021, DCC consulted
on a proposed re-designation date of 28 February 2021 (or, if necessary, as soon as
reasonably practicable within one month thereafter) for the TMAD to be re-designated in
support of FOC. DCC received no written responses to this consultation. Following the
closure of the consultation, DCC contacted several stakeholders given the limited initial
response. Two respondents indicated that they supported the proposed designation date;
no respondents disagreed with the proposed designation date.

The re-designation of the S1SR for FOC

23.

24.

DCC has also run several consultations on S1SR and Device Model Variations to
Equivalent Steps (DMVES) in support of FOC go-live. DCC's first consultation in respect
of FOC for S1SR ran between 21 October 2020 and 6 November 2020'°. Between 16
November 2020 and 27 November 2020, DCC consulted on further changes to the
S1SR, DCC concluded on both consultations on 17 December 2020*2,

For its consultation issued on 21 October 2020, DCC received a written response from five
respondents. With regards to DCC'’s first question which asked respondents whether they
agreed with proposed amendments to the S1SR to describe device specific behaviours to
FOC devices, DCC received five responses — all of which made specific detailed technical
comments. DCC concluded that there were no areas of disagreement within the scope of
the proposal. In respect of the second question on mappings in Section 18 of S1SR to the

9 https://www.smartdcc.co.uk/customer-hub/consultations/smets1-consultation-extra-tmad-change-for-
foc/

10 https://www.smartdcc.co.uk/customer-hub/consultations/consultation-on-changes-to-the-smets1-
supporting-requirements-document-and-uiss-for-foc/

11 https://www.smartdcc.co.uk/customer-hub/consultations/consultation-on-further-changes-to-the-
smetsl-supporting-requirements-document-for-foc/

12 https://www.smartdcc.co.uk/media/4530/con foc silsr uiss nov2020 conclusion.pdf
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relevant Device Models in DMVES, DCC received four responses. Two respondents
broadly agreed with the mappings, another combined their comments to questions one
and two, and another identified several typographical errors which DCC reviewed and
amended.

For its consultation issued on 16 November 2020, DCC sought views on changes to the
DMVES asking respondents whether they agreed with mappings of clauses in Section 18
of S1SR to the relevant Device Models in DMVES. Six stakeholders provided a response.
Four of whom agreed with the mappings; two raised a concern relating to Clause 18.22a.
BEIS recognises DCC’s responses that reiterated that 18.22a is an Aclara Device Model
behaviour and that the new FOC behaviour is documented in S1SR and DMVEs as 18.22c.

DCC ran a third consultation on S1SR for FOC between 22 January 2021 and 12 February
2021%. The first question asked respondents whether they agreed with the proposed
amendments to S1SR in Sections 9 and 18 that were added to describe device specific
behaviours relevant to FOC devices. Four stakeholders provided a response to this
question. One raised concerns in respect of an issue that means for the ESME that in order
for the IHD/PPMID to display the same correct value as the ESME, the price scalar must
be set to -5. Another respondent queried whether the behaviour described in Clause
18.5(gg) would be amended prior to the migration of devices, and whether the behaviour
identified in Clause 18.6(b) in respect of targeted SMETS1 ESMEs or GSMEs would be
amended to reject the Service Request where in a request for a UTRN top up the currency
value was not a positive integer multiple of 100. Two other respondents agreed to the
changes with one mentioning that DCC was providing energy suppliers with a limited
timeframe to address the issues being consulted upon.

With regards to the first question on Section 9 and 18, BEIS notes DCC'’s response that
explains that the constraints over the scalar for the ESME were not identified at the time
of drafting the consultation and that the drafting describing this behaviour has been
included in the version of S1SR that is being consulted upon for Uplift 2.0.14 In relation to
the respondent’s queries on Clause 18.5(gg) and 18.6(b), DCC confirmed in its response
that the current implementation is as documented in this version of S1SR and that DCC
would consult on any future changes to the S1SR.

The second question sought views on proposals to amend the DMVES and asked
respondents whether they agreed with the mappings of clauses in Section 9 and 18 of
S1SR to the relevant Device Models in DMVES. Three respondents agreed; one did not
provide an answer to this question.

DCC proposed a re-designation date of 28 February 2021 (or, if necessary, as reasonably
practicable within one month thereafter). Three respondents agreed with the proposal; one
respondent did not provide an answer to this question.

13 https://www.smartdcc.co.uk/customer-hub/consultations/dcc-responses/consultation-response-on-
further-changes-to-the-smets1-supporting-requirements-document-for-foc/

14 hitps://www.smartdcc.co.uk/customer-hub/consultations/changes-to-the-smets1-supporting-
requirements-document-for-the-uplift-20-foc/
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The designation of the FOC S1SPKI Certificate Policy

30. For the FOC S1SP, DCC is proposing to use a separate Private Key Infrastructure (PKI)
to the existing versions in the SEC and between 8 January 2021 and 5 February 2021,
DCC consulted on the content of the PKI for the SMETS1 FOC cohort (including the
associated Registration Authority Policies and Procedures (RAPP) and submitted their
conclusions to BEIS on 17 February. This followed the Smart Metering Key Infrastructure
Policy Management Authority (SMKI PMA) approval of the content of the FOC S1SPKI
Certificate Policy on 16 February 2021%. DCC also sought views on a proposed
designation date of 28 February 2021, or as soon as reasonably practicable within one
month thereafter. BEIS notes that none of the three respondents objected to proposals in
the consultation or the proposed redesignation date.

Conclusion

31. We conclude that it is appropriate for new versions of TMAD (v11.0), the S1SR (v7.0), and
the FOC S1SPK Certificate Policy (v1.0) to be (re)designated on 28 February 2021.
Version 11.0 of the TMAD is included at Annex A. A marked-up version of the document
showing changes relative to the version previously in legal effect is provided at Annex B.
Version 7.0 of the S1SR is included at Annex C. A marked up version of the document
showing changes relative to the version previously in legal effect is provided at Annex D.
Version 1.0 of the FOC S1SPKI Certificate Policy is included at Annex E.

Direction

This direction is made for the purposes of the smart meter communication licences granted to
Smart DCC Ltd under the Electricity Act 1989 and the Gas Act 1986 (such licences being the
"DCC Licence") and the Smart Energy Code designated by the Secretary of State pursuant to
the DCC Licence (such code being the "SEC").

Words and expressions used in this direction shall be interpreted in accordance with Section
A (Definitions and Interpretation) of the SEC.

Pursuant to Condition 22 of the DCC Licence and Section X5 (Incorporation of Certain
Documents into this Code) of the SEC, the Secretary of State directs that, with effect from 28
February 2021, the SMETS1 Transition and Migration Approach Document (TMAD) previously
designated and incorporated into the SEC as Appendix AL of the SEC is hereby re-designated
and incorporated in the form set out in Annex A of this direction.

Pursuant to Condition 22 of the DCC Licence and Section X5 (Incorporation of Certain
Documents into this Code) of the SEC, the Secretary of State directs that, with effect from 28
February 2021, the SMETS1 Supporting Requirements (S1SR) previously designated and
incorporated into the SEC as Appendix AM of the SEC is hereby re-designated and
incorporated in the form set out in Annex C of this direction.

Pursuant to Condition 22 of the DCC Licence and Section X5 (Incorporation of Certain
Documents into this Code) of the SEC, the Secretary of State directs that, with effect from 28

15 https://www.smartdcc.co.uk/customer-hub/consultations/dcc-responses/foc-pki-consultation-
response/
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February 2021, the document set out at Annex E of this direction is hereby designated for
incorporation as the FOC S1SPKI Certificate Policy and shall be incorporated into Appendix
AP of the SEC in the form set out in Annex E of this direction.

For the avoidance of doubt, any re-designation of the TMAD and the S1SR shall be without
prejudice to anything done under the DCC Licence or the SEC on or after the TMAD or the
S1SR first being designated, or to the continuing effectiveness of anything done under the
TMAD or S1SR prior to their re-designations (which shall have effect as if done under the re-
designated documents).

This direction is also being notified to the SEC Administrator and an updated version of the
SEC to reflect these changes will be available on the SEC website in due course.

Yours faithfully,

N\ -
)

Fd
k\“‘c-;-.-’/{ 51:"""2
Duncan Stone

Deputy Director & Head of Delivery,
Smart Metering Implementation Programme

(An official of the Department for Business, Energy & Industrial Strategy authorised to act on
behalf of the Secretary of State)

Annexes (separate documents)

Annex A: SEC Appendix AL - SMETS1 Transition and Migration Approach Document (TMAD)
v11.0 — clean

Annex B: SEC Appendix AL - SMETS1 Transition and Migration Approach Document (TMAD)
v11.0 — marked up against v10.0

Annex C: SEC Appendix AM — SMETS1 Supporting Requirements Document (S1SR) v7.0 -
clean

Annex D: SEC Appendix AM - SMETS1 Supporting Requirements Document (S1SR) v7.0 —
marked up against v6.0

Annex E: SEC Appendix AP — FOC S1SPKI Certificate Policy — clean v1.0



