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SECMP0056 ‘IHD / PPMID Zigbee Attributes Available on the HAN’This document is classified as White in accordance with the Panel Information Policy. Information can be shared with the public, and any members may publish the information, subject to copyright. 

Refinement Consultation
Responding to this consultation
This is the Refinement Consultation for SECMP0056 ‘IHD / PPMID Zigbee Attributes Available on the HAN’.
We invite you to respond to this consultation and welcome your responses to the questions set out in this form. To help us better understand your views on this Modification Proposal, please provide rationale to support your responses. In order for us to set out the business case we ask that you provide any information you can on the costs and benefits of this modification to you. This can be a rough order of magnitude and can be marked as confidential.
To help us process your response efficiently, please email your completed response form to sec.change@gemserv.com with the subject line ‘SECMP0056 Refinement Consultation response’.
If you have any questions or you wish to respond verbally, please contact Bradley Baker on 020 7770 6597 or email sec.change@gemserv.com.
Deadline for responses
This consultation will close at 17:00 on Friday 8 January 2021. 
The Proposer may not be able to consider late responses.

Summary of the proposal
What is the issue?
Due to the Zigbee attributes not being included in SMETS2 as being available to IHDs and PPMIDs, connected Devices can display a previous occupier’s data following a CoT. This would allow a new occupier to view this potentially personal data, which could include consumption data (possibly available at a half-hourly level) and possibly personal messages relating to tariffs or debt information of the previous tenant if the Supplier has sent this type of information. In terms of displaying a previous tenant’s information relating to debt, a PPMID will calculate the level of debt automatically. Without a clear signal when to remove this data it is likely that if the new occupier is using prepayment mode, the previous occupiers’ data will be displayed. Along with the new occupant knowing the previous occupants name and former address, this could be considered a potential GDPR breach.
What is the solution?
The solution proposes to make Zigbee attributes for CoT parameters available to SMETS2 HAN Devices such as IHDs and PPMIDs. Furthermore, the solution will mandate IHDs and PPMIDs to query the ESME and GPF for CoT information. This will allow the HAN Device to be notified when a CoT has taken place and will subsequently clear all data belonging to the previous occupier.
Will I be impacted?
SECMP0056 is expected to impact the following SEC Parties:
Large Suppliers
Small Suppliers
Other SEC Parties (Device Manufacturers)
DCC
Full details of how this modification may impact you can be found in the Modification Report.
Respondent details
	Respondent details

	Name
	Click and insert your name
	Organisation
	Click and insert the name of the organisation you are responding for
	Phone number
	Click and insert a phone number we can call you on with any queries


	Parties represented

	Party Category
	Click and select your Party Category
	Parties represented
	Click and insert the name(s) of any SEC Parties you are responding for


	Confidential information

	Does your response contain any confidential information?

	Response
	Click and select your response
	If ‘yes’, please clearly mark all confidential information (e.g. in red font).
Any confidential responses will be shared with the Change Board and the Authority under a Red classification in accordance with the SEC Panel Information Policy.



Consultation questions
	Question 1

	Do you agree with the solution put forward?
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 2

	Will there be any impact on your organisation to implement SECMP0056?
If ‘yes’. please state how you will be impacted, including both implementation effort and any on-going impacts.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 3

	[bookmark: _Hlk529864069]Will your organisation incur any costs in implementing SECMP0056?
If ‘yes’, please provide an estimate of your costs, including both implementation effort and any on-going costs; please exclude your share of the central costs. Please also provide any cost-savings you may achieve as a result of this modification and any costs you may incur as a result of the identified issue continuing if this modification is not implemented.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 4

	[bookmark: _Hlk529864091]Do you believe that SECMP0056 would better facilitate the General SEC Objectives?
Please provide your rationale with reference to the General SEC Objectives.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 5

	[bookmark: _Hlk529864124]Noting the costs and benefits of this modification, do you believe SECMP0056 should be approved?
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 6

	[bookmark: _Hlk529864189]How long from the point of approval would your organisation need to implement SECMP0056?
Please provide your rationale, including the activities you would need to complete during this time.

	Response
	Click and insert your required lead time
	Rationale
	Click and insert the rationale for your response


	Question 7

	[bookmark: _Hlk529864203]Do you agree with the proposed implementation approach?
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 8

	Do you agree that these changes require a new principal version of GBCS, SMETS and MMC and sub-versions of CHTS? Please give your rationale.

	Comments
	Click and insert any further comments
	Rationale
	Click and insert the rationale for your response


	Question 9

	[bookmark: _Hlk529864215]Do you agree that the legal text will deliver SECMP0056?
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 10

	Do you believe there will be any impacts on or benefits to consumers if SECMP0056 is implemented?
If ‘yes’, please provide your views on how consumers would be impacted by or how they will benefit from this change.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 11

	If you are a Supplier – do any or all of the IHDs / PPMIDs that you procure display personal messages? Please provide a percentage.
If you are an IHD/PPMID Manufacturer – do any or all the IHD/PPMIDs that you produce display personal messages? Please provide a percentage.
Please provide your rationale.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 12a

	If you are a Supplier – do you send or have you sent personalised messages to IHDs and PPMIDs?
Please provide your rationale.

	Response
	Click and insert your response and any supporting rationale
	Rationale
	Click and insert the rationale for your response


	Question 12b

	Is it possible that these messages contain information such as customer name, debt, tariff, and any other information that could be deemed personal in accordance with the GDPR?
Please provide your rationale.

	Response
	Click and insert your response and any supporting rationale
	Rationale
	Click and insert the rationale for your response


	Question 13

	Suppliers – do you reset the debt information on PPMIDs by setting the meter to credit mode and then resetting the meter back to prepayment mode?
Please provide your rationale.

	Response
	Click and insert your response and any supporting rationale
	Rationale
	Click and insert the rationale for your response


	Question 14

	Please provide any further comments you may have.

	Comments
	Click and insert any further comments

Smart Energy Code Administrator and Secretariat (SECAS)

8 Fenchurch Place, London, EC3M 4AJ
020 7090 7755
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