
PPMID - Firmware Distribution Flow – DCC Data Systems
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Send Service Request 

11.4
Receive DCC A lerts

- Create DCC Alert for the

   devices rejected by CSP.

- Write individual SAT entries

   for all the N19 Devices 

- Determine the devices that 

  passed CSP validation and

  create DCC Alerts to not ify 

  the Other Responsible 

  Suppliers about a 'Firmware 

  Distribution In Progress' 

DSP Validation 

Checks

Return the list  of Devices 

failed due to the following:
- Invalid Devices

- Not Commissioned Devices

- Firmware not Applicable

- Another Firmware Update

  In Progress (NEW)

Rejected 

Devices

(DSP) 

Receive Synchronous 

Response to SR 11.4

CSP Validation 

Checks

Approved 

Devices

(DSP)

Rejected

Devices

(CSP) 

Receive DCC A lerts

CH attempts 

to deliver to Device

Approved 

Device

(CSP)

Device Alert

 from CH

Transferred to 

Device

Create DCC 

Alert

Device Alert

 from CH

Failed transfer 

to Device

PPMID receives firmware 

image

PPMID sends the 

version of the 

active firmware 

upon activation

CSP attem pts

 to deliver to 

Comms Hub

Create DCC 

Alert

Transfer to

CH failed

N60

Create DCC 

Alert

Delivered

To CH

N61

Comms Hub

Alert

N62

Firmware  distribution in 

progress

(N59)

CSP Notification

Failed to deliver to 

the Comms Hub

CSP Notification

Delivered to Comms 

Hub

- Create DCC 

Alert

- Update SMI

PPMID Alert

N39

DSP

Processing

(Allows 11.2 to all 

SMETS2 PPMIDs 

regardless of the 

firmware version)

Device Alert

 from CH

Firmware 

Discarded or 

Overwritten

Sends 

‘UpgradeEnd’ 

Response for 

immediate 

activation

Sends ’UpgradeEnd’ 

Request

Send Service Request 

11.2

Receive Response to 

SR 11.2

 - If new firmware 

version is found 

updates SMI

PPMID 

returns the

Active 

Firmware

Vesrion

Firmware 

Version 

Updated

N49

Devices rejected

 by CSP

N18, N19 

N20 or N22
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11.1
Receive DCC A lerts

- Create DCC 

Alert  for the 

devices rejected 

by CSP.

- Write individual 

SAT entries for all 

the N19 Devices 

DSP Validation 

Checks

Return the list  of Devices 

failed due to the following:
- Invalid Devices

- Not Commissioned Devices

- Firmware not Applicable

- Another Firmware Update

  In Progress (NEW)

Rejected 

Devices

(DSP) 

Receive Synchronous 

Response to SR 11.1

CSP Validation 

Checks

Approved 

Devices

(DSP)

Rejected

Devices

(CSP) 

CH attempts 

to deliver to Device

Approved 

Device

(CSP)

Device Alert

 from CH

Transferred to 

Device

Create DCC 

Alert

Device Alert

 from CH

Failed transfer 

to Device

Device receives firmware 

image

Device activates 

firmware and 

returns the status 

and firmware 

version

CSP attem pts

 to deliver to 

Comms Hub

Create DCC 

Alert

Create DCC 

Alert

Comms Hub

Alert

N62

CSP Notification

Failed to deliver to 

the Comms Hub

CSP Notification

Delivered to Comms 

Hub

DSP

Processing

Device Alert

 from CH

Firmware 

Discarded or 

Overwritten

Send 

SR 11.3

Device 

returns the

Active 

Firmware

Vesrion

Devices rejected

 by CSP

N18, N19 

N20 or N22

 - If firmware 

update is 

successful 

updates SMI

Receive

 Response 

to SR 11.3

Receive

 Response 

to SR 11.2

Send 

SR 11.2

DSP

Processing

 - If new 

firmware 

version is 

found 

updates SMI

Response

Transfer to 

CH failed

N60

Delivered

To CH

N61

Response
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