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About this document

This document contains the redlined changes to the SEC that would be required to deliver this
Modification Proposal.
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Appendix D ‘SMKI Registration Authority Policies and Procedures’

These changes have been redlined against Appendix D version 2.0.

Amend Figure 1 within Section 4.1.2 as follows:

. P/re-requisit931 Procedure to verify organisational identity
s | nfa
= a Company Secretary, Completes Organisation Information Form ( Check authorisation / verify Organisation
B Director L organisation Identity verified
&
Pre-requisites: Procedure for becoming a Senior Responsible Officer
Section 5.1
g é Company Secretary, or Completes SRO Nomination Form
< Director Check authorisation / Nominated individual
= Provides individual identity evidence at verification meeting verify individual identit becomes SRO
3 = Nominated individual | Y y
Pre-requisites: Procedure for becoming an Authorised Responsible Officer
o | Section 5.1, 5.2 (at least Completes ARG Nomination
o) one SRO) ) SRO ompletes omination Form 7 ) )
5 Confirms personnel security screening as required in Section G4.3 Check authorisation / Nominated individual
B 2 e i ; becomes ARO
§ |é| Nominated individual | - — - L verify individual identity
Provides individual identity evidence at verification meeting
Managed by
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Code
Pre-requisites: Procedure for provision of credentials to AROs for accessing SMKI Services
Section 5.1, 5.2 (at least N
one SRO), 5.3 (for each Provide credentials grler:qzulsnelpsr%cgduredssarse
>=
ARO) 1,5.2( ) and 5.
Interface ‘ Purpose (detailed in the SMKI Interface Design Specification and SMKI Repository Interface Design Specification) Credential
Type
Via DCC Gateway
5.4.1 SMKI Portal (org Certs) Authentication to SMKI Portal (manual submission of Organisation CSRs and retrieval of Org Certs) IKI Certificate
5.4.2 SMKI Portal (Device Certs) Authentication to SMKI Portal (manual submission of Ad Hoc and Batched CSRs for Device Certs and retrieval of IKI Certificate
5.4.3 SMKI Ad-Hoc Device CSR Web Device Certs) IKI Certificate
5.4.4 Service Authentication to Ad Hoc Device CSR Web Service (automated submission of Ad Hoc Device CSRs and retrieval of IKI Certificate
5.4.5 SMKI Batched Device CSR Web Device Certs) Username/pwd
5.4.6 Service Authentication to Batched Device CSR Web Service (automated submission of Batched Device CSRs and retrieval of API Key
5.4.7 SMKI Repository Portal Device Certs) Username/pwd
SMKI Repository Web Service Authentication to SMKI Repository Portal (manual access to Certificates, CRLs and ARLS)
5.4.1 SMKI Repository SFTP Authentication to SMKI Repository Web Service interface (automated access to Certificates, CRLs and ARLS)
Authentication to the SMKI SFTP interface (access to Certificates, CRLs and ARLS)
Via Internet
2 5.4.8 SMKI Portal (Org Certs) Authentication to SMKI Portal (manual submission of Organisation CSRs for Parties without access to the DCC IKI Certificate
Gateway)
c
il
° File-Signing
% Threshold Anomaly Detection / Digital Signing of ADT files, the CPL or communications related to the SMKI Recovery Procedures. IKI Certificate
Certified Products list, etc
Pre-requisites: Procedure for becoming an Authorised Subscriber
o Section 5.1 (for the -
= organisation), 5.2 (>=1 SRO Completes Authorised Subscriber Form Assess eligibility as Authorised N
s SRO), 5.3 (>=1 ARO), a Subscriber to Org / Device If eligible, Party, RDP
= | SREPT | Provides supporting evidence at eligibility meeting Certificates (or both) or just or SEC_CO become_s
o él Nominated individual Authorised Subscriber
5 I (K Certs.
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Amend Section 5.3.1 as follows:

Smart

Code

Step

When

Obligation

Responsibility

Next Step

5.3.1

As required

Complete the ARO Nomination Form and Nominee Details Form as set out
in SMKI RAPP Annex A (A4) and Annex A (A5), ensuring that;

a) the information entered on the forms is complete and accurate;-and

b) the ARO Nomination Form and Nominee Details Form are authorised
by an SRO on behalf of the applicant organisation; and

b)c)the SRO has confirmed that the ARO Nominee has been subject to
security screening to a standard that is compliant with BS 7858:2019 or
an equivalent standard as required by SEC Section G4.3.

SRO on behalf of the applicant
organisation, which shall be a
Party, RDP, SECCo or DCC (as
DCC Service Provider)

5.3.2
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