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MP127 ‘SMKI RAPP Security Screening clarification’This document is classified as White in accordance with the Panel Information Policy. Information can be shared with the public, and any members may publish the information, subject to copyright. 

Modification Report Consultation 
Responding to this consultation
This is the Modification Report Consultation for MP127 ‘SMKI RAPP Security Screening clarification’.
We invite you to respond to this consultation and welcome your responses to the questions set out in this form. To help us better understand your views on this Modification Proposal, please provide rationale to support your responses.
To help us process your response efficiently, please email your completed response form to sec.change@gemserv.com with the subject line ‘MP127 Modification Report Consultation response’.
If you have any questions or you wish to respond verbally, please contact Joe Hehir on 020 7770 6874 or email sec.change@gemserv.com.
Deadline for responses
This consultation will close at 17:00 on Friday 10 July 2020. 
The Change Board may not be able to consider late responses.

Summary of the proposal
What is the issue?
The SSC has confirmed that the obligations in SEC Section G ‘Security’ G4.2 and G4.3 apply to Authorised Responsible Officers (AROs) and that AROs should be subject to security screening to British Standard (BS) 7858:2019 or equivalent. However, this obligation isn’t made explicit in Appendix D ‘SMKI Registration Authority Policies and Procedures’ (SMKI RAPP) which is followed by Users and the Data Communications Company (DCC) Registration Authority in processing applications for the appointment of AROs. Failure to comply with the obligation in Section G4.3 will result in a non-compliance being raised during a User Security Assessment.
This could cause confusion for Users and the DCC when assessing if AROs should be subject to BS 7858:2019. This could also create a security risk if the appropriate screening of AROs is not undertaken.

What is the solution?
The Proposed Solution is to amend the sections of the SMKI RAPP that explain the process of the becoming an ARO, making it clear that AROs must be subject to BS 7858:2019 or equivalent.

Will I be impacted?
SEC Parties should not be impacted by this modification as they should already be screening AROs under the obligation in Section G4.3.

Full details of how this modification may impact you can be found in the Modification Report.
Respondent details
	Respondent details

	Name
	Click and insert your name
	Organisation
	Click and insert the name of the organisation you are responding for
	Phone number
	Click and insert a phone number we can call you on with any queries


	Parties represented

	Party Category
	Click and select your Party Category
	Parties represented
	Click and insert the name(s) of any SEC Parties you are responding for


	Confidential information

	Does your response contain any confidential information?

	Response
	Click and select your response
	If ‘yes’, please clearly mark all confidential information (e.g. in red font).
Any confidential responses will be shared with the Change Board and the Authority under a Red classification in accordance with the SEC Panel Information Policy.



Consultation questions
	Question 1

	Do you believe that MP127 should be approved or rejected?
Please provide your rationale with reference to the General SEC Objectives.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 2

	Please provide any further comments you may have.

	Comments
	Click and insert the rationale for your response
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