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2 [bookmark: _Toc472425878][bookmark: _Toc37084549]Not Used

Intentionally Blank

3 [bookmark: _Toc320027828][bookmark: _Toc37084550]Introduction Version 1.2 

The requirement to install metering equipment in Great Britain which complies with these Smart Metering Equipment Technical Specifications 1 (SMETS1) arises from standard licence conditions 39 and 40 in electricity supply licences and standard conditions 33 and 34 in gas supply licences.

This document is entitled ‘Smart Metering Equipment Technical Specifications 1 (SMETS1)’ and forms one of a group of documents within Schedule 9 of the Smart Energy Code, each of which can be uniquely identified by the date on the first page and where relevant, the associated letter.  Each of the individual Section of this document (including this Introduction Section and the Glossary) is uniquely identifiable by reference solely to the Version number set out at the beginning of that Section.  Furthermore, each of Sections 4, 5 and 6 of this document constitute the Technical Specification for a specific Device:

Gas Smart Metering System Technical Specification (GSMSTS); 

Electricity Smart Metering System Technical Specification (ESMSTS); and

In Home Display Technical Specification (IHDTS).

The Version of the relevant Technical Specification is the Version number stated at the beginning of the relevant Section.  Any functionality within Data and Communications Company Systems that requires the identification of a particular Version of a Technical Specification with which a Device complies, shall operate by reference solely to the Version number identified at the beginning of the relevant Section for the Device. 

Whilst this document is entitled ‘Smart Metering Equipment Technical Specifications 1 (SMETS1)’, each Version of SMETS is uniquely identifiable by reference solely to its version number.  In the title of this document, the ‘1’ in SMETS1 does not form part of the version number and is used only to describe the family of SMETS documents to which this document belongs.  Any functionality within Data and Communications Company systems which requires the identification of a particular version of SMETS with which a Device complies, will operate by reference solely to the version number.

Section 4 of this document describes the minimum physical, functional, interface and data requirements of a Gas Smart Metering System that a gas Supplier is required to install to comply with condition 33 of its licence. 

Section 5 of this document describes the minimum physical, functional, interface and data requirements of an Electricity Smart Metering System that an electricity Supplier is required to install to comply with condition 39 of its licence.

Section 6 of this document describes the minimum physical, functional and interface requirements of an IHD installed to comply with condition 34 of the gas supply licence or condition 40 of the electricity supply licence.

This document has been designated by the Secretary of State on 18 December 2012 for the purposes of the relevant licence conditions. SMETS1 was notified to the European Commission in accordance with the requirements of Article 8 of Directive 98/34/EC of the European Parliament and of the Council laying down a procedure for the provision of information in the field of technical standards and regulations (OJ L 204, 21.7.1998, p. 37) as amended by Directive 98/48/EC of the European Parliament and of the Council (OJ L 217, 5.8.1998, p. 18).

This document should be read in conjunction with any other relevant supply licence conditions and with regard to the wider statutory and regulatory framework applying to devices installed for the purpose of energy supply to premises, for example; the Measuring Instruments (Active Electrical Energy Meters) Regulations 2006 and the Measuring Instruments (Gas Meters) Regulations 2006[footnoteRef:2].  [2:  These regulations transpose the Measuring Instruments Directive (2004/22/EC).] 


Mutual recognition: Any requirement for metering equipment to comply with the SMETS shall be satisfied by compliance with: 

1. a relevant standard or code of practice of a national standards body or equivalent body of any EEA State or Turkey; or

1. any relevant international standard recognised for use in any EEA State or Turkey; or 

1. any relevant technical regulation with mandatory or de facto mandatory application for marketing or use in any EEA State or Turkey 

in so far as compliance with the standard, code of practice or technical regulation in question enables the equipment to achieve, in an equivalent manner, all of the physical, functional, interface and data capabilities that are achieved by compliance with the requirements of SMETS.

4 [bookmark: _Toc320027829][bookmark: _Ref320211955][bookmark: _Toc37084551]Gas Smart Metering System Technical Specification Version 1.2

4.1 [bookmark: _Toc320016924][bookmark: _Toc37084552]Overview

This section sets out the minimum physical requirements, minimum functional requirements, minimum interface requirements and minimum data requirements of a Gas Smart Metering System (GSMS) installed to comply with the smart metering roll-out licence conditions (standard licence condition 33 of gas supply licences).

Any requirements set out in this section (§4), applicable to a Valve, only apply to Gas Smart Metering Systems installed at Domestic Premises.

For the avoidance of doubt, a GSMS may comprise one or more Devices provided that together they meet the minimum requirements of this section.

4.2 [bookmark: _Toc312157613][bookmark: _Toc320016925][bookmark: _Toc37084553]Physical requirements

A GSMS shall as a minimum include the following components: 

i. a Clock;

ii. a Data Store;

iii. a Gas Meter; 

iv. a HAN Interface; 

v. a User Interface; 

vi. a WAN Interface; and

vii. where installed at Domestic Premises, a Valve.

The GSMS shall include a power source. To the extent that it is mains powered, a GSMS shall be capable of:

viii. [bookmark: _Toc299022567][bookmark: _Toc299537650][bookmark: _Toc300147143][bookmark: _Toc304979035]operating at a nominal voltage of 230VAC and consuming no more than an average of 1 watt of electricity under normal operating conditions; and

ix. automatically resuming operation after a power failure in its operating state prior to such failure.

Each Device forming part of the GSMS shall:

x. display the Device Identifier(4.5.1.1); and

xi. have a Secure Perimeter.

The WAN Interface of a GSMS shall:

xii. be capable of being replaced without also requiring the replacement of the Gas Meter; and

xiii. support communications based on Open Standards.

The HAN Interface of a GSMS shall be capable of supporting communications based on Open Standards.

4.3 [bookmark: _Toc320016926][bookmark: _Toc37084554]Functional requirements

This section sets out the minimum functions that a GSMS shall be capable of performing. 

4.3.1 [bookmark: _Toc320016927][bookmark: _Toc37084555][bookmark: _Ref316208628][bookmark: _Ref315952493]Clock

The Clock forming part of a GSMS shall be capable of operating so as to be accurate to within 10 seconds of UTC under normal operating conditions.

4.3.2 [bookmark: _Toc37084556]Communications

A GSMS shall be capable of establishing Communications Links via each of its interfaces (including its HAN Interface and its WAN Interface). 

A GSMS, and any Device forming part of it, shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements set-out in §4.3.9.3. 

For all Commands received via any Communications Link the GSMS shall be capable of:

i. Authenticating to a Trusted Source the Command and on failure to so Authenticate, generating an entry in the Security Log(4.5.3.11) to that effect and discarding the Command without execution and without sending a Response;

ii. verifying that it is the intended recipient of the Command and if it is not the intended recipient, generating an entry in the Security Log(4.5.3.11) to that effect and discarding the Command without execution and without sending a Response;

iii. verifying the validity of the contents and format of the Command and if invalid, sending a Response to that effect via its WAN Interface; and

iv. on detection of Unauthorised access of the nature described in §4.3.9.3 discarding the Command without execution and without sending a Response.

4.3.2.1 [bookmark: _Ref320221347]Communications with Consumer Devices over the HAN Interface

A GSMS shall be capable of establishing a Communications Link via its HAN Interface with at least one Consumer Device that is capable of providing the Consumer with access to the information set-out in §4.4.1.

In establishing the Communications Link, the GSMS shall be capable of receiving Security Credentials to enable it to Authenticate the Consumer Device.

Where it has established a Communications Link with a Consumer Device the GSMS shall be capable of:

i. sending the information (set-out in §4.4.1) to the Consumer Device; and

ii. sending Alerts to the Consumer Device.

4.3.2.2 [bookmark: _Toc320096335]Communications with a HES over the WAN Interface

A GSMS shall be capable of establishing a Communications Link via its WAN Interface with a HES. 

In establishing the Communications Link, the GSMS shall be capable of exchanging Security Credentials to enable mutual Authentication with the HES.

Where it has established a Communications Link with a HES the GSMS shall be capable of:

i. receiving the Commands (set-out in §4.4.3) from the HES;

ii. sending the Responses (set-out in §4.4.3) to the HES; and

iii. sending Alerts to the HES.

4.3.3 [bookmark: _Toc320016936][bookmark: _Toc37084557][bookmark: _Toc313021660][bookmark: _Toc315282164][bookmark: OLE_LINK91][bookmark: OLE_LINK92]Data storage

A GSMS shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

4.3.4 [bookmark: _Toc320016937][bookmark: _Toc37084558]Display of information

A GSMS shall be capable of displaying the following up to date information on its User Interface:

i. the Payment Mode(4.5.2.12) currently in operation, being Prepayment Mode or Credit Mode;

ii. the Tariff TOU Register Matrix(4.5.3.13) and the Tariff Block Counter Matrix(4.5.3.12);

iii. the Meter Balance(4.5.3.6);

iv. whether Emergency Credit is available for activation;

v. whether the GSMS has suspended the disablement of Supply during a period defined in the Non-Disablement Calendar(4.5.2.11) (as set-out in §4.3.6.2);

vi. the Emergency Credit Balance(4.5.3.4) when Emergency Credit is activated;

vii. any low credit condition;

viii. where a GSMS includes a Battery, any low Battery condition;

ix. the Supply status, being Enabled or Disabled;

x. any Time-based Debts and Time-based Debt Recovery rates; 

xi. any Payment-based Debt; 

xii. any accumulated debt recorded in the Accumulated Debt Register(4.5.3.1); and

xiii. any Standing Charge(4.5.2.13).

A GSMS shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

4.3.5 [bookmark: _Toc320016938][bookmark: _Toc37084559]Monitoring

4.3.5.1 [bookmark: OLE_LINK56][bookmark: OLE_LINK57]Battery capacity

Where a GSMS includes a Battery, it shall be capable of estimating the remaining Battery capacity in days (to facilitate replacement of the Battery before it is fully depleted) and storing the estimate in Remaining Battery Capacity(4.5.3.10).

If the Remaining Battery Capacity(4.5.3.10) falls below ten percent of the nominal Battery capacity the GSMS shall be capable of:

i. generating an entry to that effect in the Event Log(4.5.3.5); 

ii. sending an Alert to that effect via its WAN Interface; and

iii. displaying an Alert to that effect on its User Interface.

4.3.5.2 GSMS power supply

Prior to or at the loss of power, a GSMS shall be capable of:

iv. Disabling the Supply, in circumstances where the Supply Depletion State(4.5.2.14) is configured to require Disablement; and

v. sending an Alert to that effect on its WAN Interface.

4.3.6 [bookmark: _Toc320016939][bookmark: _Ref320628312][bookmark: _Ref320628317][bookmark: _Toc37084560][bookmark: _Toc311543927]Payment Mode

A GSMS shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

4.3.6.1 Credit Mode

A GSMS when operating in Credit Mode shall be capable of maintaining a calculation of the Meter Balance(4.5.3.6) based on:

i. the Consumption in the Tariff TOU Register Matrix(4.5.3.13) converted by Calorific Value(4.5.2.2) and Conversion Factor(4.5.2.3) multiplied by the Prices in the Tariff TOU Price Matrix(4.5.2.21) and, if operating Time-of-use with Block Pricing, additionally the Consumption in the Tariff Block Counter Matrix(4.5.3.12) converted by Calorific Value(4.5.2.2) and Conversion Factor(4.5.2.3) multiplied by the Prices in the Tariff Block Price Matrix(4.5.2.18); and

ii. the Standing Charge(4.5.2.13),

and of displaying the Meter Balance(4.5.3.6) on its User Interface.

4.3.6.2 [bookmark: _Ref313882267]Prepayment Mode

A GSMS shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its WAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

A GSMS shall be capable of adding credit to the Meter Balance(4.5.3.6) (as set out in §4.4.2.2 and §4.4.3.2) and reducing the amount of credit in the Meter Balance(4.5.3.6).

A GSMS shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance(4.5.3.4)) if the Meter Balance(4.5.3.6) is below the Emergency Credit Threshold(4.5.2.9). The GSMS shall be capable of displaying the availability of Emergency Credit on its User Interface. The amount of Emergency Credit made available to the Consumer shall be equal to the amount of the Emergency Credit Limit(4.5.2.8). A GSMS shall be capable of reducing the amount of credit in the Emergency Credit Balance(4.5.3.4) in the case where Emergency Credit is activated by the Consumer (as set out in §4.4.2.1 and §4.4.3.1) and the Meter Balance(4.5.3.6) is exhausted. Any Emergency Credit used shall be repaid when credit is added to the GSMS (as set out in §4.4.2.2 and §4.4.3.2). 

A GSMS shall be capable of reducing the Meter Balance(4.5.3.6) until exhausted followed by reducing the Emergency Credit Balance(4.5.3.4) until exhausted on the basis of:

i. the Consumption in the Tariff TOU Register Matrix(4.5.3.13) converted by Calorific Value(4.5.2.2) and Conversion Factor(4.5.2.3) multiplied by the Prices in the Tariff TOU Price Matrix(4.5.2.21) and, if operating Time-of-use with Block Pricing, additionally the Consumption in the Tariff Block Counter Matrix(4.5.3.12) converted by Calorific Value(4.5.2.2) and Conversion Factor(4.5.2.3) multiplied by the Prices in the Tariff Block Price Matrix(4.5.2.18);

ii. the Standing Charge(4.5.2.13); and

iii. the recovery of debt through each of the Time Debt Registers [1 … 2](4.5.3.14) at rates by the Debt Recovery Rates [1 … 2](4.5.2.5),

and the GSMS shall be capable of recording debt recovered in the Billing Data Log(4.5.3.2).

A GSMS shall be capable of monitoring the Meter Balance(4.5.3.6) and the activated Emergency Credit Balance(4.5.3.4) and:

iv. if the combined credit of the Meter Balance(4.5.3.6) and Emergency Credit Balance(4.5.3.4) falls below the Low Credit Threshold(4.5.2.10), displaying an Alert to that effect on its User Interface and sending an Alert to that effect via its HAN Interface and WAN Interface; 

v. [bookmark: _Ref313882185]if the combined credit of the Meter Balance(4.5.3.6) and Emergency Credit Balance(4.5.3.4) falls below the Disablement Threshold(4.5.2.7), Disabling the Supply, displaying an Alert to that effect on its User Interface and sending an Alert to that effect via its HAN Interface and WAN Interface; and

vi. suspending the Disablement of Supply during periods defined in the Non-Disablement Calendar(4.5.2.11) and displaying an indication that the Disablement of Supply has been suspended on its User Interface.

A GSMS shall be capable of controlling recovery of debt in cases where Emergency Credit is in use or the Supply is Disabled by:

vii. [bookmark: _Ref316387031]suspending debt recovery when Emergency Credit is in use if configured by Suspend Debt Emergency(4.5.2.17) to do so; and

viii. [bookmark: _Ref316387047]suspending debt recovery when the Supply is Disabled if configured by Suspend Debt Disabled(4.5.2.16) to do so.

In circumstances where the Supply is Disabled, a GSMS shall be capable of continuing to recover Time-based Debt (if so configured as set out in viii above) and Standing Charge(4.5.2.13), and recording the debt recovered in the Accumulated Debt Register(4.5.3.1).

4.3.7 [bookmark: _Toc37084561][bookmark: _Toc320016940][bookmark: _Ref313888902][bookmark: _Toc320016941]Pricing

A GSMS shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing, as configured by Tariff Type(4.5.2.22).

4.3.7.1 [bookmark: _Ref312999843][bookmark: OLE_LINK40][bookmark: OLE_LINK43][bookmark: OLE_LINK10][bookmark: OLE_LINK15][bookmark: OLE_LINK44]Time-of-use Pricing

A GSMS shall be capable of recording Consumption according to Time-of-use Bands in one of four Tariff Registers in the Tariff TOU Register Matrix(4.5.3.13). 

A GSMS shall be capable of switching between different Tariff Registers once per Day. The switching between Time-of-use Bands and thus Tariff Registers shall be based on time of Consumption and switching rules defined in the Tariff Switching Table(4.5.2.19).

4.3.7.2 [bookmark: _Ref313000085]Time-of-use with Block Pricing

A GSMS shall be capable of recording Consumption according to Time-of-use Bands in one of four Tariff Registers in the Tariff TOU Register Matrix(4.5.3.13). 

A GSMS shall also be capable of accumulating Consumption in one of four Block Counters in the Tariff Block Counter Matrix(4.5.3.12) for the first Time-of-use Band. The GSMS shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix(4.5.2.20).

A GSMS shall be capable of switching between different Tariff Registers once per Day. The switching between Time-of-use Bands and thus Tariff Registers shall be based on time of Consumption and switching rules set out in the Tariff Switching Table(4.5.2.19).

4.3.8 [bookmark: _Toc37084562]Recording

4.3.8.1 [bookmark: _Ref313451475]Billing data

A GSMS shall be capable of taking a date and time stamped copy of and storing the Tariff TOU Register Matrix(4.5.3.13) and the Tariff Block Counter Matrix(4.5.3.12) in the Billing Data Log(4.5.3.2) in accordance with the timetable set out in the Billing Calendar(4.5.2.1) and then immediately resetting the Block Counters in the Tariff Block Counter Matrix(4.5.3.12) and if operating in Credit Mode immediately resetting the Meter Balance(4.5.3.6).

4.3.8.2 Daily read data

A GSMS shall be capable of taking a copy of and storing the Tariff TOU Register Matrix(4.5.3.13), the Tariff Block Counter Matrix(4.5.3.12) and the Total Consumption Register(4.5.3.15) together with a date and time stamp in the Daily Read Log(4.5.3.3) every Day at midnight UTC.

4.3.8.3 Half hour profile data

A GSMS shall be capable of recording Consumption in each thirty minute period (commencing at the start of minutes 00 and 30 in each hour), and recording details of the thirty minute period to which the Consumption relates, in the Profile Data Log(4.5.3.9).

4.3.8.4 Network data

A GSMS shall be capable of recording Consumption over each six minute period in the Network Data Log(4.5.3.7) for four hours and recording details of the six minute period to which the Consumption relates in the Network Data Log(4.5.3.7). 

4.3.8.5 Total consumption

A GSMS shall be capable of recording cumulative Consumption in the Total Consumption Register(4.5.3.15).

4.3.9 [bookmark: _Ref320201315][bookmark: _Ref320201320][bookmark: _Toc37084563]Security

4.3.9.1 General

A GSMS shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its Integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the Integrity of any other Device to which it is connected by means of a Communications Link.

Where a GSMS comprises more than one Device, each Device other than the Device containing the Gas Meter shall be capable of verifying the Integrity of its Firmware at power-on and prior to execution.

A GSMS shall be capable of logging in the Security Log(4.5.3.11) information on all Sensitive Events.

4.3.9.2 Physical

A GSMS shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access through its Secure Perimeter that could compromise the Confidentiality and/or Data Integrity of:

i. Personal Data;

ii. Security Credentials; 

iii. Random Number Generator;

iv. Cryptographic Algorithms; 

v. the Gas Meter; and

vi. Firmware and data essential for ensuring its Integrity,

held or executing on the GSMS. 

A GSMS shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and/or Data Integrity and on such detection shall be capable of:

vii. providing evidence of such an attempt through the use of tamper evident coatings or seals;

and where reasonably practicable:

viii. generating an entry to that effect in the Security Log(4.5.3.11);

ix. sending an Alert to that effect via its WAN Interface; and

x. Disabling the Supply, in circumstances where the Supply Tamper State(4.5.2.15) is configured to require Disablement.

4.3.9.3 [bookmark: _Ref320093826]Communications

A GSMS shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and/or Data Integrity of:

i. Personal Data whilst being transferred via an interface;

ii. Security Credentials whilst being transferred via an interface; and

iii. Firmware and data essential for ensuring its Integrity whilst being transferred via an interface,

and any Command that could compromise the Confidentiality and/or Data Integrity of:

iv. Personal Data;

v. Security Credentials; and

vi. Firmware and data essential for ensuring its Integrity, 

held or executing on the GSMS, and on such detection shall be capable of:

vii. generating an entry to that effect in the Security Log(4.5.3.11); and

viii. sending an Alert to that effect via its WAN Interface.

A GSMS shall be capable of employing techniques to protect against Replay Attacks of information used to Authenticate the identity of a system or individual.

A GSMS shall not be capable of modifying entries from, or executing a Command to modify or delete entries from, the Security Log(4.5.3.11).

4.4 [bookmark: _Gas_Active_Tariff][bookmark: _Toc320016943][bookmark: _Toc37084564]Interface requirements

This section sets out the minimum required interactions which a GSMS shall be capable of undertaking with Consumer Devices and a HES via its interfaces.

4.4.1 [bookmark: _Ref316312111][bookmark: _Toc320016944][bookmark: _Ref320201480][bookmark: _Ref320628702][bookmark: _Ref320628708][bookmark: _Ref321301697][bookmark: _Toc37084565][bookmark: OLE_LINK47][bookmark: OLE_LINK48][bookmark: OLE_LINK93]HAN Interface Consumer Device information provision

A GSMS shall be capable, immediately upon establishment of a Communications Link with a Consumer Device (as set out in §4.3.2.1), of providing the following information (and updates of any changes in the information every 30 minutes thereafter) to that Consumer Device:

i. the Meter Balance(4.5.3.6);

ii. the date and time of the last update of the Meter Balance(4.5.3.6);

iii. the Clock time in UTC;

iv. the Total Consumption Register(4.5.3.15);

v. the Tariff TOU Register Matrix(4.5.3.13) and Tariff Block Counter Matrix(4.5.3.12);

vi. the Tariff Switching Table(4.5.2.19);

vii. the Daily Read Log(4.5.3.3);

viii. the Emergency Credit Balance(4.5.3.4) if Emergency Credit is activated;

ix. the Tariff TOU Price Matrix(4.5.2.21) and Tariff Block Price Matrix(4.5.2.18) with an indication of the active Tariff Price;

x. the Time-based Debts from the Time Debt Registers [1 … 2](4.5.3.14);

xi. the Time-based Debt Recovery rates from the Debt Recovery Rates [1 … 2](4.5.2.5);

xii. the Payment-based Debt from the Payment Debt Register(4.5.3.8); 

xiii. the accumulated debt from the Accumulated Debt Register(4.5.3.1);

xiv. the Low Credit Threshold(4.5.2.10);

xv. the Calorific Value(4.5.2.2); 

xvi. the Conversion Factor(4.5.2.3); 

xvii. the Profile Data Log(4.5.3.9); and

xviii. the Payment Mode(4.5.2.12).

4.4.2 [bookmark: _Toc318456157][bookmark: _Toc318974867][bookmark: _Toc318990249][bookmark: _Toc319063306][bookmark: _Toc319249798][bookmark: _Toc319250828][bookmark: _Toc320016945][bookmark: _Toc318456158][bookmark: _Toc318974868][bookmark: _Toc318990250][bookmark: _Toc319063307][bookmark: _Toc319249799][bookmark: _Toc319250829][bookmark: _Toc320016946][bookmark: _Toc318456159][bookmark: _Toc318974869][bookmark: _Toc318990251][bookmark: _Toc319063308][bookmark: _Toc319249800][bookmark: _Toc319250830][bookmark: _Toc320016947][bookmark: _Ref316315800][bookmark: _Toc320016948][bookmark: _Toc37084566]User Interface Commands

A GSMS shall be capable of executing immediately the Commands set out in this section (§4.4.2) following their receipt via its User Interface.

The GSMS shall be capable of logging all such Commands received and Outcomes in the Event Log(4.5.3.5).

4.4.2.1 [bookmark: _Ref321144396][bookmark: _Toc311543909][bookmark: _Ref313382550][bookmark: _Ref316125663][bookmark: _Ref320541318][bookmark: _Ref320541327][bookmark: _Ref320541423][bookmark: _Ref320541427][bookmark: _Toc311543910][bookmark: _Ref313382586][bookmark: _Ref313881943]Activate Emergency Credit

A Command to activate Emergency Credit (when the GSMS is operating in Prepayment Mode) if Emergency Credit is available (as set-out in §4.3.6.2).

In executing the Command, if the Supply is Disabled, the GSMS shall be capable of Arming the Valve and Enabling the Supply.

4.4.2.2 [bookmark: _Ref321144459]Add Credit

A Command to add credit to the GSMS (when the GSMS is operating in Prepayment Mode) on input of a UTRN. In executing the Command, the GSMS shall be capable of:

i. [bookmark: _Ref318972921]verifying the Authenticity of the UTRN;

ii. verifying that the GSMS is the intended recipient of the UTRN;

iii. rejecting duplicate presentation of the same UTRN; and

iv. [bookmark: _Ref318972938]controlling the number of invalid UTRN entries processed.

The GSMS shall be capable, on failure of any of i to iv above, of generating an entry in the Security Log(4.5.3.11) to that effect.

In executing the Command, the GSMS shall be capable of applying the credit added in the following order:

v. [bookmark: _Ref315856994][bookmark: _Ref315856988]recovery of Payment-based Debt of an amount defined by Debt Recovery per Payment(4.5.2.4) from the Payment Debt Register(4.5.3.8) subject to the Debt Recovery Rate Cap(4.5.2.6); 

vi. [bookmark: _Ref319328587]recovery of debt accumulated in the Accumulated Debt Register(4.5.3.1);

vii. [bookmark: _Ref320638349]repayment of Emergency Credit activated and used by Consumer; and

viii. adding remaining credit (the credit after deduction of v, vi and vii above) to the Meter Balance(4.5.3.6).

In executing the Command, the GSMS shall be capable of Arming the Valve if the Meter Balance(4.5.3.6) rises above the Disablement Threshold(4.5.2.7) and displaying any such change in state of the Valve on its User Interface and notifying the change in state via its HAN Interface and WAN Interface.

In executing the Command, the GSMS shall be capable of recording the credit added to the Meter Balance(4.5.3.6) in the Billing Data Log(4.5.3.2). 

4.4.2.3 Enable Supply

A Command to Enable the Supply if the Valve is Armed.

In executing the Command, the GSMS shall be capable of detecting when the flow rate exceeds a level defined by Uncontrolled Gas Flow Rate(4.5.2.23) and in the case the flow rate is exceeded, of closing the Valve and then Arming the Valve and sounding an Alarm via its User Interface.

4.4.3 [bookmark: _Toc311566500][bookmark: _Toc311566557][bookmark: _Toc311624533][bookmark: _Toc311624692][bookmark: _Toc311624851][bookmark: _Toc311625907][bookmark: _Toc311566501][bookmark: _Toc311566558][bookmark: _Toc311624534][bookmark: _Toc311624693][bookmark: _Toc311624852][bookmark: _Toc311625908][bookmark: _Toc311566502][bookmark: _Toc311566559][bookmark: _Toc311624535][bookmark: _Toc311624694][bookmark: _Toc311624853][bookmark: _Toc311625909][bookmark: _Toc311566503][bookmark: _Toc311566560][bookmark: _Toc311624536][bookmark: _Toc311624695][bookmark: _Toc311624854][bookmark: _Toc311625910][bookmark: _Toc311543911][bookmark: _Ref318893872][bookmark: _Toc320016949][bookmark: _Ref320201583][bookmark: _Toc37084567]WAN Interface Commands

A GSMS shall be capable of executing the Commands set out in this section (§4.4.3).

A GSMS shall be capable of executing Commands within 30 minutes of their receipt (“immediate Commands”). A GSMS shall be capable of executing certain Commands at a future date (“future dated Commands”). A future dated Command shall include a date and time at which the Command shall be executed by the GSMS.

A GSMS shall be capable of sending a Response containing the Outcome on execution of an immediate Command.

A GSMS shall be capable of sending a Response acknowledging receipt of a future dated Command immediately upon its receipt. A GSMS shall be capable of sending a Response containing the Outcome at the future date and time of execution of a future dated Command.

A GSMS shall be capable of over-writing an outstanding future dated Command on receipt of a new future dated Command of the same type. A future dated Command shall be capable of being cancelled by an Authorised party. A GSMS shall be capable of cancelling a future dated Command upon receipt of an immediate Command of the same type. A GSMS shall be capable of sending an Outcome including the reason for failure of a future dated Command in the event that it has been over-written or cancelled.

A GSMS shall be capable of logging all such Commands received and Outcomes in the Event Log(4.5.3.5).

4.4.3.1 [bookmark: _Ref321144413][bookmark: _Ref313623578]Activate Emergency Credit

A Command to activate Emergency Credit (when the GSMS is operating in Prepayment Mode) if Emergency Credit is available (as set-out in §4.3.6.2). 

In executing the Command, if the Supply is Disabled, the GSMS shall be capable of Arming the Valve.

4.4.3.2 [bookmark: _Ref321144474]Add Credit

[bookmark: _Ref313623555][bookmark: _Ref313624070]A Command to add credit to the GSMS (when the GSMS is operating in Prepayment Mode) on input of a UTRN. In executing the Command, the GSMS shall be capable of applying the credit added in the following order:

i. [bookmark: _Ref315968202][bookmark: _Ref320021627]recovery of Payment-based Debt of an amount defined by Debt Recovery per Payment(4.5.2.4) from the Payment Debt Register(4.5.3.8) subject to the Debt Recovery Rate Cap(4.5.2.6); 

ii. [bookmark: _Ref320021592]recovery of debt accumulated in the Accumulated Debt Register(4.5.3.1); 

iii. [bookmark: _Ref320638478]repayment of Emergency Credit activated and used by the Consumer; and

iv. adding remaining credit (the credit after deducting i, ii and iii above) to the Meter Balance(4.5.3.6).

In executing the Command, the GSMS shall be capable of Arming the Valve if the Meter Balance(4.5.3.6) rises above the Disablement Threshold(4.5.2.7) and displaying any such change in state of the Valve on its User Interface and notifying the change in state via its HAN Interface and WAN Interface.

In executing the Command, the GSMS shall be capable of recording the credit added to the Meter Balance(4.5.3.6) in the Billing Data Log(4.5.3.2). 

4.4.3.3 [bookmark: _Ref316136660][bookmark: _Ref316222073]Adjust Debt

A Command to apply positive and negative adjustments to the Time Debt Registers [1 … 2](4.5.3.14) and the Payment Debt Register(4.5.3.8) (when operating in Prepayment Mode).

4.4.3.4 Adjust Meter Balance

A Command to apply positive and negative adjustments to the Meter Balance(4.5.3.6). 

If the GSMS is operating in Prepayment Mode and, following any such adjustment, if the Meter Balance(4.5.3.6) rises above the Disablement Threshold(4.5.2.7), the GSMS shall be capable of Arming the Valve and displaying any such change in state of the Valve on its User Interface and notifying the change in state via its HAN Interface and WAN Interface.

4.4.3.5 [bookmark: _Ref313623973][bookmark: _Ref313623616][bookmark: OLE_LINK85][bookmark: OLE_LINK86]Arm Valve

A Command to Arm the Valve.

4.4.3.6 [bookmark: _Ref316222270]Clear Event Log

A Command to clear all entries from the Event Log(4.5.3.5).

4.4.3.7 Disable Supply

[bookmark: OLE_LINK87][bookmark: OLE_LINK88]A Command to Disable the Supply.

4.4.3.8 [bookmark: OLE_LINK49][bookmark: OLE_LINK50][bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK3][bookmark: OLE_LINK4]Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in §4.5.2.

In executing the Command, the GSMS shall be capable of sending such value(s) in a Response via its WAN Interface.

4.4.3.9  Read Constant Data

A Command to read the value of one or more of the constant data items set out in §4.5.1. 

In executing the Command, the GSMS shall be capable of sending such value(s) in a Response via its WAN Interface.

4.4.3.10 Read Operational Data

[bookmark: _Toc311624548][bookmark: _Toc311624707][bookmark: _Toc311624866][bookmark: _Toc311625922][bookmark: _Toc311624549][bookmark: _Toc311624708][bookmark: _Toc311624867][bookmark: _Toc311625923][bookmark: _Toc311624550][bookmark: _Toc311624709][bookmark: _Toc311624868][bookmark: _Toc311625924][bookmark: _Toc311624551][bookmark: _Toc311624710][bookmark: _Toc311624869][bookmark: _Toc311625925][bookmark: _Toc311624552][bookmark: _Toc311624711][bookmark: _Toc311624870][bookmark: _Toc311625926][bookmark: _Toc311624553][bookmark: _Toc311624712][bookmark: _Toc311624871][bookmark: _Toc311625927][bookmark: _Toc311624554][bookmark: _Toc311624713][bookmark: _Toc311624872][bookmark: _Toc311625928]A Command to read the value of one or more of the operational data items set out in §4.5.3.

In executing the Command, the GSMS shall be capable of sending such value(s) in a Response via its WAN Interface.

4.4.3.11 [bookmark: OLE_LINK64][bookmark: OLE_LINK65]Restrict Data

A Command to mark configuration and/or operational data as restricted so as to prevent its disclosure on its HAN Interface and its User Interface.

4.4.3.12 [bookmark: _Ref316138003]Set Payment Mode

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode(4.5.2.12).

In executing the Command, the GSMS shall be capable of recording:

i. the Tariff TOU Register Matrix(4.5.3.13);

ii. the Tariff Block Counter Matrix(4.5.3.12);

iii. the Meter Balance(4.5.3.6);

iv. the Emergency Credit Balance(4.5.3.4);

v. the Payment Debt Register(4.5.3.8);

vi. the Time Debt Registers [1 … 2](4.5.3.14); and

vii. the Accumulated Debt Register(4.5.3.1),

in the Billing Data Log(4.5.3.2).

4.4.3.13 Set Tariff

A Command to accept new values for Tariff Type(4.5.2.22), Tariff TOU Price Matrix(4.5.2.21), Tariff Block Price Matrix(4.5.2.18), Tariff Switching Table(4.5.2.19), and Tariff Threshold Matrix(4.5.2.20). 

In executing the Command, the GSMS shall be capable of recording:

i. the Tariff TOU Register Matrix(4.5.3.13);

ii. the Tariff Block Counter Matrix(4.5.3.12);

iii. the Meter Balance(4.5.3.6);

iv. the Emergency Credit Balance(4.5.3.4);

v. the Payment Debt Register(4.5.3.8);

vi. the Time Debt Registers [1 … 2](4.5.3.14); and

vii. the Accumulated Debt Register(4.5.3.1),

in the Billing Data Log(4.5.3.2).

4.4.3.14 Synchronise Clock

A Command to synchronise the Clock with UTC over its WAN Interface. 

4.4.3.15 [bookmark: _Ref313623667]Update Firmware

A Command to receive new Firmware.

In executing the Command, the GSMS shall be capable of:

i. only accepting new Firmware from an Authorised and Authenticated source;

ii. verifying the Authenticity and Integrity of new Firmware before installation; and

iii. installing new Firmware using a mechanism that is robust against failure and loss of data.

[bookmark: _Ref313624099][bookmark: OLE_LINK70][bookmark: OLE_LINK71]The new Firmware shall include version information which the GSMS shall be capable of being made available to be read from Firmware Version(4.5.1.2).

4.4.3.16 Update Security Credentials

A Command to update or revoke Security Credentials held within the GSMS.

4.4.3.17 [bookmark: _Toc311624604][bookmark: _Toc311624763][bookmark: _Toc311624922][bookmark: _Toc311625978]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in §4.5.2. 

[bookmark: _Toc311624602][bookmark: _Toc311624761][bookmark: _Toc311624920][bookmark: _Toc311625976][bookmark: _Toc311566505][bookmark: _Toc311566562][bookmark: _Toc311624607][bookmark: _Toc311624766][bookmark: _Toc311624925][bookmark: _Toc311625981]In executing the Command, the GSMS shall be capable of logging all changes of values in the Event Log(4.5.3.5).

4.5 [bookmark: _Ref313431142][bookmark: _Toc320016950][bookmark: _Toc37084568]Data requirements

This section describes the minimum information which a GSMS is to be capable of holding in its Data Store.

4.5.1 [bookmark: _Toc320016951][bookmark: _Ref320541814][bookmark: _Ref320541824][bookmark: _Ref321137619][bookmark: _Toc37084569]Constant data

Describes data that remains constant and unchangeable other than through Firmware upgrades. 

4.5.1.1 [bookmark: _Device_Identifier_1][bookmark: _Ref320180210]Device Identifier

An identifier used to uniquely identify each Device installed to comply with the smart metering roll-out licence conditions.

4.5.1.2 [bookmark: _Ref320197433]Firmware Version

The operational version of Firmware of the GSMS.

4.5.2 [bookmark: _Toc311543942][bookmark: _Ref313477878][bookmark: _Toc320016952][bookmark: _Toc37084570]Configuration data

Describes data that configures the operation of various functions of a GSMS. 

4.5.2.1 [bookmark: _battery_depletion_threshold][bookmark: _billing_schedule_table][bookmark: _Billing_Calendar][bookmark: _Ref313558036][bookmark: _Ref320226990][bookmark: _Toc311543944][bookmark: _Toc311543943]Billing Calendar 

A calendar defining billing dates for the storage of billing related information in the Billing Data Log(4.5.3.2).

4.5.2.2 [bookmark: _calorific_value][bookmark: _Ref320225216]Calorific Value

The value used in the conversion of gas volume to kWh usage, based on the energy stored in one cubic metre of gas released when burnt at a standard temperature and pressure.

4.5.2.3 [bookmark: _debt_recovery_per][bookmark: _Conversion_Factor][bookmark: _Ref320225301]Conversion Factor

The value used in the conversion of gas volume to kWh usage, based on the temperature, pressure and compressibility conditions the gas is subjected to.

4.5.2.4 [bookmark: _Debt_Recovery_per_1][bookmark: _Ref320227796]Debt Recovery per Payment

The percentage of a payment to be recovered against debt when the GSMS is operating Payment-based Debt Recovery in Prepayment Mode.

4.5.2.5 [bookmark: _debt_recovery_rate][bookmark: _Debt_Recovery_Rates][bookmark: _Ref320225983]Debt Recovery Rates [1 … 2]

Two debt recovery rates in Currency Units per unit time for when the GSMS is using Time-based Debt Recovery in Prepayment Mode.

4.5.2.6 [bookmark: _debt_recovery_rate_1][bookmark: _Ref320227867]Debt Recovery Rate Cap

The maximum amount in Currency Units per unit time that can be recovered through Payment-based Debt Recovery when the GSMS is operating in Prepayment Mode.

4.5.2.7 [bookmark: _disconnection_threshold][bookmark: _Disablement_Threshold][bookmark: _Ref320226216]Disablement Threshold

The threshold in Currency Units for controlling when to Disable the Supply.

4.5.2.8 [bookmark: _emergency_credit_ceiling][bookmark: _Emergency_Credit_Limit][bookmark: _Ref320225726]Emergency Credit Limit

The amount of Emergency Credit in Currency Units to be made available to a Consumer when Emergency Credit is activated by the Consumer.

4.5.2.9 [bookmark: _emergency_credit_threshold][bookmark: _Ref320225667]Emergency Credit Threshold

The threshold in Currency Units below which Emergency Credit Balance(4.5.3.4) may be activated by the Consumer if so configured when the GSMS is operating in Prepayment Mode.

4.5.2.10 [bookmark: _Globally_Unique_ID][bookmark: _GUID][bookmark: _Device_Identifier][bookmark: _Firmware_Version][bookmark: _low_battery_threshold][bookmark: _low_credit_threshold][bookmark: _Ref320226149]Low Credit Threshold

[bookmark: _Ref313270538][bookmark: _Ref313270600][bookmark: _Toc311543945]The threshold in Currency Units below which a low credit Alert is signalled.

4.5.2.11 [bookmark: _non-disconnection_table][bookmark: _Non-Disablement_Table][bookmark: _monitor_gas_flow][bookmark: _Uncontrolled_Gas_Flow][bookmark: _Non-Disablement_Calendar][bookmark: _Toc311543956][bookmark: _Ref320224579]Non-Disablement Calendar

A calendar defining times, days and dates that specify periods during which the Supply will not be Disabled when the meter is operating in Prepayment Mode.

4.5.2.12 [bookmark: _PTZ_conversion_factor][bookmark: _Ref320223928]Payment Mode

The current mode of operation, being Prepayment Mode or Credit Mode.

4.5.2.13 [bookmark: _PTZ_Conversion_Factor_1][bookmark: _suspend_debt_emergency][bookmark: _Standing_Charge][bookmark: _Ref320225812]Standing Charge

A charge to be levied in Currency Units per unit time when operating in Credit Mode and Prepayment Mode.

4.5.2.14 [bookmark: _suspend_debt_disconnect][bookmark: _Suspend_Debt_Disabled][bookmark: _Ref320236154]Supply Depletion State

A setting to control the state of the Supply in the case of loss of power to the GSMS, being Disabled or unchanged.

4.5.2.15 [bookmark: _Supply_Tamper_State_1][bookmark: _Ref320227416]Supply Tamper State

A setting to control the state of the Supply in the case of a Tamper Event being detected, being Disabled or unchanged.

4.5.2.16 [bookmark: _Suspend_Debt_Disabled_1][bookmark: _Ref320226349]Suspend Debt Disabled

[bookmark: _special_days_table][bookmark: _tariff_rate_matrix]A setting controlling whether debt should be collected when the GSMS is operating in Prepayment Mode and Supply is Disabled.

4.5.2.17 [bookmark: _Tariff_Block_Rate][bookmark: _Ref320226295]Suspend Debt Emergency

A setting controlling whether debt should be collected when the GSMS is operating in Prepayment Mode and the Emergency Credit Balance(4.5.3.4) is below the Emergency Credit Limit(4.5.2.8).

4.5.2.18 [bookmark: _Tariff_Block_Rate_1][bookmark: _Tariff_Block_Price][bookmark: _Ref320225565]Tariff Block Price Matrix

A 4 x 1 matrix containing Prices for Block Pricing.

4.5.2.19 [bookmark: _Tariff_TOU_Rate][bookmark: _tariff_switching_matrix][bookmark: _tariff_switching_table][bookmark: _Ref320226825]Tariff Switching Table

A set of rules for allocating daily Consumption to a Tariff Register for Time-of-use Pricing and Time-of-use with Block Pricing. The rules stored within the table shall support at least 50 Time-of-use switching rules per annum.

The rules shall support allocation based on:

i. day, days and day ranges; and

ii. date, dates and date ranges.

All dates shall be specified as UTC.

4.5.2.20 [bookmark: _tariff_threshold_matrix][bookmark: _Ref320226914]Tariff Threshold Matrix

A 3 x 1 matrix capable of holding thresholds in kWh for controlling Block Tariffs.

4.5.2.21 [bookmark: _tariff_type][bookmark: _Tariff_TOU_Price][bookmark: _Ref320225451][bookmark: _Toc311543946]Tariff TOU Price Matrix

A 1 x 4 matrix containing Prices for Time-of-use Pricing.

4.5.2.22 [bookmark: _Tariff_Type_1][bookmark: _Ref320226404]Tariff Type

The Tariff type in operation, being Time-of-use or Time-of-use with Block.

4.5.2.23 [bookmark: _battery_depletion_state][bookmark: _valve_depletion_state][bookmark: _Ref320227938]Uncontrolled Gas Flow Rate

The flow rate in units of volume per unit time used in the detection of uncontrolled flow of gas on Enablement of Supply.

4.5.3 [bookmark: _Valve_Depletion_State_1][bookmark: _Supply_Depletion_State][bookmark: _Toc319250836][bookmark: _Toc320016953][bookmark: _Toc319250837][bookmark: _Toc320016954][bookmark: _Valve_Tamper_State][bookmark: _Supply_Tamper_State][bookmark: _Toc319250838][bookmark: _Toc320016955][bookmark: _Toc319250839][bookmark: _Toc320016956][bookmark: _Ref313478325][bookmark: _Ref316395364][bookmark: _Toc320016957][bookmark: _Toc37084571]Operational data

Describes data used by the functions of a GSMS for output of information.

4.5.3.1 [bookmark: _credit_balance][bookmark: _Billing_Data_Log][bookmark: _Block_Counter_Matrix][bookmark: _Tariff_Block_Matrix][bookmark: _Tariff_Block_Counter][bookmark: _Accumulated_Debt_Register][bookmark: _Ref320224814][bookmark: _Toc311543947]Accumulated Debt Register

The debt resulting from the collection of Standing Charge(4.5.2.13) and/or Time-based Debt when no credit or Emergency Credit is available, when operating in Prepayment Mode.

4.5.3.2 [bookmark: _Billing_Data_Log_1][bookmark: _Ref320226055]Billing Data Log

A log for storing the following date and time stamped entries of:

i. twelve entries comprising Tariff TOU Register Matrix(4.5.3.13) and Tariff Block Counter Matrix(4.5.3.12);

ii. five entries comprising prepayment credits;

iii. ten entries comprising time-based debt payments;

iv. ten entries comprising payment-based debt payments; and

v. twelve entries comprising Meter Balance(4.5.3.6), Emergency Credit Balance(4.5.3.4), Accumulated Debt Register(4.5.3.1), Payment Debt Register(4.5.3.8) and Time Debt Registers [1 … 2](4.5.3.14),

[bookmark: _credit_balance_1][bookmark: _Meter_Balance][bookmark: _Debt_Register][bookmark: _Toc311543950]arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. 

4.5.3.3 [bookmark: _Cumulative_Consumption_Log][bookmark: _Debt_Register_1][bookmark: _Daily_Read_Log][bookmark: _Ref320227164]Daily Read Log

A log for storing fourteen date and time stamped entries of the Tariff TOU Register Matrix(4.5.3.13), the Tariff Block Counter Matrix(4.5.3.12) and the Total Consumption Register(4.5.3.15) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

4.5.3.4 [bookmark: _Emergency_Credit_Balance_1][bookmark: _Ref320224670]Emergency Credit Balance

The amount of Emergency Credit available to the Consumer after it has been activated by the Consumer.

4.5.3.5 [bookmark: _event_log][bookmark: _Ref313270338]Event Log

A log for storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing, arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

4.5.3.6 [bookmark: _historic_tariff_table][bookmark: _billing_data_table][bookmark: _operating_mode][bookmark: _payment_mode][bookmark: _payment_debt_register][bookmark: _Network_Data_Period][bookmark: _Network_Data_Log][bookmark: _Ref320224365][bookmark: _Toc311543955]Meter Balance

[bookmark: _emergency_credit_balance]The amount of money in Currency Units as determined by the GSMS. If operating in Prepayment Mode, the Meter Balance represents the GSMS’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance(4.5.3.4)). If operating in Credit Mode, it represents the GSMS’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

4.5.3.7 [bookmark: _Network_Data_Log_1][bookmark: _Ref320227285]Network Data Log

A log for storing four hours of date and time stamped six minute Consumption data.

4.5.3.8 [bookmark: _Payment_Debt_Register_1][bookmark: _Ref320227604]Payment Debt Register

Debt to be recovered as a percentage of payment when using Payment-based Debt Recovery in Prepayment Mode.

4.5.3.9 [bookmark: _profile_data_table][bookmark: _Profile_Data_Log][bookmark: _Ref320227228]Profile Data Log

A log for storing a minimum of thirteen months of date and time stamped half hourly Consumption data arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

4.5.3.10 [bookmark: _remaining_battery_capacity][bookmark: _Ref320224913]Remaining Battery Capacity

Where a GSMS includes a Battery, the remaining Battery capacity in days.

4.5.3.11 [bookmark: _tariff_register_matrix][bookmark: _Security_Log][bookmark: _Ref320196178]Security Log

A log for storing one hundred UTC date and time stamped entries of security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

4.5.3.12 [bookmark: _Tariff_Register_Matrix_1][bookmark: _Ref320224168]Tariff Block Counter Matrix

A 4 x 1 matrix for storing Block Counters for Block Pricing.

4.5.3.13 [bookmark: _Tariff_TOU_Register][bookmark: _Ref320224035]Tariff TOU Register Matrix

A 1 x 4 matrix for storing Tariff Registers for Time-of-use Pricing.

4.5.3.14 [bookmark: _time_debt_register_1][bookmark: _Time_Debt_Register][bookmark: _Time_Debt_Registers][bookmark: _Ref320225893]Time Debt Registers [1 … 2]

Two registers recording independent debts to be recovered over time when operating Time-based Debt Recovery in Prepayment Mode.

4.5.3.15 [bookmark: _total_consumption_register][bookmark: _Ref320227067]Total Consumption Register

[bookmark: _Toc311543951]The register recording cumulative total Consumption.

4.5.3.16 Valve State

The state of the Valve, being opened, closed or Armed.

5 [bookmark: _Toc320027830][bookmark: _Toc37084572][bookmark: _Hlk36822060]Electricity Smart Metering System Technical Specification Version 1.2

5.1 [bookmark: _Toc320016123][bookmark: _Toc37084573]Overview

This section sets out the minimum physical requirements, minimum functional requirements, minimum interface requirements and minimum data requirements of an Electricity Smart Metering System (ESMS) installed to comply with the smart metering roll-out licence conditions (standard licence condition 39 of electricity supply licences).

For the avoidance of doubt, an ESMS may comprise one or more Devices provided that together they meet the minimum requirements of this section.

5.2 [bookmark: _Toc320016124][bookmark: _Toc37084574]Physical requirements

An ESMS shall as a minimum include the following components: 

i. a Clock;

ii. a Data Store;

iii. an Electricity Meter; 

iv. a HAN Interface;

v. a Load Switch; 

vi. a User Interface; and

vii. a WAN Interface.

An ESMS shall be mains powered and be capable of operating at a nominal voltage of 230VAC and consuming no more than an average of 4 watts of electricity under normal operating conditions.

An ESMS shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

Each Device forming part of the ESMS shall:

viii. display the Device Identifier(5.5.1.1); and

ix. have a Secure Perimeter.

The WAN Interface of an ESMS shall:

x. be capable of being replaced without also requiring the replacement of the Electricity Meter; and

xi. support communications based on Open Standards.



The HAN Interface of an ESMS shall be capable of supporting communications based on Open Standards.

5.3 [bookmark: _Toc320016125][bookmark: _Toc37084575]Functional requirements

This section sets out the minimum functions that an ESMS shall be capable of performing. 

5.3.1 [bookmark: _Toc316397747][bookmark: _Toc320016126][bookmark: _Toc37084576][bookmark: _Toc316222710]Clock

The Clock forming part of an ESMS shall be capable of operating so as to be accurate to within 10 seconds of UTC under normal operating conditions.

5.3.2 [bookmark: _Toc37084577][bookmark: _Ref316388915][bookmark: _Toc320096334]Communications

An ESMS shall be capable of establishing Communications Links via each of its interfaces (including its HAN Interface and its WAN Interface). 

An ESMS, and any Device forming part of it, shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements set-out in §5.3.9.3. 

[bookmark: _Ref320222056]For all Commands received via any Communications Link the ESMS shall be capable of:

i. Authenticating to a Trusted Source the Command and on failure to so Authenticate, generating an entry in the Security Log(5.5.3.16) to that effect and discarding the Command without execution and without sending a Response;

ii. verifying that it is the intended recipient of the Command and if it is not the intended recipient, generating an entry in the Security Log(5.5.3.16) to that effect and discarding the Command without execution and without sending a Response;

iii. verifying the validity of the contents and format of the Command and if invalid, sending a Response to that effect via its WAN Interface; and

iv. on detection of Unauthorised access of the nature described in §5.3.9, discarding the Command without execution and without sending a Response.

5.3.2.1 [bookmark: _Ref320635162]Communications with Consumer Devices over the HAN Interface

An ESMS shall be capable of establishing a Communications Link via its HAN Interface with at least one Consumer Device that is capable of providing the Consumer with access to the information set-out in §5.4.1. 

In establishing the Communications Link, the ESMS shall be capable of receiving Security Credentials to enable it to Authenticate the Consumer Device.

Where it has established a Communications Link with a Consumer Device the ESMS shall be capable of:

i. sending information (set-out in §5.4.1) to the Consumer Device; and

ii. sending Alerts to the Consumer Device.

5.3.2.2 [bookmark: _Toc318456141][bookmark: _Toc318974851][bookmark: _Toc318990233][bookmark: _Toc319063290][bookmark: _Toc319249782][bookmark: _Toc319250812][bookmark: _Toc318456142][bookmark: _Toc318974852][bookmark: _Toc318990234][bookmark: _Toc319063291][bookmark: _Toc319249783][bookmark: _Toc319250813][bookmark: _Toc318456143][bookmark: _Toc318974853][bookmark: _Toc318990235][bookmark: _Toc319063292][bookmark: _Toc319249784][bookmark: _Toc319250814][bookmark: _Toc318456144][bookmark: _Toc318974854][bookmark: _Toc318990236][bookmark: _Toc319063293][bookmark: _Toc319249785][bookmark: _Toc319250815][bookmark: _Toc318456145][bookmark: _Toc318974855][bookmark: _Toc318990237][bookmark: _Toc319063294][bookmark: _Toc319249786][bookmark: _Toc319250816][bookmark: _Toc318456146][bookmark: _Toc318974856][bookmark: _Toc318990238][bookmark: _Toc319063295][bookmark: _Toc319249787][bookmark: _Toc319250817][bookmark: _Ref320222085][bookmark: _Ref316371704]Communications with Microgeneration Meters over the HAN Interface

An ESMS shall be capable of establishing a Communications Link via its HAN Interface with at least one Microgeneration Meter. 

In establishing the Communications Link, the ESMS shall be capable of identifying and Authenticating the Microgeneration Meter with which it has established a Communication Link.

Where it has established a Communications Link with a Microgeneration Meter the ESMS shall be capable of:

i. sending requests for the information (set-out in §5.4.2) to the Microgeneration Meter; and

ii. receiving the information (set-out in §5.4.2) from the Microgeneration Meter.

5.3.2.3 Communications with a HES over the WAN Interface

An ESMS shall be capable of establishing a Communications Link via its WAN Interface with a HES. 

In establishing the Communications Link, the ESMS shall be capable of exchanging Security Credentials to enable mutual Authentication with the HES.

Where it has established a Communications Link with a HES the ESMS shall be capable of:

i. receiving the Commands (set-out in §5.4.4) from the HES;

ii. sending the Responses (set-out in §5.4.4) to the HES; and

iii. sending Alerts to the HES.

5.3.3 [bookmark: OLE_LINK98][bookmark: OLE_LINK96][bookmark: _Toc316397751][bookmark: _Toc320016130][bookmark: _Toc37084578][bookmark: _Toc316222713]Data storage

An ESMS shall be capable of retaining all information held in its Data Store on loss of power.

5.3.4 [bookmark: _Toc320016131][bookmark: _Toc37084579]Display of information

An ESMS shall be capable of displaying the following up to date information on its User Interface:

i. the Payment Mode(5.5.2.17) currently in operation, being Prepayment Mode or Credit Mode;

ii. the Tariff TOU Register Matrix(5.5.3.18) and the Tariff Block Counter Matrix(5.5.3.17);

iii. the Meter Balance(5.5.3.13);

iv. whether Emergency Credit is available for activation;

v. whether the ESMS has suspended the disablement of Supply during a period defined in the Non-Disablement Calendar(5.5.2.16) (as set-out in §5.3.6.2);

vi. the Emergency Credit Balance(5.5.3.9) when Emergency Credit is activated;

vii. any low credit condition;

viii. the Supply status, being Enabled or Disabled;

ix. any Time-based Debts and Time-based Debt Recovery rates; 

x. any Payment-based Debt;

xi. any accumulated debt recorded in the Accumulated Debt Register(5.5.3.1); and

xii. any Standing Charge(5.5.2.26).



An ESMS shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

5.3.5 [bookmark: _Toc320016132][bookmark: _Toc37084580]Monitoring

5.3.5.1 Load limiting

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]An ESMS shall be capable of determining when the Active Power Import(5.5.3.2) exceeds, for a continuous period of thirty seconds or more, the Load Limit Power Threshold(5.5.2.11) and on such an occurrence the ESMS shall be capable of:

i. generating an entry to that effect in the Event Log(5.5.3.10);

ii. counting the number of such occurrences in the Load Limit Counter(5.5.3.11);

iii. sending an Alert to that effect via its WAN Interface and its User Interface; 

iv. Disabling the Supply in circumstances where the Load Limit Supply State(5.5.2.12) is configured to require Disablement and then immediately Arming the Load Switch and displaying any such change in state of the Load Switch on its User Interface; and

v. notifying the change in state via its HAN Interface and WAN Interface.

5.3.6 [bookmark: _Toc320016133][bookmark: _Toc37084581]Payment Mode

An ESMS shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

5.3.6.1 Credit Mode

An ESMS when operating in Credit Mode shall be capable of maintaining a calculation of the Meter Balance(5.5.3.13) based on:

i. the Consumption in the Tariff TOU Register Matrix(5.5.3.18) multiplied by the Prices in the Tariff TOU Price Matrix(5.5.2.33) and, if operating Time-of-use with Block Pricing, additionally the Consumption in the Tariff Block Counter Matrix(5.5.3.17) multiplied by the Prices in the Tariff Block Price Matrix(5.5.2.30); and

ii. the Standing Charge(5.5.2.26),

and of displaying the Meter Balance(5.5.3.13) on its User Interface.

5.3.6.2 [bookmark: OLE_LINK102][bookmark: _Ref320222197]Prepayment Mode

An ESMS shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its WAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

An ESMS shall be capable of adding credit to the Meter Balance(5.5.3.13) (as set out in §5.4.3.2 and §5.4.4.2) and reducing the amount of credit in the Meter Balance(5.5.3.13).

An ESMS shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance(5.5.3.9)) if the Meter Balance(5.5.3.13) is below the Emergency Credit Threshold(5.5.2.10). The ESMS shall be capable of displaying the availability of Emergency Credit on its User Interface. The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit(5.5.2.9). An ESMS shall be capable of reducing the amount of credit in the Emergency Credit Balance(5.5.3.9) in the case where Emergency Credit is activated by the Consumer (as set out in §5.4.3.1 and §5.4.4.1) and the Meter Balance(5.5.3.13) is exhausted. Any Emergency Credit used shall be repaid when credit is added to the ESMS (as set out in §5.4.3.1 and §5.4.4.1). 

An ESMS shall be capable of reducing the Meter Balance(5.5.3.13) until exhausted followed by reducing the Emergency Credit Balance(5.5.3.9), if activated, until exhausted on the basis of:

i. the Consumption in the Tariff TOU Register Matrix(5.5.3.18) multiplied by the Prices in the Tariff TOU Price Matrix(5.5.2.33) and, if operating Time-of-use with Block Pricing, additionally the Consumption in the Tariff Block Counter Matrix(5.5.3.17) multiplied by the Prices in the Tariff Block Price Matrix(5.5.2.30);

ii. the Standing Charge(5.5.2.26); and

iii. the recovery of debt through each of the Time Debt Registers [1 … 2](5.5.3.19) at rates by the Debt Recovery Rates [1 … 2](5.5.2.6),

and the ESMS shall be capable of recording debt recovered in the Billing Data Log(5.5.3.7).

An ESMS shall be capable of monitoring the Meter Balance(5.5.3.13) and the activated Emergency Credit Balance(5.5.3.9) and:

iv. if the combined credit of the Meter Balance(5.5.3.13) and Emergency Credit Balance(5.5.3.9) falls below the Low Credit Threshold(5.5.2.13), displaying an Alert to that effect on its User Interface, and sending an Alert to that effect via its HAN Interface and WAN Interface; 

v. if the combined credit of the Meter Balance(5.5.3.13) and Emergency Credit Balance(5.5.3.9) falls below the Disablement Threshold(5.5.2.8), Disabling the Supply, displaying an Alert to that effect on its User Interface and sending an Alert to that effect via its HAN Interface and WAN Interface; and

vi. suspending the Disablement of Supply during periods defined in the Non-Disablement Calendar(5.5.2.16), and displaying an indication that the Disablement of Supply has been suspended on its User Interface.

An ESMS shall be capable of controlling recovery of debt in cases where Emergency Credit is in use or the Supply is Disabled by:

vii. suspending debt recovery when Emergency Credit is in use if configured by Suspend Debt Emergency(5.5.2.29) to do so; and

viii. [bookmark: _Ref320232348]suspending debt recovery when the Supply is Disabled if configured by Suspend Debt Disabled(5.5.2.28) to do so.

In circumstances where the Supply is Disabled, the ESMS shall be capable of continuing to recover Time-based Debt (if so configured as set out in viii above) and Standing Charge(5.5.2.26), and recording the debt recovered in the Accumulated Debt Register(5.5.3.1).

5.3.7 [bookmark: _Toc37084582][bookmark: _Toc320016134]Pricing 

An ESMS shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing, as configured by Tariff Type(5.5.2.34).

5.3.7.1 Time-of-use Pricing

An ESMS shall be capable of recording Consumption according to Time-of-use Bands in one of forty eight Tariff Registers in the Tariff TOU Register Matrix(5.5.3.18).

An ESMS shall be capable of switching between different Tariff Registers once per half hour. The switching between Time-of-use Bands and thus Tariff Registers shall be based on time of Consumption and switching rules defined in the Tariff Switching Table(5.5.2.31).

5.3.7.2 Time-of-use with Block Pricing

An ESMS shall be capable of recording Consumption according to Time-of-use Bands in one of eight Tariff Registers in the Tariff TOU Register Matrix(5.5.3.18). 

An ESMS shall also be capable of accumulating Consumption in one of four Block Counters in the Tariff Block Counter Matrix(5.5.3.17) for each of the eight Time-of-use Bands. The ESMS shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix(5.5.2.32).

An ESMS shall be capable of switching between different Tariff Registers once per half hour. The switching between Time-of-use Bands and thus Tariff Registers shall be based on time of Consumption and switching rules set out in the Tariff Switching Table(5.5.2.31).

5.3.8 [bookmark: _Toc37084583]Recording

5.3.8.1 Billing data

An ESMS shall be capable of taking a date and time stamped copy of and storing the Tariff TOU Register Matrix(5.5.3.18) and the Tariff Block Counter Matrix(5.5.3.17) in the Billing Data Log(5.5.3.7) in accordance with the timetable set out in the Billing Calendar(5.5.2.4) and then immediately resetting the Block Counters in the Tariff Block Counter Matrix(5.5.3.17) and if operating in Credit Mode immediately resetting the Meter Balance(5.5.3.13).

5.3.8.2 Daily read data

An ESMS shall be capable of taking a copy of and storing the Tariff TOU Register Matrix(5.5.3.18), the Tariff Block Counter Matrix(5.5.3.17) and the Total Active Import Register(5.5.3.21) together with a date and time stamp in the Daily Read Log(5.5.3.8) every day at midnight UTC.

5.3.8.3 Half hour profile data

In each thirty minute period (commencing at the start of minutes 00 and 30 in each hour), an ESMS shall be capable of recording the following (including details of the thirty minute period to which the data relates) in the Profile Data Log(5.5.3.15):

i. Active Energy Imported (Consumption);

ii. Active Energy Exported;

iii. Reactive Energy Imported; and

iv. Reactive Energy Exported.

5.3.8.4 Power threshold status

An ESMS shall be capable of comparing the Active Power Import(5.5.3.2) against thresholds and recording an indication of the level of consumption as follows:

i. if the Active Power Import(5.5.3.2) is equal to or lower than the Low Medium Power Threshold(5.5.2.14), set Ambient Power(5.5.3.3) to low;

ii. if the Active Power Import(5.5.3.2) is higher than the Low Medium Power Threshold(5.5.2.14) and equal to or lower than the Medium High Power Threshold(5.5.2.15), set Ambient Power(5.5.3.3) to medium; or

iii. otherwise, set the Ambient Power(5.5.3.3) to high.

5.3.8.5 Total Active Energy Imported 

An ESMS shall be capable of recording cumulative Active Energy Imported in the Total Active Import Register(5.5.3.21).

5.3.8.6 Total Active Energy Exported

An ESMS shall be capable of recording cumulative Active Energy Exported in the Total Active Export Register(5.5.3.20).

5.3.8.7 Total Reactive Energy Imported 

An ESMS shall be capable of recording cumulative Reactive Energy Imported in the Total Reactive Import Register(5.5.3.23).

5.3.8.8 Total Reactive Energy Exported

An ESMS shall be capable of recording cumulative Reactive Energy Exported in the Total Reactive Export Register(5.5.3.22).

5.3.9 [bookmark: _Toc320016135][bookmark: _Ref320202045][bookmark: _Toc37084584]Security

5.3.9.1 General

An ESMS shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its Integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the Integrity of any other Device to which it is connected by means of a Communications Link.

An ESMS shall be capable of verifying the Integrity of its Firmware at power-on and prior to execution.

An ESMS shall be capable of logging in the Security Log(5.5.3.16) information on all Sensitive Events.

5.3.9.2 Physical

An ESMS shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access through its Secure Perimeter that could compromise the Confidentiality and/or Data Integrity of:

i. Personal Data;

ii. Security Credentials; 

iii. Random Number Generator;

iv. Cryptographic Algorithms; 

v. the Electricity Meter; and

vi. Firmware and data essential for ensuring its Integrity,

held or executing on the ESMS. 

An ESMS shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and/or Data Integrity and on such detection shall be capable of:

xi. providing evidence of such an attempt through the use of tamper evident coatings or seals;

and where reasonably practicable:

viii. generating an entry to that effect in the Security Log(5.5.3.16);

ix. sending an Alert to that effect via its WAN Interface; and

x. Disabling the Supply, in circumstances where the Supply Tamper State(5.5.2.27) is configured to require Disablement.

5.3.9.3 [bookmark: _Ref321128140]Communications

An ESMS shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and/or Data Integrity of:

i. Personal Data whilst being transferred via an interface;

ii. Security Credentials whilst being transferred via an interface;

iii. Firmware and data essential for ensuring its Integrity whilst being transferred via an interface;

and any Command that could compromise the Confidentiality and/or Data Integrity of:

iv. Personal Data;

v. Security Credentials; and

vi. Firmware and data essential for ensuring its Integrity,

held or executing on the ESMS, and on such detection shall be capable of:

vii. [bookmark: _Toc320016137]generating an entry to that effect in the Security Log(5.5.3.16); and

viii. sending an Alert to that effect via its WAN Interface.

An ESMS shall be capable of employing techniques to protect against Replay Attacks of information used to Authenticate the identity of a system or individual.

An ESMS shall not be capable of modifying entries from, or executing a Command to modify or delete entries from the Security Log(5.5.3.16).

5.3.10 [bookmark: _Toc37084585]Voltage quality measurements

5.3.10.1 [bookmark: _Ref320890360]Average RMS voltage

An ESMS shall be capable of calculating the average value of RMS voltage over a configurable period as defined in the Average RMS Voltage Measurement Period(5.5.2.3), and:

i. recording the value so calculated (including details of the period to which the value relates) in the Average RMS Voltage Profile Data Log(5.5.3.4).

ii. detecting when the value so calculated is above the Average RMS Over Voltage Threshold(5.5.2.1), and on detection:

a generating an entry to that effect in the Event Log(5.5.3.10);

b counting the number of such occurrences in the Average RMS Over Voltage Counter(5.5.3.4); and

c sending an Alert to that effect via its WAN Interface.

iii. detecting when the value so calculated is below the Average RMS Under Voltage Threshold(5.5.2.2), and on detection:

a generating an entry to that effect in the Event Log(5.5.3.10);

b counting the number of such occurrences in the Average RMS Under Voltage Counter(5.5.3.5); and

c sending an Alert to that effect via its WAN Interface.

5.3.10.2 RMS extreme over voltage detection

An ESMS shall be capable of detecting when the RMS voltage is above the RMS Extreme Over Voltage Threshold(5.5.2.20) for longer than the continuous period defined in the RMS Extreme Over Voltage Measurement Period(5.5.2.18), and on detection:

i. generating an entry to that effect in the Event Log(5.5.3.10); and

ii. sending an Alert to that effect via its WAN Interface.

5.3.10.3 RMS extreme under voltage detection

An ESMS shall be capable of detecting when the RMS voltage is below the RMS Extreme Under Voltage Threshold(5.5.2.21) for longer than the continuous period defined in the RMS Extreme Under Voltage Measurement Period(5.5.2.19), and on detection:

i. generating an entry to that effect in the Event Log(5.5.3.10); and

ii. sending an Alert to that effect via its WAN Interface.



5.3.10.4 RMS voltage sag detection

An ESMS shall be capable of detecting when the RMS voltage is below the RMS Voltage Sag Threshold(5.5.2.24) for longer than the continuous period defined in the RMS Voltage Sag Measurement Period(5.5.2.22), and on detection:

i. generating an entry to that effect in the Event Log(5.5.3.10); and

ii. sending an Alert to that effect via its WAN Interface.

5.3.10.5 RMS voltage swell detection

An ESMS shall be capable of detecting when the RMS voltage is above the RMS Voltage Swell Threshold(5.5.2.25) for longer than the continuous period defined in the RMS Voltage Swell Measurement Period(5.5.2.23), and on detection:

i. generating an entry to that effect in the Event Log(5.5.3.10); and

ii. sending an Alert to that effect via its WAN Interface.

5.3.10.6 Supply outage detection

An ESMS shall be capable of generating entries in the Event Log(5.5.3.10) recording each occasion when the Supply is interrupted and/or restored.

5.4 [bookmark: _Toc320016138][bookmark: _Toc37084586]Interface requirements

This section sets out the minimum required interactions which an ESMS shall be capable of undertaking with Consumer Devices and a HES via its interfaces.

5.4.1 [bookmark: _Toc311625885][bookmark: _Toc311625886][bookmark: _Toc311625887][bookmark: _Toc311625888][bookmark: _Toc311566491][bookmark: _Toc311566548][bookmark: _Toc311625889][bookmark: _Toc311566492][bookmark: _Toc311566549][bookmark: _Toc311625890][bookmark: _Toc311566493][bookmark: _Toc311566550][bookmark: _Toc311625891][bookmark: _Toc311566494][bookmark: _Toc311566551][bookmark: _Toc311625892][bookmark: _Toc311566495][bookmark: _Toc311566552][bookmark: _Toc311625893][bookmark: _Toc316397759][bookmark: _Ref316933325][bookmark: _Ref316933329][bookmark: _Toc320016139][bookmark: _Ref320202122][bookmark: _Ref321301739][bookmark: _Toc37084587]HAN Interface Consumer Device information provision

[bookmark: OLE_LINK97][bookmark: OLE_LINK103][bookmark: _Ref316998567][bookmark: _Toc316999617][bookmark: _Toc320016140][bookmark: _Ref320202536][bookmark: _Toc316397761][bookmark: _Ref317001996]An ESMS shall be capable, immediately upon establishment of a Communications Link with a Consumer Device (as set out in §5.3.2.1), of providing the following information (with updates of any changes to the instantaneous Active Power measurement every 10 seconds thereafter, and timely updates of any changes to the other information) to that Consumer Device:

i. the Meter Balance(5.5.3.13);

ii. the date and time of the last update of the Meter Balance(5.5.3.13);

iii. the Clock time in UTC;

iv. the Total Active Import Register(5.5.3.21);

v. the Tariff TOU Register Matrix(5.5.3.18) and Tariff Block Counter Matrix(5.5.3.17);

vi. the Tariff Switching Table(5.5.2.31);

vii. the Daily Read Log(5.5.3.8);

viii. the Emergency Credit Balance(5.5.3.9) if Emergency Credit is activated;

ix. the Tariff TOU Price Matrix(5.5.2.33) and Tariff Block Price Matrix(5.5.2.30) with an indication of the active Tariff Price;

x. the Time-based Debts from the Time Debt Registers [1 … 2](5.5.3.19);

xi. the Time-based Debt Recovery rates from the Debt Recovery Rates [1 … 2](5.5.2.6);

xii. the Payment-based Debt from the Payment Debt Register(5.5.3.14);

xiii. the accumulated debt from the Accumulated Debt Register(5.5.3.1);

xiv. the Low Medium Power Threshold(5.5.2.14) and Medium High Power Threshold(5.5.2.15);

xv. the instantaneous Active Power measurement; 

xvi. the Low Credit Threshold(5.5.2.13);

xvii. the Profile Data Log(5.5.3.15); and

xviii. the Payment Mode(5.5.2.17).

5.4.2 [bookmark: _Ref320635256][bookmark: _Toc37084588]HAN Interface Microgeneration Meter information forwarding

An ESMS shall be capable, upon establishment of a Communications Link with a Microgeneration Meter (as set out in §5.3.2.2), of:

i. receiving requests for information from the HES via its WAN Interface and forwarding such requests for information to the Microgeneration Meter via its HAN Interface; and

ii. sending information received from a Microgeneration Meter via its HAN Interface and forwarding such information to the HES via its WAN Interface.

5.4.3 [bookmark: OLE_LINK104][bookmark: _Toc320016141][bookmark: _Toc37084589]User Interface Commands

An ESMS shall be capable of executing immediately the Commands set out in this section (§5.4.3) following their receipt via its User Interface.

The ESMS shall be capable of logging all such Commands received and Outcomes in the Event Log(5.5.3.10).

5.4.3.1 [bookmark: _Ref321144677][bookmark: _Ref316933902][bookmark: _Ref316934020]Activate Emergency Credit 

A Command to activate Emergency Credit (when the ESMS is operating in Prepayment Mode) if Emergency Credit is available (as set-out in §5.3.6.2).



In executing the Command, if the Supply is Disabled, the ESMS shall be capable of Arming the Load Switch and Enabling the Supply.

5.4.3.2 [bookmark: _Ref321218988]Add Credit

A Command to add credit to the ESMS (when the ESMS is operating in Prepayment Mode) on input of a UTRN. In executing the Command, the ESMS shall be capable of:

i. [bookmark: _Ref319678159]verifying the Authenticity of the UTRN;

ii. verifying that the ESMS is the intended recipient of the UTRN;

iii. rejecting duplicate presentation of the same UTRN; and

iv. [bookmark: _Ref319678192]controlling the number of invalid UTRN entries processed.

[bookmark: _Ref316933145]The ESMS shall be capable, on failure of any of i to iv above, of generating an entry in the Security Log(5.5.3.17) to that effect.

In executing the Command, the ESMS shall be capable of applying the credit added in the following order:

v. [bookmark: _Ref320639494][bookmark: _Ref319678767]recovery of Payment-based Debt of an amount defined by Debt Recovery per Payment(5.5.2.5) from the Payment Debt Register(5.5.3.14) subject to the Debt Recovery Rate Cap(5.5.2.7);

vi. [bookmark: _Ref319678779]recovery of debt accumulated in the Accumulated Debt Register(5.5.3.1);

vii. [bookmark: _Ref320639482]repayment of Emergency Credit activated and used by Consumer; and

viii. adding remaining credit (the credit after deduction of v, vi and vii above) to the Meter Balance(5.5.3.13).

In executing the Command, the ESMS shall be capable of Arming the Load Switch if the Meter Balance(5.5.3.13) rises above the Disablement Threshold(5.5.2.8) and displaying any such change in state of the Load Switch on its User Interface and notifying the change in state via its HAN Interface and WAN Interface.

In executing the Command, the ESMS shall be capable of recording the credit added to the Meter Balance(5.5.3.13) in the Billing Data Log(5.5.3.7).

5.4.3.3 Enable Supply

A Command to enable the Supply if the Load Switch is Armed.

5.4.4 [bookmark: _Ref316659735][bookmark: _Toc320016142][bookmark: _Toc37084590]WAN Interface Commands

An ESMS shall be capable of executing the Commands set out in this section (§5.4.4).

An ESMS shall be capable of executing Commands immediately on receipt (“immediate Commands”). An ESMS shall be capable of executing certain Commands at a future date (“future dated Commands”). A future dated Command shall include a date and time at which the Command shall be executed by the ESMS.

An ESMS shall be capable of sending a Response containing the Outcome on execution of an immediate Command.

An ESMS shall be capable of sending a Response acknowledging receipt of a future dated Command immediately upon its receipt. An ESMS shall be capable of sending a Response containing the Outcome at the future date and time of execution of a future dated Command.

An ESMS shall be capable of over-writing an outstanding future dated Command on receipt of a new future dated Command of the same type. A future dated Command shall be capable of being cancelled by an Authorised party. An ESMS shall be capable of cancelling a future dated Command upon receipt of an immediate Command of the same type. An ESMS shall be capable of sending an Outcome including the reason for failure of a future dated Command in the event that it has been over-written or cancelled.

An ESMS shall be capable of logging all such Commands received and Outcomes in the Event Log(5.5.3.10).

5.4.4.1 [bookmark: _Ref321144688][bookmark: _Ref320221942]Activate Emergency Credit

A Command to activate Emergency Credit (when the ESMS is operating in Prepayment Mode) if Emergency Credit is available (as set-out in §5.3.6.2). 

In executing the Command, if the Supply is Disabled, the ESMS shall be capable of Arming the Load Switch.

5.4.4.2 [bookmark: _Ref321219019]Add Credit

A Command to accept credit to be applied to the ESMS (when the ESMS is operating in Prepayment Mode). In executing the Command, the ESMS shall be capable of applying the credit added in the following order:

i. [bookmark: OLE_LINK99][bookmark: OLE_LINK100][bookmark: OLE_LINK101][bookmark: _Ref320021665]recovery of Payment-based Debt of an amount defined by Debt Recovery per Payment(5.5.2.5) from the Payment Debt Register(5.5.3.14) subject to the Debt Recovery Rate Cap(5.5.2.7); 

ii. [bookmark: _Ref320865794][bookmark: _Ref320021673]recovery of debt accumulated in the Accumulated Debt Register(5.5.3.1);

iii. [bookmark: _Ref320639352]repayment of Emergency Credit activated and used by Consumer; and

iv. adding remaining credit (the credit after deduction of i, ii and iii above) to the Meter Balance(5.5.3.13).

In executing the Command, the ESMS shall be capable of Arming the Load Switch if the Meter Balance(5.5.3.13) rises above the Disablement Threshold(5.5.2.8) and displaying any such change in state of the Load Switch on its User Interface and notifying the change in state via its HAN Interface and WAN Interface.

In executing the Command, the ESMS shall be capable of recording the credit added to the Meter Balance(5.5.3.13) in the Billing Data Log(5.5.3.7).

5.4.4.3 [bookmark: _Ref316661316][bookmark: _Ref316661293]Adjust Debt

[bookmark: _Ref316933205]A Command to apply positive and negative adjustments to the Time Debt Registers [1 … 2](5.5.3.19) and the Payment Debt Register(5.5.3.14) (when operating in Prepayment Mode).

5.4.4.4 Adjust Meter Balance

A Command to apply positive and negative adjustments to the Meter Balance(5.5.3.13).

If the ESMS is operating in Prepayment Mode and, following such adjustment, if the Meter Balance(5.5.3.13) rises above the Disablement Threshold(5.5.2.8), the ESMS shall be capable of Arming the Load Switch and displaying any such change in state of the Load Switch on its User Interface and notifying the change in state via its HAN Interface and WAN Interface.

5.4.4.5 [bookmark: _Ref316661335]Arm Load Switch

A Command to Arm the Load Switch.

5.4.4.6 Clear Event Log

A Command to clear all entries from the Event Log(5.5.3.10).

5.4.4.7 Disable Supply

A Command to Disable the Supply.

5.4.4.8 [bookmark: _Ref316661383][bookmark: _Ref316661463][bookmark: _Ref316661487]Enable Supply

A Command to Enable the Supply without the need for local physical interaction. 

5.4.4.9 Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in §5.5.2.

In executing the Command, the ESMS shall be capable of sending such value(s) in a Response via its WAN Interface.

5.4.4.10 Read Constant Data

A Command to read the value of one or more of the constant data items set out in §5.5.1.

In executing the Command, the ESMS shall be capable of sending such value(s) in a Response via its WAN Interface.

5.4.4.11 Read Operational Data

A Command to read the value of one or more of the operational data items set out in §5.5.3.

In executing the Command, the ESMS shall be capable of sending such value(s) in a Response via its WAN Interface.

5.4.4.12 Reset Load Limit Counter

A Command to reset the Load Limit Counter(5.5.3.11) to zero.

5.4.4.13 Reset Average RMS Over Voltage Counter

A Command to reset the Average RMS Over Voltage Counter(5.5.3.4) to zero.

5.4.4.14 Reset Average RMS Under Voltage Counter

A Command to reset the Average RMS Under Voltage Counter(5.5.3.5) to zero.

5.4.4.15 Restrict Data

A Command to mark configuration and/or operational data as restricted so as to prevent from disclosure on its HAN Interface and its User Interface.

5.4.4.16 [bookmark: _Ref313623628][bookmark: _Ref313623642]Set Payment Mode

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode(5.5.2.17).

In executing the Command, the ESMS shall be capable of recording:

i. the Tariff TOU Register Matrix(5.5.3.18);

ii. the Tariff Block Counter Matrix(5.5.3.17);

iii. the Meter Balance(5.5.3.13);

iv. the Emergency Credit Balance(5.5.3.9);

v. the Payment Debt Register(5.5.3.14);

vi. the Time Debt Registers [1 … 2](5.5.3.19); and

vii. the Accumulated Debt Register(5.5.3.1),



in the Billing Data Log(5.5.3.7).

5.4.4.17 Set Tariff

A Command to accept new values for Tariff Type(5.5.2.34), Tariff TOU Price Matrix(5.5.2.33), Tariff Block Price Matrix(5.5.2.30), Tariff Switching Table(5.5.2.31), and Tariff Threshold Matrix(5.5.2.32).

In executing the Command, the ESMS shall be capable of recording:

i. the Tariff TOU Register Matrix(5.5.3.18);

ii. the Tariff Block Counter Matrix(5.5.3.17);

iii. the Meter Balance(5.5.3.13);

iv. the Emergency Credit Balance(5.5.3.9);

v. the Payment Debt Register(5.5.3.14);

vi. the Time Debt Registers [1 … 2](5.5.3.19); and

vii. the Accumulated Debt Register(5.5.3.1),



in the Billing Data Log(5.5.3.7).

5.4.4.18 Synchronise Clock

A Command to synchronise the Clock with UTC over its WAN Interface. 

5.4.4.19 Update Firmware

A Command to receive new Firmware.

In executing the Command, the ESMS shall be capable of:

i. only accepting new Firmware from an Authorised and Authenticated source;

ii. verifying the Authenticity and Integrity of new Firmware before installation; and

iii. installing new Firmware using a mechanism that is robust against failure and loss of data.



The new Firmware shall include version information which shall be capable of being made available to be read from Firmware Version(5.5.1.2).

5.4.4.20 Update Security Credentials

A Command to update or revoke Security Credentials held within the ESMS.

5.4.4.21 Write Configuration Data

A Command to record one or more new values of the configuration data items set out in §5.5.2. 

In executing the Command, the ESMS shall be capable of logging all changes of values in the Event Log(5.5.3.10).

5.5 [bookmark: _Toc320016143][bookmark: _Toc37084591]Data requirements

This section describes the minimum information which an ESMS is to be capable of holding in its Data Store.

5.5.1 [bookmark: _Toc320016144][bookmark: _Ref320541998][bookmark: _Ref320542002][bookmark: _Toc37084592]Constant data

Describes data that remains constant and unchangeable at all times other than through Firmware upgrades. 

5.5.1.1 [bookmark: _Ref320622767][bookmark: _Toc311543949][bookmark: _Toc313517487]Device Identifier

An identifier used to uniquely identify each Device installed to comply with the smart metering roll-out licence conditions.

5.5.1.2 [bookmark: _Ref320235369]Firmware Version

The operational version of Firmware of the ESMS.

5.5.2 [bookmark: _Toc319250835][bookmark: _Toc320016145][bookmark: _Ref320222294][bookmark: _Toc37084593]Configuration data

Describes data that configures the operation of various functions of an ESMS. 

5.5.2.1 [bookmark: _Billing_Calendar_1][bookmark: _Voltage_Over_Threshold_1][bookmark: _Ref315855917][bookmark: _Ref320234458]Average RMS Over Voltage Threshold

The average RMS voltage above which an over voltage condition is reported. The threshold shall be configurable within the specified operating range of the Electricity Meter.

5.5.2.2 [bookmark: _Voltage_Under_Threshold][bookmark: _Ref315855863][bookmark: _Ref320234179]Average RMS Under Voltage Threshold

The average RMS voltage below which an under voltage condition is reported. The threshold shall be configurable within the specified operating range of the Electricity Meter.

5.5.2.3 [bookmark: _Ref321145090][bookmark: _Ref320232497]Average RMS Voltage Measurement Period

The length of time in minutes that the RMS voltage is averaged over.

5.5.2.4 [bookmark: _Ref321224815]Billing Calendar

A calendar defining billing dates for the storage of billing related information in the Billing Data Log(5.5.3.7).

5.5.2.5 [bookmark: _Ref320235139]Debt Recovery per Payment

The percentage of a payment to be recovered against debt when the ESMS is operating Payment-based Debt Recovery in Prepayment Mode.

5.5.2.6 [bookmark: _Ref320231704]Debt Recovery Rates [1 … 2]

Two debt recovery rates in Currency Units per unit time for when the ESMS is using Time-based Debt Recovery in Prepayment Mode.

5.5.2.7 [bookmark: _Ref320235213]Debt Recovery Rate Cap

The maximum amount in Currency Units per unit time that can be recovered through Payment-based Debt Recovery when the ESMS is operating in Prepayment Mode.

5.5.2.8 [bookmark: _Disablement__Threshold][bookmark: _Ref320231952]Disablement Threshold

The threshold in Currency Units for controlling when to Disable the Supply.

5.5.2.9 [bookmark: _Ref320231540]Emergency Credit Limit

The amount of Emergency Credit in Currency Units to be made available to a Consumer when Emergency Credit is activated by the Consumer.

5.5.2.10 [bookmark: _Ref320231491]Emergency Credit Threshold

The threshold in Currency Units below which Emergency Credit Balance(5.5.3.9) may be activated by the Consumer if so configured when the ESMS is operating in Prepayment Mode.

5.5.2.11 [bookmark: _Ref320230862]Load Limit Power Threshold

The Active Power threshold in kW above which a load limiting event is recorded.

5.5.2.12 [bookmark: _Aux_Load_Control][bookmark: _Load_Limited_Disable][bookmark: _Load_Limited_Switch][bookmark: _Load_Limit_Supply][bookmark: _Ref320231119]Load Limit Supply State

A setting to control the state of the Supply in the case of a Load Limit Event being detected, being Disabled or unchanged.

5.5.2.13 [bookmark: _Load_Limit_Power][bookmark: _Low_Medium_Power][bookmark: _Ref320231848][bookmark: _Ref315857612]Low Credit Threshold

The threshold in Currency Units below which a low credit Alert is signalled.

5.5.2.14 [bookmark: _Low_Medium_Power_1][bookmark: _Ref320232852]Low Medium Power Threshold 

[bookmark: OLE_LINK9][bookmark: OLE_LINK11][bookmark: OLE_LINK7][bookmark: OLE_LINK8]A value in kW defining the threshold between an indicative low and medium Active Power Import(5.5.3.2) level.

5.5.2.15 [bookmark: _Medium_High_Power][bookmark: _Ref315857638][bookmark: _Ref320233200]Medium High Power Threshold

A value in kW defining the threshold between an indicative medium and high power Active Power Import(5.5.3.2) level.

5.5.2.16 [bookmark: _Ref320230518]Non-Disablement Calendar

A calendar defining times, days and dates that specify periods during which the Supply will not be Disabled when the meter is operating in Prepayment Mode.

All time and dates shall be specified as UTC.

5.5.2.17 [bookmark: OLE_LINK94][bookmark: _Ref320230200]Payment Mode

The current mode of operation, being Prepayment Mode or Credit Mode.

5.5.2.18 [bookmark: _RMS_Voltage_Extreme][bookmark: _RMS_Voltage_Event][bookmark: _RMS_Voltage_Extreme_1][bookmark: _Ref320234535][bookmark: _Ref315855823]RMS Extreme Over Voltage Measurement Period

The duration in seconds used to measure an extreme over voltage condition. 

5.5.2.19 [bookmark: _Ref320719897]RMS Extreme Under Voltage Measurement Period

The duration in seconds used to measure an extreme under voltage condition.

5.5.2.20 [bookmark: _Voltage_Swell/Sag_Measurement_1][bookmark: _Ref321145317][bookmark: _Ref320234784]RMS Extreme Over Voltage Threshold

The RMS voltage above which an extreme over voltage condition is reported. The threshold shall be configurable within the specified operating range of the Electricity Meter.

5.5.2.21 [bookmark: _Ref321149827]RMS Extreme Under Voltage Threshold

The RMS voltage below which an extreme under voltage condition is reported. The threshold shall be configurable within the specified operating range of the Electricity Meter.

5.5.2.22 [bookmark: _Ref321213500]RMS Voltage Sag Measurement Period

The duration in seconds used to measure a voltage sag condition.

5.5.2.23 [bookmark: _Ref320720145]RMS Voltage Swell Measurement Period

The duration in seconds used to measure a voltage swell condition.

5.5.2.24 [bookmark: _Voltage_Sag_Threshold][bookmark: _Ref320234887]RMS Voltage Sag Threshold

The RMS voltage below which a sag condition is reported. The threshold shall be configurable within the specified operating range of the Electricity Meter.

5.5.2.25 [bookmark: _Voltage_Swell_Threshold][bookmark: _Ref320234841]RMS Voltage Swell Threshold

The RMS voltage above which a swell condition is reported. The threshold shall be configurable within the specified operating range of the Electricity Meter.

5.5.2.26 [bookmark: _Voltage_Measurement_Period][bookmark: _Ref320231370]Standing Charge

A charge to be levied in Currency Units per unit time when operating in Credit Mode and Prepayment Mode.

5.5.2.27 [bookmark: _Ref320233428]Supply Tamper State

A setting to control the state of the Supply in the case of a Tamper Event being detected, being Disabled or unchanged.

5.5.2.28 [bookmark: _Ref320232096]Suspend Debt Disabled

A setting controlling whether debt should be collected when the ESMS is operating in Prepayment Mode and Supply is Disabled.

5.5.2.29 [bookmark: _Ref320232036]Suspend Debt Emergency

A setting controlling whether debt should be collected when the ESMS is operating in Prepayment Mode and the Emergency Credit Balance(5.5.3.9) is below the Emergency Credit Limit(5.5.2.9).

5.5.2.30 [bookmark: _Ref320231260]Tariff Block Price Matrix

A 4 x 8 matrix containing prices for Block Pricing.

5.5.2.31 [bookmark: _Ref320232155]Tariff Switching Table

A set of switching rules for allocating half-hourly Consumption to a Tariff Register for Time-of-use Pricing and Time-of-use with Block Pricing. The rules stored within the table shall support at least 200 Time-of-use switching rules per annum.

The rules shall support allocation based on:

i. half-hour, half-hours and half-hour ranges;

ii. day, days and day ranges; and

iii. date, dates and date ranges.



All dates shall be specified as UTC.

5.5.2.32 [bookmark: _Tariff_Switching_Table_1][bookmark: _Tariff_Switching_2][bookmark: _Tariff_Switching_Table_2][bookmark: _Tariff_Switching_Export][bookmark: _Ref320232222]Tariff Threshold Matrix

A 3 x 8 matrix capable of holding thresholds in kWh for controlling Block Tariffs.

5.5.2.33 [bookmark: _Tariff_TOU_Rate_1][bookmark: _Ref320231172]Tariff TOU Price Matrix

A 1 x 48 matrix containing prices for Time-of-use Pricing.

5.5.2.34 [bookmark: _Ref320232405]Tariff Type

The Tariff type in operation, being Time-of-use or Time-of-use with Block.

5.5.3 [bookmark: _Voltage_Over_Threshold][bookmark: _Voltage_Under/Over_Monitoring][bookmark: _Ref316935438][bookmark: _Toc320016146][bookmark: _Toc37084594]Operational data

Describes data used by the functions of an ESMS for output of information.

5.5.3.1 [bookmark: _Ref320230694][bookmark: _Ref315857666]Accumulated Debt Register

The debt resulting from the collection of Standing Charge(5.5.2.26) and/or Time-based Debt when no credit or Emergency Credit is available, when operating in Prepayment Mode.

5.5.3.2 [bookmark: _Active_Import_Power:][bookmark: _Ref320230780][bookmark: _Ref320544673]Active Power Import 

The import of Active Power measured by the ESMS.

5.5.3.3 [bookmark: _Average_RMS_Voltage][bookmark: _Ref320233119][bookmark: OLE_LINK95]Ambient Power

An indication of the ambient power level, being low, medium or high.

5.5.3.4 [bookmark: _Ref321149545][bookmark: _Ref320234085]Average RMS Over Voltage Counter

The number of times the average RMS voltage, as calculated in §5.3.10.1, has been above the Average RMS Over Voltage Threshold(5.5.2.1) since last reset.

5.5.3.5 [bookmark: _Ref321149723]Average RMS Under Voltage Counter

The number of times the average RMS voltage, as calculated in §5.3.10.1, has been below the Average RMS Under Voltage Threshold(5.5.2.2) since last reset.

5.5.3.6 [bookmark: _Ref321145223]Average RMS Voltage Profile Data Log

A log for storing 4320 entries (including details of the period to which each entry relates) comprising the averaged RMS voltage for each Average RMS Voltage Measurement Period(5.5.2.3) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

5.5.3.7 [bookmark: _Ref320231768]Billing Data Log

[bookmark: _Ref320232646]A log for storing the following date and time stamped entries of:

i. twelve entries comprising Tariff TOU Register Matrix(5.5.3.18) and Tariff Block Counter Matrix(5.5.3.17);

ii. five entries comprising prepayment credits;

iii. ten entries comprising time-based debt payments;

iv. ten entries comprising payment-based debt payments; and

v. twelve entries comprising Meter Balance(5.5.3.13), Emergency Credit Balance(5.5.3.9), Accumulated Debt Register(5.5.3.1), Payment Debt Register(5.5.3.14) and Time Debt Registers [1 … 2](5.5.3.19),

arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. 

5.5.3.8 [bookmark: _Ref320634352]Daily Read Log

A log for storing fourteen date and time stamped entries of the Tariff TOU Register Matrix(5.5.3.18), the Tariff Block Counter Matrix(5.5.3.17) and the Total Active Import Register(5.5.3.21) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

5.5.3.9 [bookmark: _debt_balance][bookmark: _Ref320230591]Emergency Credit Balance

The amount of Emergency Credit available to the Consumer after it has been activated by the Consumer.

5.5.3.10 [bookmark: _Ref320230927]Event Log

A log for storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing, arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

5.5.3.11 [bookmark: _Load_Limit_Counter][bookmark: _Ref320231038]Load Limit Counter

The number of times the Active Power Import has exceeded the Load Limit Power Threshold(5.5.2.11) since last cleared.

5.5.3.12 Load Switch State

The state of the Load Switch, being opened, closed or Armed.

5.5.3.13 [bookmark: _Ref320230322]Meter Balance

The amount of money in Currency Units as determined by the ESMS. If operating in Prepayment Mode, the Meter Balance represents the ESMS’s determination of the amount of credit available to the Consumer (other than any Emergency Credit Balance(5.5.3.9)). If operating in Credit Mode, it represents the ESMS’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

5.5.3.14 [bookmark: _Micro-gen_Profile_Data][bookmark: _Ref320234949][bookmark: _Ref320635071]Payment Debt Register

Debt to be recovered as a percentage of payment when using Payment-based Debt Recovery in Prepayment Mode.

5.5.3.15 [bookmark: _Ref320232704]Profile Data Log

A log for storing date and time-stamped half hourly data arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. The log shall be capable of storing a minimum of:

i. 13 months of Active Energy Imported (Consumption);

ii. 3 months of Active Energy Exported;

iii. 3 months of Reactive Energy Imported; and

iv. 3 months of Reactive Energy Exported.

5.5.3.16 [bookmark: _Ambient_Power][bookmark: _RMS_Voltage_Log][bookmark: _RMS_Voltage_Min][bookmark: _Ref320229836][bookmark: _Ref320634735]Security Log

A log for storing one hundred UTC date and time stamped entries of security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

5.5.3.17 [bookmark: _Ref320230085]Tariff Block Counter Matrix

A 4 x 8 matrix for storing Block Counters for Block Pricing.

5.5.3.18 [bookmark: _Tariff_TOU_Register_2][bookmark: _Ref320229967]Tariff TOU Register Matrix

A 1 x 48 matrix for storing Tariff Registers for Time-of-use Pricing.

5.5.3.19 [bookmark: _Tariff_TOU_Register_1][bookmark: _Tariff_TOU_Register_3][bookmark: _Ref320231616]Time Debt Registers [1 … 2]

Two registers recording independent debts to be recovered over time when operating Time-based Debt Recovery in Prepayment Mode.

5.5.3.20 [bookmark: _Total_Active_Export][bookmark: _Ref315857881]Total Active Export Register

The register recording the total cumulative Active Energy Exported.

5.5.3.21 [bookmark: _Total_Active_Export_1][bookmark: _Total_Active_Import][bookmark: _Ref315857859]Total Active Import Register

The register recording the cumulative Active Energy Imported.

5.5.3.22 [bookmark: _Total_Active_Import_1][bookmark: _Total_Reactive_Export_1][bookmark: _Ref315857921][bookmark: _Ref315857903]Total Reactive Export Register

The register recording the cumulative Reactive Energy Exported.

5.5.3.23 [bookmark: _Total_Reactive_Export][bookmark: _Total_Reactive_Import][bookmark: _Ref320233324]Total Reactive Import Register

[bookmark: _Total_Export_Reactive]The register recording the cumulative Reactive Energy Imported.



6 [bookmark: _Toc320027831][bookmark: _Toc37084595][bookmark: _Hlk36822099]In Home Display Technical Specification Version 1.2

6.1 [bookmark: _Toc320001807][bookmark: _Toc37084596]Overview

[bookmark: _Toc312157607]This section defines the minimum physical requirements, minimum functional requirements, minimum interface requirements and minimum data requirements of an In-home Display installed to comply with the smart metering roll-out licence conditions (standard licence condition 34 of gas supply licences and standard licence condition 40 of electricity supply licences).

6.2 [bookmark: _Toc320001809][bookmark: _Toc320001810][bookmark: _Toc320001811][bookmark: _Toc320001812][bookmark: _Toc320001813][bookmark: _Toc320001814][bookmark: _Toc320001815][bookmark: _Toc320001816][bookmark: _Toc320001817][bookmark: _Toc320001818][bookmark: _Toc320001819][bookmark: _Toc320001820][bookmark: _Toc320001821][bookmark: _Toc320001822][bookmark: _Toc320001823][bookmark: _Toc320001824][bookmark: _Toc320001825][bookmark: _Toc320001826][bookmark: _Toc320001827][bookmark: _Toc320001828][bookmark: _Toc320001829][bookmark: _Toc320001830][bookmark: _Toc320001831][bookmark: _Toc320001832][bookmark: _Toc320001833][bookmark: _Toc320001834][bookmark: _Toc320001835][bookmark: _Toc320001836][bookmark: _Toc320001837][bookmark: _Toc320001838][bookmark: _Toc320001839][bookmark: _Toc320001840][bookmark: _Toc320001841][bookmark: _Toc320001842][bookmark: _Toc320001843][bookmark: _Toc320001844][bookmark: _Toc320001845][bookmark: _Toc320001846][bookmark: _Toc320001847][bookmark: _Toc320001848][bookmark: _Toc320001849][bookmark: _Toc320001850][bookmark: _Toc320001851][bookmark: _Toc320001852][bookmark: _Toc320001853][bookmark: _Toc320001854][bookmark: _Toc320001855][bookmark: _Toc320001856][bookmark: _Toc320001857][bookmark: _Toc320001858][bookmark: _Toc320001859][bookmark: _Toc320001860][bookmark: _Toc320001861][bookmark: _Toc320001862][bookmark: _Random_Number_Generator][bookmark: _Toc320001863][bookmark: _Toc320001864][bookmark: _Toc320001865][bookmark: _Toc320001866][bookmark: _Toc320001867][bookmark: _Toc320001868][bookmark: _Toc320001869][bookmark: _Toc320001870][bookmark: _Security_Credential][bookmark: _Toc320001871][bookmark: _Toc320001872][bookmark: _Toc320001873][bookmark: _Toc320001874][bookmark: _Toc320001875][bookmark: _Toc320001876][bookmark: _Toc320001877][bookmark: _Toc320001878][bookmark: _Sensitive_Event][bookmark: _Toc320001879][bookmark: _Toc320001880][bookmark: _Toc320001881][bookmark: _Toc320001882][bookmark: _Toc320001883][bookmark: _Toc320001884][bookmark: _Toc320001885][bookmark: _Toc320001886][bookmark: _Toc320001887][bookmark: _Toc320001888][bookmark: _Toc320001889][bookmark: _Toc320001890][bookmark: _Toc320001891][bookmark: _Toc320001892][bookmark: _Toc320001893][bookmark: _Toc320001894][bookmark: _Toc320001895][bookmark: _Toc320001896][bookmark: _Toc320001897][bookmark: _Toc320001898][bookmark: _Toc320001899][bookmark: _Toc37084597]Physical requirements

An IHD shall as a minimum include the following components: 

i. a Data Store;

ii. a HAN Interface; and

iii. a User Interface.

An IHD shall be mains powered and shall be capable of operating at a nominal voltage of 230VAC and consuming no more than an average of 0.6 watts of electricity under normal operating conditions.

[bookmark: OLE_LINK17]An IHD shall:

iv. display the Device Identifier(6.5.1.1).

The HAN Interface of an IHD shall be capable of supporting communications based on Open Standards.

An IHD shall be designed to enable the information displayed on it to be easily accessed and presented in a form that is clear and easy to understand including by Consumers with impaired:

v. sight;

vi. memory and learning ability;

vii. perception and attention; or

viii. dexterity.

6.3 [bookmark: _Toc320001900][bookmark: _Toc37084598]Functional requirements

This section defines the minimum functions that an IHD shall be capable of performing. 

6.3.1 [bookmark: _Toc37084599]Communications

An IHD shall be capable of establishing Communications Links via its HAN Interface. 

An IHD shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements set-out in §6.3.4.2. 

6.3.1.1 [bookmark: _Ref320214344]Communications with a GSMS or ESMS

An IHD shall be capable of establishing a Communications Link via its HAN Interface with a GSMS or ESMS as appropriate. 

In establishing the Communications Link, the IHD shall be capable of providing Security Credentials to enable it to be Authenticated by the GSMS or ESMS as appropriate.

Where it has established a Communications Link, the IHD shall be capable of:

i. receiving the information (set-out in §4.4.1) from the GSMS; or (as appropriate)

ii. receiving the information (set-out in §5.4.1) from the ESMS.

The IHD shall be capable of detecting a failure of a Communications Link and on detection of a failure, shall be capable of clearing or suitably annotating the information displayed on its User Interface (set out in §6.3.2 or §6.3.3 as appropriate) to indicate that the information may be out of date.

6.3.2 [bookmark: _Toc320001902][bookmark: _Toc320001903][bookmark: _Toc320001904][bookmark: _Toc320001905][bookmark: _Toc320001906][bookmark: _Toc320001907][bookmark: _Toc320001908][bookmark: _Ref319592728][bookmark: _Toc320001911][bookmark: _Toc37084600][bookmark: _Ref319592667][bookmark: _Toc320001910]Information pertaining to the Supply of gas to the Premises

An IHD shall be capable immediately upon establishment of a Communications Link with a GSMS (as set out in §6.3.1.1), of providing the following information[footnoteRef:3] on its User Interface and providing updates of any changes to the information every 30 minutes thereafter. [3:  Information that shall be capable of being provided in numerical form is annotated [NUM]. Information that shall be capable of being provided in Ambient form is annotated [AMB]. Where information is not annotated the information may be provided in any visual format. 
] 


The IHD shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

6.3.2.1 Active Tariff Price [NUM]

The active Tariff Price for Energy Consumption in Currency Units per kWh.

6.3.2.2 [bookmark: _Cumulative_Consumption_Information_1][bookmark: _Gas_Aggregate_Debt][bookmark: _Aggregate_Debt_Recovery][bookmark: _Cumulative_Consumption][bookmark: _Gas_Cumulative_Consumption]Connection Link Quality

The signal quality of the Communications Link with a GSMS.

6.3.2.3 Cumulative Consumption [NUM]

i. Current Day cumulative Energy Consumption;

ii. Current Day cost to the Consumer of cumulative Energy Consumption in Currency Units;

iii. Current Week cumulative Energy Consumption;

iv. Current Week cost to the Consumer of cumulative Energy Consumption in Currency Units;

v. Current month cumulative Energy Consumption; and

vi. [bookmark: _Cumulative_consumption_information:][bookmark: _Cumulative_Consumption_Information][bookmark: _Gas_Emergency_Credit][bookmark: Credit_balance]Current month cost to the Consumer of cumulative Energy Consumption in Currency Units.

6.3.2.4 Debt [NUM]

Either Aggregate Debt, or Time-based Debt and Payment-based Debt on the GSMS operating in Prepayment Mode.

6.3.2.5 Debt Recovery Rate [NUM]

Either Aggregate Debt recovery rate or each Time-based Debt Recovery rate on the GSMS operating in Prepayment Mode.

6.3.2.6 [bookmark: _Ref321131740]Emergency Credit Balance [NUM]

The emergency credit balance if Emergency Credit is activated in the GSMS (including a clear indication that Emergency Credit has been activated).

6.3.2.7 [bookmark: _Gas_Historic_Consumption]Historic Consumption

i. D-1 to D-8 historic Energy Consumption;

ii. D-1 to D-8 cost to the Consumer of historic Energy Consumption in Currency Units;

iii. W-1 to W-5 historic Energy Consumption;

iv. W-1 to W-5 cost to the Consumer of historic Energy Consumption in Currency Units;

v. M-1 to M-13 historic Energy Consumption; and

vi. M-1 to M-13 cost to the Consumer of historic Energy Consumption in Currency Units.

where: D-1 = current Day minus 1, D-2 = current Day minus 2, W-1 = current Week minus 1, M-1 = current month minus 1, etc.

6.3.2.8 [bookmark: _Gas_Low_Credit]Local Time

The Local Time as derived from UTC.

6.3.2.9 Low Credit Alert 

An indication that the combined gas meter balance and gas emergency credit balance (if Emergency Credit is activated) has fallen below the GSMS low credit threshold.

6.3.2.10 [bookmark: _Instantaneous_Import_Power][bookmark: _Gas_Meter_Balance]Meter Balance [NUM]

The amount of money in Currency Units as determined by the GSMS. If operating in Prepayment Mode, the Meter Balance represents the GSMS’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance [NUM](6.3.2.6)). If operating in Credit Mode, it represents the GSMS’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

6.3.2.11 Payment Mode

The current mode of operation of the GSMS, being Prepayment Mode or Credit Mode.

6.3.3 [bookmark: _Ref320208302][bookmark: _Toc37084601]Information pertaining to the Supply of electricity to the Premises

An IHD shall be capable, upon establishment of a Communications Link with an ESMS (as set out in §6.3.1.1), of providing the following information[footnoteRef:4] on its User Interface and providing updates of any changes to the information every 10 seconds thereafter. [4:  Information that shall be capable of being provided in numerical form is annotated [NUM]. Information that shall be capable of being provided in Ambient form is annotated [AMB].Information not annotated may be provided in any visual format.] 


The IHD shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro. 

6.3.3.1 Active Tariff Price [NUM]

The active Tariff Price for Energy Consumption in Currency Units per kWh. 

6.3.3.2 Connection Link Quality

The signal quality of the Communications Link to an ESMS.

6.3.3.3 Cumulative Consumption [NUM]

i. Current Day cumulative Energy Consumption;

ii. Current Day cost to the Consumer of cumulative Energy Consumption in Currency Units;

iii. Current Week cumulative Energy Consumption;

iv. Current Week cost to the Consumer of cumulative Energy Consumption in Currency Units;

v. Current month cumulative Energy Consumption; and

vi. Current month cost to the Consumer of cumulative Energy Consumption in Currency Units.

6.3.3.4 Debt [NUM]

Either Aggregate Debt, or Time-based Debt and Payment-based Debt on the ESMS operating in Prepayment Mode.

6.3.3.5 Debt Recovery Rate [NUM]

Either Aggregate Debt recovery rate or each Time-based Debt Recovery rate on the  ESMS operating in Prepayment Mode.

6.3.3.6 [bookmark: _Ref321131816]Emergency Credit Balance [NUM]

The emergency credit balance if Emergency Credit is activated in the ESMS (including a clear indication that the Emergency credit has been activated).

6.3.3.7 Historic Consumption

i. D-1 to D-8 historic Energy Consumption;

ii. D-1 to D-8 cost to the Consumer of historic Energy Consumption in Currency Units;

iii. W-1 to W-5 historic Energy Consumption;

iv. W-1 to W-5 cost to the Consumer of historic Energy Consumption in Currency Units;

v. M-1 to M-13 historic Energy Consumption; and

vi. M-1 to M-13 cost to the Consumer of historic Energy Consumption in Currency Units.

where: D-1 = current Day minus 1, D-2 = current Day minus 2, W-1 = current Week minus 1, M-1 = current month minus 1 etc.

6.3.3.8 Instantaneous Active Power Import [NUM]

i. A near real-time indication of the Active Power Import in kW; and 

ii. The cost to the Consumer of that Instantaneous Active Power Import.

6.3.3.9 Local Time

The Local Time as derived from UTC.

6.3.3.10 Low Credit Alert

An indication that the combined electricity meter balance and electricity emergency credit balance (if Emergency Credit is activated) has fallen below the ESMS low credit threshold.

6.3.3.11 Meter Balance [NUM]

The amount of money in Currency Units as determined by the ESMS. If operating in Prepayment Mode, the Meter Balance represents the ESMS’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance [NUM](6.3.3.6)). If operating in Credit Mode, it represents the ESMS’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

6.3.3.12 Payment Mode

The current mode of operation of the ESMS, being Prepayment Mode or Credit Mode.

6.3.3.13 Power Threshold Status [AMB]

An indication of the level of Active Power Import as high, medium or low.

6.3.4 [bookmark: _Meter_Balance_Updated][bookmark: _Meter_Balance_Last][bookmark: _Toc318388376][bookmark: _Toc320001912][bookmark: _Toc318388377][bookmark: _Toc320001913][bookmark: _Instantaneous_power_import:][bookmark: _Instantaneous_Power_Import][bookmark: _Low_Credit_Alert][bookmark: _Aggregate_Debt][bookmark: _Power_Threshold_Status][bookmark: _Toc318388378][bookmark: _Toc320001914][bookmark: _Toc318388379][bookmark: _Toc320001915][bookmark: _Toc318388380][bookmark: _Toc320001916][bookmark: _Toc318388381][bookmark: _Toc320001917][bookmark: _Electricity_Active_Tariff][bookmark: _Toc318388382][bookmark: _Toc320001918][bookmark: _Toc318388383][bookmark: _Toc320001919][bookmark: _Electricity_Aggregate_Debt][bookmark: _Toc318388384][bookmark: _Toc320001920][bookmark: _Toc318388385][bookmark: _Toc320001921][bookmark: _Electricity_Aggregate_Debt_1][bookmark: _Toc318388386][bookmark: _Toc320001922][bookmark: _Toc318388387][bookmark: _Toc320001923][bookmark: _Electricity_Cumulative_Consumption][bookmark: _Toc318388388][bookmark: _Toc320001924][bookmark: _Toc318388389][bookmark: _Toc320001925][bookmark: _Toc318388390][bookmark: _Toc320001926][bookmark: _Toc318388391][bookmark: _Toc320001927][bookmark: _Toc318388392][bookmark: _Toc320001928][bookmark: _Toc318388393][bookmark: _Toc320001929][bookmark: _Toc318388394][bookmark: _Toc320001930][bookmark: _Electricity_Emergency_Credit][bookmark: _Toc318388395][bookmark: _Toc320001931][bookmark: _Toc318388396][bookmark: _Toc320001932][bookmark: _Toc318388397][bookmark: _Toc320001933][bookmark: _Toc318388398][bookmark: _Toc320001934][bookmark: _Electricity_Historic_Consumption][bookmark: _Toc318388399][bookmark: _Toc320001935][bookmark: _Toc318388400][bookmark: _Toc320001936][bookmark: _Toc318388401][bookmark: _Toc320001937][bookmark: _Toc318388402][bookmark: _Toc320001938][bookmark: _Toc318388403][bookmark: _Toc320001939][bookmark: _Toc318388404][bookmark: _Toc320001940][bookmark: _Toc318388405][bookmark: _Toc320001941][bookmark: _Toc318388406][bookmark: _Toc320001942][bookmark: _Electricity_Low_Credit][bookmark: _Toc318388407][bookmark: _Toc320001943][bookmark: _Toc318388408][bookmark: _Toc320001944][bookmark: _Instantaneous_Import_Power_1][bookmark: _Toc318388409][bookmark: _Toc320001945][bookmark: _Toc318388410][bookmark: _Toc320001946][bookmark: _Toc318388411][bookmark: _Toc320001947][bookmark: _Electricity_Meter_Balance][bookmark: _Toc318388412][bookmark: _Toc320001948][bookmark: _Toc318388413][bookmark: _Toc320001949][bookmark: _Electricity_Meter_Balance_1][bookmark: _Toc318388414][bookmark: _Toc320001950][bookmark: _Toc318388415][bookmark: _Toc320001951][bookmark: _Toc318388416][bookmark: _Toc320001952][bookmark: _Toc318388417][bookmark: _Toc320001953][bookmark: _Toc318388418][bookmark: _Toc320001954][bookmark: _Toc318388419][bookmark: _Toc320001955][bookmark: _Toc320001956][bookmark: _Ref320205451][bookmark: _Toc37084602]Security

6.3.4.1 General

The IHD shall be designed taking all reasonable steps to ensure that it is capable of protecting Personal Data and Security Credentials at all times from disclosure or modification that is not Authorised.

An IHD shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its Integrity shall not compromise the Integrity of any other Device to which it is connected by means of a Communications Link.

6.3.4.2 [bookmark: _Ref321131694]Communications

An IHD shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and/or Data Integrity of:

i. Personal Data whilst being transferred via an interface; and

ii. Security Credentials whilst being transferred via an interface.

An IHD shall be capable of employing techniques to protect against Replay Attacks of information used to Authenticate the identity of a system or individual.

6.4 [bookmark: _Toc313956260][bookmark: _Toc313956363][bookmark: _Toc313956466][bookmark: _Toc313956261][bookmark: _Toc313956364][bookmark: _Toc313956467][bookmark: _Toc313956262][bookmark: _Toc313956365][bookmark: _Toc313956468][bookmark: _Toc313956263][bookmark: _Toc313956366][bookmark: _Toc313956469][bookmark: _Toc313956264][bookmark: _Toc313956367][bookmark: _Toc313956470][bookmark: _Toc313956265][bookmark: _Toc313956368][bookmark: _Toc313956471][bookmark: _Toc313956266][bookmark: _Toc313956369][bookmark: _Toc313956472][bookmark: _Toc313956268][bookmark: _Toc313956371][bookmark: _Toc313956474][bookmark: _Toc313956270][bookmark: _Toc313956373][bookmark: _Toc313956476][bookmark: _Toc313956272][bookmark: _Toc313956375][bookmark: _Toc313956478][bookmark: _Toc313956275][bookmark: _Toc313956378][bookmark: _Toc313956481][bookmark: _Toc313956276][bookmark: _Toc313956379][bookmark: _Toc313956482][bookmark: _Toc313956277][bookmark: _Toc313956380][bookmark: _Toc313956483][bookmark: _Toc313956278][bookmark: _Toc313956381][bookmark: _Toc313956484][bookmark: _Toc313956279][bookmark: _Toc313956382][bookmark: _Toc313956485][bookmark: _Toc313956280][bookmark: _Toc313956383][bookmark: _Toc313956486][bookmark: _Toc313956281][bookmark: _Toc313956384][bookmark: _Toc313956487][bookmark: _Toc313956283][bookmark: _Toc313956386][bookmark: _Toc313956489][bookmark: _Toc313956289][bookmark: _Toc313956392][bookmark: _Toc313956495][bookmark: _Toc319334325][bookmark: _Toc320001957][bookmark: _Toc37084603][bookmark: _Ref315183189]Interface Requirements

[bookmark: _Toc320001958]This section sets out the minimum required interactions which an IHD shall be capable of undertaking with a GSMS or ESMS as appropriate via its HAN Interface.

6.4.1 [bookmark: _Toc320001959][bookmark: _Toc37084604][bookmark: _Toc319334326]Receipt of information via the HAN Interface 

An IHD shall be capable, immediately upon establishment of a Communications Link with a GSMS (as set out in §6.3.1.1) of receiving information (and updates of any changes of this information every 30 minutes thereafter) required to meet the display requirements set out in §6.3.2.

An IHD shall be capable, immediately upon establishment of a Communications Link with an ESMS (as set out in §6.3.1.1) of receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements set out in §6.3.3.

6.5 [bookmark: _Toc320001960][bookmark: _Toc320001961][bookmark: _Toc320001962][bookmark: _Toc320001963][bookmark: _Toc313956497][bookmark: _Toc313956292][bookmark: _Toc313956395][bookmark: _Toc313956498][bookmark: _Toc313956294][bookmark: _Toc313956397][bookmark: _Toc313956500][bookmark: _Toc313956296][bookmark: _Toc313956399][bookmark: _Toc313956502][bookmark: _Toc313956299][bookmark: _Toc313956402][bookmark: _Toc313956505][bookmark: _Toc313956300][bookmark: _Toc313956403][bookmark: _Toc313956506][bookmark: _Toc313956301][bookmark: _Toc313956404][bookmark: _Toc313956507][bookmark: _Toc313956302][bookmark: _Toc313956405][bookmark: _Toc313956508][bookmark: _Toc313956303][bookmark: _Toc313956406][bookmark: _Toc313956509][bookmark: _Toc313956306][bookmark: _Toc313956409][bookmark: _Toc313956512][bookmark: _Toc313956308][bookmark: _Toc313956411][bookmark: _Toc313956514][bookmark: _Toc313956309][bookmark: _Toc313956412][bookmark: _Toc313956515][bookmark: _Toc313956310][bookmark: _Toc313956413][bookmark: _Toc313956516][bookmark: _Toc320001964][bookmark: _Toc320001965][bookmark: _Toc320001966][bookmark: _Toc320001967][bookmark: _Toc320001968][bookmark: _Toc320001969][bookmark: _Toc320001970][bookmark: _Toc320001971][bookmark: _Toc320001972][bookmark: _Toc320001973][bookmark: _Toc320001974][bookmark: _Toc320001975][bookmark: _Toc320001976][bookmark: _Toc320001977][bookmark: _Toc320001978][bookmark: _Toc320001979][bookmark: _Toc320001980][bookmark: _Toc320001981][bookmark: _Toc320001982][bookmark: _Toc320001983][bookmark: _Toc320001984][bookmark: _Toc320001985][bookmark: _Toc320001986][bookmark: _Toc320001987][bookmark: _Toc320001988][bookmark: _Toc320001989][bookmark: _Toc320001990][bookmark: _Toc320001991][bookmark: _Toc320001992][bookmark: _Toc320001993][bookmark: _Toc320001994][bookmark: _Toc320001995][bookmark: _Toc320001997][bookmark: _Toc313956316][bookmark: _Toc313956419][bookmark: _Toc313956522][bookmark: _Toc313956317][bookmark: _Toc313956420][bookmark: _Toc313956523][bookmark: _Toc313956318][bookmark: _Toc313956421][bookmark: _Toc313956524][bookmark: _Toc313956322][bookmark: _Toc313956425][bookmark: _Toc313956528][bookmark: _Toc313956324][bookmark: _Toc313956427][bookmark: _Toc313956530][bookmark: _Toc313956325][bookmark: _Toc313956428][bookmark: _Toc313956531][bookmark: _Toc313956327][bookmark: _Toc313956430][bookmark: _Toc313956533][bookmark: _Toc313956329][bookmark: _Toc313956432][bookmark: _Toc313956535][bookmark: _Toc313956331][bookmark: _Toc313956434][bookmark: _Toc313956537][bookmark: _Toc313956334][bookmark: _Toc313956437][bookmark: _Toc313956540][bookmark: _Toc313956340][bookmark: _Toc313956443][bookmark: _Toc313956546][bookmark: _Toc313956344][bookmark: _Toc313956447][bookmark: _Toc313956550][bookmark: _Toc313956345][bookmark: _Toc313956448][bookmark: _Toc313956551][bookmark: OLE_LINK14][bookmark: _Active_Tariff_Rate][bookmark: _Toc319250833][bookmark: _Toc320001998][bookmark: _Toc37084605]Data requirements

This section describes the minimum information which an IHD is to be capable of holding in its Data Store.

6.5.1 [bookmark: _Toc319250834][bookmark: _Toc320001999][bookmark: _Toc37084606]Constant data

Describes data that remains constant and unchangeable at all times. 

6.5.1.1 [bookmark: _Ref320622867]Device Identifier

An identifier used to uniquely identify each IHD installed to comply with the smart metering roll-out licence conditions. 

7 [bookmark: _Toc320027832][bookmark: _Toc37084607]Glossary Version 1.2

7.1.1.1 [bookmark: _Toc312157608]Active Energy

The integral with respect to time of the Active Power in units of watt-hours (Wh) or standard multiples thereof (for example, kWh).

7.1.1.2 Active Power

The product of voltage and the in-phase component of alternating current measured in units of watts (W) or standard multiples thereof (for example, kW).

7.1.1.3 Aggregate Debt

The sum of all Time-based and Payment-based Debt registers on a GSMS or ESMS operating in Prepayment Mode.

7.1.1.4 Alarm

A short-lived audible signal.

7.1.1.5 Alert

[bookmark: _Toc312157614]A warning generated in response to a problem or the risk of a potential problem. 

7.1.1.6 Ambient

[bookmark: _Cryptographic_Algorithm][bookmark: OLE_LINK12][bookmark: OLE_LINK13]The representation of information in a form that can be understood at a glance.

7.1.1.7 Armed

Means the Valve is in a state whereby it will open in response to a Command to Enable Supply for a GSMS or the Load Switch is in a state whereby it will close in response to a Command to Enable Supply for an ESMS.

7.1.1.8 Arm Load Switch

To establish a state whereby a Load Switch will close in response to a Command to Enable Supply and “Arming” shall be construed accordingly.

7.1.1.9 Arm Valve

To establish a state whereby a Valve will open in response to a Command to Enable Supply and “Arm the Valve” and “Arming the Valve” shall be construed accordingly.

7.1.1.10 Authentication

The method used to confirm the identity of entities or Devices wishing to communicate and “Authenticated” and “Authenticity” shall be construed accordingly.

7.1.1.11 Authorisation

The process of granting access to a resource and “Authorised” shall be construed accordingly.

7.1.1.12 Battery

A component that produces electricity from a chemical reaction.

7.1.1.13 Block Counter

Storage for recording Consumption for the purposes of combined Time-of-use and Block Pricing.

7.1.1.14 Block Pricing

A pricing scheme use in conjunction with Time-of-use Pricing where Price varies based on Consumption over a given time period.

7.1.1.15 Block Tariff

A Tariff for Block Pricing.

7.1.1.16 Clock

A timing mechanism operating the UTC primary time standard which has a minimum resolution of 1 second.

7.1.1.17 Command

An instruction to perform a function received via the User Interface or the WAN Interface.

7.1.1.18 Communications Link

A means of communication between a system or Device and another system or Device to exchange information.

7.1.1.19 Confidentiality

Ensuring that information, in transit or at rest, is not accessible by Unauthorised parties through either unintentional means or otherwise. 

7.1.1.20 Consumer

A person who lawfully resides at the premises that is being Supplied.

7.1.1.21 Consumer Device

An IHD or any other Device incorporating a HAN Interface with the means of providing a Consumer access to the information stored in the GSMS or ESMS (as appropriate) via that interface.

7.1.1.22 Consumption

Means in the context of a GSMS Gas Consumption and in the context of an ESMS Electricity Consumption.

7.1.1.23 Credit Mode

A mode of operation of a GSMS or ESMS whereby Consumers are billed for some or all of their Consumption retrospectively.

7.1.1.24 Cryptographic Algorithm

An algorithm for performing one or more of the following functions: Encryption; Decryption; digitally signing or hashing of information, data, or messages; or exchange of Security Credentials.

7.1.1.25 Currency Units

The units of monetary value in major and minor units.

7.1.1.26 Data Integrity

The state of data being unaltered by parties not Authorised.

7.1.1.27 Data Store

An area of a GSMS or an ESMS capable of storing information for future retrieval.

7.1.1.28 Day

The period commencing 00:00:00 Local Time and ending at the next 00:00:00.

7.1.1.29 Decryption

The process of converting encrypted information by an Authorised party to recover the original information and like terms shall be construed accordingly.

7.1.1.30 Designated Premises

Shall in the context of an GSMS have the meaning given to that term in standard condition 1 of gas supply licences, and in the context of an ESMS have the meaning given to that term in standard licence condition 1 of electricity supply licences.

7.1.1.31 Device

A physically distinct part of a system.

7.1.1.32 Disable

In the context of a GSMS the act of interrupting the flow of gas by closing the Valve and in the context of an ESMS the act of interrupting the flow of electricity by opening the Load Switch and like terms shall be construed accordingly.

7.1.1.33 Domestic Premises

Shall in the context of a GSMS have the meaning given to that term in standard condition 1 of gas supply licences, and in the context of an ESMS shall have the meaning given to that term standard condition 1 of electricity supply licences.

7.1.1.34 Electricity Consumption

The Active Energy Imported into the Premises and “Consumed” shall be construed accordingly.

7.1.1.35 Electricity Meter

An instrument used to measure, store and display the amount of electrical energy passing through an electrical circuit or circuits. 

7.1.1.36 Emergency Credit

Credit (that can be made available) to ensure that the Supply is not interrupted in circumstances (including situations of emergency) defined by the Supplier to the Premises. 

7.1.1.37 Enable

In the context of a GSMS the act of restoring the flow of gas to the Premises by opening the Valve and in the context of an ESMS the act of restoring the flow of electricity to the Premises by closing the Load Switch and like terms shall be construed accordingly.

7.1.1.38 Encryption

The process of converting information in order to make it unintelligible other than to Authorised parties and like terms shall be construed accordingly.

7.1.1.39 Energy Consumption

The amount of gas in kWh or electricity in kWh supplied to the Premises.

7.1.1.40 ESMS

Electricity Smart Metering System.

7.1.1.41 Export

The flow of electricity out of the Premises, and like terms shall be construed accordingly.

7.1.1.42 Firmware

The embedded software programmes and/or data structures that control electronic Devices.

7.1.1.43 Gas Consumption

The volume of gas in cubic metres (m3) supplied to the Premises and “Consumed” shall be construed accordingly.

7.1.1.44 Gas Meter

An instrument designed to measure, memorise and display the quantity of gas (volume or mass) that has passed through it.

7.1.1.45 GSMS

[bookmark: _Toc312157611]Gas Smart Metering System.

7.1.1.46 Head End System (HES)

A system which provides a centralised means by which an Authorised party can access Gas Smart Metering Systems and/or Electricity Smart Metering Systems (as the case may be) by the sending of Commands and receiving of Responses and Alerts across the Wide Area Network Interface.

7.1.1.47 Home Area Network Interface (HAN Interface)

A component of a GSMS, ESMS, IHD or other Consumer Device that is capable of sending and receiving information to/from Consumer Devices.

7.1.1.48 IHD 

In-home Display.

7.1.1.49 Import

The flow of electricity into the Premises, and like terms shall be construed accordingly.

7.1.1.50 Integrity

The state of a system where it is performing its intended functions without being degraded or impaired by changes or disruptions.

7.1.1.51 [bookmark: _Toc312157618][bookmark: _Toc313731188][bookmark: _Toc312157620]Load Switch

A component that can close or open (including on receipt of a Command to that effect) to Enable or Disable the flow of electricity to and from the Premises.

7.1.1.52 Local Time 

Time as UTC with adjustment for British Summer Time.

7.1.1.53 Microgeneration Meter

An instrument used to measure microgeneration (as such term is defined in Section 82 of the Energy Act 2004) and which is designed to communicate with the ESMS via the ESMS’s HAN Interface.

7.1.1.54 Open Standards

The following are the minimal characteristics that a specification and its attendant documents must have in order to be considered an open standard:

i. The standard is adopted and will be maintained by a not-for-profit organisation, and its ongoing development occurs on the basis of an open decision-making procedure available to all interested parties (consensus or majority decision etc.);

ii. The standard has been published and the standard specification document is available either freely or at a nominal charge. It must be permissible to all to copy, distribute and use it for no fee or at a nominal fee;

iii. The intellectual property - i.e. patents possibly present - of (parts of) the standard is made available: irrevocably on a royalty free basis; or, on a reasonable and non-discriminatory (RAND) basis; and

iv. There are no constraints on the re-use of the standard.

7.1.1.55 Outcome

The result of executing a Command, expressed as success or failure.

7.1.1.56 Payment-based Debt Recovery

A means of recovering debt based on a percentage of a payment.

7.1.1.57 Personal Data

Any information comprising Personal Data as such term is defined in the Data Protection Act 1998 at the date the SMETS is designated by the Secretary of State.

7.1.1.58 Premises

The premises which is Supplied.

7.1.1.59 Prepayment Mode

A mode of operation of a GSMS or ESMS whereby payment is generally made in advance of Consumption.

7.1.1.60 Price

The amount of money in Currency Units charged for one kWh unit of gas Consumed for a GSMS or one kWh of electricity Consumed for an ESMS.

7.1.1.61 Random Number Generator

A component used to generate a sequence of numbers or symbols that lack any predictable pattern.

7.1.1.62 Reactive Energy

The integral with respect to time of Reactive Power in units of volt-amperes reactive-hours (varh) or standard multiples thereof (for example, kvarh).

7.1.1.63 Replay Attack

A form of attack on a Communications Link in which a valid information transmission is repeated through interception and retransmission.

7.1.1.64 Response

Sent on the User Interface or WAN Interface containing information and/or Outcome from the execution of a Command.

7.1.1.65 RMS

Root mean squared.

7.1.1.66 Secure Perimeter

A physical border surrounding the GSMS or ESMS which is capable of preventing and detecting physical access from Unauthorised persons.

7.1.1.67 Security Credentials

Data used to identify and Authenticate an individual or system.

7.1.1.68 Sensitive Event

Each of the following events:

i. a failed Authentication or Authorisation; 

ii. a change in the executing Firmware version;

iii. the detection of Unauthorised Physical Access or any other occurrence that has the potential to put Supply at risk and/or compromise the Integrity of the GSMS; 

iv. unusual numbers of malformed, out-of-order or unexpected Commands received; 

v. a change of credit which is not reflective of normal Consumption; and

vi. any other threat to its security detected by a GSMS or ESMS.

7.1.1.69 Smart Metering Equipment Technical Specifications (SMETS)

The document designated by the Secretary of State to describe the minimum capabilities of equipment installed to satisfy the roll-out licence conditions.

7.1.1.70 Supplier

Means a person authorised by licence to Supply gas to Premises for a GSMS and a person authorised by licence to Supply electricity to Premises for an ESMS.

7.1.1.71 Supply

The supply of gas to Premises for a GSMS and the supply of electricity to Premises for an ESMS and “Supplied” shall be construed accordingly.

7.1.1.72 Tamper Event

The detection of Unauthorised Physical Access or any other occurrence that has the potential to put Supply at risk and/or compromise the Integrity of the GSMS or ESMS.

7.1.1.73 Tariff

The structure of Prices and other charges relating to a Supply.

7.1.1.74 Tariff Register

Storage for recording Consumption for the purposes of Time-of-use Pricing.

7.1.1.75 Time-based Debt Recovery

A means of recovering debt based on an amount in Currency Units per unit time.

7.1.1.76 Time-of-use Band

A contiguous or non-contiguous number of days for a GSMS or half-hour periods for an ESMS over which Tariff Prices are constant.

7.1.1.77 Time-of-use Pricing

A pricing scheme with one or more Time-of-use Bands.

7.1.1.78 Time-of-use Tariff

A Tariff for Time-of-use Pricing.

7.1.1.79 TOU

Time-of-use.

7.1.1.80 Trusted Source

Means a source whose identity is confidently and reliably validated, such as an individual or system, where the identity is established either directly via a credential such as a password, or indirectly whereby a third party vouches for the identity of the individual or system.

7.1.1.81 Unauthorised

Means not Authorised.

7.1.1.82 Unauthorised Disclosure

The release of information to a person who is not Authorised to receive the information.

7.1.1.83 Unauthorised Physical Access

Unauthorised access to the internal components of any Device within a GSMS or ESMS through the physical outer casing.

7.1.1.84 Unique Transaction Reference Number (UTRN)

[bookmark: _Toc312157619]A cryptographic code used to convey credit through human transfer to a GSMS or ESMS operating in Prepayment Mode. 

7.1.1.85 User Interface

An interface for providing local human interaction with a GSMS, ESMS or IHD which supports input, visual and audible output. 

7.1.1.86 [bookmark: _Toc312157612]UTC

Coordinated Universal Time.

7.1.1.87 Valve

A component that can open or close (including on receipt of a Command to that effect) to Enable or Disable the flow of gas to Premises.

7.1.1.88 Week

The seven day period commencing 00:00:00 Monday Local Time and ending at 00:00:00 on the immediately following Monday.

7.1.1.89 Wide Area Network Interface (WAN Interface)

A component that is capable of sending information to and receiving information from a Head End System.
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[bookmark: _Ref377981084]The requirement to install metering equipment in Great Britain which complies with these Smart Metering Equipment Technical Specifications 2 (SMETS2) arises from standard licence conditions 39, 40 and 50.10 in electricity supply licences and standard conditions 33, 34 and 44.10 in gas supply licences. 

This document is entitled ‘Smart Metering Equipment Technical Specifications 2 (SMETS2)’ and forms one of a group of documents within Schedule 9 of the Smart Energy Code, each of which can be uniquely identified by the date on the first page and where relevant, the associated letter.  Each individual Section of this document (including this Introduction Section and the Glossary) is uniquely identifiable by reference solely to the Version number set out at the beginning of that Section.  Furthermore, each of Sections 4, 5, 6, 7 and 8 of this document constitute the Technical Specification for a specific Device:

Gas Smart Metering Equipment Technical Specification (GSMETS); 

Electricity Smart Metering Equipment Technical Specification (ESMETS); 

In Home Display Technical Specification (IHDTS);

Prepayment Interface Device Technical Specification (PPMIDTS); and

HAN Connected Auxiliary Load Control Switch Technical Specification (HCALCSTS).

The Version of the relevant Technical Specification is the Version number stated at the beginning of the relevant Section.  Any functionality within Data and Communications Company systems that requires the identification of a particular Version of a Technical Specification with which a Device complies, will operate by reference solely to the Version number identified at the beginning of the relevant Section for the Device.

Whilst this document is entitled ‘Smart Metering Equipment Technical Specifications 2 (SMETS2)’, each Version of SMETS is uniquely identifiable by reference solely to its version number.  In the title of this document, the ‘2’ in SMETS2 does not form part of the version number and is used only to describe the family of SMETS documents to which this document belongs.  Any functionality within Data and Communications Company systems which requires the identification of a particular version of SMETS with which a Device complies, will operate by reference solely to the version number.

Section 4 of this document describes the minimum physical, functional, interface, data, testing and certification requirements of Gas Smart Metering Equipment that a gas Supplier is required to install to comply with condition 33 (or 44.10) of its licence. 

Section 5 of this document describes the minimum physical, functional, interface and data, testing and certification requirements of Electricity Smart Metering Equipment that an electricity Supplier is required to install to comply with condition 39 (or 50.10) of its licence.

Section 6 of this document constitutes the In-Home Display (IHD) Technical Specifications, which describe the minimum physical, functional, interface, data, testing and certification requirements of the IHD installed to comply with condition 34 of the gas supply licence or condition 40 of the electricity supply licence.

Section 7 of this document constitutes the Prepayment Interface Device Technical Specifications (PPMID), which describe the minimum physical, functional, interface, data, testing and certification requirements of the PPMID installed to comply with condition 46 of the gas supply licence or condition 52 of the electricity supply licence.

Section 8 of this document constitutes the HAN Connected Auxiliary Load Control Switch (HCALCS) Technical Specifications, which describe the minimum physical, functional, interface, testing and certification requirements of the HCALCS installed to comply with condition 52 of the electricity supply licence.

This document has been brought into force by the Secretary of State on 8 November 2016 for the purposes of the relevant licence conditions.  SMETS was notified to the European Commission in accordance with the requirements of the Technical Standards and Regulations Directive[footnoteRef:3] laying down a procedure for the provision of information in the field of technical regulations and rules on Information Society services. [3:  SMETS was notified (2014/0378/UK) under Article 8 of Directive 98/34/EC of the European Parliament and of the Council (OJ L 204, 21.7.1998, p. 37) as amended by Directive 98/48/EC of the European Parliament and of the Council (OJ L 217, 5.8.1998, p. 18). Directive 98/34/EC has now been replaced by Directive 2015/1535/EU of the European Parliament and of the Council (OJ L 241, 17.9.2015, p.1), which came into force on 7 October 2015] 


This document should be read in conjunction with any other relevant supply licence conditions and with regard to the wider statutory and regulatory framework applying to devices installed for the purpose of energy supply to Premises, for example; the Measuring Instruments (Active Electrical Energy Meters) Regulations 2006 and the Measuring Instruments (Gas Meters) Regulations 2006[footnoteRef:4].  [4:  These regulations transpose the Measuring Instruments Directive (2004/22/EC)] 


The Smart Metering technical and security architecture is based on a suite of agreed, open standards, reflecting the UK Government strategy to facilitate the development of third party innovative solutions for consumer devices.

Mutual recognition:  Any requirement for any device to comply with any of the technical specifications contained or referred to in this document shall be satisfied by compliance with: 

a relevant standard or code of practice of a national standards body or equivalent body of any EEA State or Turkey; or

any relevant international standard recognised for use in any EEA State or Turkey; or

any relevant technical regulation with mandatory or de facto mandatory application for marketing or use in any EEA State or Turkey,

in so far as compliance with the standard, code of practice or technical regulation in question enables the equipment to achieve, in an equivalent manner, all of the physical, functional, interface and data capabilities that are achieved by compliance with the requirements of any of the technical specifications contained or referred to in this document.

[bookmark: _Ref343792258][bookmark: _Toc366852613][bookmark: _Ref386533887][bookmark: _Ref386533891][bookmark: _Toc389117973][bookmark: _Toc404159579][bookmark: _Ref405369054][bookmark: _Ref405370652][bookmark: _Ref405380951][bookmark: _Ref405380957][bookmark: _Ref409701171][bookmark: _Toc41992686]Gas Smart Metering Equipment Technical Specifications Version 2.0 

[bookmark: _Toc41992687]Overview

Section 4 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of Gas Smart Metering Equipment (GSME) that a gas Supplier is required to install to comply with condition 33 of its licence.

Any requirements to Lock, Enable, Disable or Arm Supply set out in this Section 4, only apply to Gas Smart Metering Equipment installed at Domestic Premises.

[bookmark: _Toc366852615][bookmark: _Toc389117975][bookmark: _Toc404159581][bookmark: _Toc41992688]SMETS Testing and Certification Requirements

[bookmark: _Toc366852616][bookmark: _Toc389117977][bookmark: _Toc404159582]Conformance with the SMETS

GSME shall have been tested to ensure that it meets the requirements described in this Section 4, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc366852617][bookmark: _Toc389117978][bookmark: _Toc404159583]Conformance with the Great Britain Companion Specification

GSME shall meet the requirements described in the Great Britain Companion Specification.

GSME shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 29 February 2016.

[bookmark: _Toc366852618][bookmark: _Toc389117979][bookmark: _Toc404159584][bookmark: _Ref435532563]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

GSME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Gas Smart Metering Equipment.

GSME shall be certified by CESG as compliant with the Commercial Product Assurance Security Characteristic Gas Smart Metering Equipment.
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GSME shall as a minimum include the following components: 

a Clock;

a Data Store;

a Gas Meter; 

a HAN Interface; 

a Random Number Generator;

a User Interface; 

where installed at Domestic Premises, a Valve; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of ESME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (available on the Data and Communications Company’s website) and includes provision for a DC power supply to the Communications Hub.

GSME shall include a power source.  GSME shall be capable of automatically resuming operation after loss of power in its operating state prior to such failure.

To the extent that it is mains powered, GSME shall be capable of performing the minimum functional, interface and data requirements set out in Sections 4.4, 4.5 and 4.6 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 1 watt of electricity under normal operating conditions.

GSME shall:

permanently display the GSME Identifier(4.6.1.1) on the GSME; and

have a Secure Perimeter.

The HAN Interface of GSME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 4.5.1 and 4.5.3.

On joining a ZigBee SEP Smart Metering Home Area Network GSME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

GSME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; 

Random Number Generator;

Cryptographic Algorithms; 

the Gas Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on GSME. 

GSME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(4.6.5.17);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(4.6.4.26) is configured to require Locking, establishing a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7). 
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This section describes the minimum functions that GSME shall be capable of performing. 
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The Clock forming part of GSME shall be capable of operating so as to be accurate to within 10 seconds of the UTC date and time under normal operating conditions.

GSME shall be capable of comparing its date and time with the Communications Hub Date and Time, and making adjustments to its date and time.  Where the difference between GSME date and time and the Communications Hub Date and Time is more than 10 seconds GSME shall be capable of:

1. not adjusting its date and time;

generating an entry in the Security Log(4.6.5.17) to that effect; and

[bookmark: _Ref365889542]generating and sending an Alert via its HAN interface.

Except when executing a Set Clock(4.5.3.20) Command, GSME shall not be capable of making adjustments to its date and time more than once within any 24 hour time period.
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GSME, and any device forming part of it, shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 4.4.10.5. 

GSME shall only be capable of establishing a Communications Link with a Gas Proxy Function, and a PPMID with Security Credentials in the Device Log(4.6.4.11) and with the exception of a Communications Hub Function shall not be capable of establishing a Communications Link via its HAN Interface with any other Devices.

When any Command addressed to GSME is received via any Communications Link GSME shall be capable of:

1. [bookmark: _Ref365468565]using the Security Credentials GSME holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 4.4.10.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref373933093]verifying the integrity of the Command.

On failure of any of (i) to (iii) above, GSME shall be capable of generating an entry in the Security Log(4.6.5.17) to that effect, discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

When executing an immediate Command, GSME shall be capable of generating and sending a Response via its HAN Interface, which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

Where the Command is not due to be executed immediately, GSME shall be capable of generating and sending a Response via its HAN Interface to confirm successful receipt.  When executing a future dated Command GSME shall be capable of generating and sending an Alert via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

GSME shall only be capable of addressing a Response to the sender of the relevant Command. 

GSME shall be capable of restricting the generation and sending of each Alert described in this Section 4 according to the Alerts Configuration Settings(4.6.4.1).

[bookmark: _Toc320096335][bookmark: _Ref334625979][bookmark: _Ref366750504][bookmark: _Ref392751827]Communications Links with a PPMID via its HAN Interface

GSME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of one PPMID.

GSME shall be capable of supporting the following types of Communications Links:

1. receiving the Commands (set out in Section 4.5.3) from a PPMID every 30 minutes; and

generating and sending the Responses (set out in Section 4.5.3) to a PPMID.

[bookmark: _Ref392751829]Communications Links with a Communications Hub Function via its HAN Interface

GSME shall be capable of establishing and maintaining Communications Links via its HAN Interface with one Communications Hub Function.

GSME shall be capable of receiving the Communications Hub Date and Time from the Communications Hub Function.

[bookmark: _Ref341810516]Communications with a Gas Proxy Function via its HAN Interface

GSME shall be capable of establishing and maintaining a Communications Link via its HAN Interface with a Gas Proxy Function. 

GSME shall be capable of generating and sending the information (set out in Section 4.5.1) to a Gas Proxy Function.
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GSME shall be capable of retaining all information held in its Data Store at all times, including on loss of power.
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GSME shall be capable of preventing the display on the User Interface of items annotated [PIN] in Section 4.4.5, and preventing access on the User Interface to the Commands annotated [PIN] in Section 4.5.2, except on successful execution of an Allow Access to User Interface Command (4.5.2.3) via the User Interface.
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GSME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode(4.6.4.21) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix(4.6.5.20) and the Tariff Block Counter Matrix(4.6.5.19); 

the Consumption Register(4.6.5.4);

the Meter Balance(4.6.5.11) [PIN];

the Debt to Clear (calculated as set out in Section 4.4.7.2)  [PIN];

the Customer Identification Number(4.6.4.7) [PIN];

whether Emergency Credit is available for activation [PIN];

whether GSME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar(4.6.4.20) (as set out in Section 4.4.7.2) [PIN]; 

the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

where GSME includes a Battery, any low battery condition;

the Supply State(4.6.5.18);

any time-based debts and Time-based Debt Recovery rates [PIN]; 

any payment-based debt [PIN]; 

any accumulated debt recorded in the Accumulated Debt Register(4.6.5.1) [PIN];

the Meter Point Reference Number (MPRN)(4.6.4.19) [PIN];

the Local Time;

any Standing Charge(4.6.4.23) [PIN]; 

the Contact Details(4.6.4.4); 

the Active Tariff Price(4.6.5.2) [PIN]; and

the Event Log(4.6.5.9) (with the exception of any Personal Data).

GSME shall be capable of displaying the Security Log(4.6.5.17) on its User Interface following physical access through the Secure Perimeter of GSME. 

GSME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.
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Battery capacity

Where GSME includes a Battery, it shall be capable of estimating the remaining Battery capacity in days (to facilitate replacement of the Battery before it is fully depleted) and storing the estimate in Remaining Battery Capacity(4.6.5.16).

If the Remaining Battery Capacity(4.6.5.16) falls below ten percent of the nominal Battery capacity GSME shall be capable of:

1. generating an entry to that effect in the Event Log(4.6.5.9); and

generating and sending an Alert to that effect via its HAN Interface.

GSME power supply

Prior to or at the loss of power, GSME shall be capable of:

1. in circumstances where the Supply Depletion State(4.6.4.25) is configured to require Locking, establishing a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7); and

generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Toc391462857][bookmark: _Toc391464624][bookmark: _Toc320016939][bookmark: _Ref320628312][bookmark: _Ref320628317][bookmark: _Toc341809875][bookmark: _Toc366852627][bookmark: _Toc389117989][bookmark: _Toc404159593][bookmark: _Toc311543927]Payment Mode

GSME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

GSME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance(4.6.5.11) based on:

1. the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29); and

the Standing Charge(4.6.4.23).

[bookmark: _Ref313882267]Prepayment Mode

GSME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

GSME shall be capable of adding credit to the Meter Balance(4.6.5.11) (as set out in Sections 4.5.2.2 and 4.5.3.3) and reducing the amount of credit in the Meter Balance(4.6.5.11).

GSME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance(4.6.5.8)) if the Meter Balance(4.6.5.11) is below the Emergency Credit Threshold(4.6.4.14).  GSME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit(4.6.4.13). GSME shall be capable of reducing the amount of credit in the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated by the Consumer (as set out in Sections 4.5.2.1 and 4.5.3.1) and the Meter Balance(4.6.5.11) is exhausted.  Any Emergency Credit used shall be repaid when credit is added to GSME (as set out in Sections 4.5.2.2 and 4.5.3.3).

GSME shall be capable of reducing the Meter Balance(4.6.5.11) until it reaches the Disablement Threshold(4.6.4.12) followed by reducing the Emergency Credit Balance(4.6.5.8), where activated, until exhausted, on the basis of:

1. [bookmark: _Ref364328472]the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29);

[bookmark: _Ref364328497]the Standing Charge(4.6.4.23); and

[bookmark: _Ref364328501]the recovery of debt hourly or daily through each of the Time Debt Registers [1 … 2](4.6.5.21) at rates defined by the Debt Recovery Rates [1 … 2](4.6.4.9).

Where configured by Suspend Debt Emergency(4.6.4.28) to do so and when Emergency Credit is in use, GSME shall be capable of suspending the application of (ii) and (iii) to the Emergency Credit Balance(4.6.5.8), and accumulating (ii) and (iii) in the Accumulated Debt Register(4.6.5.1).

GSME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register(4.6.5.1), in the Billing Data Log(4.6.5.3).

GSME shall be capable of monitoring the Meter Balance(4.6.5.11) and where activated the Emergency Credit Balance(4.6.5.8) and:

if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) falls below the Low Credit Threshold(4.6.4.16), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref313882185]if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) falls below the Disablement Threshold(4.6.4.12): 

receiving and executing Add Credit(4.5.3.3) and Activate Emergency Credit(4.5.3.1) Commands from a PPMID and a Gas Proxy Function; and

[bookmark: _Ref364952620][bookmark: _Ref346096548]once any such Commands have been executed if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) remains below the Disablement Threshold(4.6.4.12), Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

where the Supply is Disabled (as set out in (b)) above):

where configured by Suspend Debt Disabled(4.6.4.27) not to suspend Time-based Debt Recovery, continuing to apply (ii) and (iii) above to reduce the Meter Balance(4.6.5.11);

where configured by Suspend Debt Disabled(4.6.4.27) to suspend Time-based Debt Recovery, suspending the application of (iii) above to the Meter Balance(4.6.5.11) and continuing to apply (ii) above to reduce the Meter Balance(4.6.5.11); and

[bookmark: OLE_LINK35][bookmark: OLE_LINK112]if the Supply is Enabled, suspending the Disablement of Supply (as set out in (b)) above) during periods defined in the Non-Disablement Calendar(4.6.4.20), continuing to reduce the Meter Balance(4.6.5.11) on the basis of (i), (ii) and (iii) above, displaying on its User Interface an indication that the combined Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) is below the Disablement Threshold(4.6.4.12) and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance(4.6.5.11) is equal to or below the Disablement Threshold(4.6.4.12) GSME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref365469412]the difference between the Meter Balance(4.6.5.11) and the Disablement Threshold(4.6.4.12);

[bookmark: _Ref365469443]amount of debt accumulated in the Accumulated Debt Register(4.6.5.1);

[bookmark: _Ref365469467]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (viii), (ix) and (x) (as defined by Debt Recovery per Payment(4.6.4.8) taking account of the amount remaining in the Payment Debt Register(4.6.5.13), the payment-based debt payments in the Billing Data Log(4.6.5.3) and the Debt Recovery Rate Cap(4.6.4.10)).

If the amount of debt to be collected from a Debt Register through Time-based Debt Recovery, Payment-based Debt Recovery or an Adjust Debt Command is greater than the amount in that Debt Register then GSME shall be capable of:

adding the difference to the Meter Balance(4.6.5.11); and 

setting the amount in that Debt Register to zero.
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GSME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

GSME shall be capable of maintaining the Active Tariff Price(4.6.5.2).

[bookmark: _Ref312999843][bookmark: OLE_LINK40]Time-of-use Pricing

GSME shall be capable of recording Consumption according to Time-of-use Bands in one of four Tariff Registers in the Tariff TOU Register Matrix(4.6.5.20). 

GSME shall be capable of switching between different Tariff Registers once per Day.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(4.6.4.30).

[bookmark: _Ref313000085]Time-of-use with Block Pricing

GSME shall be capable of recording Consumption according to Time-of-use Bands in one of four Tariff Registers in the Tariff TOU Register Matrix(4.6.5.20). 

GSME shall also be capable of accumulating Consumption in one of four Block Counters in the Tariff Block Counter Matrix(4.6.5.19) for the first Time-of-use Band.  GSME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix(4.6.4.31).

GSME shall be capable of switching between different Tariff Registers once per Day.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules set out in the Tariff Switching Table(4.6.4.30).
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[bookmark: _Ref313451475]Billing data

In accordance with the timetable set out in the Billing Calendar(4.6.4.2) GSME shall be capable of taking a UTC date and time stamped copy of:

1. [bookmark: _Ref391468806]the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

[bookmark: _Ref392140998]the Consumption Register(4.6.5.4),

and where in Prepayment mode:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

[bookmark: _Ref391468829]the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3), then immediately resetting the Block Counters in the Tariff Block Counter Matrix(4.6.5.19) and if operating in Credit Mode immediately resetting the Meter Balance(4.6.5.11).

Consumption data

GSME shall be capable of recording cumulative Consumption in the Consumption Register(4.6.5.4).

GSME shall be capable of recording to the Cumulative and Historical Value Store(4.6.5.5) in kWh:

1. Energy Consumption on each of the eight Days prior to the current Day;

Energy Consumption in the Week in which the calculation is performed;

Energy Consumption in each of the five Weeks prior to such Week;

Energy Consumption in the month in which the calculation is performed; and

Energy Consumption in the thirteen months prior to such month.

GSME shall be capable of recording to the Cumulative Current Day Value Store(4.6.5.6) in kWh the Energy Consumption on the Day up to the Local Time. 

Cost of Consumption data

GSME shall be capable of calculating and recording in the Cumulative and Historical Value Store(4.6.5.5) the cost of:

1. Consumption on each of the eight Days prior to the current Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

GSME shall be capable of recording to the Cumulative Current Day Value Store(4.6.5.6) the cost of Consumption on the Day up to the Local Time.

GSME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29); and 

the Standing Charge(4.6.4.23).

Daily read data

GSME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix(4.6.5.20), the Tariff Block Counter Matrix(4.6.5.19) and the Consumption Register(4.6.5.4) together with a UTC date and time stamp in the Daily Read Log(4.6.5.4) every day at midnight UTC.

If operating in Prepayment Mode GSME shall be capable of recording the Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21) in the Prepayment Daily Read Log(4.6.5.14) every day at midnight UTC.

Half hour profile data

GSME shall be capable of recording Consumption in each thirty minute period (commencing at the start of minutes 00 and 30 in each hour), including the UTC date and time at the end of the 30 minute period to which the Consumption relates, in the Profile Data Log(4.6.5.15).
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General

GSME shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

GSME shall be capable of securely disabling Critical Commands other than those Commands set out in Section 4.5 that are Critical Commands.

GSME shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification GSME shall be capable of:

1. generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

Where GSME comprises more than one device, each device other than the Gas Meter shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification GSME shall be capable of:

generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

GSME shall be capable of logging in the Security Log(4.6.5.17) the occurrence and type of any Sensitive Event.

[bookmark: _Ref341692573]Security Credentials

Meter Private Keys

GSME shall be capable of generating Public-Private Key Pairs to support the Cryptographic Algorithms set out in Section 4.4.10.3.

GSME shall be capable of securely storing such Private Keys and shall be capable of formatting and sending via its HAN Interface a Certificate Signing Request containing the corresponding Public Key and the GSME Identifier(4.6.1.1).

[bookmark: _Ref341692602]GSME shall be capable of securely storing Key Agreement values. 

Public Key Certificates

GSME shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 4.4.10.3.

During the replacement of any GSME Security Credentials(4.6.4.15) (as set out in Section 4.5.3.18) GSME shall be capable of ensuring that the GSME Security Credentials(4.6.4.15) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref341689990]Role Based Access Control (RBAC)

GSME shall be capable of restricting Authorisation to execute Commands and of issuing Alerts according to Role permissions. 

[bookmark: _Ref341692064]Cryptographic Algorithms

GSME shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and creating any Command, Response or Alert, GSME shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing;

Digital Signature verification;

Hashing;

Message Authentication; and

Encryption and Decryption.

Firmware

GSME shall only be capable of activating its Firmware on receipt of an Activate Firmware Command (as set out in Section 4.5.3.2).

[bookmark: _Ref320093826]Communications

GSME shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface;

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface,

and any Command that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; and

Firmware and data essential for ensuring its integrity, 

stored or executing on GSME, and on such detection shall be capable of:

generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

GSME shall be capable of employing techniques to protect against Replay Attacks relating to Commands received.

GSME shall not be capable of executing a Command to modify or delete entries from the Security Log(4.6.5.17).

[bookmark: _Toc320016943][bookmark: _Toc341809879][bookmark: _Ref343787768][bookmark: _Ref366079194][bookmark: _Toc366852631][bookmark: _Toc389117993][bookmark: _Toc404159597][bookmark: _Toc41992691]Interface requirements

This section describes the minimum required interactions which GSME shall be capable of undertaking via its HAN Interface and its User Interface (including with Devices as set out in Sections 4.4.2.1 and 4.4.2.3).

[bookmark: _Ref334710235][bookmark: _Ref316312111][bookmark: _Toc320016944][bookmark: _Ref320201480][bookmark: _Ref320628702][bookmark: _Ref320628708][bookmark: _Ref321301697][bookmark: _Toc341809880][bookmark: _Toc366852632][bookmark: _Toc389117994][bookmark: _Toc404159598]Gas Proxy Function information provision

GSME shall be capable, immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 4.4.2.3), of providing the Constant and Operational Data (set out in Sections 4.6.1 and 4.6.5) to that Gas Proxy Function (and with the exception of the Cumulative and Historical Value Store(4.6.5.5) and the Profile Data Log(4.6.5.15), updates of any changes in that data every 30 minutes thereafter).

[bookmark: _Toc318456157][bookmark: _Toc318974867][bookmark: _Toc318990249][bookmark: _Toc319063306][bookmark: _Toc319249798][bookmark: _Toc319250828][bookmark: _Toc320016945][bookmark: _Toc318456158][bookmark: _Toc318974868][bookmark: _Toc318990250][bookmark: _Toc319063307][bookmark: _Toc319249799][bookmark: _Toc319250829][bookmark: _Toc320016946][bookmark: _Toc318456159][bookmark: _Toc318974869][bookmark: _Toc318990251][bookmark: _Toc319063308][bookmark: _Toc319249800][bookmark: _Toc319250830][bookmark: _Toc320016947][bookmark: _Ref316315800][bookmark: _Toc320016948][bookmark: _Toc341809881][bookmark: _Toc366852633][bookmark: _Toc389117995][bookmark: _Toc404159599]User Interface Commands

GSME shall be capable of executing immediately the Commands set out in this Section 4.5.2 following their receipt via its User Interface.

GSME shall be capable of logging all such Commands received and Outcomes in the Event Log(4.6.5.9).

[bookmark: _Ref321144396][bookmark: _Toc311543909][bookmark: _Ref313382550][bookmark: _Ref316125663][bookmark: _Ref320541318][bookmark: _Ref320541327][bookmark: _Ref320541423][bookmark: _Ref320541427][bookmark: _Toc311543910][bookmark: _Ref313382586][bookmark: _Ref313881943]Activate Emergency Credit [PIN]

A Command to activate Emergency Credit when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2).

In executing the Command, if the Supply is Disabled, GSME shall be capable of Arming the Supply if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) rises above the Disablement Threshold(4.6.4.12) and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref321144459]Add Credit

A Command to accept credit to be applied to GSME when GSME is operating in Prepayment Mode on input of a UTRN.  In executing the Command, GSME shall be capable of:

1. [bookmark: _Ref366596480]comparing the credit value of the UTRN with the Maximum Credit Threshold(4.6.4.17) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366597258]comparing the projected new Meter Balance(4.6.5.11) (calculated on the basis of (xii) to (xv) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance(4.6.5.11) is greater than the Maximum Meter Balance Threshold(4.6.4.18);

[bookmark: _Ref366596481]verifying the Authenticity of the UTRN;

[bookmark: _Ref366653770]verifying that GSME is the intended recipient of the UTRN;

[bookmark: _Ref366653866]using the UTRN to generate a PTUT Counter, and comparing this against the last 100 verified PTUT Counters and rejecting duplicate presentation of verified UTRNs and PTUTs; and

controlling the number of invalid UTRN entries entered and processed.

GSME shall be capable of generating an entry in the Security Log(4.6.5.17):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

[bookmark: OLE_LINK20]where duplicates are rejected as set out in (v) above.

In executing the Command, GSME shall be capable of applying the credit added in the following order:

[bookmark: _Ref366653717][bookmark: _Ref315856994][bookmark: _Ref315856988]recovery of payment-based debt of an amount defined by Debt Recovery per Payment(4.6.4.8) from the Payment Debt Register(4.6.5.13) subject to the Debt Recovery Rate Cap(4.6.4.10); 

[bookmark: _Ref319328587]recovery of debt accumulated in the Accumulated Debt Register(4.6.5.1);

[bookmark: _Ref320638349]repayment of Emergency Credit activated and used by the Consumer; and

[bookmark: _Ref366653727]adding remaining credit (the credit after deduction of (xii), (xiii) and (xiv) above) to the Meter Balance(4.6.5.11).

In executing the Command, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12) and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, GSME shall be capable of:

recording the credit applied to the Meter Balance(4.6.5.11) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(4.6.5.3); and 

generating and sending an Alert containing the UTC date and time of the last update of the Meter Balance(4.6.5.11) via its HAN Interface. 

[bookmark: _Ref363738759]Allow Access to User Interface

Where Privacy PIN Protection is enabled, a Command to enable temporary access to the restricted display items annotated [PIN] in Section 4.4.5 and the restricted User Interface Commands annotated [PIN] in Section 4.5.2 on input of a number that matches the Privacy PIN(4.6.3.1).

Check for HAN Interface Commands

A Command to check immediately for any pending Add Credit(4.5.3.3) and Activate Emergency Credit(4.5.3.1) Commands.  If there are any such pending Commands GSME shall be capable of executing the Commands as set out in Section 4.5.3.

Disable Privacy PIN Protection [PIN] 

A Command to disable Privacy PIN Protection.

Enable Supply [PIN]

A Command to Enable the Supply if the Supply is Armed.

In executing the Command, GSME shall be capable of detecting when the flow rate exceeds a level defined by Uncontrolled Gas Flow Rate(4.6.4.33) and where the flow rate is exceeded, of Disabling the Supply and then Arming the Supply and sounding an Alarm via its User Interface.

Reset Remaining Battery Capacity

A Command to reset the Remaining Battery Capacity(4.6.5.16).  The Command shall only be available following physical access through the Secure Perimeter of GSME.

In executing the Command GSME shall be capable of:

1. generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

Find Smart Metering Home Area Network and Re-establish Communications Links

A Command to seek the frequency at which a ZigBee SEP Smart Metering Home Area Network is operating and then: 

1. [bookmark: _Ref392752067]re-establish the Communications Links set out in Sections 4.4.2.1, 4.4.2.2 and 4.4.2.3;

generate an entry to that effect in the Event Log(4.6.5.9); and

generate and send an Alert to that effect via its HAN Interface.

Where the GSME has Communications Links set out in (i) GSME shall be capable of not executing the Command.

Set Privacy PIN [PIN]

A Command to set a new value of the Privacy PIN(4.6.3.1).

In executing the Command where Privacy PIN Protection is disabled GSME shall be capable of enabling Privacy PIN Protection.

Test Valve

Where GSME includes a Valve, a Command to:

1. where the Supply State(4.6.5.18) is Enabled, Disable the Supply for one minute and then Arm the Supply and set the Supply State(4.6.5.18) accordingly; 

where the Supply State(4.6.5.18) is Armed, Enable the Supply for one minute and then Arm the Supply and set the Supply State(4.6.5.18) accordingly; and

where the Supply State(4.6.5.18) is Disabled, Enable the Supply for one minute and then Disable the Supply and set the Supply State(4.6.5.18) accordingly.

The Command shall only be available following physical access through the Secure Perimeter of GSME. In executing the Command GSME shall be capable of:

generating an entry to that effect in the Event Log(4.6.5.9); and

generating and sending an Alert to that effect via its HAN. 

[bookmark: _Toc311566500][bookmark: _Toc311566557][bookmark: _Toc311624533][bookmark: _Toc311624692][bookmark: _Toc311624851][bookmark: _Toc311625907][bookmark: _Toc311566501][bookmark: _Toc311566558][bookmark: _Toc311624534][bookmark: _Toc311624693][bookmark: _Toc311624852][bookmark: _Toc311625908][bookmark: _Toc311566502][bookmark: _Toc311566559][bookmark: _Toc311624535][bookmark: _Toc311624694][bookmark: _Toc311624853][bookmark: _Toc311625909][bookmark: _Toc311566503][bookmark: _Toc311566560][bookmark: _Toc311624536][bookmark: _Toc311624695][bookmark: _Toc311624854][bookmark: _Toc311625910][bookmark: _Toc311543911][bookmark: _Ref318893872][bookmark: _Toc320016949][bookmark: _Ref320201583][bookmark: _Toc341809882][bookmark: _Ref343607791][bookmark: _Toc366852634][bookmark: _Ref386468611][bookmark: _Toc389117996][bookmark: _Toc404159600]HAN Interface Commands

GSME shall be capable of executing the Commands set out in this section.  GSME shall be capable of logging all Commands received and Outcomes in the Event Log(4.6.5.9).

GSME shall be capable of executing Commands immediately on receipt (‘immediate Commands’) and where specified in the Great Britain Companion Specification at a future date (‘future dated Commands’).  A future dated Command shall include the UTC date and time at which the Command shall be executed by GSME.

GSME shall be capable of cancelling a future dated Command.  A future dated Command shall be capable of being cancelled by an Authorised party, subject to RBAC (as set out in Section 4.4.10.2.3).  GSME shall be capable of generating and sending a Response acknowledging that a future dated Command has been successfully cancelled.

[bookmark: _Ref321144413][bookmark: _Ref313623578]Activate Emergency Credit

A Command to activate Emergency Credit when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2). 

In executing the Command where the Supply is Disabled GSME shall be capable of Arming the Supply if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) rises above the Disablement Threshold(4.6.4.12) and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref343779522][bookmark: _Ref321144474]Activate Firmware

A Command to activate Firmware.

In executing the Command GSME shall be capable of installing new Firmware using a mechanism that is robust against failure and loss of data.

The new Firmware shall include version information.  Where new Firmware is successfully installed, GSME shall be capable of recording the version information of that new Firmware in Firmware Version(4.6.5.10).

[bookmark: _Ref344969213]Add Credit

[bookmark: _Ref313623555][bookmark: _Ref313624070]A Command to accept credit to be applied to GSME when GSME is operating in Prepayment Mode on receipt of a UTRN from a PPMID or a PTUT from an Authorised party.

In executing the Command following receipt of a UTRN from a PPMID GSME shall be capable of applying credit as set out in Section 4.5.2.2.

In executing the Command following receipt of a PTUT from an Authorised party, GSME shall be capable of:

1. [bookmark: _Ref366655482]comparing the credit value of the PTUT with the Maximum Credit Threshold(4.6.4.17) and rejecting the PTUT where the credit value is greater than that threshold;

[bookmark: _Ref366655492][bookmark: _Ref366596637]comparing the projected new Meter Balance(4.6.5.11) (calculated on the basis of (xii) to (xv) below and the credit value of the PTUT and rejecting the PTUT where the projected new Meter Balance(4.6.5.11) is greater than the Maximum Meter Balance Threshold(4.6.4.18);

[bookmark: _Ref366655503]verifying the Authenticity of the PTUT;

[bookmark: _Ref366655512]verifying that GSME is the intended recipient of the PTUT;

[bookmark: _Ref366655523]comparing the PTUT Counter against the last 100 verified PTUT Counters and rejecting duplicate presentation of verified UTRNs and PTUTs; and

controlling the number of invalid PTUT entries entered and processed.

GSME shall be capable of generating an entry in the Security Log(4.6.5.17):

where the PTUT is rejected as set out in (i) above;

where the PTUT is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and 

where duplicates are rejected as set out in (v) above.

In executing the Command, GSME shall be capable of applying the credit added in the following order:

[bookmark: _Ref315968202][bookmark: _Ref320021627]recovery of payment-based debt of an amount defined by Debt Recovery per Payment(4.6.4.8) from the Payment Debt Register(4.6.5.13) subject to the Debt Recovery Rate Cap(4.6.4.10);

[bookmark: _Ref320021592]recovery of debt accumulated in the Accumulated Debt Register(4.6.5.1); 

[bookmark: _Ref320638478]repayment of Emergency Credit activated and used by the Consumer; and

[bookmark: _Ref366654433]adding remaining credit (the credit after deduction of (xii), (xiii) and (xiv) above) to the Meter Balance(4.6.5.11).

In executing the Command, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, GSME shall be capable of recording the credit applied to the Meter Balance(4.6.5.11) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(4.6.5.3).

In executing the Command from a PPMID, GSME shall be capable of generating and sending an Alert containing the UTC date and time stamp of the last update of the Meter Balance(4.6.5.11) via its HAN Interface.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref341691720]Add Device Security Credentials

A Command to add Security Credentials for a PPMID or a Gas Proxy Function to the Device Log(4.6.4.11).

In executing the Command, GSME shall be capable of:

1. verifying the Security Credentials; and

recording the Command and Outcome to the Security Log(4.6.5.17).

[bookmark: _Ref391043940][bookmark: _Ref316136660][bookmark: _Ref316222073]Adjust Debt

A Command to apply positive and negative adjustments to the Time Debt Registers [1 … 2](4.6.5.21) and the Payment Debt Register(4.6.5.13) when operating in Prepayment Mode.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

Adjust Meter Balance

A Command to apply positive and negative adjustments to the Meter Balance(4.6.5.11).

In executing the Command where GSME is operating in Prepayment Mode and where, following any such adjustment, the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), GSME shall be capable of Arming the Supply, displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref313623973][bookmark: _Ref391281827][bookmark: _Ref313623616]Arm Supply

A Command to return GSME from a Locked state to an Unlocked state.

In executing the Command:

1. where the state of the Supply as determined by GSME (in accordance with the requirements to Arm and Disable Supply in this Section 4) is Disabled, GSME shall not Arm the Supply and shall set the Supply State(4.6.5.18) to Disabled; and 

where the state of the Supply as determined by GSME (in accordance with the requirements to Arm and Disable Supply in this Section 4) is Enabled or Armed, GSME shall Arm the Supply and shall set the Supply State(4.6.5.18) to Armed.

[bookmark: _Ref316222270]Clear Event Log

A Command to clear all entries from the Event Log(4.6.5.9).  GSME shall be capable of logging that the Command has been executed in the Security Log(4.6.5.17).

Disable Privacy PIN Protection 

A Command to disable Privacy PIN Protection.

Disable Supply

[bookmark: OLE_LINK88]A Command to establish a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7).

In executing the Command GSME shall be capable of setting the Supply State(4.6.5.18) to Disabled.

Issue GSME Security Credentials

A Command to generate a Public-Private Key Pair and issue a corresponding Certificate Signing Request.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 4.6.4.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Constant Data

A Command to read the value of one or more of the constant data items set out in Section 4.6.1.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Operational Data

[bookmark: _Toc311624548][bookmark: _Toc311624707][bookmark: _Toc311624866][bookmark: _Toc311625922][bookmark: _Toc311624549][bookmark: _Toc311624708][bookmark: _Toc311624867][bookmark: _Toc311625923][bookmark: _Toc311624550][bookmark: _Toc311624709][bookmark: _Toc311624868][bookmark: _Toc311625924][bookmark: _Toc311624551][bookmark: _Toc311624710][bookmark: _Toc311624869][bookmark: _Toc311625925][bookmark: _Toc311624552][bookmark: _Toc311624711][bookmark: _Toc311624870][bookmark: _Toc311625926][bookmark: _Toc311624553][bookmark: _Toc311624712][bookmark: _Toc311624871][bookmark: _Toc311625927][bookmark: _Toc311624554][bookmark: _Toc311624713][bookmark: _Toc311624872][bookmark: _Toc311625928]A Command to read the value of one or more of the operational data items set out in Section 4.6.5.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Receive Firmware

A Command to receive Firmware.

In executing the Command GSME shall be capable of:

1. only accepting new Firmware from an Authorised and Authenticated source; and

verifying the Authenticity and integrity of new Firmware before installation.

[bookmark: OLE_LINK84][bookmark: OLE_LINK89]Record Network Data

A Command to initiate the recording of UTC date and time-stamped Consumption data for each six minute interval over a period of four hours in the Network Data Log(4.6.5.12).

Remove Device Security Credentials

A Command to remove Security Credentials for a PPMID or a Gas Proxy Function from the Device Log(4.6.4.11).

In executing the Command GSME shall be capable of recording the Command and Outcome to the Security Log(4.6.5.17).

[bookmark: _Ref365470513]Replace GSME Security Credentials

A Command to replace GSME Security Credentials(4.6.4.15).

In executing the Command GSME shall be capable of:

1. maintaining the Command’s Transactional Atomicity; and

recording the Command and Outcome to the Security Log(4.6.5.17).

Reset Meter Balance

A Command to reset the Meter Balance(4.6.5.11) to zero.

In executing the Command, GSME shall reset the Accumulated Debt Register(4.6.5.1) and the Emergency Credit Balance(4.6.5.8).

[bookmark: _Ref367094474]Set Clock

A Command to set the Clock date and time via its HAN Interface.

In executing the Command, GSME shall be capable of comparing the date and time specified in the Command with the Communications Hub Date and Time. Where the difference is:

1. within the tolerance specified in the Command GSME shall be capable of adjusting its date and time to the Communications Hub Date and Time and generating an entry to that effect in the Event Log(4.6.5.9); and

outside the tolerance specified in the Command GSME shall be capable of not adjusting its date and time and:

1. generating an entry to that effect in the Event Log(4.6.5.9); and

generating and sending an Alert to that effect via its HAN Interface.

GSME shall be capable of ensuring that any adjustments do not cause calendar-based events to be missed or future-dated Commands to be missed or repeated. 

[bookmark: _Ref435532637][bookmark: _Ref316138003]Set Payment Mode

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode(4.6.4.21).

In executing the Command, GSME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

the Consumption Register(4.6.5.4),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3). 

Set Tariff

A Command to accept new values for Tariff TOU Price Matrix(4.6.4.32), Tariff Block Price Matrix(4.6.4.29), Tariff Switching Table(4.6.4.30) and Tariff Threshold Matrix(4.6.4.31).

In executing the Command, GSME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

the Consumption Register(4.6.5.4), 

and where in Prepayment mode:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3).

[bookmark: _Toc311624604][bookmark: _Toc311624763][bookmark: _Toc311624922][bookmark: _Toc311625978]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 4.6.4.

[bookmark: _Toc311624602][bookmark: _Toc311624761][bookmark: _Toc311624920][bookmark: _Toc311625976][bookmark: _Toc311566505][bookmark: _Toc311566562][bookmark: _Toc311624607][bookmark: _Toc311624766][bookmark: _Toc311624925][bookmark: _Toc311625981]In executing the Command, GSME shall be capable of generating an entry to that effect in the Event Log(4.6.5.9).

[bookmark: _Toc386559283][bookmark: _Toc391462866][bookmark: _Toc391464633][bookmark: _Toc386559286][bookmark: _Toc391462869][bookmark: _Toc391464636][bookmark: _Toc386559290][bookmark: _Toc391462873][bookmark: _Toc391464640][bookmark: _Toc346709902][bookmark: _Toc346711032][bookmark: _Toc346714133][bookmark: _Toc346714494][bookmark: _Toc389067442][bookmark: _Toc389117997][bookmark: _Toc386559284][bookmark: _Toc389067443][bookmark: _Toc389117998][bookmark: _Toc386559285][bookmark: _Toc389067444][bookmark: _Toc389117999][bookmark: _Toc389067445][bookmark: _Toc389118000][bookmark: _Toc386559287][bookmark: _Toc389067446][bookmark: _Toc389118001][bookmark: _Toc386559288][bookmark: _Toc389067447][bookmark: _Toc389118002][bookmark: _Toc386559289][bookmark: _Toc389067448][bookmark: _Toc389118003][bookmark: _Toc389067449][bookmark: _Toc389118004][bookmark: _Ref313431142][bookmark: _Toc320016950][bookmark: _Toc341809884][bookmark: _Toc366852636][bookmark: _Toc389118005][bookmark: _Toc404159601][bookmark: _Toc41992692]Data requirements

This section describes the minimum information which GSME shall be capable of holding in its Data Store.

[bookmark: _Toc320016951][bookmark: _Ref320541814][bookmark: _Ref320541824][bookmark: _Ref321137619][bookmark: _Toc341809885][bookmark: _Ref344982756][bookmark: _Ref345577882][bookmark: _Ref345577899][bookmark: _Toc366852637][bookmark: _Toc389118006][bookmark: _Toc404159602]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Device_Identifier_1][bookmark: _Ref320180210]GSME Identifier

A globally unique identifier used to identify GSME based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

Manufacturer Identifier

An identifier used to identify the manufacturer of GSME.

Model Type

An identifier used to identify the model of GSME.

[bookmark: _Ref435532656]This section is not used

[bookmark: _Toc366852639][bookmark: _Toc389118008][bookmark: _Toc404159604][bookmark: _Toc311543942][bookmark: _Ref313477878][bookmark: _Toc320016952][bookmark: _Toc341809886][bookmark: _Ref345577943][bookmark: _Ref346027777]Locally Set Configuration Data

Describes data that is configured by execution of a User Interface Command and that is not available outside GSME.

[bookmark: _Ref363745921]Privacy PIN

A number comprising four digits used by the Consumer to enable temporary access to a specified set of display items and Commands via the User Interface of GSME.

[bookmark: _Toc366852640][bookmark: _Ref391909330][bookmark: _Ref392074607][bookmark: _Toc389118009][bookmark: _Toc404159605][bookmark: _Ref412557351]Configuration data

Describes data that configures the operation of various functions of GSME. 

[bookmark: _Ref386445880]Alerts Configuration Settings

Settings to control whether to generate and send an Alert.

[bookmark: _battery_depletion_threshold][bookmark: _billing_schedule_table][bookmark: _Billing_Calendar][bookmark: _Ref313558036][bookmark: _Ref320226990][bookmark: _Toc311543944][bookmark: _Toc311543943]Billing Calendar

A calendar defining billing dates for the storage of billing related information in the Billing Data Log(4.6.5.3).

[bookmark: _calorific_value][bookmark: _Ref320225216]Calorific Value

The value used in the conversion of gas volume to kWh usage, based on the energy stored in one cubic metre of gas released when burnt at a standard temperature and pressure.

[bookmark: _debt_recovery_per][bookmark: _Conversion_Factor][bookmark: _Ref334796517][bookmark: _Ref343781317][bookmark: _Ref320225301]Contact Details

The name and contact telephone number of the current gas Supplier.

[bookmark: _Ref343781425]Conversion Factor

The value used in the conversion of gas volume to kWh usage, based on the temperature, pressure and compressibility of the gas.

[bookmark: _Debt_Recovery_per_1][bookmark: _Ref320227796]Currency Units

The Currency Units currently used by GSME, which shall be either GB Pounds or European Central Bank Euro.

[bookmark: _Ref359310953]Customer Identification Number

A number issued to GSME for display on the User Interface.

[bookmark: _Ref343782229]Debt Recovery per Payment

The percentage of a payment to be recovered against debt when GSME is operating Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _debt_recovery_rate][bookmark: _Debt_Recovery_Rates][bookmark: _Ref320225983]Debt Recovery Rates [1 … 2]

Two debt recovery rates in Currency Units per unit time for when GSME is using Time-based Debt Recovery in Prepayment Mode.

[bookmark: _debt_recovery_rate_1][bookmark: _Ref320227867]Debt Recovery Rate Cap

The maximum amount in Currency Units per unit time that can be recovered through Payment-based Debt Recovery when GSME is operating in Prepayment Mode.

[bookmark: _Ref344982235]Device Log

The Security Credentials and Device identifier for each of the Gas Proxy Function and PPMID with which GSME can establish Communications Links.

[bookmark: _disconnection_threshold][bookmark: _Disablement_Threshold][bookmark: _Ref320226216]Disablement Threshold

The threshold in Currency Units for controlling when to Disable the Supply.

[bookmark: _emergency_credit_ceiling][bookmark: _Emergency_Credit_Limit][bookmark: _Ref320225726]Emergency Credit Limit

The amount of Emergency Credit in Currency Units to be made available to a Consumer where Emergency Credit is activated by the Consumer.

[bookmark: _emergency_credit_threshold][bookmark: _Ref320225667]Emergency Credit Threshold

The threshold in Currency Units below which Emergency Credit Balance(4.6.5.8) may be activated by the Consumer if so configured when GSME is operating in Prepayment Mode.

[bookmark: _Ref365014465]GSME Security Credentials

The Security Credentials for GSME and parties Authorised to establish Communications Links with it.

[bookmark: _Globally_Unique_ID][bookmark: _GUID][bookmark: _Device_Identifier][bookmark: _Firmware_Version][bookmark: _low_battery_threshold][bookmark: _low_credit_threshold][bookmark: _Ref320226149][bookmark: _Ref341812764][bookmark: _Ref346634414][bookmark: _Ref313270538][bookmark: _Ref313270600][bookmark: _Toc311543945]Low Credit Threshold

The threshold in Currency Units below which a low credit Alert is signalled.

[bookmark: _Ref366595952]Maximum Credit Threshold

The maximum credit which can be applied by any Add Credit Command.

[bookmark: _Ref366597057]Maximum Meter Balance Threshold

The Meter Balance(4.6.5.11) threshold in Currency Units above which an Add Credit Command is rejected.

[bookmark: _Ref346724927]Meter Point Reference Number (MPRN)

The reference number identifying a gas metering point.

[bookmark: _non-disconnection_table][bookmark: _Non-Disablement_Table][bookmark: _monitor_gas_flow][bookmark: _Uncontrolled_Gas_Flow][bookmark: _Non-Disablement_Calendar][bookmark: _Toc311543956][bookmark: _Ref320224579]Non-Disablement Calendar

A Switching Table comprising a set of rules specifying periods during which the Supply will not be Disabled due to the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) falling below the Disablement Threshold(4.6.4.12) when GSME is operating in Prepayment Mode. 

The rules stored within the table shall specify which of five Day Profiles should be used to specify Non-Disablement Periods for each day according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

A Day Profile shall contain up to one contiguous time period during which the Supply may be Disabled due to the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) falling below the Disablement Threshold(4.6.4.12) when GSME is operating in Prepayment Mode.

The Switching Table shall support three Season Profiles and two Week Profiles.  Each Week Profile shall support two Day Profiles. 

All dates and times shall be specified as UTC.

[bookmark: _PTZ_conversion_factor][bookmark: _Ref320223928]Payment Mode

The current mode of operation, being Prepayment Mode or Credit Mode.

Public Key Security Credentials Store

A store for Security Credentials relating to Public Keys.

[bookmark: _PTZ_Conversion_Factor_1][bookmark: _suspend_debt_emergency][bookmark: _Standing_Charge][bookmark: _Ref320225812][bookmark: _Ref341812835]Standing Charge

A charge to be levied in Currency Units per unit time when operating in Credit Mode and Prepayment Mode.

Supplier Message

A message issued to, and held on, GSME for provision to the Consumer.

[bookmark: _suspend_debt_disconnect][bookmark: _Suspend_Debt_Disabled][bookmark: _Ref320236154]Supply Depletion State

A setting to control the state of the Supply in the case of loss of power to GSME, being Locked or unchanged.

[bookmark: _Supply_Tamper_State_1][bookmark: _Ref320227416]Supply Tamper State

A setting to control the state of the Supply in the case of Unauthorised Physical Access being detected, being Locked or unchanged.

[bookmark: _Suspend_Debt_Disabled_1][bookmark: _Ref320226349]Suspend Debt Disabled

[bookmark: _special_days_table][bookmark: _tariff_rate_matrix]A setting controlling whether debt should be collected when GSME is operating in Prepayment Mode and Supply is Disabled.

[bookmark: _Tariff_Block_Rate][bookmark: _Ref320226295]Suspend Debt Emergency

A setting controlling whether standing charges and debt should be deducted from the Emergency Credit Balance(4.6.5.8) when GSME is operating in Prepayment Mode and Emergency Credit is in use.

[bookmark: _Tariff_Block_Rate_1][bookmark: _Tariff_Block_Price][bookmark: _Ref320225565]Tariff Block Price Matrix

A 4 x 1 matrix containing Prices for Block Pricing.

[bookmark: _Tariff_TOU_Rate][bookmark: _tariff_switching_matrix][bookmark: _tariff_switching_table][bookmark: _Ref320226825]Tariff Switching Table

A set of rules for allocating daily Consumption to a Tariff Register for Time-of-use Pricing and Time-of-use with Block Pricing.  The rules stored within the table shall specify which of four Day Profiles should be used to allocate Consumption to a Tariff Register according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

The Switching Table shall support three Season Profiles and two Week Profiles.

All dates shall be specified as UTC.

[bookmark: _tariff_threshold_matrix][bookmark: _Ref320226914]Tariff Threshold Matrix

A 3 x 1 matrix capable of holding thresholds in kWh for controlling Block Tariffs.

[bookmark: _tariff_type][bookmark: _Tariff_TOU_Price][bookmark: _Ref320225451][bookmark: _Toc311543946]Tariff TOU Price Matrix

A 1 x 4 matrix containing Prices for Time-of-use Pricing.

[bookmark: _Tariff_Type_1][bookmark: _battery_depletion_state][bookmark: _valve_depletion_state][bookmark: _Ref320227938]Uncontrolled Gas Flow Rate

The flow rate in units of volume per unit time used in the detection of uncontrolled flow of gas on Enablement of Supply.

[bookmark: _Valve_Depletion_State_1][bookmark: _Supply_Depletion_State][bookmark: _Toc319250836][bookmark: _Toc320016953][bookmark: _Toc319250837][bookmark: _Toc320016954][bookmark: _Valve_Tamper_State][bookmark: _Supply_Tamper_State][bookmark: _Toc319250838][bookmark: _Toc320016955][bookmark: _Toc319250839][bookmark: _Toc320016956][bookmark: _Ref313478325][bookmark: _Ref316395364][bookmark: _Toc320016957][bookmark: _Toc341809887][bookmark: _Toc366852641][bookmark: _Toc389118010][bookmark: _Toc404159606]Operational data

Describes data used by the functions of GSME for output of information.

[bookmark: _credit_balance][bookmark: _Billing_Data_Log][bookmark: _Block_Counter_Matrix][bookmark: _Tariff_Block_Matrix][bookmark: _Tariff_Block_Counter][bookmark: _Accumulated_Debt_Register][bookmark: _Ref320224814][bookmark: _Toc311543947]Accumulated Debt Register

The debt resulting from the collection of Standing Charge(4.6.4.23) and / or time-based debt when Emergency Credit is in Use as configured by Suspend Debt Emergency(4.6.4.28), when operating in Prepayment Mode.

[bookmark: _Ref344990081]Active Tariff Price

The Price currently active.

[bookmark: _Billing_Data_Log_1][bookmark: _Ref320226055]Billing Data Log

A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405372977]twelve entries comprising Tariff TOU Register Matrix(4.6.5.20), the Consumption Register(4.6.5.4) and Tariff Block Counter Matrix(4.6.5.19);

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments; and

[bookmark: _Ref405372994]twelve entries comprising Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21),

[bookmark: _credit_balance_1][bookmark: _Meter_Balance][bookmark: _Debt_Register][bookmark: _Toc311543950]each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Cumulative_Consumption_Log][bookmark: _Debt_Register_1][bookmark: _Daily_Read_Log][bookmark: _Ref320227067][bookmark: _Ref320227164][bookmark: _Ref343781989]Consumption Register

The register recording cumulative Consumption.

[bookmark: _Ref386441308]Cumulative and Historical Value Store

A store capable of holding the following values:

1. eight Days of Energy Consumption comprising the prior eight Days, in kWh and Currency Units;

six Weeks of Energy Consumption comprising the current Week and the prior five Weeks, in kWh and Currency Units; and

fourteen months of Energy Consumption comprising the current month and the prior thirteen months, in kWh and Currency Units.

[bookmark: _Ref388526324]Cumulative Current Day Value Store

A store capable of holding the value of Energy Consumption on the current Day, in kWh and Currency Units.

[bookmark: _Ref346635221]Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix(4.6.5.20), the Tariff Block Counter Matrix(4.6.5.19) and the Consumption Register(4.6.5.4) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Emergency_Credit_Balance_1][bookmark: _Ref320224670]Emergency Credit Balance

The amount of Emergency Credit available to the Consumer after it has been activated by the Consumer.

[bookmark: _event_log][bookmark: _Ref313270338]Event Log

A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing, arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. 

[bookmark: _Ref346110286]Firmware Version

The active version of Firmware of GSME.

[bookmark: _historic_tariff_table][bookmark: _billing_data_table][bookmark: _operating_mode][bookmark: _payment_mode][bookmark: _payment_debt_register][bookmark: _Network_Data_Period][bookmark: _Network_Data_Log][bookmark: _Ref320224365][bookmark: _Toc311543955]Meter Balance

[bookmark: _emergency_credit_balance]The amount of money in Currency Units as determined by GSME.  If operating in Prepayment Mode, the Meter Balance represents GSME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance(4.6.5.8)).  If operating in Credit Mode, it represents GSME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

[bookmark: _Network_Data_Log_1][bookmark: _Ref320227285]Network Data Log

A log capable of storing four hours of UTC date and time stamped six minute Consumption data arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Payment_Debt_Register_1][bookmark: _Ref320227604]Payment Debt Register

A Debt Register recording Debt to be recovered as a percentage of payment when using Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref344990984]Prepayment Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _profile_data_table][bookmark: _Profile_Data_Log][bookmark: _Ref320227228]Profile Data Log

A log capable of storing a minimum of three months of UTC date and time stamped half hourly Consumption data arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _remaining_battery_capacity][bookmark: _Ref320224913]Remaining Battery Capacity

Where GSME includes a Battery, the remaining Battery capacity in days.

[bookmark: _tariff_register_matrix][bookmark: _Security_Log][bookmark: _Ref320196178]Security Log

A log capable of storing one hundred UTC date and time stamped entries of security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Tariff_Register_Matrix_1][bookmark: _Ref346632150][bookmark: _Ref320224168]Supply State

The state of the Supply, being Enabled, Disabled or Armed.

[bookmark: _Ref346634132]Tariff Block Counter Matrix

A 4 x 1 matrix for storing Block Counters for Block Pricing.

[bookmark: _Tariff_TOU_Register][bookmark: _Ref320224035]Tariff TOU Register Matrix

A 1 x 4 matrix for storing Tariff Registers for Time-of-use Pricing.

[bookmark: _time_debt_register_1][bookmark: _Time_Debt_Register][bookmark: _Time_Debt_Registers][bookmark: _Ref320225893][bookmark: _Ref344990906]Time Debt Registers [1 … 2]

[bookmark: _total_consumption_register]Two Debt Registers recording independent debts to be recovered over time when operating Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Toc320027830][bookmark: _Toc343775300][bookmark: _Ref345433241][bookmark: _Toc366852642][bookmark: _Ref386538718][bookmark: _Toc389118011][bookmark: _Toc404159607][bookmark: _Ref405369094][bookmark: _Ref405377706][bookmark: _Ref409701257][bookmark: _Ref409702060][bookmark: _Ref409702078][bookmark: _Ref409702519][bookmark: _Ref433187723][bookmark: _Toc41992693]Electricity Smart Metering Equipment Technical Specifications Version 2.0

[bookmark: _Toc343775301][bookmark: _Toc366852643][bookmark: _Toc389118012][bookmark: _Toc404159608][bookmark: _Toc41992694]Introduction

[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Section 5 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of Electricity Smart Metering Equipment that an electricity Supplier is required to install to comply with condition 39 of its licence.

[bookmark: OLE_LINK13][bookmark: OLE_LINK19]Part A of this Section 5 applies to Single Element Electricity Metering Equipment.

Part B of this Section 5 applies to Twin Element Electricity Metering Equipment.

Part C of this Section 5 applies to Polyphase Electricity Metering Equipment.

Where an Auxiliary Load Control Switch is installed within ESME, an electricity Supplier must comply, in addition, with the minimum functional, interface and data requirements described in Part D of this Section 5.

Where the Boost Function is installed within ESME, an electricity Supplier must comply, in addition, with the minimum functional and data requirements described in Part E of this Section 5.

[bookmark: _Toc343775302][bookmark: _Toc366852644][bookmark: _Toc389118013][bookmark: _Toc404159609][bookmark: _Toc41992695][bookmark: _Toc320016123]Part A - Single Element Electricity Metering Equipment

[bookmark: _Toc341712252][bookmark: _Toc343775303][bookmark: _Toc366852645][bookmark: _Toc389118014][bookmark: _Toc404159610][bookmark: _Toc41992696]Overview

In this Part A ESME shall mean Single Element Electricity Metering Equipment.

[bookmark: _Toc366852646][bookmark: _Toc389118015][bookmark: _Toc404159611][bookmark: _Toc41992697][bookmark: _Toc320016124][bookmark: _Ref339466715][bookmark: _Ref341370047][bookmark: _Ref341370052][bookmark: _Toc343775304]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559302][bookmark: _Toc391462885][bookmark: _Toc391464652][bookmark: _Toc389067461][bookmark: _Toc389118016][bookmark: _Toc366852647][bookmark: _Toc389118017][bookmark: _Toc404159612]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part A, and evidence must be available to confirm such testing and conformance.

[bookmark: _Toc366852648][bookmark: _Toc389118018][bookmark: _Toc404159613]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 29 February 2016; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required described in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 29 February 2016.

[bookmark: _Toc366852649][bookmark: _Toc389118019][bookmark: _Toc404159614][bookmark: _Ref435532793]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

ESME shall be certified by CESG as compliant with the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

[bookmark: _Ref365535779][bookmark: _Ref365535820][bookmark: _Toc366852650][bookmark: _Toc389118020][bookmark: _Toc404159615][bookmark: _Toc41992698]Physical Requirements

[bookmark: OLE_LINK110][bookmark: OLE_LINK111]ESME shall as a minimum include the following components: 

1. a Clock;

a Data Store;

an Electricity Meter containing one measuring element; 

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (pursuant to Section H12 of the Smart Energy Code) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.5, 5.6 and 5.7 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 4 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.1, 5.6.3 and 5.6.4.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; 

Random Number Generator;

Cryptographic Algorithms; 

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME. 

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

[bookmark: _Toc320016125][bookmark: _Toc343775305][bookmark: _Ref366079362][bookmark: _Toc366852651][bookmark: _Toc389118021][bookmark: _Toc404159616][bookmark: _Toc41992699]Functional Requirements

[bookmark: _Toc316397747][bookmark: _Toc320016126][bookmark: _Toc316222710]This section describes the minimum functions that ESME shall be capable of performing.

[bookmark: _Toc343775306][bookmark: _Toc366852652][bookmark: _Toc389118022][bookmark: _Toc404159617]Clock

[bookmark: OLE_LINK74][bookmark: OLE_LINK75]The Clock forming part of ESME shall be capable of operating so as to be accurate to within 10 seconds of the UTC date and time under normal operating conditions.

ESME shall be capable of comparing its date and time with the Communications Hub Date and Time, and making adjustments to its date and time.  Where the difference between ESME date and time and the Communications Hub Date and Time is more than 10 seconds ESME shall be capable of:

1. not adjusting its date and time;

generating an entry in the Security Log(5.7.5.31) to that effect; and

generating and sending an Alert via its HAN Interface.

Except when executing a Set Clock(5.6.3.32) Command, ESME shall not be capable of making adjustments to its date and time more than once within any 24 hour time period.

[bookmark: _Toc346120467][bookmark: _Toc346632074][bookmark: _Toc346634054][bookmark: _Toc346709915][bookmark: _Toc346711045][bookmark: _Toc346714146][bookmark: _Toc346714507][bookmark: _Ref341799883][bookmark: _Toc343775307][bookmark: _Toc366852653][bookmark: _Toc389118023][bookmark: _Toc404159618][bookmark: _Ref316388915][bookmark: _Toc320096334]Communications

ESME, and any device forming part of it, shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 5.5.10.5.

[bookmark: _Ref320222056]With the exception of a Communications Hub Function ESME shall only be capable of establishing a Communications Link with a Device with Security Credentials in the Device Log(5.7.4.14) and shall not be capable of establishing a Communications Link via its HAN Interface with any other Devices.

When any Command addressed to ESME is received via any Communications Link ESME shall be capable of:

1. [bookmark: _Ref365473087]using the Security Credentials ESME holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 5.5.10.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref365473133]verifying the integrity of the Command.

On failure of any of (i) to (iii) above, ESME shall be capable of generating an entry in the Security Log(5.7.5.31) to that effect, discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

When executing an immediate Command ESME shall be capable of generating and sending a Response via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

Where the Command is not due to be executed immediately, ESME shall be capable of generating and sending a Response via its HAN Interface to confirm successful receipt. When executing a future dated Command ESME shall be capable of generating and sending an Alert via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

ESME shall only be capable of addressing a Response to the sender of the relevant Command. 

ESME shall be capable of restricting the generation and sending of each Alert described in this Section 5 according to the Alerts Configuration Settings(5.7.4.1).

[bookmark: _Ref392752393]Communications Links with a Communications Hub Function via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with one Communications Hub Function.

ESME shall be capable of receiving the Communications Hub Date and Time from a Communications Hub Function.

[bookmark: _Toc318456141][bookmark: _Toc318974851][bookmark: _Toc318990233][bookmark: _Toc319063290][bookmark: _Toc319249782][bookmark: _Toc319250812][bookmark: _Toc318456142][bookmark: _Toc318974852][bookmark: _Toc318990234][bookmark: _Toc319063291][bookmark: _Toc319249783][bookmark: _Toc319250813][bookmark: _Toc318456143][bookmark: _Toc318974853][bookmark: _Toc318990235][bookmark: _Toc319063292][bookmark: _Toc319249784][bookmark: _Toc319250814][bookmark: _Toc318456144][bookmark: _Toc318974854][bookmark: _Toc318990236][bookmark: _Toc319063293][bookmark: _Toc319249785][bookmark: _Toc319250815][bookmark: _Toc318456145][bookmark: _Toc318974855][bookmark: _Toc318990237][bookmark: _Toc319063294][bookmark: _Toc319249786][bookmark: _Toc319250816][bookmark: _Toc318456146][bookmark: _Toc318974856][bookmark: _Toc318990238][bookmark: _Toc319063295][bookmark: _Toc319249787][bookmark: _Toc319250817][bookmark: _Ref316371704][bookmark: _Ref334698186]Communications Links with Type 1 Devices via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of seven Type 1 Devices (including a minimum of one PPMID).  ESME shall be capable of supporting up to five Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches.

ESME shall be capable of supporting the following types of Communications Links:

1. receiving the Commands (set out in Section 5.6.3) from a Type 1 Device;

sending the Responses (set out in Section 5.6.3) to a Type 1 Device; 

sending the Commands (set out in Section 5.6.4) to a Type 1 Device and acting on the corresponding Responses from a Type 1 Device;

sending the information (set out in Section 5.6.1) to a Type 1 Device; and

sending Alerts to a Type 1 Device.

[bookmark: _Ref341802405]Communications Links with Type 2 Devices via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of four Type 2 Devices.

ESME shall be capable of supporting the following types of Communications Links:

1. sending the information (set out in Section 5.6.1) to a Type 2 Device; and

sending Alerts to a Type 2 Device.

[bookmark: OLE_LINK98][bookmark: OLE_LINK96][bookmark: _Toc316397751][bookmark: _Toc320016130][bookmark: _Toc343775308][bookmark: _Toc366852654][bookmark: _Toc389118024][bookmark: _Toc404159619][bookmark: _Toc316222713]Data storage

ESME shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc320016131][bookmark: _Ref339553454][bookmark: _Ref339553471][bookmark: _Ref343765427][bookmark: _Toc343775309][bookmark: _Ref345941374][bookmark: _Ref346715402][bookmark: _Ref346715411][bookmark: _Ref363661422][bookmark: _Ref363661434][bookmark: _Ref363741582][bookmark: _Ref364948628][bookmark: _Toc366852655][bookmark: _Toc389118025][bookmark: _Toc404159620]Display of information

ESME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode [INFO](5.7.4.31) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix [INFO](5.7.5.34), the Tariff TOU Block Register Matrix(5.7.5.35) and the Tariff Block Counter Matrix [INFO](5.7.5.33); 

the Active Import Register [INFO](5.7.5.3);

the Active Export Register [INFO](5.7.5.2);

the Meter Balance [INFO](5.7.5.22) [PIN];

the Debt to Clear (calculated as set out in Section 5.5.7.2)  [PIN];

the Customer Identification Number [INFO](5.7.4.10) [PIN];

whether Emergency Credit is available for activation [PIN];

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.5.7.2) [PIN];

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

the Supply State [INFO](5.7.5.32);

any time-based debts and Time-based Debt Recovery rates [PIN];

any payment-based debt [PIN];

any accumulated debt recorded in the Accumulated Debt Register [INFO](5.7.5.1) [PIN];

any Standing Charge [INFO](5.7.4.42);

the Meter Point Administration Numbers (MPAN) [INFO](5.7.4.28);

the Local Time;

the Contact Details [INFO](5.7.4.8);

the Active Tariff Price [INFO](5.7.5.5) [PIN]; and

the Event Log(5.7.5.16) and the Power Event Log(5.7.5.25) (with the exception of any Personal Data).

ESME shall be capable of displaying the Security Log(5.7.5.31) on its User Interface following physical access through the Secure Perimeter of ESME.



ESME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

[bookmark: _Toc366852656][bookmark: _Toc389118026][bookmark: _Toc404159621][bookmark: _Ref339435558][bookmark: _Ref339435570][bookmark: _Toc343775310]Privacy PIN Protection

ESME shall be capable of preventing the display on the User Interface of items annotated [PIN] in Section 5.5.4, and preventing access on the User Interface to the Commands annotated [PIN] in Section 5.6.2, except on successful execution of an Allow Access to User Interface(5.6.2.3) Command via the User Interface.

[bookmark: _Toc366852657][bookmark: _Toc389118027][bookmark: _Toc404159622]Load limiting

[bookmark: OLE_LINK24][bookmark: OLE_LINK25][bookmark: OLE_LINK1][bookmark: OLE_LINK2]ESME shall be capable of determining when the Active Power Import [INFO](5.7.5.4) is above, for the Load Limit Period(5.7.4.19), the Load Limit Power Threshold(5.7.4.20) and on such an occurrence ESME shall be capable of:

1. generating an entry to that effect in the Event Log(5.7.5.16);

generating and sending an Alert to that effect via its HAN Interface and its User Interface;

counting the number of such occurrences in the Load Limit Counter(5.7.5.18); and

[bookmark: _Ref346622084]ignoring the Non-Disablement Calendar [INFO](5.7.4.30) and Disabling the Supply in circumstances where the Load Limit Supply State(5.7.4.22) is configured to require Disablement, and then:

1. [bookmark: _Ref345952140]immediately Arming the Supply such that it can be Enabled as set out in Section 5.6.2.5;

[bookmark: _Ref345952151]after the Load Limit Restoration Period(5.7.4.21) has elapsed Enabling the Supply, and setting the Load Limit Supply State(5.7.4.22) to unchanged; and

[bookmark: _Ref345952160]displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert indicating the change in state via its HAN Interface.

Where ESME is in Prepayment Mode and the combined Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) is below the Disablement Threshold [INFO](5.7.4.15), ESME shall be capable of not executing (a), (b) and (c) above, but of placing the Supply in such a state whereby Supply will be Armed where the combined Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) rises above Disablement Threshold [INFO](5.7.4.15).

[bookmark: _Toc320016133][bookmark: _Ref339553586][bookmark: _Ref339553595][bookmark: _Toc343775311][bookmark: _Toc366852658][bookmark: _Toc389118028][bookmark: _Toc404159623]Payment Mode

ESME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

ESME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance [INFO](5.7.5.22) based on:

1. the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47); and

the Standing Charge [INFO](5.7.4.42).

[bookmark: OLE_LINK102][bookmark: _Ref320222197]Prepayment Mode

ESME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

ESME shall be capable of adding credit to the Meter Balance [INFO](5.7.5.22) (as set out in Sections 5.6.2.2 and 5.6.3.3) and reducing the amount of credit in the Meter Balance [INFO](5.7.5.22).

[bookmark: OLE_LINK76][bookmark: OLE_LINK77]ESME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance [INFO](5.7.5.15) if the Meter Balance [INFO](5.7.5.22) is below the Emergency Credit Threshold [INFO](5.7.4.17)).  ESME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit [INFO](5.7.4.16). ESME shall be capable of reducing the amount of credit in the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated by the Consumer (as set out in Sections 5.6.2.1 and 5.6.3.1) and the Meter Balance [INFO](5.7.5.22) is exhausted.  Any Emergency Credit used shall be repaid when credit is added to ESME (as set out in Sections 5.6.2.2 and 5.6.3.3).

[bookmark: OLE_LINK108][bookmark: OLE_LINK109]ESME shall be capable of reducing the Meter Balance [INFO](5.7.5.22) until it reaches the Disablement Threshold [INFO](5.7.4.15) followed by reducing the Emergency Credit Balance [INFO](5.7.5.15), where activated, until exhausted, on the basis of:

1. [bookmark: _Ref364950110]the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

[bookmark: _Ref364949129]the Standing Charge [INFO](5.7.4.42); and

[bookmark: _Ref364949135][bookmark: _Ref365473365]the recovery of debt hourly or daily through each of the Time Debt Registers [1 … 2] [INFO](5.7.5.36) at rates defined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

Where configured by Suspend Debt Emergency(5.7.4.46) to do so and when Emergency Credit is in use, ESME shall be capable of suspending the application of (ii) and (iii) to the Emergency Credit Balance [INFO](5.7.5.15), and of accumulating (ii) and (iii) in the Accumulated Debt Register [INFO](5.7.5.1).

ESME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register [INFO](5.7.5.1), in the Billing Data Log(5.7.5.10).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and where activated the Emergency Credit Balance [INFO](5.7.5.15) and:

if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Low Credit Threshold [INFO](5.7.4.23), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref346096139]if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Disablement Threshold [INFO](5.7.4.15), Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

where the Supply is Disabled (as set out in (v) above):

1. where configured by Suspend Debt Disabled(5.7.4.45) not to suspend Time-based Debt Recovery, continuing to apply (ii) and (iii) above to reduce the Meter Balance [INFO](5.7.5.22);

where configured by Suspend Debt Disabled(5.7.4.45) to suspend Time-based Debt Recovery, suspending the application of (iii) above to the Meter Balance [INFO](5.7.5.22), and continuing to apply (ii) to reduce the Meter Balance [INFO](5.7.5.22); and

[bookmark: OLE_LINK61][bookmark: OLE_LINK62]if the Supply is Enabled, suspending the Disablement of Supply (as set out in (v) above) during periods defined in the Non-Disablement Calendar [INFO](5.7.4.30), continuing to reduce the Meter Balance [INFO](5.7.5.22) on the basis of (i), (ii) and (iii) above, displaying on its User Interface an indication that the combined Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) is below the Disablement Threshold [INFO](5.7.4.15) and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) ESME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref364950290]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref364950296]amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref364950298]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (viii), (ix) and (x) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.7.5.10)  and the Debt Recovery Rate Cap [INFO](5.7.4.13)).

If the amount of debt to be collected from a Debt Register through Time-based Debt Recovery, Payment-based Debt Recovery or an Adjust Debt Command is greater than the amount in that Time Debt Register then ESME shall be capable of:

adding the difference to the Meter Balance [INFO](5.7.5.22); and 

setting the amount in that Debt Register to zero.

[bookmark: _Ref339553747][bookmark: _Ref339553766][bookmark: _Toc343775312][bookmark: _Toc366852659][bookmark: _Toc389118029][bookmark: _Toc404159624][bookmark: _Toc320016134]Pricing 

ESME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

When switching between Time-of-use Bands and Tariff Registers as set out in this section ESME shall be capable of applying the Randomised Offset [INFO](5.7.5.28).

ESME shall be capable of maintaining the Active Tariff Price [INFO](5.7.5.5).

Time-of-use Pricing

ESME shall be capable of recording Consumption according to Time-of-use Bands in one of forty-eight Tariff Registers in the Tariff TOU Register Matrix [INFO](5.7.5.34).

ESME shall be capable of switching between different Tariff Registers once every 30 minutes.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(5.7.4.48).

[bookmark: OLE_LINK32][bookmark: OLE_LINK33]Time-of-use with Block Pricing

[bookmark: OLE_LINK28][bookmark: OLE_LINK29][bookmark: OLE_LINK16][bookmark: OLE_LINK17]ESME shall be capable of recording Consumption in one of four Block Registers for each of eight Time-of-use Bands in the Tariff TOU Block Register Matrix(5.7.5.35).

[bookmark: OLE_LINK18][bookmark: OLE_LINK21]The switching between Time-of-use Bands and sets of Block Registers shall be based on the switching rules set out in the Tariff Switching Table(5.7.4.48).  ESME shall be capable of switching between Time-of-use Bands once every 30 minutes.

Switching between the Block Registers within each Time-of-use Band shall be based on Consumption accumulated in the Tariff Block Counter Matrix [INFO](5.7.5.33) and Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall also be capable of accumulating Consumption in one of four Block Counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) for each of the eight Time-of-use Bands.  ESME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall be capable of resetting the counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) in accordance with the timetable set out in the Billing Calendar(5.7.4.7).

[bookmark: _Ref339553900][bookmark: _Ref339553909][bookmark: _Toc343775313][bookmark: _Toc366852660][bookmark: _Toc389118030][bookmark: _Toc404159625]Recording

[bookmark: _Ref338683226]Active Energy Imported

ESME shall be capable of recording cumulative Active Energy Imported in the Active Import Register [INFO](5.7.5.3). 

Active Energy Exported

ESME shall be capable of recording cumulative Active Energy Exported in the Active Export Register [INFO](5.7.5.2).

Billing data

In accordance with the timetable set out in the Billing Calendar(5.7.4.7) ESME shall be capable of taking a UTC date and time stamped copy of: 

1. [bookmark: _Ref391469198]the Tariff TOU Register Matrix [INFO](5.7.5.34); 

[bookmark: OLE_LINK22][bookmark: OLE_LINK23]the Tariff TOU Block Register Matrix(5.7.5.35); and

[bookmark: _Ref392141048]the Active Import Register [INFO](5.7.5.3),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

[bookmark: _Ref391469211]the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10), and:

generating and sending an Alert via its HAN Interface containing the most recent entries in the Billing Data Log(5.7.5.10) of (i) to (iii) above; and

if operating in Credit Mode, immediately resetting the Meter Balance [INFO](5.7.5.22).

[bookmark: OLE_LINK121][bookmark: OLE_LINK122]Consumption data

ESME shall be capable of recording to:

1. the Cumulative and Historical Value Store [INFO](5.7.5.12) in kWh:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

the Daily Consumption Log [INFO](5.7.5.14) in kWh, the Consumption on each of the 731 Days prior to the current Day.

Cost of Consumption data

ESME shall be capable of calculating and recording in the Cumulative and Historical Value Store [INFO](5.7.5.12) the cost of:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

ESME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47); and

the Standing Charge [INFO](5.7.4.42).

Cost of Instantaneous consumption

ESME shall be capable of calculating and recording the Cost of Instantaneous Active Power Import(5.7.5.11) on the basis of:

1. the Active Power Import [INFO](5.7.5.4); and

the Active Tariff Price [INFO](5.7.5.5).

Daily read data

ESME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix [INFO](5.7.5.34), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register(5.7.5.3) and the Active Export Register [INFO](5.7.5.2) together with a UTC date and time stamp in the Daily Read Log(5.7.5.13) every day at midnight UTC.

If operating in Prepayment Mode ESME shall be capable of recording the Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) in the Prepayment Daily Read Log(5.7.5.26) every day at midnight UTC.

[bookmark: _Ref343675403]Daily Consumption data

ESME shall be capable of calculating and storing Consumption for the previous Day together with a UTC date stamp in the Daily Consumption Log [INFO](5.7.5.14) every Day at midnight UTC.

Half hour profile data

ESME shall be capable of recording in each 30 minute period (commencing at the start of minutes 00 and 30 in each hour), the following information (including the UTC date and time at the end of the 30 minute period to which the data relates) in the Profile Data Log(5.7.5.27):

1. Consumption;

1. Active Energy Exported;

1. Reactive Energy Imported; and

1. Reactive Energy Exported.

Maximum Demand Import data

ESME shall be capable of calculating the average value of Active Power Import [INFO](5.7.5.4) over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording:

1. to the Maximum Demand Active Power Import Value(5.7.5.19), the maximum value so calculated since the Maximum Demand Active Power Import Value(5.7.5.19) was last reset (as set out in Section 5.6.3.26) including the UTC date and time at the end of the 30 minute period to which the data relates; and

[bookmark: OLE_LINK30][bookmark: OLE_LINK31]to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20), the maximum value so calculated in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) was last reset (as set out in Section 5.6.3.28).

Maximum Demand Export data

ESME shall be capable of calculating the average value of Active Power Export over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording to the Maximum Demand Active Power Export Value(5.7.5.21) the maximum value so calculated since the Maximum Demand Active Power Export Value(5.7.5.21) was last reset (as set out in Section 5.6.3.27) including the UTC date and time at the end of the 30 minute period to which the data relates.

Power Threshold Status

ESME shall be capable of comparing the Active Power Import [INFO](5.7.5.4) against thresholds and:

1. if the Active Power Import [INFO](5.7.5.4) is equal to or lower than the Low Medium Power Threshold [INFO](5.7.4.24), setting Power Threshold Status(5.7.5.24) to low;

if the Active Power Import [INFO](5.7.5.4) is higher than the Low Medium Power Threshold [INFO](5.7.4.24) and equal to or lower than the Medium High Power Threshold [INFO](5.7.4.29), setting Power Threshold Status(5.7.5.24) to medium; and

otherwise, setting the Power Threshold Status(5.7.5.24) to high.

Reactive Energy Imported 

ESME shall be capable of recording cumulative Reactive Energy Imported in the Reactive Import Register(5.7.5.30).

Reactive Energy Exported

ESME shall be capable of recording cumulative Reactive Energy Exported in the Reactive Export Register(5.7.5.29).

[bookmark: _Toc320016135][bookmark: _Ref320202045][bookmark: _Toc343775314][bookmark: _Toc366852661][bookmark: _Toc389118031][bookmark: _Toc404159626]Security

[bookmark: _Ref409702174]General

ESME shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

ESME shall be capable of securely disabling Critical Commands other than those Commands set out in Section 5.6 that are Critical Commands.

ESME shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification ESME shall be capable of:

1. generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

Where ESME comprises more than one Device, each Device other than the Electricity Meter shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received. On failure of verification ESME shall be capable of:

generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of logging in the Security Log(5.7.5.31) the occurrence and type of any Sensitive Event.

Security Credentials

Meter Private Keys

ESME shall be capable of generating Public-Private Key Pairs to support the Cryptographic Algorithms set out in Section 5.5.10.3.

ESME shall be capable of securely storing such Private Keys and shall be capable of formatting and sending via its HAN Interface a Certificate Signing Request containing the corresponding Public Key and the ESME Identifier(5.7.1.1).

ESME shall be capable of securely storing Key Agreement values.

Public Key Certificates

ESME shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 5.5.10.3.

[bookmark: OLE_LINK41][bookmark: OLE_LINK42]During the replacement of any ESME Security Credentials(5.7.4.18) (as set out in Section 5.6.3.20), ESME shall be capable of ensuring that the ESME Security Credentials(5.7.4.18) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref341814299][bookmark: _Ref366847870]Role-based Access Control (RBAC)

ESME shall be capable of restricting Authorisation to execute Commands and of issuing Alerts according to Role permissions.

[bookmark: _Ref341814840]Cryptographic Algorithms

ESME shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and creating any Command, Response or Alert, ESME shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing;

Digital Signature verification;

Hashing;

Message Authentication; and

Encryption and Decryption.

Firmware

ESME shall only be capable of activating its Firmware on receipt of an Activate Firmware Command (as set out in Section 5.6.3.2).

[bookmark: _Ref321128140]Communications

ESME shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface;

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface,

and any Command that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME, and on such detection shall be capable of:

[bookmark: _Toc320016137]generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of employing techniques to protect against Replay Attacks relating to Commands received.

ESME shall not be capable of executing a Command to modify or delete entries from the Security Log(5.7.5.31).

[bookmark: _Ref335295832][bookmark: _Ref343762478][bookmark: _Toc343775315][bookmark: _Toc366852662][bookmark: _Toc389118032][bookmark: _Ref400445113][bookmark: _Toc404159627]Controlling Auxiliary Loads

ESME shall be capable of supporting up to a maximum combined total of five Auxiliary Load Control Switches and HAN Connected Auxiliary Load Control Switches.

[bookmark: _Ref434500953]Calendar-based switching of HAN Connected Auxiliary Loads

ESME shall be capable of monitoring the Auxiliary Load Control Switch Calendar(5.7.4.2) and at times defined in the calendar:

1. where a Set HAN Connected Auxiliary Load Control Switch [n] State(5.6.3.33) Command has been issued and the time period has not elapsed, taking no further action;

where the Supply State [INFO](5.7.5.32) is Disabled or Armed, taking no further action; and

where the Supply State [INFO](5.7.5.32) is Enabled, applying the Randomised Offset [INFO](5.7.5.28) and then issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command containing the time period remaining until the next switching event defined in the calendar for HCALCS [n] (taking account of the Randomised Offset [INFO](5.7.5.28)).

On receipt of a Request Control of HAN Connected Auxiliary Load Control Switch(5.6.3.21) Command and on receipt of a Reset HAN Connected Auxiliary Load Control Switch [n] State(5.6.3.24) Command ESME shall be capable of:

where the Supply State [INFO](5.7.5.32) is Disabled or Armed, taking no further action; and

where the Supply State [INFO](5.7.5.32) is Enabled, issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command to set the commanded state of HCALCS [n] according to the rules defined in the Auxiliary Load Control Switch Calendar(5.7.4.2) containing the time period remaining until the next switching event defined in the calendar for HCALCS [n] (taking account of the Randomised Offset [INFO](5.7.5.28)).

When controlling an HCALCS as set out in this Section 5.5.11, ESME shall be capable of applying the Randomised Offset [INFO](5.7.5.28).

[bookmark: _Toc346709925][bookmark: _Toc346711055][bookmark: _Toc346714156][bookmark: _Toc346714517][bookmark: _Ref339365231][bookmark: _Ref339365238][bookmark: _Toc343775316][bookmark: _Toc366852663][bookmark: _Toc389118033][bookmark: _Toc404159628]Voltage Quality Measurements

[bookmark: _Ref320890360]Average RMS voltage

ESME shall be capable of calculating the average value of RMS voltage over a configurable period as defined in the Average RMS Voltage Measurement Period(5.7.4.6) and:

1. recording the value calculated (including the UTC date and time at the end of the period to which the value relates) in the Average RMS Voltage Profile Data Log(5.7.5.9);

detecting when the value calculated is above the Average RMS Over Voltage Threshold(5.7.4.4), and on detection:

1. counting the number of such occurrences in the Average RMS Over Voltage Counter(5.7.5.7);

where the value calculated in the prior configurable period was below the Average RMS Over Voltage Threshold(5.7.4.4):

generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

detecting when the value calculated is below the Average RMS Over Voltage Threshold(5.7.4.4), and where the value calculated in the prior configurable period was above the Average RMS Over Voltage Threshold(5.7.4.4):

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

[bookmark: OLE_LINK4]detecting when the value calculated is below the Average RMS Under Voltage Threshold(5.7.4.5), and on detection:

1. counting the number of such occurrences in the Average RMS Under Voltage Counter(5.7.5.8);

where the value calculated in the prior configurable period was above the Average RMS Under Voltage Threshold(5.7.4.5):

generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

detecting when the value is above the Average RMS Under Voltage Threshold(5.7.4.5), and where the value calculated in the prior configurable period was below the Average RMS Under Voltage Threshold(5.7.4.5):

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS extreme over voltage detection

ESME shall be capable of:

1. [bookmark: OLE_LINK12]detecting when the RMS voltage rises above the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; and

detecting when the RMS voltage returns below the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS extreme under voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage falls below the RMS Extreme Under Voltage Threshold(5.7.4.37) for a continuous period longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); 

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage rises back above the RMS Extreme Under Voltage Threshold(5.7.4.37) for a continuous period longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); 

generating and sending an Alert to that effect via its HAN Interface;

RMS voltage sag detection

ESME shall be capable of:

1. detecting when the RMS voltage falls below the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage returns above the RMS Voltage Sag Threshold(5.7.4.40) for longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS voltage swell detection

ESME shall be capable of:

1. detecting when the RMS voltage rises above the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage returns below the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface. 

Supply outage reporting

ESME shall be capable of recording the UTC date and time at which the Supply is interrupted and the UTC date and time when the Supply is restored and:

1. generating entries to that effect in the Power Event Log(5.7.5.25);

following restoration of the Supply, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration; and

following restoration of the Supply, when the time difference between the Supply being interrupted and restored is greater than or equal to three minutes, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration.

[bookmark: _Toc320016138][bookmark: _Ref342469549][bookmark: _Toc343775317][bookmark: _Ref343787863][bookmark: _Ref344997234][bookmark: _Ref366079387][bookmark: _Toc366852664][bookmark: _Toc389118034][bookmark: _Toc404159629][bookmark: _Toc41992700]Interface Requirements

This section describes the minimum required interactions which ESME shall be capable of undertaking via its HAN Interface and its User Interface (including with Devices as set out in Sections 5.5.2.2 and 5.5.2.3).

[bookmark: _Toc311625885][bookmark: _Toc311625886][bookmark: _Toc311625887][bookmark: _Toc311625888][bookmark: _Toc311566491][bookmark: _Toc311566548][bookmark: _Toc311625889][bookmark: _Toc311566492][bookmark: _Toc311566549][bookmark: _Toc311625890][bookmark: _Toc311566493][bookmark: _Toc311566550][bookmark: _Toc311625891][bookmark: _Toc311566494][bookmark: _Toc311566551][bookmark: _Toc311625892][bookmark: _Toc311566495][bookmark: _Toc311566552][bookmark: _Toc311625893][bookmark: _Toc316397759][bookmark: _Ref316933325][bookmark: _Ref316933329][bookmark: _Toc320016139][bookmark: _Ref320202122][bookmark: _Ref321301739][bookmark: _Toc343775318][bookmark: _Ref343783722][bookmark: _Ref363655558][bookmark: _Ref363655566][bookmark: _Toc366852665][bookmark: _Ref386531752][bookmark: _Toc389118035][bookmark: _Toc404159630]Type 1 Devices and Type 2 Device information provision

[bookmark: OLE_LINK97][bookmark: OLE_LINK103][bookmark: _Ref316998567][bookmark: _Toc316999617][bookmark: _Toc320016140][bookmark: _Ref320202536][bookmark: _Toc316397761][bookmark: _Ref317001996][bookmark: OLE_LINK8]ESME shall be capable, immediately upon establishment of a Communications Link with Type 1 Devices (as set out in Section 5.5.2.2) and Type 2 Devices (as set out in Section 5.5.2.3), of providing the data annotated [INFO] set out in Sections 5.7.1, 5.7.4 and 5.7.5 to Type 1 Devices and Type 2 Devices (with timely updates of any changes to all data).

[bookmark: _Toc365032032][bookmark: _Toc365535600][bookmark: _Toc365616775][bookmark: _Toc365623076][bookmark: _Toc365985948][bookmark: _Toc366240756][bookmark: _Toc366240925][bookmark: _Toc366241782][bookmark: _Toc366245225][bookmark: _Toc366739807][bookmark: _Toc366739968][bookmark: _Toc366741311][bookmark: _Toc366741472][bookmark: _Toc366741633][bookmark: _Toc366850043][bookmark: _Toc366850202][bookmark: _Toc366852666][bookmark: OLE_LINK104][bookmark: _Toc320016141][bookmark: _Toc343775319][bookmark: _Ref363661494][bookmark: _Ref363741597][bookmark: _Ref364948716][bookmark: _Toc366852667][bookmark: _Toc389118036][bookmark: _Toc404159631]User Interface Commands

ESME shall be capable of executing immediately the Commands set out in this Section 5.6.2  following their receipt via its User Interface.

ESME shall be capable of logging all such Commands received and Outcomes in the Event Log(5.7.5.16).

[bookmark: _Ref321144677][bookmark: _Ref316933902][bookmark: _Ref316934020]Activate Emergency Credit [PIN]

A Command to activate Emergency Credit when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command, if the Supply is Disabled, ESME shall be capable of Arming the Supply if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref321218988]Add Credit

A Command to accept credit to be applied to ESME when ESME is operating in Prepayment Mode on input of a UTRN.  In executing the Command, ESME shall be capable of:

1. [bookmark: _Ref405376505]comparing the credit value of the UTRN with the Maximum Credit Threshold(5.7.4.25) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366598158]comparing the projected new Meter Balance [INFO](5.7.5.22) (calculated on the basis of (xii) to (xv) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance [INFO](5.7.5.22) is greater than the Maximum Meter Balance Threshold(5.7.4.27); 

[bookmark: _Ref366598168]verifying the Authenticity of the UTRN;

[bookmark: _Ref405376530]verifying that ESME is the intended recipient of the UTRN;

[bookmark: _Ref405376413]using the UTRN to generate a PTUT Counter, and comparing this against the last 100 verified PTUT Counters and rejecting duplicate presentation of verified UTRNs and PTUTs; and

controlling the number of invalid UTRN entries entered and processed.

ESME shall be capable of generating an entry in the Security Log(5.7.5.31):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

[bookmark: _Ref316933145]where duplicates are rejected as set out in (v) above.

In executing the Command, ESME shall be capable of applying the credit added in the following order:

[bookmark: _Ref320639494][bookmark: _Ref319678767]recovery of payment-based debt of an amount defined by Debt Recovery per Payment [INFO](5.7.4.11) from the Payment Debt Register [INFO](5.7.5.23) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13);

[bookmark: _Ref319678779]recovery of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref320639482]repayment of Emergency Credit activated and used by the Consumer; and

adding remaining credit (the credit after deduction of (xii), (xiii) and (xiv) above) to the Meter Balance [INFO] (5.7.5.22).

In executing the Command, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15) and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, ESME shall be capable of:

[bookmark: OLE_LINK119][bookmark: OLE_LINK120][bookmark: OLE_LINK80][bookmark: OLE_LINK81]recording the credit applied to the Meter Balance [INFO](5.7.5.22) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(5.7.5.10); and

generating and sending an Alert containing the UTC date and time of the last update of the Meter Balance [INFO](5.7.5.22) via its HAN Interface.

[bookmark: _Ref363742706][bookmark: _Ref364948765][bookmark: _Ref343594833]Allow Access to User Interface

Where Privacy PIN Protection is enabled, a Command to enable temporary access to the restricted display items annotated [PIN] in Section 5.5.4 and the restricted User Interface Commands annotated [PIN] in Section 5.6.2 on input of a number that matches the Privacy PIN(5.7.3.1).

[bookmark: _Ref345587864]Disable Privacy PIN Protection [PIN] 

A Command to disable Privacy PIN Protection.

[bookmark: _Ref366854338]Enable Supply [PIN]

A Command to Enable the Supply if the Supply is Armed.

In executing the Command ESME shall be capable of setting the Supply State [INFO](5.7.5.32) accordingly.

[bookmark: _Ref449445930]Find Smart Metering Home Area Network and Re-establish Communications Links

A Command to seek the frequency at which a ZigBee SEP Smart Metering Home Area Network is operating and then:

1. [bookmark: _Ref392752481]re-establish the Communications Links set out in Sections 5.5.2.1, 5.5.2.2 and 5.5.2.3;

generate an entry to that effect in the Event Log(5.7.5.16); and

generate and sending an Alert to that effect via its HAN Interface.

Where the ESME has Communications Links set out in 5.6.2.6(i) ESME shall be capable of not executing the Command.

Set Privacy PIN [PIN]

A Command to set a new value of the Privacy PIN(5.7.3.1).

In executing the Command where Privacy PIN Protection is disabled ESME shall be capable of enabling Privacy PIN Protection.

[bookmark: _Ref316659735][bookmark: _Toc320016142][bookmark: _Toc343775320][bookmark: _Toc366852668][bookmark: _Toc389118037][bookmark: _Toc404159632]HAN Interface Commands

ESME shall be capable of executing the Commands set out in this section.  ESME shall be capable of logging all Commands received and Outcomes in the Event Log(5.7.5.16).

ESME shall be capable of executing Commands immediately on receipt (‘immediate Commands’) and where specified in the Great Britain Companion Specification at a future date (‘future dated Commands’). A future dated Command shall include the UTC date and time at which the Command shall be executed by ESME.

ESME shall be capable of cancelling a future dated Command. A future dated Command shall be capable of being cancelled by an Authorised party, subject to RBAC (as set out in Section 5.5.10.2.3).  ESME shall be capable of generating and sending a Response acknowledging that a future dated Command has been successfully cancelled.

[bookmark: _Ref321144688][bookmark: _Ref320221942]Activate Emergency Credit

A Command to activate Emergency Credit when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command where the Supply is Disabled ESME shall be capable of Arming the Supply if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref343591523][bookmark: _Ref321219019]Activate Firmware

A Command to activate Firmware.

In executing the Command ESME shall be capable of installing new Firmware using a mechanism that is robust against failure and loss of data.

The new Firmware shall include version information. Where new Firmware is successfully installed, ESME shall be capable of recording the version information of that new Firmware in Firmware Version(5.7.5.17).

[bookmark: _Ref344988928]Add Credit

A Command to accept credit to be applied to ESME when ESME is operating in Prepayment Mode on receipt of: a UTRN from a Type 1 Device or a PTUT from an Authorised party. 

In executing the Command following receipt of a UTRN from a Type 1 Device ESME shall be capable of applying credit as set out in Section 5.6.2.2.

In executing the Command following receipt of a PTUT from an Authorised party, ESME shall be capable of:

1. [bookmark: _Ref366656259]comparing the credit value of the PTUT with the Maximum Credit Threshold(5.7.4.25) and rejecting the PTUT where the credit value is greater than that threshold;

[bookmark: _Ref366598463]comparing the projected new Meter Balance [INFO](5.7.5.22) (calculated on the basis of (xii) to (xv) below and the credit value of the PTUT and rejecting the PTUT where the projected new Meter Balance [INFO](5.7.5.22) is greater than the Maximum Meter Balance Threshold(5.7.4.27);

[bookmark: _Ref366598477]verifying the Authenticity of the PTUT;

[bookmark: _Ref366656286]verifying that ESME is the intended recipient of the PTUT;

[bookmark: _Ref366656302]comparing the PTUT Counter against the last 100 verified PTUT Counters and rejecting duplicate presentation of verified UTRNs and PTUTs; and

controlling the number of invalid PTUT entries entered and processed.

ESME shall be capable of generating an entry in the Security Log(5.7.5.31):

where the PTUT is rejected as set out in (i) above;

where the PTUT is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

where duplicates are rejected as set out in (v) above.

In executing the Command, ESME shall be capable of applying the credit added in the following order:

[bookmark: OLE_LINK99][bookmark: OLE_LINK100][bookmark: OLE_LINK101][bookmark: _Ref345053423][bookmark: _Ref320021665][bookmark: _Ref320865794]recovery of payment-based debt of an amount defined by Debt Recovery per Payment [INFO](5.7.4.11) from the Payment Debt Register [INFO](5.7.5.23) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13);

[bookmark: _Ref345053549][bookmark: _Ref320021673]recovery of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref320639352]repayment of Emergency Credit activated and used by the Consumer; and

[bookmark: _Ref366656226]adding remaining credit (the credit after deduction of (xii), (xiii) and (xiv) above) to the Meter Balance [INFO](5.7.5.22).

In executing the Command, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, ESME shall be capable of recording the credit applied to the Meter Balance [INFO](5.7.5.22) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(5.7.5.10).

In executing the Command from a Type 1 Device, ESME shall be capable of generating and sending an Alert containing the UTC date and time stamp of the last update of the Meter Balance [INFO](5.7.5.22) via its HAN Interface.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref341814447]Add Device Security Credentials

A Command to add Security Credentials for a Type 1 Device or a Type 2 Device to the Device Log(5.7.4.14).

In executing the Command, ESME shall be capable of:

1. verifying the Security Credentials; and

recording the Command and Outcome to the Security Log(5.7.5.31).

[bookmark: _Ref316661316][bookmark: _Ref316661293]Adjust Debt

[bookmark: _Ref316933205]A Command to apply positive and negative adjustments to the Time Debt Registers [1 … 2] [INFO](5.7.5.36) and the Payment Debt Register [INFO](5.7.5.23) when operating in Prepayment Mode.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref346621576]Adjust Meter Balance

A Command to apply positive and negative adjustments to the Meter Balance [INFO](5.7.5.22).

In executing the Command where ESME is operating in Prepayment Mode and where, following any such adjustment, the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), ESME shall be capable of Arming the Supply and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface, generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref316661335][bookmark: _Ref392496509]Arm Supply

A Command to return ESME from a Locked state to an Unlocked state.

In executing the Command ESME shall be capable of:

1. where the state of the Supply as determined by ESME (in accordance with the requirements to Arm, Enable or Disable the Supply in this Section 5), is Disabled, ESME shall not Arm the Supply and shall set the Supply State [INFO](5.7.5.32) as Disabled; and 

where the state of the Supply as determined by ESME (in accordance with the requirements to Arm, Enable or Disable the Supply in this Section 5), is Enabled or Armed, ESME shall Arm the Supply and set the Supply State [INFO](5.7.5.32) as Armed.

Clear Auxiliary Load Control Switch Event Log

A Command to clear all entries from the Auxiliary Load Control Switch Event Log(5.7.5.6). ESME shall be capable of logging that the Command has been executed in the Security Log(5.7.5.31).

Clear Event Log

A Command to clear all entries from the Event Log(5.7.5.16). ESME shall be capable of logging that the Command has been executed in the Security Log(5.7.5.31).

Disable Privacy PIN Protection 

A Command to disable Privacy PIN Protection.

Disable Supply

A Command to establish a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

In executing the Command ESME shall be capable of setting the Supply State(5.7.5.32) to Disabled.

[bookmark: _Ref316661383][bookmark: _Ref316661463][bookmark: _Ref316661487]Enable Supply

 A Command to return ESME from a Locked state to an Unlocked state. 

In executing the Command:

1. where the state of the Supply as determined by ESME (in accordance with the requirements to Arm, Enable and Disable Supply in this Section 5) is Disabled, ESME shall not Enable the Supply and shall set the Supply State [INFO](5.7.5.32) as Disabled; and

where the state of the Supply as determined by ESME (in accordance with the requirements to Arm, Enable and Disable Supply in this Section 5) is Armed or Enabled, ESME shall Enable the Supply and shall set the Supply State [INFO](5.7.5.32) as Enabled.

Issue ESME Security Credentials

A Command to generate a Public-Private Key Pair and issue a corresponding Certificate Signing Request.

PPMID Enable Supply

A Command issued by a PPMID to Enable the Supply if the Supply is Armed. In executing the Command ESME shall be capable of setting the Supply State [INFO](5.7.5.32) accordingly.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 5.7.4.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Constant Data

A Command to read the value of one or more of the constant data items set out in Section 5.7.1.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Operational Data

A Command to read the value of one or more of the operational data items set out in Section 5.7.5.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

[bookmark: _Ref343591354]Receive Firmware

A Command to receive Firmware.

In executing the Command ESME shall be capable of:

1. only accepting new Firmware from an Authorised and Authenticated source; and

verifying the Authenticity and integrity of new Firmware before installation.

Remove Device Security Credentials

A Command to remove Security Credentials for a Type 1 Device or a Type 2 Device from the Device Log(5.7.4.14).

In executing the Command ESME shall be capable of recording the Command and Outcome to the Security Log(5.7.5.31).

[bookmark: _Ref365470586][bookmark: OLE_LINK14][bookmark: OLE_LINK15]Replace ESME Security Credentials

A Command to replace ESME Security Credentials(5.7.4.18).

In executing the Command ESME shall be capable of:

1. maintaining the Command’s Transactional Atomicity; and

recording the Command and Outcome to the Security Log(5.7.5.31). 

[bookmark: _Ref366751137]Request Control of HAN Connected Auxiliary Load Control Switch

A Command issued by a HCALCS requesting that an ESME issues a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command according to the rules set out in Section 5.5.11.

Reset Average RMS Over Voltage Counter

A Command to reset the Average RMS Over Voltage Counter(5.7.5.7) to zero.

Reset Average RMS Under Voltage Counter

A Command to reset the Average RMS Under Voltage Counter(5.7.5.8) to zero.

[bookmark: _Ref400444581]Reset HAN Connected Auxiliary Load Control Switch [n] State

A Command to revert to the state commanded by the Auxiliary Load Control Switch Calendar(5.7.4.2).  In executing the Command, according to the rules set out in Section 5.5.11.1, ESME shall be capable of issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command to HCALCS [n].

Reset Load Limit Counter

A Command to reset the Load Limit Counter(5.7.5.18) to zero.

[bookmark: _Ref335143848][bookmark: _Ref336501237][bookmark: _Ref341436841]Reset Maximum Demand Active Power Import Value

A Command to reset the Maximum Demand Active Power Import Value(5.7.5.19).

[bookmark: _Ref335143918][bookmark: _Ref336501464]Reset Maximum Demand Active Power Export Value

A Command to reset the Maximum Demand Active Power Export Value(5.7.5.21).

[bookmark: _Ref342913990]Reset Maximum Demand (Configurable Time) Active Power Import Value

A Command to reset the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20).

Reset Meter Balance

A Command to reset the Meter Balance [INFO](5.7.5.22) to zero.

In executing the Command, ESME shall reset the Accumulated Debt Register [INFO](5.7.5.1) and the Emergency Credit Balance [INFO](5.7.5.15).

Reset Tariff Block Counter Matrix

A Command to reset the Tariff Block Counter Matrix [INFO](5.7.5.33) to zero.

[bookmark: _Ref375145041][bookmark: OLE_LINK26][bookmark: OLE_LINK27]Restrict Data

A Command to restrict provision to Type 1 Devices and Type 2 Devices of all items of Personal Data stored in ESME which have a UTC date and time stamp prior to the date and time stamp specified in the Restrict Data Command.

[bookmark: _Ref365986061][bookmark: _Ref313623628][bookmark: _Ref313623642]Set Clock

A Command to set the Clock date and time via its HAN Interface.

In executing the Command, ESME shall be capable of comparing the date and time specified in the Command with the Communications Hub Date and Time. Where the difference is:

1. within the tolerance specified in the Command ESME shall be capable of adjusting its date and time to the Communications Hub Date and Time and generating an entry to that effect in the Event Log(5.7.5.16); and

outside the tolerance specified in the Command ESME shall be capable of not adjusting its date and time and:

1. generating an entry to that effect in the Event Log(5.7.5.16); and

generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of ensuring that any adjustments do not cause calendar-based events to be missed or future-dated Commands to be missed or repeated. 

[bookmark: _Ref373931556][bookmark: OLE_LINK86][bookmark: OLE_LINK87]Set HAN Connected Auxiliary Load Control Switch [n] State

A Command to ignore the state defined in Auxiliary Load Control Switch Calendar(5.7.4.2) and to issue a Control HAN Connected Auxiliary Load Control Switch (5.6.4.1) Command to HCALCS [n] for a time period specified within the ‘Set HAN Connected Auxiliary Load Control Switch [n] State Command’.

[bookmark: OLE_LINK7]ESME shall only be capable of issuing a Command to set HCALCS [n] as closed when the Supply State [INFO](5.7.5.32) is Enabled.

[bookmark: _Ref339295394]Set Payment Mode

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode [INFO](5.7.4.31).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Tariff TOU Block Register Matrix(5.7.5.35); and

the Active Import Register [INFO](5.7.5.3),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10).

[bookmark: _Ref392760022]Set Tariff

A Command to accept new values for Tariff TOU Price Matrix [INFO](5.7.4.50), Tariff Block Price Matrix [INFO](5.7.4.47), Tariff Switching Table(5.7.4.48) and Tariff Threshold Matrix [INFO](5.7.4.49).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Tariff TOU Block Register Matrix(5.7.5.35); and

the Active Import Register [INFO](5.7.5.3),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10).

[bookmark: OLE_LINK82][bookmark: OLE_LINK83]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 5.7.3.

In executing the Command, ESME shall be capable of generating an entry to that effect in the Event Log(5.7.5.16).

[bookmark: _Ref342570781][bookmark: _Toc343775321][bookmark: _Toc366852669][bookmark: _Ref386468872][bookmark: _Toc389118038][bookmark: _Toc404159633]HAN Interface Commands issued by ESME

ESME shall be capable of issuing the Commands set out in this section, receiving corresponding Responses and, where required by a Response, taking the required actions.

[bookmark: _Ref400445363][bookmark: _Ref371599196]Control HAN Connected Auxiliary Load Control Switch 

[bookmark: _Toc320016143][bookmark: _Toc343775322]A Command requesting that a HAN Connected Auxiliary Load Control Switch either closes or opens its switch for a time period specified within the Command.  The ESME shall be capable of issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command according to the rules set out in Section 5.5.11.1.

In executing the Command, ESME shall be capable of recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6).

[bookmark: _Ref366079405][bookmark: _Toc366852670][bookmark: _Toc389118039][bookmark: _Toc404159634][bookmark: _Toc41992701]Data Requirements

This section describes the minimum information which ESME shall be capable of holding in its Data Store.

[bookmark: _Toc320016144][bookmark: _Ref320541998][bookmark: _Ref320542002][bookmark: _Ref338766850][bookmark: _Toc343775323][bookmark: _Toc366852671][bookmark: _Toc389118040][bookmark: _Toc404159635]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref320622767][bookmark: _Toc311543949][bookmark: _Toc313517487]ESME Identifier

A globally unique identifier used to identify ESME based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

Manufacturer Identifier

An identifier used to identify the manufacturer of ESME.

Model Type

An identifier used to identify the model of ESME.

[bookmark: _Ref363639955]Meter Variant 

A data item to indicate if ESME is Single Element Electricity Metering Equipment, Twin Element Electricity Metering Equipment or Polyphase Electricity Metering Equipment.

[bookmark: _Ref342899312]Randomised Offset Number

A randomly generated value between 0 and 1.

[bookmark: _Toc343775324][bookmark: _Toc366852672][bookmark: _Toc389118041][bookmark: _Toc404159636][bookmark: _Ref435532895][bookmark: _Ref435533087]This section is not used

[bookmark: _Toc366852673][bookmark: _Toc389118042][bookmark: _Toc404159637][bookmark: _Toc319250835][bookmark: _Toc320016145][bookmark: _Ref320222294][bookmark: _Ref338766970][bookmark: _Toc343775325]Locally Set Configuration Data

Describes data that is configured by execution of a User Interface Command and that is not available outside ESME.

[bookmark: _Ref363745847]Privacy PIN

A number comprising four digits used by the Consumer to enable temporary access to a specified set of display items and Commands via the User Interface of ESME.

[bookmark: _Toc366852674][bookmark: _Ref373939142][bookmark: _Ref388950671][bookmark: _Ref389049686][bookmark: _Toc389118043][bookmark: _Toc404159638]Configuration data

Describes data that configures the operation of various functions of ESME.

[bookmark: _Ref386446122]Alerts Configuration Settings

Settings to control whether to generate and send an Alert.

[bookmark: _Ref342564378][bookmark: _Ref343084621]Auxiliary Load Control Switch Calendar

[bookmark: OLE_LINK69][bookmark: OLE_LINK70]A Switching Table containing a set of rules for setting the commanded state of up to five Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches as open and closed. 

The rules stored within the table shall specify which Day Profile should be used to set the commanded state of each Auxiliary Load Control Switch or HAN Connected Auxiliary Load Control Switch according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day and the Day Profile specified for that day of the Week; or

where the day is not a Special Day, the Day Profile specified for that day of the Week.

The Switching Table shall support up to 60 switching rules across all Day Profiles.

All dates and times shall be specified in UTC.

[bookmark: _Ref342571785]Auxiliary Load Control Switch [n] Description [INFO]

For each Auxiliary Load Control Switch or HAN Connected Auxiliary Load Control Switch, a description of the type of controlled load connected, the switch type and, for HAN Connected Auxiliary Load Control Switches, the HCALCS Identifier(8.6.1.1).

[bookmark: _Billing_Calendar_1][bookmark: _Voltage_Over_Threshold_1][bookmark: _Ref315855917][bookmark: _Ref320234458]Average RMS Over Voltage Threshold

The average RMS voltage above which an over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Under_Threshold][bookmark: _Ref315855863][bookmark: _Ref320234179]Average RMS Under Voltage Threshold

The average RMS voltage below which an under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref321145090][bookmark: _Ref320232497]Average RMS Voltage Measurement Period

The length of time in seconds over which the RMS voltage is averaged.

[bookmark: _Ref321224815]Billing Calendar

A calendar defining billing dates for the storage of billing related information in the Billing Data Log(5.7.5.10).

[bookmark: _Ref336518520][bookmark: _Ref343760509][bookmark: _Ref365453130][bookmark: _Ref436814709]Contact Details [INFO]

The name and contact telephone number of the Supplier.

[bookmark: _Ref342571793][bookmark: _Ref320235139]Currency Units [INFO]

The Currency Units currently used by ESME, which shall be either GB Pounds or European Central Bank Euro.

[bookmark: _Ref359312729]Customer Identification Number [INFO]

A number issued to ESME for display on the User Interface.

[bookmark: _Ref343176703]Debt Recovery per Payment [INFO]

The percentage of a payment to be recovered against debt when ESME is operating Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref320231704]Debt Recovery Rates [1 … 2] [INFO]

Two debt recovery rates in Currency Units per unit time for when ESME is using Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref320235213]Debt Recovery Rate Cap [INFO]

The maximum amount in Currency Units per unit time that can be recovered through Payment-based Debt Recovery when ESME is operating in Prepayment Mode.

[bookmark: _Disablement__Threshold][bookmark: _Ref342571798][bookmark: _Ref320231952]Device Log

The Security Credentials for each of the Type 1 Devices and Type 2 Devices with which ESME can establish Communications Links.

[bookmark: _Ref343163311][bookmark: _Ref402359479]Disablement Threshold [INFO]

The threshold in Currency Units for controlling when to Disable the Supply.

[bookmark: _Ref320231540]Emergency Credit Limit [INFO]

The amount of Emergency Credit in Currency Units to be made available to a Consumer where Emergency Credit is activated by the Consumer.

[bookmark: _Ref320231491]Emergency Credit Threshold [INFO]

[bookmark: _Ref336504197][bookmark: _Ref343162086]The threshold in Currency Units below which Emergency Credit Balance [INFO](5.7.5.15) may be activated by the Consumer if so configured when ESME is operating in Prepayment Mode.

[bookmark: _Ref365019527]ESME Security Credentials

The Security Credentials for ESME and parties Authorised to establish Communications Links with it.

[bookmark: _Ref346636810]Load Limit Period

The length of time in seconds which the Active Power Import [INFO](5.7.5.4) needs to continuously exceed the Load Limit Power Threshold(5.7.4.20) before a load limiting event is deemed to have occurred.

[bookmark: _Ref320230862][bookmark: _Ref335139265]Load Limit Power Threshold

The Active Power threshold in kW above which the measurement of a Load Limit Period(5.7.4.19) is commenced.

[bookmark: _Ref336504517]Load Limit Restoration Period

The length of time in seconds after the Supply has been Armed following a Load Limiting Event before the Supply is Enabled by ESME.

[bookmark: _Aux_Load_Control][bookmark: _Load_Limited_Disable][bookmark: _Load_Limited_Switch][bookmark: _Load_Limit_Supply][bookmark: _Ref320231119]Load Limit Supply State

A setting to control the state of the Supply in the case of a load limiting occurring, being Disabled or unchanged. 

[bookmark: _Load_Limit_Power][bookmark: _Low_Medium_Power][bookmark: _Ref320231848][bookmark: _Ref315857612]Low Credit Threshold [INFO]

The threshold in Currency Units below which a low credit Alert is signalled.

[bookmark: _Low_Medium_Power_1][bookmark: _Ref320232852]Low Medium Power Threshold [INFO]

[bookmark: OLE_LINK9][bookmark: OLE_LINK11]A value in kW defining the threshold between an indicative low and medium Active Power Import [INFO](5.7.5.4) level.

[bookmark: _Ref366597829]Maximum Credit Threshold

The maximum credit which can be applied by any Add Credit Command.

[bookmark: _Ref335142455]Maximum Demand Configurable Time Period

A single time period of up to 24 hours comprising a number of half-hour periods (commencing at the start of minutes 00 and 30 in each hour) during which recording to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) is active.

[bookmark: _Ref366598003]Maximum Meter Balance Threshold

The Meter Balance [INFO](5.7.5.22) threshold in Currency Units above which an Add Credit Command is rejected.

[bookmark: _Ref341282118]Meter Point Administration Numbers (MPAN) [INFO]

The reference numbers identifying an electricity metering point for Import and Export.

[bookmark: _Medium_High_Power][bookmark: _Ref315857638][bookmark: _Ref320233200]Medium High Power Threshold [INFO]

A value in kW defining the threshold between an indicative medium and high Active Power Import [INFO](5.7.5.4) level.

[bookmark: _Ref320230518][bookmark: _Ref365452872]Non-Disablement Calendar [INFO]

A Switching Table comprising a set of rules specifying periods during which the Supply will not be Disabled due to the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falling below the Disablement Threshold [INFO](5.7.4.15), when ESME is operating in Prepayment Mode. 

The rules stored within the table shall specify which of five Day Profiles should be used to specify Non-disablement Periods for each day according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

A Day Profile shall contain up to one contiguous time period during which the Supply may be Disabled due to the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falling below the Disablement Threshold [INFO](5.7.4.15), when ESME is operating in Prepayment Mode.

The rules shall support three Season Profiles and two Week Profiles.  Each Week Profile shall support two Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: OLE_LINK94][bookmark: _Ref320230200]Payment Mode [INFO]

The current mode of operation, being Prepayment Mode or Credit Mode.

Public Key Security Credentials Store

A store for Security Credentials relating to Public Keys.

[bookmark: _Ref336518064][bookmark: _Ref343173993]Randomised Offset Limit

A value in seconds in the range 0 to 1799.

[bookmark: _RMS_Voltage_Extreme][bookmark: _RMS_Voltage_Event][bookmark: _RMS_Voltage_Extreme_1][bookmark: _Ref320234535][bookmark: _Ref315855823]RMS Extreme Over Voltage Measurement Period

The duration in seconds used to measure an extreme over voltage condition.

[bookmark: _Voltage_Swell/Sag_Measurement_1][bookmark: _Ref321145317][bookmark: _Ref320234784]RMS Extreme Over Voltage Threshold

The RMS voltage above which an extreme over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME. 

[bookmark: _Ref346711121]RMS Extreme Under Voltage Measurement Period

The duration in seconds used to measure an extreme under voltage condition.

[bookmark: _Ref321149827]RMS Extreme Under Voltage Threshold

The RMS voltage below which an extreme under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref321213500]RMS Voltage Sag Measurement Period

The duration in seconds used to measure a voltage sag condition.

[bookmark: _Ref320720145]RMS Voltage Swell Measurement Period

The duration in seconds used to measure a voltage swell condition.

[bookmark: _Voltage_Sag_Threshold][bookmark: _Ref320234887]RMS Voltage Sag Threshold

The RMS voltage below which a sag condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Swell_Threshold][bookmark: _Ref320234841]RMS Voltage Swell Threshold

The RMS voltage above which a swell condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Measurement_Period][bookmark: _Ref320231370][bookmark: _Ref365453053]Standing Charge [INFO]

A charge to be levied in Currency Units per unit time when operating in Credit Mode and Prepayment Mode.

[bookmark: _Ref363650431][bookmark: _Ref320233428]Supplier Message [INFO]

A message issued to, and held on, ESME for provision to the Consumer.

[bookmark: _Ref365035641]Supply Tamper State

A setting to control the state of the Supply in the case of Unauthorised Physical Access being detected, being Locked or unchanged.

[bookmark: _Ref320232096]Suspend Debt Disabled

A setting controlling whether standing charge and debt should be collected when ESME is operating in Prepayment Mode and Supply is Disabled.

[bookmark: _Ref320232036]Suspend Debt Emergency

A setting controlling whether standing charge and debt should be deducted from the Emergency Credit Balance [INFO](5.7.5.15) when ESME is operating in Prepayment Mode and Emergency Credit is in use.

[bookmark: _Ref320231260]Tariff Block Price Matrix [INFO]

A 4 x 8 matrix containing Prices for Block Pricing.

[bookmark: _Ref320232155]Tariff Switching Table [INFO]

A set of rules for allocating half-hourly Consumption to a Tariff Register for Time-of-use Pricing and Time-of-use with Block Pricing. The rules stored within the table shall specify which of 16 Day Profiles should be used to allocate Consumption to Tariff Registers according to:

1. where the day is one of 50 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

The Switching Table shall support four Season Profiles and four Week Profiles.  The Switching Table shall support up to 200 switching rules across all Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: _Tariff_Switching_Table_1][bookmark: _Tariff_Switching_2][bookmark: _Tariff_Switching_Table_2][bookmark: _Tariff_Switching_Export][bookmark: _Ref320232222]Tariff Threshold Matrix [INFO]

A 3 x 8 matrix capable of holding thresholds in kWh for controlling Block Tariffs.

[bookmark: _Tariff_TOU_Rate_1][bookmark: _Ref320231172]Tariff TOU Price Matrix [INFO]

A 1 x 48 matrix containing prices for Time-of-use Pricing.

[bookmark: _Voltage_Over_Threshold][bookmark: _Voltage_Under/Over_Monitoring][bookmark: _Ref316935438][bookmark: _Toc320016146][bookmark: _Toc343775326][bookmark: _Toc366852675][bookmark: _Toc389118044][bookmark: _Toc404159639]Operational data

Describes data used by the functions of ESME for output of information.

[bookmark: _Ref320230694][bookmark: _Ref375144479][bookmark: _Ref385932876][bookmark: _Ref315857666]Accumulated Debt Register [INFO]

The debt resulting from the collection of Standing Charge [INFO](5.7.4.42) and / or time-based debt when Emergency Credit is in use as configured by Suspend Debt Emergency(4.6.4.28), when operating in Prepayment Mode.

[bookmark: _Active_Import_Power:][bookmark: _Ref315857881][bookmark: _Ref391034604][bookmark: _Ref320230780][bookmark: _Ref320544673]Active Export Register [INFO]

The register recording the cumulative Active Energy Exported.

[bookmark: _Total_Active_Export_1][bookmark: _Total_Active_Import][bookmark: _Ref346720058][bookmark: _Ref346206337][bookmark: _Ref315857859][bookmark: _Ref391034357]Active Import Register [INFO]

The register recording the cumulative Active Energy Imported.

[bookmark: _Total_Active_Import_1][bookmark: _Total_Reactive_Export_1][bookmark: _Ref346635975][bookmark: _Ref365622175]Active Power Import [INFO]

[bookmark: _Average_RMS_Voltage][bookmark: OLE_LINK95]The import of Active Power measured by ESME.

[bookmark: _Ref343589694][bookmark: _Ref365450393][bookmark: _Ref409528216][bookmark: _Ref336514526]Active Tariff Price [INFO]

[bookmark: _Ref343764639]The Price currently active.

[bookmark: _Ref386186485]Auxiliary Load Control Switch Event Log

A log capable of storing one hundred UTC date and time stamped entries of events related to Auxiliary Load Control Switch(es) or HAN Connected Auxiliary Load Control Switch(es) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref321149545][bookmark: _Ref320234085]Average RMS Over Voltage Counter

The number of times the average RMS voltage, as calculated in Section 5.5.12.1, has been above the Average RMS Over Voltage Threshold(5.7.4.4) since last reset.

[bookmark: _Ref321149723]Average RMS Under Voltage Counter

The number of times the average RMS voltage, as calculated in Section 5.5.12.1, has been below the Average RMS Under Voltage Threshold(5.7.4.5) since last reset.

[bookmark: _Ref321145223]Average RMS Voltage Profile Data Log

A log capable of storing 4320 entries (including the UTC date and time at the end of the period to which the value relates) comprising the averaged RMS voltage for each Average RMS Voltage Measurement Period(5.7.4.6) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref320231768]Billing Data Log

[bookmark: _Ref320232646]A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405379613]twelve entries comprising Tariff TOU Register Matrix [INFO](5.7.5.34), Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3); 

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments [INFO]; and

[bookmark: _Ref405379623]twelve entries comprising Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36),

each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref342896971][bookmark: _Ref343761650]Cost of Instantaneous Active Power Import 

The indicative cost in Currency Units of maintaining the Active Power Import for an hour at the Price(s) currently active.

[bookmark: _Ref338680222][bookmark: _Ref338680872][bookmark: OLE_LINK34][bookmark: _Ref320634352]Cumulative and Historical Value Store [INFO]

A store capable of holding the following values:

1. nine Days of Consumption comprising the current Day and the prior eight Days, in kWh and Currency Units;

six Weeks of Consumption comprising the current Week and the prior five Weeks, in kWh and Currency Units; and

[bookmark: _Ref338860364]fourteen months of Consumption comprising the current month and the prior thirteen months, in kWh and Currency Units.

[bookmark: _Ref346646441]Daily Read Log

[bookmark: OLE_LINK85][bookmark: OLE_LINK90]A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix [INFO](5.7.5.34), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3) and the Active Export Register [INFO](5.7.5.2) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref343508410]Daily Consumption Log [INFO]

A log capable of storing 731 date stamped entries of Consumption arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _debt_balance][bookmark: _Ref320230591][bookmark: _Ref365032406][bookmark: _Ref385932896]Emergency Credit Balance [INFO]

[bookmark: _Ref320230927]The amount of Emergency Credit available to the Consumer after it has been activated by the Consumer.

[bookmark: _Ref343761051]Event Log

[bookmark: _Load_Limit_Counter][bookmark: _Ref320231038]A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref346109373]Firmware Version

The active version of Firmware of ESME.

[bookmark: _Ref343761252][bookmark: _Ref346636606]Load Limit Counter

The number of times the Active Power Import [INFO](5.7.5.4) has exceeded, for the Load Limit Period(5.7.4.19), the Load Limit Power Threshold(5.7.4.20) since last cleared.

[bookmark: _Ref339299925][bookmark: _Ref336505029]Maximum Demand Active Power Import Value

A store capable of holding the largest average value of Active Power Import [INFO](5.7.5.4) recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour and including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.26), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref341439546][bookmark: _Ref336505234]Maximum Demand (Configurable Time) Active Power Import Value

A store capable of holding the largest average value of Active Power Import [INFO](5.7.5.4) recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.28), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref336515874]Maximum Demand Active Power Export Value

A store capable of holding the largest average value of the Active Power Export recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour and including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.27), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref320230322][bookmark: _Ref365450775][bookmark: _Ref391022566]Meter Balance [INFO]

The amount of money in Currency Units as determined by ESME. If operating in Prepayment Mode, the Meter Balance represents ESME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance [INFO](5.7.5.15)). If operating in Credit Mode, it represents ESME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

[bookmark: _Micro-gen_Profile_Data][bookmark: _Ref320234949][bookmark: _Ref320635071][bookmark: _Ref429738922]Payment Debt Register [INFO]

A Debt Register recording debt to be recovered as a percentage of payment when using Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref338756689][bookmark: _Ref320232704]Power Threshold Status [INFO]

An indication of the Active Power level, being low, medium or high.

[bookmark: _Ref392524342]Power Event Log

A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref342901454]Prepayment Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref338859833]Profile Data Log 

A log capable of storing UTC date and time-stamped half hourly data (the amount of energy Imported or Exported in a half hour period) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. The log shall be capable of storing:

1. 13 months of Consumption [INFO];

3 months of Active Energy Exported;

3 months of Reactive Energy Imported; and

3 months of Reactive Energy Exported.

[bookmark: _Ref359249804][bookmark: _Ref373931759]Randomised Offset [INFO]

The product of the Randomised Offset Limit(5.7.4.33) and the Randomised Offset Number(5.7.1.5) rounded to the nearest second. This value is used to delay the Tariff Switching Table times, the Auxiliary Load Control Switch switching times, and HAN Connected Auxiliary Load Control Switch switching times.

[bookmark: _Ambient_Power][bookmark: _RMS_Voltage_Log][bookmark: _RMS_Voltage_Min][bookmark: _Ref315857921][bookmark: _Ref315857903][bookmark: _Ref320229836][bookmark: _Ref320634735]Reactive Export Register 

The register recording the cumulative Reactive Energy Exported.

[bookmark: _Total_Reactive_Export][bookmark: _Total_Reactive_Import][bookmark: _Ref320233324]Reactive Import Register 

[bookmark: _Total_Export_Reactive]The register recording the cumulative Reactive Energy Imported.

[bookmark: _Ref346635605]Security Log

[bookmark: OLE_LINK10]A log capable of storing one hundred UTC date and time stamped entries of security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. 

[bookmark: _Ref346710057][bookmark: _Ref365453247][bookmark: _Ref391292410]Supply State [INFO]

The state of the Supply being Enabled, Disabled or Armed.

[bookmark: _Ref320230085]Tariff Block Counter Matrix [INFO]

A 4 x 8 matrix for storing Block Counters for Block Pricing.

[bookmark: _Tariff_TOU_Register_2][bookmark: _Ref320229967]Tariff TOU Register Matrix [INFO]

A 1 x 48 matrix for storing Tariff Registers for Time-of-use Pricing.

[bookmark: _Ref338341791]Tariff TOU Block Register Matrix 

A 4 x 8 matrix for storing Tariff Registers for Time-of-use with Block Pricing.

[bookmark: _Tariff_TOU_Register_1][bookmark: _Tariff_TOU_Register_3][bookmark: _Ref320231616][bookmark: _Ref429738848]Time Debt Registers [1 … 2] [INFO]

Two Debt Registers recording independent debts to be recovered over time when operating Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Total_Active_Export][bookmark: _Toc343775327][bookmark: _Toc366852676][bookmark: _Toc389118045][bookmark: _Toc404159640][bookmark: _Toc41992702]Part B - Twin Element Electricity Metering Equipment

[bookmark: _Toc341712277][bookmark: _Toc343775328][bookmark: _Toc366852677][bookmark: _Toc389118046][bookmark: _Toc404159641][bookmark: _Toc41992703][bookmark: OLE_LINK39][bookmark: _Toc341712284][bookmark: _Toc341712287][bookmark: OLE_LINK53][bookmark: OLE_LINK54]Overview

[bookmark: OLE_LINK65][bookmark: OLE_LINK66]In this Part B ESME shall mean Twin Element Electricity Metering Equipment.

ESME shall comply with the requirements of Part A save as set out in the remainder of this Part B.  Requirements in a Part A Section that are disapplied by this Part B are identified in the Part B Section of the same name.  Additional or amended requirements applied by this Part B are a continuation of the Part A Section of the same name and hence must also be met by ESME. 

[bookmark: _Toc366852678][bookmark: _Toc389118047][bookmark: _Toc404159642][bookmark: _Toc41992704]SMETS Testing and Certification Requirements

[bookmark: _Toc386559334][bookmark: _Toc389067493][bookmark: _Toc389118048][bookmark: _Toc366852679][bookmark: _Toc389118049][bookmark: _Toc404159643]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part B, and evidence must be available to confirm such testing and conformance.

[bookmark: _Toc366852680][bookmark: _Toc389118050][bookmark: _Toc404159644]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 29 February 2016; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 29 February 2016.

[bookmark: _Toc366852681][bookmark: _Toc389118051][bookmark: _Toc404159645][bookmark: _Ref435532956]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic for Electricity Smart Metering Equipment.

ESME shall be certified by CESG as compliant with the Commercial Product Assurance Security Characteristic for Electricity Smart Metering Equipment.

[bookmark: _Toc343775329][bookmark: _Toc366852682][bookmark: _Toc389118052][bookmark: _Toc404159646][bookmark: _Toc41992705]Physical Requirements

Physical Requirements(5.4) in Part A shall not apply to ESME.

ESME shall as a minimum include the following components:

1. a Clock;

a Data Store;

an Electricity Meter containing two measuring elements;

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (available on the Data and Communications Company’s website) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.11, 5.12 and 5.13 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 4 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.3, 5.6.4., 5.12.1 and 5.12.2.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials;

Random Number Generator;

Cryptographic Algorithms;

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME.

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, establishing a state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12), and setting the Supply State [INFO](5.7.5.32) to Locked.

[bookmark: _Toc338917557][bookmark: _Toc338917559][bookmark: _Toc343775330][bookmark: _Ref366079614][bookmark: _Toc366852683][bookmark: _Toc389118053][bookmark: _Toc404159647][bookmark: _Toc41992706]Functional Requirements

[bookmark: _Toc343775331][bookmark: _Toc366852684][bookmark: _Toc389118054][bookmark: _Toc404159648]Display of information

Display of information(5.5.4) in Part A shall not apply to ESME.

ESME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode [INFO](5.7.4.31) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), Tariff TOU Block Register Matrix(5.7.5.35) and the Tariff Block Counter Matrix [INFO](5.7.5.33);

the Active Import Register [INFO](5.7.5.3);

the Secondary Active Import Register [INFO](5.13.2.11);

the Meter Balance [INFO](5.7.5.22) [PIN];

the Debt to Clear (calculated as set out in Section 5.11.2.2) [PIN];

the Customer Identification Number [INFO](5.7.4.10) [PIN];

whether Emergency Credit is available for activation [PIN];

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.11.2.2) [PIN];

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

the Supply State [INFO](5.7.5.32);

any time-based debts and Time-based Debt Recovery rates [PIN];

any payment-based debt [PIN];

any accumulated debt recorded in the Accumulated Debt Register [INFO](5.7.5.1);

any Standing Charge [INFO](5.7.4.42) [PIN];

the Meter Point Administration Numbers (MPAN) [INFO]( 5.7.4.28) [PIN];

the Local Time;

the Contact Details [INFO](5.7.4.8);

the Primary Active Tariff Price [INFO](5.13.2.6) [PIN]; 

the Secondary Active Tariff Price [INFO](5.13.2.9) [PIN]; and

the Event Log(5.7.5.16) and the Power Event Log(5.7.5.25) (with the exception of any Personal Data).

ESME shall be capable of displaying the Security Log(5.7.5.31) on its User Interface following physical access through the Secure Perimeter of ESME.

ESME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

[bookmark: _Toc343775332][bookmark: _Toc366852685][bookmark: _Toc389118055][bookmark: _Toc404159649]Payment Mode

Payment Mode(5.5.7) in Part A shall not apply to ESME.

ESME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

ESME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance [INFO](5.7.5.22) based on:

1. the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in Secondary Tariff TOU Price Matrix [INFO](5.13.1.1); and

the Standing Charge [INFO](5.7.4.42).

[bookmark: _Ref346715877]Prepayment Mode

ESME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

ESME shall be capable of adding credit to the Meter Balance [INFO](5.7.5.22) (as set out in Sections 5.6.2.2 and 5.6.3.3) and reducing the amount of credit in the Meter Balance [INFO](5.7.5.22).

ESME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance [INFO](5.7.5.15) if the Meter Balance [INFO](5.7.5.22) is below the Emergency Credit Threshold [INFO](5.7.4.17)).  ESME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit [INFO](5.7.4.16). ESME shall be capable of reducing the amount of credit in the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated by the Consumer (as set out in Sections 5.6.2.1 and 5.6.3.1) and the Meter Balance [INFO](5.7.5.22) is exhausted.  Any Emergency Credit used shall be repaid when credit is added to ESME (as set out in Sections 5.6.2.2 and 5.6.3.3).

ESME shall be capable of reducing the Meter Balance [INFO](5.7.5.22) until it reaches the Disablement Threshold [INFO](5.7.4.15) followed by reducing the Emergency Credit Balance [INFO](5.7.5.15), where activated, until exhausted on the basis of:

1. [bookmark: _Ref366682703]the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

[bookmark: _Ref365536164]the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1);

[bookmark: _Ref365536194]the Standing Charge [INFO](5.7.4.42); and

[bookmark: _Ref366681484]the recovery of debt hourly and daily through each of the Time Debt Registers [1 … 2] [INFO](5.7.5.36) at rates defined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

Where configured by Suspend Debt Emergency(5.7.4.46) to do so and when Emergency Credit is in use, ESME shall be capable suspending the application of (iii) and (iv) to the Emergency Credit Balance [INFO](5.7.5.15), and of accumulating (iii) and (iv) in the Accumulated Debt Register [INFO](5.7.5.1).

ESME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register [INFO](5.7.5.1), in the Billing Data Log(5.13.2.3).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and where activated the Emergency Credit Balance [INFO](5.7.5.15) and:

if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Low Credit Threshold [INFO](5.7.4.23), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref366682147][bookmark: _Ref365621622]if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Disablement Threshold [INFO](5.7.4.15), Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

[bookmark: _Ref365621610]where the Supply is Disabled (as set out in (vi) above):

1. where configured by Suspend Debt Disabled(5.7.4.45) not to suspend Time-based Debt Recovery, continuing to apply (iii) and (iv) above to reduce the Meter Balance [INFO](5.7.5.22);

where configured by Suspend Debt Disabled(5.7.4.45) to suspend Time-based Debt Recovery, suspending the application of (iv) above to the Meter Balance [INFO](5.7.5.22), and continuing to apply (iii) above to reduce the Meter Balance [INFO](5.7.5.22); and

if the Supply is Enabled, suspending the Disablement of Supply (as set out in (vi) above) during periods defined in the Non-Disablement Calendar [INFO](5.7.4.30), continuing to reduce the Meter Balance [INFO](5.7.5.22) on the basis of (i) to (iv) above, displaying on its User Interface an indication that the combined Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) is below the Disablement Threshold [INFO](5.7.4.15) and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) ESME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref366683006]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref366683012]the amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1)

[bookmark: _Ref366683018]the amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (ix), (x) and (xi) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.13.2.3)  and the Debt Recovery Rate Cap [INFO](5.7.4.13). 

If the amount of debt to be collected from a Debt Register through Time-based Debt Recovery, Payment-based Debt Recovery or an Adjust Debt Command is greater than the amount in that Time Debt Register then ESME shall be capable of:

adding the difference to the Meter Balance [INFO](5.7.5.22); and 

setting the amount in that Debt Register to zero.

[bookmark: _Toc343775333][bookmark: _Toc366852686][bookmark: _Toc389118056][bookmark: _Toc404159650]Pricing

Pricing(5.5.8) in Part A shall not apply to ESME.

ESME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

When switching between Time-of-use Bands and Tariff Registers as set out in this section ESME shall be capable of applying the Randomised Offset [INFO](5.7.5.28).

ESME shall be capable of maintaining the Primary Active Tariff Price [INFO](5.13.2.6) and the Secondary Active Tariff Price [INFO](5.13.2.9).

Time-of-use Pricing

ESME shall be capable of recording Consumption via the primary measuring element of its Electricity Meter according to Time-of-use Bands in one of forty-eight Tariff Registers in the Tariff TOU Register Matrix [INFO](5.7.5.34).

ESME shall be capable of recording Consumption via the secondary measuring element of its Electricity Meter according to Time-of-use Bands in one of four Tariff Registers in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10).

ESME shall be capable of switching between different Tariff Registers once every 30 minutes. The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(5.13.1.2).

Time-of-use with Block Pricing

ESME shall be capable of recording Consumption via the primary measuring element of its Electricity Meter in one of four Block Registers for each of eight Time-of-use Bands in the Tariff TOU Block Register Matrix(5.7.5.35).

The switching between Time-of-use Bands and sets of Block Registers shall be based on the switching rules set out in the Tariff Switching Table [INFO](5.13.1.2). ESME shall be capable of switching between Time-of-use Bands once every 30 minutes.

Switching between the Block Registers within each Time-of-use Band shall be based on Consumption via the primary measuring element of its Electricity Meter accumulated in the Tariff Block Counter Matrix [INFO](5.7.5.33) and Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall also be capable of accumulating Consumption via the primary measuring element of its Electricity Meter in one of four Block Counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) for each of the eight Time-of-use Bands. ESME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall be capable of resetting the counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) in accordance with the timetable set out in the Billing Calendar(5.7.4.7).

Recording

Recording(5.5.9) in Part A shall not apply to ESME.

Active Energy Imported

ESME shall be capable of recording:

1. [bookmark: OLE_LINK107][bookmark: OLE_LINK106]cumulative Active Energy Imported via the primary measuring element of its Electricity Meter in the Active Import Register [INFO](5.7.5.3); and

cumulative Active Energy Imported via the secondary measuring element of its Electricity Meter in the Secondary Active Import Register [INFO](5.13.2.11).

Active Energy Exported

ESME shall be capable of recording cumulative Active Energy Exported via the primary measuring element of its Electricity Meter in the Active Export Register [INFO](5.7.5.2).

Billing data

In accordance with the timetable set out in the Billing Calendar(5.7.4.7) ESME shall be capable of taking a UTC date and time stamped copy of: 

1. [bookmark: _Ref391469360]the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10); 

the Tariff TOU Block Register Matrix(5.7.5.35); 

the Active Import Register [INFO](5.7.5.3); and

[bookmark: _Ref392141735]the Secondary Active Import Register [INFO](5.13.2.11),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

[bookmark: _Ref391469383]the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3), and:

generating and sending an Alert via its HAN Interface containing the most recent entries in the Billing Data Log(5.13.2.3) of (i) to (v) above; and

if operating in Credit Mode immediately resetting the Meter Balance [INFO](5.7.5.22).

Consumption Data

ESME shall be capable of calculating Consumption via the primary and secondary measuring elements of its Electricity Meter and recording:

1. to the Cumulative and Historical Value Store [INFO](5.7.5.12) in kWh:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

the Daily Consumption Log [INFO](5.7.5.14) in kWh the Consumption on each of the 731 Days prior to the current Day.

Cost of Consumption Data

ESME shall be capable of calculating and recording to the Cumulative and Historical Value Store [INFO](5.7.5.12) the cost of:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

ESME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1); and

the Standing Charge [INFO](5.7.4.42).

Cost of Instantaneous Consumption

ESME shall be capable of calculating and recording the Cost of Instantaneous Active Power Import(5.7.5.11) on the basis of:

1. the Primary Active Power Import [INFO](5.13.2.5);

the Primary Active Tariff Price [INFO](5.13.2.6);

the Secondary Active Power Import [INFO](5.13.2.8); and

the Secondary Active Tariff Price [INFO](5.13.2.9).

Daily read data

ESME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11) and the Active Export Register [INFO](5.7.5.2), together with a UTC date and time stamp in the Daily Read Log(5.13.2.4) every day at midnight UTC.

[bookmark: OLE_LINK36][bookmark: OLE_LINK58]If operating in Prepayment Mode ESME shall be capable of recording the Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) in the Prepayment Daily Read Log(5.7.5.26) every day at midnight UTC.

Half hour profile data

ESME shall be capable of recording in each 30 minute period (commencing at the start of minutes 00 and 30 in each hour), the following information (including the UTC date and time at the end of the 30 minute period to which the data relates) in the Profile Data Log(5.13.2.7):

1. Active Energy Imported via the primary measuring element of its Electricity Meter;

Active Energy Exported via the primary measuring element of its Electricity Meter;

Reactive Energy Imported via the primary and secondary measuring elements of its Electricity Meter;

Reactive Energy Exported via the primary measuring element of its Electricity Meter; and

Active Energy Imported via the secondary measuring element of its Electricity Meter.

Maximum Demand Import data

[bookmark: OLE_LINK59][bookmark: OLE_LINK60]ESME shall be capable of calculating the average value of Active Power Import [INFO](5.13.2.1) over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording:

1. [bookmark: OLE_LINK47][bookmark: OLE_LINK48]to the Maximum Demand Active Power Import Value(5.7.5.19), the maximum value so calculated since the Maximum Demand Active Power Import Value(5.7.5.19) was last reset (as set out in Section 5.6.3.26) including the UTC date and time at the end of the 30 minute period to which the data relates; and

to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) the maximum value so calculated in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) was last reset (as set out in Section 5.6.3.28).

Maximum Demand Export data

ESME shall be capable of calculating the average value of Active Power Export over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording to the Maximum Demand Active Power Export Value(5.7.5.21) the maximum value so calculated since the Maximum Demand Active Power Export Value(5.7.5.21) was last reset (as set out in Section 5.6.3.27) including the UTC date and time at the end of the 30 minute period to which the data relates.

Power Threshold Status

ESME shall be capable of comparing the Active Power Import [INFO](5.13.2.1) against thresholds and:

1. if the Active Power Import [INFO](5.13.2.1) is equal to or lower than the Low Medium Power Threshold [INFO](5.7.4.24), setting Power Threshold Status(5.7.5.24) to low;

if the Active Power Import [INFO](5.13.2.1) is higher than the Low Medium Power Threshold [INFO](5.7.4.24) and equal to or lower than the Medium High Power Threshold [INFO](5.7.4.29), setting Power Threshold Status(5.7.5.24) to medium; and

otherwise, setting the Power Threshold Status(5.7.5.24) to high.

Reactive Energy Imported

[bookmark: _Ref346038233][bookmark: _Ref346038247]ESME shall be capable of recording cumulative Reactive Energy Imported via the primary and secondary measuring elements of its Electricity Meter in the Reactive Import Register(5.7.5.30).

Reactive Energy Exported

ESME shall be capable of recording cumulative Reactive Energy Exported via the primary measuring element of its Electricity Meter in the Reactive Export Register(5.7.5.29).

[bookmark: _Toc343775335][bookmark: _Ref366079633][bookmark: _Toc366852688][bookmark: _Toc389118058][bookmark: _Toc404159652][bookmark: _Toc41992707]Interface Requirements

[bookmark: _Toc339438811][bookmark: _Toc339438812][bookmark: _Toc339438813][bookmark: _Toc339438815][bookmark: _Toc339438817][bookmark: _Toc339438818][bookmark: _Toc339438820][bookmark: _Toc366852689][bookmark: _Ref386531851][bookmark: _Toc389118059][bookmark: _Toc404159653][bookmark: _Toc338917574][bookmark: _Toc343775336]HAN Interface information provision

Type 1 Devices and Type 2 Device information provision(5.6.1) in Part A shall not apply to ESME.

ESME shall be capable, immediately upon establishment of a Communications Link with Type 1 Devices (as set out in Section 5.5.2.2) and Type 2 Devices (as set out in Section 5.5.2.3), of providing the Data annotated [INFO] in Sections 5.7.1, 5.7.4, 5.7.5, 5.13.1 and 5.13.2 to Type 1 Devices and Type 2 Devices (with timely updates of any changes to all data).

[bookmark: _Toc366852690][bookmark: _Ref386531857][bookmark: _Toc389118060][bookmark: _Toc404159654]HAN Interface Commands

[bookmark: _Ref435533000]Set Payment Mode

Set Payment Mode(5.6.3.34) in Part A shall not apply to ESME.

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode [INFO](5.7.4.31).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34); 

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10); 

the Tariff TOU Block Register Matrix(5.7.5.35);

the Active Import Register [INFO](5.7.5.3); and

the Secondary Active Import Register [INFO](5.13.2.11),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3). 

Set Tariff

Set Tariff(5.6.3.35) in Part A shall not apply to ESME.

A Command to accept new values for the Tariff TOU Price Matrix [INFO](5.7.4.50), the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1), the Tariff Block Price Matrix [INFO](5.7.4.47), the Tariff Switching Table [INFO](5.13.1.2) and the Tariff Threshold Matrix [INFO](5.7.4.49).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10);

the Tariff TOU Block Register Matrix(5.7.5.35);

the Active Import Register [INFO](5.7.5.3); and

the Secondary Active Import Register [INFO](5.13.2.11),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3).

[bookmark: _Toc343775337][bookmark: _Ref366079645][bookmark: _Toc366852691][bookmark: _Toc389118061][bookmark: _Toc404159655][bookmark: _Toc41992708]Data Requirements

[bookmark: _Toc336450811][bookmark: _Toc336517499][bookmark: _Toc336517645][bookmark: _Toc343775338][bookmark: _Ref364872262][bookmark: _Toc366852692][bookmark: _Toc389118062][bookmark: _Toc404159656]Configuration Data

[bookmark: _Ref343765469]Secondary Tariff TOU Price Matrix [INFO]

A 1 x 4 matrix containing Prices for Time-of-use Pricing Tariffs relating to Supply via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref366854042][bookmark: _Ref366853855]Tariff Switching Table [INFO]

Tariff Switching Table(5.7.4.48) in Part A shall not apply to ESME.

A set of rules for allocating:

1. half-hourly Consumption via the primary measuring element of the Electricity Meter to a Tariff Register in the Tariff TOU Register Matrix [INFO](5.7.5.34) if applying Time-of-use Pricing, and in the Tariff TOU Block Register Matrix(5.7.5.35) if applying Time-of-use with Block Pricing; and

half-hourly Consumption via the secondary measuring element of the Electricity Meter to a Tariff Register in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10).

The rules stored within the table shall specify which of 16 Day Profiles should be used to allocate Consumption to Tariff Registers for Consumption via each of the primary and secondary measuring elements of the Electricity Meter according to:

where the day is one of 50 Special Days, the Day Profile(s) specified for that measuring element for that day; or

where the day is not a Special Day, the Day Profile(s) specified by the active Season Profile and Week Profile for that measuring element for that day.

The Switching Table shall support four Season Profiles and four Week Profiles.  The Switching Table shall support up to 200 switching rules across all Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: _Toc343775339][bookmark: _Ref364872268][bookmark: _Toc366852693][bookmark: _Toc389118063][bookmark: _Toc404159657]Operational Data

[bookmark: _Ref343767669][bookmark: _Ref391035026]Active Power Import [INFO]

Active Power Import [INFO](5.7.5.4) in Part A shall not apply to ESME.

The sum of:

1. the Primary Active Power Import [INFO](5.13.2.5) on the primary measuring element of the Electricity Meter; and

the Secondary Active Power Import [INFO](5.13.2.8) on the secondary measuring element of the Electricity Meter.

[bookmark: _Ref363656525]Active Tariff Price [INFO]

Active Tariff Price [INFO](5.7.5.5) in Part A shall not apply to ESME.

[bookmark: _Ref346122137]Billing Data Log

Billing Data Log(5.7.5.10) in Part A shall not apply to ESME.

A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405377218]twelve entries comprising the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11);

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments; and

[bookmark: _Ref405377228]twelve entries comprising Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36),

each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref346206558]Daily Read Log

Daily Read Log(5.7.5.13) in Part A shall not apply to ESME.

A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11) and the Active Export Register [INFO](5.7.5.2) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref343766636][bookmark: _Ref391035544]Primary Active Power Import [INFO]

The import of Active Power measured via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343766709]Primary Active Tariff Price [INFO]

The Price currently active for Consumption via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343767588]Profile Data Log 

Profile Data Log(5.7.5.27) in Part A shall not apply to ESME.

A log capable of storing UTC date and time-stamped half hourly data (the amount of energy Imported or Exported in a half hour period) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.  The log shall be capable of storing a minimum of:

1. 13 months of Active Energy Imported via the primary measuring element of the Electricity Meter [INFO];

13 months of Active Energy Imported via the secondary measuring element of the Electricity Meter [INFO];

3 months of Active Energy Exported via the primary measuring element of the Electricity Meter;

3 months of Reactive Energy Imported via the primary and secondary measuring elements of the Electricity Meter; and

3 months of Reactive Energy Exported via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343766887]Secondary Active Power Import [INFO]

The import of Active Power measured via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343766818]Secondary Active Tariff Price [INFO]

The Price currently active for Consumption via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343161687]Secondary Tariff TOU Register Matrix [INFO]

A 1 x 4 matrix for storing Tariff Registers for Time-of-use Pricing relating to Supply via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343767129][bookmark: _Ref391035694]Secondary Active Import Register [INFO]

The register recording the cumulative Active Energy Imported via the secondary measuring element of the Electricity Meter.

[bookmark: _Toc339438823][bookmark: _Toc339438824][bookmark: _Toc343775340][bookmark: _Toc366852694][bookmark: _Toc389118064][bookmark: _Toc404159658][bookmark: _Toc41992709][bookmark: OLE_LINK67][bookmark: OLE_LINK68]Part C - Polyphase Electricity Metering Equipment

[bookmark: _Toc343775341][bookmark: _Toc366852695][bookmark: _Toc389118065][bookmark: _Toc404159659][bookmark: _Toc41992710]Overview

In this Part C ESME shall mean Polyphase Electricity Metering Equipment.

ESME shall meet the requirements of Part A save as set out in the remainder of this Part C.  Requirements in a Part A Section that are disapplied by this Part C are identified in the Part C Section of the same name.  Additional or amended requirements applied by this Part C are a continuation of the Part A Section of the same name and hence must also be met by ESME. 

[bookmark: _Toc366852696][bookmark: _Toc389118066][bookmark: _Toc404159660][bookmark: _Toc41992711]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559353][bookmark: _Toc389067512][bookmark: _Toc389118067][bookmark: _Toc366852697][bookmark: _Toc389118068][bookmark: _Toc404159661]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part C, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc366852698][bookmark: _Toc389118069][bookmark: _Toc404159662]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 29 February 2016; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required described in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 29 February 2016.

[bookmark: _Toc366852699][bookmark: _Toc389118070][bookmark: _Toc404159663][bookmark: _Ref435533030]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

ESME shall be certified by CESG as compliant with the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

[bookmark: _Toc339438827][bookmark: _Toc339438830][bookmark: _Toc343775342][bookmark: _Toc366852700][bookmark: _Toc389118071][bookmark: _Toc404159664][bookmark: _Toc41992712]Physical Requirements

Physical Requirements(5.4) in Part A shall not apply to ESME.

ESME shall as a minimum include the following components:

1. a Clock;

a Data Store;

an Electricity Meter containing three measuring elements;

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (available on the Data and Communications Company’s website) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.17, 5.18 and 5.23 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 7 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.1, 5.6.3, 5.6.4 and 5.18.1.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials;

Random Number Generator;

Cryptographic Algorithms;

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME.

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

[bookmark: _Toc343775343][bookmark: _Ref366079755][bookmark: _Toc366852701][bookmark: _Toc389118072][bookmark: _Toc404159665][bookmark: _Toc41992713]Functional Requirements

[bookmark: OLE_LINK49][bookmark: OLE_LINK50]ESME shall be capable of calculating Active Power Import, Consumption, Reactive Energy Import, Active Energy Export and Reactive Energy Export values as follows:

1. [bookmark: _Ref345061187]Active Power Import shall be the sum of the Active Power Import on the importing measuring element(s) of its Electricity Meter less the sum of the Active Power Export on the exporting measuring element(s) of its Electricity Meter;

Consumption shall be the sum of the cumulative Active Energy Imported on the importing measuring element(s) of its Electricity Meter less the sum of the cumulative Active Energy Exported on the exporting measuring element(s) of its Electricity Meter;

Reactive Energy Import shall be the sum of the cumulative Reactive Energy Import on the importing measuring element(s) of its Electricity Meter less the sum of the cumulative Reactive Energy Export on the exporting measuring element(s) of its Electricity Meter;

[bookmark: OLE_LINK51][bookmark: OLE_LINK52]Active Energy Export shall be the sum of the cumulative Active Energy Export on the exporting measuring element(s) of its Electricity Meter less the sum of the cumulative Active Energy Import on the importing measuring element(s) of its Electricity Meter; and

[bookmark: _Ref345061199]Reactive Energy Export shall be the sum of the cumulative Reactive Energy Export on the exporting measuring element(s) of its Electricity Meter less the sum of the cumulative Reactive Energy Import on the importing measuring element(s) of its Electricity Meter.

If the result of any of the calculations (i) to (v) is negative then it shall be deemed to be zero.

[bookmark: _Toc343775344][bookmark: _Toc366852702][bookmark: _Toc389118073][bookmark: _Toc404159666]Phase Measurements

ESME shall be capable of measuring:

1. three phase four wire unbalanced supplies operating at a nominal voltage of 230VAC phase-to-neutral (400VAC phase-to-phase);

two phases of a three phase four wire system;

two phases of a three wire system 230-0-230VAC phase-to-neutral-to-phase (460VAC phase-to-phase); and

the sum of two distinct one phase two wire 230VAC services with a common neutral.

[bookmark: _Toc343775345][bookmark: _Toc366852703][bookmark: _Toc389118074][bookmark: _Toc404159667]Voltage Quality Measurements

Voltage Quality Measurements(5.5.12) in Part A shall not apply to ESME.

[bookmark: _Ref343768791]Average RMS voltage phase [n]

ESME shall be capable of calculating the average value of RMS voltage for phase [n] over a configurable period as defined in the Phase [n] Average RMS Voltage Measurement Period(5.19.1.3) and:

1. recording the values calculated (including the UTC date and time at the end of the period to which the values relate) in the Phase [n] Average RMS Voltage Profile Data Log(5.19.2.3);

detecting when the value calculated for phase [n] is above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) and on detection:

1. counting the number of such occurrences in the Phase [n] Average RMS Over Voltage Counter(5.19.2.1);

where the value calculated in the prior configurable period was below the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1):

generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is below the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) and where the value calculated in the prior configurable period was above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1):

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) and on detection:

1. counting the number of such occurrences in the Phase [n] Average RMS Under Voltage Counter(5.19.2.2);

where the value calculated for phase [n] in the prior configurable period was above the Phase [n] Average RMS Under Voltage Counter(5.19.2.2):

generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface

detecting when the value calculated for phase [n] is above the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) and where the value calculated in the prior configurable period was below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2):

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS extreme over voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] rises above the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns below the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS extreme under voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] falls below the RMS Extreme Under Voltage Threshold(5.7.4.37) for longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns above the RMS Extreme Under Voltage Threshold(5.7.4.37) for longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS voltage sag detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] falls below the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns above the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS voltage swell detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] rises above the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns below the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

Supply outage reporting phase [n]

ESME shall be capable of recording the UTC date and time at which the Supply via phase [n] is interrupted and:

1. generating entries to that effect in the Power Event Log(5.7.5.25); and

where Supply via phase [n] has not been restored 3 minutes after interruption, and ESME still has a power Supply, generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of recording the UTC date and time at which the Supply via phase [n] is restored and:

generating entries to that effect in the Power Event Log(5.7.5.25);

following restoration of the Supply via phase [n], generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration; and

following restoration of the Supply via phase [n], when the time difference between the Supply being interrupted and restored is greater than or equal to three minutes, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC date and time of interruption and restoration.

[bookmark: _Ref366079769][bookmark: _Toc366852704][bookmark: _Toc389118075][bookmark: _Toc404159668][bookmark: _Toc41992714][bookmark: _Toc343775346]Interface Requirements

[bookmark: _Toc366852705][bookmark: _Ref386532056][bookmark: _Toc389118076][bookmark: _Toc404159669]HAN Interface Commands

Reset Phase [n] Average RMS Over Voltage Counter

A Command to reset the Phase [n] Average RMS Over Voltage Counter(5.19.2.1) to zero.

Reset Phase [n] Average RMS Under Voltage Counter

A Command to reset the Phase [n] Average RMS Under Voltage Counter(5.19.2.2) to zero.

[bookmark: _Toc366852706][bookmark: _Toc389118077][bookmark: _Toc404159670][bookmark: _Toc41992715]Data Requirements

[bookmark: _Toc343775347][bookmark: _Toc366852707][bookmark: _Toc389118078][bookmark: _Toc404159671]Configuration Data

[bookmark: _Ref343768888]Phase [n] Average RMS Over Voltage Threshold

The average RMS voltage for phase [n] above which an over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref343768361]Phase [n] Average RMS Under Voltage Threshold

The average RMS voltage for phase [n] below which an under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref343768246]Phase [n] Average RMS Voltage Measurement Period

The length of time in seconds over which the RMS voltage is averaged for phase [n].

[bookmark: _Toc343775348][bookmark: _Toc366852708][bookmark: _Toc389118079][bookmark: _Toc404159672]Operational Data

[bookmark: _Ref343769014]Phase [n] Average RMS Over Voltage Counter

The number of times the average RMS voltage for phase [n], as calculated in Section 5.17.2.1, has been above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) since this counter was last reset.

[bookmark: _Ref343770263]Phase [n] Average RMS Under Voltage Counter

The number of times the average RMS voltage for phase [n], as calculated in accordance with Section 5.17.2.1, has been below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) since this counter was last reset.

[bookmark: _Ref343769957]Phase [n] Average RMS Voltage Profile Data Log

A log capable of storing 4320 entries (including the UTC date and time at the end of the period to which the values relate) comprising the averaged RMS voltage for phase [n] for each Phase [n] Average RMS Voltage Measurement Period(5.19.1.3) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Toc339438836][bookmark: _Toc339438847][bookmark: _Toc339438852][bookmark: _Toc339438855][bookmark: _Toc339438859][bookmark: _Ref338770318][bookmark: _Toc343775349][bookmark: _Toc366852709][bookmark: _Toc389118080][bookmark: _Toc404159673][bookmark: _Toc41992716]Part D - Auxiliary Load Control Switch

[bookmark: _Toc343775350][bookmark: _Toc366852710][bookmark: _Toc389118081][bookmark: _Toc404159674][bookmark: _Toc41992717]Overview

This Part D describes the minimum additional functional, interface and data requirements of ESME where one or more Auxiliary Load Control Switches are installed within ESME.  Additional requirements applied by this Part D are a continuation of the Part A Section of the same name (where relevant as modified by Part B or Part C) and hence must also be met by ESME within which one or more Auxiliary Load Control Switches are installed.

[bookmark: _Toc339438865][bookmark: _Toc343775351][bookmark: _Toc366852711][bookmark: _Toc389118082][bookmark: _Toc404159675][bookmark: _Toc41992718]Functional Requirements

[bookmark: _Ref343770612][bookmark: _Toc343775352][bookmark: _Toc366852712][bookmark: _Toc389118083][bookmark: _Toc404159676]Switching Auxiliary Loads

[bookmark: OLE_LINK43][bookmark: OLE_LINK44]ESME shall be capable of monitoring the Auxiliary Load Control Switch Calendar(5.7.4.2) and opening or closing Auxiliary Load Control Switch [n] at times defined in the calendar.

ESME shall only be capable of closing Auxiliary Load Control Switch [n] if the Supply is Enabled.  If the Supply is Disabled, then on Enablement ESME shall be capable of causing the Auxiliary Load Control Switch [n] to open, close or maintain its state as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

When switching Auxiliary Loads as set out in this Section 5.21.1, ESME shall be capable of:

1. applying the Randomised Offset [INFO](5.7.5.28); and

setting the Auxiliary Load Control Switch [n] - Status(5.23.1.1) to open and closed.

[bookmark: _Toc343775353][bookmark: _Toc366852713][bookmark: _Toc389118084][bookmark: _Toc404159677][bookmark: _Toc41992719]Interface Requirements

[bookmark: _Toc343775354][bookmark: _Toc366852714][bookmark: _Toc389118085][bookmark: _Toc404159678]User Interface Commands

Test Auxiliary Load Control Switch [n]

A Command to cause an Auxiliary Load Control Switch [n] to change its state for 5 minutes and then to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

In executing the Command ESME shall be capable of recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6).

[bookmark: _Toc343775355][bookmark: _Toc366852715][bookmark: _Toc389118086][bookmark: _Toc404159679]HAN Interface Commands

[bookmark: _Ref339376953][bookmark: _Ref339376887]Close Auxiliary Load Control Switch [n]

A Command to cause Auxiliary Load Control Switch [n] to close immediately.  The Command shall include a time period.  When this time period has elapsed, ESME shall be capable of causing the switch to open or remain closed as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

A Command to close an Auxiliary Load Control Switch [n] shall be executed only if the Supply is Enabled.  If the Supply is Armed or Disabled, the Command shall be executed when the Supply is Enabled if, on Enablement, the time period included in the Command has not elapsed.

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6); and

updating the corresponding Auxiliary Load Control Switch [n] - Status(5.23.1.1) to indicate whether the switch is now open or closed.

Open Auxiliary Load Control Switch [n]

A Command to cause Auxiliary Load Control Switch [n] to open immediately.  The Command shall include a time period. When this time period has elapsed, ESME shall be capable of causing the switch to close or remain open as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6); and

updating the corresponding Auxiliary Load Control Switch [n] - Status(5.23.1.1) to indicate whether the switch is now open or closed.

Reset Auxiliary Load Control Switch [n]

A Command to cause the Auxiliary Load Control Switch [n] to open, close or maintain its state, as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

A Command to close an Auxiliary Load Control Switch [n] shall be executed only if the Supply is Enabled.  If the Supply is Armed or Disabled, the Command shall be executed when the Supply is Enabled.

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6); and

updating the corresponding Auxiliary Load Control Switch [n] - Status(5.23.1.1) to indicate whether the switch is now open or closed.

[bookmark: _Toc343775356][bookmark: _Ref366079782][bookmark: _Toc366852716][bookmark: _Toc389118087][bookmark: _Toc404159680][bookmark: _Toc41992720][bookmark: _Ref339382325]Data Requirements

[bookmark: _Toc343775358][bookmark: _Toc366852718][bookmark: _Toc389118089][bookmark: _Toc404159682]Operational Data

[bookmark: _Ref343770461]Auxiliary Load Control Switch [n] - Status 

The current status (being ‘open’ or ‘closed’) of Auxiliary Load Control Switch [n] as commanded by ESME.

[bookmark: _Toc339438869][bookmark: _Toc339438870][bookmark: _Toc339438871][bookmark: _Toc339438875][bookmark: _Toc339438880][bookmark: _Toc339438881][bookmark: _Toc339438886][bookmark: _Toc339438888][bookmark: _Toc343775359][bookmark: _Toc366852719][bookmark: _Toc389118090][bookmark: _Toc404159683][bookmark: _Toc41992721]Part E - Boost Function

[bookmark: _Toc343775360][bookmark: _Toc366852720][bookmark: _Toc389118091][bookmark: _Toc404159684][bookmark: _Toc41992722]Overview

This Part E describes the minimum additional functional and data requirements of ESME where a Boost Function is installed within ESME.  Additional requirements applied by this Part E are a continuation of the Part A Section of the same name (where relevant as modified by Part B or Part C and / or Part D) and hence must also be met by ESME within which a Boost Function is installed.

[bookmark: _Toc343775361][bookmark: _Toc366852721][bookmark: _Toc389118092][bookmark: _Toc404159685][bookmark: _Toc41992723]Functional Requirements

[bookmark: _Toc343775362][bookmark: _Ref346723488][bookmark: _Toc366852722][bookmark: _Toc389118093][bookmark: _Toc404159686]User Interface Commands

In executing the Commands in this Section 5.25.1 ESME shall be capable of recording UTC date and time at the beginning and end of any Boost Period in the Boost Function Event Log(5.26.3.1).

Activate Boost Period

A Command to cause the Auxiliary Load Control Switch(es) specified in Boost Function Control [n](5.26.2.1) to close for 15, 30, 45 or 60 minutes and then to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

ESME shall only be capable of executing this Command if no Boost Period is currently active.

Cancel Boost Period

A Command to cause the Auxiliary Load Control Switch(es) specified in Boost Function Control [n](5.26.2.1) to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

ESME shall only be capable of executing this Command if a Boost Period is active.

[bookmark: OLE_LINK93][bookmark: OLE_LINK105]In executing the Command ESME shall be capable of generating an entry in the Boost Function Event Log(5.26.3.1) to the effect that the active Boost Period has been cancelled.

Extend Boost Period

A Command to cause the Auxiliary Load Control Switch(es) specified in Boost Function Control [n](5.26.2.1) to remain closed for an additional 15, 30, 45 minutes, and then to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

ESME shall only be capable of executing this Command if a Boost Period is active. In executing the Command ESME shall be capable of limiting any active Boost Period to a maximum of 60 minutes.

[bookmark: _Toc343775363][bookmark: _Toc366852723][bookmark: _Toc389118094][bookmark: _Toc404159687][bookmark: _Toc41992724]Data Requirements

[bookmark: _Toc343775364][bookmark: _Toc366852724][bookmark: _Toc389118095][bookmark: _Toc404159688]Constant Data

Boost Function Availability

A data item to identify if ESME has a configured Boost Function.

[bookmark: _Toc343775365][bookmark: _Toc366852725][bookmark: _Toc389118096][bookmark: _Toc404159689]Configuration Data

[bookmark: _Ref343770792]Boost Function Control [n]

A data item to identify whether Auxiliary Load Control Switch [n] is to be controlled by the Boost Function.

[bookmark: _Toc336450828][bookmark: _Toc336517516][bookmark: _Toc336517662][bookmark: _Toc386559383][bookmark: _Toc389067542][bookmark: _Toc389118097][bookmark: _Toc389118098][bookmark: _Toc404159690]Operational Data

[bookmark: _Ref391474141]Boost Function Event Log

A single log capable of storing entries for the most recent 25 Boost Periods including the UTC date and time of the beginning and end of the Boost Period.

[bookmark: _Toc320027831][bookmark: _Toc343775367][bookmark: _Toc366852726][bookmark: _Toc389118099][bookmark: _Toc404159691][bookmark: _Ref405369133][bookmark: _Ref405378823][bookmark: _Toc41992725]In Home Display Technical Specifications Version 2.0

[bookmark: _Toc320001807][bookmark: _Toc341816687][bookmark: _Toc343775368][bookmark: _Toc366852727][bookmark: _Toc389118100][bookmark: _Toc404159692][bookmark: _Toc41992726]Overview

[bookmark: _Toc312157607]Section 6 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of the In-home Display installed to comply with the smart metering roll-out licence conditions (standard licence condition 34 of gas supply licences and standard licence condition 40 of electricity supply licences).

[bookmark: _Toc320001809][bookmark: _Toc320001810][bookmark: _Toc320001811][bookmark: _Toc320001812][bookmark: _Toc320001813][bookmark: _Toc320001814][bookmark: _Toc320001815][bookmark: _Toc320001816][bookmark: _Toc320001817][bookmark: _Toc320001818][bookmark: _Toc320001819][bookmark: _Toc320001820][bookmark: _Toc320001821][bookmark: _Toc320001822][bookmark: _Toc320001823][bookmark: _Toc320001824][bookmark: _Toc320001825][bookmark: _Toc320001826][bookmark: _Toc320001827][bookmark: _Toc320001828][bookmark: _Toc320001829][bookmark: _Toc320001830][bookmark: _Toc320001831][bookmark: _Toc320001832][bookmark: _Toc320001833][bookmark: _Toc320001834][bookmark: _Toc320001835][bookmark: _Toc320001836][bookmark: _Toc320001837][bookmark: _Toc320001838][bookmark: _Toc320001839][bookmark: _Toc320001840][bookmark: _Toc320001841][bookmark: _Toc320001842][bookmark: _Toc320001843][bookmark: _Toc320001844][bookmark: _Toc320001845][bookmark: _Toc320001846][bookmark: _Toc320001847][bookmark: _Toc320001848][bookmark: _Toc320001849][bookmark: _Toc320001850][bookmark: _Toc320001851][bookmark: _Toc320001852][bookmark: _Toc320001853][bookmark: _Toc320001854][bookmark: _Toc320001855][bookmark: _Toc320001856][bookmark: _Toc320001857][bookmark: _Toc320001858][bookmark: _Toc320001859][bookmark: _Toc320001860][bookmark: _Toc320001861][bookmark: _Toc320001862][bookmark: _Random_Number_Generator][bookmark: _Toc320001863][bookmark: _Toc320001864][bookmark: _Toc320001865][bookmark: _Toc320001866][bookmark: _Toc320001867][bookmark: _Toc320001868][bookmark: _Toc320001869][bookmark: _Toc320001870][bookmark: _Security_Credential][bookmark: _Toc320001871][bookmark: _Toc320001872][bookmark: _Toc320001873][bookmark: _Toc320001874][bookmark: _Toc320001875][bookmark: _Toc320001876][bookmark: _Toc320001877][bookmark: _Toc320001878][bookmark: _Sensitive_Event][bookmark: _Toc320001879][bookmark: _Toc320001880][bookmark: _Toc320001881][bookmark: _Toc320001882][bookmark: _Toc320001883][bookmark: _Toc320001884][bookmark: _Toc320001885][bookmark: _Toc320001886][bookmark: _Toc320001887][bookmark: _Toc320001888][bookmark: _Toc320001889][bookmark: _Toc320001890][bookmark: _Toc320001891][bookmark: _Toc320001892][bookmark: _Toc320001893][bookmark: _Toc320001894][bookmark: _Toc320001895][bookmark: _Toc320001896][bookmark: _Toc320001897][bookmark: _Toc320001898][bookmark: _Toc366852728][bookmark: _Toc389118101][bookmark: _Toc404159693][bookmark: _Toc41992727][bookmark: _Toc320001899][bookmark: _Toc341816688][bookmark: _Toc343775369]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559388][bookmark: _Toc391462971][bookmark: _Toc391464738][bookmark: _Toc389067547][bookmark: _Toc389118102][bookmark: _Toc366852729][bookmark: _Toc389118103][bookmark: _Toc404159694]Conformance with the SMETS

An IHD shall have been tested to ensure that it meets the requirements described in this Section 6, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc404159695]ZigBee Alliance Certification 

An IHD shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 29 February 2016.

[bookmark: _Toc366852731][bookmark: _Toc389118105][bookmark: _Toc404159696][bookmark: _Toc41992728]Physical requirements

The IHD shall as a minimum include the following components: 

1. a Data Store;

a HAN Interface; and

a User Interface.

The IHD shall be mains powered and shall be capable of performing the minimum functional, interface and data requirements set out in Sections 6.4, 6.5 and 6.6 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 0.6 watts of electricity under normal operating conditions.

The IHD shall:

permanently display the IHD Identifier(6.6.1.1) on the IHD;

The HAN Interface of the IHD shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Section 6.5.

The IHD shall be designed to enable the information displayed on it to be easily accessed and presented in a form that is clear and easy to understand including by Consumers with impaired:

sight;

memory and learning ability;

perception and attention; or

dexterity.

[bookmark: _Toc320001900][bookmark: _Toc341816689][bookmark: _Toc343775370][bookmark: _Ref366079863][bookmark: _Toc366852732][bookmark: _Toc389118106][bookmark: _Toc404159697][bookmark: _Toc41992729]Functional requirements

This section describes the minimum functions that the IHD shall be capable of performing. 

[bookmark: _Toc341816690][bookmark: _Toc343775371][bookmark: _Toc366852733][bookmark: _Toc389118107][bookmark: _Toc404159698]Communications

The IHD shall be capable of establishing Communications Links via its HAN Interface. 

The IHD shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 6.4.5.2.

[bookmark: _Ref320214344]Communications Links with ESME and the Gas Proxy Function via the HAN Interface

The IHD shall be capable of establishing and maintaining Communications Links via its HAN Interface with one ESME and one Gas Proxy Function.

In establishing the Communications Link, the IHD shall be capable of using its Security Credentials to enable it to be Authenticated.

The IHD shall be capable of supporting the following types of Communications Links:

1. receiving Pricing and Consumption information from ESME; and

receiving Pricing and Consumption information from a Gas Proxy Function.

The IHD shall be capable of detecting a failure of a Communications Link and on detection of a failure, shall be capable of clearing or suitably annotating the information displayed on its User Interface (set out in Sections 6.4.2, 6.4.3 and 6.4.4) to indicate that the information may be out of date.

[bookmark: _Toc320001902][bookmark: _Toc320001903][bookmark: _Toc320001904][bookmark: _Toc320001905][bookmark: _Toc320001906][bookmark: _Toc320001907][bookmark: _Toc320001908][bookmark: _Ref337632736][bookmark: _Toc341816691][bookmark: _Toc343775372][bookmark: _Toc366852734][bookmark: _Toc389118108][bookmark: _Toc404159699][bookmark: _Ref319592728][bookmark: _Toc320001911][bookmark: _Ref319592667][bookmark: _Toc320001910]General Information

The IHD shall be capable immediately upon establishment of a Communications Link with ESME and a Gas Proxy Function (as set out in Section 6.4.1.1), of providing the following information on its User Interface and providing updates of any changes to the information every 10 seconds thereafter.

Connection Link Quality

The signal strength of its HAN Interface.

Local Time

Time as UTC with adjustment for British Summer Time.

[bookmark: _Ref337632613][bookmark: _Toc341816692][bookmark: _Toc343775373][bookmark: _Toc366852735][bookmark: _Toc389118109][bookmark: _Toc404159700]Information pertaining to the Supply of gas to the Premises

The IHD shall be capable immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 6.4.1.1), of providing the following information[footnoteRef:5] on its User Interface and providing timely updates of any changes to the information thereafter. [5:  Information that shall be capable of being provided in numerical form is annotated [NUM]. Information that shall be capable of being provided in Ambient form is annotated [AMB]. Where information is not annotated the information may be provided in any visual format. ] 


The IHD shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

Active Tariff Price [NUM]

The active Tariff Price for Energy Consumption in Currency Units per kWh.

[bookmark: _Cumulative_Consumption_Information_1][bookmark: _Gas_Aggregate_Debt][bookmark: _Aggregate_Debt_Recovery][bookmark: _Cumulative_Consumption][bookmark: _Gas_Cumulative_Consumption]Cumulative Consumption [NUM]

1. Current Day cumulative Energy Consumption;

Current Day cost to the Consumer of cumulative Energy Consumption in Currency Units;

Current Week cumulative Energy Consumption;

Current Week cost to the Consumer of cumulative Energy Consumption in Currency Units;

Current month cumulative Energy Consumption; and

[bookmark: _Cumulative_consumption_information:][bookmark: _Cumulative_Consumption_Information][bookmark: _Gas_Emergency_Credit][bookmark: Credit_balance]Current month cost to the Consumer of cumulative Energy Consumption in Currency Units.

Customer Identification Number [NUM]

A number issued to the IHD for display on the User Interface.

Debt [NUM]

Either Aggregate Debt or time-based and payment-based debt when GSME is operating in Prepayment Mode.

Debt Recovery Rate [NUM]

Either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when GSME is operating in Prepayment Mode.

[bookmark: _Ref366765971][bookmark: _Ref373933428]Emergency Credit Balance [NUM]

The Emergency Credit balance where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated).

[bookmark: _Gas_Historic_Consumption]Historic Consumption

1. D-1 to D-8 historic Energy Consumption;

D-1 to D-8 cost to the Consumer of historic Energy Consumption in Currency Units;

W-1 to W-5 historic Energy Consumption;

W-1 to W-5 cost to the Consumer of historic Energy Consumption in Currency Units;

M-1 to M-13 historic Energy Consumption; and

M-1 to M-13 cost to the Consumer of historic Energy Consumption in Currency Units.

[bookmark: _Gas_Low_Credit]where: D-1 = current Day minus 1, D-2 = current Day minus 2, W-1 = current Week minus 1, M-1 = current month minus 1, etc.

Low Credit Alert 

An indication that the combined Meter Balance [NUM](6.4.3.9) and Emergency Credit Balance [NUM](6.4.3.6) has fallen below a low credit threshold.

[bookmark: _Instantaneous_Import_Power][bookmark: _Gas_Meter_Balance][bookmark: _Ref366765744][bookmark: _Ref346697732]Meter Balance [NUM]

The amount of money in Currency Units as determined by GSME.  If operating in Prepayment Mode, the Meter Balance represents GSME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance [NUM](6.4.3.6)).  If operating in Credit Mode, it represents GSME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

Payment Mode

The current mode of operation of GSME, being Prepayment Mode or Credit Mode.

[bookmark: _Ref320208302][bookmark: _Toc341816693][bookmark: _Toc343775374][bookmark: _Toc366852736][bookmark: _Toc389118110][bookmark: _Toc404159701]Information pertaining to the Supply of electricity to the Premises

The IHD shall be capable, upon establishment of a Communications Link with ESME (as set out in Section 6.4.1.1), of providing the following information[footnoteRef:6] on its User Interface and providing updates of any changes to the information every 10 seconds thereafter. [6:  Information that shall be capable of being provided in numerical form is annotated [NUM]. Information that shall be capable of being provided in Ambient form is annotated [AMB]. Where information is not annotated the information may be provided in any visual format. ] 


The IHD shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

Active Tariff Price [NUM]

The active Tariff Price for Consumption in Currency Units per kWh.

Cumulative Consumption [NUM]

1. Current Day cumulative Consumption;

Current Day cost to the Consumer of cumulative Consumption in Currency Units;

Current Week cumulative Consumption;

Current Week cost to the Consumer of cumulative Consumption in Currency Units;

Current month cumulative Consumption; and

[bookmark: _Ref321131816]Current month cost to the Consumer of cumulative Consumption in Currency Units.

Customer Identification Number [NUM]

A number issued to the IHD for display on the User Interface.

Debt [NUM]

Either Aggregate Debt or time-based and payment-based debt when ESME is operating in Prepayment Mode.

Debt Recovery Rate [NUM]

Either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when ESME is operating in Prepayment Mode.

[bookmark: _Ref366766339][bookmark: _Ref346697932]Emergency Credit Balance [NUM]

The Emergency Credit balance where Emergency Credit is activated in ESME (including a clear indication that the Emergency credit has been activated).

Historic Consumption

1. D-1 to D-8 historic Consumption;

D-1 to D-8 cost to the Consumer of historic Consumption in Currency Units;

W-1 to W-5 historic Consumption;

W-1 to W-5 cost to the Consumer of historic Consumption in Currency Units;

M-1 to M-13 historic Consumption; and

M-1 to M-13 cost to the Consumer of historic Consumption in Currency Units.

where: D-1 = current Day minus 1, D-2 = current Day minus 2, W-1 = current Week minus 1, M-1 = current month minus 1 etc.

Instantaneous Active Power Import [NUM]

A near real-time indication of the Active Power Import in kW and the cost to the Consumer of maintaining that Instantaneous Active Power Import for one hour.

Low Credit Alert

An indication that the combined Meter Balance [NUM](6.4.4.10) and Emergency Credit Balance(6.4.4.6) has fallen below a low credit threshold.

[bookmark: _Ref366766221][bookmark: _Ref346697914]Meter Balance [NUM]

The amount of money in Currency Units as determined by ESME.  If operating in Prepayment Mode, the Meter Balance represents ESME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance(6.4.4.6)).  If operating in Credit Mode, it represents ESME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

Payment Mode

The current mode of operation of ESME, being Prepayment Mode or Credit Mode.

Power Threshold Status [AMB]

An indication of the level of Active Power Import as high, medium or low.

[bookmark: _Meter_Balance_Updated][bookmark: _Meter_Balance_Last][bookmark: _Toc318388376][bookmark: _Toc320001912][bookmark: _Toc318388377][bookmark: _Toc320001913][bookmark: _Instantaneous_power_import:][bookmark: _Instantaneous_Power_Import][bookmark: _Low_Credit_Alert][bookmark: _Aggregate_Debt][bookmark: _Power_Threshold_Status][bookmark: _Toc318388378][bookmark: _Toc320001914][bookmark: _Toc318388379][bookmark: _Toc320001915][bookmark: _Toc318388380][bookmark: _Toc320001916][bookmark: _Toc318388381][bookmark: _Toc320001917][bookmark: _Electricity_Active_Tariff][bookmark: _Toc318388382][bookmark: _Toc320001918][bookmark: _Toc318388383][bookmark: _Toc320001919][bookmark: _Electricity_Aggregate_Debt][bookmark: _Toc318388384][bookmark: _Toc320001920][bookmark: _Toc318388385][bookmark: _Toc320001921][bookmark: _Electricity_Aggregate_Debt_1][bookmark: _Toc318388386][bookmark: _Toc320001922][bookmark: _Toc318388387][bookmark: _Toc320001923][bookmark: _Electricity_Cumulative_Consumption][bookmark: _Toc318388388][bookmark: _Toc320001924][bookmark: _Toc318388389][bookmark: _Toc320001925][bookmark: _Toc318388390][bookmark: _Toc320001926][bookmark: _Toc318388391][bookmark: _Toc320001927][bookmark: _Toc318388392][bookmark: _Toc320001928][bookmark: _Toc318388393][bookmark: _Toc320001929][bookmark: _Toc318388394][bookmark: _Toc320001930][bookmark: _Electricity_Emergency_Credit][bookmark: _Toc318388395][bookmark: _Toc320001931][bookmark: _Toc318388396][bookmark: _Toc320001932][bookmark: _Toc318388397][bookmark: _Toc320001933][bookmark: _Toc318388398][bookmark: _Toc320001934][bookmark: _Electricity_Historic_Consumption][bookmark: _Toc318388399][bookmark: _Toc320001935][bookmark: _Toc318388400][bookmark: _Toc320001936][bookmark: _Toc318388401][bookmark: _Toc320001937][bookmark: _Toc318388402][bookmark: _Toc320001938][bookmark: _Toc318388403][bookmark: _Toc320001939][bookmark: _Toc318388404][bookmark: _Toc320001940][bookmark: _Toc318388405][bookmark: _Toc320001941][bookmark: _Toc318388406][bookmark: _Toc320001942][bookmark: _Electricity_Low_Credit][bookmark: _Toc318388407][bookmark: _Toc320001943][bookmark: _Toc318388408][bookmark: _Toc320001944][bookmark: _Instantaneous_Import_Power_1][bookmark: _Toc318388409][bookmark: _Toc320001945][bookmark: _Toc318388410][bookmark: _Toc320001946][bookmark: _Toc318388411][bookmark: _Toc320001947][bookmark: _Electricity_Meter_Balance][bookmark: _Toc318388412][bookmark: _Toc320001948][bookmark: _Toc318388413][bookmark: _Toc320001949][bookmark: _Electricity_Meter_Balance_1][bookmark: _Toc318388414][bookmark: _Toc320001950][bookmark: _Toc318388415][bookmark: _Toc320001951][bookmark: _Toc318388416][bookmark: _Toc320001952][bookmark: _Toc318388417][bookmark: _Toc320001953][bookmark: _Toc318388418][bookmark: _Toc320001954][bookmark: _Toc318388419][bookmark: _Toc320001955][bookmark: _Toc320001956][bookmark: _Ref320205451][bookmark: _Toc341816694][bookmark: _Toc343775375][bookmark: _Toc366852737][bookmark: _Toc389118111][bookmark: _Toc404159702]Security

General

The IHD shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

[bookmark: _Ref321131694]Communications

The IHD shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface; 

Consumption data used for billing whilst being transferred via an Interface; and

Security Credentials whilst being transferred via an interface.

[bookmark: _Toc313956260][bookmark: _Toc313956363][bookmark: _Toc313956466][bookmark: _Toc313956261][bookmark: _Toc313956364][bookmark: _Toc313956467][bookmark: _Toc313956262][bookmark: _Toc313956365][bookmark: _Toc313956468][bookmark: _Toc313956263][bookmark: _Toc313956366][bookmark: _Toc313956469][bookmark: _Toc313956264][bookmark: _Toc313956367][bookmark: _Toc313956470][bookmark: _Toc313956265][bookmark: _Toc313956368][bookmark: _Toc313956471][bookmark: _Toc313956266][bookmark: _Toc313956369][bookmark: _Toc313956472][bookmark: _Toc313956268][bookmark: _Toc313956371][bookmark: _Toc313956474][bookmark: _Toc313956270][bookmark: _Toc313956373][bookmark: _Toc313956476][bookmark: _Toc313956272][bookmark: _Toc313956375][bookmark: _Toc313956478][bookmark: _Toc313956275][bookmark: _Toc313956378][bookmark: _Toc313956481][bookmark: _Toc313956276][bookmark: _Toc313956379][bookmark: _Toc313956482][bookmark: _Toc313956277][bookmark: _Toc313956380][bookmark: _Toc313956483][bookmark: _Toc313956278][bookmark: _Toc313956381][bookmark: _Toc313956484][bookmark: _Toc313956279][bookmark: _Toc313956382][bookmark: _Toc313956485][bookmark: _Toc313956280][bookmark: _Toc313956383][bookmark: _Toc313956486][bookmark: _Toc313956281][bookmark: _Toc313956384][bookmark: _Toc313956487][bookmark: _Toc313956283][bookmark: _Toc313956386][bookmark: _Toc313956489][bookmark: _Toc313956289][bookmark: _Toc313956392][bookmark: _Toc313956495][bookmark: _Toc319334325][bookmark: _Toc320001957][bookmark: _Toc341816695][bookmark: _Toc343775376][bookmark: _Ref366079896][bookmark: _Toc366852738][bookmark: _Ref386532310][bookmark: _Toc389118112][bookmark: _Toc404159703][bookmark: _Toc41992730][bookmark: _Ref315183189]Interface Requirements

[bookmark: _Toc320001958]This section describes the minimum required interactions which the IHD shall be capable of undertaking with ESME and / or a Gas Proxy Function as appropriate via its HAN Interface.

[bookmark: _Toc320001959][bookmark: _Toc341816696][bookmark: _Toc343775377][bookmark: _Toc366852739][bookmark: _Toc389118113][bookmark: _Toc404159704][bookmark: _Toc319334326]Receipt of information via the HAN Interface 

The IHD shall be capable, immediately upon establishment of a Communications Link with ESME and / or a Gas Proxy Function (as set out in Section 6.4.1.1) of (as relevant):

1. receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements described in Section 6.4.2;

receiving information (and timely updates of any changes to the information thereafter) required to meet the display requirements described in Section 6.4.3; and

receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements described in Section 6.4.4.

[bookmark: _Toc320001960][bookmark: _Toc320001961][bookmark: _Toc320001962][bookmark: _Toc320001963][bookmark: _Toc313956497][bookmark: _Toc313956292][bookmark: _Toc313956395][bookmark: _Toc313956498][bookmark: _Toc313956294][bookmark: _Toc313956397][bookmark: _Toc313956500][bookmark: _Toc313956296][bookmark: _Toc313956399][bookmark: _Toc313956502][bookmark: _Toc313956299][bookmark: _Toc313956402][bookmark: _Toc313956505][bookmark: _Toc313956300][bookmark: _Toc313956403][bookmark: _Toc313956506][bookmark: _Toc313956301][bookmark: _Toc313956404][bookmark: _Toc313956507][bookmark: _Toc313956302][bookmark: _Toc313956405][bookmark: _Toc313956508][bookmark: _Toc313956303][bookmark: _Toc313956406][bookmark: _Toc313956509][bookmark: _Toc313956306][bookmark: _Toc313956409][bookmark: _Toc313956512][bookmark: _Toc313956308][bookmark: _Toc313956411][bookmark: _Toc313956514][bookmark: _Toc313956309][bookmark: _Toc313956412][bookmark: _Toc313956515][bookmark: _Toc313956310][bookmark: _Toc313956413][bookmark: _Toc313956516][bookmark: _Toc320001964][bookmark: _Toc320001965][bookmark: _Toc320001966][bookmark: _Toc320001967][bookmark: _Toc320001968][bookmark: _Toc320001969][bookmark: _Toc320001970][bookmark: _Toc320001971][bookmark: _Toc320001972][bookmark: _Toc320001973][bookmark: _Toc320001974][bookmark: _Toc320001975][bookmark: _Toc320001976][bookmark: _Toc320001977][bookmark: _Toc320001978][bookmark: _Toc320001979][bookmark: _Toc320001980][bookmark: _Toc320001981][bookmark: _Toc320001982][bookmark: _Toc320001983][bookmark: _Toc320001984][bookmark: _Toc320001985][bookmark: _Toc320001986][bookmark: _Toc320001987][bookmark: _Toc320001988][bookmark: _Toc320001989][bookmark: _Toc320001990][bookmark: _Toc320001991][bookmark: _Toc320001992][bookmark: _Toc320001993][bookmark: _Toc320001994][bookmark: _Toc320001995][bookmark: _Toc320001997][bookmark: _Toc313956316][bookmark: _Toc313956419][bookmark: _Toc313956522][bookmark: _Toc313956317][bookmark: _Toc313956420][bookmark: _Toc313956523][bookmark: _Toc313956318][bookmark: _Toc313956421][bookmark: _Toc313956524][bookmark: _Toc313956322][bookmark: _Toc313956425][bookmark: _Toc313956528][bookmark: _Toc313956324][bookmark: _Toc313956427][bookmark: _Toc313956530][bookmark: _Toc313956325][bookmark: _Toc313956428][bookmark: _Toc313956531][bookmark: _Toc313956327][bookmark: _Toc313956430][bookmark: _Toc313956533][bookmark: _Toc313956329][bookmark: _Toc313956432][bookmark: _Toc313956535][bookmark: _Toc313956331][bookmark: _Toc313956434][bookmark: _Toc313956537][bookmark: _Toc313956334][bookmark: _Toc313956437][bookmark: _Toc313956540][bookmark: _Toc313956340][bookmark: _Toc313956443][bookmark: _Toc313956546][bookmark: _Toc313956344][bookmark: _Toc313956447][bookmark: _Toc313956550][bookmark: _Toc313956345][bookmark: _Toc313956448][bookmark: _Toc313956551][bookmark: _Active_Tariff_Rate][bookmark: _Toc319250833][bookmark: _Toc320001998][bookmark: _Toc341816697][bookmark: _Toc343775378][bookmark: _Ref366079912][bookmark: _Toc366852740][bookmark: _Toc389118114][bookmark: _Toc404159705][bookmark: _Toc41992731]Data requirements

This section describes the minimum information which the IHD shall be capable of holding in its Data Store.

[bookmark: _Toc319250834][bookmark: _Toc320001999][bookmark: _Toc341816698][bookmark: _Toc343775379][bookmark: _Toc366852741][bookmark: _Toc389118115][bookmark: _Toc404159706]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref320622867]IHD Identifier

A globally unique identifier used to identify the IHD based on the EUI-64 Institute of Electrical and Electronic Engineers standard. 

[bookmark: _Toc345500002][bookmark: _Toc366852742][bookmark: _Toc389118116][bookmark: _Toc404159707][bookmark: _Ref405369158][bookmark: _Ref409703268][bookmark: _Ref409703285][bookmark: _Toc41992732]Prepayment Interface Device Technical Specifications Version 2.0

[bookmark: _Toc386559403][bookmark: _Toc391462986][bookmark: _Toc391464753][bookmark: _Toc389067562][bookmark: _Toc389118117][bookmark: _Toc365037242][bookmark: _Toc366852743][bookmark: _Toc389118118][bookmark: _Toc404159708][bookmark: _Toc41992733]Overview

Section 7 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of a Prepayment Interface Device (PPMID), where it is installed by a Supplier. 

[bookmark: _Toc366852744][bookmark: _Toc389118119][bookmark: _Toc404159709][bookmark: _Toc41992734][bookmark: _Toc365037243]SMETS Testing and Certification Requirements 

[bookmark: _Toc365037244][bookmark: _Toc366852745][bookmark: _Toc404159710]Conformance with the SMETS

A PPMID shall have been tested to ensure that it meets the requirements described in this Section 7, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc365037245][bookmark: _Toc366852746][bookmark: _Toc389118120][bookmark: _Toc404159711]Conformance with the Great Britain Companion Specification 

A PPMID shall meet the requirements described in the Great Britain Companion Specification.

A PPMID shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 29 February 2016.

[bookmark: _Toc386559408][bookmark: _Toc391462990][bookmark: _Toc391464757][bookmark: _Toc389067566][bookmark: _Toc389118121][bookmark: _Toc365037247][bookmark: _Toc366852748][bookmark: _Toc389118122][bookmark: _Toc404159712][bookmark: _Toc41992735]Physical Requirements

A PPMID shall as a minimum include the following components:

1. a Data Store;

a HAN Interface; and

a User Interface.

A PPMID shall:

permanently display the PPMID Identifier(7.6.1.1) on the PPMID; and

have a Secure Perimeter. 

The HAN Interface of a PPMID shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 7.5.1, 7.5.2, 7.5.4 and 7.5.5.

The PPMID shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Security Credentials;

Cryptographic Algorithms; and

Firmware and data essential for ensuring its integrity,

stored or executing on the PPMID.

The PPMID shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals;

and where reasonably practicable:

generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Toc365037248][bookmark: _Toc365037249][bookmark: _Toc366852749][bookmark: _Toc389118123][bookmark: _Toc404159713][bookmark: _Toc41992736]Functional Requirements 

This section describes the minimum functions that a PPMID shall be capable of performing.

[bookmark: _Toc365986043][bookmark: _Toc366240851][bookmark: _Toc366241020][bookmark: _Toc366241868][bookmark: _Toc366245311][bookmark: _Toc366739893][bookmark: _Toc366740054][bookmark: _Toc366741397][bookmark: _Toc366741558][bookmark: _Toc366741719][bookmark: _Toc366850128][bookmark: _Toc366850287][bookmark: _Toc366852751][bookmark: _Toc365037251][bookmark: _Toc366852752][bookmark: _Toc389118124][bookmark: _Toc404159714]Communications 

A PPMID shall be capable of establishing Communications Links via its HAN Interface.

A PPMID shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 7.4.7.4.

When any Command addressed to the PPMID is received via any Communications Link the PPMID shall be capable of:

1. [bookmark: _Ref365381541]using the Security Credentials the PPMID holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 7.4.7.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref365381553]verifying the integrity of the Command. 

On failure of any of (i) to (iii) above, the PPMID shall be capable of discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

Where the Command is not due to be executed immediately, the PPMID shall be capable of generating and sending a Response via its HAN Interface to confirm its successful receipt.

A PPMID shall only be capable of addressing a Response to the sender of the relevant Command.

[bookmark: _Ref345498345]Communications Links with ESME, GSME and Gas Proxy Function via the HAN interface 

A PPMID shall be capable of establishing Communications Links via its HAN Interface with a minimum of one ESME, one GSME and one Gas Proxy Function. 

A PPMID shall only be capable of establishing Communications Links via its HAN Interface with GSME and ESME with Security Credentials in the Device Log(7.6.3.1).

In establishing any Communications Link via its HAN Interface, the PPMID shall be capable of using its Security Credentials to enable it to be Authenticated.

A PPMID shall be capable of supporting the following types of Communications Links: 

1. [bookmark: _Ref365381458]receiving Price and Consumption information from ESME; 

receiving Price and Consumption information from a Gas Proxy Function;

generating and sending the Commands (set out in Section 7.5.4) to GSME; and

[bookmark: _Ref365381474]generating and sending the Commands (set out in Section 7.5.5) to ESME.

A PPMID shall be capable of detecting a failure of a Communications Link and on detection of a failure, shall be capable of clearing or suitably annotating the information displayed on its User Interface (set out in Sections 7.4.5 and 7.4.6) to indicate that the information may be out of date.

[bookmark: _Toc389118125][bookmark: _Toc404159715]Data storage

A PPMID shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc389118126][bookmark: _Toc404159716][bookmark: _Ref345589273][bookmark: _Ref345589376][bookmark: _Toc365037252][bookmark: _Toc366852753]Debt to Clear Calculations

[bookmark: _Ref435533137]Debt to Clear GSME

If the Meter Balance(4.6.5.11) is equal to or below the Disablement Threshold(4.6.4.12) a PPMID shall be capable of maintaining a calculation of the Debt to Clear based on:

1. [bookmark: _Ref405379218]the difference between the Meter Balance(4.6.5.11) and the Disablement Threshold(4.6.4.12);

[bookmark: _Ref405379224]amount of debt accumulated in the Accumulated Debt Register(4.6.5.1); 

[bookmark: _Ref405379231]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (i), (ii) and (iii) (as defined by Debt Recovery per Payment(4.6.4.8) taking account of the amount remaining in the Payment Debt Register(4.6.5.13), the payment-based debt payments in the Billing Data Log(4.6.5.3)  and the Debt Recovery Rate Cap(4.6.4.10)).

[bookmark: _Ref435533149]Debt to Clear ESME

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) a PPMID shall be capable of maintaining a calculation of the Debt to Clear based on:

1. [bookmark: _Ref409528488]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref409528499]amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref409528505]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (i), (ii) and (iii) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.7.5.10)  and the Debt Recovery Rate Cap [INFO](5.7.4.13)).

[bookmark: _Toc389118127][bookmark: _Toc404159717]General Information

A PPMID shall be capable immediately upon establishment of a Communications Link with an ESME and a Gas Proxy Function (as set out in Section 7.4.1.1), of displaying the following up to date information on its User Interface, and displaying updates of any changes to the information every 10 seconds thereafter.

The PPMID shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

Connection Link Quality

The signal strength of its HAN Interface.

Local Time

The UTC date and time adjusted for British Summer Time.

[bookmark: _Ref345589309][bookmark: _Ref345589385][bookmark: _Toc365037253][bookmark: _Toc366852754][bookmark: _Toc389118128][bookmark: _Toc404159718]Information Pertaining to the Supply of Gas to the Premises 

A PPMID shall be capable immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 7.4.1.1), of displaying the following up to date information on its User Interface, and displaying timely updates of any changes to the information thereafter:

1. the Active Tariff Price(4.6.5.2);

the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated);

whether Emergency Credit is available for activation on GSME;

any low credit condition;

the Meter Balance(4.6.5.11);

the Debt to Clear;

whether GSME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar(4.6.4.20) (as set out in Section 4.4.7.2);

either Aggregate Debt or time-based and payment-based debts when GSME is operating in Prepayment Mode;

either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when GSME is operating in Prepayment Mode;

any Standing Charge(4.6.4.23);

the Contact Details(4.6.4.4); and

the Supply State(4.6.5.18).

[bookmark: _Ref345589321][bookmark: _Ref347824571][bookmark: _Toc365037254][bookmark: _Toc366852755][bookmark: _Toc389118129][bookmark: _Toc404159719]Information Pertaining to the Supply of Electricity to the Premises 

A PPMID shall be capable, upon establishment of a Communications Link with ESME (as set out in Section 7.4.1.1), of displaying the following information on its User Interface, and displaying updates of any changes to the information every 10 seconds thereafter:

1. the Active Tariff Price [INFO](5.7.5.5);

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated);

whether Emergency Credit is available for activation on ESME;

any low credit condition;

the Meter Balance [INFO](5.7.5.22);

the Debt to Clear when ESME is operating in Prepayment Mode;

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.5.7.2);

either Aggregate Debt or time-based and payment-based debts when ESME is operating in Prepayment Mode;

either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when ESME is operating in Prepayment Mode;

any Standing Charge [INFO](5.7.4.42); 

Contact Details [INFO](5.7.4.8); and

the Supply State [INFO](5.7.5.32).

[bookmark: _Toc365037255][bookmark: _Toc366852756][bookmark: _Toc389118130][bookmark: _Toc404159720]Security 

[bookmark: _Ref435533173]General 

A PPMID shall be designed taking all reasonable steps to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link. 

[bookmark: _Ref345498150]Security Credentials 

PPMID Private Keys 

The PPMID shall be capable of securely storing Private Keys. 

The PPMID shall be capable of securely storing Key Agreement values.

Public Key Certificates 

The PPMID shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 7.5.2.4. 

During the replacement of any PPMID Security Credentials(7.6.3.2) (as set out in Section 7.5.2.4), the PPMID shall be capable of ensuring that the PPMID Security Credentials(7.6.3.2) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref359333733]Role Based Access Control (RBAC) 

The PPMID shall be capable of restricting Authorisation to execute Commands according to Role permissions.

[bookmark: _Ref347834982]Cryptographic Algorithms 

The PPMID shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and generating any Command or Response or Alert, the PPMID shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing; 

Digital Signature verification;

Hashing; and

Message Authentication.

[bookmark: _Ref347843585]Communications 

A PPMID shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of: 

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface; 

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface.

[bookmark: _Toc365037256][bookmark: _Toc366852757][bookmark: _Toc389118131][bookmark: _Toc404159721][bookmark: _Toc41992737]Interface Requirements 

This section describes the minimum required interactions which a PPMID shall be capable of undertaking with ESME, GSME and a Gas Proxy Function as appropriate via its HAN Interface. 

[bookmark: _Toc365037257][bookmark: _Toc366852758][bookmark: _Ref386532563][bookmark: _Ref386532823][bookmark: _Toc389118132][bookmark: _Toc404159722]Receipt of Information via the HAN Interface 

A PPMID shall be capable, immediately upon establishment of a Communications Link with ESME and a Gas Proxy Function (as set out in Section 7.4.1.1) of:

1. receiving information required to meet the display requirements set out in Section 7.4.3;

receiving information (and timely updates of any changes to the information thereafter) required to meet the display requirements set out in Section 7.4.5; and

receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements set out in Section 7.4.6.

[bookmark: _Ref347839276][bookmark: _Toc365037258][bookmark: _Toc366852759][bookmark: _Toc389118133][bookmark: _Toc404159723]HAN Interface Commands

A PPMID shall be capable of executing immediately the Commands set out in this Section 7.5.2 following their receipt via its HAN Interface.

Add Device Security Credentials 

A Command to add Security Credentials for ESME or GSME to the Device Log(7.6.3.1).

In executing the Command, a PPMID shall be capable of verifying the Security Credentials.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 7.6.3.

[bookmark: _Ref347839150]In executing the Command, a PPMID shall be capable of sending such value(s) in a Response via its HAN Interface.

Remove Device Security Credentials

A Command to remove Security Credentials for ESME or GSME from the Device Log(7.6.3.1).

[bookmark: _Ref359508754]Replace PPMID Security Credentials 

A Command to replace PPMID Security Credentials(7.6.3.2) held within the PPMID.

In executing the Command the PPMID shall be capable of maintaining the Command’s Transactional Atomicity.

[bookmark: _Toc365037259][bookmark: _Ref365454047][bookmark: _Toc366852760][bookmark: _Toc389118134][bookmark: _Toc404159724]User Interface Commands

A PPMID shall be capable of executing immediately the Commands set out in this Section 7.5.3 following their receipt via its User Interface.

Activate ESME Emergency credit

A Command to issue a Request Emergency Credit Activation(7.5.5.1) to ESME.

Activate GSME Emergency credit

A Command to issue a Request Emergency Credit Activation(7.5.4.1) to GSME.

Add Credit to ESME

A Command to generate and issue a Request to Add Credit(7.5.5.2) when ESME is operating in Prepayment Mode on input of a PTUT.

Add Credit to GSME

A Command to generate and issue a Request to Add Credit(7.5.4.2) when GSME is operating in Prepayment Mode on input of a PTUT.

Enable ESME Supply

A Command to issue a Request to Enable ESME Supply(7.5.5.3) to ESME.

[bookmark: _Ref354388469][bookmark: _Toc365037260][bookmark: _Toc366852761][bookmark: _Toc389118135][bookmark: _Toc404159725]HAN Interface Commands issued by PPMID to GSME 

A PPMID shall be capable of generating and issuing to GSME the Commands set out in this Section 7.5.4.

[bookmark: _Ref354147062]Request Emergency Credit Activation

A Command requesting that GSME Activates Emergency Credit.

[bookmark: _Ref354147166]Request to Add Credit

A Command including a UTRN requesting that GSME accepts Credit.

[bookmark: _Ref354388485][bookmark: _Toc365037261][bookmark: _Toc366852762][bookmark: _Toc389118136][bookmark: _Toc404159726]HAN Interface Commands issued by PPMID to ESME 

A PPMID shall be capable of generating and issuing to ESME the Commands set out in this Section 7.5.5.

[bookmark: _Ref354146990]Request Emergency Credit Activation

A Command requesting that ESME Activates Emergency Credit.

[bookmark: _Ref354147121]Request to Add Credit

A Command including a UTRN requesting that ESME accepts credit.

[bookmark: _Ref354147225]Request to Enable ESME Supply

A Command requesting that ESME Enables Supply.

[bookmark: _Toc365037262][bookmark: _Toc366852763][bookmark: _Toc389118137][bookmark: _Toc404159727][bookmark: _Toc41992738]Data Requirements 

This section describes the minimum information which a PPMID shall be capable of holding in its Data Store.

[bookmark: _Ref354403361][bookmark: _Toc365037263][bookmark: _Toc366852764][bookmark: _Toc389118138][bookmark: _Toc404159728]Constant data 

Data that shall remain constant and unchangeable at all times.

[bookmark: _Ref345495980]PPMID Identifier 

A globally unique identifier used to identify the PPMID based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

[bookmark: _Toc346787612][bookmark: _Toc365037264][bookmark: _Toc366852765][bookmark: _Toc389118139][bookmark: _Toc404159729][bookmark: _Ref435533200]This section is not used

[bookmark: _Ref350927320][bookmark: _Toc365037265][bookmark: _Toc366852766][bookmark: _Toc389118140][bookmark: _Toc404159730]Configuration data 

Data that configures the operation of various functions of the PPMID.

[bookmark: _Ref347839369]Device Log

The Security Credentials and Device identity details for each of the Devices with which the PPMID can communicate.

[bookmark: _Ref365037016]PPMID Security Credentials

The Security Credentials for the PPMID and parties Authorised to interact with it. 

[bookmark: _Ref373933505][bookmark: _Toc366852767][bookmark: _Toc389118141][bookmark: _Toc404159731][bookmark: _Toc41992739]HAN Connected Auxiliary Load Control Switch Technical Specifications Version 2.0

[bookmark: _Toc368563441][bookmark: _Toc366245303][bookmark: _Toc371599058][bookmark: _Toc389118142][bookmark: _Toc404159732][bookmark: _Toc41992740]Overview

Section 8 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of a HAN Connected Auxiliary Load Control Switch (HCALCS), where it is installed by a Supplier.

[bookmark: _Toc389118143][bookmark: _Toc404159733][bookmark: _Toc41992741]SMETS Testing and Certification Requirements

[bookmark: _Toc389118144][bookmark: _Toc404159734]Conformance with the SMETS

An HCALCS shall have been tested to ensure that it meets the requirements described in this Section 8, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc389118145][bookmark: _Toc404159735]Conformance with the Great Britain Companion Specification 

An HCALCS shall meet the requirements described in the Great Britain Companion Specification.

An HCALCS shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 29 February 2016.

[bookmark: _Toc389118146][bookmark: _Toc404159736][bookmark: _Ref435533225]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

An HCALCS shall meet the requirements described in the Commercial Product Assurance Security Characteristic Smart Metering - HAN Connected Auxiliary Load Control Switch.

An HCALCS shall be certified by CESG as compliant with the Commercial Product Assurance Security Characteristic Smart Metering - HAN Connected Auxiliary Load Control Switch.

[bookmark: _Toc368563442][bookmark: _Toc366245308][bookmark: _Toc371599059][bookmark: _Toc389118147][bookmark: _Toc404159737][bookmark: _Toc41992742]Physical Requirements

An HCALCS shall as a minimum include the following components: 

1. a HAN Interface; 

a Data Store

an Auxiliary Load Control Switch; and

a Timer.

An HCALCS shall: 

permanently display the HCALCS Identifier(8.6.1.1) on the HCALCS.

The HAN Interface of a HCALCS shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 8.5.1 and 8.5.2.

An HCALCS shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications that could compromise the Confidentiality and / or Data Integrity of:

Security Credentials;

Cryptographic Algorithms; and

Firmware and data essential for ensuring its integrity,

stored or executing on the HCALCS.

[bookmark: _Toc368563443][bookmark: _Toc366245309][bookmark: _Toc371599060][bookmark: _Toc389118148][bookmark: _Toc404159738][bookmark: _Toc41992743]Functional Requirements 

This section defines the minimum functions that an HCALCS shall be capable of performing.

[bookmark: _Toc365986042][bookmark: _Toc366240850][bookmark: _Toc366241019][bookmark: _Toc366241867][bookmark: _Toc366245310][bookmark: _Toc368563444][bookmark: _Toc371599061][bookmark: _Toc389118149][bookmark: _Toc404159739]Timer

[bookmark: _Toc368563445]The Timer shall be capable of measuring a configurable period of up to 24 hours with a minimum resolution of 1 minute.

[bookmark: _Toc371599062][bookmark: _Toc389118150][bookmark: _Toc404159740]Communications 

An HCALCS shall be capable of establishing Communications Links via its HAN Interface.

An HCALCS shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 8.4.4.4.

When any Command addressed to the HCALCS is received via any Communications Link the HCALCS shall be capable of:

1. using the Security Credentials the HCALCS holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 8.4.4.2.3 that the sender of the Command is Authorised to execute the Command; and

verifying the integrity of the Command. 

On failure of any of (i) to (iii) above, the HCALCS shall be capable of discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

An HCALCS shall only be capable of addressing a Response to the sender of the relevant Command.

Communications Links with ESME via the HAN interface 

An HCALCS shall be capable of establishing Communications Links via its HAN Interface with one ESME. 

An HCALCS shall only be capable of establishing Communications Links via its HAN Interface with one ESME with Security Credentials in the Device Log(8.6.2.1).

In establishing the Communications Link, the HCALCS shall be capable of using its own, unique Security Credentials to enable it to be Authenticated by the ESME. 

The HCALCS shall be capable of supporting the following types of Communications Links: 

1. receiving HAN Interface Commands (set out in Section 8.5.1) from ESME; and

sending the Commands (set out in Section 8.5.1.6) to ESME.

[bookmark: _Toc389118151][bookmark: _Toc404159741]Data storage

An HCALCS shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc349823795][bookmark: _Toc353181979][bookmark: _Toc349823797][bookmark: _Toc353181981][bookmark: _Toc349823799][bookmark: _Toc353181983][bookmark: _Toc349823800][bookmark: _Toc353181984][bookmark: _Toc349823809][bookmark: _Toc353181993][bookmark: _Toc349823813][bookmark: _Toc353181997][bookmark: _Toc349823814][bookmark: _Toc353181998][bookmark: _Toc349823815][bookmark: _Toc353181999][bookmark: _Toc349823817][bookmark: _Toc353182001][bookmark: _Toc349823821][bookmark: _Toc353182005][bookmark: _Toc349823837][bookmark: _Toc353182021][bookmark: _Toc349823838][bookmark: _Toc353182022][bookmark: _Toc349823840][bookmark: _Toc353182024][bookmark: _Toc349823844][bookmark: _Toc353182028][bookmark: _Toc349823846][bookmark: _Toc353182030][bookmark: _Toc368563446][bookmark: _Toc366245316][bookmark: _Toc371599063][bookmark: _Toc389118152][bookmark: _Toc404159742]Security 

General 

An HCALCS shall be designed taking all reasonable steps to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link. 

An HCALCS shall be capable of securely disabling Critical Commands other than those Commands set out in Section 8.5 that are Critical Commands.

Security Credentials 

HCALCS Private Keys 

The HCALCS shall be capable of securely storing Private Keys. 

The HCALCS shall be capable of securely storing Key Agreement values. 

Public Key Certificates 

The HCALCS shall be capable of securely storing Security Credentials from Public Key Certificates including for use in the Cryptographic Algorithms as set out in Section 8.4.4.3. 

During any replacement of HCALCS Security Credentials(8.6.2.2) (as set out in Section 8.5.1.3) the HCALCS shall be capable of ensuring that the HCALCS Security Credentials(8.6.2.2) being replaced remain usable until the successful completion of the replacement. 

[bookmark: _Ref366831333]Role Based Access Control (RBAC) 

The HCALCS shall be capable of restricting Authorisation to execute Commands according to Role permissions. 

[bookmark: _Ref391285625][bookmark: _Ref389066434]Cryptographic Algorithms 

The HCALCS shall be capable of supporting the following Cryptographic Algorithms: 

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256. 

In creating any Command, the HCALCS shall be capable of applying Cryptographic Algorithms (alone or in combination) for: 

Digital Signature verification;

Hashing; and

Message Authentication.

[bookmark: _Ref391287256][bookmark: _Ref389116846]Communications 

An HCALCS shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of: 

1. Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface. 

[bookmark: _Ref368407722][bookmark: _Toc368563447][bookmark: _Toc366245317][bookmark: _Toc371599064][bookmark: _Toc389118153][bookmark: _Toc404159743][bookmark: _Toc41992744]Interface Requirements 

This section sets out the minimum required interactions which a HCALCS shall be capable of undertaking with ESME via its HAN Interface. 

[bookmark: _Ref363551680][bookmark: _Toc368563448][bookmark: _Toc371599065][bookmark: _Toc389118154][bookmark: _Toc404159744][bookmark: _Ref353261366]HAN Interface Commands 

An HCALCS shall be capable of executing immediately the Commands set out in this section following their receipt via its HAN Interface.

[bookmark: _Ref353197163][bookmark: _Ref349653046]Add Device Security Credentials

A Command to add Security Credentials for ESME to the Device Log(8.6.2.1).

In executing the Command, the HCALCS shall be capable of verifying the Security Credentials.

[bookmark: _Ref362605368]Control HAN Connected Auxiliary Load Control Switch

A Command to control the HCALCS, for the time period specified within the Command.

In executing the Command, the HCALCS shall be capable of:

1. performing the specified control operation for the specified time period;

send a Response detailing the Outcome via its HAN Interface; and

at the end of the control time period, issuing a Request Control of HAN Connected Auxiliary Load Control Switch(8.5.2.1) to the ESME.

When not subject to control through this Command, the HCALCS shall default its state to open.

[bookmark: _Ref366831958]Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 8.6.2.

In executing the Command, the HCALCS shall be capable of sending such value(s) in a Response via its HAN Interface.

Remove Device Security Credentials

A Command to remove Security Credentials for an ESME from the Device Log(8.6.2.1).

Replace HCALCS Security Credentials

A Command to replace HCALCS Security Credentials(8.6.2.2) held within the HCALCS. 

In executing the Command the HCALCS shall be capable of maintaining the Command’s Transactional Atomicity. 

[bookmark: _Toc366245320][bookmark: _Ref350523642][bookmark: _Toc368563449][bookmark: _Ref353176631]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 8.6.2.

[bookmark: _Toc371599066][bookmark: _Ref391287146][bookmark: _Ref389116595][bookmark: _Toc389118155][bookmark: _Toc404159745]HAN Interface Commands issued by an HCALCS to ESME

[bookmark: _Toc349823850][bookmark: _Toc353182035][bookmark: _Toc349823855][bookmark: _Toc353182039][bookmark: _Toc349823857][bookmark: _Toc353182041][bookmark: _Toc349823859][bookmark: _Toc353182043][bookmark: _Toc349823861][bookmark: _Toc353182045][bookmark: _Toc349823864][bookmark: _Toc353182048][bookmark: _Toc349823866][bookmark: _Toc353182050][bookmark: _Toc349823868][bookmark: _Toc353182052]An HCALCS shall be capable of issuing the Commands set out in this section, receiving corresponding Responses and, where required by a Response, taking the required actions.

[bookmark: _Ref353176351][bookmark: _Ref362523172][bookmark: _Ref368570456]Request Control of HAN Connected Auxiliary Load Control Switch

A Command requesting that the ESME issues an updated Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command.

An HCALCS shall be capable of issuing this Command after completing the execution of a Control HAN Connected Auxiliary Load Control Switch(8.5.1.2).

[bookmark: _Toc368563450][bookmark: _Toc366245323][bookmark: _Toc371599067][bookmark: _Toc389118156][bookmark: _Toc404159746][bookmark: _Toc41992745]Data Requirements

This section describes the minimum information which an HCALCS is to be capable of holding in its Data Store.

[bookmark: _Toc366245324][bookmark: _Toc368563451][bookmark: _Toc371599068][bookmark: _Toc389118157][bookmark: _Toc404159747]Constant Data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref375220143]HCALCS Identifier

A globally unique identifier used to identify the HCALCS based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

[bookmark: _Toc349823873][bookmark: _Toc353182057][bookmark: _Toc349823874][bookmark: _Toc353182058][bookmark: _Toc366245326][bookmark: _Toc368563452][bookmark: _Ref369092516][bookmark: _Ref369097132][bookmark: _Toc371599069][bookmark: _Ref375143327][bookmark: _Toc389118158][bookmark: _Toc404159748]Configuration Data

Data that configures the operation of functions of the HCALCS.

[bookmark: _Ref391285892][bookmark: _Ref389116939]Device Log

The Security Credentials and Device identity details for the ESME with which HCALCS can communicate.

[bookmark: _Toc349823877][bookmark: _Toc353182061][bookmark: _Ref391285746][bookmark: _Ref389117107]HCALCS Security Credentials

The Security Credentials for the HCALCS and parties Authorised to interact with it. 

[bookmark: _Toc386559445][bookmark: _Toc391463029][bookmark: _Toc391464796][bookmark: _Toc386559444][bookmark: _Toc389067604][bookmark: _Toc389118159][bookmark: _Toc389067605][bookmark: _Toc389118160][bookmark: _Toc320027832][bookmark: _Toc343775380][bookmark: _Toc366852768][bookmark: _Toc389118161][bookmark: _Toc404159749][bookmark: _Toc41992746]Glossary Version 2.0

[bookmark: _Toc312157608]Active Energy

The integral with respect to time of the Active Power in units of watt-hours (Wh) or standard multiples thereof (for example, kWh).

Active Power

The product of voltage and the in-phase component of alternating current measured in units of watts (W) or standard multiples thereof (for example, kW).

Aggregate Debt

The sum of all time-based and payment-based debt registers on ESME or GSME operating in Prepayment Mode.

Aggregate Debt Recovery Rate

The sum of the Time-based Debt Recovery rates on ESME or GSME operating in Prepayment Mode.

Alarm

A short-lived audible signal.

Alert

[bookmark: _Toc312157614]A message generated by a Device including in response to a problem or the risk of a potential problem.

Ambient

[bookmark: _Cryptographic_Algorithm]The representation of information in a form that can be understood at a glance.

Arm

To establish a state whereby Supply will be Enabled in response to a Command to Enable Supply; ‘Armed’ and ‘Arming’ shall be construed accordingly.

Authentication

The method used to confirm the identity of entities or Devices wishing to communicate and ‘Authenticated’ and ‘Authenticity’ shall be construed accordingly.

Authorisation

The process of granting access to a resource and ‘Authorised’ shall be construed accordingly.

Auxiliary Load Control Switch (ALCS)

A switch or other means of controlling a load on the Supply.

Battery

A component that produces electricity from a chemical reaction.

Block Counter

Storage for recording Consumption for the purposes of combined Time-of-use and Block Pricing.

Block Pricing

A pricing scheme used in conjunction with Time-of-use Pricing where Price varies based on Consumption over a given time period.

Block Register

A Tariff Register for recording Consumption for the purposes of combined Time-of-use and Block Pricing.

Block Tariff

A Tariff for Block Pricing.

Certificate

An electronic document that binds an identity, and possibly other information, to a Public Key.

Certificate Signing Request

A message requesting the issue of a Certificate by a Certification Authority.

Certification Authority (CA)

A trusted entity which issues Certificates.

CESG

The UK Government's national technical authority for information assurance.

Clock

A timing mechanism that has a minimum resolution of 1 second.

Command

An instruction to perform a function received or sent via any interface.

Commercial Product Assurance (CPA) Security Characteristic Electricity Smart Metering Equipment

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – Electricity Smart Metering Equipment’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Commercial Product Assurance (CPA) Security Characteristic Gas Smart Metering Equipment

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – Gas Smart Metering Equipment’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Commercial Product Assurance (CPA) Security Characteristic Smart Metering – HAN Connected Auxiliary Load Control Switch

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – HAN Connected Auxiliary Load Control Switch’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Communications Hub Date and Time

The CHF Date and Time as described at Section 4 in the Communications Hub Technical Specifications.

Communications Hub Physical Interface

A physical interface to connect to the Communications Hub.

Communications Hub Technical Specifications (CHTS)

A version of the document entitled ‘Communications Hub Technical Specifications’ set out in Schedule 10 of the Smart Energy Code.

Communications Link

The exchange of Commands, Responses, Alerts and other information between a system or Device and another system or Device which is independent of the transport mechanism used.

Confidentiality

The state of information, in transit or at rest, where there is assurance that it is not accessible by Unauthorised parties through either unintentional means or otherwise.

Consumer

A person who lawfully resides at the Premises that is being Supplied.

Consumption

In the context of GSME Gas Consumption and in the context of ESME Electricity Consumption.

Contact Details

The name and contact telephone number of the current gas or electricity Supplier (as appropriate).

Credit Mode

A mode of operation of GSME or ESME whereby Consumers are billed for some or all of their Consumption retrospectively.

Critical Commands

Those Commands which relate to Supply being affected, financial fraud or the compromise of the security of Devices in Consumer Premises.

Cryptographic Algorithm

An algorithm for performing one or more cryptographic functions which may include: Encryption, Decryption, Digital Signing or Hashing of information, data, or messages; or exchange of Security Credentials.

Currency Units

The units of monetary value in major and minor units.

Customer Identification Number

A number used to verify that an individual requesting a service is present in the Consumer Premises.

Data Integrity

The state of data where there is assurance that it has not been altered by Unauthorised parties.

Data Store

An area of a Device capable of storing information for future retrieval.

Day

The period commencing 00:00:00 Local Time and ending at the next 00:00:00.

Day Profile

For the purposes of Time-of-use Pricing and Time-of-use with Block Pricing, the rules defined in a Switching Table specifying the Tariff Register to which Consumption is allocated for the day (in the context of GSME Time-of-use Pricing and Time-of-use with Block Pricing) and for each half-hour period within the day (in the context of the ESME Time-of-use Pricing and Time-of-use with Block Pricing).

For the purposes of setting the commanded state of Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches, the rules defined in a Switching Table specifying the commanded state of each Auxiliary Load Control Switch or HAN Connected Auxiliary Load Control Switch, for all times within the day.

For the purposes of Non-Disablement Periods the rules defined in a Switching Table specifying the times during the day when a Non-Disablement Period is active.

Debt Register

Storage for recording an amount of debt to be recovered.

Debt to Clear

The amount of credit the consumer needs to add to ESME or GSME to cause the Meter Balance to rise to the disablement threshold when operating in Prepayment Mode.

Decryption

The process of converting Encrypted information by an Authorised party to recover the original information and like terms shall be construed accordingly.

Device

GSME, ESME, a GPF, a CHF, a Type 1 Device or a Type 2 Device.

Device Language Message Specification (DLMS) Companion Specification for Energy Metering (COSEM)

The Green Book (DLMS User Association 1000-2 Edition 8) and the Blue Book (DLMS User Association 1000-1 Edition 12.0).

Digital Signature

The piece of information appended to a message which is created using the sender’s Private Key, can be verified using the Public Key contained in the sender's Certificate and provides the receiver with assurance that the sender is who they claim to be, the message is as sent by the sender and that the sender sent the message.

Digital Signing

The creation of a Digital Signature.

Disable

In the context of GSME the act of interrupting the flow of gas by closing the Valve and in the context of ESME the act of interrupting the flow of electricity by opening the Load Switch(es) and like terms shall be construed accordingly.

Domestic Premises

Shall in the context of GSME have the meaning given to that term in standard condition 1 of gas supply licences, and in the context of ESME shall have the meaning given to that term in standard condition 1 of electricity supply licences.

Electricity Consumption

The Active Energy Imported into the Premises and ‘Consumed’ shall be construed accordingly.

Electricity Meter

An instrument used to measure, store and display the amount of electrical energy passing through an electrical circuit or circuits.

Elliptic Curve DH

The Elliptic Curve Diffie–Hellman Algorithm (see http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf).

Elliptic Curve DSA

The Elliptic Curve Digital Signature Algorithm (see http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf ).

Emergency Credit

Credit that can be made available to ensure that the Supply is not interrupted in circumstances (including situations of emergency) defined by the Supplier to the Premises.

Enable

In the context of GSME the act of restoring the flow of gas to the Premises by opening the Valve and in the context of ESME the act of restoring the flow of electricity to the Premises by closing the Load Switch and like terms shall be construed accordingly.

Encryption

The process of converting information in order to make it unintelligible other than to Authorised parties and like terms shall be construed accordingly.

Energy Consumption

The amount of gas in kWh or electricity in kWh Supplied to the Premises.

ESME

Electricity Smart Metering Equipment.

Export

The flow of electricity out of the Premises, and like terms shall be construed accordingly.

Firmware

The embedded software programmes and / or data structures that control Devices.

Gas Consumption

The volume of gas in cubic metres (m3) Supplied to the Premises and ‘Consumed’ shall be construed accordingly.

Gas Meter

An instrument designed to measure, memorise and display the quantity of gas (volume or mass) that has passed through it.

Gas Proxy Function

Gas Proxy Function as defined in the Communications Hub Technical Specifications.

Great Britain Companion Specification

A version of the document entitled ‘Great Britain Companion Specification’ that is identified in the Smart Energy Code as being relevant to this version of SMETS.

GSME

[bookmark: _Toc312157611]Gas Smart Metering Equipment.

Hashing

A repeatable process to create a fixed size and condensed representation of a message of any arbitrary data. Hash and like terms shall be construed accordingly.

HCALCS

HAN Connected ALCS, which is a Type 1 Device.

HCALCS Technical Specifications

HCALCS Technical Specifications as described in SMETS.

Home Area Network Interface (HAN Interface)

A component of GSME, ESME, IHD or other Device that is capable of sending and receiving information to and from other Devices.

Key

Data used to determine the output of a cryptographic operation.

Key Agreement

A means to calculate a shared Key between two parties.

IHD

In-home Display.

IHD Source Device

ESME or the Gas Proxy Function.

IHD Technical Specifications

IHD Technical Specifications as described in SMETS.

Import

The flow of electricity into the Premises, and like terms shall be construed accordingly.

[bookmark: _Toc312157618][bookmark: _Toc313731188][bookmark: _Toc312157620]Load Switch

A component or combination of components that can close or open (including on receipt of a Command to that effect) to Enable or Disable the flow of electricity to and from the Premises.

Local Time

The UTC date and time adjusted for British Summer Time.

Lock

To establish a state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm or Enable the Supply; ‘Locked’ and ‘Locking’ shall be construed accordingly.

Message Authentication

The process by which the receiver of a message is provided with assurance that the sender is who they claim to be and that the message is in the form originally sent.

MPAN

Meter Point Administration Number.

MPRN

Meter Point Reference Number.

Non-Disablement Period

A period of time during which the combined credit of the meter balance and Emergency Credit balance falling below the disablement threshold will not be cause the Supply to be Disabled when ESME or GSME is operating in Prepayment Mode.

Outcome

The result of executing a Command, expressed as success or failure.

Payment-based Debt Recovery

A means of recovering debt based on a percentage of a payment.

Personal Data

Any information comprising Personal Data as such term is defined in the Data Protection Act 1998 at the date the SMETS is brought into force.

Polyphase Electricity Metering Equipment

Electricity metering equipment containing three measuring elements suitable for a polyphase Supply with up to three phases and neutral. 

PPMID Technical Specifications

PPMID Technical Specifications as described in SMETS.

Prepayment Interface Device (PPMID)

A Type 1 Device that provides a User Interface for Prepayment Mode related information and Commands.

Prepayment Top-up Transaction (PTUT)

A cryptographic code used to convey credit to GSME or ESME operating in Prepayment Mode.

Premises

The premises which is Supplied.

Prepayment Mode

A mode of operation of GSME or ESME whereby payment is generally made in advance of Consumption.

Price

The amount of money in Currency Units charged for one kWh unit of gas Consumed for GSME or one kWh of electricity Consumed via the relevant measuring element for ESME.

Privacy PIN Protection

The prevention of the display of information and access to Commands on the User Interface of GSME or ESME.

Private Key

The Key in a Public-Private Key Pair which must be kept secure by the entity to which it relates.

PTUT Counter

A number derived from a PTUT or a UTRN. 

Public Key

The Key in a Public-Private Key Pair which can be distributed to other parties.

Public-Private Key Pair

Two mathematically related numbers that are used in Cryptographic Algorithms.

Random Number Generator

A component used to generate a sequence of numbers or symbols that lack any predictable pattern. 

Reactive Energy

The integral with respect to time of Reactive Power in units of volt-amperes reactive-hours (varh) or standard multiples thereof (for example, kvarh).

Reactive Power

The product of voltage and the out of phase component of current measured in units of volt-amperes reactive (var) or standard multiples thereof (for example, kvar).

Replay Attack

A form of attack on a Communications Link in which a valid information transmission is repeated through interception and retransmission.

Response

A response to a Command received or sent over any interface.

RMS

Root mean squared.

Role

The entitlement of a party to execute one or more Commands.

Season Profile

Rules defined in a Switching Table specifying a Week Profile for each week of a season.

SECAS

The Smart Energy Code Administrator and Secretariat.

Secure Perimeter

A physical border surrounding GSME, ESME or the PPMID.

Security Credentials

Information used to identify and / or Authenticate a Device, party or system.

Sensitive Event

Each of the following events:

a failed Authentication or Authorisation;

a change in the executing Firmware version; and

unusual numbers of malformed, out-of-order or unexpected Commands received.

SHA-256

The Hashing algorithm of that name approved by the NIST (see http://csrc.nist.gov/groups/ST/toolkit/secure_hashing.html).

Single Element Electricity Metering Equipment

Electricity metering equipment containing a single measuring element.

Smart Energy Code

The document of that name, as designated by the Secretary of State under Condition 22 of the DCC Licence.

Smart Metering Equipment Technical Specifications (SMETS)

These Smart Metering Equipment Technical Specifications that are contained within Schedule 9 of the Smart Energy Code.

Smart Metering Home Area Network

A communications network allowing the exchange of information between Devices.

Special Day

A day defined in a Switching Table where allocation to Tariff Registers, setting the commanded state of Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches, or specifying Non-Disablement Periods is based on a specified Day Profile.

Supplier

A person authorised by licence to Supply gas to Premises for GSME and a person authorised by licence to Supply electricity to Premises for ESME.

Supply

The supply of gas to Premises for GSME and the supply of electricity to Premises for ESME and ‘Supplied’ shall be construed accordingly.

Switching Table 

Separate rules for:

allocating Consumption to Tariff Registers for the purposes of Time-of-use Pricing;

setting the commanded state of Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches; and

the purposes of specifying Non-Disablement Periods.

Tariff

The structure of Prices and other charges relating to a Supply.

Tariff Register

Storage for recording Consumption for the purposes of Time-of-use Pricing.

Time-based Debt Recovery

A means of recovering debt based on an amount in Currency Units per unit time.

Time-of-use Band

A contiguous or non-contiguous number of Days for GSME or half-hour periods for ESME over which Tariff Prices are constant.

Time-of-use Pricing

A pricing scheme with one or more Time-of-use Bands.

Time-of-use Tariff

A Tariff for Time-of-use Pricing.

Timer

A mechanism for measuring a time period.

TOU

Time-of-use.

Transactional Atomicity

The type and order of the constituent parts of a Command.

Trusted Source

A source whose identity is confidentially and reliably validated.

Twin Element Electricity Metering Equipment 

Electricity metering equipment containing two measuring elements.

Type 1 Device

A Device, other than GSME, ESME, Communications Hub Function or Gas Proxy Function, that stores and uses the Security Credentials of other Devices for the purposes of communicating with them via its HAN Interface.

Type 2 Device

A Device that does not store or use the Security Credentials of other Devices for the purposes of communicating with them via its HAN Interface.

Unauthorised

Not Authorised.

Unauthorised Physical Access

Unauthorised access to the internal components of GSME, ESME or the PPMID through its Secure Perimeter.

Unique Transaction Reference Number (UTRN)

[bookmark: _Toc312157619]A truncated PTUT.

Unlocked

To establish a state whereby the state of the Supply is determined by GSME or ESME; ‘Unlocked’ and ‘Unlocking’ shall be construed accordingly.

User Interface

An interface for providing local human interaction with GSME, ESME, IHD or PPMID which supports input and visual output.

[bookmark: _Toc312157612]UTC

Coordinated Universal Time.

Valve

A component that can open or close (including on receipt of a Command to that effect) to Enable or Disable the flow of gas to Premises.

Week

The seven day period commencing 00:00:00 Monday Local Time and ending at 00:00:00 on the immediately following Monday.

Week Profile

Rules defined in the Switching Table specifying the Day Profile for each day of a week.

ZigBee Smart Energy Profile (SEP)

The version of the document of that name identified in the GBCS.
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[bookmark: _Ref377981084]The requirement to install and maintain metering equipment in Great Britain which complies with these Smart Metering Equipment Technical Specifications 2 (SMETS2) arises from standard licence conditions 39, 40 and 50.10 of electricity supply licences and standard conditions 33, 34 and 44.10 of gas supply licences. 

This document is entitled ‘Smart Metering Equipment Technical Specifications 2 (SMETS2)’ and forms one of a group of documents within Schedule 9 of the Smart Energy Code, each of which can be uniquely identified by the date on the first page and where relevant, the associated letter.  Each individual Section of this document (including this Introduction Section and the Glossary) is uniquely identifiable by reference solely to the Version number set out at the beginning of that Section.  Furthermore, each of Sections 4, 5, 6, 7, and 8 of this document constitute the Technical Specification for a specific Device:

Gas Smart Metering Equipment Technical Specification (GSMETS); 

Electricity Smart Metering Equipment Technical Specification (ESMETS); 

In Home Display Technical Specification (IHDTS);

Prepayment Interface Device Technical Specification (PPMIDTS); and

HAN Connected Auxiliary Load Control Switch Technical Specification (HCALCSTS).

The Version of the relevant Technical Specification is the Version number stated at the beginning of the relevant Section.  Any functionality within Data and Communications Company systems that requires the identification of a particular Version of a Technical Specification with which a Device complies, will operate by reference solely to the Version number identified at the beginning of the relevant Section for the Device.

Whilst this document is entitled ‘Smart Metering Equipment Technical Specifications 2 (SMETS2)’, each Version of SMETS is uniquely identifiable by reference solely to its version number.  In the title of this document, the ‘2’ in SMETS2 does not form part of the version number and is used only to describe the family of SMETS documents to which this document belongs.  Any functionality within Data and Communications Company systems which requires the identification of a particular version of SMETS with which a Device complies, will operate by reference solely to the version number.

Section 4 of this document describes the minimum physical, functional, interface, data, testing and certification requirements of Gas Smart Metering Equipment that a gas Supplier is required to install and maintain to comply with standard condition 33 (or 44.10) of its gas supply licence. 

Section 5 of this document describes the minimum physical, functional, interface and data, testing and certification requirements of Electricity Smart Metering Equipment that an electricity Supplier is required to install and maintain to comply with standard condition 39 (or 50.10) of its electricity supply licence.

Section 6 of this document constitutes the In-Home Display (IHD) Technical Specifications, which describe the minimum physical, functional, interface, data, testing and certification requirements of an IHD maintained to comply with standard condition 34 of the gas supply licence or standard condition 40 of the electricity supply licence.

Section 7 of this document constitutes the Prepayment Interface Device Technical Specifications (PPMID), which describe the minimum physical, functional, interface, data, testing and certification requirements of a PPMID maintained to comply with standard condition 46 of the gas supply licence or standard condition 52 of the electricity supply licence.

Section 8 of this document constitutes the HAN Connected Auxiliary Load Control Switch (HCALCS) Technical Specifications, which describe the minimum physical, functional, interface, testing and certification requirements of an HCALCS maintained to comply with standard condition 52 of the electricity supply licence.

SMETS was notified to the European Commission in accordance with the requirements of the Technical Standards and Regulations Directive[footnoteRef:3] laying down a procedure for the provision of information in the field of technical regulations and rules on Information Society services. [3:  SMETS was notified (2017/0350/UK) under Article 8 of Directive 98/34/EC of the European Parliament and of the Council (OJ L 204, 21.7.1998, p. 37) as amended by Directive 98/48/EC of the European Parliament and of the Council (OJ L 217, 5.8.1998, p. 18). Directive 98/34/EC has now been replaced by Directive 2015/1535/EU of the European Parliament and of the Council (OJ L 241, 17.9.2015, p.1), which came into force on 7 October 2015] 


This document should be read in conjunction with any other relevant supply licence conditions and with regard to the wider statutory and regulatory framework applying to devices installed for the purpose of energy supply to Premises, for example; the Measuring Instruments (Active Electrical Energy Meters) Regulations 2006 and the Measuring Instruments (Gas Meters) Regulations 2006[footnoteRef:4].  [4:  These regulations transpose the Measuring Instruments Directive (2004/22/EC)] 


The Smart Metering technical and security architecture is based on a suite of agreed, open standards, reflecting the UK Government strategy to facilitate the development of third party innovative solutions for consumer devices.

Mutual recognition:  Any requirement for any device to comply with any of the technical specifications contained or referred to in this document shall be satisfied by compliance with: 

a relevant standard or code of practice of a national standards body or equivalent body of any EEA State or Turkey; or

any relevant international standard recognised for use in any EEA State or Turkey; or

any relevant technical regulation with mandatory or de facto mandatory application for marketing or use in any EEA State or Turkey,

in so far as compliance with the standard, code of practice or technical regulation in question enables the equipment to achieve, in an equivalent manner, all of the physical, functional, interface and data capabilities that are achieved by compliance with the requirements of any of the technical specifications contained or referred to in this document.

[bookmark: _Ref343792258][bookmark: _Toc366852613][bookmark: _Ref386533887][bookmark: _Ref386533891][bookmark: _Toc389117973][bookmark: _Toc404159579][bookmark: _Ref405369054][bookmark: _Ref405370652][bookmark: _Ref405380951][bookmark: _Ref405380957][bookmark: _Ref409701171][bookmark: _Ref456699025][bookmark: _Ref457310727][bookmark: _Ref457311385][bookmark: _Ref469657219][bookmark: _Toc456794331][bookmark: _Ref477339189][bookmark: _Ref477339226][bookmark: _Toc41991793]Gas Smart Metering Equipment Technical Specifications Version 3.1

[bookmark: _Toc456794332][bookmark: _Toc41991794]Overview

Section 4 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of Gas Smart Metering Equipment (GSME) that a gas Supplier is required to install and maintain to comply with standard condition 33 of its gas supply licence.

Any requirements to Lock, Enable, Disable or Arm Supply set out in this Section 4, only apply to Gas Smart Metering Equipment other then Large Gas Meters installed at Domestic Premises.

[bookmark: _Toc366852615][bookmark: _Toc389117975][bookmark: _Toc404159581][bookmark: _Toc456794333][bookmark: _Toc41991795]SMETS Testing and Certification Requirements

[bookmark: _Toc366852616][bookmark: _Toc389117977][bookmark: _Toc404159582]Conformance with the SMETS

GSME shall have been tested to ensure that it meets the requirements described in this Section 4, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc366852617][bookmark: _Toc389117978][bookmark: _Toc404159583]Conformance with the Great Britain Companion Specification

GSME shall meet the requirements described in the Great Britain Companion Specification.

GSME shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc366852618][bookmark: _Toc389117979][bookmark: _Toc404159584][bookmark: _Ref435532563]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

GSME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Gas Smart Metering Equipment.

GSME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Gas Smart Metering Equipment.

[bookmark: _Toc366852619][bookmark: _Toc389117980][bookmark: _Toc404159585][bookmark: _Toc456794334][bookmark: _Toc41991796]Physical requirements

GSME shall as a minimum include the following components: 

a Clock;

a Data Store;

a Gas Meter; 

a HAN Interface; 

a Random Number Generator;

a User Interface; 

where installed at Domestic Premises and is not a Large Gas Meter, a Valve; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of ESME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (available on the Data and Communications Company’s website) and includes provision for a DC power supply to the Communications Hub.

GSME shall include a power source.  GSME shall be capable of automatically resuming operation after loss of power in its operating state prior to such failure.

To the extent that it is mains powered, GSME shall be capable of performing the minimum functional, interface and data requirements set out in Sections 4.4, 4.5 and 4.6 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 1 watt of electricity under normal operating conditions.

GSME shall:

permanently display the GSME Identifier(4.6.1.1) on the GSME; and

have a Secure Perimeter.

The HAN Interface of GSME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Sections 4.5.1 and 4.5.3.

On joining a ZigBee SEP Smart Metering Home Area Network GSME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

GSME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; 

Random Number Generator;

Cryptographic Algorithms; 

the Gas Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on GSME. 

GSME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(4.6.5.17);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(4.6.4.26) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7). 

When operating within Sub GHz Bands, the GSME shall:

be capable of supporting Frequency Agility; and

not exceed a transmit power of 25 mW.
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This Section describes the minimum functions that GSME shall be capable of performing. 
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The Clock forming part of GSME shall be capable of operating so as to be accurate to within 10 seconds of the UTC date and time under normal operating conditions.

GSME shall be capable of comparing its date and time with the Communications Hub Date and Time, and making adjustments to its date and time.  Where the difference between GSME date and time and the Communications Hub Date and Time is more than 10 seconds GSME shall be capable of:

1. not adjusting its date and time;

generating an entry in the Security Log(4.6.5.17) to that effect; and

[bookmark: _Ref365889542]generating and sending an Alert via its HAN interface.

Except when executing a Set Clock(4.5.3.20) Command, GSME shall not be capable of making adjustments to its date and time more than once within any 24 hour time period.
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GSME, and any device forming part of it, shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 4.4.10.5. 

GSME shall only be capable of establishing a Communications Link with a Gas Proxy Function, and a PPMID with Security Credentials in the Device Log(4.6.4.11) and with the exception of a Communications Hub Function shall not be capable of establishing a Communications Link via its HAN Interface with any other Devices.

When any Command addressed to GSME is received via any Communications Link GSME shall be capable of:

1. [bookmark: _Ref365468565]using the Security Credentials GSME holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 4.4.10.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref373933093]verifying the integrity of the Command.

On failure of any of (i) to (iii) above, GSME shall be capable of generating an entry in the Security Log(4.6.5.17) to that effect, discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

When executing an immediate Command, GSME shall be capable of generating and sending a Response via its HAN Interface, which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

Where the Command is not due to be executed immediately, GSME shall be capable of generating and sending a Response via its HAN Interface to confirm successful receipt.  When executing a future dated Command GSME shall be capable of generating and sending an Alert via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

GSME shall only be capable of addressing a Response to the sender of the relevant Command. 

GSME shall be capable of restricting the generation and sending of Alerts for each Alert described in this Section 4 and for each event, which this Section 4 requires the GSME to be capable of logging in the event log and which is not a Critical Event according to the Alerts Configuration Settings(4.6.4.1).

For each event which this Section 4 requires the GSME to be capable of logging in the event log and which is not a Critical Event, the GSME shall be capable of:

sounding an Alarm; and

logging the event in the event log

according to the Events Configuration Settings(4.6.4.34).
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GSME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of one PPMID.

GSME shall be capable of supporting the following types of Communications Links:

1. receiving the Commands (set out in Section 7.5.4) that may be sent from a PPMID every 30 minutes; and

generating and sending the Responses (set out in Section 4.5.3) to a PPMID.

[bookmark: _Ref392751829]Communications Links with a Communications Hub Function via its HAN Interface

GSME shall be capable of establishing and maintaining Communications Links via its HAN Interface with one Communications Hub Function.

GSME shall be capable of receiving the Communications Hub Date and Time from the Communications Hub Function.

[bookmark: _Ref341810516]Communications with a Gas Proxy Function via its HAN Interface

GSME shall be capable of establishing and maintaining a Communications Link via its HAN Interface with a Gas Proxy Function. 

GSME shall be capable of generating and sending the information (set out in Section 4.5.1) to a Gas Proxy Function.

[bookmark: _Toc320016936][bookmark: _Toc341809872][bookmark: _Toc366852623][bookmark: _Toc389117984][bookmark: _Toc404159589][bookmark: _Toc313021660][bookmark: _Toc315282164]Data storage

GSME shall be capable of retaining all information held in its Data Store at all times, including on loss of power.
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GSME shall be capable of preventing the display on the User Interface of items annotated [PIN] in Section 4.4.5, and preventing access on the User Interface to the Commands annotated [PIN] in Section 4.5.2, except on successful execution of an Allow Access to User Interface Command (4.5.2.3) via the User Interface.
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GSME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode(4.6.4.21) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix(4.6.5.20) with appropriate precision and the Tariff Block Counter Matrix(4.6.5.19) with appropriate precision;

the Consumption Register(4.6.5.4) with appropriate precision;

the Meter Balance(4.6.5.11) [PIN];

the Debt to Clear (calculated as set out in Section 4.4.7.2) [PIN];

the Customer Identification Number(4.6.4.7) [PIN];

whether Emergency Credit is available for activation [PIN];

whether GSME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar(4.6.4.20) (as set out in Section 4.4.7.2) [PIN]; 

the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

where GSME includes a Battery, any low battery condition;

the Supply State(4.6.5.18);

any time-based debts and Time-based Debt Recovery rates [PIN]; 

any payment-based debt [PIN]; 

any accumulated debt recorded in the Accumulated Debt Register(4.6.5.1) [PIN];

the Meter Point Reference Number (MPRN)(4.6.4.19) [PIN];

the Local Time;

any Standing Charge(4.6.4.23) [PIN]; 

the Contact Details(4.6.4.4); 

the Active Tariff Price(4.6.5.2) [PIN]; and

the Event Log(4.6.5.9) (with the exception of any Personal Data).

GSME shall be capable of displaying the Security Log(4.6.5.17) on its User Interface following physical access through the Secure Perimeter of GSME. 

GSME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro. 

4.4.5.1 Presentation of information on the User Interface

For each of the values currently stored in the Consumption Register(4.6.5.4), the Tariff Block Counter Matrix(4.6.5.19) and the Tariff ToU Register Matrix(4.6.5.20), GSME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value in to a decimal, integer number of thousandths of metres cubed, rounding the stored value down to the nearest thousandth of a metre cubed;

1. discarding all except the eight least significant decimal digits so produced;

1. adding leading zeros (if necessary) so that there are exactly eight decimal digits; and

1. placing the decimal point separator between the fourth and third least significant digits.

[bookmark: _Toc320016938][bookmark: _Toc341809874][bookmark: _Toc366852626][bookmark: _Toc389117988][bookmark: _Toc404159592]Monitoring

Battery capacity

Where GSME includes a Battery, it shall be capable of estimating the remaining Battery capacity in days (to facilitate replacement of the Battery before it is fully depleted) and storing the estimate in Remaining Battery Capacity(4.6.5.16).

If the Remaining Battery Capacity(4.6.5.16) falls below ten percent of the nominal Battery capacity GSME shall be capable of:

1. generating an entry to that effect in the Event Log(4.6.5.9); and

generating and sending an Alert to that effect via its HAN Interface.

GSME power supply

Prior to or at the loss of power, GSME shall be capable of:

1. in circumstances where the Supply Depletion State(4.6.4.25) is configured to require Locking, establishing a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7); and

generating and sending an Alert to that effect via its HAN Interface.
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GSME shall be capable of taking all reasonable steps to detect conditions affecting its Smart Meter Operational Integrity and on such detection shall be capable of generating an entry to that effect in the Event Log(4.6.5.9) and generating and sending an Alert to that effect via its HAN Interface where reasonably practicable, including in the Alert information relating to the nature of the condition detected.

Payment Mode

GSME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

GSME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance(4.6.5.11) based on:

1. the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29); and

the Standing Charge(4.6.4.23).

[bookmark: _Ref313882267]Prepayment Mode

GSME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

GSME shall be capable of adding credit to the Meter Balance(4.6.5.11) (as set out in Sections 4.5.2.2 and 4.5.3.3) and reducing the amount of credit in the Meter Balance(4.6.5.11).

GSME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance(4.6.5.8)) if the Meter Balance(4.6.5.11) is below the Emergency Credit Threshold(4.6.4.14).  GSME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit(4.6.4.13). GSME shall be capable of reducing the amount of credit in the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated by the Consumer (as set out in Sections 4.5.2.1 and 4.5.3.1) and the Meter Balance(4.6.5.11) is exhausted.  Any Emergency Credit used shall be repaid when credit is added to GSME (as set out in Sections 4.5.2.2 and 4.5.3.3).

GSME shall be capable of reducing the Meter Balance(4.6.5.11) until it reaches the Disablement Threshold(4.6.4.12) followed by reducing the Emergency Credit Balance(4.6.5.8), where activated, until exhausted, on the basis of:

1. [bookmark: _Ref364328472]the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29);

[bookmark: _Ref364328497]the Standing Charge(4.6.4.23); and

[bookmark: _Ref364328501]the recovery of debt hourly or daily through each of the Time Debt Registers [1 … 2](4.6.5.21) at rates defined by the Debt Recovery Rates [1 … 2](4.6.4.9).

Where configured by Suspend Debt Emergency(4.6.4.28) to do so and when Emergency Credit is in use, GSME shall be capable of suspending the application of (ii) and (iii) to the Emergency Credit Balance(4.6.5.8), and accumulating (ii) and (iii) in the Accumulated Debt Register(4.6.5.1).

GSME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register(4.6.5.1), in the Billing Data Log(4.6.5.3).

GSME shall be capable of monitoring the Meter Balance(4.6.5.11) and where activated the Emergency Credit Balance(4.6.5.8) and:

if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) falls below the Low Credit Threshold(4.6.4.16), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref313882185]if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) falls below the Disablement Threshold(4.6.4.12): 

receiving and executing Add Credit(4.5.3.3) and Activate Emergency Credit(4.5.3.1) Commands from a PPMID and a Gas Proxy Function; and

[bookmark: _Ref364952620][bookmark: _Ref346096548]once any such Commands have been executed if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) remains below the Disablement Threshold(4.6.4.12), Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

where the Supply is Disabled (as set out in (b) above):

where configured by Suspend Debt Disabled(4.6.4.27) not to suspend Time-based Debt Recovery, continuing to apply (ii) and (iii) above to reduce the Meter Balance(4.6.5.11);

where configured by Suspend Debt Disabled(4.6.4.27) to suspend Time-based Debt Recovery, suspending the application of (iii) above to the Meter Balance(4.6.5.11) and continuing to apply (ii) above to reduce the Meter Balance(4.6.5.11); and

[bookmark: OLE_LINK35][bookmark: OLE_LINK112]if the Supply is Enabled, suspending the Disablement of Supply (as set out in (b) above) during periods defined in the Non-Disablement Calendar(4.6.4.20), continuing to reduce the Meter Balance(4.6.5.11) on the basis of (i), (ii) and (iii) above, displaying on its User Interface an indication that the combined Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) is below the Disablement Threshold(4.6.4.12) and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance(4.6.5.11) is equal to or below the Disablement Threshold(4.6.4.12) GSME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref365469412]the difference between the Meter Balance(4.6.5.11) and the Disablement Threshold(4.6.4.12);

[bookmark: _Ref365469443]amount of debt accumulated in the Accumulated Debt Register(4.6.5.1);

[bookmark: _Ref365469467]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (viii), (ix) and (x) (as defined by Debt Recovery per Payment(4.6.4.8) taking account of the amount remaining in the Payment Debt Register(4.6.5.13), the payment-based debt payments in the Billing Data Log(4.6.5.3) and the Debt Recovery Rate Cap(4.6.4.10)).

For Time-based Debt Recovery, the GSME shall be capable of recovering the lesser of:

1. the amount in the relevant Time Debt Registers [1 … 2](4.6.5.21); and 

the corresponding amount determined by the Debt Recovery Rates [1 … 2] (4.6.4.9).

For Payment-based Debt Recovery, the GSME shall be capable of recovering the lesser of:

the amount defined by Debt Recovery per Payment(4.6.4.8) subject to the Debt Recovery Rate Cap(4.6.4.10); and 

the amount in the Payment Debt Register(4.6.5.13).

Where an Adjust Debt Command is to reduce the amount in a Debt Register and the amount in the Command is greater than the amount in the Debt Register, GSME shall be capable of setting the amount in the Debt Register to zero then applying the difference in the amounts in the following order:

recovering debt accumulated in the Accumulated Debt Register(4.6.5.1);

repaying Emergency Credit activated and used by the Consumer; and

increasing the Meter Balance(4.6.5.11).

GSME shall be capable of monitoring the Meter Balance(4.6.5.11) and, where the Supply is Disabled, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.
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GSME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

GSME shall be capable of maintaining the Active Tariff Price(4.6.5.2).

[bookmark: _Ref312999843][bookmark: OLE_LINK40]Time-of-use Pricing

GSME shall be capable of recording Consumption according to Time-of-use Bands in one of four Tariff Registers in the Tariff TOU Register Matrix(4.6.5.20). 

GSME shall be capable of switching between different Tariff Registers once per Day.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(4.6.4.30).

[bookmark: _Ref313000085]Time-of-use with Block Pricing

GSME shall be capable of recording Consumption according to Time-of-use Bands in one of four Tariff Registers in the Tariff TOU Register Matrix(4.6.5.20). 

GSME shall also be capable of accumulating Consumption in one of four Block Counters in the Tariff Block Counter Matrix(4.6.5.19) for the first Time-of-use Band.  GSME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix(4.6.4.31).

GSME shall be capable of switching between different Tariff Registers once per Day.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules set out in the Tariff Switching Table(4.6.4.30).

[bookmark: _Toc341809877][bookmark: _Toc366852629][bookmark: _Toc389117991][bookmark: _Toc404159595]Recording

[bookmark: _Ref313451475]Billing data

In accordance with the timetable set out in the Billing Calendar(4.6.4.2) GSME shall be capable of taking a UTC date and time stamped copy of:

1. [bookmark: _Ref391468806]the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

[bookmark: _Ref392140998]the Consumption Register(4.6.5.4),

and where in Prepayment mode:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

[bookmark: _Ref391468829]the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3), then immediately resetting the Block Counters in the Tariff Block Counter Matrix(4.6.5.19) and if operating in Credit Mode immediately resetting the Meter Balance(4.6.5.11).

Consumption data

GSME shall be capable of recording cumulative Consumption in the Consumption Register(4.6.5.4).

GSME shall be capable of recording to the Cumulative and Historical Value Store(4.6.5.5) in kWh:

1. Energy Consumption on each of the eight Days prior to the current Day;

Energy Consumption in the Week in which the calculation is performed;

Energy Consumption in each of the five Weeks prior to such Week;

Energy Consumption in the month in which the calculation is performed; and

Energy Consumption in the thirteen months prior to such month.

GSME shall be capable of recording to the Cumulative Current Day Value Store(4.6.5.6) in kWh the Energy Consumption on the Day up to the Local Time. 

Cost of Consumption data

GSME shall be capable of calculating and recording in the Cumulative and Historical Value Store(4.6.5.5) the cost of:

1. Consumption on each of the eight Days prior to the current Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

GSME shall be capable of recording to the Cumulative Current Day Value Store(4.6.5.6) the cost of Consumption on the Day up to the Local Time.

GSME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29); and 

the Standing Charge(4.6.4.23).

Daily read data

GSME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix(4.6.5.20), the Tariff Block Counter Matrix(4.6.5.19) and the Consumption Register(4.6.5.4) together with a UTC date and time stamp in the Daily Read Log(4.6.5.4) every day at midnight UTC.

If operating in Prepayment Mode GSME shall be capable of recording the Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21) in the Prepayment Daily Read Log(4.6.5.14) every day at midnight UTC.

Half hour profile data

GSME shall be capable of recording Consumption in each thirty minute period (commencing at the start of minutes 00 and 30 in each hour), including the UTC date and time at the end of the 30 minute period to which the Consumption relates, in the Profile Data Log(4.6.5.15).

[bookmark: _Ref320201315][bookmark: _Ref320201320][bookmark: _Toc341809878][bookmark: _Toc366852630][bookmark: _Toc389117992][bookmark: _Toc404159596]Security

General

GSME shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

GSME shall be capable of securely disabling Critical Commands other than those Commands set out in Section 4.5 that are Critical Commands.

GSME shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification GSME shall be capable of:

1. generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

Where GSME comprises more than one device, each device other than the Gas Meter shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification GSME shall be capable of:

generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

GSME shall be capable of logging in the Security Log(4.6.5.17) the occurrence and type of any Sensitive Event.

[bookmark: _Ref341692573]Security Credentials

Meter Private Keys

GSME shall be capable of generating Public-Private Key Pairs to support the Cryptographic Algorithms set out in Section 4.4.10.3.

GSME shall be capable of securely storing such Private Keys and shall be capable of formatting and sending via its HAN Interface a Certificate Signing Request containing the corresponding Public Key and the GSME Identifier(4.6.1.1).

[bookmark: _Ref341692602]GSME shall be capable of securely storing Key Agreement values. 

Public Key Certificates

GSME shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 4.4.10.3.

During the replacement of any GSME Security Credentials(4.6.4.15) (as set out in Section 4.5.3.18) GSME shall be capable of ensuring that the GSME Security Credentials(4.6.4.15) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref341689990]Role Based Access Control (RBAC)

GSME shall be capable of restricting Authorisation to execute Commands and of issuing Alerts according to Role permissions. 

[bookmark: _Ref341692064]Cryptographic Algorithms

GSME shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and creating any Command, Response or Alert, GSME shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing;

Digital Signature verification;

Hashing;

Message Authentication; and

Encryption and Decryption.

Firmware

GSME shall only be capable of activating Firmware on receipt of an Activate Firmware Command (as set out in Section 4.5.3.2).

[bookmark: _Ref320093826]Communications

GSME shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface;

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface,

and any Command that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; and

Firmware and data essential for ensuring its integrity, 

stored or executing on GSME, and on such detection shall be capable of:

generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

GSME shall be capable of employing techniques to protect against Replay Attacks relating to Commands received.

GSME shall not be capable of executing a Command to modify or delete entries from the Security Log(4.6.5.17).

[bookmark: _Toc320016943][bookmark: _Toc341809879][bookmark: _Ref343787768][bookmark: _Ref366079194][bookmark: _Toc366852631][bookmark: _Toc389117993][bookmark: _Toc404159597][bookmark: _Toc456794336][bookmark: _Toc41991798]Interface requirements

This Section describes the minimum required interactions which GSME shall be capable of undertaking via its HAN Interface and its User Interface (including with Devices as set out in Sections 4.4.2.1 and 4.4.2.3).

[bookmark: _Ref334710235][bookmark: _Ref316312111][bookmark: _Toc320016944][bookmark: _Ref320201480][bookmark: _Ref320628702][bookmark: _Ref320628708][bookmark: _Ref321301697][bookmark: _Toc341809880][bookmark: _Toc366852632][bookmark: _Toc389117994][bookmark: _Toc404159598]Gas Proxy Function information provision

GSME shall be capable, immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 4.4.2.3), of providing the Operational Data (set out in Section 4.6.5) to that Gas Proxy Function (and with the exception of the Cumulative and Historical Value Store(4.6.5.5) and the Profile Data Log(4.6.5.15), updates of any changes in that data every 30 minutes thereafter).

[bookmark: _Toc318456157][bookmark: _Toc318974867][bookmark: _Toc318990249][bookmark: _Toc319063306][bookmark: _Toc319249798][bookmark: _Toc319250828][bookmark: _Toc320016945][bookmark: _Toc318456158][bookmark: _Toc318974868][bookmark: _Toc318990250][bookmark: _Toc319063307][bookmark: _Toc319249799][bookmark: _Toc319250829][bookmark: _Toc320016946][bookmark: _Toc318456159][bookmark: _Toc318974869][bookmark: _Toc318990251][bookmark: _Toc319063308][bookmark: _Toc319249800][bookmark: _Toc319250830][bookmark: _Toc320016947][bookmark: _Ref316315800][bookmark: _Toc320016948][bookmark: _Toc341809881][bookmark: _Toc366852633][bookmark: _Toc389117995][bookmark: _Toc404159599]User Interface Commands

GSME shall be capable of executing immediately the Commands set out in this Section 4.5.2 following their receipt via its User Interface.

GSME shall be capable of logging all such Commands received and Outcomes in the Event Log(4.6.5.9).

[bookmark: _Ref321144396][bookmark: _Toc311543909][bookmark: _Ref313382550][bookmark: _Ref316125663][bookmark: _Ref320541318][bookmark: _Ref320541327][bookmark: _Ref320541423][bookmark: _Ref320541427][bookmark: _Toc311543910][bookmark: _Ref313382586][bookmark: _Ref313881943]Activate Emergency Credit [PIN]

A Command to activate Emergency Credit when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2).

In executing the Command, if the Supply is Disabled, GSME shall be capable of Arming the Supply if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) rises above the Disablement Threshold(4.6.4.12) and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref321144459]Add Credit

A Command to accept credit to be applied to GSME when GSME is operating in Prepayment Mode on input of a UTRN.  In executing the Command, GSME shall be capable of:

1. [bookmark: _Ref366596480]comparing the credit value of the UTRN with the Maximum Credit Threshold(4.6.4.17) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366597258]comparing the projected new Meter Balance(4.6.5.11) (calculated on the basis of (xii) to (xv) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance(4.6.5.11) is greater than the Maximum Meter Balance Threshold(4.6.4.18);

[bookmark: _Ref366596481]verifying the Authenticity of the UTRN;

[bookmark: _Ref366653770]verifying that GSME is the intended recipient of the UTRN;

[bookmark: _Ref366653866]using the UTRN to generate a UTRN Counter, and comparing this against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

GSME shall be capable of generating an entry in the Security Log(4.6.5.17):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

[bookmark: OLE_LINK20]where duplicates are rejected as set out in (v) above.

In executing the Command, GSME shall be capable of applying the credit added in the following order:

[bookmark: _Ref366653717][bookmark: _Ref315856994][bookmark: _Ref315856988]recovery of payment-based debt of an amount defined by Debt Recovery per Payment(4.6.4.8) from the Payment Debt Register(4.6.5.13) subject to the Debt Recovery Rate Cap(4.6.4.10); 

[bookmark: _Ref319328587]recovery of debt accumulated in the Accumulated Debt Register(4.6.5.1);

[bookmark: _Ref320638349]repayment of Emergency Credit activated and used by the Consumer; and

[bookmark: _Ref366653727]adding remaining credit (the credit after deduction of (xii), (xiii) and (xiv) above) to the Meter Balance(4.6.5.11).

In executing the Command, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12) and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, GSME shall be capable of:

recording the credit applied to the Meter Balance(4.6.5.11) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(4.6.5.3); and 

generating and sending an Alert containing the UTC date and time of the last update of the Meter Balance(4.6.5.11) via its HAN Interface. 

[bookmark: _Ref363738759]Allow Access to User Interface

Where Privacy PIN Protection is enabled, a Command to enable temporary access to the restricted display items annotated [PIN] in Section 4.4.5 and the restricted User Interface Commands annotated [PIN] in Section 4.5.2 on input of a number that matches the Privacy PIN(4.6.3.1).

Check for HAN Interface Commands

A Command to check immediately for any pending Add Credit(4.5.3.3) and Activate Emergency Credit(4.5.3.1) Commands.  If there are any such pending Commands GSME shall be capable of executing the Commands as set out in Section 4.5.3.

Disable Privacy PIN Protection [PIN] 

A Command to disable Privacy PIN Protection.

Enable Supply [PIN]

A Command to Enable the Supply if the Supply is Armed.

In executing the Command, GSME shall be capable of detecting when the flow rate exceeds a level defined by Uncontrolled Gas Flow Rate(4.6.4.33) and where the flow rate is exceeded, of Disabling the Supply and then Arming the Supply, sending an Alert to that effect via its HAN interface and sounding an Alarm via its User Interface.

Reset Remaining Battery Capacity

A Command to reset the Remaining Battery Capacity(4.6.5.16).  The Command shall only be available following physical access through the Secure Perimeter of GSME.

In executing the Command GSME shall be capable of:

1. generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

Find Smart Metering Home Area Network and Re-establish Communications Links

A Command to seek the frequency at which a ZigBee SEP Smart Metering Home Area Network is operating and then: 

1. [bookmark: _Ref392752067]re-establish the Communications Links set out in Sections 4.4.2.1, 4.4.2.2 and 4.4.2.3;

generate an entry to that effect in the Event Log(4.6.5.9); and

generate and send an Alert to that effect via its HAN Interface.

Where the GSME has Communications Links set out in (i) GSME shall be capable of not executing the Command.

Set Privacy PIN [PIN]

A Command to set a new value of the Privacy PIN(4.6.3.1).

In executing the Command where Privacy PIN Protection is disabled GSME shall be capable of enabling Privacy PIN Protection.

Test Valve

Where GSME includes a Valve, a Command to:

1. where the Supply State(4.6.5.18) is Enabled, Disable the Supply for one minute and then Arm the Supply and set the Supply State(4.6.5.18) accordingly; 

where the Supply State(4.6.5.18) is Armed, Enable the Supply for one minute and then Arm the Supply and set the Supply State(4.6.5.18) accordingly; and

where the Supply State(4.6.5.18) is Disabled, Enable the Supply for one minute and then Disable the Supply and set the Supply State(4.6.5.18) accordingly.

The Command shall only be available following physical access through the Secure Perimeter of GSME. In executing the Command GSME shall be capable of:

generating an entry to that effect in the Event Log(4.6.5.9); and

generating and sending an Alert to that effect via its HAN. 
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GSME shall be capable of executing the Commands set out in this Section.  GSME shall be capable of logging all Commands received and Outcomes in the Event Log(4.6.5.9).

GSME shall be capable of executing Commands immediately on receipt (‘immediate Commands’) and where specified in the Great Britain Companion Specification at a future date (‘future dated Commands’).  A future dated Command shall include the UTC date and time at which the Command shall be executed by GSME.

GSME shall be capable of cancelling a future dated Command.  A future dated Command shall be capable of being cancelled by an Authorised party, subject to RBAC (as set out in Section 4.4.10.2.3).  GSME shall be capable of generating and sending a Response acknowledging that a future dated Command has been successfully cancelled.

[bookmark: _Ref321144413][bookmark: _Ref313623578]Activate Emergency Credit

A Command to activate Emergency Credit when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2). 

In executing the Command where the Supply is Disabled GSME shall be capable of Arming the Supply if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) rises above the Disablement Threshold(4.6.4.12) and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref343779522][bookmark: _Ref321144474]Activate Firmware

A Command to activate Firmware.

In executing the Command GSME shall be capable of installing new Firmware using a mechanism that is robust against failure and loss of data.

The new Firmware shall include version information.  Where new Firmware is successfully installed, GSME shall be capable of recording the version information of that new Firmware in Firmware Version(4.6.5.10).

[bookmark: _Ref344969213]Add Credit

[bookmark: _Ref313623555][bookmark: _Ref313624070]A Command to accept credit to be applied to GSME when GSME is operating in Prepayment Mode on receipt of a UTRN from a PPMID or a UTRN from an Authorised party.

In executing the Command following receipt of a UTRN from a PPMID GSME shall be capable of applying credit as set out in Section 4.5.2.2.

In executing the Command following receipt of a UTRN from an Authorised party, GSME shall be capable of:

1. [bookmark: _Ref366655482]comparing the credit value of the UTRN with the Maximum Credit Threshold(4.6.4.17) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366655492][bookmark: _Ref366596637]comparing the projected new Meter Balance(4.6.5.11) (calculated on the basis of (xii) to (xv) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance(4.6.5.11) is greater than the Maximum Meter Balance Threshold(4.6.4.18);

[bookmark: _Ref366655503]verifying the Authenticity of the UTRN;

[bookmark: _Ref366655512]verifying that GSME is the intended recipient of the UTRN;

[bookmark: _Ref366655523]comparing the UTRN Counter against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

GSME shall be capable of generating an entry in the Security Log(4.6.5.17):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and 

where duplicates are rejected as set out in (v) above.

In executing the Command, GSME shall be capable of applying the credit added in the following order:

[bookmark: _Ref315968202][bookmark: _Ref320021627]recovery of payment-based debt of an amount defined by Debt Recovery per Payment(4.6.4.8) from the Payment Debt Register(4.6.5.13) subject to the Debt Recovery Rate Cap(4.6.4.10);

[bookmark: _Ref320021592]recovery of debt accumulated in the Accumulated Debt Register(4.6.5.1); 

[bookmark: _Ref320638478]repayment of Emergency Credit activated and used by the Consumer; and

[bookmark: _Ref366654433]adding remaining credit (the credit after deduction of (xii), (xiii) and (xiv) above) to the Meter Balance(4.6.5.11).

In executing the Command, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, GSME shall be capable of recording the credit applied to the Meter Balance(4.6.5.11) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(4.6.5.3).

In executing the Command from a PPMID, GSME shall be capable of generating and sending an Alert containing the UTC date and time stamp of the last update of the Meter Balance(4.6.5.11) via its HAN Interface.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref341691720]Add Device Security Credentials

A Command to add Security Credentials for a PPMID or a Gas Proxy Function to the Device Log(4.6.4.11).

In executing the Command, GSME shall be capable of:

1. verifying the Security Credentials; and

recording the Command and Outcome to the Security Log(4.6.5.17).

[bookmark: _Ref391043940][bookmark: _Ref316136660][bookmark: _Ref316222073]Adjust Debt

A Command to apply positive and negative adjustments to the Time Debt Registers [1 … 2](4.6.5.21) and the Payment Debt Register(4.6.5.13) when operating in Prepayment Mode.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

Adjust Meter Balance

A Command to apply positive and negative adjustments to the Meter Balance(4.6.5.11).

In executing the Command where GSME is operating in Prepayment Mode and where, following any such adjustment, the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), GSME shall be capable of Arming the Supply, displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref313623973][bookmark: _Ref391281827][bookmark: _Ref313623616]Arm Supply

A Command to return GSME from a Locked state to an Unlocked state.

In executing the Command where the state of the Supply is Enabled or Armed, GSME shall Arm the Supply and shall set the Supply State(4.6.5.18) to Armed.

In executing the Command where the state of the Supply is only Disabled as a result of: 

1. a Disable Supply Command;

xxii. an attempt at Unauthorised Physical Access through its Secure Perimeter and the Supply Tamper State(4.6.4.26); or

xxiii. GSME power supply and the Supply Depletion State(4.6.4.25),

GSME shall Arm the Supply and shall set the Supply State(4.6.5.18) to Armed; otherwise GSME shall not Arm the Supply.

[bookmark: _Ref316222270]Clear Event Log

A Command to clear all entries from the Event Log(4.6.5.9).  GSME shall be capable of logging that the Command has been executed in the Security Log(4.6.5.17).

Disable Privacy PIN Protection 

A Command to disable Privacy PIN Protection.

Disable Supply

[bookmark: OLE_LINK88]A Command to establish a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7).

In executing the Command GSME shall be capable of setting the Supply State(4.6.5.18) to Disabled.

Issue GSME Security Credentials

A Command to generate a Public-Private Key Pair and issue a corresponding Certificate Signing Request.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 4.6.4.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Constant Data

A Command to read the value of one or more of the constant data items set out in Section 4.6.1.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Operational Data

[bookmark: _Toc311624548][bookmark: _Toc311624707][bookmark: _Toc311624866][bookmark: _Toc311625922][bookmark: _Toc311624549][bookmark: _Toc311624708][bookmark: _Toc311624867][bookmark: _Toc311625923][bookmark: _Toc311624550][bookmark: _Toc311624709][bookmark: _Toc311624868][bookmark: _Toc311625924][bookmark: _Toc311624551][bookmark: _Toc311624710][bookmark: _Toc311624869][bookmark: _Toc311625925][bookmark: _Toc311624552][bookmark: _Toc311624711][bookmark: _Toc311624870][bookmark: _Toc311625926][bookmark: _Toc311624553][bookmark: _Toc311624712][bookmark: _Toc311624871][bookmark: _Toc311625927][bookmark: _Toc311624554][bookmark: _Toc311624713][bookmark: _Toc311624872][bookmark: _Toc311625928]A Command to read the value of one or more of the operational data items set out in Section 4.6.5.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Receive Firmware

A Command to receive Firmware.

In executing the Command GSME shall be capable of:

1. only accepting new Firmware from an Authorised and Authenticated source; and

verifying the Authenticity and integrity of new Firmware before installation.

[bookmark: OLE_LINK84][bookmark: OLE_LINK89]Record Network Data

A Command to initiate the recording of UTC date and time-stamped Consumption data for each six minute interval over a period of four hours in the Network Data Log(4.6.5.12).

Remove Device Security Credentials

A Command to remove Security Credentials for a PPMID or a Gas Proxy Function from the Device Log(4.6.4.11).

In executing the Command GSME shall be capable of recording the Command and Outcome to the Security Log(4.6.5.17).

[bookmark: _Ref365470513]Replace GSME Security Credentials

A Command to replace GSME Security Credentials(4.6.4.15).

In executing the Command GSME shall be capable of:

1. maintaining the Command’s Transactional Atomicity; and

recording the Command and Outcome to the Security Log(4.6.5.17).

Reset Meter Balance

A Command to reset the Meter Balance(4.6.5.11) to zero.

In executing the Command, GSME shall reset the Accumulated Debt Register(4.6.5.1), the Emergency Credit activated and used, and the Emergency Credit Balance(4.6.5.8).

[bookmark: _Ref367094474]Set Clock

A Command to set the Clock date and time via its HAN Interface.

In executing the Command, GSME shall be capable of comparing the date and time specified in the Command with the Communications Hub Date and Time. Where the difference is:

1. within the tolerance specified in the Command GSME shall be capable of adjusting its date and time to the Communications Hub Date and Time and generating an entry to that effect in the Event Log(4.6.5.9); and

xxvii. outside the tolerance specified in the Command GSME shall be capable of not adjusting its date and time and:

1. generating an entry to that effect in the Event Log(4.6.5.9); and

generating and sending an Alert to that effect via its HAN Interface.

GSME shall be capable of ensuring that any adjustments do not cause calendar-based events to be missed or future-dated Commands to be missed or repeated. 

[bookmark: _Ref435532637][bookmark: _Ref316138003]Set Payment Mode

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode(4.6.4.21).

In executing the Command, GSME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

the Consumption Register(4.6.5.4),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3). 

Set Tariff

A Command to accept new values for Tariff TOU Price Matrix(4.6.4.32), Tariff Block Price Matrix(4.6.4.29), Tariff Switching Table(4.6.4.30) and Tariff Threshold Matrix(4.6.4.31).

In executing the Command, GSME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

the Consumption Register(4.6.5.4), 

and where in Prepayment mode:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3).

[bookmark: _Toc311624604][bookmark: _Toc311624763][bookmark: _Toc311624922][bookmark: _Toc311625978]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 4.6.4.

[bookmark: _Toc311624602][bookmark: _Toc311624761][bookmark: _Toc311624920][bookmark: _Toc311625976][bookmark: _Toc311566505][bookmark: _Toc311566562][bookmark: _Toc311624607][bookmark: _Toc311624766][bookmark: _Toc311624925][bookmark: _Toc311625981]In executing the Command, GSME shall be capable of generating an entry to that effect in the Event Log(4.6.5.9).

[bookmark: _Toc386559283][bookmark: _Toc391462866][bookmark: _Toc391464633][bookmark: _Toc386559286][bookmark: _Toc391462869][bookmark: _Toc391464636][bookmark: _Toc386559290][bookmark: _Toc391462873][bookmark: _Toc391464640][bookmark: _Toc346709902][bookmark: _Toc346711032][bookmark: _Toc346714133][bookmark: _Toc346714494][bookmark: _Toc389067442][bookmark: _Toc389117997][bookmark: _Toc386559284][bookmark: _Toc389067443][bookmark: _Toc389117998][bookmark: _Toc386559285][bookmark: _Toc389067444][bookmark: _Toc389117999][bookmark: _Toc389067445][bookmark: _Toc389118000][bookmark: _Toc386559287][bookmark: _Toc389067446][bookmark: _Toc389118001][bookmark: _Toc386559288][bookmark: _Toc389067447][bookmark: _Toc389118002][bookmark: _Toc386559289][bookmark: _Toc389067448][bookmark: _Toc389118003][bookmark: _Toc389067449][bookmark: _Toc389118004][bookmark: _Ref313431142][bookmark: _Toc320016950][bookmark: _Toc341809884][bookmark: _Toc366852636][bookmark: _Toc389118005][bookmark: _Toc404159601][bookmark: _Toc456794337][bookmark: _Toc41991799]Data requirements

This Section describes the minimum information which GSME shall be capable of holding in its Data Store.

[bookmark: _Toc320016951][bookmark: _Ref320541814][bookmark: _Ref320541824][bookmark: _Ref321137619][bookmark: _Toc341809885][bookmark: _Ref344982756][bookmark: _Ref345577882][bookmark: _Ref345577899][bookmark: _Toc366852637][bookmark: _Toc389118006][bookmark: _Toc404159602]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Device_Identifier_1][bookmark: _Ref320180210]GSME Identifier

A globally unique identifier used to identify GSME based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

Manufacturer Identifier

An identifier used to identify the manufacturer of GSME.

Model Type

An identifier used to identify the model of GSME.

[bookmark: _Ref435532656]This Section is not used

[bookmark: _Toc366852639][bookmark: _Toc389118008][bookmark: _Toc404159604][bookmark: _Toc311543942][bookmark: _Ref313477878][bookmark: _Toc320016952][bookmark: _Toc341809886][bookmark: _Ref345577943][bookmark: _Ref346027777]Locally Set Configuration Data

Describes data that is configured by execution of a User Interface Command and that is not accessible via any GSME interface.

[bookmark: _Ref363745921]Privacy PIN

A number comprising four digits used by the Consumer to enable temporary access to a specified set of display items and Commands via the User Interface of GSME.

[bookmark: _Toc366852640][bookmark: _Ref391909330][bookmark: _Ref392074607][bookmark: _Toc389118009][bookmark: _Toc404159605][bookmark: _Ref412557351]Configuration data

Describes data that configures the operation of various functions of GSME. 

[bookmark: _Ref386445880]Alerts Configuration Settings

Settings to control whether to generate and send an Alert.

[bookmark: _battery_depletion_threshold][bookmark: _billing_schedule_table][bookmark: _Billing_Calendar][bookmark: _Ref313558036][bookmark: _Ref320226990][bookmark: _Toc311543944][bookmark: _Toc311543943]Billing Calendar

A calendar defining billing dates for the storage of billing related information in the Billing Data Log(4.6.5.3).

[bookmark: _calorific_value][bookmark: _Ref320225216]Calorific Value

The value used in the conversion of gas volume to kWh usage, based on the energy stored in one cubic metre of gas released when burnt at a standard temperature and pressure.

[bookmark: _debt_recovery_per][bookmark: _Conversion_Factor][bookmark: _Ref334796517][bookmark: _Ref343781317][bookmark: _Ref320225301]Contact Details

The name and contact telephone number of the current gas Supplier.

[bookmark: _Ref343781425]Conversion Factor

The value used in the conversion of gas volume to kWh usage, based on the temperature, pressure and compressibility of the gas.

[bookmark: _Debt_Recovery_per_1][bookmark: _Ref320227796]Currency Units

The Currency Units currently used by GSME, which shall be either GB Pounds or European Central Bank Euro.

[bookmark: _Ref359310953]Customer Identification Number

A number issued to GSME for display on the User Interface.

[bookmark: _Ref343782229]Debt Recovery per Payment

The percentage of a payment to be recovered against debt when GSME is operating Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _debt_recovery_rate][bookmark: _Debt_Recovery_Rates][bookmark: _Ref320225983]Debt Recovery Rates [1 … 2]

Two debt recovery rates in Currency Units per unit time for when GSME is using Time-based Debt Recovery in Prepayment Mode.

[bookmark: _debt_recovery_rate_1][bookmark: _Ref320227867]Debt Recovery Rate Cap

The maximum amount in Currency Units per unit time that can be recovered through Payment-based Debt Recovery when GSME is operating in Prepayment Mode.

[bookmark: _Ref344982235]Device Log

The Security Credentials and Device identifier for each of the Gas Proxy Function and PPMID with which GSME can establish Communications Links.

[bookmark: _disconnection_threshold][bookmark: _Disablement_Threshold][bookmark: _Ref320226216]Disablement Threshold

The threshold in Currency Units for controlling when to Disable the Supply.

[bookmark: _emergency_credit_ceiling][bookmark: _Emergency_Credit_Limit][bookmark: _Ref320225726]Emergency Credit Limit

The amount of Emergency Credit in Currency Units to be made available to a Consumer where Emergency Credit is activated by the Consumer.

[bookmark: _emergency_credit_threshold][bookmark: _Ref320225667]Emergency Credit Threshold

The threshold in Currency Units below which Emergency Credit Balance(4.6.5.8) may be activated by the Consumer if so configured when GSME is operating in Prepayment Mode.

[bookmark: _Ref365014465]GSME Security Credentials

The Security Credentials for GSME and parties Authorised to establish Communications Links with it.

[bookmark: _Globally_Unique_ID][bookmark: _GUID][bookmark: _Device_Identifier][bookmark: _Firmware_Version][bookmark: _low_battery_threshold][bookmark: _low_credit_threshold][bookmark: _Ref320226149][bookmark: _Ref341812764][bookmark: _Ref346634414][bookmark: _Ref313270538][bookmark: _Ref313270600][bookmark: _Toc311543945]Low Credit Threshold

The threshold in Currency Units below which a low credit Alert is signalled.

[bookmark: _Ref366595952]Maximum Credit Threshold

The maximum credit which can be applied by any Add Credit Command.

[bookmark: _Ref366597057]Maximum Meter Balance Threshold

The Meter Balance(4.6.5.11) threshold in Currency Units above which an Add Credit Command is rejected.

[bookmark: _Ref346724927]Meter Point Reference Number (MPRN)

The reference number identifying a gas metering point.

[bookmark: _non-disconnection_table][bookmark: _Non-Disablement_Table][bookmark: _monitor_gas_flow][bookmark: _Uncontrolled_Gas_Flow][bookmark: _Non-Disablement_Calendar][bookmark: _Toc311543956][bookmark: _Ref320224579]Non-Disablement Calendar

A Switching Table comprising a set of rules specifying periods during which the Supply will not be Disabled due to the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) falling below the Disablement Threshold(4.6.4.12) when GSME is operating in Prepayment Mode. 

The rules stored within the table shall specify which of five Day Profiles should be used to specify Non-Disablement Periods for each day according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

A Day Profile shall contain up to one contiguous time period during which the Supply may be Disabled due to the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) falling below the Disablement Threshold(4.6.4.12) when GSME is operating in Prepayment Mode.

The Switching Table shall support three Season Profiles and two Week Profiles.  Each Week Profile shall support two Day Profiles. 

All dates and times shall be specified as UTC.

[bookmark: _PTZ_conversion_factor][bookmark: _Ref320223928]Payment Mode

The current mode of operation, being Prepayment Mode or Credit Mode.

Public Key Security Credentials Store

A store for Security Credentials relating to Public Keys.

[bookmark: _PTZ_Conversion_Factor_1][bookmark: _suspend_debt_emergency][bookmark: _Standing_Charge][bookmark: _Ref320225812][bookmark: _Ref341812835]Standing Charge

A charge to be levied in Currency Units per unit time when operating in Credit Mode and Prepayment Mode.

Supplier Message

A message issued to, and held on, GSME for provision to the Consumer.

[bookmark: _suspend_debt_disconnect][bookmark: _Suspend_Debt_Disabled][bookmark: _Ref320236154]Supply Depletion State

A setting to control the state of the Supply in the case of loss of power to GSME, being Locked or unchanged.

[bookmark: _Supply_Tamper_State_1][bookmark: _Ref320227416]Supply Tamper State

A setting to control the state of the Supply in the case of Unauthorised Physical Access being detected, being Locked or unchanged.

[bookmark: _Suspend_Debt_Disabled_1][bookmark: _Ref320226349]Suspend Debt Disabled

[bookmark: _special_days_table][bookmark: _tariff_rate_matrix]A setting controlling whether debt should be collected when GSME is operating in Prepayment Mode and Supply is Disabled.

[bookmark: _Tariff_Block_Rate][bookmark: _Ref320226295]Suspend Debt Emergency

A setting controlling whether standing charges and debt should be deducted from the Emergency Credit Balance(4.6.5.8) when GSME is operating in Prepayment Mode and Emergency Credit is in use.

[bookmark: _Tariff_Block_Rate_1][bookmark: _Tariff_Block_Price][bookmark: _Ref320225565]Tariff Block Price Matrix

A 4 x 1 matrix containing Prices for Block Pricing.

[bookmark: _Tariff_TOU_Rate][bookmark: _tariff_switching_matrix][bookmark: _tariff_switching_table][bookmark: _Ref320226825]Tariff Switching Table

A set of rules for allocating daily Consumption to a Tariff Register for Time-of-use Pricing and Time-of-use with Block Pricing.  The rules stored within the table shall specify which of four Day Profiles should be used to allocate Consumption to a Tariff Register according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

The Switching Table shall support three Season Profiles and two Week Profiles.

All dates shall be specified as UTC.

[bookmark: _tariff_threshold_matrix][bookmark: _Ref320226914]Tariff Threshold Matrix

A 3 x 1 matrix capable of holding thresholds in kWh for controlling Block Tariffs.

[bookmark: _tariff_type][bookmark: _Tariff_TOU_Price][bookmark: _Ref320225451][bookmark: _Toc311543946]Tariff TOU Price Matrix

A 1 x 4 matrix containing Prices for Time-of-use Pricing.

[bookmark: _Tariff_Type_1][bookmark: _battery_depletion_state][bookmark: _valve_depletion_state][bookmark: _Ref320227938]Uncontrolled Gas Flow Rate

The flow rate in units of volume per unit time used in the detection of uncontrolled flow of gas on Enablement of Supply.

[bookmark: _Ref456699641]Events Configuration Settings

Settings to control, for each Alert described in this Section 4 and for each event which this Section 4 requires the GSME to be capable of logging in the event log which is not a Critical Event, whether an Alarm is sounded and whether an event log entry is created.

[bookmark: _Valve_Depletion_State_1][bookmark: _Supply_Depletion_State][bookmark: _Toc319250836][bookmark: _Toc320016953][bookmark: _Toc319250837][bookmark: _Toc320016954][bookmark: _Valve_Tamper_State][bookmark: _Supply_Tamper_State][bookmark: _Toc319250838][bookmark: _Toc320016955][bookmark: _Toc319250839][bookmark: _Toc320016956][bookmark: _Ref313478325][bookmark: _Ref316395364][bookmark: _Toc320016957][bookmark: _Toc341809887][bookmark: _Toc366852641][bookmark: _Toc389118010][bookmark: _Toc404159606]Operational data

Describes data used by the functions of GSME for output of information.

[bookmark: _credit_balance][bookmark: _Billing_Data_Log][bookmark: _Block_Counter_Matrix][bookmark: _Tariff_Block_Matrix][bookmark: _Tariff_Block_Counter][bookmark: _Accumulated_Debt_Register][bookmark: _Ref320224814][bookmark: _Toc311543947]Accumulated Debt Register

The debt resulting from the collection of Standing Charge(4.6.4.23) and / or time-based debt when Emergency Credit is in Use as configured by Suspend Debt Emergency(4.6.4.28), when operating in Prepayment Mode.

[bookmark: _Ref344990081]Active Tariff Price

The Price currently active.

[bookmark: _Billing_Data_Log_1][bookmark: _Ref320226055]Billing Data Log

A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405372977]twelve entries comprising Tariff TOU Register Matrix(4.6.5.20), the Consumption Register(4.6.5.4) and Tariff Block Counter Matrix(4.6.5.19);

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments; and

[bookmark: _Ref405372994]twelve entries comprising Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21),

[bookmark: _credit_balance_1][bookmark: _Meter_Balance][bookmark: _Debt_Register][bookmark: _Toc311543950]each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Cumulative_Consumption_Log][bookmark: _Debt_Register_1][bookmark: _Daily_Read_Log][bookmark: _Ref320227067][bookmark: _Ref320227164][bookmark: _Ref343781989]Consumption Register

The register recording cumulative Consumption.

[bookmark: _Ref386441308]Cumulative and Historical Value Store

A store capable of holding the following values:

1. eight Days of Energy Consumption comprising the prior eight Days, in kWh and Currency Units;

six Weeks of Energy Consumption comprising the current Week and the prior five Weeks, in kWh and Currency Units; and

fourteen months of Energy Consumption comprising the current month and the prior thirteen months, in kWh and Currency Units.

[bookmark: _Ref388526324]Cumulative Current Day Value Store

A store capable of holding the value of Energy Consumption on the current Day, in kWh and Currency Units.

[bookmark: _Ref346635221]Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix(4.6.5.20), the Tariff Block Counter Matrix(4.6.5.19) and the Consumption Register(4.6.5.4) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Emergency_Credit_Balance_1][bookmark: _Ref320224670]Emergency Credit Balance

The amount of Emergency Credit available to the Consumer after it has been activated by the Consumer.

[bookmark: _event_log][bookmark: _Ref313270338]Event Log

A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing, arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. 

[bookmark: _Ref346110286]Firmware Version

The active version of Firmware of GSME.

[bookmark: _historic_tariff_table][bookmark: _billing_data_table][bookmark: _operating_mode][bookmark: _payment_mode][bookmark: _payment_debt_register][bookmark: _Network_Data_Period][bookmark: _Network_Data_Log][bookmark: _Ref320224365][bookmark: _Toc311543955]Meter Balance

[bookmark: _emergency_credit_balance]The amount of money in Currency Units as determined by GSME.  If operating in Prepayment Mode, the Meter Balance represents GSME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance(4.6.5.8)).  If operating in Credit Mode, it represents GSME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

[bookmark: _Network_Data_Log_1][bookmark: _Ref320227285]Network Data Log

A log capable of storing four hours of UTC date and time stamped six minute Consumption data arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Payment_Debt_Register_1][bookmark: _Ref320227604]Payment Debt Register

A Debt Register recording Debt to be recovered as a percentage of payment when using Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref344990984]Prepayment Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _profile_data_table][bookmark: _Profile_Data_Log][bookmark: _Ref320227228]Profile Data Log

A log capable of storing a minimum of three months of UTC date and time stamped half hourly Consumption data arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _remaining_battery_capacity][bookmark: _Ref320224913]Remaining Battery Capacity

Where GSME includes a Battery, the remaining Battery capacity in days.

[bookmark: _tariff_register_matrix][bookmark: _Security_Log][bookmark: _Ref320196178]Security Log

A log capable of storing one hundred UTC date and time stamped entries of security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Tariff_Register_Matrix_1][bookmark: _Ref346632150][bookmark: _Ref320224168]Supply State

The state of the Supply, being Enabled, Disabled or Armed.

[bookmark: _Ref346634132]Tariff Block Counter Matrix

A 4 x 1 matrix for storing Block Counters for Block Pricing.

[bookmark: _Tariff_TOU_Register][bookmark: _Ref320224035]Tariff TOU Register Matrix

A 1 x 4 matrix for storing Tariff Registers for Time-of-use Pricing.

[bookmark: _time_debt_register_1][bookmark: _Time_Debt_Register][bookmark: _Time_Debt_Registers][bookmark: _Ref320225893][bookmark: _Ref344990906]Time Debt Registers [1 … 2]

[bookmark: _total_consumption_register]Two Debt Registers recording independent debts to be recovered over time when operating Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Toc320027830][bookmark: _Toc343775300][bookmark: _Ref345433241][bookmark: _Toc366852642][bookmark: _Ref386538718][bookmark: _Toc389118011][bookmark: _Toc404159607][bookmark: _Ref405369094][bookmark: _Ref405377706][bookmark: _Ref409701257][bookmark: _Ref409702060][bookmark: _Ref409702078][bookmark: _Ref409702519][bookmark: _Ref433187723][bookmark: _Ref456706230][bookmark: _Ref456706474][bookmark: _Ref469657566][bookmark: _Ref469658228][bookmark: _Ref471890856][bookmark: _Toc456794338][bookmark: _Toc41991800]Electricity Smart Metering Equipment Technical Specifications Version 3.1

[bookmark: _Toc343775301][bookmark: _Toc366852643][bookmark: _Toc389118012][bookmark: _Toc404159608][bookmark: _Toc456794339][bookmark: _Toc41991801]Introduction

[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Section 5 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of Electricity Smart Metering Equipment that an electricity Supplier is required to install and maintain to comply with standard condition 39 of its electricity supply licence.

[bookmark: OLE_LINK13][bookmark: OLE_LINK19]Part A of this Section 5 applies to Single Element Electricity Metering Equipment.

Part B of this Section 5 applies to Twin Element Electricity Metering Equipment.

Part C of this Section 5 applies to Polyphase Electricity Metering Equipment.

Where an Auxiliary Load Control Switch is installed within ESME, an electricity Supplier must comply, in addition, with the minimum functional, interface and data requirements described in Part D of this Section 5.

Where the Boost Function is installed within ESME, an electricity Supplier must comply, in addition, with the minimum functional and data requirements described in Part E of this Section 5.

[bookmark: _Toc343775302][bookmark: _Toc366852644][bookmark: _Toc389118013][bookmark: _Toc404159609][bookmark: _Toc456794340][bookmark: _Toc41991802][bookmark: _Toc320016123]Part A - Single Element Electricity Metering Equipment

[bookmark: _Toc341712252][bookmark: _Toc343775303][bookmark: _Toc366852645][bookmark: _Toc389118014][bookmark: _Toc404159610][bookmark: _Toc456794341][bookmark: _Toc41991803]Overview

In this Part A ESME shall mean Single Element Electricity Metering Equipment.

[bookmark: _Toc366852646][bookmark: _Toc389118015][bookmark: _Toc404159611][bookmark: _Toc456794342][bookmark: _Toc41991804][bookmark: _Toc320016124][bookmark: _Ref339466715][bookmark: _Ref341370047][bookmark: _Ref341370052][bookmark: _Toc343775304]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559302][bookmark: _Toc391462885][bookmark: _Toc391464652][bookmark: _Toc389067461][bookmark: _Toc389118016][bookmark: _Toc366852647][bookmark: _Toc389118017][bookmark: _Toc404159612]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part A, and evidence must be available to confirm such testing and conformance.

[bookmark: _Toc366852648][bookmark: _Toc389118018][bookmark: _Toc404159613]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required described in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 31 August 2017.

[bookmark: _Toc366852649][bookmark: _Toc389118019][bookmark: _Toc404159614][bookmark: _Ref435532793]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

ESME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

[bookmark: _Ref365535779][bookmark: _Ref365535820][bookmark: _Toc366852650][bookmark: _Toc389118020][bookmark: _Toc404159615][bookmark: _Toc456794343][bookmark: _Toc41991805]Physical Requirements

[bookmark: OLE_LINK110][bookmark: OLE_LINK111]ESME shall as a minimum include the following components: 

1. a Clock;

a Data Store;

an Electricity Meter containing one measuring element; 

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (pursuant to section H12 of the Smart Energy Code) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.5, 5.6 and 5.7 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 4 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.1, 5.6.3 and 5.6.4.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; 

Random Number Generator;

Cryptographic Algorithms; 

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME. 

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

[bookmark: _Toc320016125][bookmark: _Toc343775305][bookmark: _Ref366079362][bookmark: _Toc366852651][bookmark: _Toc389118021][bookmark: _Toc404159616][bookmark: _Toc456794344][bookmark: _Toc41991806]Functional Requirements

[bookmark: _Toc316397747][bookmark: _Toc320016126][bookmark: _Toc316222710]This Section describes the minimum functions that ESME shall be capable of performing.

[bookmark: _Toc343775306][bookmark: _Toc366852652][bookmark: _Toc389118022][bookmark: _Toc404159617]Clock

[bookmark: OLE_LINK74][bookmark: OLE_LINK75]The Clock forming part of ESME shall be capable of operating so as to be accurate to within 10 seconds of the UTC date and time under normal operating conditions.

ESME shall be capable of comparing its date and time with the Communications Hub Date and Time, and making adjustments to its date and time.  Where the difference between ESME date and time and the Communications Hub Date and Time is more than 10 seconds ESME shall be capable of:

1. not adjusting its date and time;

generating an entry in the Security Log(5.7.5.31) to that effect; and

generating and sending an Alert via its HAN Interface.

Except when executing a Set Clock(5.6.3.32) Command, ESME shall not be capable of making adjustments to its date and time more than once within any 24 hour time period.

[bookmark: _Toc346120467][bookmark: _Toc346632074][bookmark: _Toc346634054][bookmark: _Toc346709915][bookmark: _Toc346711045][bookmark: _Toc346714146][bookmark: _Toc346714507][bookmark: _Ref341799883][bookmark: _Toc343775307][bookmark: _Toc366852653][bookmark: _Toc389118023][bookmark: _Toc404159618][bookmark: _Ref316388915][bookmark: _Toc320096334]Communications

ESME, and any device forming part of it, shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 5.5.10.5.

[bookmark: _Ref320222056]With the exception of a Communications Hub Function ESME shall only be capable of establishing a Communications Link with a Device with Security Credentials in the Device Log(5.7.4.14) and shall not be capable of establishing a Communications Link via its HAN Interface with any other Devices.

When any Command addressed to ESME is received via any Communications Link ESME shall be capable of:

1. [bookmark: _Ref365473087]using the Security Credentials ESME holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 5.5.10.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref365473133]verifying the integrity of the Command.

On failure of any of (i) to (iii) above, ESME shall be capable of generating an entry in the Security Log(5.7.5.31) to that effect, discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

When executing an immediate Command ESME shall be capable of generating and sending a Response via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

Where the Command is not due to be executed immediately, ESME shall be capable of generating and sending a Response via its HAN Interface to confirm successful receipt. When executing a future dated Command ESME shall be capable of generating and sending an Alert via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

ESME shall only be capable of addressing a Response to the sender of the relevant Command. 

ESME shall be capable of restricting the generation and sending of Alerts for each Alert described in this Section 5 and for each event, which this Section 5 requires the ESME to be capable of logging in the event log and which is not a Critical Event according to the Alerts Configuration Settings(5.7.4.1).

For each Alert described in this Section 5 and for each event which this Section 5 requires the ESME to be capable of logging in the Event Log(5.7.5.16) or Power Event Log(5.7.5.25) and which is not a Critical Event, the ESME shall be capable of logging the event in that event log according to the Events Configuration Settings(5.7.4.51). 

Additionally, if the ESME has the capability to sound an Alarm, the ESME shall be capable of sounding such Alarms according to the Events Configuration Settings(5.7.4.51).

[bookmark: _Ref392752393]Communications Links with a Communications Hub Function via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with one Communications Hub Function.

ESME shall be capable of receiving the Communications Hub Date and Time from a Communications Hub Function.

[bookmark: _Toc318456141][bookmark: _Toc318974851][bookmark: _Toc318990233][bookmark: _Toc319063290][bookmark: _Toc319249782][bookmark: _Toc319250812][bookmark: _Toc318456142][bookmark: _Toc318974852][bookmark: _Toc318990234][bookmark: _Toc319063291][bookmark: _Toc319249783][bookmark: _Toc319250813][bookmark: _Toc318456143][bookmark: _Toc318974853][bookmark: _Toc318990235][bookmark: _Toc319063292][bookmark: _Toc319249784][bookmark: _Toc319250814][bookmark: _Toc318456144][bookmark: _Toc318974854][bookmark: _Toc318990236][bookmark: _Toc319063293][bookmark: _Toc319249785][bookmark: _Toc319250815][bookmark: _Toc318456145][bookmark: _Toc318974855][bookmark: _Toc318990237][bookmark: _Toc319063294][bookmark: _Toc319249786][bookmark: _Toc319250816][bookmark: _Toc318456146][bookmark: _Toc318974856][bookmark: _Toc318990238][bookmark: _Toc319063295][bookmark: _Toc319249787][bookmark: _Toc319250817][bookmark: _Ref316371704][bookmark: _Ref334698186]Communications Links with Type 1 Devices via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of six Type 1 Devices (including a minimum of one PPMID).  ESME shall be capable of supporting up to five Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches.

ESME shall be capable of supporting the following types of Communications Links:

1. receiving the Commands (set out in Section 7.5.5 and Section 8.5.2) that may be sent from each Type 1 Device;

sending the Responses (set out in Section 5.6.3) to a Type 1 Device; 

sending the Commands (set out in Section 5.6.4) to a Type 1 Device and acting on the corresponding Responses from a Type 1 Device;

sending the information (set out in Section 5.6.1) to a Type 1 Device; and

sending Alerts to a Type 1 Device.

[bookmark: _Ref341802405]Communications Links with Type 2 Devices via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of four Type 2 Devices.

ESME shall be capable of supporting the following types of Communications Links:

1. sending the information (set out in Section 5.6.1) to a Type 2 Device; and

sending Alerts to a Type 2 Device.

[bookmark: OLE_LINK98][bookmark: OLE_LINK96][bookmark: _Toc316397751][bookmark: _Toc320016130][bookmark: _Toc343775308][bookmark: _Toc366852654][bookmark: _Toc389118024][bookmark: _Toc404159619][bookmark: _Toc316222713]Data storage

ESME shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc320016131][bookmark: _Ref339553454][bookmark: _Ref339553471][bookmark: _Ref343765427][bookmark: _Toc343775309][bookmark: _Ref345941374][bookmark: _Ref346715402][bookmark: _Ref346715411][bookmark: _Ref363661422][bookmark: _Ref363661434][bookmark: _Ref363741582][bookmark: _Ref364948628][bookmark: _Toc366852655][bookmark: _Toc389118025][bookmark: _Toc404159620]Display of information

ESME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode [INFO](5.7.4.31) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix [INFO](5.7.5.34) with appropriate precision, the Tariff TOU Block Register Matrix(5.7.5.35) with appropriate precision and the Tariff Block Counter Matrix [INFO](5.7.5.33) with appropriate precision; 

the Active Import Register [INFO](5.7.5.3) with appropriate precision;

the Active Export Register [INFO](5.7.5.2) with appropriate precision;

the Meter Balance [INFO](5.7.5.22) [PIN];

the Debt to Clear (calculated as set out in Section 5.5.7.2) [PIN];

the Customer Identification Number [INFO](5.7.4.10) [PIN];

whether Emergency Credit is available for activation [PIN];

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.5.7.2) [PIN];

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

the Supply State [INFO](5.7.5.32);

any time-based debts and Time-based Debt Recovery rates [PIN];

any payment-based debt [PIN];

any accumulated debt recorded in the Accumulated Debt Register [INFO](5.7.5.1) [PIN];

any Standing Charge [INFO](5.7.4.42) [PIN];

the Meter Point Administration Numbers (MPAN) [INFO](5.7.4.28) [PIN];

the Local Time;

the Contact Details [INFO](5.7.4.8);

the Active Tariff Price [INFO](5.7.5.5) [PIN]; and

the Event Log(5.7.5.16) and the Power Event Log(5.7.5.25) (with the exception of any Personal Data).

ESME shall be capable of displaying the Security Log(5.7.5.31) on its User Interface following physical access through the Secure Perimeter of ESME.



ESME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro. 

5.5.4.1 Presentation of information on the User Interface

For each of the values currently stored in the Active Import Register [INFO](5.7.5.3), the Active Export Register [INFO](5.7.5.2), the Tariff ToU Register Matrix [INFO](5.7.5.34), and the Tariff ToU Block Register Matrix(5.7.5.35), ESME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value in to a decimal, integer number of kilowatt hours, rounding the stored value down to the nearest kilowatt hour;

1. discarding all except the five least significant decimal digits so produced; and

1. adding leading zeros (if necessary) so that there are exactly five decimal digits.

[bookmark: _Toc366852656][bookmark: _Toc389118026][bookmark: _Toc404159621][bookmark: _Ref339435558][bookmark: _Ref339435570][bookmark: _Toc343775310]Privacy PIN Protection

ESME shall be capable of preventing the display on the User Interface of items annotated [PIN] in Section 5.5.4, and preventing access on the User Interface to the Commands annotated [PIN] in Section 5.6.2, except on successful execution of an Allow Access to User Interface(5.6.2.3) Command via the User Interface.

[bookmark: _Toc366852657][bookmark: _Toc389118027][bookmark: _Toc404159622]Load limiting

[bookmark: OLE_LINK24][bookmark: OLE_LINK25][bookmark: OLE_LINK1][bookmark: OLE_LINK2]ESME shall be capable of determining when the Active Power Import [INFO](5.7.5.4) is above, for the Load Limit Period(5.7.4.19), the Load Limit Power Threshold(5.7.4.20) and on such an occurrence ESME shall be capable of:

1. generating an entry to that effect in the Event Log(5.7.5.16);

generating and sending an Alert to that effect via its HAN Interface and its User Interface;

counting the number of such occurrences in the Load Limit Counter(5.7.5.18); and

[bookmark: _Ref346622084]Disabling the Supply in circumstances where the Load Limit Supply State(5.7.4.22) is configured to require Disablement, and then:

1. [bookmark: _Ref345952140]immediately Arming the Supply such that it can be Enabled as set out in Section 5.6.2.5;

1. prior to the Load Limit Restoration Period(5.7.4.21) elapsing,

disabling the Supply if ESME is in Prepayment Mode, and either: 

it is not in a Non-Disablement Period and combined Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Disablement Threshold [INFO](5.7.4.15); or

a Non-Disablement Period ends and the combined Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) is below the Disablement Threshold [INFO](5.7.4.15).

then placing the Supply in such a state whereby Supply will be Armed where the combined Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) rises above the Disablement Threshold [INFO](5.7.4.15).

[bookmark: _Ref345952151]after the Load Limit Restoration Period(5.7.4.21) has elapsed, unless ESME is in Prepayment Mode, not in a Non-Disablement Period and the combined Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) is below the Disablement Threshold [INFO](5.7.4.15), then:

enabling the Supply, and setting the Load Limit Supply State(5.7.4.22) to unchanged; and

[bookmark: _Ref345952160]displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert indicating the change in state via its HAN Interface.

[bookmark: _Toc320016133][bookmark: _Ref339553586][bookmark: _Ref339553595][bookmark: _Toc343775311][bookmark: _Toc366852658][bookmark: _Toc389118028][bookmark: _Toc404159623]Payment Mode

ESME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

ESME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance [INFO](5.7.5.22) based on:

1. the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47); and

the Standing Charge [INFO](5.7.4.42).

[bookmark: OLE_LINK102][bookmark: _Ref320222197]Prepayment Mode

ESME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

ESME shall be capable of adding credit to the Meter Balance [INFO](5.7.5.22) (as set out in Sections 5.6.2.2 and 5.6.3.3) and reducing the amount of credit in the Meter Balance [INFO](5.7.5.22).

[bookmark: OLE_LINK76][bookmark: OLE_LINK77]ESME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance [INFO](5.7.5.15) if the Meter Balance [INFO](5.7.5.22) is below the Emergency Credit Threshold [INFO](5.7.4.17)).  ESME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit [INFO](5.7.4.16). ESME shall be capable of reducing the amount of credit in the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated by the Consumer (as set out in Sections 5.6.2.1 and 5.6.3.1) and the Meter Balance [INFO](5.7.5.22) is exhausted.  Any Emergency Credit used shall be repaid when credit is added to ESME (as set out in Sections 5.6.2.2 and 5.6.3.3).

[bookmark: OLE_LINK108][bookmark: OLE_LINK109]ESME shall be capable of reducing the Meter Balance [INFO](5.7.5.22) until it reaches the Disablement Threshold [INFO](5.7.4.15) followed by reducing the Emergency Credit Balance [INFO](5.7.5.15), where activated, until exhausted, on the basis of:

1. [bookmark: _Ref364950110]the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

[bookmark: _Ref364949129]the Standing Charge [INFO](5.7.4.42); and

[bookmark: _Ref364949135][bookmark: _Ref365473365]the recovery of debt hourly or daily through each of the Time Debt Registers [1 … 2] [INFO](5.7.5.36) at rates defined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

Where configured by Suspend Debt Emergency(5.7.4.46) to do so and when Emergency Credit is in use, ESME shall be capable of suspending the application of (ii) and (iii) to the Emergency Credit Balance [INFO](5.7.5.15), and of accumulating (ii) and (iii) in the Accumulated Debt Register [INFO](5.7.5.1).

ESME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register [INFO](5.7.5.1), in the Billing Data Log(5.7.5.10).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and where activated the Emergency Credit Balance [INFO](5.7.5.15) and:

if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Low Credit Threshold [INFO](5.7.4.23), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref346096139]if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Disablement Threshold [INFO](5.7.4.15), Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

where the Supply is Disabled (as set out in (v) above):

1. where configured by Suspend Debt Disabled(5.7.4.45) not to suspend Time-based Debt Recovery, continuing to apply (ii) and (iii) above to reduce the Meter Balance [INFO](5.7.5.22);

where configured by Suspend Debt Disabled(5.7.4.45) to suspend Time-based Debt Recovery, suspending the application of (iii) above to the Meter Balance [INFO](5.7.5.22), and continuing to apply (ii) to reduce the Meter Balance [INFO](5.7.5.22); and

[bookmark: OLE_LINK61][bookmark: OLE_LINK62]if the Supply is Enabled, suspending the Disablement of Supply (as set out in (v) above) during periods defined in the Non-Disablement Calendar [INFO](5.7.4.30), continuing to reduce the Meter Balance [INFO](5.7.5.22) on the basis of (i), (ii) and (iii) above, displaying on its User Interface an indication that the combined Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) is below the Disablement Threshold [INFO](5.7.4.15) and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) ESME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref364950290]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref364950296]amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref364950298]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (viii), (ix) and (x) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.7.5.10)  and the Debt Recovery Rate Cap [INFO](5.7.4.13)).

For Time-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

the amount in the relevant Time Debt Registers [1 … 2] [INFO](5.7.5.36); and 

the corresponding amount determined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

For Payment-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

xliv. the amount defined by Debt Recovery per Payment [INFO](5.7.4.11) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13); and 

xlv. the amount in the Payment Debt Register [INFO](5.7.5.23).

Where an Adjust Debt Command is to reduce the amount in a Debt Register and the amount in the Command is greater than the amount in the Debt Register, ESME shall be capable of setting the amount in the Debt Register to zero then applying the difference in the amounts in the following order:

xlvi. recovering debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

xlvii. repaying Emergency Credit activated and used by the Consumer; and

xlviii. increasing the Meter Balance [INFO](5.7.5.22).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and, where the Supply is Disabled, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref339553747][bookmark: _Ref339553766][bookmark: _Toc343775312][bookmark: _Toc366852659][bookmark: _Toc389118029][bookmark: _Toc404159624][bookmark: _Toc320016134]Pricing 

ESME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

When switching between Time-of-use Bands and Tariff Registers as set out in this Section ESME shall be capable of applying the Randomised Offset(5.7.5.28).

ESME shall be capable of maintaining the Active Tariff Price [INFO](5.7.5.5).

Time-of-use Pricing

ESME shall be capable of recording Consumption according to Time-of-use Bands in one of forty-eight Tariff Registers in the Tariff TOU Register Matrix [INFO](5.7.5.34).

ESME shall be capable of switching between different Tariff Registers once every 30 minutes.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(5.7.4.48).

[bookmark: OLE_LINK32][bookmark: OLE_LINK33]Time-of-use with Block Pricing

[bookmark: OLE_LINK28][bookmark: OLE_LINK29][bookmark: OLE_LINK16][bookmark: OLE_LINK17]ESME shall be capable of recording Consumption in one of four Block Registers for each of eight Time-of-use Bands in the Tariff TOU Block Register Matrix(5.7.5.35).

[bookmark: OLE_LINK18][bookmark: OLE_LINK21]The switching between Time-of-use Bands and sets of Block Registers shall be based on the switching rules set out in the Tariff Switching Table(5.7.4.48).  ESME shall be capable of switching between Time-of-use Bands once every 30 minutes.

Switching between the Block Registers within each Time-of-use Band shall be based on Consumption accumulated in the Tariff Block Counter Matrix [INFO](5.7.5.33) and Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall also be capable of accumulating Consumption in one of four Block Counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) for each of the eight Time-of-use Bands.  ESME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall be capable of resetting the counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) once per Day and in accordance with the timetable set out in the Billing Calendar(5.7.4.7).

[bookmark: _Ref339553900][bookmark: _Ref339553909][bookmark: _Toc343775313][bookmark: _Toc366852660][bookmark: _Toc389118030][bookmark: _Toc404159625]Recording

[bookmark: _Ref338683226]Active Energy Imported

ESME shall be capable of recording cumulative Active Energy Imported in the Active Import Register [INFO](5.7.5.3). 

Active Energy Exported

ESME shall be capable of recording cumulative Active Energy Exported in the Active Export Register [INFO](5.7.5.2).

Billing data

In accordance with the timetable set out in the Billing Calendar(5.7.4.7) ESME shall be capable of taking a UTC date and time stamped copy of: 

1. [bookmark: _Ref391469198]the Tariff TOU Register Matrix [INFO](5.7.5.34); 

[bookmark: OLE_LINK22][bookmark: OLE_LINK23]the Tariff TOU Block Register Matrix(5.7.5.35); and

[bookmark: _Ref392141048]the Active Import Register [INFO](5.7.5.3),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

[bookmark: _Ref391469211]the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10), and:

generating and sending an Alert via its HAN Interface containing the most recent entries in the Billing Data Log(5.7.5.10) of (i) to (iii) above; and

if operating in Credit Mode, immediately resetting the Meter Balance [INFO](5.7.5.22).

[bookmark: OLE_LINK121][bookmark: OLE_LINK122]Consumption data

ESME shall be capable of recording to:

1. the Cumulative and Historical Value Store [INFO](5.7.5.12) in kWh:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

the Daily Consumption Log [INFO](5.7.5.14) in kWh, the Consumption on each of the 731 Days prior to the current Day.

Cost of Consumption data

ESME shall be capable of calculating and recording in the Cumulative and Historical Value Store [INFO](5.7.5.12) the cost of:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

ESME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47); and

the Standing Charge [INFO](5.7.4.42).

Cost of Instantaneous consumption

ESME shall be capable of calculating and recording the Cost of Instantaneous Active Power Import(5.7.5.11) on the basis of:

1. the Active Power Import [INFO](5.7.5.4); and

the Active Tariff Price [INFO](5.7.5.5).

Daily read data

ESME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix [INFO](5.7.5.34), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register(5.7.5.3) and the Active Export Register [INFO](5.7.5.2) together with a UTC date and time stamp in the Daily Read Log(5.7.5.13) every day at midnight UTC.

If operating in Prepayment Mode ESME shall be capable of recording the Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) in the Prepayment Daily Read Log(5.7.5.26) every day at midnight UTC.

[bookmark: _Ref343675403]Daily Consumption data

ESME shall be capable of calculating and storing Consumption for the previous Day together with a UTC date stamp in the Daily Consumption Log [INFO](5.7.5.14) every Day at midnight UTC.

Half hour profile data

ESME shall be capable of recording in each 30 minute period (commencing at the start of minutes 00 and 30 in each hour), the following information (including the UTC date and time at the end of the 30 minute period to which the data relates) in the Profile Data Log [INFO](5.7.5.27):

1. Consumption;

1. Active Energy Exported;

1. Reactive Energy Imported; and

1. Reactive Energy Exported.

Maximum Demand Import data

ESME shall be capable of calculating the average value of Active Power Import [INFO](5.7.5.4) over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording:

1. to the Maximum Demand Active Power Import Value(5.7.5.19), the maximum value so calculated since the Maximum Demand Active Power Import Value(5.7.5.19) was last reset (as set out in Section 5.6.3.26) including the UTC date and time at the end of the 30 minute period to which the data relates; and

[bookmark: OLE_LINK30][bookmark: OLE_LINK31]to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20), the maximum value so calculated in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) was last reset (as set out in Section 5.6.3.28).

Maximum Demand Export data

ESME shall be capable of calculating the average value of Active Power Export over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording to the Maximum Demand Active Power Export Value(5.7.5.21) the maximum value so calculated since the Maximum Demand Active Power Export Value(5.7.5.21) was last reset (as set out in Section 5.6.3.27) including the UTC date and time at the end of the 30 minute period to which the data relates.

Power Threshold Status

ESME shall be capable of comparing the Active Power Import [INFO](5.7.5.4) against thresholds and:

1. if the Active Power Import [INFO](5.7.5.4) is equal to or lower than the Low Medium Power Threshold [INFO](5.7.4.24), setting Power Threshold Status(5.7.5.24) to low;

if the Active Power Import [INFO](5.7.5.4) is higher than the Low Medium Power Threshold [INFO](5.7.4.24) and equal to or lower than the Medium High Power Threshold [INFO](5.7.4.29), setting Power Threshold Status(5.7.5.24) to medium; and

otherwise, setting the Power Threshold Status(5.7.5.24) to high.

Reactive Energy Imported 

ESME shall be capable of recording cumulative Reactive Energy Imported in the Reactive Import Register(5.7.5.30).

Reactive Energy Exported

ESME shall be capable of recording cumulative Reactive Energy Exported in the Reactive Export Register(5.7.5.29).

[bookmark: _Toc320016135][bookmark: _Ref320202045][bookmark: _Toc343775314][bookmark: _Toc366852661][bookmark: _Toc389118031][bookmark: _Toc404159626]Security

[bookmark: _Ref409702174]General

ESME shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

ESME shall be capable of securely disabling Critical Commands other than those Commands set out in Section 5.6 that are Critical Commands.

ESME shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification ESME shall be capable of:

1. generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

Where ESME comprises more than one Device, each Device other than the Electricity Meter shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received. On failure of verification ESME shall be capable of:

generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of logging in the Security Log(5.7.5.31) the occurrence and type of any Sensitive Event.

Security Credentials

Meter Private Keys

ESME shall be capable of generating Public-Private Key Pairs to support the Cryptographic Algorithms set out in Section 5.5.10.3.

ESME shall be capable of securely storing such Private Keys and shall be capable of formatting and sending via its HAN Interface a Certificate Signing Request containing the corresponding Public Key and the ESME Identifier(5.7.1.1).

ESME shall be capable of securely storing Key Agreement values.

Public Key Certificates

ESME shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 5.5.10.3.

[bookmark: OLE_LINK41][bookmark: OLE_LINK42]During the replacement of any ESME Security Credentials(5.7.4.18) (as set out in Section 5.6.3.20), ESME shall be capable of ensuring that the ESME Security Credentials(5.7.4.18) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref341814299][bookmark: _Ref366847870]Role-based Access Control (RBAC)

ESME shall be capable of restricting Authorisation to execute Commands and of issuing Alerts according to Role permissions.

[bookmark: _Ref341814840]Cryptographic Algorithms

ESME shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and creating any Command, Response or Alert, ESME shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing;

Digital Signature verification;

Hashing;

Message Authentication; and

Encryption and Decryption.

Firmware

ESME shall only be capable of activating Firmware on receipt of an Activate Firmware Command (as set out in Section 5.6.3.2).

[bookmark: _Ref321128140]Communications

ESME shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface;

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface,

and any Command that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME, and on such detection shall be capable of:

[bookmark: _Toc320016137]generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of employing techniques to protect against Replay Attacks relating to Commands received.

ESME shall not be capable of executing a Command to modify or delete entries from the Security Log(5.7.5.31).

[bookmark: _Ref335295832][bookmark: _Ref343762478][bookmark: _Toc343775315][bookmark: _Toc366852662][bookmark: _Toc389118032][bookmark: _Ref400445113][bookmark: _Toc404159627]Controlling Auxiliary Loads

ESME shall be capable of supporting up to a maximum combined total of five Auxiliary Load Control Switches and HAN Connected Auxiliary Load Control Switches.

[bookmark: _Ref434500953]Calendar-based switching of HAN Connected Auxiliary Loads

ESME shall be capable of monitoring the Auxiliary Load Control Switch Calendar(5.7.4.2) and at times defined in the calendar:

1. where a Set HAN Connected Auxiliary Load Control Switch [n] State(5.6.3.33) Command has been issued and the time period has not elapsed, taking no further action;

where the Supply State [INFO](5.7.5.32) is Disabled or Armed, taking no further action; and

where the Supply State [INFO](5.7.5.32) is Enabled, applying the Randomised Offset(5.7.5.28) and then issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command containing the time period remaining until the next switching event defined in the calendar for HCALCS [n] (taking account of the Randomised Offset(5.7.5.28)).

On receipt of a Request Control of HAN Connected Auxiliary Load Control Switch(5.6.3.21) Command and on receipt of a Reset HAN Connected Auxiliary Load Control Switch [n] State(5.6.3.24) Command ESME shall be capable of:

where the Supply State [INFO](5.7.5.32) is Disabled or Armed, taking no further action; and

where the Supply State [INFO](5.7.5.32) is Enabled, issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command to set the commanded state of HCALCS [n] according to the rules defined in the Auxiliary Load Control Switch Calendar(5.7.4.2) containing the time period remaining until the next switching event defined in the calendar for HCALCS [n] (taking account of the Randomised Offset(5.7.5.28)).

When controlling an HCALCS as set out in this Section 5.5.11, ESME shall be capable of applying the Randomised Offset(5.7.5.28).

[bookmark: _Toc346709925][bookmark: _Toc346711055][bookmark: _Toc346714156][bookmark: _Toc346714517][bookmark: _Ref339365231][bookmark: _Ref339365238][bookmark: _Toc343775316][bookmark: _Toc366852663][bookmark: _Toc389118033][bookmark: _Toc404159628]Voltage Quality Measurements

[bookmark: _Ref320890360]Average RMS voltage

ESME shall be capable of calculating the average value of RMS voltage over a configurable period as defined in the Average RMS Voltage Measurement Period(5.7.4.6) and:

1. recording the value calculated (including the UTC date and time at the end of the period to which the value relates) in the Average RMS Voltage Profile Data Log(5.7.5.9);

detecting when the value calculated is above the Average RMS Over Voltage Threshold(5.7.4.4), and on detection:

1. counting the number of such occurrences in the Average RMS Over Voltage Counter(5.7.5.7);

where the value calculated in the prior configurable period was below the Average RMS Over Voltage Threshold(5.7.4.4):

generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

detecting when the value calculated is below the Average RMS Over Voltage Threshold(5.7.4.4), and where the value calculated in the prior configurable period was above the Average RMS Over Voltage Threshold(5.7.4.4):

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

[bookmark: OLE_LINK4]detecting when the value calculated is below the Average RMS Under Voltage Threshold(5.7.4.5), and on detection:

1. counting the number of such occurrences in the Average RMS Under Voltage Counter(5.7.5.8);

where the value calculated in the prior configurable period was above the Average RMS Under Voltage Threshold(5.7.4.5):

generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

detecting when the value is above the Average RMS Under Voltage Threshold(5.7.4.5), and where the value calculated in the prior configurable period was below the Average RMS Under Voltage Threshold(5.7.4.5):

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS extreme over voltage detection

ESME shall be capable of:

1. [bookmark: OLE_LINK12]detecting when the RMS voltage rises above the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; and

detecting when the RMS voltage returns below the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS extreme under voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage falls below the RMS Extreme Under Voltage Threshold(5.7.4.37) for a continuous period longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); 

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage rises back above the RMS Extreme Under Voltage Threshold(5.7.4.37) for a continuous period longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); 

generating and sending an Alert to that effect via its HAN Interface;

RMS voltage sag detection

ESME shall be capable of:

1. detecting when the RMS voltage falls below the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage returns above the RMS Voltage Sag Threshold(5.7.4.40) for longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS voltage swell detection

ESME shall be capable of:

1. detecting when the RMS voltage rises above the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage returns below the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface. 

Supply outage reporting

ESME shall be capable of recording the UTC date and time at which the Supply is interrupted and the UTC date and time when the Supply is restored and:

1. generating entries to that effect in the Power Event Log(5.7.5.25);

following restoration of the Supply, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration; and

following restoration of the Supply, when the time difference between the Supply being interrupted and restored is greater than or equal to three minutes, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration.

[bookmark: _Toc320016138][bookmark: _Ref342469549][bookmark: _Toc343775317][bookmark: _Ref343787863][bookmark: _Ref344997234][bookmark: _Ref366079387][bookmark: _Toc366852664][bookmark: _Toc389118034][bookmark: _Toc404159629]ESME Operational Integrity

ESME shall be capable of taking all reasonable steps to detect conditions affecting its Smart Meter Operational Integrity and on such detection shall be capable of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface where reasonably practicable, including in the Alert information relating to the nature of the condition detected.

[bookmark: _Ref459203646][bookmark: _Ref459203684][bookmark: _Toc456794345][bookmark: _Toc41991807]Interface Requirements

This Section describes the minimum required interactions which ESME shall be capable of undertaking via its HAN Interface and its User Interface (including with Devices as set out in Sections 5.5.2.2 and 5.5.2.3).

[bookmark: _Toc311625885][bookmark: _Toc311625886][bookmark: _Toc311625887][bookmark: _Toc311625888][bookmark: _Toc311566491][bookmark: _Toc311566548][bookmark: _Toc311625889][bookmark: _Toc311566492][bookmark: _Toc311566549][bookmark: _Toc311625890][bookmark: _Toc311566493][bookmark: _Toc311566550][bookmark: _Toc311625891][bookmark: _Toc311566494][bookmark: _Toc311566551][bookmark: _Toc311625892][bookmark: _Toc311566495][bookmark: _Toc311566552][bookmark: _Toc311625893][bookmark: _Toc316397759][bookmark: _Ref316933325][bookmark: _Ref316933329][bookmark: _Toc320016139][bookmark: _Ref320202122][bookmark: _Ref321301739][bookmark: _Toc343775318][bookmark: _Ref343783722][bookmark: _Ref363655558][bookmark: _Ref363655566][bookmark: _Toc366852665][bookmark: _Ref386531752][bookmark: _Toc389118035][bookmark: _Toc404159630]Type 1 Devices and Type 2 Device information provision

[bookmark: OLE_LINK97][bookmark: OLE_LINK103][bookmark: _Ref316998567][bookmark: _Toc316999617][bookmark: _Toc320016140][bookmark: _Ref320202536][bookmark: _Toc316397761][bookmark: _Ref317001996][bookmark: OLE_LINK8]ESME shall be capable, immediately upon establishment of a Communications Link with Type 1 Devices (as set out in Section 5.5.2.2) and Type 2 Devices (as set out in Section 5.5.2.3), of providing the data annotated [INFO] set out in Sections 5.7.1, 5.7.4 and 5.7.5 to Type 1 Devices and Type 2 Devices (with timely updates of any changes to all data).

[bookmark: _Toc365032032][bookmark: _Toc365535600][bookmark: _Toc365616775][bookmark: _Toc365623076][bookmark: _Toc365985948][bookmark: _Toc366240756][bookmark: _Toc366240925][bookmark: _Toc366241782][bookmark: _Toc366245225][bookmark: _Toc366739807][bookmark: _Toc366739968][bookmark: _Toc366741311][bookmark: _Toc366741472][bookmark: _Toc366741633][bookmark: _Toc366850043][bookmark: _Toc366850202][bookmark: _Toc366852666][bookmark: OLE_LINK104][bookmark: _Toc320016141][bookmark: _Toc343775319][bookmark: _Ref363661494][bookmark: _Ref363741597][bookmark: _Ref364948716][bookmark: _Toc366852667][bookmark: _Toc389118036][bookmark: _Toc404159631]User Interface Commands

ESME shall be capable of executing immediately the Commands set out in this Section 5.6.2  following their receipt via its User Interface.

ESME shall be capable of logging all such Commands received and Outcomes in the Event Log(5.7.5.16).

[bookmark: _Ref321144677][bookmark: _Ref316933902][bookmark: _Ref316934020]Activate Emergency Credit [PIN]

A Command to activate Emergency Credit when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command, if the Supply is Disabled, ESME shall be capable of Arming the Supply if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref321218988]Add Credit

A Command to accept credit to be applied to ESME when ESME is operating in Prepayment Mode on input of a UTRN.  In executing the Command, ESME shall be capable of:

1. [bookmark: _Ref405376505]comparing the credit value of the UTRN with the Maximum Credit Threshold(5.7.4.25) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366598158]comparing the projected new Meter Balance [INFO](5.7.5.22) (calculated on the basis of (xii) to (xv) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance [INFO](5.7.5.22) is greater than the Maximum Meter Balance Threshold(5.7.4.27); 

[bookmark: _Ref366598168]verifying the Authenticity of the UTRN;

[bookmark: _Ref405376530]verifying that ESME is the intended recipient of the UTRN;

[bookmark: _Ref405376413]using the UTRN to generate a UTRN Counter, and comparing this against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

ESME shall be capable of generating an entry in the Security Log(5.7.5.31):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

[bookmark: _Ref316933145]where duplicates are rejected as set out in (v) above.

In executing the Command, ESME shall be capable of applying the credit added in the following order:

[bookmark: _Ref320639494][bookmark: _Ref319678767]recovery of payment-based debt of an amount defined by Debt Recovery per Payment [INFO](5.7.4.11) from the Payment Debt Register [INFO](5.7.5.23) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13);

[bookmark: _Ref319678779]recovery of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref320639482]repayment of Emergency Credit activated and used by the Consumer; and

adding remaining credit (the credit after deduction of (xii), (xiii) and (xiv) above) to the Meter Balance [INFO] (5.7.5.22).

In executing the Command, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15) and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, ESME shall be capable of:

[bookmark: OLE_LINK119][bookmark: OLE_LINK120][bookmark: OLE_LINK80][bookmark: OLE_LINK81]recording the credit applied to the Meter Balance [INFO](5.7.5.22) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(5.7.5.10); and

generating and sending an Alert containing the UTC date and time of the last update of the Meter Balance [INFO](5.7.5.22) via its HAN Interface.

[bookmark: _Ref363742706][bookmark: _Ref364948765][bookmark: _Ref343594833]Allow Access to User Interface

Where Privacy PIN Protection is enabled, a Command to enable temporary access to the restricted display items annotated [PIN] in Section 5.5.4 and the restricted User Interface Commands annotated [PIN] in Section 5.6.2 on input of a number that matches the Privacy PIN(5.7.3.1).

[bookmark: _Ref345587864]Disable Privacy PIN Protection [PIN] 

A Command to disable Privacy PIN Protection.

[bookmark: _Ref366854338]Enable Supply [PIN]

A Command to Enable the Supply if the Supply is Armed.

In executing the Command ESME shall be capable of setting the Supply State [INFO](5.7.5.32) accordingly.

[bookmark: _Ref449445930]Find Smart Metering Home Area Network and Re-establish Communications Links

A Command to seek the frequency at which a ZigBee SEP Smart Metering Home Area Network is operating and then:

1. [bookmark: _Ref392752481]re-establish the Communications Links set out in Sections 5.5.2.1, 5.5.2.2 and 5.5.2.3;

generate an entry to that effect in the Event Log(5.7.5.16); and

generate and sending an Alert to that effect via its HAN Interface.

Where the ESME has Communications Links set out in 5.6.2.6(i) ESME shall be capable of not executing the Command.

Set Privacy PIN [PIN]

A Command to set a new value of the Privacy PIN(5.7.3.1).

In executing the Command where Privacy PIN Protection is disabled ESME shall be capable of enabling Privacy PIN Protection.

[bookmark: _Ref316659735][bookmark: _Toc320016142][bookmark: _Toc343775320][bookmark: _Toc366852668][bookmark: _Toc389118037][bookmark: _Toc404159632]HAN Interface Commands

ESME shall be capable of executing the Commands set out in this Section.  ESME shall be capable of logging all Commands received and Outcomes in the Event Log(5.7.5.16).

ESME shall be capable of executing Commands immediately on receipt (‘immediate Commands’) and where specified in the Great Britain Companion Specification at a future date (‘future dated Commands’).  A future dated Command shall include the UTC date and time at which the Command shall be executed by ESME.

ESME shall be capable of cancelling a future dated Command. A future dated Command shall be capable of being cancelled by an Authorised party, subject to RBAC (as set out in Section 5.5.10.2.3).  ESME shall be capable of generating and sending a Response acknowledging that a future dated Command has been successfully cancelled.

[bookmark: _Ref321144688][bookmark: _Ref320221942]Activate Emergency Credit

A Command to activate Emergency Credit when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command where the Supply is Disabled ESME shall be capable of Arming the Supply if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref343591523][bookmark: _Ref321219019]Activate Firmware

A Command to activate Firmware.

In executing the Command ESME shall be capable of installing new Firmware using a mechanism that is robust against failure and loss of data.

The new Firmware shall include version information. Where new Firmware is successfully installed, ESME shall be capable of recording the version information of that new Firmware in Firmware Version(5.7.5.17).

[bookmark: _Ref344988928]Add Credit

A Command to accept credit to be applied to ESME when ESME is operating in Prepayment Mode on receipt of: a UTRN from a Type 1 Device or a UTRN from an Authorised party. 

In executing the Command following receipt of a UTRN from a Type 1 Device ESME shall be capable of applying credit as set out in Section 5.6.2.2.

In executing the Command following receipt of a UTRN from an Authorised party, ESME shall be capable of:

1. [bookmark: _Ref366656259]comparing the credit value of the UTRN with the Maximum Credit Threshold(5.7.4.25) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366598463]comparing the projected new Meter Balance [INFO](5.7.5.22) (calculated on the basis of (xii) to (xv) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance [INFO](5.7.5.22) is greater than the Maximum Meter Balance Threshold(5.7.4.27);

[bookmark: _Ref366598477]verifying the Authenticity of the UTRN;

[bookmark: _Ref366656286]verifying that ESME is the intended recipient of the UTRN;

[bookmark: _Ref366656302]comparing the UTRN Counter against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

ESME shall be capable of generating an entry in the Security Log(5.7.5.31):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

where duplicates are rejected as set out in (v) above.

In executing the Command, ESME shall be capable of applying the credit added in the following order:

[bookmark: OLE_LINK99][bookmark: OLE_LINK100][bookmark: OLE_LINK101][bookmark: _Ref345053423][bookmark: _Ref320021665][bookmark: _Ref320865794]recovery of payment-based debt of an amount defined by Debt Recovery per Payment [INFO](5.7.4.11) from the Payment Debt Register [INFO](5.7.5.23) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13);

[bookmark: _Ref345053549][bookmark: _Ref320021673]recovery of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref320639352]repayment of Emergency Credit activated and used by the Consumer; and

[bookmark: _Ref366656226]adding remaining credit (the credit after deduction of (xii), (xiii) and (xiv) above) to the Meter Balance [INFO](5.7.5.22).

In executing the Command, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, ESME shall be capable of recording the credit applied to the Meter Balance [INFO](5.7.5.22) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(5.7.5.10).

In executing the Command from a Type 1 Device, ESME shall be capable of generating and sending an Alert containing the UTC date and time stamp of the last update of the Meter Balance [INFO](5.7.5.22) via its HAN Interface.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref341814447]Add Device Security Credentials

A Command to add Security Credentials for a Type 1 Device or a Type 2 Device to the Device Log(5.7.4.14).

In executing the Command, ESME shall be capable of:

1. verifying the Security Credentials; and

recording the Command and Outcome to the Security Log(5.7.5.31).

[bookmark: _Ref316661316][bookmark: _Ref316661293]Adjust Debt

[bookmark: _Ref316933205]A Command to apply positive and negative adjustments to the Time Debt Registers [1 … 2] [INFO](5.7.5.36) and the Payment Debt Register [INFO](5.7.5.23) when operating in Prepayment Mode.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref346621576]Adjust Meter Balance

A Command to apply positive and negative adjustments to the Meter Balance [INFO](5.7.5.22).

In executing the Command where ESME is operating in Prepayment Mode and where, following any such adjustment, the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), ESME shall be capable of Arming the Supply and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface, generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref316661335][bookmark: _Ref392496509]Arm Supply

A Command to return ESME from a Locked state to an Unlocked state.

In executing the Command where the state of the Supply is Enabled or Armed, ESME shall Arm the Supply and shall set the Supply State [INFO](5.7.5.32) to Armed.

In executing the Command where the state of the Supply is only Disabled as a result of: 

1. a Disable Supply Command; or

lxxiv. an attempt at Unauthorised Physical Access through its Secure Perimeter and the Supply Tamper State(5.7.4.44),

ESME shall Arm the Supply and shall set the Supply State [INFO](5.7.5.32) to Armed; otherwise ESME shall not Arm the Supply.

Clear Auxiliary Load Control Switch Event Log

A Command to clear all entries from the Auxiliary Load Control Switch Event Log(5.7.5.6). ESME shall be capable of logging that the Command has been executed in the Security Log(5.7.5.31).

Clear Event Log

A Command to clear all entries from the Event Log(5.7.5.16). ESME shall be capable of logging that the Command has been executed in the Security Log(5.7.5.31).

Disable Privacy PIN Protection 

A Command to disable Privacy PIN Protection.

Disable Supply

A Command to establish a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

In executing the Command ESME shall be capable of setting the Supply State(5.7.5.32) to Disabled.

[bookmark: _Ref316661383][bookmark: _Ref316661463][bookmark: _Ref316661487]Enable Supply

 A Command to return ESME from a Locked state to an Unlocked state. 

In executing the Command where the state of the Supply is Enabled or Armed, ESME shall Enable the Supply and shall set the Supply State [INFO](5.7.5.32) to Enabled.

In executing the Command where the state of the Supply is only Disabled as a result of: 

1. a Disable Supply Command; or

lxxvi. an attempt at Unauthorised Physical Access through its Secure Perimeter and the Supply Tamper State(5.7.4.44),

ESME shall Enable the Supply and shall set the Supply State [INFO](5.7.5.32) to Enabled; otherwise ESME shall not Enable the Supply.

Issue ESME Security Credentials

A Command to generate a Public-Private Key Pair and issue a corresponding Certificate Signing Request.

PPMID Enable Supply

A Command issued by a PPMID to Enable the Supply if the Supply is Armed. In executing the Command ESME shall be capable of setting the Supply State [INFO](5.7.5.32) accordingly.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 5.7.4.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Constant Data

A Command to read the value of one or more of the constant data items set out in Section 5.7.1.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Operational Data

A Command to read the value of one or more of the operational data items set out in Section 5.7.5.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

[bookmark: _Ref343591354]Receive Firmware

A Command to receive Firmware.

In executing the Command ESME shall be capable of:

1. only accepting new Firmware from an Authorised and Authenticated source; and

verifying the Authenticity and integrity of new Firmware before installation.

Remove Device Security Credentials

A Command to remove Security Credentials for a Type 1 Device or a Type 2 Device from the Device Log(5.7.4.14).

In executing the Command ESME shall be capable of recording the Command and Outcome to the Security Log(5.7.5.31).

[bookmark: _Ref365470586][bookmark: OLE_LINK14][bookmark: OLE_LINK15]Replace ESME Security Credentials

A Command to replace ESME Security Credentials(5.7.4.18).

In executing the Command ESME shall be capable of:

1. maintaining the Command’s Transactional Atomicity; and

recording the Command and Outcome to the Security Log(5.7.5.31). 

[bookmark: _Ref366751137]Request Control of HAN Connected Auxiliary Load Control Switch

A Command issued by an HCALCS requesting that an ESME issues a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command according to the rules set out in Section 5.5.11.

Reset Average RMS Over Voltage Counter

A Command to reset the Average RMS Over Voltage Counter(5.7.5.7) to zero.

Reset Average RMS Under Voltage Counter

A Command to reset the Average RMS Under Voltage Counter(5.7.5.8) to zero.

[bookmark: _Ref400444581]Reset HAN Connected Auxiliary Load Control Switch [n] State

A Command to revert to the state commanded by the Auxiliary Load Control Switch Calendar(5.7.4.2).  In executing the Command, according to the rules set out in Section 5.5.11.1, ESME shall be capable of issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command to HCALCS [n].

Reset Load Limit Counter

A Command to reset the Load Limit Counter(5.7.5.18) to zero.

[bookmark: _Ref335143848][bookmark: _Ref336501237][bookmark: _Ref341436841]Reset Maximum Demand Active Power Import Value

A Command to reset the Maximum Demand Active Power Import Value(5.7.5.19).

[bookmark: _Ref335143918][bookmark: _Ref336501464]Reset Maximum Demand Active Power Export Value

A Command to reset the Maximum Demand Active Power Export Value(5.7.5.21).

[bookmark: _Ref342913990]Reset Maximum Demand (Configurable Time) Active Power Import Value

A Command to reset the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20).

Reset Meter Balance

A Command to reset the Meter Balance [INFO](5.7.5.22) to zero.

In executing the Command, ESME shall reset the Accumulated Debt Register [INFO](5.7.5.1), the Emergency Credit activated and used, and the Emergency Credit Balance [INFO](5.7.5.15).

Reset Tariff Block Counter Matrix

A Command to reset the Tariff Block Counter Matrix [INFO](5.7.5.33) to zero.

[bookmark: _Ref375145041][bookmark: OLE_LINK26][bookmark: OLE_LINK27]Restrict Data

A Command to restrict provision to Type 1 Devices and Type 2 Devices of all items of Personal Data stored in ESME which have a UTC date and time stamp prior to the date and time stamp specified in the Restrict Data Command.

[bookmark: _Ref365986061][bookmark: _Ref313623628][bookmark: _Ref313623642]Set Clock

A Command to set the Clock date and time via its HAN Interface.

In executing the Command, ESME shall be capable of comparing the date and time specified in the Command with the Communications Hub Date and Time. Where the difference is:

1. within the tolerance specified in the Command ESME shall be capable of adjusting its date and time to the Communications Hub Date and Time and generating an entry to that effect in the Event Log(5.7.5.16); and

outside the tolerance specified in the Command ESME shall be capable of not adjusting its date and time and:

a) generating an entry to that effect in the Event Log(5.7.5.16); and

b) generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of ensuring that any adjustments do not cause calendar-based events to be missed or future-dated Commands to be missed or repeated. 

[bookmark: _Ref373931556][bookmark: OLE_LINK86][bookmark: OLE_LINK87]Set HAN Connected Auxiliary Load Control Switch [n] State

A Command to ignore the state defined in Auxiliary Load Control Switch Calendar(5.7.4.2) and to issue a Control HAN Connected Auxiliary Load Control Switch (5.6.4.1) Command to HCALCS [n] for a time period specified within the ‘Set HAN Connected Auxiliary Load Control Switch [n] State Command’.

[bookmark: OLE_LINK7]ESME shall only be capable of issuing a Command to set HCALCS [n] as closed when the Supply State [INFO](5.7.5.32) is Enabled.

[bookmark: _Ref339295394]Set Payment Mode

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode [INFO](5.7.4.31).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Tariff TOU Block Register Matrix(5.7.5.35); and

the Active Import Register [INFO](5.7.5.3),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10).

[bookmark: _Ref392760022]Set Tariff

A Command to accept new values for Tariff TOU Price Matrix [INFO](5.7.4.50), Tariff Block Price Matrix [INFO](5.7.4.47), Tariff Switching Table(5.7.4.48) and Tariff Threshold Matrix [INFO](5.7.4.49).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Tariff TOU Block Register Matrix(5.7.5.35); and

the Active Import Register [INFO](5.7.5.3),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10).

[bookmark: OLE_LINK82][bookmark: OLE_LINK83]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 5.7.4.

In executing the Command, ESME shall be capable of generating an entry to that effect in the Event Log(5.7.5.16).

[bookmark: _Ref342570781][bookmark: _Toc343775321][bookmark: _Toc366852669][bookmark: _Ref386468872][bookmark: _Toc389118038][bookmark: _Toc404159633]HAN Interface Commands issued by ESME

ESME shall be capable of issuing the Commands set out in this Section, receiving corresponding Responses and, where required by a Response, taking the required actions.

[bookmark: _Ref400445363][bookmark: _Ref371599196]Control HAN Connected Auxiliary Load Control Switch 

[bookmark: _Toc320016143][bookmark: _Toc343775322]A Command requesting that a HAN Connected Auxiliary Load Control Switch either closes or opens its switch for a time period specified within the Command.  The ESME shall be capable of issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command according to the rules set out in Section 5.5.11.1.

In executing the Command, ESME shall be capable of recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6).

[bookmark: _Ref366079405][bookmark: _Toc366852670][bookmark: _Toc389118039][bookmark: _Toc404159634][bookmark: _Toc456794346][bookmark: _Toc41991808]Data Requirements

This Section describes the minimum information which ESME shall be capable of holding in its Data Store.

[bookmark: _Toc320016144][bookmark: _Ref320541998][bookmark: _Ref320542002][bookmark: _Ref338766850][bookmark: _Toc343775323][bookmark: _Toc366852671][bookmark: _Toc389118040][bookmark: _Toc404159635]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref320622767][bookmark: _Toc311543949][bookmark: _Toc313517487]ESME Identifier

A globally unique identifier used to identify ESME based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

Manufacturer Identifier

An identifier used to identify the manufacturer of ESME.

Model Type

An identifier used to identify the model of ESME.

[bookmark: _Ref363639955]Meter Variant 

A data item to indicate if ESME is Single Element Electricity Metering Equipment, Twin Element Electricity Metering Equipment or Polyphase Electricity Metering Equipment.

[bookmark: _Ref342899312]Randomised Offset Number

A randomly generated value between 0 and 1.

[bookmark: _Toc343775324][bookmark: _Toc366852672][bookmark: _Toc389118041][bookmark: _Toc404159636][bookmark: _Ref435532895][bookmark: _Ref435533087]This Section is not used

[bookmark: _Toc366852673][bookmark: _Toc389118042][bookmark: _Toc404159637][bookmark: _Toc319250835][bookmark: _Toc320016145][bookmark: _Ref320222294][bookmark: _Ref338766970][bookmark: _Toc343775325]Locally Set Configuration Data

Describes data that is configured by execution of a User Interface Command and that is not available outside ESME.

[bookmark: _Ref363745847]Privacy PIN

A number comprising four digits used by the Consumer to enable temporary access to a specified set of display items and Commands via the User Interface of ESME.

[bookmark: _Toc366852674][bookmark: _Ref373939142][bookmark: _Ref388950671][bookmark: _Ref389049686][bookmark: _Toc389118043][bookmark: _Toc404159638][bookmark: _Ref479755854]Configuration data

Describes data that configures the operation of various functions of ESME.

[bookmark: _Ref386446122]Alerts Configuration Settings

Settings to control whether to generate and send an Alert.

[bookmark: _Ref342564378][bookmark: _Ref343084621]Auxiliary Load Control Switch Calendar

[bookmark: OLE_LINK69][bookmark: OLE_LINK70]A Switching Table containing a set of rules for setting the commanded state of up to five Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches as open and closed. 

The rules stored within the table shall specify which Day Profile should be used to set the commanded state of each Auxiliary Load Control Switch or HAN Connected Auxiliary Load Control Switch according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day and the Day Profile specified for that day of the Week; or

where the day is not a Special Day, the Day Profile specified for that day of the Week.

The Switching Table shall support up to 48 switching rules across all Day Profiles.

All dates and times shall be specified in UTC.

[bookmark: _Ref342571785]Auxiliary Load Control Switch [n] Description [INFO]

For each Auxiliary Load Control Switch or HAN Connected Auxiliary Load Control Switch, a description of the type of controlled load connected, the switch type and, for HAN Connected Auxiliary Load Control Switches, the HCALCS Identifier(8.6.1.1).

[bookmark: _Billing_Calendar_1][bookmark: _Voltage_Over_Threshold_1][bookmark: _Ref315855917][bookmark: _Ref320234458]Average RMS Over Voltage Threshold

The average RMS voltage above which an over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Under_Threshold][bookmark: _Ref315855863][bookmark: _Ref320234179]Average RMS Under Voltage Threshold

The average RMS voltage below which an under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref321145090][bookmark: _Ref320232497]Average RMS Voltage Measurement Period

The length of time in seconds over which the RMS voltage is averaged.

[bookmark: _Ref321224815]Billing Calendar

A calendar defining billing dates for the storage of billing related information in the Billing Data Log(5.7.5.10).

[bookmark: _Ref336518520][bookmark: _Ref343760509][bookmark: _Ref365453130][bookmark: _Ref436814709]Contact Details [INFO]

The name and contact telephone number of the Supplier.

[bookmark: _Ref342571793][bookmark: _Ref320235139]Currency Units [INFO]

The Currency Units currently used by ESME, which shall be either GB Pounds or European Central Bank Euro.

[bookmark: _Ref359312729]Customer Identification Number [INFO]

A number issued to ESME for display on the User Interface.

[bookmark: _Ref343176703][bookmark: _Ref456772439]Debt Recovery per Payment [INFO]

The percentage of a payment to be recovered against debt when ESME is operating Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref320231704][bookmark: _Ref456768080]Debt Recovery Rates [1 … 2] [INFO]

Two debt recovery rates in Currency Units per unit time for when ESME is using Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref320235213][bookmark: _Ref456772503]Debt Recovery Rate Cap [INFO]

The maximum amount in Currency Units per unit time that can be recovered through Payment-based Debt Recovery when ESME is operating in Prepayment Mode.

[bookmark: _Disablement__Threshold][bookmark: _Ref342571798][bookmark: _Ref320231952]Device Log

The Security Credentials for each of the Type 1 Devices and Type 2 Devices with which ESME can establish Communications Links.

[bookmark: _Ref343163311][bookmark: _Ref402359479]Disablement Threshold [INFO]

The threshold in Currency Units for controlling when to Disable the Supply.

[bookmark: _Ref320231540]Emergency Credit Limit [INFO]

The amount of Emergency Credit in Currency Units to be made available to a Consumer where Emergency Credit is activated by the Consumer.

[bookmark: _Ref320231491]Emergency Credit Threshold [INFO]

[bookmark: _Ref336504197][bookmark: _Ref343162086]The threshold in Currency Units below which Emergency Credit Balance [INFO](5.7.5.15) may be activated by the Consumer if so configured when ESME is operating in Prepayment Mode.

[bookmark: _Ref365019527]ESME Security Credentials

The Security Credentials for ESME and parties Authorised to establish Communications Links with it.

[bookmark: _Ref346636810]Load Limit Period

The length of time in seconds which the Active Power Import [INFO](5.7.5.4) needs to continuously exceed the Load Limit Power Threshold(5.7.4.20) before a load limiting event is deemed to have occurred.

[bookmark: _Ref320230862][bookmark: _Ref335139265]Load Limit Power Threshold

The Active Power threshold in kW above which the measurement of a Load Limit Period(5.7.4.19) is commenced.

[bookmark: _Ref336504517]Load Limit Restoration Period

The length of time in seconds after the Supply has been Armed following a Load Limiting Event before the Supply is Enabled by ESME.

[bookmark: _Aux_Load_Control][bookmark: _Load_Limited_Disable][bookmark: _Load_Limited_Switch][bookmark: _Load_Limit_Supply][bookmark: _Ref320231119]Load Limit Supply State

A setting to control the state of the Supply in the case of a load limiting occurring, being Disabled or unchanged. 

[bookmark: _Load_Limit_Power][bookmark: _Low_Medium_Power][bookmark: _Ref320231848][bookmark: _Ref315857612]Low Credit Threshold [INFO]

The threshold in Currency Units below which a low credit Alert is signalled.

[bookmark: _Low_Medium_Power_1][bookmark: _Ref320232852]Low Medium Power Threshold [INFO]

[bookmark: OLE_LINK9][bookmark: OLE_LINK11]A value in kW defining the threshold between an indicative low and medium Active Power Import [INFO](5.7.5.4) level.

[bookmark: _Ref366597829]Maximum Credit Threshold

The maximum credit which can be applied by any Add Credit Command.

[bookmark: _Ref335142455]Maximum Demand Configurable Time Period

A single time period of up to 24 hours comprising a number of half-hour periods (commencing at the start of minutes 00 and 30 in each hour) during which recording to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) is active.

[bookmark: _Ref366598003]Maximum Meter Balance Threshold

The Meter Balance [INFO](5.7.5.22) threshold in Currency Units above which an Add Credit Command is rejected.

[bookmark: _Ref341282118]Meter Point Administration Numbers (MPAN) [INFO]

The reference numbers identifying an electricity metering point for Import and Export.

[bookmark: _Medium_High_Power][bookmark: _Ref315857638][bookmark: _Ref320233200]Medium High Power Threshold [INFO]

A value in kW defining the threshold between an indicative medium and high Active Power Import [INFO](5.7.5.4) level.

[bookmark: _Ref320230518][bookmark: _Ref365452872]Non-Disablement Calendar [INFO]

A Switching Table comprising a set of rules specifying periods during which the Supply will not be Disabled due to the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falling below the Disablement Threshold [INFO](5.7.4.15), when ESME is operating in Prepayment Mode. 

The rules stored within the table shall specify which of five Day Profiles should be used to specify Non-disablement Periods for each day according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

A Day Profile shall contain up to one contiguous time period during which the Supply may be Disabled due to the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falling below the Disablement Threshold [INFO](5.7.4.15), when ESME is operating in Prepayment Mode.

The rules shall support three Season Profiles and two Week Profiles.  Each Week Profile shall support two Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: OLE_LINK94][bookmark: _Ref320230200]Payment Mode [INFO]

The current mode of operation, being Prepayment Mode or Credit Mode.

Public Key Security Credentials Store

A store for Security Credentials relating to Public Keys.

[bookmark: _Ref336518064][bookmark: _Ref343173993]Randomised Offset Limit

A value in seconds in the range 0 to 1799.

[bookmark: _RMS_Voltage_Extreme][bookmark: _RMS_Voltage_Event][bookmark: _RMS_Voltage_Extreme_1][bookmark: _Ref320234535][bookmark: _Ref315855823]RMS Extreme Over Voltage Measurement Period

The duration in seconds used to measure an extreme over voltage condition.

[bookmark: _Voltage_Swell/Sag_Measurement_1][bookmark: _Ref321145317][bookmark: _Ref320234784]RMS Extreme Over Voltage Threshold

The RMS voltage above which an extreme over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME. 

[bookmark: _Ref346711121]RMS Extreme Under Voltage Measurement Period

The duration in seconds used to measure an extreme under voltage condition.

[bookmark: _Ref321149827]RMS Extreme Under Voltage Threshold

The RMS voltage below which an extreme under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref321213500]RMS Voltage Sag Measurement Period

The duration in seconds used to measure a voltage sag condition.

[bookmark: _Ref320720145]RMS Voltage Swell Measurement Period

The duration in seconds used to measure a voltage swell condition.

[bookmark: _Voltage_Sag_Threshold][bookmark: _Ref320234887]RMS Voltage Sag Threshold

The RMS voltage below which a sag condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Swell_Threshold][bookmark: _Ref320234841]RMS Voltage Swell Threshold

The RMS voltage above which a swell condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Measurement_Period][bookmark: _Ref320231370][bookmark: _Ref365453053]Standing Charge [INFO]

A charge to be levied in Currency Units per unit time when operating in Credit Mode and Prepayment Mode.

[bookmark: _Ref363650431][bookmark: _Ref320233428]Supplier Message [INFO]

A message issued to, and held on, ESME for provision to the Consumer.

[bookmark: _Ref365035641]Supply Tamper State

A setting to control the state of the Supply in the case of Unauthorised Physical Access being detected, being Locked or unchanged.

[bookmark: _Ref320232096]Suspend Debt Disabled

A setting controlling whether debt should be collected when ESME is operating in Prepayment Mode and Supply is Disabled.

[bookmark: _Ref320232036]Suspend Debt Emergency

A setting controlling whether standing charge and debt should be deducted from the Emergency Credit Balance [INFO](5.7.5.15) when ESME is operating in Prepayment Mode and Emergency Credit is in use.

[bookmark: _Ref320231260]Tariff Block Price Matrix [INFO]

A 4 x 8 matrix containing Prices for Block Pricing.

[bookmark: _Ref320232155]Tariff Switching Table [INFO]

A set of rules for allocating half-hourly Consumption to a Tariff Register for Time-of-use Pricing and Time-of-use with Block Pricing. The rules stored within the table shall specify which of 16 Day Profiles should be used to allocate Consumption to Tariff Registers according to:

1. where the day is one of 50 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

The Switching Table shall support four Season Profiles and four Week Profiles.  The Switching Table shall support up to 200 switching rules across all Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: _Tariff_Switching_Table_1][bookmark: _Tariff_Switching_2][bookmark: _Tariff_Switching_Table_2][bookmark: _Tariff_Switching_Export][bookmark: _Ref320232222]Tariff Threshold Matrix [INFO]

A 3 x 8 matrix capable of holding thresholds in kWh for controlling Block Tariffs.

[bookmark: _Tariff_TOU_Rate_1][bookmark: _Ref320231172][bookmark: _Ref463513199]Tariff TOU Price Matrix [INFO]

A 1 x 48 matrix containing prices for Time-of-use Pricing.

[bookmark: _Ref456707472]Events Configuration Settings

Settings to control, for each Alert described in this Section 5 and for each event which this Section 5 requires the ESME to be capable of logging in the Event Log(5.7.5.16) or Power Event Log(5.7.5.25) which is not a Critical Event, whether an Alarm is sounded and whether an Event Log entry or Power event log entry is created.

[bookmark: _Voltage_Over_Threshold][bookmark: _Voltage_Under/Over_Monitoring][bookmark: _Ref316935438][bookmark: _Toc320016146][bookmark: _Toc343775326][bookmark: _Toc366852675][bookmark: _Toc389118044][bookmark: _Toc404159639]Operational data

Describes data used by the functions of ESME for output of information.

[bookmark: _Ref320230694][bookmark: _Ref375144479][bookmark: _Ref385932876][bookmark: _Ref315857666]Accumulated Debt Register [INFO]

The debt resulting from the collection of Standing Charge [INFO](5.7.4.42) and / or time-based debt when Emergency Credit is in use as configured by Suspend Debt Emergency(5.7.4.46), when operating in Prepayment Mode.

[bookmark: _Active_Import_Power:][bookmark: _Ref315857881][bookmark: _Ref391034604][bookmark: _Ref320230780][bookmark: _Ref320544673]Active Export Register [INFO]

The register recording the cumulative Active Energy Exported.

[bookmark: _Total_Active_Export_1][bookmark: _Total_Active_Import][bookmark: _Ref346720058][bookmark: _Ref346206337][bookmark: _Ref315857859][bookmark: _Ref391034357]Active Import Register [INFO]

The register recording the cumulative Active Energy Imported.

[bookmark: _Total_Active_Import_1][bookmark: _Total_Reactive_Export_1][bookmark: _Ref346635975][bookmark: _Ref365622175]Active Power Import [INFO]

[bookmark: _Average_RMS_Voltage][bookmark: OLE_LINK95]The import of Active Power measured by ESME.

[bookmark: _Ref343589694][bookmark: _Ref365450393][bookmark: _Ref409528216][bookmark: _Ref336514526]Active Tariff Price [INFO]

[bookmark: _Ref343764639]The Price currently active.

[bookmark: _Ref386186485]Auxiliary Load Control Switch Event Log

A log capable of storing one hundred UTC date and time stamped entries of events related to Auxiliary Load Control Switch(es) or HAN Connected Auxiliary Load Control Switch(es) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref321149545][bookmark: _Ref320234085]Average RMS Over Voltage Counter

The number of times the average RMS voltage, as calculated in Section 5.5.12.1, has been above the Average RMS Over Voltage Threshold(5.7.4.4) since last reset.

[bookmark: _Ref321149723]Average RMS Under Voltage Counter

The number of times the average RMS voltage, as calculated in Section 5.5.12.1, has been below the Average RMS Under Voltage Threshold(5.7.4.5) since last reset.

[bookmark: _Ref321145223]Average RMS Voltage Profile Data Log

A log capable of storing 4320 entries (including the UTC date and time at the end of the period to which the value relates) comprising the averaged RMS voltage for each Average RMS Voltage Measurement Period(5.7.4.6) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref320231768]Billing Data Log

[bookmark: _Ref320232646]A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405379613]twelve entries comprising Tariff TOU Register Matrix [INFO](5.7.5.34), Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3); 

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments [INFO]; and

[bookmark: _Ref405379623]twelve entries comprising Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36),

each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref342896971][bookmark: _Ref343761650]Cost of Instantaneous Active Power Import 

The indicative cost in Currency Units of maintaining the Active Power Import for an hour at the Price(s) currently active.

[bookmark: _Ref338680222][bookmark: _Ref338680872][bookmark: OLE_LINK34][bookmark: _Ref320634352]Cumulative and Historical Value Store [INFO]

A store capable of holding the following values:

1. nine Days of Consumption comprising the current Day and the prior eight Days, in kWh and Currency Units;

six Weeks of Consumption comprising the current Week and the prior five Weeks, in kWh and Currency Units; and

[bookmark: _Ref338860364]fourteen months of Consumption comprising the current month and the prior thirteen months, in kWh and Currency Units.

[bookmark: _Ref346646441]Daily Read Log

[bookmark: OLE_LINK85][bookmark: OLE_LINK90]A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix [INFO](5.7.5.34), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3) and the Active Export Register [INFO](5.7.5.2) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref343508410]Daily Consumption Log [INFO]

A log capable of storing 731 date stamped entries of Consumption arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _debt_balance][bookmark: _Ref320230591][bookmark: _Ref365032406][bookmark: _Ref385932896]Emergency Credit Balance [INFO]

[bookmark: _Ref320230927]The amount of Emergency Credit available to the Consumer after it has been activated by the Consumer.

[bookmark: _Ref343761051]Event Log

[bookmark: _Load_Limit_Counter][bookmark: _Ref320231038]A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref346109373]Firmware Version

The active version of Firmware of ESME.

[bookmark: _Ref343761252][bookmark: _Ref346636606]Load Limit Counter

The number of times the Active Power Import [INFO](5.7.5.4) has exceeded, for the Load Limit Period(5.7.4.19), the Load Limit Power Threshold(5.7.4.20) since last cleared.

[bookmark: _Ref339299925][bookmark: _Ref336505029]Maximum Demand Active Power Import Value

A store capable of holding the largest average value of Active Power Import [INFO](5.7.5.4) recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour and including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.26), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref341439546][bookmark: _Ref336505234]Maximum Demand (Configurable Time) Active Power Import Value

A store capable of holding the largest average value of Active Power Import [INFO](5.7.5.4) recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.28), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref336515874]Maximum Demand Active Power Export Value

A store capable of holding the largest average value of the Active Power Export recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour and including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.27), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref320230322][bookmark: _Ref365450775][bookmark: _Ref391022566]Meter Balance [INFO]

The amount of money in Currency Units as determined by ESME. If operating in Prepayment Mode, the Meter Balance represents ESME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance [INFO](5.7.5.15)). If operating in Credit Mode, it represents ESME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

[bookmark: _Micro-gen_Profile_Data][bookmark: _Ref320234949][bookmark: _Ref320635071][bookmark: _Ref429738922]Payment Debt Register [INFO]

A Debt Register recording debt to be recovered as a percentage of payment when using Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref338756689][bookmark: _Ref320232704]Power Threshold Status [INFO]

An indication of the Active Power level, being low, medium or high.

[bookmark: _Ref392524342]Power Event Log

A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref342901454]Prepayment Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref338859833][bookmark: _Ref464819538][bookmark: _Ref486415259]Profile Data Log [INFO]

A log capable of storing UTC date and time-stamped half hourly data (the amount of energy Imported or Exported in a half hour period) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. The log shall be capable of storing:

1. 13 months of Consumption;

3 months of Active Energy Exported;

3 months of Reactive Energy Imported; and

3 months of Reactive Energy Exported.

[bookmark: _Ref359249804][bookmark: _Ref373931759]Randomised Offset

The product of the Randomised Offset Limit(5.7.4.33) and the Randomised Offset Number(5.7.1.5) rounded to the nearest second. This value is used to delay the Tariff Switching Table times, the Auxiliary Load Control Switch switching times, and HAN Connected Auxiliary Load Control Switch switching times.

[bookmark: _Ambient_Power][bookmark: _RMS_Voltage_Log][bookmark: _RMS_Voltage_Min][bookmark: _Ref315857921][bookmark: _Ref315857903][bookmark: _Ref320229836][bookmark: _Ref320634735]Reactive Export Register 

The register recording the cumulative Reactive Energy Exported.

[bookmark: _Total_Reactive_Export][bookmark: _Total_Reactive_Import][bookmark: _Ref320233324]Reactive Import Register 

[bookmark: _Total_Export_Reactive]The register recording the cumulative Reactive Energy Imported.

[bookmark: _Ref346635605]Security Log

[bookmark: OLE_LINK10]A log capable of storing one hundred UTC date and time stamped entries of security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. 

[bookmark: _Ref346710057][bookmark: _Ref365453247][bookmark: _Ref391292410]Supply State [INFO]

The state of the Supply being Enabled, Disabled or Armed.

[bookmark: _Ref320230085]Tariff Block Counter Matrix [INFO]

A 4 x 8 matrix for storing Block Counters for Block Pricing.

[bookmark: _Tariff_TOU_Register_2][bookmark: _Ref320229967]Tariff TOU Register Matrix [INFO]

A 1 x 48 matrix for storing Tariff Registers for Time-of-use Pricing.

[bookmark: _Ref338341791]Tariff TOU Block Register Matrix 

A 4 x 8 matrix for storing Tariff Registers for Time-of-use with Block Pricing.

[bookmark: _Tariff_TOU_Register_1][bookmark: _Tariff_TOU_Register_3][bookmark: _Ref320231616][bookmark: _Ref429738848]Time Debt Registers [1 … 2] [INFO]

Two Debt Registers recording independent debts to be recovered over time when operating Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Total_Active_Export][bookmark: _Toc343775327][bookmark: _Toc366852676][bookmark: _Toc389118045][bookmark: _Toc404159640][bookmark: _Toc456794347][bookmark: _Toc41991809]Part B - Twin Element Electricity Metering Equipment

[bookmark: _Toc341712277][bookmark: _Toc343775328][bookmark: _Toc366852677][bookmark: _Toc389118046][bookmark: _Toc404159641][bookmark: _Toc456794348][bookmark: _Toc41991810][bookmark: OLE_LINK39][bookmark: _Toc341712284][bookmark: _Toc341712287][bookmark: OLE_LINK53][bookmark: OLE_LINK54]Overview

[bookmark: OLE_LINK65][bookmark: OLE_LINK66]In this Part B ESME shall mean Twin Element Electricity Metering Equipment.

ESME shall comply with the requirements of Part A save as set out in the remainder of this Part B.  Requirements in a Part A Section that are disapplied by this Part B are identified in the Part B Section of the same name.  Additional or amended requirements applied by this Part B are a continuation of the Part A Section of the same name and hence must also be met by ESME. 

[bookmark: _Toc366852678][bookmark: _Toc389118047][bookmark: _Toc404159642][bookmark: _Toc456794349][bookmark: _Toc41991811]SMETS Testing and Certification Requirements

[bookmark: _Toc386559334][bookmark: _Toc389067493][bookmark: _Toc389118048][bookmark: _Toc366852679][bookmark: _Toc389118049][bookmark: _Toc404159643]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part B, and evidence must be available to confirm such testing and conformance.

[bookmark: _Toc366852680][bookmark: _Toc389118050][bookmark: _Toc404159644]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 31 August 2017.

[bookmark: _Toc366852681][bookmark: _Toc389118051][bookmark: _Toc404159645][bookmark: _Ref435532956]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic for Electricity Smart Metering Equipment.

ESME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic for Electricity Smart Metering Equipment.

[bookmark: _Toc343775329][bookmark: _Toc366852682][bookmark: _Toc389118052][bookmark: _Toc404159646][bookmark: _Toc456794350][bookmark: _Toc41991812]Physical Requirements

Physical Requirements(5.4) in Part A shall not apply to ESME.

ESME shall as a minimum include the following components:

1. a Clock;

a Data Store;

an Electricity Meter containing two measuring elements;

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (available on the Data and Communications Company’s website) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.11, 5.12 and 5.13 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 4 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.3, 5.6.4., 5.12.1 and 5.12.2.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials;

Random Number Generator;

Cryptographic Algorithms;

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME.

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12), and setting the Supply State [INFO](5.7.5.32) to Locked.

[bookmark: _Toc338917557][bookmark: _Toc338917559][bookmark: _Toc343775330][bookmark: _Ref366079614][bookmark: _Toc366852683][bookmark: _Toc389118053][bookmark: _Toc404159647][bookmark: _Toc456794351][bookmark: _Toc41991813]Functional Requirements

[bookmark: _Toc343775331][bookmark: _Toc366852684][bookmark: _Toc389118054][bookmark: _Toc404159648]Display of information

Display of information(5.5.4) in Part A shall not apply to ESME.

ESME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode [INFO](5.7.4.31) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix [INFO](5.7.5.34) with appropriate precision, the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) with appropriate precision, Tariff TOU Block Register Matrix(5.7.5.35) with appropriate precision and the Tariff Block Counter Matrix [INFO](5.7.5.33) with appropriate precision;

the Active Import Register [INFO](5.7.5.3) with appropriate precision;

the Secondary Active Import Register [INFO](5.13.2.11) with appropriate precision;

the Meter Balance [INFO](5.7.5.22) [PIN];

the Debt to Clear (calculated as set out in Section 5.11.2.2) [PIN];

the Customer Identification Number [INFO](5.7.4.10) [PIN];

whether Emergency Credit is available for activation [PIN];

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.11.2.2) [PIN];

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

the Supply State [INFO](5.7.5.32);

any time-based debts and Time-based Debt Recovery rates [PIN];

any payment-based debt [PIN];

any accumulated debt recorded in the Accumulated Debt Register [INFO](5.7.5.1) [PIN];

any Standing Charge [INFO](5.7.4.42) [PIN];

the Meter Point Administration Numbers (MPAN) [INFO]( 5.7.4.28) [PIN];

the Local Time;

the Contact Details [INFO](5.7.4.8);

the Primary Active Tariff Price [INFO](5.13.2.6) [PIN]; 

the Secondary Active Tariff Price [INFO](5.13.2.9) [PIN]; 

the Event Log(5.7.5.16) and the Power Event Log(5.7.5.25) (with the exception of any Personal Data)and

the Active Export Register [INFO](5.7.5.2).

ESME shall be capable of displaying the Security Log(5.7.5.31) on its User Interface following physical access through the Secure Perimeter of ESME.

ESME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro. 

5.11.1.1 Presentation of information on the User Interface

For each of the values currently stored in the Active Import Register [INFO](5.7.5.3) , the Active Export Register [INFO](5.7.5.2), the Secondary Active Import Register [INFO](5.13.2.11), the Tariff ToU Register Matrix [INFO](5.7.5.34), the Tariff ToU Block Register Matrix(5.7.5.35) and the Secondary Active Tariff Price [INFO](5.13.2.9), ESME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value in to a decimal, integer number of kilowatt hours, rounding the stored value down to the nearest kilowatt hour;

1. discarding all except the five least significant decimal digits so produced; and

1. adding leading zeros (if necessary) so that there are exactly five decimal digits.

[bookmark: _Toc343775332][bookmark: _Toc366852685][bookmark: _Toc389118055][bookmark: _Toc404159649]Payment Mode

Payment Mode(5.5.7) in Part A shall not apply to ESME.

ESME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

ESME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance [INFO](5.7.5.22) based on:

1. the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in Secondary Tariff TOU Price Matrix [INFO](5.13.1.1); and

the Standing Charge [INFO](5.7.4.42).

[bookmark: _Ref346715877]Prepayment Mode

ESME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

ESME shall be capable of adding credit to the Meter Balance [INFO](5.7.5.22) (as set out in Sections 5.6.2.2 and 5.6.3.3) and reducing the amount of credit in the Meter Balance [INFO](5.7.5.22).

ESME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance [INFO](5.7.5.15) if the Meter Balance [INFO](5.7.5.22) is below the Emergency Credit Threshold [INFO](5.7.4.17)).  ESME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit [INFO](5.7.4.16). ESME shall be capable of reducing the amount of credit in the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated by the Consumer (as set out in Sections 5.6.2.1 and 5.6.3.1) and the Meter Balance [INFO](5.7.5.22) is exhausted.  Any Emergency Credit used shall be repaid when credit is added to ESME (as set out in Sections 5.6.2.2 and 5.6.3.3).

ESME shall be capable of reducing the Meter Balance [INFO](5.7.5.22) until it reaches the Disablement Threshold [INFO](5.7.4.15) followed by reducing the Emergency Credit Balance [INFO](5.7.5.15), where activated, until exhausted on the basis of:

1. [bookmark: _Ref366682703]the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

[bookmark: _Ref365536164]the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1);

[bookmark: _Ref365536194]the Standing Charge [INFO](5.7.4.42); and

[bookmark: _Ref366681484]the recovery of debt hourly and daily through each of the Time Debt Registers [1 … 2] [INFO](5.7.5.36) at rates defined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

Where configured by Suspend Debt Emergency(5.7.4.46) to do so and when Emergency Credit is in use, ESME shall be capable suspending the application of (iii) and (iv) to the Emergency Credit Balance [INFO](5.7.5.15), and of accumulating (iii) and (iv) in the Accumulated Debt Register [INFO](5.7.5.1).

ESME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register [INFO](5.7.5.1), in the Billing Data Log(5.13.2.3).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and where activated the Emergency Credit Balance [INFO](5.7.5.15) and:

if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Low Credit Threshold [INFO](5.7.4.23), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref366682147][bookmark: _Ref365621622]if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Disablement Threshold [INFO](5.7.4.15), Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

[bookmark: _Ref365621610]where the Supply is Disabled (as set out in (vi) above):

1. where configured by Suspend Debt Disabled(5.7.4.45) not to suspend Time-based Debt Recovery, continuing to apply (iii) and (iv) above to reduce the Meter Balance [INFO](5.7.5.22);

where configured by Suspend Debt Disabled(5.7.4.45) to suspend Time-based Debt Recovery, suspending the application of (iv) above to the Meter Balance [INFO](5.7.5.22), and continuing to apply (iii) above to reduce the Meter Balance [INFO](5.7.5.22); and

if the Supply is Enabled, suspending the Disablement of Supply (as set out in (vi) above) during periods defined in the Non-Disablement Calendar [INFO](5.7.4.30), continuing to reduce the Meter Balance [INFO](5.7.5.22) on the basis of (i) to (iv) above, displaying on its User Interface an indication that the combined Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) is below the Disablement Threshold [INFO](5.7.4.15) and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) ESME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref366683006]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref366683012]the amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1)

[bookmark: _Ref366683018]the amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (ix), (x) and (xi) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.13.2.3)  and the Debt Recovery Rate Cap [INFO](5.7.4.13). 

For Time-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

the amount in the relevant Time Debt Registers [1 … 2] [INFO](5.7.5.36); and 

xciii. the corresponding amount determined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

For Payment-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

xciv. the amount defined by Debt Recovery per Payment [INFO](5.7.4.11) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13); and 

xcv. the amount in the Payment Debt Register [INFO](5.7.5.23).

Where an Adjust Debt Command is to reduce the amount in a Debt Register and the amount in the Command is greater than the amount in the Debt Register, ESME shall be capable of setting the amount in the Debt Register to zero then applying the difference in the amounts in the following order:

xcvi. recovering debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

xcvii. repaying Emergency Credit activated and used by the Consumer; and

xcviii. increasing the Meter Balance [INFO](5.7.5.22).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and, where the Supply is Disabled, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Toc343775333][bookmark: _Toc366852686][bookmark: _Toc389118056][bookmark: _Toc404159650]Pricing

Pricing(5.5.8) in Part A shall not apply to ESME.

ESME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

When switching between Time-of-use Bands and Tariff Registers as set out in this Section ESME shall be capable of applying the Randomised Offset(5.7.5.28).

ESME shall be capable of maintaining the Primary Active Tariff Price [INFO](5.13.2.6) and the Secondary Active Tariff Price [INFO](5.13.2.9).

Time-of-use Pricing

ESME shall be capable of recording Consumption via the primary measuring element of its Electricity Meter according to Time-of-use Bands in one of forty-eight Tariff Registers in the Tariff TOU Register Matrix [INFO](5.7.5.34).

ESME shall be capable of recording Consumption via the secondary measuring element of its Electricity Meter according to Time-of-use Bands in one of four Tariff Registers in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10).

ESME shall be capable of switching between different Tariff Registers once every 30 minutes. The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(5.13.1.2).

Time-of-use with Block Pricing

ESME shall be capable of recording Consumption via the primary measuring element of its Electricity Meter in one of four Block Registers for each of eight Time-of-use Bands in the Tariff TOU Block Register Matrix(5.7.5.35).

The switching between Time-of-use Bands and sets of Block Registers shall be based on the switching rules set out in the Tariff Switching Table [INFO](5.13.1.2). ESME shall be capable of switching between Time-of-use Bands once every 30 minutes.

Switching between the Block Registers within each Time-of-use Band shall be based on Consumption via the primary measuring element of its Electricity Meter accumulated in the Tariff Block Counter Matrix [INFO](5.7.5.33) and Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall also be capable of accumulating Consumption via the primary measuring element of its Electricity Meter in one of four Block Counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) for each of the eight Time-of-use Bands. ESME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall be capable of resetting the counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) once per Day and in accordance with the timetable set out in the Billing Calendar(5.7.4.7).

Recording

Recording(5.5.9) in Part A shall not apply to ESME.

Active Energy Imported

ESME shall be capable of recording:

1. [bookmark: OLE_LINK107][bookmark: OLE_LINK106]cumulative Active Energy Imported via the primary measuring element of its Electricity Meter in the Active Import Register [INFO](5.7.5.3); and

cumulative Active Energy Imported via the secondary measuring element of its Electricity Meter in the Secondary Active Import Register [INFO](5.13.2.11).

Active Energy Exported

ESME shall be capable of recording cumulative Active Energy Exported via the primary measuring element of its Electricity Meter in the Active Export Register [INFO](5.7.5.2).

Billing data

In accordance with the timetable set out in the Billing Calendar(5.7.4.7) ESME shall be capable of taking a UTC date and time stamped copy of: 

1. [bookmark: _Ref391469360]the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10); 

the Tariff TOU Block Register Matrix(5.7.5.35); 

the Active Import Register [INFO](5.7.5.3); and

[bookmark: _Ref392141735]the Secondary Active Import Register [INFO](5.13.2.11),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

[bookmark: _Ref391469383]the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3), and:

generating and sending an Alert via its HAN Interface containing the most recent entries in the Billing Data Log(5.13.2.3) of (i) to (v) above; and

if operating in Credit Mode immediately resetting the Meter Balance [INFO](5.7.5.22).

Consumption Data

ESME shall be capable of calculating Consumption via the primary and secondary measuring elements of its Electricity Meter and recording:

1. to the Cumulative and Historical Value Store [INFO](5.7.5.12) in kWh:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

the Daily Consumption Log [INFO](5.7.5.14) in kWh the Consumption on each of the 731 Days prior to the current Day.

Cost of Consumption Data

ESME shall be capable of calculating and recording to the Cumulative and Historical Value Store [INFO](5.7.5.12) the cost of:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

ESME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1); and

the Standing Charge [INFO](5.7.4.42).

Cost of Instantaneous Consumption

ESME shall be capable of calculating and recording the Cost of Instantaneous Active Power Import(5.7.5.11) on the basis of:

1. the Primary Active Power Import [INFO](5.13.2.5);

the Primary Active Tariff Price [INFO](5.13.2.6);

the Secondary Active Power Import [INFO](5.13.2.8); and

the Secondary Active Tariff Price [INFO](5.13.2.9).

Daily read data

ESME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11) and the Active Export Register [INFO](5.7.5.2), together with a UTC date and time stamp in the Daily Read Log(5.13.2.4) every day at midnight UTC.

[bookmark: OLE_LINK36][bookmark: OLE_LINK58]If operating in Prepayment Mode ESME shall be capable of recording the Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) in the Prepayment Daily Read Log(5.7.5.26) every day at midnight UTC.

Half hour profile data

ESME shall be capable of recording in each 30 minute period (commencing at the start of minutes 00 and 30 in each hour), the following information (including the UTC date and time at the end of the 30 minute period to which the data relates) in the Profile Data Log [INFO](5.13.2.7):

1. Active Energy Imported via the primary measuring element of its Electricity Meter;

Active Energy Exported via the primary measuring element of its Electricity Meter;

Reactive Energy Imported via the primary and secondary measuring elements of its Electricity Meter;

Reactive Energy Exported via the primary measuring element of its Electricity Meter; and

Active Energy Imported via the secondary measuring element of its Electricity Meter.

Maximum Demand Import data

[bookmark: OLE_LINK59][bookmark: OLE_LINK60]ESME shall be capable of calculating the average value of Active Power Import [INFO](5.13.2.1) over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording:

1. [bookmark: OLE_LINK47][bookmark: OLE_LINK48]to the Maximum Demand Active Power Import Value(5.7.5.19), the maximum value so calculated since the Maximum Demand Active Power Import Value(5.7.5.19) was last reset (as set out in Section 5.6.3.26) including the UTC date and time at the end of the 30 minute period to which the data relates; and

to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) the maximum value so calculated in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) was last reset (as set out in Section 5.6.3.28).

Maximum Demand Export data

ESME shall be capable of calculating the average value of Active Power Export over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording to the Maximum Demand Active Power Export Value(5.7.5.21) the maximum value so calculated since the Maximum Demand Active Power Export Value(5.7.5.21) was last reset (as set out in Section 5.6.3.27) including the UTC date and time at the end of the 30 minute period to which the data relates.

Power Threshold Status

ESME shall be capable of comparing the Active Power Import [INFO](5.13.2.1) against thresholds and:

1. if the Active Power Import [INFO](5.13.2.1) is equal to or lower than the Low Medium Power Threshold [INFO](5.7.4.24), setting Power Threshold Status(5.7.5.24) to low;

if the Active Power Import [INFO](5.13.2.1) is higher than the Low Medium Power Threshold [INFO](5.7.4.24) and equal to or lower than the Medium High Power Threshold [INFO](5.7.4.29), setting Power Threshold Status(5.7.5.24) to medium; and

otherwise, setting the Power Threshold Status(5.7.5.24) to high.

Reactive Energy Imported

[bookmark: _Ref346038233][bookmark: _Ref346038247]ESME shall be capable of recording cumulative Reactive Energy Imported via the primary and secondary measuring elements of its Electricity Meter in the Reactive Import Register(5.7.5.30).

Reactive Energy Exported

ESME shall be capable of recording cumulative Reactive Energy Exported via the primary measuring element of its Electricity Meter in the Reactive Export Register(5.7.5.29).

[bookmark: _Toc343775335][bookmark: _Ref366079633][bookmark: _Toc366852688][bookmark: _Toc389118058][bookmark: _Toc404159652][bookmark: _Toc456794352][bookmark: _Toc41991814]Interface Requirements

[bookmark: _Toc339438811][bookmark: _Toc339438812][bookmark: _Toc339438813][bookmark: _Toc339438815][bookmark: _Toc339438817][bookmark: _Toc339438818][bookmark: _Toc339438820][bookmark: _Toc366852689][bookmark: _Ref386531851][bookmark: _Toc389118059][bookmark: _Toc404159653][bookmark: _Toc338917574][bookmark: _Toc343775336]HAN Interface information provision

Type 1 Devices and Type 2 Device information provision(5.6.1) in Part A shall not apply to ESME.

ESME shall be capable, immediately upon establishment of a Communications Link with Type 1 Devices (as set out in Section 5.5.2.2) and Type 2 Devices (as set out in Section 5.5.2.3), of providing the Data annotated [INFO] in Sections 5.7.1, 5.7.4, 5.7.5, 5.13.1 and 5.13.2 to Type 1 Devices and Type 2 Devices (with timely updates of any changes to all data).

[bookmark: _Toc366852690][bookmark: _Ref386531857][bookmark: _Toc389118060][bookmark: _Toc404159654]HAN Interface Commands

[bookmark: _Ref435533000]Set Payment Mode

Set Payment Mode(5.6.3.34) in Part A shall not apply to ESME.

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode [INFO](5.7.4.31).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34); 

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10); 

the Tariff TOU Block Register Matrix(5.7.5.35);

the Active Import Register [INFO](5.7.5.3); and

the Secondary Active Import Register [INFO](5.13.2.11),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3). 

Set Tariff

Set Tariff(5.6.3.35) in Part A shall not apply to ESME.

A Command to accept new values for the Tariff TOU Price Matrix [INFO](5.7.4.50), the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1), the Tariff Block Price Matrix [INFO](5.7.4.47), the Tariff Switching Table [INFO](5.13.1.2) and the Tariff Threshold Matrix [INFO](5.7.4.49).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10);

the Tariff TOU Block Register Matrix(5.7.5.35);

the Active Import Register [INFO](5.7.5.3); and

the Secondary Active Import Register [INFO](5.13.2.11),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3).

[bookmark: _Toc343775337][bookmark: _Ref366079645][bookmark: _Toc366852691][bookmark: _Toc389118061][bookmark: _Toc404159655][bookmark: _Toc456794353][bookmark: _Toc41991815]Data Requirements

[bookmark: _Toc336450811][bookmark: _Toc336517499][bookmark: _Toc336517645][bookmark: _Toc343775338][bookmark: _Ref364872262][bookmark: _Toc366852692][bookmark: _Toc389118062][bookmark: _Toc404159656]This Section describes the minimum information which ESME shall be capable of holding in its Data Store.

[bookmark: _Ref468173177]Configuration Data

[bookmark: _Ref343765469][bookmark: _Ref463513962]Secondary Tariff TOU Price Matrix [INFO]

A 1 x 4 matrix containing Prices for Time-of-use Pricing Tariffs relating to Supply via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref366854042][bookmark: _Ref366853855]Tariff Switching Table [INFO]

Tariff Switching Table(5.7.4.48) in Part A shall not apply to ESME.

A set of rules for allocating:

1. half-hourly Consumption via the primary measuring element of the Electricity Meter to a Tariff Register in the Tariff TOU Register Matrix [INFO](5.7.5.34) if applying Time-of-use Pricing, and in the Tariff TOU Block Register Matrix(5.7.5.35) if applying Time-of-use with Block Pricing; and

half-hourly Consumption via the secondary measuring element of the Electricity Meter to a Tariff Register in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10).

The rules stored within the table shall specify which of 16 Day Profiles should be used to allocate Consumption to Tariff Registers for Consumption via each of the primary and secondary measuring elements of the Electricity Meter according to:

where the day is one of 50 Special Days, the Day Profile(s) specified for that measuring element for that day; or

where the day is not a Special Day, the Day Profile(s) specified by the active Season Profile and Week Profile for that measuring element for that day.

The Switching Table shall support four Season Profiles and four Week Profiles.  The Switching Table shall support up to 200 switching rules across all Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: _Toc343775339][bookmark: _Ref364872268][bookmark: _Toc366852693][bookmark: _Toc389118063][bookmark: _Toc404159657]Operational Data

[bookmark: _Ref343767669][bookmark: _Ref391035026]Active Power Import [INFO]

Active Power Import [INFO](5.7.5.4) in Part A shall not apply to ESME.

The sum of:

1. the Primary Active Power Import [INFO](5.13.2.5) on the primary measuring element of the Electricity Meter; and

the Secondary Active Power Import [INFO](5.13.2.8) on the secondary measuring element of the Electricity Meter.

[bookmark: _Ref363656525]Active Tariff Price [INFO]

Active Tariff Price [INFO](5.7.5.5) in Part A shall not apply to ESME.

[bookmark: _Ref346122137]Billing Data Log

Billing Data Log(5.7.5.10) in Part A shall not apply to ESME.

A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405377218]twelve entries comprising the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11);

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments; and

[bookmark: _Ref405377228]twelve entries comprising Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36),

each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref346206558]Daily Read Log

Daily Read Log(5.7.5.13) in Part A shall not apply to ESME.

A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11) and the Active Export Register [INFO](5.7.5.2) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref343766636][bookmark: _Ref391035544]Primary Active Power Import [INFO]

The import of Active Power measured via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343766709]Primary Active Tariff Price [INFO]

The Price currently active for Consumption via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343767588][bookmark: _Ref464820433][bookmark: _Ref486415883]Profile Data Log [INFO]

Profile Data Log [INFO](5.7.5.27) in Part A shall not apply to ESME.

A log capable of storing UTC date and time-stamped half hourly data (the amount of energy Imported or Exported in a half hour period) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.  The log shall be capable of storing a minimum of:

1. 13 months of Active Energy Imported via the primary measuring element of the Electricity Meter;

13 months of Active Energy Imported via the secondary measuring element of the Electricity Meter;

3 months of Active Energy Exported via the primary measuring element of the Electricity Meter;

3 months of Reactive Energy Imported via the primary and secondary measuring elements of the Electricity Meter; and

3 months of Reactive Energy Exported via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343766887]Secondary Active Power Import [INFO]

The import of Active Power measured via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343766818]Secondary Active Tariff Price [INFO]

The Price currently active for Consumption via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343161687]Secondary Tariff TOU Register Matrix [INFO]

A 1 x 4 matrix for storing Tariff Registers for Time-of-use Pricing relating to Supply via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343767129][bookmark: _Ref391035694]Secondary Active Import Register [INFO]

The register recording the cumulative Active Energy Imported via the secondary measuring element of the Electricity Meter.

[bookmark: _Toc339438823][bookmark: _Toc339438824][bookmark: _Toc343775340][bookmark: _Toc366852694][bookmark: _Toc389118064][bookmark: _Toc404159658][bookmark: _Toc456794354][bookmark: _Toc41991816][bookmark: OLE_LINK67][bookmark: OLE_LINK68]Part C - Polyphase Electricity Metering Equipment

[bookmark: _Toc343775341][bookmark: _Toc366852695][bookmark: _Toc389118065][bookmark: _Toc404159659][bookmark: _Toc456794355][bookmark: _Toc41991817]Overview

In this Part C ESME shall mean Polyphase Electricity Metering Equipment.

ESME shall meet the requirements of Part A save as set out in the remainder of this Part C.  Requirements in a Part A Section that are disapplied by this Part C are identified in the Part C Section of the same name.  Additional or amended requirements applied by this Part C are a continuation of the Part A Section of the same name and hence must also be met by ESME. 

[bookmark: _Toc366852696][bookmark: _Toc389118066][bookmark: _Toc404159660][bookmark: _Toc456794356][bookmark: _Toc41991818]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559353][bookmark: _Toc389067512][bookmark: _Toc389118067][bookmark: _Toc366852697][bookmark: _Toc389118068][bookmark: _Toc404159661]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part C, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc366852698][bookmark: _Toc389118069][bookmark: _Toc404159662]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required described in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 31 August 2017.

[bookmark: _Toc366852699][bookmark: _Toc389118070][bookmark: _Toc404159663][bookmark: _Ref435533030]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

ESME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

[bookmark: _Toc339438827][bookmark: _Toc339438830][bookmark: _Toc343775342][bookmark: _Toc366852700][bookmark: _Toc389118071][bookmark: _Toc404159664][bookmark: _Toc456794357][bookmark: _Toc41991819]Physical Requirements

Physical Requirements(5.4) in Part A shall not apply to ESME.

ESME shall as a minimum include the following components:

1. a Clock;

a Data Store;

an Electricity Meter containing three measuring elements;

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (available on the Data and Communications Company’s website) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.17, 5.18 and 5.23 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 7 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.1, 5.6.3, 5.6.4 and 5.18.1.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials;

Random Number Generator;

Cryptographic Algorithms;

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME.

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

[bookmark: _Toc343775343][bookmark: _Ref366079755][bookmark: _Toc366852701][bookmark: _Toc389118072][bookmark: _Toc404159665][bookmark: _Toc456794358][bookmark: _Toc41991820]Functional Requirements

[bookmark: OLE_LINK49][bookmark: OLE_LINK50]ESME shall be capable of calculating Active Power Import, Consumption, Reactive Energy Import, Active Energy Export and Reactive Energy Export values as follows:

1. [bookmark: _Ref345061187]Active Power Import shall be the sum of the Active Power Import on the importing measuring element(s) of its Electricity Meter less the sum of the Active Power Export on the exporting measuring element(s) of its Electricity Meter;

Consumption shall be the sum of the cumulative Active Energy Imported on the importing measuring element(s) of its Electricity Meter less the sum of the cumulative Active Energy Exported on the exporting measuring element(s) of its Electricity Meter;

Reactive Energy Import shall be the sum of the cumulative Reactive Energy Import on the importing measuring element(s) of its Electricity Meter less the sum of the cumulative Reactive Energy Export on the exporting measuring element(s) of its Electricity Meter;

[bookmark: OLE_LINK51][bookmark: OLE_LINK52]Active Energy Export shall be the sum of the cumulative Active Energy Export on the exporting measuring element(s) of its Electricity Meter less the sum of the cumulative Active Energy Import on the importing measuring element(s) of its Electricity Meter; and

[bookmark: _Ref345061199]Reactive Energy Export shall be the sum of the cumulative Reactive Energy Export on the exporting measuring element(s) of its Electricity Meter less the sum of the cumulative Reactive Energy Import on the importing measuring element(s) of its Electricity Meter.

If the result of any of the calculations (i) to (v) is negative then it shall be deemed to be zero.

[bookmark: _Toc343775344][bookmark: _Toc366852702][bookmark: _Toc389118073][bookmark: _Toc404159666]Phase Measurements

ESME shall be capable of measuring:

1. three phase four wire unbalanced supplies operating at a nominal voltage of 230VAC phase-to-neutral (400VAC phase-to-phase);

two phases of a three phase four wire system;

two phases of a three wire system 230-0-230VAC phase-to-neutral-to-phase (460VAC phase-to-phase); and

the sum of two distinct one phase two wire 230VAC services with a common neutral.

[bookmark: _Toc343775345][bookmark: _Toc366852703][bookmark: _Toc389118074][bookmark: _Toc404159667]Voltage Quality Measurements

Voltage Quality Measurements(5.5.12) in Part A shall not apply to ESME.

[bookmark: _Ref343768791]Average RMS voltage phase [n]

ESME shall be capable of calculating the average value of RMS voltage for phase [n] over a configurable period as defined in the Phase [n] Average RMS Voltage Measurement Period(5.19.1.3) and:

1. recording the values calculated (including the UTC date and time at the end of the period to which the values relate) in the Phase [n] Average RMS Voltage Profile Data Log(5.19.2.3);

detecting when the value calculated for phase [n] is above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) and on detection:

1. counting the number of such occurrences in the Phase [n] Average RMS Over Voltage Counter(5.19.2.1);

where the value calculated in the prior configurable period was below the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1):

generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is below the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) and where the value calculated in the prior configurable period was above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1):

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) and on detection:

1. counting the number of such occurrences in the Phase [n] Average RMS Under Voltage Counter(5.19.2.2);

where the value calculated for phase [n] in the prior configurable period was above the Phase [n] Average RMS Under Voltage Counter(5.19.2.2):

generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is above the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) and where the value calculated in the prior configurable period was below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2):

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS extreme over voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] rises above the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns below the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS extreme under voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] falls below the RMS Extreme Under Voltage Threshold(5.7.4.37) for longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns above the RMS Extreme Under Voltage Threshold(5.7.4.37) for longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS voltage sag detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] falls below the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns above the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS voltage swell detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] rises above the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns below the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

Supply outage reporting phase [n]

ESME shall be capable of recording the UTC date and time at which the Supply via phase [n] is interrupted and:

1. generating entries to that effect in the Power Event Log(5.7.5.25); and

where Supply via phase [n] has not been restored 3 minutes after interruption, and ESME still has a power Supply, generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of recording the UTC date and time at which the Supply via phase [n] is restored and:

generating entries to that effect in the Power Event Log(5.7.5.25);

following restoration of the Supply via phase [n], generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration; and

following restoration of the Supply via phase [n], when the time difference between the Supply being interrupted and restored is greater than or equal to three minutes, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC date and time of interruption and restoration.

[bookmark: _Ref366079769][bookmark: _Toc366852704][bookmark: _Toc389118075][bookmark: _Toc404159668][bookmark: _Toc456794359][bookmark: _Toc343775346]5.17.3 Presentation of information on the User Interface

Presentation of information on the User Interface (5.5.4.1) in Part A shall not apply to ESME.

For each of the values currently stored in the Active Import Register [INFO](5.7.5.3), the Active Export Register [INFO](5.7.5.2), the Tariff ToU Register Matrix [INFO](5.7.5.34), and the Tariff ToU Block Register Matrix(5.7.5.35), ESME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value in to a decimal, integer number of kilowatt hours, rounding the stored value down to the nearest kilowatt hour;

1. discarding all except the six least significant decimal digits so produced; and

1. adding leading zeros (if necessary) so that there are exactly six decimal digits.

[bookmark: _Toc41991821]Interface Requirements

[bookmark: _Toc366852705][bookmark: _Ref386532056][bookmark: _Toc389118076][bookmark: _Toc404159669]HAN Interface Commands

Reset Phase [n] Average RMS Over Voltage Counter

A Command to reset the Phase [n] Average RMS Over Voltage Counter(5.19.2.1) to zero.

Reset Phase [n] Average RMS Under Voltage Counter

A Command to reset the Phase [n] Average RMS Under Voltage Counter(5.19.2.2) to zero.

[bookmark: _Toc366852706][bookmark: _Toc389118077][bookmark: _Toc404159670][bookmark: _Toc456794360][bookmark: _Toc41991822]Data Requirements

[bookmark: _Toc343775347][bookmark: _Toc366852707][bookmark: _Toc389118078][bookmark: _Toc404159671]This Section describes the minimum information which ESME shall be capable of holding in its Data Store.

Configuration Data

[bookmark: _Ref343768888]Phase [n] Average RMS Over Voltage Threshold

The average RMS voltage for phase [n] above which an over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref343768361]Phase [n] Average RMS Under Voltage Threshold

The average RMS voltage for phase [n] below which an under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref343768246]Phase [n] Average RMS Voltage Measurement Period

The length of time in seconds over which the RMS voltage is averaged for phase [n].

[bookmark: _Toc343775348][bookmark: _Toc366852708][bookmark: _Toc389118079][bookmark: _Toc404159672]Operational Data

[bookmark: _Ref343769014]Phase [n] Average RMS Over Voltage Counter

The number of times the average RMS voltage for phase [n], as calculated in Section 5.17.2.1, has been above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) since this counter was last reset.

[bookmark: _Ref343770263]Phase [n] Average RMS Under Voltage Counter

The number of times the average RMS voltage for phase [n], as calculated in accordance with Section 5.17.2.1, has been below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) since this counter was last reset.

[bookmark: _Ref343769957]Phase [n] Average RMS Voltage Profile Data Log

A log capable of storing 4320 entries (including the UTC date and time at the end of the period to which the values relate) comprising the averaged RMS voltage for phase [n] for each Phase [n] Average RMS Voltage Measurement Period(5.19.1.3) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Toc339438836][bookmark: _Toc339438847][bookmark: _Toc339438852][bookmark: _Toc339438855][bookmark: _Toc339438859][bookmark: _Ref338770318][bookmark: _Toc343775349][bookmark: _Toc366852709][bookmark: _Toc389118080][bookmark: _Toc404159673][bookmark: _Toc456794361][bookmark: _Toc41991823]Part D - Auxiliary Load Control Switch

[bookmark: _Toc343775350][bookmark: _Toc366852710][bookmark: _Toc389118081][bookmark: _Toc404159674][bookmark: _Toc456794362][bookmark: _Toc41991824]Overview

This Part D describes the minimum additional functional, interface and data requirements of ESME where one or more Auxiliary Load Control Switches are installed within ESME.  Additional requirements applied by this Part D are a continuation of the Part A Section of the same name (where relevant as modified by Part B or Part C) and hence must also be met by ESME within which one or more Auxiliary Load Control Switches are installed.

[bookmark: _Toc339438865][bookmark: _Toc343775351][bookmark: _Toc366852711][bookmark: _Toc389118082][bookmark: _Toc404159675][bookmark: _Toc456794363][bookmark: _Toc41991825]Functional Requirements

[bookmark: _Ref343770612][bookmark: _Toc343775352][bookmark: _Toc366852712][bookmark: _Toc389118083][bookmark: _Toc404159676]Switching Auxiliary Loads

[bookmark: OLE_LINK43][bookmark: OLE_LINK44]ESME shall be capable of monitoring the Auxiliary Load Control Switch Calendar(5.7.4.2) and opening or closing Auxiliary Load Control Switch [n] at times defined in the calendar.

ESME shall only be capable of closing Auxiliary Load Control Switch [n] if the Supply is Enabled.  If the Supply is Disabled, then on Enablement ESME shall be capable of causing the Auxiliary Load Control Switch [n] to open, close or maintain its state as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

When switching Auxiliary Loads as set out in this Section 5.21.1, ESME shall be capable of:

1. applying the Randomised Offset(5.7.5.28); and

setting the Auxiliary Load Control Switch [n] - Status(5.23.1.1) to open and closed.

[bookmark: _Toc343775353][bookmark: _Toc366852713][bookmark: _Toc389118084][bookmark: _Toc404159677][bookmark: _Toc456794364][bookmark: _Toc41991826]Interface Requirements

[bookmark: _Toc343775354][bookmark: _Toc366852714][bookmark: _Toc389118085][bookmark: _Toc404159678]User Interface Commands

Test Auxiliary Load Control Switch [n]

A Command to cause an Auxiliary Load Control Switch [n] to change its state for 5 minutes and then to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

In executing the Command ESME shall be capable of recording the Command and Outcome to the Event Log(5.7.5.16).

[bookmark: _Toc343775355][bookmark: _Toc366852715][bookmark: _Toc389118086][bookmark: _Toc404159679]HAN Interface Commands

[bookmark: _Ref339376953][bookmark: _Ref339376887]Close Auxiliary Load Control Switch [n]

A Command to cause Auxiliary Load Control Switch [n] to close immediately.  The Command shall include a time period.  When this time period has elapsed, ESME shall be capable of causing the switch to open or remain closed as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

A Command to close an Auxiliary Load Control Switch [n] shall be executed only if the Supply is Enabled.  If the Supply is Armed or Disabled, the Command shall be executed when the Supply is Enabled if, on Enablement, the time period included in the Command has not elapsed.

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6); and

updating the corresponding Auxiliary Load Control Switch [n] - Status(5.23.1.1) to indicate whether the switch is now open or closed.

Open Auxiliary Load Control Switch [n]

A Command to cause Auxiliary Load Control Switch [n] to open immediately.  The Command shall include a time period. When this time period has elapsed, ESME shall be capable of causing the switch to close or remain open as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6); and

updating the corresponding Auxiliary Load Control Switch [n] - Status(5.23.1.1) to indicate whether the switch is now open or closed.

Reset Auxiliary Load Control Switch [n]

A Command to cause the Auxiliary Load Control Switch [n] to open, close or maintain its state, as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

A Command to close an Auxiliary Load Control Switch [n] shall be executed only if the Supply is Enabled.  If the Supply is Armed or Disabled, the Command shall be executed when the Supply is Enabled.

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6); and

updating the corresponding Auxiliary Load Control Switch [n] - Status(5.23.1.1) to indicate whether the switch is now open or closed.

[bookmark: _Toc343775356][bookmark: _Ref366079782][bookmark: _Toc366852716][bookmark: _Toc389118087][bookmark: _Toc404159680][bookmark: _Toc456794365][bookmark: _Toc41991827][bookmark: _Ref339382325]Data Requirements

[bookmark: _Toc343775358][bookmark: _Toc366852718][bookmark: _Toc389118089][bookmark: _Toc404159682]Operational Data

[bookmark: _Ref343770461]Auxiliary Load Control Switch [n] - Status 

The current status (being ‘open’ or ‘closed’) of Auxiliary Load Control Switch [n] as commanded by ESME.

[bookmark: _Toc339438869][bookmark: _Toc339438870][bookmark: _Toc339438871][bookmark: _Toc339438875][bookmark: _Toc339438880][bookmark: _Toc339438881][bookmark: _Toc339438886][bookmark: _Toc339438888][bookmark: _Toc343775359][bookmark: _Toc366852719][bookmark: _Toc389118090][bookmark: _Toc404159683][bookmark: _Toc456794366][bookmark: _Toc41991828]Part E - Boost Function

[bookmark: _Toc343775360][bookmark: _Toc366852720][bookmark: _Toc389118091][bookmark: _Toc404159684][bookmark: _Toc456794367][bookmark: _Toc41991829]Overview

This Part E describes the minimum additional functional and data requirements of ESME where a Boost Function is installed within ESME.  Additional requirements applied by this Part E are a continuation of the Part A Section of the same name (where relevant as modified by Part B or Part C and / or Part D) and hence must also be met by ESME within which a Boost Function is installed.

[bookmark: _Toc343775361][bookmark: _Toc366852721][bookmark: _Toc389118092][bookmark: _Toc404159685][bookmark: _Toc456794368][bookmark: _Toc41991830]Functional Requirements

[bookmark: _Toc343775362][bookmark: _Ref346723488][bookmark: _Toc366852722][bookmark: _Toc389118093][bookmark: _Toc404159686]User Interface Commands

In executing the Commands in this Section 5.25.1 ESME shall be capable of recording UTC date and time at the beginning and end of any Boost Period in the Boost Function Event Log(5.26.3.1).

Activate Boost Period

A Command to cause the Auxiliary Load Control Switch(es) specified in Boost Function Control [n](5.26.2.1) to close for 15, 30, 45 or 60 minutes and then to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

ESME shall only be capable of executing this Command if no Boost Period is currently active.

Cancel Boost Period

A Command to cause the Auxiliary Load Control Switch(es) specified in Boost Function Control [n](5.26.2.1) to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

ESME shall only be capable of executing this Command if a Boost Period is active.

[bookmark: OLE_LINK93][bookmark: OLE_LINK105]In executing the Command ESME shall be capable of generating an entry in the Boost Function Event Log(5.26.3.1) to the effect that the active Boost Period has been cancelled.

Extend Boost Period

A Command to cause the Auxiliary Load Control Switch(es) specified in Boost Function Control [n](5.26.2.1) to remain closed for an additional 15, 30, 45 minutes, and then to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

ESME shall only be capable of executing this Command if a Boost Period is active. In executing the Command ESME shall be capable of limiting any active Boost Period to a maximum of 60 minutes.

[bookmark: _Toc343775363][bookmark: _Toc366852723][bookmark: _Toc389118094][bookmark: _Toc404159687][bookmark: _Toc456794369][bookmark: _Toc41991831]Data Requirements

[bookmark: _Toc343775364][bookmark: _Toc366852724][bookmark: _Toc389118095][bookmark: _Toc404159688]Constant Data

Boost Function Availability

A data item to identify if ESME has a configured Boost Function.

[bookmark: _Toc343775365][bookmark: _Toc366852725][bookmark: _Toc389118096][bookmark: _Toc404159689]Configuration Data

[bookmark: _Ref343770792]Boost Function Control [n]

A data item to identify whether Auxiliary Load Control Switch [n] is to be controlled by the Boost Function.

[bookmark: _Toc336450828][bookmark: _Toc336517516][bookmark: _Toc336517662][bookmark: _Toc386559383][bookmark: _Toc389067542][bookmark: _Toc389118097][bookmark: _Toc389118098][bookmark: _Toc404159690]Operational Data

[bookmark: _Ref391474141]Boost Function Event Log

A single log capable of storing entries for the most recent 25 Boost Periods including the UTC date and time of the beginning and end of the Boost Period.

[bookmark: _Toc320027831][bookmark: _Toc343775367][bookmark: _Toc366852726][bookmark: _Toc389118099][bookmark: _Toc404159691][bookmark: _Ref405369133][bookmark: _Ref405378823][bookmark: _Toc456794370][bookmark: _Toc41991832]In Home Display Technical Specifications Version 3.1

[bookmark: _Toc320001807][bookmark: _Toc341816687][bookmark: _Toc343775368][bookmark: _Toc366852727][bookmark: _Toc389118100][bookmark: _Toc404159692][bookmark: _Toc456794371][bookmark: _Toc41991833]Overview

[bookmark: _Toc312157607]Section 6 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of an In-home Display maintained to comply with the smart metering licence conditions (standard condition 34 of gas supply licences and / or standard condition 40 of electricity supply licences).

[bookmark: _Toc320001809][bookmark: _Toc320001810][bookmark: _Toc320001811][bookmark: _Toc320001812][bookmark: _Toc320001813][bookmark: _Toc320001814][bookmark: _Toc320001815][bookmark: _Toc320001816][bookmark: _Toc320001817][bookmark: _Toc320001818][bookmark: _Toc320001819][bookmark: _Toc320001820][bookmark: _Toc320001821][bookmark: _Toc320001822][bookmark: _Toc320001823][bookmark: _Toc320001824][bookmark: _Toc320001825][bookmark: _Toc320001826][bookmark: _Toc320001827][bookmark: _Toc320001828][bookmark: _Toc320001829][bookmark: _Toc320001830][bookmark: _Toc320001831][bookmark: _Toc320001832][bookmark: _Toc320001833][bookmark: _Toc320001834][bookmark: _Toc320001835][bookmark: _Toc320001836][bookmark: _Toc320001837][bookmark: _Toc320001838][bookmark: _Toc320001839][bookmark: _Toc320001840][bookmark: _Toc320001841][bookmark: _Toc320001842][bookmark: _Toc320001843][bookmark: _Toc320001844][bookmark: _Toc320001845][bookmark: _Toc320001846][bookmark: _Toc320001847][bookmark: _Toc320001848][bookmark: _Toc320001849][bookmark: _Toc320001850][bookmark: _Toc320001851][bookmark: _Toc320001852][bookmark: _Toc320001853][bookmark: _Toc320001854][bookmark: _Toc320001855][bookmark: _Toc320001856][bookmark: _Toc320001857][bookmark: _Toc320001858][bookmark: _Toc320001859][bookmark: _Toc320001860][bookmark: _Toc320001861][bookmark: _Toc320001862][bookmark: _Random_Number_Generator][bookmark: _Toc320001863][bookmark: _Toc320001864][bookmark: _Toc320001865][bookmark: _Toc320001866][bookmark: _Toc320001867][bookmark: _Toc320001868][bookmark: _Toc320001869][bookmark: _Toc320001870][bookmark: _Security_Credential][bookmark: _Toc320001871][bookmark: _Toc320001872][bookmark: _Toc320001873][bookmark: _Toc320001874][bookmark: _Toc320001875][bookmark: _Toc320001876][bookmark: _Toc320001877][bookmark: _Toc320001878][bookmark: _Sensitive_Event][bookmark: _Toc320001879][bookmark: _Toc320001880][bookmark: _Toc320001881][bookmark: _Toc320001882][bookmark: _Toc320001883][bookmark: _Toc320001884][bookmark: _Toc320001885][bookmark: _Toc320001886][bookmark: _Toc320001887][bookmark: _Toc320001888][bookmark: _Toc320001889][bookmark: _Toc320001890][bookmark: _Toc320001891][bookmark: _Toc320001892][bookmark: _Toc320001893][bookmark: _Toc320001894][bookmark: _Toc320001895][bookmark: _Toc320001896][bookmark: _Toc320001897][bookmark: _Toc320001898][bookmark: _Toc366852728][bookmark: _Toc389118101][bookmark: _Toc404159693][bookmark: _Toc456794372][bookmark: _Toc41991834][bookmark: _Toc320001899][bookmark: _Toc341816688][bookmark: _Toc343775369]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559388][bookmark: _Toc391462971][bookmark: _Toc391464738][bookmark: _Toc389067547][bookmark: _Toc389118102][bookmark: _Toc366852729][bookmark: _Toc389118103][bookmark: _Toc404159694]Conformance with the SMETS

The IHD shall have been tested to ensure that it meets the requirements described in this Section 6, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc404159695]ZigBee Alliance Certification 

The IHD shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc366852731][bookmark: _Toc389118105][bookmark: _Toc404159696][bookmark: _Toc456794373][bookmark: _Toc41991835]Physical requirements

The IHD shall as a minimum include the following components: 

1. a Data Store;

a HAN Interface;

a User Interface; and

1. when capable of operating within Sub GHz Bands, a Timer.

The IHD shall be mains powered and shall be capable of performing the minimum functional, interface and data requirements set out in Sections 6.4, 6.5 and 6.6 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 0.6 watts of electricity under normal operating conditions.

The IHD shall:

1. permanently display the IHD Identifier(6.6.1.1) on the IHD;

The HAN Interface of the IHD shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Section 6.5.

The IHD shall be designed to enable the information displayed on it to be easily accessed and presented in a form that is clear and easy to understand including by Consumers with impaired:

sight;

memory and learning ability;

perception and attention; or

dexterity.

When operating within Sub GHz Bands, the IHD shall:

1. be capable of supporting Frequency Agility;

not exceed a transmit power of 25 mW; and

not exceed a duty cycle of 0.35%.

[bookmark: _Toc320001900][bookmark: _Toc341816689][bookmark: _Toc343775370][bookmark: _Ref366079863][bookmark: _Toc366852732][bookmark: _Toc389118106][bookmark: _Toc404159697][bookmark: _Toc456794374][bookmark: _Toc41991836]Functional requirements

This Section describes the minimum functions that the IHD shall be capable of performing. 

[bookmark: _Toc341816690][bookmark: _Toc343775371][bookmark: _Toc366852733][bookmark: _Toc389118107][bookmark: _Toc404159698]Communications

The IHD shall be capable of establishing Communications Links via its HAN Interface. 

The IHD shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 6.4.5.2.

[bookmark: _Ref320214344]Communications Links with ESME and the Gas Proxy Function via the HAN Interface

The IHD shall be capable of establishing and maintaining Communications Links via its HAN Interface with one ESME and one Gas Proxy Function.

In establishing the Communications Link, the IHD shall be capable of using its Security Credentials to enable it to be Authenticated.

The IHD shall be capable of supporting the following types of Communications Links:

1. receiving Pricing and Consumption information from ESME; and

receiving Pricing and Consumption information from a Gas Proxy Function.

The IHD shall be capable of detecting a failure of a Communications Link and on detection of a failure, shall be capable of clearing or suitably annotating the information displayed on its User Interface (set out in Sections 6.4.2, 6.4.3 and 6.4.4) to indicate that the information may be out of date.

[bookmark: _Toc320001902][bookmark: _Toc320001903][bookmark: _Toc320001904][bookmark: _Toc320001905][bookmark: _Toc320001906][bookmark: _Toc320001907][bookmark: _Toc320001908][bookmark: _Ref337632736][bookmark: _Toc341816691][bookmark: _Toc343775372][bookmark: _Toc366852734][bookmark: _Toc389118108][bookmark: _Toc404159699][bookmark: _Ref319592728][bookmark: _Toc320001911][bookmark: _Ref319592667][bookmark: _Toc320001910]General Information

The IHD shall be capable immediately upon establishment of a Communications Link with ESME and a Gas Proxy Function (as set out in Section 6.4.1.1), of providing the following information on its User Interface and providing updates of any changes to the information every 10 seconds thereafter.

Connection Link Quality

The signal strength of its HAN Interface.

Local Time

Time as UTC with adjustment for British Summer Time.

[bookmark: _Ref337632613][bookmark: _Toc341816692][bookmark: _Toc343775373][bookmark: _Toc366852735][bookmark: _Toc389118109][bookmark: _Toc404159700]Information pertaining to the Supply of gas to the Premises

The IHD shall be capable immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 6.4.1.1), of providing the following information[footnoteRef:5] on its User Interface and providing timely updates of any changes to the information thereafter. [5:  Information that shall be capable of being provided in numerical form is annotated [NUM]. Information that shall be capable of being provided in Ambient form is annotated [AMB]. Where information is not annotated the information may be provided in any visual format. ] 


The IHD shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

[bookmark: _Ref463514206]Active Tariff Price [NUM]

The active Tariff Price for Energy Consumption in Currency Units per kWh.

[bookmark: _Cumulative_Consumption_Information_1][bookmark: _Gas_Aggregate_Debt][bookmark: _Aggregate_Debt_Recovery][bookmark: _Cumulative_Consumption][bookmark: _Gas_Cumulative_Consumption]Cumulative Consumption [NUM]

1. Current Day cumulative Energy Consumption;

Current Day cost to the Consumer of cumulative Energy Consumption in Currency Units;

Current Week cumulative Energy Consumption;

Current Week cost to the Consumer of cumulative Energy Consumption in Currency Units;

Current month cumulative Energy Consumption; and

[bookmark: _Cumulative_consumption_information:][bookmark: _Cumulative_Consumption_Information][bookmark: _Gas_Emergency_Credit][bookmark: Credit_balance]Current month cost to the Consumer of cumulative Energy Consumption in Currency Units.

Customer Identification Number [NUM]

A number issued to the IHD for display on the User Interface.

Debt [NUM]

Either Aggregate Debt or time-based and payment-based debt when GSME is operating in Prepayment Mode.

Debt Recovery Rate [NUM]

Either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when GSME is operating in Prepayment Mode.

[bookmark: _Ref366765971][bookmark: _Ref373933428]Emergency Credit Balance [NUM]

The Emergency Credit balance where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated).

[bookmark: _Gas_Historic_Consumption]Historic Consumption

1. D-1 to D-8 historic Energy Consumption;

D-1 to D-8 cost to the Consumer of historic Energy Consumption in Currency Units;

W-1 to W-5 historic Energy Consumption;

W-1 to W-5 cost to the Consumer of historic Energy Consumption in Currency Units;

M-1 to M-13 historic Energy Consumption; and

M-1 to M-13 cost to the Consumer of historic Energy Consumption in Currency Units.

[bookmark: _Gas_Low_Credit]where: D-1 = current Day minus 1, D-2 = current Day minus 2, W-1 = current Week minus 1, M-1 = current month minus 1, etc.

Low Credit Alert 

An indication that the combined Meter Balance [NUM](6.4.3.9) and Emergency Credit Balance [NUM](6.4.3.6) has fallen below a low credit threshold.

[bookmark: _Instantaneous_Import_Power][bookmark: _Gas_Meter_Balance][bookmark: _Ref366765744][bookmark: _Ref346697732]Meter Balance [NUM]

The amount of money in Currency Units as determined by GSME.  If operating in Prepayment Mode, the Meter Balance represents GSME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance [NUM](6.4.3.6)).  If operating in Credit Mode, it represents GSME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

Payment Mode

The current mode of operation of GSME, being Prepayment Mode or Credit Mode.

[bookmark: _Ref320208302][bookmark: _Toc341816693][bookmark: _Toc343775374][bookmark: _Toc366852736][bookmark: _Toc389118110][bookmark: _Toc404159701]Information pertaining to the Supply of electricity to the Premises

The IHD shall be capable, upon establishment of a Communications Link with ESME (as set out in Section 6.4.1.1), of providing the following information[footnoteRef:6] on its User Interface and providing updates of any changes to the information every 10 seconds thereafter. [6:  Information that shall be capable of being provided in numerical form is annotated [NUM]. Information that shall be capable of being provided in Ambient form is annotated [AMB]. Where information is not annotated the information may be provided in any visual format. ] 


The IHD shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

[bookmark: _Ref463514602]Active Tariff Price [NUM]

The active Tariff Price for Consumption in Currency Units per kWh.

Cumulative Consumption [NUM]

1. Current Day cumulative Consumption;

Current Day cost to the Consumer of cumulative Consumption in Currency Units;

Current Week cumulative Consumption;

Current Week cost to the Consumer of cumulative Consumption in Currency Units;

Current month cumulative Consumption; and

[bookmark: _Ref321131816]Current month cost to the Consumer of cumulative Consumption in Currency Units.

Customer Identification Number [NUM]

A number issued to the IHD for display on the User Interface.

Debt [NUM]

Either Aggregate Debt or time-based and payment-based debt when ESME is operating in Prepayment Mode.

Debt Recovery Rate [NUM]

Either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when ESME is operating in Prepayment Mode.

[bookmark: _Ref366766339][bookmark: _Ref346697932]Emergency Credit Balance [NUM]

The Emergency Credit balance where Emergency Credit is activated in ESME (including a clear indication that the Emergency credit has been activated).

Historic Consumption

1. D-1 to D-8 historic Consumption;

D-1 to D-8 cost to the Consumer of historic Consumption in Currency Units;

W-1 to W-5 historic Consumption;

W-1 to W-5 cost to the Consumer of historic Consumption in Currency Units;

M-1 to M-13 historic Consumption; and

M-1 to M-13 cost to the Consumer of historic Consumption in Currency Units.

where: D-1 = current Day minus 1, D-2 = current Day minus 2, W-1 = current Week minus 1, M-1 = current month minus 1 etc.

Instantaneous Active Power Import [NUM]

A near real-time indication of the Active Power Import in kW and the cost to the Consumer of maintaining that Instantaneous Active Power Import for one hour.

Low Credit Alert

An indication that the combined Meter Balance [NUM](6.4.4.10) and Emergency Credit Balance(6.4.4.6) has fallen below a low credit threshold.

[bookmark: _Ref366766221][bookmark: _Ref346697914]Meter Balance [NUM]

The amount of money in Currency Units as determined by ESME.  If operating in Prepayment Mode, the Meter Balance represents ESME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance(6.4.4.6)).  If operating in Credit Mode, it represents ESME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

Payment Mode

The current mode of operation of ESME, being Prepayment Mode or Credit Mode.

Power Threshold Status [AMB]

An indication of the level of Active Power Import as high, medium or low.

[bookmark: _Meter_Balance_Updated][bookmark: _Meter_Balance_Last][bookmark: _Toc318388376][bookmark: _Toc320001912][bookmark: _Toc318388377][bookmark: _Toc320001913][bookmark: _Instantaneous_power_import:][bookmark: _Instantaneous_Power_Import][bookmark: _Low_Credit_Alert][bookmark: _Aggregate_Debt][bookmark: _Power_Threshold_Status][bookmark: _Toc318388378][bookmark: _Toc320001914][bookmark: _Toc318388379][bookmark: _Toc320001915][bookmark: _Toc318388380][bookmark: _Toc320001916][bookmark: _Toc318388381][bookmark: _Toc320001917][bookmark: _Electricity_Active_Tariff][bookmark: _Toc318388382][bookmark: _Toc320001918][bookmark: _Toc318388383][bookmark: _Toc320001919][bookmark: _Electricity_Aggregate_Debt][bookmark: _Toc318388384][bookmark: _Toc320001920][bookmark: _Toc318388385][bookmark: _Toc320001921][bookmark: _Electricity_Aggregate_Debt_1][bookmark: _Toc318388386][bookmark: _Toc320001922][bookmark: _Toc318388387][bookmark: _Toc320001923][bookmark: _Electricity_Cumulative_Consumption][bookmark: _Toc318388388][bookmark: _Toc320001924][bookmark: _Toc318388389][bookmark: _Toc320001925][bookmark: _Toc318388390][bookmark: _Toc320001926][bookmark: _Toc318388391][bookmark: _Toc320001927][bookmark: _Toc318388392][bookmark: _Toc320001928][bookmark: _Toc318388393][bookmark: _Toc320001929][bookmark: _Toc318388394][bookmark: _Toc320001930][bookmark: _Electricity_Emergency_Credit][bookmark: _Toc318388395][bookmark: _Toc320001931][bookmark: _Toc318388396][bookmark: _Toc320001932][bookmark: _Toc318388397][bookmark: _Toc320001933][bookmark: _Toc318388398][bookmark: _Toc320001934][bookmark: _Electricity_Historic_Consumption][bookmark: _Toc318388399][bookmark: _Toc320001935][bookmark: _Toc318388400][bookmark: _Toc320001936][bookmark: _Toc318388401][bookmark: _Toc320001937][bookmark: _Toc318388402][bookmark: _Toc320001938][bookmark: _Toc318388403][bookmark: _Toc320001939][bookmark: _Toc318388404][bookmark: _Toc320001940][bookmark: _Toc318388405][bookmark: _Toc320001941][bookmark: _Toc318388406][bookmark: _Toc320001942][bookmark: _Electricity_Low_Credit][bookmark: _Toc318388407][bookmark: _Toc320001943][bookmark: _Toc318388408][bookmark: _Toc320001944][bookmark: _Instantaneous_Import_Power_1][bookmark: _Toc318388409][bookmark: _Toc320001945][bookmark: _Toc318388410][bookmark: _Toc320001946][bookmark: _Toc318388411][bookmark: _Toc320001947][bookmark: _Electricity_Meter_Balance][bookmark: _Toc318388412][bookmark: _Toc320001948][bookmark: _Toc318388413][bookmark: _Toc320001949][bookmark: _Electricity_Meter_Balance_1][bookmark: _Toc318388414][bookmark: _Toc320001950][bookmark: _Toc318388415][bookmark: _Toc320001951][bookmark: _Toc318388416][bookmark: _Toc320001952][bookmark: _Toc318388417][bookmark: _Toc320001953][bookmark: _Toc318388418][bookmark: _Toc320001954][bookmark: _Toc318388419][bookmark: _Toc320001955][bookmark: _Toc320001956][bookmark: _Ref320205451][bookmark: _Toc341816694][bookmark: _Toc343775375][bookmark: _Toc366852737][bookmark: _Toc389118111][bookmark: _Toc404159702]Security

General

The IHD shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

[bookmark: _Ref321131694]Communications

The IHD shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface; 

Consumption data used for billing whilst being transferred via an Interface; and

Security Credentials whilst being transferred via an interface.

[bookmark: _Toc313956260][bookmark: _Toc313956363][bookmark: _Toc313956466][bookmark: _Toc313956261][bookmark: _Toc313956364][bookmark: _Toc313956467][bookmark: _Toc313956262][bookmark: _Toc313956365][bookmark: _Toc313956468][bookmark: _Toc313956263][bookmark: _Toc313956366][bookmark: _Toc313956469][bookmark: _Toc313956264][bookmark: _Toc313956367][bookmark: _Toc313956470][bookmark: _Toc313956265][bookmark: _Toc313956368][bookmark: _Toc313956471][bookmark: _Toc313956266][bookmark: _Toc313956369][bookmark: _Toc313956472][bookmark: _Toc313956268][bookmark: _Toc313956371][bookmark: _Toc313956474][bookmark: _Toc313956270][bookmark: _Toc313956373][bookmark: _Toc313956476][bookmark: _Toc313956272][bookmark: _Toc313956375][bookmark: _Toc313956478][bookmark: _Toc313956275][bookmark: _Toc313956378][bookmark: _Toc313956481][bookmark: _Toc313956276][bookmark: _Toc313956379][bookmark: _Toc313956482][bookmark: _Toc313956277][bookmark: _Toc313956380][bookmark: _Toc313956483][bookmark: _Toc313956278][bookmark: _Toc313956381][bookmark: _Toc313956484][bookmark: _Toc313956279][bookmark: _Toc313956382][bookmark: _Toc313956485][bookmark: _Toc313956280][bookmark: _Toc313956383][bookmark: _Toc313956486][bookmark: _Toc313956281][bookmark: _Toc313956384][bookmark: _Toc313956487][bookmark: _Toc313956283][bookmark: _Toc313956386][bookmark: _Toc313956489][bookmark: _Toc313956289][bookmark: _Toc313956392][bookmark: _Toc313956495][bookmark: _Toc319334325][bookmark: _Toc320001957][bookmark: _Toc341816695][bookmark: _Toc343775376][bookmark: _Ref366079896][bookmark: _Toc366852738][bookmark: _Ref386532310][bookmark: _Toc389118112][bookmark: _Toc404159703][bookmark: _Toc456794375][bookmark: _Toc41991837][bookmark: _Ref315183189]Interface Requirements

[bookmark: _Toc320001958]This Section describes the minimum required interactions which the IHD shall be capable of undertaking with ESME and / or a Gas Proxy Function as appropriate via its HAN Interface.

[bookmark: _Toc320001959][bookmark: _Toc341816696][bookmark: _Toc343775377][bookmark: _Toc366852739][bookmark: _Toc389118113][bookmark: _Toc404159704][bookmark: _Toc319334326]Receipt of information via the HAN Interface 

The IHD shall be capable, immediately upon establishment of a Communications Link with ESME and / or a Gas Proxy Function (as set out in Section 6.4.1.1) of (as relevant):

1. receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements described in Section 6.4.2;

receiving information (and timely updates of any changes to the information thereafter) required to meet the display requirements described in Section 6.4.3; and

receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements described in Section 6.4.4.

[bookmark: _Toc320001960][bookmark: _Toc320001961][bookmark: _Toc320001962][bookmark: _Toc320001963][bookmark: _Toc313956497][bookmark: _Toc313956292][bookmark: _Toc313956395][bookmark: _Toc313956498][bookmark: _Toc313956294][bookmark: _Toc313956397][bookmark: _Toc313956500][bookmark: _Toc313956296][bookmark: _Toc313956399][bookmark: _Toc313956502][bookmark: _Toc313956299][bookmark: _Toc313956402][bookmark: _Toc313956505][bookmark: _Toc313956300][bookmark: _Toc313956403][bookmark: _Toc313956506][bookmark: _Toc313956301][bookmark: _Toc313956404][bookmark: _Toc313956507][bookmark: _Toc313956302][bookmark: _Toc313956405][bookmark: _Toc313956508][bookmark: _Toc313956303][bookmark: _Toc313956406][bookmark: _Toc313956509][bookmark: _Toc313956306][bookmark: _Toc313956409][bookmark: _Toc313956512][bookmark: _Toc313956308][bookmark: _Toc313956411][bookmark: _Toc313956514][bookmark: _Toc313956309][bookmark: _Toc313956412][bookmark: _Toc313956515][bookmark: _Toc313956310][bookmark: _Toc313956413][bookmark: _Toc313956516][bookmark: _Toc320001964][bookmark: _Toc320001965][bookmark: _Toc320001966][bookmark: _Toc320001967][bookmark: _Toc320001968][bookmark: _Toc320001969][bookmark: _Toc320001970][bookmark: _Toc320001971][bookmark: _Toc320001972][bookmark: _Toc320001973][bookmark: _Toc320001974][bookmark: _Toc320001975][bookmark: _Toc320001976][bookmark: _Toc320001977][bookmark: _Toc320001978][bookmark: _Toc320001979][bookmark: _Toc320001980][bookmark: _Toc320001981][bookmark: _Toc320001982][bookmark: _Toc320001983][bookmark: _Toc320001984][bookmark: _Toc320001985][bookmark: _Toc320001986][bookmark: _Toc320001987][bookmark: _Toc320001988][bookmark: _Toc320001989][bookmark: _Toc320001990][bookmark: _Toc320001991][bookmark: _Toc320001992][bookmark: _Toc320001993][bookmark: _Toc320001994][bookmark: _Toc320001995][bookmark: _Toc320001997][bookmark: _Toc313956316][bookmark: _Toc313956419][bookmark: _Toc313956522][bookmark: _Toc313956317][bookmark: _Toc313956420][bookmark: _Toc313956523][bookmark: _Toc313956318][bookmark: _Toc313956421][bookmark: _Toc313956524][bookmark: _Toc313956322][bookmark: _Toc313956425][bookmark: _Toc313956528][bookmark: _Toc313956324][bookmark: _Toc313956427][bookmark: _Toc313956530][bookmark: _Toc313956325][bookmark: _Toc313956428][bookmark: _Toc313956531][bookmark: _Toc313956327][bookmark: _Toc313956430][bookmark: _Toc313956533][bookmark: _Toc313956329][bookmark: _Toc313956432][bookmark: _Toc313956535][bookmark: _Toc313956331][bookmark: _Toc313956434][bookmark: _Toc313956537][bookmark: _Toc313956334][bookmark: _Toc313956437][bookmark: _Toc313956540][bookmark: _Toc313956340][bookmark: _Toc313956443][bookmark: _Toc313956546][bookmark: _Toc313956344][bookmark: _Toc313956447][bookmark: _Toc313956550][bookmark: _Toc313956345][bookmark: _Toc313956448][bookmark: _Toc313956551][bookmark: _Active_Tariff_Rate][bookmark: _Toc319250833][bookmark: _Toc320001998][bookmark: _Toc341816697][bookmark: _Toc343775378][bookmark: _Ref366079912][bookmark: _Toc366852740][bookmark: _Toc389118114][bookmark: _Toc404159705][bookmark: _Toc456794376][bookmark: _Toc41991838]Data requirements

This Section describes the minimum information which the IHD shall be capable of holding in its Data Store.

[bookmark: _Toc319250834][bookmark: _Toc320001999][bookmark: _Toc341816698][bookmark: _Toc343775379][bookmark: _Toc366852741][bookmark: _Toc389118115][bookmark: _Toc404159706]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref320622867]IHD Identifier

A globally unique identifier used to identify the IHD based on the EUI-64 Institute of Electrical and Electronic Engineers standard. 

[bookmark: _Toc345500002][bookmark: _Toc366852742][bookmark: _Toc389118116][bookmark: _Toc404159707][bookmark: _Ref405369158][bookmark: _Ref409703268][bookmark: _Ref409703285][bookmark: _Toc456794377][bookmark: _Toc41991839]Prepayment Interface Device Technical Specifications Version 3.1

[bookmark: _Toc386559403][bookmark: _Toc391462986][bookmark: _Toc391464753][bookmark: _Toc389067562][bookmark: _Toc389118117][bookmark: _Toc365037242][bookmark: _Toc366852743][bookmark: _Toc389118118][bookmark: _Toc404159708][bookmark: _Toc456794378][bookmark: _Toc41991840]Overview

Section 7 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of a Prepayment Interface Device (PPMID), where it is maintained by a Supplier in accordance with standard condition 46 of the gas supply licence and / or standard condition 52 of the electricity supply licence.

[bookmark: _Toc366852744][bookmark: _Toc389118119][bookmark: _Toc404159709][bookmark: _Toc456794379][bookmark: _Toc41991841][bookmark: _Toc365037243]SMETS Testing and Certification Requirements 

[bookmark: _Toc365037244][bookmark: _Toc366852745][bookmark: _Toc404159710]Conformance with the SMETS

A PPMID shall have been tested to ensure that it meets the requirements described in this Section 7, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc365037245][bookmark: _Toc366852746][bookmark: _Toc389118120][bookmark: _Toc404159711]Conformance with the Great Britain Companion Specification 

A PPMID shall meet the requirements described in the Great Britain Companion Specification.

A PPMID shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc386559408][bookmark: _Toc391462990][bookmark: _Toc391464757][bookmark: _Toc389067566][bookmark: _Toc389118121][bookmark: _Toc365037247][bookmark: _Toc366852748][bookmark: _Toc389118122][bookmark: _Toc404159712][bookmark: _Toc456794380][bookmark: _Toc41991842]Physical Requirements

A PPMID shall as a minimum include the following components:

1. a Data Store;

a HAN Interface; 

a User Interface; and

1. when capable of operating within Sub GHz Bands, a Timer.

A PPMID shall:

1. permanently display the PPMID Identifier(7.6.1.1) on the PPMID; and

have a Secure Perimeter. 

The HAN Interface of a PPMID shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Sections 7.5.1, 7.5.2, 7.5.4 and 7.5.5.

The PPMID shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Security Credentials;

Cryptographic Algorithms; and

Firmware and data essential for ensuring its integrity,

stored or executing on the PPMID.

The PPMID shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals;

and where reasonably practicable:

generating and sending an Alert to that effect via its HAN Interface.

When operating within Sub GHz Bands, the PPMID shall:

1. be capable of supporting Frequency Agility;

not exceed a transmit power of 25 mW; and

not exceed a duty cycle of 0.35%.

[bookmark: _Toc365037248][bookmark: _Toc365037249][bookmark: _Toc366852749][bookmark: _Toc389118123][bookmark: _Toc404159713][bookmark: _Toc456794381][bookmark: _Toc41991843]Functional Requirements 

This Section describes the minimum functions that a PPMID shall be capable of performing.

[bookmark: _Toc365986043][bookmark: _Toc366240851][bookmark: _Toc366241020][bookmark: _Toc366241868][bookmark: _Toc366245311][bookmark: _Toc366739893][bookmark: _Toc366740054][bookmark: _Toc366741397][bookmark: _Toc366741558][bookmark: _Toc366741719][bookmark: _Toc366850128][bookmark: _Toc366850287][bookmark: _Toc366852751][bookmark: _Toc365037251][bookmark: _Toc366852752][bookmark: _Toc389118124][bookmark: _Toc404159714]Communications 

A PPMID shall be capable of establishing Communications Links via its HAN Interface.

A PPMID shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 7.4.7.4.

When any Command addressed to the PPMID is received via any Communications Link the PPMID shall be capable of:

1. [bookmark: _Ref365381541]using the Security Credentials the PPMID holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 7.4.7.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref365381553]verifying the integrity of the Command. 

On failure of any of (i) to (iii) above, the PPMID shall be capable of discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

Where the Command is not due to be executed immediately, the PPMID shall be capable of generating and sending a Response via its HAN Interface to confirm its successful receipt.

A PPMID shall only be capable of addressing a Response to the sender of the relevant Command.

[bookmark: _Ref345498345]Communications Links with ESME, GSME and Gas Proxy Function via the HAN interface 

A PPMID shall be capable of establishing Communications Links via its HAN Interface with a minimum of one ESME, one GSME and one Gas Proxy Function. 

A PPMID shall only be capable of establishing Communications Links via its HAN Interface with GSME and ESME with Security Credentials in the Device Log(7.6.3.1).

In establishing any Communications Link via its HAN Interface, the PPMID shall be capable of using its Security Credentials to enable it to be Authenticated.

A PPMID shall be capable of supporting the following types of Communications Links: 

1. [bookmark: _Ref365381458]receiving Price and Consumption information from ESME; 

receiving Price and Consumption information from a Gas Proxy Function;

generating and sending the Commands (set out in Section 7.5.4) to GSME; and

[bookmark: _Ref365381474]generating and sending the Commands (set out in Section 7.5.5) to ESME.

A PPMID shall be capable of detecting a failure of a Communications Link and on detection of a failure, shall be capable of clearing or suitably annotating the information displayed on its User Interface (set out in Sections 7.4.5 and 7.4.6) to indicate that the information may be out of date.

[bookmark: _Toc389118125][bookmark: _Toc404159715]Data storage

A PPMID shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc389118126][bookmark: _Toc404159716][bookmark: _Ref345589273][bookmark: _Ref345589376][bookmark: _Toc365037252][bookmark: _Toc366852753]Debt to Clear Calculations

[bookmark: _Ref435533137]Debt to Clear GSME

If the Meter Balance(4.6.5.11) is equal to or below the Disablement Threshold(4.6.4.12) a PPMID shall be capable of maintaining a calculation of the Debt to Clear based on:

1. [bookmark: _Ref405379218]the difference between the Meter Balance(4.6.5.11) and the Disablement Threshold(4.6.4.12);

[bookmark: _Ref405379224]amount of debt accumulated in the Accumulated Debt Register(4.6.5.1); 

[bookmark: _Ref405379231]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (i), (ii) and (iii) (as defined by Debt Recovery per Payment(4.6.4.8) taking account of the amount remaining in the Payment Debt Register(4.6.5.13), the payment-based debt payments in the Billing Data Log(4.6.5.3) and the Debt Recovery Rate Cap(4.6.4.10)).

[bookmark: _Ref435533149]Debt to Clear ESME

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) a PPMID shall be capable of maintaining a calculation of the Debt to Clear based on:

1. [bookmark: _Ref409528488]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref409528499]amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref409528505]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (i), (ii) and (iii) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.7.5.10) and the Debt Recovery Rate Cap [INFO](5.7.4.13)).

[bookmark: _Toc389118127][bookmark: _Toc404159717]General Information

A PPMID shall be capable immediately upon establishment of a Communications Link with an ESME and a Gas Proxy Function (as set out in Section 7.4.1.1), of displaying the following up to date information on its User Interface, and displaying updates of any changes to the information every 10 seconds thereafter.

The PPMID shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

Connection Link Quality

The signal strength of its HAN Interface.

Local Time

The UTC date and time adjusted for British Summer Time.

[bookmark: _Ref345589309][bookmark: _Ref345589385][bookmark: _Toc365037253][bookmark: _Toc366852754][bookmark: _Toc389118128][bookmark: _Toc404159718]Information Pertaining to the Supply of Gas to the Premises 

A PPMID shall be capable immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 7.4.1.1), of displaying the following up to date information on its User Interface, and displaying timely updates of any changes to the information thereafter:

1. the Active Tariff Price(4.6.5.2);

the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated);

whether Emergency Credit is available for activation on GSME;

any low credit condition;

the Meter Balance(4.6.5.11);

the Debt to Clear;

whether GSME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar(4.6.4.20) (as set out in Section 4.4.7.2);

either Aggregate Debt or time-based and payment-based debts when GSME is operating in Prepayment Mode;

either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when GSME is operating in Prepayment Mode;

any Standing Charge(4.6.4.23);

the Contact Details(4.6.4.4); and

the Supply State(4.6.5.18).

[bookmark: _Ref345589321][bookmark: _Ref347824571][bookmark: _Toc365037254][bookmark: _Toc366852755][bookmark: _Toc389118129][bookmark: _Toc404159719]Information Pertaining to the Supply of Electricity to the Premises 

A PPMID shall be capable, upon establishment of a Communications Link with ESME (as set out in Section 7.4.1.1), of displaying the following information on its User Interface, and displaying updates of any changes to the information every 10 seconds thereafter:

1. the Active Tariff Price [INFO](5.7.5.5);

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated);

whether Emergency Credit is available for activation on ESME;

any low credit condition;

the Meter Balance [INFO](5.7.5.22);

the Debt to Clear when ESME is operating in Prepayment Mode;

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.5.7.2);

either Aggregate Debt or time-based and payment-based debts when ESME is operating in Prepayment Mode;

either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when ESME is operating in Prepayment Mode;

any Standing Charge [INFO](5.7.4.42); 

Contact Details [INFO](5.7.4.8); and

the Supply State [INFO](5.7.5.32).

[bookmark: _Toc365037255][bookmark: _Toc366852756][bookmark: _Toc389118130][bookmark: _Toc404159720]Security 

[bookmark: _Ref435533173]General 

A PPMID shall be designed taking all reasonable steps to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link. 

[bookmark: _Ref345498150]Security Credentials 

PPMID Private Keys 

The PPMID shall be capable of securely storing Private Keys. 

The PPMID shall be capable of securely storing Key Agreement values.

Public Key Certificates 

The PPMID shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 7.5.2.4. 

During the replacement of any PPMID Security Credentials(7.6.3.2) (as set out in Section 7.5.2.4), the PPMID shall be capable of ensuring that the PPMID Security Credentials(7.6.3.2) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref359333733]Role Based Access Control (RBAC) 

The PPMID shall be capable of restricting Authorisation to execute Commands according to Role permissions.

[bookmark: _Ref347834982]Cryptographic Algorithms 

The PPMID shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and generating any Command or Response or Alert, the PPMID shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing; 

Digital Signature verification;

Hashing; and

Message Authentication.

[bookmark: _Ref347843585]Communications 

A PPMID shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of: 

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface; 

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface.

[bookmark: _Toc365037256][bookmark: _Toc366852757][bookmark: _Toc389118131][bookmark: _Toc404159721][bookmark: _Toc456794382][bookmark: _Toc41991844]Interface Requirements 

This Section describes the minimum required interactions which a PPMID shall be capable of undertaking with ESME, GSME and a Gas Proxy Function as appropriate via its HAN Interface. 

[bookmark: _Toc365037257][bookmark: _Toc366852758][bookmark: _Ref386532563][bookmark: _Ref386532823][bookmark: _Toc389118132][bookmark: _Toc404159722]Receipt of Information via the HAN Interface 

A PPMID shall be capable, immediately upon establishment of a Communications Link with ESME and a Gas Proxy Function (as set out in Section 7.4.1.1) of:

1. receiving information required to meet the display requirements set out in Section 7.4.3;

receiving information (and timely updates of any changes to the information thereafter) required to meet the display requirements set out in Section 7.4.5; and

receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements set out in Section 7.4.6.

[bookmark: _Ref347839276][bookmark: _Toc365037258][bookmark: _Toc366852759][bookmark: _Toc389118133][bookmark: _Toc404159723]HAN Interface Commands

A PPMID shall be capable of executing immediately the Commands set out in this Section 7.5.2 following their receipt via its HAN Interface.

Add Device Security Credentials 

A Command to add Security Credentials for ESME or GSME to the Device Log(7.6.3.1).

In executing the Command, a PPMID shall be capable of verifying the Security Credentials.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 7.6.3.

[bookmark: _Ref347839150]In executing the Command, a PPMID shall be capable of sending such value(s) in a Response via its HAN Interface.

Remove Device Security Credentials

A Command to remove Security Credentials for ESME or GSME from the Device Log(7.6.3.1).

[bookmark: _Ref359508754]Replace PPMID Security Credentials 

A Command to replace PPMID Security Credentials(7.6.3.2) held within the PPMID.

In executing the Command the PPMID shall be capable of maintaining the Command’s Transactional Atomicity.

[bookmark: _Toc365037259][bookmark: _Ref365454047][bookmark: _Toc366852760][bookmark: _Toc389118134][bookmark: _Toc404159724]User Interface Commands

A PPMID shall be capable of executing immediately the Commands set out in this Section 7.5.3 following their receipt via its User Interface.

Activate ESME Emergency credit

A Command to issue a Request Emergency Credit Activation(7.5.5.1) to ESME.

Activate GSME Emergency credit

A Command to issue a Request Emergency Credit Activation(7.5.4.1) to GSME.

Add Credit to ESME

A Command to generate and issue a Request to Add Credit(7.5.5.2) when ESME is operating in Prepayment Mode on input of a UTRN.

Add Credit to GSME

A Command to generate and issue a Request to Add Credit(7.5.4.2) when GSME is operating in Prepayment Mode on input of a UTRN.

Enable ESME Supply

A Command to issue a Request to Enable ESME Supply(7.5.5.3) to ESME.

[bookmark: _Ref354388469][bookmark: _Toc365037260][bookmark: _Toc366852761][bookmark: _Toc389118135][bookmark: _Toc404159725]HAN Interface Commands issued by PPMID to GSME 

A PPMID shall be capable of generating and issuing to GSME the Commands set out in this Section 7.5.4.

[bookmark: _Ref354147062]Request Emergency Credit Activation

A Command requesting that GSME Activates Emergency Credit.

[bookmark: _Ref354147166]Request to Add Credit

A Command including a UTRN requesting that GSME accepts Credit.

[bookmark: _Ref354388485][bookmark: _Toc365037261][bookmark: _Toc366852762][bookmark: _Toc389118136][bookmark: _Toc404159726]HAN Interface Commands issued by PPMID to ESME 

A PPMID shall be capable of generating and issuing to ESME the Commands set out in this Section 7.5.5.

[bookmark: _Ref354146990]Request Emergency Credit Activation

A Command requesting that ESME Activates Emergency Credit.

[bookmark: _Ref354147121]Request to Add Credit

A Command including a UTRN requesting that ESME accepts credit.

[bookmark: _Ref354147225]Request to Enable ESME Supply

A Command requesting that ESME Enables Supply.

[bookmark: _Toc365037262][bookmark: _Toc366852763][bookmark: _Toc389118137][bookmark: _Toc404159727][bookmark: _Toc456794383][bookmark: _Toc41991845]Data Requirements 

This Section describes the minimum information which a PPMID shall be capable of holding in its Data Store.

[bookmark: _Ref354403361][bookmark: _Toc365037263][bookmark: _Toc366852764][bookmark: _Toc389118138][bookmark: _Toc404159728]Constant data 

Data that shall remain constant and unchangeable at all times.

[bookmark: _Ref345495980]PPMID Identifier 

A globally unique identifier used to identify the PPMID based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

[bookmark: _Toc346787612][bookmark: _Toc365037264][bookmark: _Toc366852765][bookmark: _Toc389118139][bookmark: _Toc404159729][bookmark: _Ref435533200]This Section is not used

[bookmark: _Ref350927320][bookmark: _Toc365037265][bookmark: _Toc366852766][bookmark: _Toc389118140][bookmark: _Toc404159730]Configuration data 

Data that configures the operation of various functions of the PPMID.

[bookmark: _Ref347839369]Device Log

The Security Credentials and Device identity details for each of the Devices with which the PPMID can communicate.

[bookmark: _Ref365037016]PPMID Security Credentials

The Security Credentials for the PPMID and parties Authorised to interact with it. 

[bookmark: _Ref373933505][bookmark: _Toc366852767][bookmark: _Toc389118141][bookmark: _Toc404159731][bookmark: _Toc456794384][bookmark: _Toc41991846]HAN Connected Auxiliary Load Control Switch Technical Specifications Version 3.1

[bookmark: _Toc368563441][bookmark: _Toc366245303][bookmark: _Toc371599058][bookmark: _Toc389118142][bookmark: _Toc404159732][bookmark: _Toc456794385][bookmark: _Toc41991847]Overview

Section 8 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of a HAN Connected Auxiliary Load Control Switch (HCALCS), where it is maintained by a Supplier in accordance with standard condition 52 of the electricity supply licence.

[bookmark: _Toc389118143][bookmark: _Toc404159733][bookmark: _Toc456794386][bookmark: _Toc41991848]SMETS Testing and Certification Requirements

[bookmark: _Toc389118144][bookmark: _Toc404159734]Conformance with the SMETS

An HCALCS shall have been tested to ensure that it meets the requirements described in this Section 8, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc389118145][bookmark: _Toc404159735]Conformance with the Great Britain Companion Specification 

An HCALCS shall meet the requirements described in the Great Britain Companion Specification.

An HCALCS shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc389118146][bookmark: _Toc404159736][bookmark: _Ref435533225]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

An HCALCS shall meet the requirements described in the Commercial Product Assurance Security Characteristic Smart Metering - HAN Connected Auxiliary Load Control Switch.

An HCALCS shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Smart Metering - HAN Connected Auxiliary Load Control Switch.

[bookmark: _Toc368563442][bookmark: _Toc366245308][bookmark: _Toc371599059][bookmark: _Toc389118147][bookmark: _Toc404159737][bookmark: _Toc456794387][bookmark: _Toc41991849]Physical Requirements

An HCALCS shall as a minimum include the following components: 

1. a HAN Interface; 

a Data Store;

an Auxiliary Load Control Switch; and

a Timer.

An HCALCS shall: 

permanently display the HCALCS Identifier(8.6.1.1) on the HCALCS.

The HAN Interface of an HCALCS shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Sections 8.5.1 and 8.5.2.

An HCALCS shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications that could compromise the Confidentiality and / or Data Integrity of:

Security Credentials;

Cryptographic Algorithms; and

Firmware and data essential for ensuring its integrity,

stored or executing on the HCALCS.

When operating within Sub GHz Bands, the HCALCS shall:

be capable of supporting Frequency Agility; and

not exceed a transmit power of 25 mW.

[bookmark: _Toc368563443][bookmark: _Toc366245309][bookmark: _Toc371599060][bookmark: _Toc389118148][bookmark: _Toc404159738][bookmark: _Toc456794388][bookmark: _Toc41991850]Functional Requirements 

This Section defines the minimum functions that an HCALCS shall be capable of performing.

[bookmark: _Toc365986042][bookmark: _Toc366240850][bookmark: _Toc366241019][bookmark: _Toc366241867][bookmark: _Toc366245310][bookmark: _Toc368563444][bookmark: _Toc371599061][bookmark: _Toc389118149][bookmark: _Toc404159739]Timer

[bookmark: _Toc368563445]The Timer shall be capable of measuring a configurable period of up to 24 hours with a minimum resolution of 1 minute.

[bookmark: _Toc371599062][bookmark: _Toc389118150][bookmark: _Toc404159740]Communications 

An HCALCS shall be capable of establishing Communications Links via its HAN Interface.

An HCALCS shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 8.4.4.4.

When any Command addressed to the HCALCS is received via any Communications Link the HCALCS shall be capable of:

1. using the Security Credentials the HCALCS holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 8.4.4.2.3 that the sender of the Command is Authorised to execute the Command; and

verifying the integrity of the Command. 

On failure of any of (i) to (iii) above, the HCALCS shall be capable of discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

An HCALCS shall only be capable of addressing a Response to the sender of the relevant Command.

Communications Links with ESME via the HAN interface 

An HCALCS shall be capable of establishing Communications Links via its HAN Interface with one ESME. 

An HCALCS shall only be capable of establishing Communications Links via its HAN Interface with one ESME with Security Credentials in the Device Log(8.6.2.1).

In establishing the Communications Link, the HCALCS shall be capable of using its own, unique Security Credentials to enable it to be Authenticated by the ESME. 

The HCALCS shall be capable of supporting the following types of Communications Links: 

1. receiving HAN Interface Commands (set out in Section 8.5.1) from ESME; and

sending the Commands (set out in Section 8.5.1.6) to ESME.

[bookmark: _Toc389118151][bookmark: _Toc404159741]Data storage

An HCALCS shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc349823795][bookmark: _Toc353181979][bookmark: _Toc349823797][bookmark: _Toc353181981][bookmark: _Toc349823799][bookmark: _Toc353181983][bookmark: _Toc349823800][bookmark: _Toc353181984][bookmark: _Toc349823809][bookmark: _Toc353181993][bookmark: _Toc349823813][bookmark: _Toc353181997][bookmark: _Toc349823814][bookmark: _Toc353181998][bookmark: _Toc349823815][bookmark: _Toc353181999][bookmark: _Toc349823817][bookmark: _Toc353182001][bookmark: _Toc349823821][bookmark: _Toc353182005][bookmark: _Toc349823837][bookmark: _Toc353182021][bookmark: _Toc349823838][bookmark: _Toc353182022][bookmark: _Toc349823840][bookmark: _Toc353182024][bookmark: _Toc349823844][bookmark: _Toc353182028][bookmark: _Toc349823846][bookmark: _Toc353182030][bookmark: _Toc368563446][bookmark: _Toc366245316][bookmark: _Toc371599063][bookmark: _Toc389118152][bookmark: _Toc404159742]Security 

General 

An HCALCS shall be designed taking all reasonable steps to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link. 

An HCALCS shall be capable of securely disabling Critical Commands other than those Commands set out in Section 8.5 that are Critical Commands.

Security Credentials 

HCALCS Private Keys 

The HCALCS shall be capable of securely storing Private Keys. 

The HCALCS shall be capable of securely storing Key Agreement values. 

Public Key Certificates 

The HCALCS shall be capable of securely storing Security Credentials from Public Key Certificates including for use in the Cryptographic Algorithms as set out in Section 8.4.4.3. 

During any replacement of HCALCS Security Credentials(8.6.2.2) (as set out in Section 8.5.1.3) the HCALCS shall be capable of ensuring that the HCALCS Security Credentials(8.6.2.2) being replaced remain usable until the successful completion of the replacement. 

[bookmark: _Ref366831333]Role Based Access Control (RBAC) 

The HCALCS shall be capable of restricting Authorisation to execute Commands according to Role permissions. 

[bookmark: _Ref391285625][bookmark: _Ref389066434]Cryptographic Algorithms 

The HCALCS shall be capable of supporting the following Cryptographic Algorithms: 

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256. 

In creating any Command, the HCALCS shall be capable of applying Cryptographic Algorithms (alone or in combination) for: 

Digital Signature verification;

Hashing; and

Message Authentication.

[bookmark: _Ref391287256][bookmark: _Ref389116846]Communications 

An HCALCS shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of: 

1. Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface. 

[bookmark: _Ref368407722][bookmark: _Toc368563447][bookmark: _Toc366245317][bookmark: _Toc371599064][bookmark: _Toc389118153][bookmark: _Toc404159743][bookmark: _Toc456794389][bookmark: _Toc41991851]Interface Requirements 

This Section sets out the minimum required interactions which an HCALCS shall be capable of undertaking with ESME via its HAN Interface.

[bookmark: _Ref363551680][bookmark: _Toc368563448][bookmark: _Toc371599065][bookmark: _Toc389118154][bookmark: _Toc404159744][bookmark: _Ref353261366]HAN Interface Commands 

An HCALCS shall be capable of executing immediately the Commands set out in this Section following their receipt via its HAN Interface.

[bookmark: _Ref353197163][bookmark: _Ref349653046]Add Device Security Credentials

A Command to add Security Credentials for ESME to the Device Log(8.6.2.1).

In executing the Command, the HCALCS shall be capable of verifying the Security Credentials.

[bookmark: _Ref362605368]Control HAN Connected Auxiliary Load Control Switch

A Command to control the HCALCS, for the time period specified within the Command.

In executing the Command, the HCALCS shall be capable of:

1. performing the specified control operation for the specified time period;

send a Response detailing the Outcome via its HAN Interface; and

at the end of the control time period, issuing a Request Control of HAN Connected Auxiliary Load Control Switch(8.5.2.1) to the ESME.

When not subject to control through this Command, the HCALCS shall default its state to open.

[bookmark: _Ref366831958]Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 8.6.2.

In executing the Command, the HCALCS shall be capable of sending such value(s) in a Response via its HAN Interface.

Remove Device Security Credentials

A Command to remove Security Credentials for an ESME from the Device Log(8.6.2.1).

Replace HCALCS Security Credentials

A Command to replace HCALCS Security Credentials(8.6.2.2) held within the HCALCS. 

In executing the Command the HCALCS shall be capable of maintaining the Command’s Transactional Atomicity. 

[bookmark: _Toc366245320][bookmark: _Ref350523642][bookmark: _Toc368563449][bookmark: _Ref353176631]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 8.6.2.

[bookmark: _Toc371599066][bookmark: _Ref391287146][bookmark: _Ref389116595][bookmark: _Toc389118155][bookmark: _Toc404159745][bookmark: _Ref456767285]HAN Interface Commands issued by an HCALCS to ESME

[bookmark: _Toc349823850][bookmark: _Toc353182035][bookmark: _Toc349823855][bookmark: _Toc353182039][bookmark: _Toc349823857][bookmark: _Toc353182041][bookmark: _Toc349823859][bookmark: _Toc353182043][bookmark: _Toc349823861][bookmark: _Toc353182045][bookmark: _Toc349823864][bookmark: _Toc353182048][bookmark: _Toc349823866][bookmark: _Toc353182050][bookmark: _Toc349823868][bookmark: _Toc353182052]An HCALCS shall be capable of issuing the Commands set out in this Section, receiving corresponding Responses and, where required by a Response, taking the required actions.

[bookmark: _Ref353176351][bookmark: _Ref362523172][bookmark: _Ref368570456]Request Control of HAN Connected Auxiliary Load Control Switch

A Command requesting that the ESME issues an updated Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command.

An HCALCS shall be capable of issuing this Command after completing the execution of a Control HAN Connected Auxiliary Load Control Switch(8.5.1.2).

[bookmark: _Toc368563450][bookmark: _Toc366245323][bookmark: _Toc371599067][bookmark: _Toc389118156][bookmark: _Toc404159746][bookmark: _Toc456794390][bookmark: _Toc41991852]Data Requirements

This Section describes the minimum information which an HCALCS is to be capable of holding in its Data Store.

[bookmark: _Toc366245324][bookmark: _Toc368563451][bookmark: _Toc371599068][bookmark: _Toc389118157][bookmark: _Toc404159747]Constant Data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref375220143]HCALCS Identifier

A globally unique identifier used to identify the HCALCS based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

[bookmark: _Toc349823873][bookmark: _Toc353182057][bookmark: _Toc349823874][bookmark: _Toc353182058][bookmark: _Toc366245326][bookmark: _Toc368563452][bookmark: _Ref369092516][bookmark: _Ref369097132][bookmark: _Toc371599069][bookmark: _Ref375143327][bookmark: _Toc389118158][bookmark: _Toc404159748]Configuration Data

Data that configures the operation of functions of the HCALCS.

[bookmark: _Ref391285892][bookmark: _Ref389116939]Device Log

The Security Credentials and Device identity details for the ESME with which HCALCS can communicate.

[bookmark: _Toc349823877][bookmark: _Toc353182061][bookmark: _Ref391285746][bookmark: _Ref389117107]HCALCS Security Credentials

The Security Credentials for the HCALCS and parties Authorised to interact with it. 

[bookmark: _Toc386559445][bookmark: _Toc391463029][bookmark: _Toc391464796][bookmark: _Toc386559444][bookmark: _Toc389067604][bookmark: _Toc389118159][bookmark: _Toc389067605][bookmark: _Toc389118160][bookmark: _Toc320027832][bookmark: _Toc343775380][bookmark: _Toc366852768][bookmark: _Toc389118161][bookmark: _Toc404159749][bookmark: _Toc456794391][bookmark: _Toc41991853]Glossary Version 3.1

[bookmark: _Toc312157608]Active Energy

The integral with respect to time of the Active Power in units of watt-hours (Wh) or standard multiples thereof (for example, kWh).

Active Power

The product of voltage and the in-phase component of alternating current measured in units of watts (W) or standard multiples thereof (for example, kW).

Aggregate Debt

The sum of all time-based and payment-based debt registers on ESME or GSME operating in Prepayment Mode.

Aggregate Debt Recovery Rate

The sum of the Time-based Debt Recovery rates on ESME or GSME operating in Prepayment Mode.

Alarm

A short-lived audible signal.

Alert

[bookmark: _Toc312157614]A message generated by a Device including in response to a problem or the risk of a potential problem.

Ambient

[bookmark: _Cryptographic_Algorithm]The representation of information in a form that can be understood at a glance.

Arm

To establish a state whereby Supply will be Enabled in response to a Command to Enable Supply; ‘Armed’ and ‘Arming’ shall be construed accordingly.

Authentication

The method used to confirm the identity of entities or Devices wishing to communicate and ‘Authenticated’ and ‘Authenticity’ shall be construed accordingly.

Authorisation

The process of granting access to a resource and ‘Authorised’ shall be construed accordingly.

Auxiliary Load Control Switch (ALCS)

A switch or other means of controlling a load on the Supply.

Battery

A component that produces electricity from a chemical reaction.

Block Counter

Storage for recording Consumption for the purposes of combined Time-of-use and Block Pricing.

Block Pricing

A pricing scheme used in conjunction with Time-of-use Pricing where Price varies based on Consumption over a given time period.

Block Register

A Tariff Register for recording Consumption for the purposes of combined Time-of-use and Block Pricing.

Block Tariff

A Tariff for Block Pricing.

Certificate

An electronic document that binds an identity, and possibly other information, to a Public Key.

Certificate Signing Request

A message requesting the issue of a Certificate by a Certification Authority.

Certification Authority (CA)

A trusted entity which issues Certificates.

Clock

A timing mechanism that has a minimum resolution of 1 second.

Command

An instruction to perform a function received or sent via any interface.

Commercial Product Assurance (CPA) Security Characteristic Electricity Smart Metering Equipment

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – Electricity Smart Metering Equipment’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Commercial Product Assurance (CPA) Security Characteristic Gas Smart Metering Equipment

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – Gas Smart Metering Equipment’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Commercial Product Assurance (CPA) Security Characteristic Smart Metering – HAN Connected Auxiliary Load Control Switch

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – HAN Connected Auxiliary Load Control Switch’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Communications Hub Date and Time

The CHF Date and Time as described at section 4 in the Communications Hub Technical Specifications.

Communications Hub Physical Interface

A physical interface to connect to the Communications Hub.

Communications Hub Technical Specifications (CHTS)

A version of the document entitled ‘Communications Hub Technical Specifications’ set out in Schedule 10 of the Smart Energy Code.

Communications Link

The means of effecting an exchange of Commands, Responses, Alerts and other information between a system or Device and another system or Device which is independent of the transport mechanism used.

Confidentiality

The state of information, in transit or at rest, where there is assurance that it is not accessible by Unauthorised parties through either unintentional means or otherwise.

Consumer

A person who lawfully resides at the Premises that is being Supplied.

Consumption

In the context of GSME Gas Consumption and in the context of ESME Electricity Consumption.

Contact Details

The name and contact telephone number of the current gas or electricity Supplier (as appropriate).

Credit Mode

A mode of operation of GSME or ESME whereby Consumers are billed for some or all of their Consumption retrospectively.

Critical Commands

Those Commands which relate to Supply being affected, financial fraud or the compromise of the security of Devices in Consumer Premises.

Critical Event

An event which relates to Supply being affected, financial fraud or the compromise of the security of Devices in Consumer Premises.

Cryptographic Algorithm

An algorithm for performing one or more cryptographic functions which may include: Encryption, Decryption, Digital Signing or Hashing of information, data, or messages; or exchange of Security Credentials.

Currency Units

The units of monetary value in major and minor units.

Customer Identification Number

A number used to verify that an individual requesting a service is present in the Consumer Premises.

Data Integrity

The state of data where there is assurance that it has not been altered by Unauthorised parties.

Data Store

An area of a Device capable of storing information for future retrieval.

Day

The period commencing 00:00:00 Local Time and ending at the next 00:00:00.

Day Profile

For the purposes of Time-of-use Pricing and Time-of-use with Block Pricing, the rules defined in a Switching Table specifying the Tariff Register to which Consumption is allocated for the day (in the context of GSME Time-of-use Pricing and Time-of-use with Block Pricing) and for each half-hour period within the day (in the context of the ESME Time-of-use Pricing and Time-of-use with Block Pricing).

For the purposes of setting the commanded state of Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches, the rules defined in a Switching Table specifying the commanded state of each Auxiliary Load Control Switch or HAN Connected Auxiliary Load Control Switch, for all times within the day.

For the purposes of Non-Disablement Periods the rules defined in a Switching Table specifying the times during the day when a Non-Disablement Period is active.

Debt Register

Storage for recording an amount of debt to be recovered.

Debt to Clear

The amount of credit the consumer needs to add to ESME or GSME to cause the Meter Balance to rise to the disablement threshold when operating in Prepayment Mode.

Decryption

The process of converting Encrypted information by an Authorised party to recover the original information and like terms shall be construed accordingly.

Device

GSME, ESME, a GPF, a CHF, a Type 1 Device or a Type 2 Device.

Device Language Message Specification (DLMS) Companion Specification for Energy Metering (COSEM)

The version of the document of that name identified in the GBCS.

Digital Signature

The information appended to a Message which is created using the sender’s Private Key, that can be verified using the Public Key contained in the sender's Certificate, and provides the receiver with assurance that the sender is who they claim to be, the message has not been altered in transit and that the holder of the sender’s Private Key created the Message.

Digital Signing

The creation of a Digital Signature.

Disable

In the context of GSME the act of interrupting the flow of gas by closing the Valve and in the context of ESME the act of interrupting the flow of electricity by opening the Load Switch(es) and like terms shall be construed accordingly.

Domestic Premises

Shall in the context of GSME have the meaning given to that term in standard condition 1 of gas supply licences, and in the context of ESME shall have the meaning given to that term in standard condition 1 of electricity supply licences.

Electricity Consumption

The Active Energy Imported into the Premises and ‘Consumed’ shall be construed accordingly.

Electricity Meter

An instrument used to measure, store and display the amount of electrical energy passing through an electrical circuit or circuits.

Elliptic Curve DH

The Elliptic Curve Diffie–Hellman Algorithm (see http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf).

Elliptic Curve DSA

The Elliptic Curve Digital Signature Algorithm forming part of the NSA Suite B standard (see http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf).

Emergency Credit

Credit that can be made available to ensure that the Supply is not interrupted in circumstances (including situations of emergency) defined by the Supplier to the Premises.

Enable

In the context of GSME the act of restoring the flow of gas to the Premises by opening the Valve and in the context of ESME the act of restoring the flow of electricity to the Premises by closing the Load Switch and like terms shall be construed accordingly.

Encryption

The process of converting information in order to make it unintelligible other than to Authorised parties and like terms shall be construed accordingly.

Energy Consumption

The amount of gas in kWh or electricity in kWh Supplied to the Premises.

ESME

Electricity Smart Metering Equipment, being Single Element Electricity Metering Equipment, Twin Element Electricity Metering Equipment or Polyphase Electricity Metering Equipment as the context requires.

Export

The flow of electricity out of the Premises, and like terms shall be construed accordingly.

Firmware

The embedded software programmes and / or data structures that control Devices.

Frequency Agility

The ability to change the frequency of operation in Sub GHz Bands.

Gas Consumption

The volume of gas in cubic metres (m3) Supplied to the Premises and ‘Consumed’ shall be construed accordingly.

Gas Meter

An instrument designed to measure, memorise and display the quantity of gas (volume or mass) that has passed through it.

Gas Proxy Function

Gas Proxy Function as defined in the Communications Hub Technical Specifications.

Great Britain Companion Specification

A version of the document entitled ‘Great Britain Companion Specification’ that is identified in the Smart Energy Code as being relevant to this version of SMETS.

GSME

[bookmark: _Toc312157611]Gas Smart Metering Equipment.

Hashing

A repeatable process to create a fixed size and condensed representation of a message of any arbitrary data. Hash and like terms shall be construed accordingly.

HCALCS

HAN Connected ALCS, which is a Type 1 Device.

HCALCS Technical Specifications

HCALCS Technical Specifications as described in SMETS.

Home Area Network Interface (HAN Interface)

A component of GSME, ESME, IHD or other Device that is capable of sending and receiving information to and from other Devices.

Key

Data used to determine the output of a cryptographic operation.

Key Agreement

A means to calculate a shared Key between two parties.

IHD

In-home Display.

IHD Source Device

ESME or the Gas Proxy Function.

IHD Technical Specifications

IHD Technical Specifications as described in SMETS.

Import

The flow of electricity into the Premises, and like terms shall be construed accordingly.

Large Gas Meter

Means a Gas Meter designed to operate with a maximum flow rate of greater than 11 cubic metres per hour[footnoteRef:7]. [7:  GAS ACT 1986 Standard conditions of gas supply licence page 26.] 


[bookmark: _Toc312157618][bookmark: _Toc313731188][bookmark: _Toc312157620]Load Switch

A component or combination of components that can close or open (including on receipt of a Command to that effect) to Enable or Disable the flow of electricity to and from the Premises.

Local Time

The UTC date and time adjusted for British Summer Time.

Lock

To establish a state whereby the Supply is Disabled and the GSME or ESME cannot determine the Supply state; ‘Locked’ and ‘Locking’ shall be construed accordingly.

Message Authentication

The process by which the receiver of a message is provided with assurance that the sender is who they claim to be and that the message is in the form originally sent.

MPAN

Meter Point Administration Number.

MPRN

Meter Point Reference Number.

NCSC

The National Cyber Security Centre, the UK Government's national technical authority for information assurance.

Non-Disablement Period

A period of time during which the combined credit of the meter balance and Emergency Credit balance falling below the disablement threshold will not be cause the Supply to be Disabled when ESME or GSME is operating in Prepayment Mode.

Outcome

The result of executing a Command, expressed as success or failure.

Payment-based Debt Recovery

A means of recovering debt based on a percentage of a payment.

Personal Data

Any information comprising Personal Data as such term is defined in the Data Protection Act 1998 at the date the SMETS is brought into force.

Polyphase Electricity Metering Equipment

Electricity metering equipment containing three measuring elements suitable for a polyphase Supply with up to three phases and neutral. 

PPMID Technical Specifications

PPMID Technical Specifications as described in SMETS.

Prepayment Interface Device (PPMID)

A Type 1 Device that provides a User Interface for Prepayment Mode related information and Commands.

Premises

The premises which is Supplied.

Prepayment Mode

A mode of operation of GSME or ESME whereby payment is generally made in advance of Consumption.

Price

The amount of money in Currency Units charged for one kWh unit of gas Consumed for GSME or one kWh of electricity Consumed via the relevant measuring element for ESME.

Privacy PIN Protection

The prevention of the display of information and access to Commands on the User Interface of GSME or ESME.

Private Key

The Key in a Public-Private Key Pair which must be kept secure by the entity to which it relates.

Public Key

The Key in a Public-Private Key Pair which can be distributed to other parties.

Public-Private Key Pair

Two mathematically related numbers that are used in Cryptographic Algorithms.

Random Number Generator

A component used to generate a sequence of numbers or symbols that lack any predictable pattern. 

Reactive Energy

The integral with respect to time of Reactive Power in units of volt-amperes reactive-hours (varh) or standard multiples thereof (for example, kvarh).

Reactive Power

The product of voltage and the out of phase component of current measured in units of volt-amperes reactive (var) or standard multiples thereof (for example, kvar).

Replay Attack

A form of attack on a Communications Link in which a valid information transmission is repeated through interception and retransmission.

Response

A response to a Command received or sent over any interface.

RMS

Root mean squared.

Role

The entitlement of a party to execute one or more Commands.

Season Profile

Rules defined in a Switching Table specifying a Week Profile for each week of a season.

SECAS

The Smart Energy Code Administrator and Secretariat.

Secure Perimeter

A physical border surrounding GSME, ESME or the PPMID.

Security Credentials

Information used to Authenticate a Device, party or system.

Sensitive Event

Each of the following events:

a failed Authentication or Authorisation;

a change in the executing Firmware version; and

unusual numbers of malformed, out-of-order or unexpected Commands received.

SHA-256

The Hashing algorithm of that name approved by the NIST (see http://csrc.nist.gov/groups/ST/toolkit/secure_hashing.html).

Single Element Electricity Metering Equipment

Electricity metering equipment containing a single measuring element.

Smart Energy Code

The document of that name, as designated by the Secretary of State under Condition 22 of the DCC Licence.

Smart Metering Equipment Technical Specifications (SMETS)

These Smart Metering Equipment Technical Specifications that are contained within Schedule 9 of the Smart Energy Code.

Smart Metering Home Area Network

A communications network allowing the exchange of information between Devices.

Smart Meter Operational Integrity

The state of an ESME or GSME where its functionality is working as intended.

Special Day

A day defined in a Switching Table where allocation to Tariff Registers, setting the commanded state of Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches, or specifying Non-Disablement Periods is based on a specified Day Profile.

Sub GHz Bands 

The 863 – 876 MHz and 915 – 921 MHz harmonised frequency bands. 

Supplier

A person authorised by licence to Supply gas to Premises for GSME and a person authorised by licence to Supply electricity to Premises for ESME.

Supply

The supply of gas to Premises for GSME and the supply of electricity to Premises for ESME and ‘Supplied’ shall be construed accordingly.

Switching Table 

Separate rules for:

allocating Consumption to Tariff Registers for the purposes of Time-of-use Pricing;

setting the commanded state of Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches; and

the purposes of specifying Non-Disablement Periods.

Tariff

The structure of Prices and other charges relating to a Supply.

Tariff Register

Storage for recording Consumption for the purposes of Time-of-use Pricing.

Time-based Debt Recovery

A means of recovering debt based on an amount in Currency Units per unit time.

Time-of-use Band

A contiguous or non-contiguous number of Days for GSME or half-hour periods for ESME over which Tariff Prices are constant.

Time-of-use Pricing

A pricing scheme with one or more Time-of-use Bands.

Time-of-use Tariff

A Tariff for Time-of-use Pricing.

Timer

A mechanism for measuring a time period.

TOU

Time-of-use.

Transactional Atomicity

The order of the constituent parts of a Command.

Trusted Source

A source whose identity is confidentially and reliably validated.

Twin Element Electricity Metering Equipment 

Electricity metering equipment containing two measuring elements.

Type 1 Device

A Device, other than GSME, ESME, Communications Hub Function or Gas Proxy Function, that stores and uses the Security Credentials of other Devices for the purposes of communicating with them via its HAN Interface.

Type 2 Device

A Device that does not store or use the Security Credentials of other Devices for the purposes of communicating with them via its HAN Interface.

Unauthorised

Not Authorised.

Unauthorised Physical Access

Unauthorised access to the internal components of GSME, ESME or the PPMID through its Secure Perimeter.

Unique Transaction Reference Number (UTRN)

A number used to convey credit to GSME or ESME operating in Prepayment Mode.

[bookmark: _Toc312157619]Unlock

To establish a state whereby the GSME or ESME can determine the Supply state, ‘Unlocked’ shall be construed accordingly.

User Interface

An interface for providing local human interaction with GSME, ESME, IHD or PPMID which supports input and visual output.

[bookmark: _Toc312157612]UTC

Coordinated Universal Time.

UTRN Counter

A number derived from a UTRN. 

Valve

A component that can open or close (including on receipt of a Command to that effect) to Enable or Disable the flow of gas to Premises.

Week

The seven day period commencing 00:00:00 Monday Local Time and ending at 00:00:00 on the immediately following Monday.

Week Profile

Rules defined in the Switching Table specifying the Day Profile for each day of a week.

ZigBee Smart Energy Profile (SEP)

The version of the document ZigBee Smart Energy (ZSE) Profile Specification identified in the GBCS.
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[bookmark: _Ref377981084]The requirement to install and maintain metering equipment in Great Britain which complies with these Smart Metering Equipment Technical Specifications 2 (SMETS2) arises from standard licence conditions 39, 40 and 50.10 of electricity supply licences and standard conditions 33, 34 and 44.10 of gas supply licences. 

This document is entitled ‘Smart Metering Equipment Technical Specifications 2 (SMETS2)’ and forms one of a group of documents within Schedule 9 of the Smart Energy Code, each of which can be uniquely identified by the date on the first page and where relevant, the associated letter.  Each of the individual Section of this document (including this Introduction Section and the Glossary) is uniquely identifiable by reference solely to the Version number set out at the beginning of that Section.  Furthermore, each of Sections 4, 5, 6, 7 and 8 of this document constitute the Technical Specification for a specific Device:

Gas Smart Metering Equipment Technical Specification (GSMETS); 

Electricity Smart Metering Equipment Technical Specification (ESMETS); 

In Home Display Technical Specification (IHDTS);

Prepayment Interface Device Technical Specification (PPMIDTS); and

HAN Connected Auxiliary Load Control Switch Technical Specification (HCALCSTS).

The Version of the relevant Technical Specification is the Version number stated at the beginning of the relevant Section.  Any functionality within Data and Communications Company systems that requires the identification of a particular Version of a Technical Specification with which a Device complies, will operate by reference solely to the Version number identified at the beginning of the relevant Section for the Device.

Whilst this document is entitled ‘Smart Metering Equipment Technical Specifications 2 (SMETS2)’, each Version of SMETS is uniquely identifiable by reference solely to its version number.  In the title of this document, the ‘2’ in SMETS2 does not form part of the version number and is used only to describe the family of SMETS documents to which this document belongs.  Any functionality within Data and Communications Company systems which requires the identification of a particular version of SMETS with which a Device complies, will operate by reference solely to the version number.

Section 4 of this document describes the minimum physical, functional, interface, data, testing and certification requirements of Gas Smart Metering Equipment that a gas Supplier is required to install and maintain to comply with standard condition 33 (or 44.10) of its gas supply licence. 

Section 5 of this document describes the minimum physical, functional, interface and data, testing and certification requirements of Electricity Smart Metering Equipment that an electricity Supplier is required to install and maintain to comply with standard condition 39 (or 50.10) of its electricity supply licence.

Section 6 of this document constitutes the In-Home Display (IHD) Technical Specifications, which describe the minimum physical, functional, interface, data, testing and certification requirements of an IHD maintained to comply with standard condition 34 of the gas supply licence or standard condition 40 of the electricity supply licence.

Section 7 of this document constitutes the Prepayment Interface Device Technical Specifications (PPMID), which describe the minimum physical, functional, interface, data, testing and certification requirements of a PPMID maintained to comply with standard condition 46 of the gas supply licence or standard condition 52 of the electricity supply licence.

Section 8 of this document constitutes the HAN Connected Auxiliary Load Control Switch (HCALCS) Technical Specifications, which describe the minimum physical, functional, interface, testing and certification requirements of an HCALCS maintained to comply with standard condition 52 of the electricity supply licence.

SMETS was notified to the European Commission in accordance with the requirements of the Technical Standards and Regulations Directive[footnoteRef:3] laying down a procedure for the provision of information in the field of technical regulations and rules on Information Society services. [3:  SMETS was notified (2017/0350/UK) under Article 8 of Directive 98/34/EC of the European Parliament and of the Council (OJ L 204, 21.7.1998, p. 37) as amended by Directive 98/48/EC of the European Parliament and of the Council (OJ L 217, 5.8.1998, p. 18). Directive 98/34/EC has now been replaced by Directive 2015/1535/EU of the European Parliament and of the Council (OJ L 241, 17.9.2015, p.1), which came into force on 7 October 2015] 


This document should be read in conjunction with any other relevant supply licence conditions and with regard to the wider statutory and regulatory framework applying to devices installed for the purpose of energy supply to Premises, for example; the Measuring Instruments (Active Electrical Energy Meters) Regulations 2006 and the Measuring Instruments (Gas Meters) Regulations 2006[footnoteRef:4].  [4:  These regulations transpose the Measuring Instruments Directive (2004/22/EC)] 


The Smart Metering technical and security architecture is based on a suite of agreed, open standards, reflecting the UK Government strategy to facilitate the development of third party innovative solutions for consumer devices.

Mutual recognition:  Any requirement for any device to comply with any of the technical specifications contained or referred to in this document shall be satisfied by compliance with: 

a relevant standard or code of practice of a national standards body or equivalent body of any EEA State or Turkey; or

any relevant international standard recognised for use in any EEA State or Turkey; or

any relevant technical regulation with mandatory or de facto mandatory application for marketing or use in any EEA State or Turkey,

in so far as compliance with the standard, code of practice or technical regulation in question enables the equipment to achieve, in an equivalent manner, all of the physical, functional, interface and data capabilities that are achieved by compliance with the requirements of any of the technical specifications contained or referred to in this document.

[bookmark: _Ref343792258][bookmark: _Toc366852613][bookmark: _Ref386533887][bookmark: _Ref386533891][bookmark: _Toc389117973][bookmark: _Toc404159579][bookmark: _Ref405369054][bookmark: _Ref405370652][bookmark: _Ref405380951][bookmark: _Ref405380957][bookmark: _Ref409701171][bookmark: _Ref456699025][bookmark: _Ref457310727][bookmark: _Ref457311385][bookmark: _Ref469657219][bookmark: _Toc456794331][bookmark: _Ref477339189][bookmark: _Ref477339226][bookmark: _Toc41992300]Gas Smart Metering Equipment Technical Specifications Version 4.2 

[bookmark: _Toc456794332][bookmark: _Toc41992301]Overview

Section 4 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of Gas Smart Metering Equipment (GSME) that a gas Supplier is required to install and maintain to comply with standard condition 33 of its gas supply licence.

Any requirements to Lock, Enable, Disable or Arm Supply set out in this Section 4, only apply to Gas Smart Metering Equipment other than Large Gas Meters installed at Domestic Premises.

[bookmark: _Toc366852615][bookmark: _Toc389117975][bookmark: _Toc404159581][bookmark: _Toc456794333][bookmark: _Toc41992302]SMETS Testing and Certification Requirements

[bookmark: _Toc366852616][bookmark: _Toc389117977][bookmark: _Toc404159582]Conformance with the SMETS

GSME shall have been tested to ensure that it meets the requirements described in this Section 4, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc366852617][bookmark: _Toc389117978][bookmark: _Toc404159583]Conformance with the Great Britain Companion Specification

GSME shall meet the requirements described in the Great Britain Companion Specification.

GSME shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc366852618][bookmark: _Toc389117979][bookmark: _Toc404159584][bookmark: _Ref435532563]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

GSME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Gas Smart Metering Equipment.

GSME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Gas Smart Metering Equipment.

[bookmark: _Toc366852619][bookmark: _Toc389117980][bookmark: _Toc404159585][bookmark: _Toc456794334][bookmark: _Toc41992303]Physical requirements

GSME shall as a minimum include the following components: 

a Clock;

a Data Store;

a Gas Meter; 

a HAN Interface; 

a Random Number Generator;

a User Interface; 

where installed at Domestic Premises and is not a Large Gas Meter, a Valve; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of ESME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (pursuant to section H12 of the Smart Energy Code) and includes provision for a DC power supply to the Communications Hub.

GSME shall include a power source.  GSME shall be capable of automatically resuming operation after loss of power in its operating state prior to such failure.

To the extent that it is mains powered, GSME shall be capable of performing the minimum functional, interface and data requirements set out in Sections 4.4, 4.5 and 4.6 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 1 watt of electricity under normal operating conditions.

GSME shall:

permanently display the GSME Identifier(4.6.1.1) on the GSME; and

have a Secure Perimeter.

The HAN Interface of GSME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Sections 4.5.1 and 4.5.3.

On joining a ZigBee SEP Smart Metering Home Area Network GSME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

GSME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; 

Random Number Generator;

Cryptographic Algorithms; 

the Gas Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on GSME. 

GSME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(4.6.5.17);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(4.6.4.26) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7). 

When operating within Sub GHz Bands, the GSME shall:

be capable of supporting Frequency Agility; and

not exceed a transmit power of 25 mW.
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This Section describes the minimum functions that GSME shall be capable of performing. 
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The Clock forming part of GSME shall be capable of operating so as to be accurate to within 10 seconds of the UTC date and time under normal operating conditions.

GSME shall be capable of comparing its date and time with the Communications Hub Date and Time, and making adjustments to its date and time.  Where the difference between GSME date and time and the Communications Hub Date and Time is more than 10 seconds GSME shall be capable of:

1. not adjusting its date and time;

generating an entry in the Security Log(4.6.5.17) to that effect; and

[bookmark: _Ref365889542]generating and sending an Alert via its HAN interface.

Except when executing a Set Clock(4.5.3.20) Command, GSME shall not be capable of making adjustments to its date and time more than once within any 24 hour time period.
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GSME, and any device forming part of it, shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 4.4.10.5. 

GSME shall only be capable of establishing a Communications Link with a Gas Proxy Function, and a PPMID with Security Credentials in the Device Log(4.6.4.11) and with the exception of a Communications Hub Function shall not be capable of establishing a Communications Link via its HAN Interface with any other Devices.

When any Command addressed to GSME is received via any Communications Link GSME shall be capable of:

1. [bookmark: _Ref365468565]using the Security Credentials GSME holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 4.4.10.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref373933093]verifying the integrity of the Command.

On failure of any of (i) to (iii) above, GSME shall be capable of generating an entry in the Security Log(4.6.5.17) to that effect, discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

When executing an immediate Command, GSME shall be capable of generating and sending a Response via its HAN Interface, which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

Where the Command is not due to be executed immediately, GSME shall be capable of generating and sending a Response via its HAN Interface to confirm successful receipt.  When executing a future dated Command GSME shall be capable of generating and sending an Alert via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

GSME shall only be capable of addressing a Response to the sender of the relevant Command. 

GSME shall be capable of restricting the generation and sending of Alerts for each Alert described in this Section 4 and for each event, which this Section 4 requires the GSME to be capable of logging in the event log and which is not a Critical Event according to the Alerts Configuration Settings(4.6.4.1).

For each event which this Section 4 requires the GSME to be capable of logging in the event log and which is not a Critical Event, the GSME shall be capable of:

sounding an Alarm; and

logging the event in the event log

according to the Events Configuration Settings(4.6.4.34).
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GSME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of one PPMID.

GSME shall be capable of supporting the following types of Communications Links:

1. receiving the Commands (set out in Section 7.5.4) that may be sent from a PPMID every 30 minutes; and

generating and sending the Responses (set out in Section 4.5.3) to a PPMID.

[bookmark: _Ref392751829]Communications Links with a Communications Hub Function via its HAN Interface

GSME shall be capable of establishing and maintaining Communications Links via its HAN Interface with one Communications Hub Function.

GSME shall be capable of receiving the Communications Hub Date and Time from the Communications Hub Function.

[bookmark: _Ref341810516]Communications with a Gas Proxy Function via its HAN Interface

GSME shall be capable of establishing and maintaining a Communications Link via its HAN Interface with a Gas Proxy Function. 

GSME shall be capable of generating and sending the information (set out in Section 4.5.1) to a Gas Proxy Function.
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GSME shall be capable of retaining all information held in its Data Store at all times, including on loss of power.
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GSME shall be capable of preventing the display on the User Interface of items annotated [PIN] in Section 4.4.5, and preventing access on the User Interface to the Commands annotated [PIN] in Section 4.5.2, except on successful execution of an Allow Access to User Interface Command (4.5.2.3) via the User Interface.

[bookmark: _Toc389067431][bookmark: _Toc389117986][bookmark: _Ref364928663][bookmark: _Toc366852625][bookmark: _Toc389117987][bookmark: _Toc404159591]Display of information

GSME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode(4.6.4.21) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix(4.6.5.20) with appropriate precision and the Tariff Block Counter Matrix(4.6.5.19) with appropriate precision;

the Consumption Register(4.6.5.4) with appropriate precision;

the Meter Balance(4.6.5.11) [PIN];

the Debt to Clear (calculated as set out in Section 4.4.7.2) [PIN];

the Customer Identification Number(4.6.4.7) [PIN];

whether Emergency Credit is available for activation [PIN];

whether GSME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar(4.6.4.20) (as set out in Section 4.4.7.2) [PIN]; 

the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

where GSME includes a Battery, any low battery condition;

the Supply State(4.6.5.18);

any time-based debts and Time-based Debt Recovery rates [PIN]; 

any payment-based debt [PIN]; 

any accumulated debt recorded in the Accumulated Debt Register(4.6.5.1) [PIN];

the Meter Point Reference Number (MPRN)(4.6.4.19) [PIN];

the Local Time;

any Standing Charge(4.6.4.23) [PIN]; 

the Contact Details(4.6.4.4); 

the Active Tariff Price(4.6.5.2) [PIN]; and

the Event Log(4.6.5.9) (with the exception of any Personal Data).

GSME shall be capable of displaying the Security Log(4.6.5.17) on its User Interface following physical access through the Secure Perimeter of GSME. 

GSME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

4.4.5.1 Presentation of information on the User Interface

For each of the values currently stored in the Consumption Register(4.6.5.4), the Tariff Block Counter Matrix(4.6.5.19) and the Tariff ToU Register Matrix(4.6.5.20), GSME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value in to a decimal, integer number of thousandths of metres cubed, rounding the stored value down to the nearest thousandth of a metre cubed;

1. discarding all except the eight least significant decimal digits so produced;

1. adding leading zeros (if necessary) so that there are exactly eight decimal digits; and

1. placing the decimal point separator between the fourth and third least significant digits.

[bookmark: _Toc320016938][bookmark: _Toc341809874][bookmark: _Toc366852626][bookmark: _Toc389117988][bookmark: _Toc404159592]Monitoring

Battery capacity

Where GSME includes a Battery, it shall be capable of estimating the remaining Battery capacity in days (to facilitate replacement of the Battery before it is fully depleted) and storing the estimate in Remaining Battery Capacity(4.6.5.16).

If the Remaining Battery Capacity(4.6.5.16) falls below ten percent of the nominal Battery capacity GSME shall be capable of:

1. generating an entry to that effect in the Event Log(4.6.5.9); and

generating and sending an Alert to that effect via its HAN Interface.

GSME power supply

Prior to or at the loss of power, GSME shall be capable of:

1. in circumstances where the Supply Depletion State(4.6.4.25) is configured to require Locking, establishing a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7); and

generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Toc391462857][bookmark: _Toc391464624][bookmark: _Toc320016939][bookmark: _Ref320628312][bookmark: _Ref320628317][bookmark: _Toc341809875][bookmark: _Toc366852627][bookmark: _Toc389117989][bookmark: _Toc404159593][bookmark: _Toc311543927]GSME Operational Integrity

GSME shall be capable of taking all reasonable steps to detect conditions affecting its Smart Meter Operational Integrity and on such detection shall be capable of generating an entry to that effect in the Event Log(4.6.5.9) and generating and sending an Alert to that effect via its HAN Interface where reasonably practicable, including in the Alert information relating to the nature of the condition detected.

Payment Mode

GSME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

GSME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance(4.6.5.11) based on:

1. the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29); and

the Standing Charge(4.6.4.23).

[bookmark: _Prepayment_Mode][bookmark: _Ref313882267]Prepayment Mode

GSME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

GSME shall be capable of adding credit to the Meter Balance(4.6.5.11) (as set out in Sections 4.5.2.2 and 4.5.3.3) and reducing the amount of credit in the Meter Balance(4.6.5.11).

GSME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance(4.6.5.8)) if the Meter Balance(4.6.5.11) is below the Emergency Credit Threshold(4.6.4.14).  GSME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit(4.6.4.13). GSME shall be capable of reducing the amount of credit in the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated (as set out in Sections 4.5.2.1 and 4.5.3.1) and the Meter Balance(4.6.5.11) is at or below the Disablement Threshold(4.6.4.12).  Any Emergency Credit used shall be repaid when credit is added to GSME (as set out in Sections 4.5.2.2 and 4.5.3.3).

GSME shall be capable of reducing the Meter Balance(4.6.5.11) until it reaches the Disablement Threshold(4.6.4.12) followed by reducing the Emergency Credit Balance(4.6.5.8), where activated, until it reaches zero, on the basis of:

1. [bookmark: _Ref364328472]the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29);

[bookmark: _Ref364328497]the Standing Charge(4.6.4.23); and

[bookmark: _Ref364328501]the recovery of debt hourly or daily through each of the Time Debt Registers [1 … 2](4.6.5.21) at rates defined by the Debt Recovery Rates [1 … 2](4.6.4.9).

Where configured by Suspend Debt Emergency(4.6.4.28) to do so and when Emergency Credit is in use, GSME shall be capable of suspending the application of (ii) and (iii) to the Emergency Credit Balance(4.6.5.8), and accumulating (ii) and (iii) in the Accumulated Debt Register(4.6.5.1).

GSME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register(4.6.5.1), in the Billing Data Log(4.6.5.3).

GSME shall be capable of monitoring the Meter Balance(4.6.5.11) and where activated the Emergency Credit Balance(4.6.5.8) and:

if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) falls below the Low Credit Threshold(4.6.4.16), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref313882185]if the Meter Balance(4.6.5.11) is below, or falls below the Disablement Threshold(4.6.4.12) and, if Emergency Credit is activated, the Emergency Credit Balance(4.6.5.8) is, or falls to zero: 

receiving and executing Add Credit(4.5.3.3) and Activate Emergency Credit(4.5.3.1) Commands from a PPMID and a Gas Proxy Function; and

[bookmark: _Ref364952620][bookmark: _Ref346096548]once any such Commands have been executed if the Meter Balance(4.6.5.11) remains below the Disablement Threshold(4.6.4.12) and, if Emergency Credit is activated, the Emergency Credit Balance(4.6.5.8) is zero, Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

where the Supply is Disabled (as set out in (b) above):

where configured by Suspend Debt Disabled(4.6.4.27) not to suspend Time-based Debt Recovery, continuing to apply (ii) and (iii) above to reduce the Meter Balance(4.6.5.11);

where configured by Suspend Debt Disabled(4.6.4.27) to suspend Time-based Debt Recovery, suspending the application of (iii) above to the Meter Balance(4.6.5.11) and continuing to apply (ii) above to reduce the Meter Balance(4.6.5.11); and

[bookmark: OLE_LINK35][bookmark: OLE_LINK112]if the Supply is Enabled, suspending the Disablement of Supply (as set out in (b) above) during periods defined in the Non-Disablement Calendar(4.6.4.20), continuing to reduce the Meter Balance(4.6.5.11) on the basis of (i), (ii) and (iii) above, displaying on its User Interface an indication that the Meter Balance(4.6.5.11) is below the Disablement Threshold(4.6.4.12) and, if Emergency Credit is activated, the Emergency Credit Balance(4.6.5.8) is zero and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance(4.6.5.11) is equal to or below the Disablement Threshold(4.6.4.12) GSME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref365469412]the difference between the Meter Balance(4.6.5.11) and the Disablement Threshold(4.6.4.12);

[bookmark: _Ref365469443]amount of debt accumulated in the Accumulated Debt Register(4.6.5.1);

[bookmark: _Ref365469467]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (viii), (ix) and (x) (as defined by Debt Recovery per Payment(4.6.4.8) taking account of the amount remaining in the Payment Debt Register(4.6.5.13), the payment-based debt payments in the Billing Data Log(4.6.5.3) and the Debt Recovery Rate Cap(4.6.4.10)).

For Time-based Debt Recovery, the GSME shall be capable of recovering the lesser of:

1. the amount in the relevant Time Debt Registers [1 … 2](4.6.5.21); and 

the corresponding amount determined by the Debt Recovery Rates [1 … 2] (4.6.4.9).

For Payment-based Debt Recovery, the GSME shall be capable of recovering the lesser of:

the amount defined by Debt Recovery per Payment(4.6.4.8) subject to the Debt Recovery Rate Cap(4.6.4.10); and 

the amount in the Payment Debt Register(4.6.5.13).

Where an Adjust Debt(4.5.3.5) Command is to reduce the amount in a Debt Register and the amount in the Command is greater than the amount in the Debt Register, GSME shall be capable of setting the amount in the Debt Register to zero then applying the difference in the amounts in the following order:

recovering debt accumulated in the Accumulated Debt Register(4.6.5.1);

where the Meter Balance(4.6.5.11) is less than the Disablement Threshold(4.6.4.12), increasing the Meter Balance(4.6.5.11) until it is eual to the Disablement Threshold(4.6.4.12);

repaying Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance(4.6.5.8) accordingly; and

increasing the Meter Balance(4.6.5.11).

In executing the Adjust Debt(4.5.3.5) Command, GSME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2)

GSME shall be capable of monitoring the Meter Balance(4.6.5.11) and, where the Supply is Disabled, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

GSME shall be capable of monitoring the Emergency Credit Balance(4.6.5.8) and, where it falls to zero, of generating an entry to that effect in the Event Log(4.6.5.9) and generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Toc341809876][bookmark: _Toc366852628][bookmark: _Toc389117990][bookmark: _Toc404159594][bookmark: _Toc320016940][bookmark: _Ref313888902][bookmark: _Toc320016941]Pricing

GSME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

GSME shall be capable of maintaining the Active Tariff Price(4.6.5.2).

[bookmark: _Ref312999843][bookmark: OLE_LINK40]Time-of-use Pricing

GSME shall be capable of recording Consumption according to Time-of-use Bands in one of four Tariff Registers in the Tariff TOU Register Matrix(4.6.5.20). 

GSME shall be capable of switching between different Tariff Registers once per Day.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(4.6.4.30).

[bookmark: _Ref313000085]Time-of-use with Block Pricing

GSME shall be capable of recording Consumption according to Time-of-use Bands in one of four Tariff Registers in the Tariff TOU Register Matrix(4.6.5.20). 

GSME shall also be capable of accumulating Consumption in one of four Block Counters in the Tariff Block Counter Matrix(4.6.5.19) for the first Time-of-use Band.  GSME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix(4.6.4.31).

GSME shall be capable of switching between different Tariff Registers once per Day.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules set out in the Tariff Switching Table(4.6.4.30).

[bookmark: _Toc341809877][bookmark: _Toc366852629][bookmark: _Toc389117991][bookmark: _Toc404159595]Recording

[bookmark: _Ref313451475]Billing data

In accordance with the timetable set out in the Billing Calendar(4.6.4.2) GSME shall be capable of taking a UTC date and time stamped copy of:

1. [bookmark: _Ref391468806]the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

[bookmark: _Ref392140998]the Consumption Register(4.6.5.4),

and where in Prepayment mode:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

[bookmark: _Ref391468829]the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3), then immediately resetting the Block Counters in the Tariff Block Counter Matrix(4.6.5.19) and if operating in Credit Mode immediately resetting the Meter Balance(4.6.5.11).

Consumption data

GSME shall be capable of recording cumulative Consumption in the Consumption Register(4.6.5.4).

GSME shall be capable of recording to the Cumulative and Historical Value Store(4.6.5.5) in kWh:

1. Energy Consumption on each of the eight Days prior to the current Day;

Energy Consumption in the Week in which the calculation is performed;

Energy Consumption in each of the five Weeks prior to such Week;

Energy Consumption in the month in which the calculation is performed; and

Energy Consumption in the thirteen months prior to such month.

GSME shall be capable of recording to the Cumulative Current Day Value Store(4.6.5.6) in kWh the Energy Consumption on the Day up to the Local Time. 

Cost of Consumption data

GSME shall be capable of calculating and recording in the Cumulative and Historical Value Store(4.6.5.5) the cost of:

1. Consumption on each of the eight Days prior to the current Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

GSME shall be capable of recording to the Cumulative Current Day Value Store(4.6.5.6) the cost of Consumption on the Day up to the Local Time.

GSME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29); and 

the Standing Charge(4.6.4.23).

Daily read data

GSME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix(4.6.5.20), the Tariff Block Counter Matrix(4.6.5.19) and the Consumption Register(4.6.5.4) together with a UTC date and time stamp in the Daily Read Log(4.6.5.4) every day at midnight UTC.

If operating in Prepayment Mode GSME shall be capable of recording the Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21) in the Prepayment Daily Read Log(4.6.5.14) every day at midnight UTC.

Half hour profile data

GSME shall be capable of recording Consumption in each thirty minute period (commencing at the start of minutes 00 and 30 in each hour), including the UTC date and time at the end of the 30 minute period to which the Consumption relates, in the Profile Data Log(4.6.5.15).

[bookmark: _Ref320201315][bookmark: _Ref320201320][bookmark: _Toc341809878][bookmark: _Toc366852630][bookmark: _Toc389117992][bookmark: _Toc404159596]Security

General

GSME shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

GSME shall be capable of securely disabling Critical Commands other than those Commands set out in Section 4.5 that are Critical Commands.

GSME shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification GSME shall be capable of:

1. generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

Where GSME comprises more than one device, each device other than the Gas Meter shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification GSME shall be capable of:

generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

GSME shall be capable of logging in the Security Log(4.6.5.17) the occurrence and type of any Sensitive Event.

[bookmark: _Ref341692573]Security Credentials

Meter Private Keys

GSME shall be capable of generating Public-Private Key Pairs to support the Cryptographic Algorithms set out in Section 4.4.10.3.

GSME shall be capable of securely storing such Private Keys and shall be capable of formatting and sending via its HAN Interface a Certificate Signing Request containing the corresponding Public Key and the GSME Identifier(4.6.1.1).

[bookmark: _Ref341692602]GSME shall be capable of securely storing Key Agreement values. 

Public Key Certificates

GSME shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 4.4.10.3.

During the replacement of any GSME Security Credentials(4.6.4.15) (as set out in Section 4.5.3.18) GSME shall be capable of ensuring that the GSME Security Credentials(4.6.4.15) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref341689990]Role Based Access Control (RBAC)

GSME shall be capable of restricting Authorisation to execute Commands and of issuing Alerts according to Role permissions. 

[bookmark: _Ref341692064]Cryptographic Algorithms

GSME shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and creating any Command, Response or Alert, GSME shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing;

Digital Signature verification;

Hashing;

Message Authentication; and

Encryption and Decryption.

Firmware

GSME shall only be capable of activating Firmware on receipt of an Activate Firmware Command (as set out in Section 4.5.3.2).

[bookmark: _Ref320093826]Communications

GSME shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface;

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface,

and any Command that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; and

Firmware and data essential for ensuring its integrity, 

stored or executing on GSME, and on such detection shall be capable of:

generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

GSME shall be capable of employing techniques to protect against Replay Attacks relating to Commands received.

GSME shall not be capable of executing a Command to modify or delete entries from the Security Log(4.6.5.17).
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This Section describes the minimum required interactions which GSME shall be capable of undertaking via its HAN Interface and its User Interface (including with Devices as set out in Sections 4.4.2.1 and 4.4.2.3).

[bookmark: _Ref334710235][bookmark: _Ref316312111][bookmark: _Toc320016944][bookmark: _Ref320201480][bookmark: _Ref320628702][bookmark: _Ref320628708][bookmark: _Ref321301697][bookmark: _Toc341809880][bookmark: _Toc366852632][bookmark: _Toc389117994][bookmark: _Toc404159598]Gas Proxy Function information provision

GSME shall be capable, immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 4.4.2.3), of providing the Operational Data (set out in Section 4.6.5) to that Gas Proxy Function (and with the exception of the Cumulative and Historical Value Store(4.6.5.5) and the Profile Data Log(4.6.5.15), updates of any changes in that data every 30 minutes thereafter).
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GSME shall be capable of executing immediately the Commands set out in this Section 4.5.2 following their receipt via its User Interface.

GSME shall be capable of logging all such Commands received and Outcomes in the Event Log(4.6.5.9).
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A Command to activate Emergency Credit when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2).

In executing the Command, if the Supply is Disabled, GSME shall be capable of Arming the Supply if the state of Emergency Credit changes from being deactivated to activated and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, if the state of Emergency Credit changes from being deactivated to activated, GSME shall be capable of generating an entry to that effect in the Event Log(4.6.5.9) and generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Ref321144459]Add Credit

A Command to accept credit to be applied to GSME when GSME is operating in Prepayment Mode on input of a UTRN.  In executing the Command, GSME shall be capable of:

1. [bookmark: _Ref366596480]comparing the credit value of the UTRN with the Maximum Credit Threshold(4.6.4.17) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366597258]comparing the projected new Meter Balance(4.6.5.11) (calculated on the basis of (xii) to (xvi) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance(4.6.5.11) is greater than the Maximum Meter Balance Threshold(4.6.4.18);

[bookmark: _Ref366596481]verifying the Authenticity of the UTRN;

[bookmark: _Ref366653770]verifying that GSME is the intended recipient of the UTRN;

[bookmark: _Ref366653866]using the UTRN to generate a UTRN Counter, and comparing this against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

GSME shall be capable of generating an entry in the Security Log(4.6.5.17):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

[bookmark: OLE_LINK20]where duplicates are rejected as set out in (v) above.

In executing the Command, GSME shall be capable of applying the credit added in the following order:

[bookmark: _Ref366653717][bookmark: _Ref315856994][bookmark: _Ref315856988]recovery of payment-based debt of an amount defined by Debt Recovery per Payment(4.6.4.8) from the Payment Debt Register(4.6.5.13) subject to the Debt Recovery Rate Cap(4.6.4.10); 

[bookmark: _Ref319328587]recovery of debt accumulated in the Accumulated Debt Register(4.6.5.1);

[bookmark: _Ref320638349]where the Meter Balance(4.6.5.11) is less than the Disablement Threshold(4.6.4.12), increase the Meter Balance(4.6.5.11) until it is equal to Disablement Threshold(4.6.4.12);

[bookmark: _Ref8648419]repayment of Emergency Credit activated and used by the Consumer and so increase the Emergency Credit Balance(4.6.5.8) accordingly; and

[bookmark: _Ref366653727]adding remaining credit (the credit after deduction of (xii), (xiii), (xiv) and (xv) above) to the Meter Balance(4.6.5.11).

In executing the Command, GSME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2).

In executing the Command, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12) and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, GSME shall be capable of:

recording the credit applied to the Meter Balance(4.6.5.11) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(4.6.5.3); and 

generating and sending an Alert containing the UTC date and time of the last update of the Meter Balance(4.6.5.11) via its HAN Interface. 

[bookmark: _Ref363738759]Allow Access to User Interface

Where Privacy PIN Protection is enabled, a Command to enable temporary access to the restricted display items annotated [PIN] in Section 4.4.5 and the restricted User Interface Commands annotated [PIN] in Section 4.5.2 on input of a number that matches the Privacy PIN(4.6.3.1).

Check for HAN Interface Commands

A Command to check immediately for any pending Add Credit(4.5.3.3) and Activate Emergency Credit(4.5.3.1) Commands.  If there are any such pending Commands GSME shall be capable of executing the Commands as set out in Section 4.5.3.

Disable Privacy PIN Protection [PIN] 

A Command to disable Privacy PIN Protection.

Enable Supply [PIN]

A Command to Enable the Supply if the Supply is Armed.

In executing the Command, GSME shall be capable of detecting when the flow rate exceeds a level defined by Uncontrolled Gas Flow Rate(4.6.4.33) and where the flow rate is exceeded, of Disabling the Supply and then Arming the Supply, sending an Alert to that effect via its HAN interface and sounding an Alarm via its User Interface.

Reset Remaining Battery Capacity

A Command to reset the Remaining Battery Capacity(4.6.5.16).  The Command shall only be available following physical access through the Secure Perimeter of GSME.

In executing the Command GSME shall be capable of:

1. generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

Find Smart Metering Home Area Network and Re-establish Communications Links

A Command to seek the frequency at which a ZigBee SEP Smart Metering Home Area Network is operating and then: 

1. [bookmark: _Ref392752067]re-establish the Communications Links set out in Sections 4.4.2.1, 4.4.2.2 and 4.4.2.3;

generate an entry to that effect in the Event Log(4.6.5.9); and

generate and send an Alert to that effect via its HAN Interface.

Where the GSME has Communications Links set out in (i) GSME shall be capable of not executing the Command.

Set Privacy PIN [PIN]

A Command to set a new value of the Privacy PIN(4.6.3.1).

In executing the Command where Privacy PIN Protection is disabled GSME shall be capable of enabling Privacy PIN Protection.

Test Valve

Where GSME includes a Valve, a Command to:

1. where the Supply State(4.6.5.18) is Enabled, Disable the Supply for one minute and then Arm the Supply and set the Supply State(4.6.5.18) accordingly; 

where the Supply State(4.6.5.18) is Armed, Enable the Supply for one minute and then Arm the Supply and set the Supply State(4.6.5.18) accordingly; and

where the Supply State(4.6.5.18) is Disabled, Enable the Supply for one minute and then Disable the Supply and set the Supply State(4.6.5.18) accordingly.

The Command shall only be available following physical access through the Secure Perimeter of GSME. In executing the Command GSME shall be capable of:

generating an entry to that effect in the Event Log(4.6.5.9); and

generating and sending an Alert to that effect via its HAN. 

[bookmark: _Toc311566500][bookmark: _Toc311566557][bookmark: _Toc311624533][bookmark: _Toc311624692][bookmark: _Toc311624851][bookmark: _Toc311625907][bookmark: _Toc311566501][bookmark: _Toc311566558][bookmark: _Toc311624534][bookmark: _Toc311624693][bookmark: _Toc311624852][bookmark: _Toc311625908][bookmark: _Toc311566502][bookmark: _Toc311566559][bookmark: _Toc311624535][bookmark: _Toc311624694][bookmark: _Toc311624853][bookmark: _Toc311625909][bookmark: _Toc311566503][bookmark: _Toc311566560][bookmark: _Toc311624536][bookmark: _Toc311624695][bookmark: _Toc311624854][bookmark: _Toc311625910][bookmark: _Toc311543911][bookmark: _Ref318893872][bookmark: _Toc320016949][bookmark: _Ref320201583][bookmark: _Toc341809882][bookmark: _Ref343607791][bookmark: _Toc366852634][bookmark: _Ref386468611][bookmark: _Toc389117996][bookmark: _Toc404159600]HAN Interface Commands

GSME shall be capable of executing the Commands set out in this Section.  GSME shall be capable of logging all Commands received and Outcomes in the Event Log(4.6.5.9).

GSME shall be capable of executing Commands immediately on receipt (‘immediate Commands’) and where specified in the Great Britain Companion Specification at a future date (‘future dated Commands’).  A future dated Command shall include the UTC date and time at which the Command shall be executed by GSME.

GSME shall be capable of cancelling a future dated Command.  A future dated Command shall be capable of being cancelled by an Authorised party, subject to RBAC (as set out in Section 4.4.10.2.3).  GSME shall be capable of generating and sending a Response acknowledging that a future dated Command has been successfully cancelled.

[bookmark: _Ref321144413][bookmark: _Ref313623578]Activate Emergency Credit

A Command to activate Emergency Credit when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2). 

In executing the Command where the Supply is Disabled GSME shall be capable of Arming the Supply if the state of Emergency Credit changes from being deactivated to activated and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, if the state of Emergency Credit changes from being deactivated to activated, GSME shall be capable of generating an entry to that effect in the Event Log(4.6.5.9) and generating and sending an Alert to that effect via its HAN Interface.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref343779522][bookmark: _Ref321144474]Activate Firmware

A Command to activate Firmware.

In executing the Command GSME shall be capable of installing new Firmware using a mechanism that is robust against failure and loss of data.

The new Firmware shall include version information.  Where new Firmware is successfully installed, GSME shall be capable of recording the version information of that new Firmware in Firmware Version(4.6.5.10).

[bookmark: _Ref344969213]Add Credit

[bookmark: _Ref313623555][bookmark: _Ref313624070]A Command to accept credit to be applied to GSME when GSME is operating in Prepayment Mode on receipt of a UTRN from a PPMID or a UTRN from an Authorised party.

In executing the Command following receipt of a UTRN from a PPMID GSME shall be capable of applying credit as set out in Section 4.5.2.2.

In executing the Command following receipt of a UTRN from an Authorised party, GSME shall be capable of:

1. [bookmark: _Ref366655482]comparing the credit value of the UTRN with the Maximum Credit Threshold(4.6.4.17) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366655492][bookmark: _Ref366596637]comparing the projected new Meter Balance(4.6.5.11) (calculated on the basis of (xii) to (xvi) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance(4.6.5.11) is greater than the Maximum Meter Balance Threshold(4.6.4.18);

[bookmark: _Ref366655503]verifying the Authenticity of the UTRN;

[bookmark: _Ref366655512]verifying that GSME is the intended recipient of the UTRN;

[bookmark: _Ref366655523]comparing the UTRN Counter against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

GSME shall be capable of generating an entry in the Security Log(4.6.5.17):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and 

where duplicates are rejected as set out in (v) above.

In executing the Command, GSME shall be capable of applying the credit added in the following order:

[bookmark: _Ref315968202][bookmark: _Ref320021627]recovery of payment-based debt of an amount defined by Debt Recovery per Payment(4.6.4.8) from the Payment Debt Register(4.6.5.13) subject to the Debt Recovery Rate Cap(4.6.4.10);

[bookmark: _Ref320021592]recovery of debt accumulated in the Accumulated Debt Register(4.6.5.1); 

[bookmark: _Ref320638478]where the Meter Balance(4.6.5.11) is less than the Disablement Threshold(4.6.4.12), increasing the Meter Balance(4.6.5.11) until it is equal to the Disablement Threshold(4.6.4.12);

[bookmark: _Ref8648485]repayment of Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance(4.6.5.8) accordingly; and

[bookmark: _Ref366654433]adding remaining credit (the credit after deduction of (xii), (xiii), (xiv) and (xv) above) to the Meter Balance(4.6.5.11).

In executing the Command, GSME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2).

In executing the Command, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, GSME shall be capable of recording the credit applied to the Meter Balance(4.6.5.11) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(4.6.5.3).

In executing the Command from a PPMID, GSME shall be capable of generating and sending an Alert containing the UTC date and time stamp of the last update of the Meter Balance(4.6.5.11) via its HAN Interface.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref341691720]Add Device Security Credentials

A Command to add Security Credentials for a PPMID or a Gas Proxy Function to the Device Log(4.6.4.11).

In executing the Command, GSME shall be capable of:

1. verifying the Security Credentials; and

recording the Command and Outcome to the Security Log(4.6.5.17).

[bookmark: _Ref391043940][bookmark: _Ref316136660][bookmark: _Ref316222073]Adjust Debt

A Command to apply positive and negative adjustments to the Time Debt Registers [1 … 2](4.6.5.21) and the Payment Debt Register(4.6.5.13) when operating in Prepayment Mode.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

Adjust Meter Balance

A Command to apply positive and negative adjustments to the Meter Balance(4.6.5.11).

In executing the Command where GSME is operating in Prepayment Mode and where, following any such adjustment, the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), GSME shall be capable of Arming the Supply, displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref313623973][bookmark: _Ref391281827][bookmark: _Ref313623616]Arm Supply

A Command to return GSME from a Locked state to an Unlocked state.

In executing the Command where the state of the Supply is Enabled or Armed, GSME shall Arm the Supply and shall set the Supply State(4.6.5.18) to Armed.

In executing the Command where the state of the Supply is only Disabled as a result of: 

1. a Disable Supply Command;

an attempt at Unauthorised Physical Access through its Secure Perimeter and the Supply Tamper State(4.6.4.26); or

GSME power supply and the Supply Depletion State(4.6.4.25),

GSME shall Arm the Supply and shall set the Supply State(4.6.5.18) to Armed; otherwise GSME shall not Arm the Supply.

[bookmark: _Ref316222270]Clear Event Log

A Command to clear all entries from the Event Log(4.6.5.9).  GSME shall be capable of logging that the Command has been executed in the Security Log(4.6.5.17).

Disable Privacy PIN Protection 

A Command to disable Privacy PIN Protection.

Disable Supply

[bookmark: OLE_LINK88]A Command to establish a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7).

In executing the Command GSME shall be capable of setting the Supply State(4.6.5.18) to Disabled.

Issue GSME Security Credentials

A Command to generate a Public-Private Key Pair and issue a corresponding Certificate Signing Request.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 4.6.4.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Constant Data

A Command to read the value of one or more of the constant data items set out in Section 4.6.1.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Operational Data

[bookmark: _Toc311624548][bookmark: _Toc311624707][bookmark: _Toc311624866][bookmark: _Toc311625922][bookmark: _Toc311624549][bookmark: _Toc311624708][bookmark: _Toc311624867][bookmark: _Toc311625923][bookmark: _Toc311624550][bookmark: _Toc311624709][bookmark: _Toc311624868][bookmark: _Toc311625924][bookmark: _Toc311624551][bookmark: _Toc311624710][bookmark: _Toc311624869][bookmark: _Toc311625925][bookmark: _Toc311624552][bookmark: _Toc311624711][bookmark: _Toc311624870][bookmark: _Toc311625926][bookmark: _Toc311624553][bookmark: _Toc311624712][bookmark: _Toc311624871][bookmark: _Toc311625927][bookmark: _Toc311624554][bookmark: _Toc311624713][bookmark: _Toc311624872][bookmark: _Toc311625928]A Command to read the value of one or more of the operational data items set out in Section 4.6.5.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Receive Firmware

A Command to receive Firmware.

In executing the Command GSME shall be capable of:

1. only accepting new Firmware from an Authorised and Authenticated source; and

verifying the Authenticity and integrity of new Firmware before installation.

[bookmark: OLE_LINK84][bookmark: OLE_LINK89]Record Network Data

A Command to initiate the recording of UTC date and time-stamped Consumption data for each six minute interval over a period of four hours in the Network Data Log(4.6.5.12).

Remove Device Security Credentials

A Command to remove Security Credentials for a PPMID or a Gas Proxy Function from the Device Log(4.6.4.11).

In executing the Command GSME shall be capable of recording the Command and Outcome to the Security Log(4.6.5.17).

[bookmark: _Ref365470513]Replace GSME Security Credentials

A Command to replace GSME Security Credentials(4.6.4.15).

In executing the Command GSME shall be capable of:

1. maintaining the Command’s Transactional Atomicity; and

recording the Command and Outcome to the Security Log(4.6.5.17).

Reset Meter Balance

A Command to reset the Meter Balance(4.6.5.11) to zero.

In executing the Command, GSME shall reset the Accumulated Debt Register(4.6.5.1), the Emergency Credit activated and used, and the Emergency Credit Balance(4.6.5.8), and shall deactivate Emergency Credit so that it is capable of activation when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2).

[bookmark: _Ref367094474]Set Clock

A Command to set the Clock date and time via its HAN Interface.

In executing the Command, GSME shall be capable of comparing the date and time specified in the Command with the Communications Hub Date and Time. Where the difference is:

1. within the tolerance specified in the Command GSME shall be capable of adjusting its date and time to the Communications Hub Date and Time and generating an entry to that effect in the Event Log(4.6.5.9); and

outside the tolerance specified in the Command GSME shall be capable of not adjusting its date and time and generating an entry to that effect in the Event Log(4.6.5.9).

GSME shall be capable of ensuring that any adjustments do not cause calendar-based events to be missed or future-dated Commands to be missed or repeated. 

[bookmark: _Ref435532637][bookmark: _Ref316138003]Set Payment Mode

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode(4.6.4.21).

In executing the Command, GSME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

the Consumption Register(4.6.5.4),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3). 

Set Tariff

A Command to accept new values for Tariff TOU Price Matrix(4.6.4.32), Tariff Block Price Matrix(4.6.4.29), Tariff Switching Table(4.6.4.30) and Tariff Threshold Matrix(4.6.4.31).

In executing the Command, GSME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

the Consumption Register(4.6.5.4), 

and where in Prepayment mode:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3).

[bookmark: _Toc311624604][bookmark: _Toc311624763][bookmark: _Toc311624922][bookmark: _Toc311625978]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 4.6.4.

[bookmark: _Toc311624602][bookmark: _Toc311624761][bookmark: _Toc311624920][bookmark: _Toc311625976][bookmark: _Toc311566505][bookmark: _Toc311566562][bookmark: _Toc311624607][bookmark: _Toc311624766][bookmark: _Toc311624925][bookmark: _Toc311625981]In executing the Command, GSME shall be capable of generating an entry to that effect in the Event Log(4.6.5.9).

[bookmark: _Toc386559283][bookmark: _Toc391462866][bookmark: _Toc391464633][bookmark: _Toc386559286][bookmark: _Toc391462869][bookmark: _Toc391464636][bookmark: _Toc386559290][bookmark: _Toc391462873][bookmark: _Toc391464640][bookmark: _Toc346709902][bookmark: _Toc346711032][bookmark: _Toc346714133][bookmark: _Toc346714494][bookmark: _Toc389067442][bookmark: _Toc389117997][bookmark: _Toc386559284][bookmark: _Toc389067443][bookmark: _Toc389117998][bookmark: _Toc386559285][bookmark: _Toc389067444][bookmark: _Toc389117999][bookmark: _Toc389067445][bookmark: _Toc389118000][bookmark: _Toc386559287][bookmark: _Toc389067446][bookmark: _Toc389118001][bookmark: _Toc386559288][bookmark: _Toc389067447][bookmark: _Toc389118002][bookmark: _Toc386559289][bookmark: _Toc389067448][bookmark: _Toc389118003][bookmark: _Toc389067449][bookmark: _Toc389118004][bookmark: _Ref313431142][bookmark: _Toc320016950][bookmark: _Toc341809884][bookmark: _Toc366852636][bookmark: _Toc389118005][bookmark: _Toc404159601][bookmark: _Toc456794337][bookmark: _Toc41992306]Data requirements

This Section describes the minimum information which GSME shall be capable of holding in its Data Store.

[bookmark: _Toc320016951][bookmark: _Ref320541814][bookmark: _Ref320541824][bookmark: _Ref321137619][bookmark: _Toc341809885][bookmark: _Ref344982756][bookmark: _Ref345577882][bookmark: _Ref345577899][bookmark: _Toc366852637][bookmark: _Toc389118006][bookmark: _Toc404159602]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Device_Identifier_1][bookmark: _Ref320180210]GSME Identifier

A globally unique identifier used to identify GSME based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

Manufacturer Identifier

An identifier used to identify the manufacturer of GSME.

Model Type

An identifier used to identify the model of GSME.

[bookmark: _Ref435532656]This Section is not used

[bookmark: _Toc366852639][bookmark: _Toc389118008][bookmark: _Toc404159604][bookmark: _Toc311543942][bookmark: _Ref313477878][bookmark: _Toc320016952][bookmark: _Toc341809886][bookmark: _Ref345577943][bookmark: _Ref346027777]Locally Set Configuration Data

Describes data that is configured by execution of a User Interface Command and that is not accessible via any GSME interface.

[bookmark: _Ref363745921]Privacy PIN

A number comprising four digits used by the Consumer to enable temporary access to a specified set of display items and Commands via the User Interface of GSME.

[bookmark: _Toc366852640][bookmark: _Ref391909330][bookmark: _Ref392074607][bookmark: _Toc389118009][bookmark: _Toc404159605][bookmark: _Ref412557351]Configuration data

Describes data that configures the operation of various functions of GSME. 

[bookmark: _Ref386445880]Alerts Configuration Settings

Settings to control whether to generate and send an Alert.

[bookmark: _battery_depletion_threshold][bookmark: _billing_schedule_table][bookmark: _Billing_Calendar][bookmark: _Ref313558036][bookmark: _Ref320226990][bookmark: _Toc311543944][bookmark: _Toc311543943]Billing Calendar

A calendar defining billing dates for the storage of billing related information in the Billing Data Log(4.6.5.3).

[bookmark: _calorific_value][bookmark: _Ref320225216]Calorific Value

The value used in the conversion of gas volume to kWh usage, based on the energy stored in one cubic metre of gas released when burnt at a standard temperature and pressure.

[bookmark: _debt_recovery_per][bookmark: _Conversion_Factor][bookmark: _Ref334796517][bookmark: _Ref343781317][bookmark: _Ref320225301]Contact Details

The name and contact telephone number of the current gas Supplier.

[bookmark: _Ref343781425]Conversion Factor

The value used in the conversion of gas volume to kWh usage, based on the temperature, pressure and compressibility of the gas.

[bookmark: _Debt_Recovery_per_1][bookmark: _Ref320227796]Currency Units

The Currency Units currently used by GSME, which shall be either GB Pounds or European Central Bank Euro.

[bookmark: _Ref359310953]Customer Identification Number

A number issued to GSME for display on the User Interface.

[bookmark: _Ref343782229]Debt Recovery per Payment

The percentage of a payment to be recovered against debt when GSME is operating Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _debt_recovery_rate][bookmark: _Debt_Recovery_Rates][bookmark: _Ref320225983]Debt Recovery Rates [1 … 2]

Two debt recovery rates in Currency Units per unit time for when GSME is using Time-based Debt Recovery in Prepayment Mode.

[bookmark: _debt_recovery_rate_1][bookmark: _Ref320227867]Debt Recovery Rate Cap

The maximum amount in Currency Units per unit time that can be recovered through Payment-based Debt Recovery when GSME is operating in Prepayment Mode.

[bookmark: _Ref344982235]Device Log

The Security Credentials and Device identifier for each of the Gas Proxy Function and PPMID with which GSME can establish Communications Links.

[bookmark: _disconnection_threshold][bookmark: _Disablement_Threshold][bookmark: _Ref320226216]Disablement Threshold

The threshold in Currency Units for controlling when to Disable the Supply.

[bookmark: _emergency_credit_ceiling][bookmark: _Emergency_Credit_Limit][bookmark: _Ref320225726]Emergency Credit Limit

The amount of Emergency Credit in Currency Units to be made available to a Consumer where Emergency Credit is activated.

[bookmark: _emergency_credit_threshold][bookmark: _Ref320225667]Emergency Credit Threshold

The threshold in Currency Units below which Emergency Credit Balance(4.6.5.8) may be activated if so configured when GSME is operating in Prepayment Mode.

[bookmark: _Ref365014465]GSME Security Credentials

The Security Credentials for GSME and parties Authorised to establish Communications Links with it.

[bookmark: _Globally_Unique_ID][bookmark: _GUID][bookmark: _Device_Identifier][bookmark: _Firmware_Version][bookmark: _low_battery_threshold][bookmark: _low_credit_threshold][bookmark: _Ref320226149][bookmark: _Ref341812764][bookmark: _Ref346634414][bookmark: _Ref313270538][bookmark: _Ref313270600][bookmark: _Toc311543945]Low Credit Threshold

The threshold in Currency Units below which a low credit Alert is signalled.

[bookmark: _Ref366595952]Maximum Credit Threshold

The maximum credit which can be applied by any Add Credit Command.

[bookmark: _Ref366597057]Maximum Meter Balance Threshold

The Meter Balance(4.6.5.11) threshold in Currency Units above which an Add Credit Command is rejected.

[bookmark: _Ref346724927]Meter Point Reference Number (MPRN)

The reference number identifying a gas metering point.

[bookmark: _non-disconnection_table][bookmark: _Non-Disablement_Table][bookmark: _monitor_gas_flow][bookmark: _Uncontrolled_Gas_Flow][bookmark: _Non-Disablement_Calendar][bookmark: _Toc311543956][bookmark: _Ref320224579]Non-Disablement Calendar

A Switching Table comprising a set of rules specifying periods during which the Supply will not be Disabled due to the Meter Balance(4.6.5.11) being below, or falling below, the Disablement Threshold(4.6.4.12) and, if Emergency Credit is activated, the Emergency Credit Balance(4.6.5.8) being, or falling to, zero when GSME is operating in Prepayment Mode. 

The rules stored within the table shall specify which of five Day Profiles should be used to specify Non-Disablement Periods for each day according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

A Day Profile shall contain up to one contiguous time period during which the Supply may be Disabled due to the Meter Balance(4.6.5.11) being below, or falling below the Disablement Threshold(4.6.4.12) and if Emergency Credit is activated, the Emergency Credit Balance(4.6.5.8) being, or falling to, zero when GSME is operating in Prepayment Mode.

The Switching Table shall support three Season Profiles and two Week Profiles.  Each Week Profile shall support two Day Profiles. 

All dates and times shall be specified as UTC.

[bookmark: _PTZ_conversion_factor][bookmark: _Ref320223928]Payment Mode

The current mode of operation, being Prepayment Mode or Credit Mode.

Public Key Security Credentials Store

A store for Security Credentials relating to Public Keys.

[bookmark: _PTZ_Conversion_Factor_1][bookmark: _suspend_debt_emergency][bookmark: _Standing_Charge][bookmark: _Ref320225812][bookmark: _Ref341812835]Standing Charge

A charge to be levied in Currency Units per unit time when operating in Credit Mode and Prepayment Mode.

Supplier Message

A message issued to, and held on, GSME for provision to the Consumer.

[bookmark: _suspend_debt_disconnect][bookmark: _Suspend_Debt_Disabled][bookmark: _Ref320236154]Supply Depletion State

A setting to control the state of the Supply in the case of loss of power to GSME, being Locked or unchanged.

[bookmark: _Supply_Tamper_State_1][bookmark: _Ref320227416]Supply Tamper State

A setting to control the state of the Supply in the case of Unauthorised Physical Access being detected, being Locked or unchanged.

[bookmark: _Suspend_Debt_Disabled_1][bookmark: _Ref320226349]Suspend Debt Disabled

[bookmark: _special_days_table][bookmark: _tariff_rate_matrix]A setting controlling whether debt should be collected when GSME is operating in Prepayment Mode and Supply is Disabled.

[bookmark: _Tariff_Block_Rate][bookmark: _Ref320226295]Suspend Debt Emergency

A setting controlling whether standing charges and debt should be deducted from the Emergency Credit Balance(4.6.5.8) when GSME is operating in Prepayment Mode and Emergency Credit is in use.

[bookmark: _Tariff_Block_Rate_1][bookmark: _Tariff_Block_Price][bookmark: _Ref320225565]Tariff Block Price Matrix

A 4 x 1 matrix containing Prices for Block Pricing.

[bookmark: _Tariff_TOU_Rate][bookmark: _tariff_switching_matrix][bookmark: _tariff_switching_table][bookmark: _Ref320226825]Tariff Switching Table

A set of rules for allocating daily Consumption to a Tariff Register for Time-of-use Pricing and Time-of-use with Block Pricing.  The rules stored within the table shall specify which of four Day Profiles should be used to allocate Consumption to a Tariff Register according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

The Switching Table shall support three Season Profiles and two Week Profiles.

All dates shall be specified as UTC.

[bookmark: _tariff_threshold_matrix][bookmark: _Ref320226914]Tariff Threshold Matrix

A 3 x 1 matrix capable of holding thresholds in kWh for controlling Block Tariffs.

[bookmark: _tariff_type][bookmark: _Tariff_TOU_Price][bookmark: _Ref320225451][bookmark: _Toc311543946]Tariff TOU Price Matrix

A 1 x 4 matrix containing Prices for Time-of-use Pricing.

[bookmark: _Tariff_Type_1][bookmark: _battery_depletion_state][bookmark: _valve_depletion_state][bookmark: _Ref320227938]Uncontrolled Gas Flow Rate

The flow rate in units of volume per unit time used in the detection of uncontrolled flow of gas on Enablement of Supply.

[bookmark: _Ref456699641]Events Configuration Settings

Settings to control, for each Alert described in this Section 4 and for each event which this Section 4 requires the GSME to be capable of logging in the event log which is not a Critical Event, whether an Alarm is sounded and whether an event log entry is created.

[bookmark: _Valve_Depletion_State_1][bookmark: _Supply_Depletion_State][bookmark: _Toc319250836][bookmark: _Toc320016953][bookmark: _Toc319250837][bookmark: _Toc320016954][bookmark: _Valve_Tamper_State][bookmark: _Supply_Tamper_State][bookmark: _Toc319250838][bookmark: _Toc320016955][bookmark: _Toc319250839][bookmark: _Toc320016956][bookmark: _Ref313478325][bookmark: _Ref316395364][bookmark: _Toc320016957][bookmark: _Toc341809887][bookmark: _Toc366852641][bookmark: _Toc389118010][bookmark: _Toc404159606]Operational data

Describes data used by the functions of GSME for output of information.

[bookmark: _credit_balance][bookmark: _Billing_Data_Log][bookmark: _Block_Counter_Matrix][bookmark: _Tariff_Block_Matrix][bookmark: _Tariff_Block_Counter][bookmark: _Accumulated_Debt_Register][bookmark: _Ref320224814][bookmark: _Toc311543947]Accumulated Debt Register

The debt resulting from the collection of Standing Charge(4.6.4.23) and / or time-based debt when Emergency Credit is in Use as configured by Suspend Debt Emergency(4.6.4.28), when operating in Prepayment Mode.

[bookmark: _Ref344990081]Active Tariff Price

The Price currently active.

[bookmark: _Billing_Data_Log_1][bookmark: _Ref320226055]Billing Data Log

A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405372977]twelve entries comprising Tariff TOU Register Matrix(4.6.5.20), the Consumption Register(4.6.5.4) and Tariff Block Counter Matrix(4.6.5.19);

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments; and

[bookmark: _Ref405372994]twelve entries comprising Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21),

[bookmark: _credit_balance_1][bookmark: _Meter_Balance][bookmark: _Debt_Register][bookmark: _Toc311543950]each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Cumulative_Consumption_Log][bookmark: _Debt_Register_1][bookmark: _Daily_Read_Log][bookmark: _Ref320227067][bookmark: _Ref320227164][bookmark: _Ref343781989]Consumption Register

The register recording cumulative Consumption.

[bookmark: _Ref386441308]Cumulative and Historical Value Store

A store capable of holding the following values:

1. eight Days of Energy Consumption comprising the prior eight Days, in kWh and Currency Units;

six Weeks of Energy Consumption comprising the current Week and the prior five Weeks, in kWh and Currency Units; and

fourteen months of Energy Consumption comprising the current month and the prior thirteen months, in kWh and Currency Units.

[bookmark: _Ref388526324]Cumulative Current Day Value Store

A store capable of holding the value of Energy Consumption on the current Day, in kWh and Currency Units.

[bookmark: _Ref346635221]Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix(4.6.5.20), the Tariff Block Counter Matrix(4.6.5.19) and the Consumption Register(4.6.5.4) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Emergency_Credit_Balance_1][bookmark: _Ref320224670]Emergency Credit Balance

The amount of Emergency Credit available to the Consumer after it has been activated.

[bookmark: _event_log][bookmark: _Ref313270338]Event Log

A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing, arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. 

[bookmark: _Ref346110286]Firmware Version

The active version of Firmware of GSME.

[bookmark: _historic_tariff_table][bookmark: _billing_data_table][bookmark: _operating_mode][bookmark: _payment_mode][bookmark: _payment_debt_register][bookmark: _Network_Data_Period][bookmark: _Network_Data_Log][bookmark: _Ref320224365][bookmark: _Toc311543955]Meter Balance

[bookmark: _emergency_credit_balance]The amount of money in Currency Units as determined by GSME.  If operating in Prepayment Mode, the Meter Balance represents GSME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance(4.6.5.8)).  If operating in Credit Mode, it represents GSME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

[bookmark: _Network_Data_Log_1][bookmark: _Ref320227285]Network Data Log

A log capable of storing four hours of UTC date and time stamped six minute Consumption data arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Payment_Debt_Register_1][bookmark: _Ref320227604]Payment Debt Register

A Debt Register recording Debt to be recovered as a percentage of payment when using Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref344990984]Prepayment Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _profile_data_table][bookmark: _Profile_Data_Log][bookmark: _Ref320227228]Profile Data Log

A log capable of storing a minimum of three months of UTC date and time stamped half hourly Consumption data arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _remaining_battery_capacity][bookmark: _Ref320224913]Remaining Battery Capacity

Where GSME includes a Battery, the remaining Battery capacity in days.

[bookmark: _tariff_register_matrix][bookmark: _Security_Log][bookmark: _Ref320196178]Security Log

A log capable of storing one hundred UTC date and time stamped entries of security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Tariff_Register_Matrix_1][bookmark: _Ref346632150][bookmark: _Ref320224168]Supply State

The state of the Supply, being Enabled, Disabled or Armed.

[bookmark: _Ref346634132]Tariff Block Counter Matrix

A 4 x 1 matrix for storing Block Counters for Block Pricing.

[bookmark: _Tariff_TOU_Register][bookmark: _Ref320224035]Tariff TOU Register Matrix

A 1 x 4 matrix for storing Tariff Registers for Time-of-use Pricing.

[bookmark: _time_debt_register_1][bookmark: _Time_Debt_Register][bookmark: _Time_Debt_Registers][bookmark: _Ref320225893][bookmark: _Ref344990906]Time Debt Registers [1 … 2]

[bookmark: _total_consumption_register]Two Debt Registers recording independent debts to be recovered over time when operating Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Toc320027830][bookmark: _Toc343775300][bookmark: _Ref345433241][bookmark: _Toc366852642][bookmark: _Ref386538718][bookmark: _Toc389118011][bookmark: _Toc404159607][bookmark: _Ref405369094][bookmark: _Ref405377706][bookmark: _Ref409701257][bookmark: _Ref409702060][bookmark: _Ref409702078][bookmark: _Ref409702519][bookmark: _Ref433187723][bookmark: _Ref456706230][bookmark: _Ref456706474][bookmark: _Ref469657566][bookmark: _Ref469658228][bookmark: _Ref471890856][bookmark: _Toc456794338][bookmark: _Toc41992307]Electricity Smart Metering Equipment Technical Specifications Version 4.2

[bookmark: _Toc343775301][bookmark: _Toc366852643][bookmark: _Toc389118012][bookmark: _Toc404159608][bookmark: _Toc456794339][bookmark: _Toc41992308]Introduction

[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Section 5 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of Electricity Smart Metering Equipment that an electricity Supplier is required to install and maintain to comply with standard condition 39 of its electricity supply licence.

[bookmark: OLE_LINK13][bookmark: OLE_LINK19]Part A of this Section 5 applies to Single Element Electricity Metering Equipment.

Part B of this Section 5 applies to Twin Element Electricity Metering Equipment.

Part C of this Section 5 applies to Polyphase Electricity Metering Equipment.

Where an Auxiliary Load Control Switch is installed within ESME, an electricity Supplier must comply, in addition, with the minimum functional, interface and data requirements described in Part D of this Section 5.

Where the Boost Function is installed within ESME, an electricity Supplier must comply, in addition, with the minimum functional and data requirements described in Part E of this Section 5.

[bookmark: _Toc343775302][bookmark: _Toc366852644][bookmark: _Toc389118013][bookmark: _Toc404159609][bookmark: _Toc456794340][bookmark: _Toc41992309][bookmark: _Toc320016123]Part A - Single Element Electricity Metering Equipment

[bookmark: _Toc341712252][bookmark: _Toc343775303][bookmark: _Toc366852645][bookmark: _Toc389118014][bookmark: _Toc404159610][bookmark: _Toc456794341][bookmark: _Toc41992310]Overview

In this Part A ESME shall mean Single Element Electricity Metering Equipment.

[bookmark: _Toc366852646][bookmark: _Toc389118015][bookmark: _Toc404159611][bookmark: _Toc456794342][bookmark: _Toc41992311][bookmark: _Toc320016124][bookmark: _Ref339466715][bookmark: _Ref341370047][bookmark: _Ref341370052][bookmark: _Toc343775304]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559302][bookmark: _Toc391462885][bookmark: _Toc391464652][bookmark: _Toc389067461][bookmark: _Toc389118016][bookmark: _Toc366852647][bookmark: _Toc389118017][bookmark: _Toc404159612]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part A, and evidence must be available to confirm such testing and conformance.

[bookmark: _Toc366852648][bookmark: _Toc389118018][bookmark: _Toc404159613]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required described in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 31 August 2017.

[bookmark: _Toc366852649][bookmark: _Toc389118019][bookmark: _Toc404159614][bookmark: _Ref435532793]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

ESME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

[bookmark: _Ref365535779][bookmark: _Ref365535820][bookmark: _Toc366852650][bookmark: _Toc389118020][bookmark: _Toc404159615][bookmark: _Toc456794343][bookmark: _Toc41992312]Physical Requirements

[bookmark: OLE_LINK110][bookmark: OLE_LINK111]ESME shall as a minimum include the following components: 

1. a Clock;

a Data Store;

an Electricity Meter containing one measuring element; 

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (pursuant to section H12 of the Smart Energy Code) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.5, 5.6 and 5.7 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 4 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.1, 5.6.3 and 5.6.4.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; 

Random Number Generator;

Cryptographic Algorithms; 

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME. 

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

[bookmark: _Toc320016125][bookmark: _Toc343775305][bookmark: _Ref366079362][bookmark: _Toc366852651][bookmark: _Toc389118021][bookmark: _Toc404159616][bookmark: _Toc456794344][bookmark: _Toc41992313]Functional Requirements

[bookmark: _Toc316397747][bookmark: _Toc320016126][bookmark: _Toc316222710]This Section describes the minimum functions that ESME shall be capable of performing.

[bookmark: _Toc343775306][bookmark: _Toc366852652][bookmark: _Toc389118022][bookmark: _Toc404159617]Clock

[bookmark: OLE_LINK74][bookmark: OLE_LINK75]The Clock forming part of ESME shall be capable of operating so as to be accurate to within 10 seconds of the UTC date and time under normal operating conditions.

ESME shall be capable of comparing its date and time with the Communications Hub Date and Time, and making adjustments to its date and time.  Where the difference between ESME date and time and the Communications Hub Date and Time is more than 10 seconds ESME shall be capable of:

1. not adjusting its date and time;

generating an entry in the Security Log(5.7.5.31) to that effect; and

generating and sending an Alert via its HAN Interface.

Except when executing a Set Clock(5.6.3.32) Command, ESME shall not be capable of making adjustments to its date and time more than once within any 24 hour time period.

[bookmark: _Toc346120467][bookmark: _Toc346632074][bookmark: _Toc346634054][bookmark: _Toc346709915][bookmark: _Toc346711045][bookmark: _Toc346714146][bookmark: _Toc346714507][bookmark: _Ref341799883][bookmark: _Toc343775307][bookmark: _Toc366852653][bookmark: _Toc389118023][bookmark: _Toc404159618][bookmark: _Ref316388915][bookmark: _Toc320096334]Communications

ESME, and any device forming part of it, shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 5.5.10.5.

[bookmark: _Ref320222056]With the exception of a Communications Hub Function ESME shall only be capable of establishing a Communications Link with a Device with Security Credentials in the Device Log(5.7.4.14) and shall not be capable of establishing a Communications Link via its HAN Interface with any other Devices.

When any Command addressed to ESME is received via any Communications Link ESME shall be capable of:

1. [bookmark: _Ref365473087]using the Security Credentials ESME holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 5.5.10.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref365473133]verifying the integrity of the Command.

On failure of any of (i) to (iii) above, ESME shall be capable of generating an entry in the Security Log(5.7.5.31) to that effect, discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

When executing an immediate Command ESME shall be capable of generating and sending a Response via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

Where the Command is not due to be executed immediately, ESME shall be capable of generating and sending a Response via its HAN Interface to confirm successful receipt. When executing a future dated Command ESME shall be capable of generating and sending an Alert via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

ESME shall only be capable of addressing a Response to the sender of the relevant Command. 

ESME shall be capable of restricting the generation and sending of Alerts for each Alert described in this Section 5 and for each event, which this Section 5 requires the ESME to be capable of logging in the event log and which is not a Critical Event according to the Alerts Configuration Settings(5.7.4.1).

For each Alert described in this Section 5 and for each event which this Section 5 requires the ESME to be capable of logging in the Event Log(5.7.5.16) or Power Event Log(5.7.5.25) and which is not a Critical Event, the ESME shall be capable of logging the event in that event log according to the Events Configuration Settings(5.7.4.51). 

Additionally, if the ESME has the capability to sound an Alarm, the ESME shall be capable of sounding such Alarms according to the Events Configuration Settings(5.7.4.51).

[bookmark: _Ref392752393]Communications Links with a Communications Hub Function via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with one Communications Hub Function.

ESME shall be capable of receiving the Communications Hub Date and Time from a Communications Hub Function.

[bookmark: _Toc318456141][bookmark: _Toc318974851][bookmark: _Toc318990233][bookmark: _Toc319063290][bookmark: _Toc319249782][bookmark: _Toc319250812][bookmark: _Toc318456142][bookmark: _Toc318974852][bookmark: _Toc318990234][bookmark: _Toc319063291][bookmark: _Toc319249783][bookmark: _Toc319250813][bookmark: _Toc318456143][bookmark: _Toc318974853][bookmark: _Toc318990235][bookmark: _Toc319063292][bookmark: _Toc319249784][bookmark: _Toc319250814][bookmark: _Toc318456144][bookmark: _Toc318974854][bookmark: _Toc318990236][bookmark: _Toc319063293][bookmark: _Toc319249785][bookmark: _Toc319250815][bookmark: _Toc318456145][bookmark: _Toc318974855][bookmark: _Toc318990237][bookmark: _Toc319063294][bookmark: _Toc319249786][bookmark: _Toc319250816][bookmark: _Toc318456146][bookmark: _Toc318974856][bookmark: _Toc318990238][bookmark: _Toc319063295][bookmark: _Toc319249787][bookmark: _Toc319250817][bookmark: _Ref316371704][bookmark: _Ref334698186]Communications Links with Type 1 Devices via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of six Type 1 Devices (including a minimum of one PPMID).  ESME shall be capable of supporting up to five Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches.

ESME shall be capable of supporting the following types of Communications Links:

1. receiving the Commands (set out in Section 7.5.5 and Section 8.5.2) that may be sent from each Type 1 Device;

sending the Responses (set out in Section 5.6.3) to a Type 1 Device; 

sending the Commands (set out in Section 5.6.4) to a Type 1 Device and acting on the corresponding Responses from a Type 1 Device;

sending the information (set out in Section 5.6.1) to a Type 1 Device; and

sending Alerts to a Type 1 Device.

[bookmark: _Ref341802405]Communications Links with Type 2 Devices via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of four Type 2 Devices.

ESME shall be capable of supporting the following types of Communications Links:

1. sending the information (set out in Section 5.6.1) to a Type 2 Device; and

sending Alerts to a Type 2 Device.

[bookmark: OLE_LINK98][bookmark: OLE_LINK96][bookmark: _Toc316397751][bookmark: _Toc320016130][bookmark: _Toc343775308][bookmark: _Toc366852654][bookmark: _Toc389118024][bookmark: _Toc404159619][bookmark: _Toc316222713]Data storage

ESME shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc320016131][bookmark: _Ref339553454][bookmark: _Ref339553471][bookmark: _Ref343765427][bookmark: _Toc343775309][bookmark: _Ref345941374][bookmark: _Ref346715402][bookmark: _Ref346715411][bookmark: _Ref363661422][bookmark: _Ref363661434][bookmark: _Ref363741582][bookmark: _Ref364948628][bookmark: _Toc366852655][bookmark: _Toc389118025][bookmark: _Toc404159620]Display of information

ESME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode [INFO](5.7.4.31) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix [INFO](5.7.5.34) with appropriate precision, the Tariff TOU Block Register Matrix(5.7.5.35) with appropriate precision and the Tariff Block Counter Matrix [INFO](5.7.5.33) with appropriate precision; 

the Active Import Register [INFO](5.7.5.3) with appropriate precision;

the Active Export Register [INFO](5.7.5.2) with appropriate precision;

the Meter Balance [INFO](5.7.5.22) [PIN];

the Debt to Clear (calculated as set out in Section 5.5.7.2) [PIN];

the Customer Identification Number [INFO](5.7.4.10) [PIN];

whether Emergency Credit is available for activation [PIN];

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.5.7.2) [PIN];

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

the Supply State [INFO](5.7.5.32);

any time-based debts and Time-based Debt Recovery rates [PIN];

any payment-based debt [PIN];

any accumulated debt recorded in the Accumulated Debt Register [INFO](5.7.5.1) [PIN];

any Standing Charge [INFO](5.7.4.42) [PIN];

the Meter Point Administration Numbers (MPAN) [INFO](5.7.4.28) [PIN];

the Local Time;

the Contact Details [INFO](5.7.4.8);

the Active Tariff Price [INFO](5.7.5.5) [PIN]; and

the Event Log(5.7.5.16) and the Power Event Log(5.7.5.25) (with the exception of any Personal Data).

ESME shall be capable of displaying the Security Log(5.7.5.31) on its User Interface following physical access through the Secure Perimeter of ESME.



ESME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

5.5.4.1 Presentation of information on the User Interface

For each of the values currently stored in the Active Import Register [INFO](5.7.5.3), the Active Export Register [INFO](5.7.5.2), the Tariff ToU Register Matrix [INFO](5.7.5.34), and the Tariff ToU Block Register Matrix(5.7.5.35), ESME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value in to a decimal, integer number of kilowatt hours, rounding the stored value down to the nearest kilowatt hour;

1. discarding all except the five least significant decimal digits so produced; and

1. adding leading zeros (if necessary) so that there are exactly five decimal digits.

[bookmark: _Toc366852656][bookmark: _Toc389118026][bookmark: _Toc404159621][bookmark: _Ref339435558][bookmark: _Ref339435570][bookmark: _Toc343775310]Privacy PIN Protection

ESME shall be capable of preventing the display on the User Interface of items annotated [PIN] in Section 5.5.4, and preventing access on the User Interface to the Commands annotated [PIN] in Section 5.6.2, except on successful execution of an Allow Access to User Interface(5.6.2.3) Command via the User Interface.

[bookmark: _Toc366852657][bookmark: _Toc389118027][bookmark: _Toc404159622]Load limiting

[bookmark: OLE_LINK24][bookmark: OLE_LINK25][bookmark: OLE_LINK1][bookmark: OLE_LINK2]ESME shall be capable of determining when the Active Power Import [INFO](5.7.5.4) is above, for the Load Limit Period(5.7.4.19), the Load Limit Power Threshold(5.7.4.20) and on such an occurrence ESME shall be capable of:

1. generating an entry to that effect in the Event Log(5.7.5.16);

generating and sending an Alert to that effect via its HAN Interface and its User Interface;

counting the number of such occurrences in the Load Limit Counter(5.7.5.18); and

[bookmark: _Ref346622084]Disabling the Supply in circumstances where the Load Limit Supply State(5.7.4.22) is configured to require Disablement, and then:

1. [bookmark: _Ref345952140]immediately Arming the Supply such that it can be Enabled as set out in Section 5.6.2.5;

1. prior to the Load Limit Restoration Period(5.7.4.21) elapsing,

Disabling the Supply if ESME is in Prepayment Mode, and either: 

it is not in a Non-Disablement Period and theMeter Balance [INFO](5.7.5.22) is below, or falls below, the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is, or falls to, zero; or

a Non-Disablement Period ends and the Meter Balance [INFO](5.7.5.22) is below the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is zero.

then placing the Supply in such a state whereby Supply will be Armed where the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15).

[bookmark: _Ref345952151]after the Load Limit Restoration Period(5.7.4.21) has elapsed, unless:

· ESME is in Prepayment Mode;and

· ESME is not in a Non-Disablement Period; and

· the Meter Balance [INFO](5.7.5.22)  is below the Disablement Threshold [INFO](5.7.4.15); and

· if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is zero,

then:

enabling the Supply, and setting the Load Limit Supply State(5.7.4.22) to unchanged; and

[bookmark: _Ref345952160]displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert indicating the change in state via its HAN Interface.

[bookmark: _Toc320016133][bookmark: _Ref339553586][bookmark: _Ref339553595][bookmark: _Toc343775311][bookmark: _Toc366852658][bookmark: _Toc389118028][bookmark: _Toc404159623]Payment Mode

ESME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

ESME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance [INFO](5.7.5.22) based on:

1. the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47); and

the Standing Charge [INFO](5.7.4.42).

[bookmark: OLE_LINK102][bookmark: _Ref320222197]Prepayment Mode

ESME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

ESME shall be capable of adding credit to the Meter Balance [INFO](5.7.5.22) (as set out in Sections 5.6.2.2 and 5.6.3.3) and reducing the amount of credit in the Meter Balance [INFO](5.7.5.22).

[bookmark: OLE_LINK76][bookmark: OLE_LINK77]ESME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance [INFO](5.7.5.15) if the Meter Balance [INFO](5.7.5.22) is below the Emergency Credit Threshold [INFO](5.7.4.17)).  ESME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit [INFO](5.7.4.16). ESME shall be capable of reducing the amount of credit in the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated (as set out in Sections 5.6.2.1 and 5.6.3.1) and the Meter Balance [INFO](5.7.5.22) is at or below the Disablement Threshold [INFO](5.7.4.15).  Any Emergency Credit used shall be repaid when credit is added to ESME (as set out in Sections 5.6.2.2 and 5.6.3.3).

[bookmark: OLE_LINK108][bookmark: OLE_LINK109]ESME shall be capable of reducing the Meter Balance [INFO](5.7.5.22) until it reaches the Disablement Threshold [INFO](5.7.4.15) followed by reducing the Emergency Credit Balance [INFO](5.7.5.15), where activated, until it reaches zero, on the basis of:

1. [bookmark: _Ref364950110]the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

[bookmark: _Ref364949129]the Standing Charge [INFO](5.7.4.42); and

[bookmark: _Ref364949135][bookmark: _Ref365473365]the recovery of debt hourly or daily through each of the Time Debt Registers [1 … 2] [INFO](5.7.5.36) at rates defined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

Where configured by Suspend Debt Emergency(5.7.4.46) to do so and when Emergency Credit is in use, ESME shall be capable of suspending the application of (ii) and (iii) to the Emergency Credit Balance [INFO](5.7.5.15), and of accumulating (ii) and (iii) in the Accumulated Debt Register [INFO](5.7.5.1).

ESME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register [INFO](5.7.5.1), in the Billing Data Log(5.7.5.10).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and where activated the Emergency Credit Balance [INFO](5.7.5.15) and:

if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Low Credit Threshold [INFO](5.7.4.23), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref346096139]if the Meter Balance [INFO](5.7.5.22) is below, or falls below, the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is, or falls to, zero, Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

where the Supply is Disabled (as set out in (v) above):

1. where configured by Suspend Debt Disabled(5.7.4.45) not to suspend Time-based Debt Recovery, continuing to apply (ii) and (iii) above to reduce the Meter Balance [INFO](5.7.5.22);

where configured by Suspend Debt Disabled(5.7.4.45) to suspend Time-based Debt Recovery, suspending the application of (iii) above to the Meter Balance [INFO](5.7.5.22), and continuing to apply (ii) to reduce the Meter Balance [INFO](5.7.5.22); and

[bookmark: OLE_LINK61][bookmark: OLE_LINK62]if the Supply is Enabled, suspending the Disablement of Supply (as set out in (v) above) during periods defined in the Non-Disablement Calendar [INFO](5.7.4.30), continuing to reduce the Meter Balance [INFO](5.7.5.22) on the basis of (i), (ii) and (iii) above, displaying on its User Interface an indication that the Meter Balance [INFO](5.7.5.22) is below the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is zero and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) ESME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref364950290]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref364950296]amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref364950298]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (viii), (ix) and (x) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.7.5.10)  and the Debt Recovery Rate Cap [INFO](5.7.4.13)).

For Time-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

the amount in the relevant Time Debt Registers [1 … 2] [INFO](5.7.5.36); and 

the corresponding amount determined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

For Payment-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

xli. the amount defined by Debt Recovery per Payment [INFO](5.7.4.11) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13); and 

the amount in the Payment Debt Register [INFO](5.7.5.23).

Where an Adjust Debt(5.6.3.5) Command is to reduce the amount in a Debt Register and the amount in the Command is greater than the amount in the Debt Register, ESME shall be capable of setting the amount in the Debt Register to zero then applying the difference in the amounts in the following order:

recovering debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

where the Meter Balance [INFO] (5.7.5.22) is less than the Disablement Threshold [INFO](5.7.4.15), increasing the Meter Balance [INFO](5.7.5.22) until it is equal to the Disablement Threshold [INFO](5.7.4.15);

repaying Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance [INFO](5.7.5.15) accordingly; and

increasing the Meter Balance [INFO](5.7.5.22).

In executing the Adjust Debt(5.6.3.5) Command, ESME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and, where the Supply is Disabled, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

ESME shall be capable of monitoring the Emergency Credit Balance [INFO](5.7.5.15) and, where it falls to zero, of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Ref339553747][bookmark: _Ref339553766][bookmark: _Toc343775312][bookmark: _Toc366852659][bookmark: _Toc389118029][bookmark: _Toc404159624][bookmark: _Toc320016134]Pricing 

ESME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

When switching between Time-of-use Bands and Tariff Registers as set out in this Section ESME shall be capable of applying the Randomised Offset(5.7.5.28).

ESME shall be capable of maintaining the Active Tariff Price [INFO](5.7.5.5).

Time-of-use Pricing

ESME shall be capable of recording Consumption according to Time-of-use Bands in one of forty-eight Tariff Registers in the Tariff TOU Register Matrix [INFO](5.7.5.34).

ESME shall be capable of switching between different Tariff Registers once every 30 minutes.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(5.7.4.48).

[bookmark: OLE_LINK32][bookmark: OLE_LINK33]Time-of-use with Block Pricing

[bookmark: OLE_LINK28][bookmark: OLE_LINK29][bookmark: OLE_LINK16][bookmark: OLE_LINK17]ESME shall be capable of recording Consumption in one of four Block Registers for each of eight Time-of-use Bands in the Tariff TOU Block Register Matrix(5.7.5.35).

[bookmark: OLE_LINK18][bookmark: OLE_LINK21]The switching between Time-of-use Bands and sets of Block Registers shall be based on the switching rules set out in the Tariff Switching Table(5.7.4.48).  ESME shall be capable of switching between Time-of-use Bands once every 30 minutes.

Switching between the Block Registers within each Time-of-use Band shall be based on Consumption accumulated in the Tariff Block Counter Matrix [INFO](5.7.5.33) and Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall also be capable of accumulating Consumption in one of four Block Counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) for each of the eight Time-of-use Bands.  ESME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall be capable of resetting the counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) once per Day and in accordance with the timetable set out in the Billing Calendar(5.7.4.7).

[bookmark: _Ref339553900][bookmark: _Ref339553909][bookmark: _Toc343775313][bookmark: _Toc366852660][bookmark: _Toc389118030][bookmark: _Toc404159625]Recording

[bookmark: _Ref338683226]Active Energy Imported

ESME shall be capable of recording cumulative Active Energy Imported in the Active Import Register [INFO](5.7.5.3). 

Active Energy Exported

ESME shall be capable of recording cumulative Active Energy Exported in the Active Export Register [INFO](5.7.5.2).

Billing data

In accordance with the timetable set out in the Billing Calendar(5.7.4.7) ESME shall be capable of taking a UTC date and time stamped copy of: 

1. [bookmark: _Ref391469198]the Tariff TOU Register Matrix [INFO](5.7.5.34); 

[bookmark: OLE_LINK22][bookmark: OLE_LINK23]the Tariff TOU Block Register Matrix(5.7.5.35); and

[bookmark: _Ref392141048]the Active Import Register [INFO](5.7.5.3),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

[bookmark: _Ref391469211]the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10), and:

generating and sending an Alert via its HAN Interface containing the most recent entries in the Billing Data Log(5.7.5.10) of (i) to (iii) above; and

if operating in Credit Mode, immediately resetting the Meter Balance [INFO](5.7.5.22).

[bookmark: OLE_LINK121][bookmark: OLE_LINK122]Consumption data

ESME shall be capable of recording to:

1. the Cumulative and Historical Value Store [INFO](5.7.5.12) in kWh:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

the Daily Consumption Log [INFO](5.7.5.14) in kWh, the Consumption on each of the 731 UTC days prior to the current UTC day.

Cost of Consumption data

ESME shall be capable of calculating and recording in the Cumulative and Historical Value Store [INFO](5.7.5.12) the cost of:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

ESME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47); and

the Standing Charge [INFO](5.7.4.42).

Cost of Instantaneous consumption

ESME shall be capable of calculating and recording the Cost of Instantaneous Active Power Import(5.7.5.11) on the basis of:

1. the Active Power Import [INFO](5.7.5.4); and

the Active Tariff Price [INFO](5.7.5.5).

Daily read data

ESME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix [INFO](5.7.5.34), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register(5.7.5.3) and the Active Export Register [INFO](5.7.5.2) together with a UTC date and time stamp in the Daily Read Log(5.7.5.13) every day at midnight UTC.

If operating in Prepayment Mode ESME shall be capable of recording the Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) in the Prepayment Daily Read Log(5.7.5.26) every day at midnight UTC.

[bookmark: _Ref343675403]Daily Consumption data

ESME shall be capable of calculating and storing Consumption for the previous UTC day together with a UTC date stamp in the Daily Consumption Log [INFO](5.7.5.14) every day at midnight UTC.

Half hour profile data

ESME shall be capable of recording in each 30 minute period (commencing at the start of minutes 00 and 30 in each hour), the following information (including the UTC date and time at the end of the 30 minute period to which the data relates) in the Profile Data Log [INFO](5.7.5.27):

1. Consumption;

1. Active Energy Exported;

1. Reactive Energy Imported; and

1. Reactive Energy Exported.

Maximum Demand Import data

ESME shall be capable of calculating the average value of Active Power Import [INFO](5.7.5.4) over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording:

1. to the Maximum Demand Active Power Import Value(5.7.5.19), the maximum value so calculated since the Maximum Demand Active Power Import Value(5.7.5.19) was last reset (as set out in Section 5.6.3.26) including the UTC date and time at the end of the 30 minute period to which the data relates; and

[bookmark: OLE_LINK30][bookmark: OLE_LINK31]to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20), the maximum value so calculated in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) was last reset (as set out in Section 5.6.3.28).

Maximum Demand Export data

ESME shall be capable of calculating the average value of Active Power Export over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording to the Maximum Demand Active Power Export Value(5.7.5.21) the maximum value so calculated since the Maximum Demand Active Power Export Value(5.7.5.21) was last reset (as set out in Section 5.6.3.27) including the UTC date and time at the end of the 30 minute period to which the data relates.

Power Threshold Status

ESME shall be capable of comparing the Active Power Import [INFO](5.7.5.4) against thresholds and:

1. if the Active Power Import [INFO](5.7.5.4) is equal to or lower than the Low Medium Power Threshold [INFO](5.7.4.24), setting Power Threshold Status(5.7.5.24) to low;

if the Active Power Import [INFO](5.7.5.4) is higher than the Low Medium Power Threshold [INFO](5.7.4.24) and equal to or lower than the Medium High Power Threshold [INFO](5.7.4.29), setting Power Threshold Status(5.7.5.24) to medium; and

otherwise, setting the Power Threshold Status(5.7.5.24) to high.

Reactive Energy Imported 

ESME shall be capable of recording cumulative Reactive Energy Imported in the Reactive Import Register(5.7.5.30).

Reactive Energy Exported

ESME shall be capable of recording cumulative Reactive Energy Exported in the Reactive Export Register(5.7.5.29).

[bookmark: _Toc320016135][bookmark: _Ref320202045][bookmark: _Toc343775314][bookmark: _Toc366852661][bookmark: _Toc389118031][bookmark: _Toc404159626]Security

[bookmark: _Ref409702174]General

ESME shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

ESME shall be capable of securely disabling Critical Commands other than those Commands set out in Section 5.6 that are Critical Commands.

ESME shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification ESME shall be capable of:

1. generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

Where ESME comprises more than one Device, each Device other than the Electricity Meter shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received. On failure of verification ESME shall be capable of:

generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of logging in the Security Log(5.7.5.31) the occurrence and type of any Sensitive Event.

Security Credentials

Meter Private Keys

ESME shall be capable of generating Public-Private Key Pairs to support the Cryptographic Algorithms set out in Section 5.5.10.3.

ESME shall be capable of securely storing such Private Keys and shall be capable of formatting and sending via its HAN Interface a Certificate Signing Request containing the corresponding Public Key and the ESME Identifier(5.7.1.1).

ESME shall be capable of securely storing Key Agreement values.

Public Key Certificates

ESME shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 5.5.10.3.

[bookmark: OLE_LINK41][bookmark: OLE_LINK42]During the replacement of any ESME Security Credentials(5.7.4.18) (as set out in Section 5.6.3.20), ESME shall be capable of ensuring that the ESME Security Credentials(5.7.4.18) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref341814299][bookmark: _Ref366847870]Role-based Access Control (RBAC)

ESME shall be capable of restricting Authorisation to execute Commands and of issuing Alerts according to Role permissions.

[bookmark: _Ref341814840]Cryptographic Algorithms

ESME shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and creating any Command, Response or Alert, ESME shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing;

Digital Signature verification;

Hashing;

Message Authentication; and

Encryption and Decryption.

Firmware

ESME shall only be capable of activating Firmware on receipt of an Activate Firmware Command (as set out in Section 5.6.3.2).

[bookmark: _Ref321128140]Communications

ESME shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface;

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface,

and any Command that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME, and on such detection shall be capable of:

[bookmark: _Toc320016137]generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of employing techniques to protect against Replay Attacks relating to Commands received.

ESME shall not be capable of executing a Command to modify or delete entries from the Security Log(5.7.5.31).

[bookmark: _Ref335295832][bookmark: _Ref343762478][bookmark: _Toc343775315][bookmark: _Toc366852662][bookmark: _Toc389118032][bookmark: _Ref400445113][bookmark: _Toc404159627]Controlling Auxiliary Loads

ESME shall be capable of supporting up to a maximum combined total of five Auxiliary Load Control Switches and HAN Connected Auxiliary Load Control Switches.

[bookmark: _Ref434500953]Calendar-based switching of HAN Connected Auxiliary Loads

ESME shall be capable of monitoring the Auxiliary Load Control Switch Calendar(5.7.4.2) and at times defined in the calendar:

1. where a Set HAN Connected Auxiliary Load Control Switch [n] State(5.6.3.33) Command has been issued and the time period has not elapsed, taking no further action;

where the Supply State [INFO](5.7.5.32) is Disabled or Armed, taking no further action; and

where the Supply State [INFO](5.7.5.32) is Enabled, applying the Randomised Offset(5.7.5.28) and then issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command containing the time period remaining until the next switching event defined in the calendar for HCALCS [n] (taking account of the Randomised Offset(5.7.5.28)).

On receipt of a Request Control of HAN Connected Auxiliary Load Control Switch(5.6.3.21) Command and on receipt of a Reset HAN Connected Auxiliary Load Control Switch [n] State(5.6.3.24) Command ESME shall be capable of:

where the Supply State [INFO](5.7.5.32) is Disabled or Armed, taking no further action; and

where the Supply State [INFO](5.7.5.32) is Enabled, issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command to set the commanded state of HCALCS [n] according to the rules defined in the Auxiliary Load Control Switch Calendar(5.7.4.2) containing the time period remaining until the next switching event defined in the calendar for HCALCS [n] (taking account of the Randomised Offset(5.7.5.28)).

When controlling an HCALCS as set out in this Section 5.5.11, ESME shall be capable of applying the Randomised Offset(5.7.5.28).

[bookmark: _Toc346709925][bookmark: _Toc346711055][bookmark: _Toc346714156][bookmark: _Toc346714517][bookmark: _Ref339365231][bookmark: _Ref339365238][bookmark: _Toc343775316][bookmark: _Toc366852663][bookmark: _Toc389118033][bookmark: _Toc404159628]Voltage Quality Measurements

[bookmark: _Ref320890360]Average RMS voltage

ESME shall be capable of calculating the average value of RMS voltage over a configurable period as defined in the Average RMS Voltage Measurement Period(5.7.4.6) and:

1. recording the value calculated (including the UTC date and time at the end of the period to which the value relates) in the Average RMS Voltage Profile Data Log(5.7.5.9);

detecting when the value calculated is above the Average RMS Over Voltage Threshold(5.7.4.4), and on detection:

1. counting the number of such occurrences in the Average RMS Over Voltage Counter(5.7.5.7);

where the value calculated in the prior configurable period was below the Average RMS Over Voltage Threshold(5.7.4.4):

generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

detecting when the value calculated is below the Average RMS Over Voltage Threshold(5.7.4.4), and where the value calculated in the prior configurable period was above the Average RMS Over Voltage Threshold(5.7.4.4):

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

[bookmark: OLE_LINK4]detecting when the value calculated is below the Average RMS Under Voltage Threshold(5.7.4.5), and on detection:

1. counting the number of such occurrences in the Average RMS Under Voltage Counter(5.7.5.8);

where the value calculated in the prior configurable period was above the Average RMS Under Voltage Threshold(5.7.4.5):

generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

detecting when the value is above the Average RMS Under Voltage Threshold(5.7.4.5), and where the value calculated in the prior configurable period was below the Average RMS Under Voltage Threshold(5.7.4.5):

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS extreme over voltage detection

ESME shall be capable of:

1. [bookmark: OLE_LINK12]detecting when the RMS voltage rises above the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; and

detecting when the RMS voltage returns below the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS extreme under voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage falls below the RMS Extreme Under Voltage Threshold(5.7.4.37) for a continuous period longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); 

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage rises back above the RMS Extreme Under Voltage Threshold(5.7.4.37) for a continuous period longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); 

generating and sending an Alert to that effect via its HAN Interface;

RMS voltage sag detection

ESME shall be capable of:

1. detecting when the RMS voltage falls below the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage returns above the RMS Voltage Sag Threshold(5.7.4.40) for longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS voltage swell detection

ESME shall be capable of:

1. detecting when the RMS voltage rises above the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage returns below the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface. 

Supply outage reporting

ESME shall be capable of recording the UTC date and time at which the Supply is interrupted and the UTC date and time when the Supply is restored and:

1. generating entries to that effect in the Power Event Log(5.7.5.25);

following restoration of the Supply, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration; and

following restoration of the Supply, when the time difference between the Supply being interrupted and restored is greater than or equal to three minutes, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration.

[bookmark: _Toc320016138][bookmark: _Ref342469549][bookmark: _Toc343775317][bookmark: _Ref343787863][bookmark: _Ref344997234][bookmark: _Ref366079387][bookmark: _Toc366852664][bookmark: _Toc389118034][bookmark: _Toc404159629]ESME Operational Integrity

ESME shall be capable of taking all reasonable steps to detect conditions affecting its Smart Meter Operational Integrity and on such detection shall be capable of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface where reasonably practicable, including in the Alert information relating to the nature of the condition detected.

[bookmark: _Ref459203646][bookmark: _Ref459203684][bookmark: _Toc456794345][bookmark: _Toc41992314]Interface Requirements

This Section describes the minimum required interactions which ESME shall be capable of undertaking via its HAN Interface and its User Interface (including with Devices as set out in Sections 5.5.2.2 and 5.5.2.3).

[bookmark: _Toc311625885][bookmark: _Toc311625886][bookmark: _Toc311625887][bookmark: _Toc311625888][bookmark: _Toc311566491][bookmark: _Toc311566548][bookmark: _Toc311625889][bookmark: _Toc311566492][bookmark: _Toc311566549][bookmark: _Toc311625890][bookmark: _Toc311566493][bookmark: _Toc311566550][bookmark: _Toc311625891][bookmark: _Toc311566494][bookmark: _Toc311566551][bookmark: _Toc311625892][bookmark: _Toc311566495][bookmark: _Toc311566552][bookmark: _Toc311625893][bookmark: _Toc316397759][bookmark: _Ref316933325][bookmark: _Ref316933329][bookmark: _Toc320016139][bookmark: _Ref320202122][bookmark: _Ref321301739][bookmark: _Toc343775318][bookmark: _Ref343783722][bookmark: _Ref363655558][bookmark: _Ref363655566][bookmark: _Toc366852665][bookmark: _Ref386531752][bookmark: _Toc389118035][bookmark: _Toc404159630]Type 1 Devices and Type 2 Device information provision

[bookmark: OLE_LINK97][bookmark: OLE_LINK103][bookmark: _Ref316998567][bookmark: _Toc316999617][bookmark: _Toc320016140][bookmark: _Ref320202536][bookmark: _Toc316397761][bookmark: _Ref317001996][bookmark: OLE_LINK8]ESME shall be capable, immediately upon establishment of a Communications Link with Type 1 Devices (as set out in Section 5.5.2.2) and Type 2 Devices (as set out in Section 5.5.2.3), of providing the data annotated [INFO] set out in Sections 5.7.1, 5.7.4 and 5.7.5 to Type 1 Devices and Type 2 Devices (with timely updates of any changes to all data).

[bookmark: _Toc365032032][bookmark: _Toc365535600][bookmark: _Toc365616775][bookmark: _Toc365623076][bookmark: _Toc365985948][bookmark: _Toc366240756][bookmark: _Toc366240925][bookmark: _Toc366241782][bookmark: _Toc366245225][bookmark: _Toc366739807][bookmark: _Toc366739968][bookmark: _Toc366741311][bookmark: _Toc366741472][bookmark: _Toc366741633][bookmark: _Toc366850043][bookmark: _Toc366850202][bookmark: _Toc366852666][bookmark: OLE_LINK104][bookmark: _Toc320016141][bookmark: _Toc343775319][bookmark: _Ref363661494][bookmark: _Ref363741597][bookmark: _Ref364948716][bookmark: _Toc366852667][bookmark: _Toc389118036][bookmark: _Toc404159631]User Interface Commands

ESME shall be capable of executing immediately the Commands set out in this Section 5.6.2  following their receipt via its User Interface.

ESME shall be capable of logging all such Commands received and Outcomes in the Event Log(5.7.5.16).

[bookmark: _Ref321144677][bookmark: _Ref316933902][bookmark: _Ref316934020]Activate Emergency Credit [PIN]

A Command to activate Emergency Credit when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command, if the Supply is Disabled, ESME shall be capable of Arming the Supply if the state of Emergency Credit changes from being deactivated to activated, and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, if the state of Emergency Credit changes from being deactivated to activated, ESME shall be capable of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Ref321218988]Add Credit

A Command to accept credit to be applied to ESME when ESME is operating in Prepayment Mode on input of a UTRN.  In executing the Command, ESME shall be capable of:

1. [bookmark: _Ref405376505]comparing the credit value of the UTRN with the Maximum Credit Threshold(5.7.4.25) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366598158]comparing the projected new Meter Balance [INFO](5.7.5.22) (calculated on the basis of (xii) to (xvi) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance [INFO](5.7.5.22) is greater than the Maximum Meter Balance Threshold(5.7.4.27); 

[bookmark: _Ref366598168]verifying the Authenticity of the UTRN;

[bookmark: _Ref405376530]verifying that ESME is the intended recipient of the UTRN;

[bookmark: _Ref405376413]using the UTRN to generate a UTRN Counter, and comparing this against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

ESME shall be capable of generating an entry in the Security Log(5.7.5.31):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

[bookmark: _Ref316933145]where duplicates are rejected as set out in (v) above.

In executing the Command, ESME shall be capable of applying the credit added in the following order:

[bookmark: _Ref320639494][bookmark: _Ref319678767]recovery of payment-based debt of an amount defined by Debt Recovery per Payment [INFO](5.7.4.11) from the Payment Debt Register [INFO](5.7.5.23) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13);

[bookmark: _Ref319678779]recovery of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

where the Meter Balance [INFO] (5.7.5.22) is less than the Disablement Threshold [INFO](5.7.4.15), adding credit to the Meter Balance [INFO] (5.7.5.22) until it is equal to the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref320639482]repayment of Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance [INFO](5.7.5.15) accordingly; and

adding remaining credit (the credit after deduction of (xii), (xiii), (xv) and (xv) above) to the Meter Balance [INFO] (5.7.5.22).

In executing the Command, ESME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15) and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, ESME shall be capable of:

[bookmark: OLE_LINK119][bookmark: OLE_LINK120][bookmark: OLE_LINK80][bookmark: OLE_LINK81]recording the credit applied to the Meter Balance [INFO](5.7.5.22) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(5.7.5.10); and

generating and sending an Alert containing the UTC date and time of the last update of the Meter Balance [INFO](5.7.5.22) via its HAN Interface.

[bookmark: _Ref363742706][bookmark: _Ref364948765][bookmark: _Ref343594833]Allow Access to User Interface

Where Privacy PIN Protection is enabled, a Command to enable temporary access to the restricted display items annotated [PIN] in Section 5.5.4 and the restricted User Interface Commands annotated [PIN] in Section 5.6.2 on input of a number that matches the Privacy PIN(5.7.3.1).

[bookmark: _Ref345587864]Disable Privacy PIN Protection [PIN] 

A Command to disable Privacy PIN Protection.

[bookmark: _Ref366854338]Enable Supply [PIN]

A Command to Enable the Supply if the Supply is Armed.

In executing the Command ESME shall be capable of setting the Supply State [INFO](5.7.5.32) accordingly.

[bookmark: _Ref449445930]Find Smart Metering Home Area Network and Re-establish Communications Links

A Command to seek the frequency at which a ZigBee SEP Smart Metering Home Area Network is operating and then:

1. [bookmark: _Ref392752481]re-establish the Communications Links set out in Sections 5.5.2.1, 5.5.2.2 and 5.5.2.3;

generate an entry to that effect in the Event Log(5.7.5.16); and

generate and sending an Alert to that effect via its HAN Interface.

Where the ESME has Communications Links set out in 5.6.2.6(i) ESME shall be capable of not executing the Command.

Set Privacy PIN [PIN]

A Command to set a new value of the Privacy PIN(5.7.3.1).

In executing the Command where Privacy PIN Protection is disabled ESME shall be capable of enabling Privacy PIN Protection.

[bookmark: _Ref316659735][bookmark: _Toc320016142][bookmark: _Toc343775320][bookmark: _Toc366852668][bookmark: _Toc389118037][bookmark: _Toc404159632]HAN Interface Commands

ESME shall be capable of executing the Commands set out in this Section.  ESME shall be capable of logging all Commands received and Outcomes in the Event Log(5.7.5.16).

ESME shall be capable of executing Commands immediately on receipt (‘immediate Commands’) and where specified in the Great Britain Companion Specification at a future date (‘future dated Commands’).  A future dated Command shall include the UTC date and time at which the Command shall be executed by ESME.

ESME shall be capable of cancelling a future dated Command. A future dated Command shall be capable of being cancelled by an Authorised party, subject to RBAC (as set out in Section 5.5.10.2.3).  ESME shall be capable of generating and sending a Response acknowledging that a future dated Command has been successfully cancelled.

[bookmark: _Ref321144688][bookmark: _Ref320221942]Activate Emergency Credit

A Command to activate Emergency Credit when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command where the Supply is Disabled ESME shall be capable of Arming the Supply if the state of Emergency Credit changes from being deactivated to activated, and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, if the state of Emergency Credit changes from being deactivated to activated, ESME shall be capable of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref343591523][bookmark: _Ref321219019]Activate Firmware

A Command to activate Firmware.

In executing the Command ESME shall be capable of installing new Firmware using a mechanism that is robust against failure and loss of data.

The new Firmware shall include version information. Where new Firmware is successfully installed, ESME shall be capable of recording the version information of that new Firmware in Firmware Version(5.7.5.17).

[bookmark: _Ref344988928]Add Credit

A Command to accept credit to be applied to ESME when ESME is operating in Prepayment Mode on receipt of: a UTRN from a PPMID or a UTRN from an Authorised party. 

In executing the Command following receipt of a UTRN from a PPMID ESME shall be capable of applying credit as set out in Section 5.6.2.2.

In executing the Command following receipt of a UTRN from an Authorised party, ESME shall be capable of:

1. [bookmark: _Ref366656259]comparing the credit value of the UTRN with the Maximum Credit Threshold(5.7.4.25) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366598463]comparing the projected new Meter Balance [INFO](5.7.5.22) (calculated on the basis of (xii) to (xvi) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance [INFO](5.7.5.22) is greater than the Maximum Meter Balance Threshold(5.7.4.27);

[bookmark: _Ref366598477]verifying the Authenticity of the UTRN;

[bookmark: _Ref366656286]verifying that ESME is the intended recipient of the UTRN;

[bookmark: _Ref366656302]comparing the UTRN Counter against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

ESME shall be capable of generating an entry in the Security Log(5.7.5.31):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

where duplicates are rejected as set out in (v) above.

In executing the Command, ESME shall be capable of applying the credit added in the following order:

[bookmark: OLE_LINK99][bookmark: OLE_LINK100][bookmark: OLE_LINK101][bookmark: _Ref345053423][bookmark: _Ref320021665][bookmark: _Ref320865794]recovery of payment-based debt of an amount defined by Debt Recovery per Payment [INFO](5.7.4.11) from the Payment Debt Register [INFO](5.7.5.23) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13);

[bookmark: _Ref345053549][bookmark: _Ref320021673]recovery of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref320639352]where the Meter Balance [INFO] (5.7.5.22) is less than the Disablement Threshold [INFO](5.7.4.15), adding credit to the Meter Balance [INFO] (5.7.5.22) until it is equal to the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref8648606]repayment of Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance [INFO](5.7.5.15) accordingly; and

[bookmark: _Ref366656226]adding remaining credit (the credit after deduction of (xii), (xiii), (xiv) and (xv) above) to the Meter Balance [INFO](5.7.5.22).

In executing the Command, ESME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, ESME shall be capable of recording the credit applied to the Meter Balance [INFO](5.7.5.22) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(5.7.5.10).

In executing the Command from a PPMID, ESME shall be capable of generating and sending an Alert containing the UTC date and time stamp of the last update of the Meter Balance [INFO](5.7.5.22) via its HAN Interface.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref341814447]Add Device Security Credentials

A Command to add Security Credentials for a Type 1 Device or a Type 2 Device to the Device Log(5.7.4.14).

In executing the Command, ESME shall be capable of:

1. verifying the Security Credentials; and

recording the Command and Outcome to the Security Log(5.7.5.31).

[bookmark: _Ref316661316][bookmark: _Ref316661293]Adjust Debt

[bookmark: _Ref316933205]A Command to apply positive and negative adjustments to the Time Debt Registers [1 … 2] [INFO](5.7.5.36) and the Payment Debt Register [INFO](5.7.5.23) when operating in Prepayment Mode.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref346621576]Adjust Meter Balance

A Command to apply positive and negative adjustments to the Meter Balance [INFO](5.7.5.22).

In executing the Command where ESME is operating in Prepayment Mode and where, following any such adjustment, the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), ESME shall be capable of Arming the Supply and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface, generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref316661335][bookmark: _Ref392496509]Arm Supply

A Command to return ESME from a Locked state to an Unlocked state.

In executing the Command where the state of the Supply is Enabled or Armed, ESME shall Arm the Supply and shall set the Supply State [INFO](5.7.5.32) to Armed.

In executing the Command where the state of the Supply is only Disabled as a result of: 

1. a Disable Supply Command; or

an attempt at Unauthorised Physical Access through its Secure Perimeter and the Supply Tamper State(5.7.4.44),

ESME shall Arm the Supply and shall set the Supply State [INFO](5.7.5.32) to Armed; otherwise ESME shall not Arm the Supply.

Clear Auxiliary Load Control Switch Event Log

A Command to clear all entries from the Auxiliary Load Control Switch Event Log(5.7.5.6). ESME shall be capable of logging that the Command has been executed in the Security Log(5.7.5.31).

Clear Event Log

A Command to clear all entries from the Event Log(5.7.5.16). ESME shall be capable of logging that the Command has been executed in the Security Log(5.7.5.31).

Disable Privacy PIN Protection 

A Command to disable Privacy PIN Protection.

Disable Supply

A Command to establish a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

In executing the Command ESME shall be capable of setting the Supply State(5.7.5.32) to Disabled.

[bookmark: _Ref316661383][bookmark: _Ref316661463][bookmark: _Ref316661487]Enable Supply

 A Command to return ESME from a Locked state to an Unlocked state. 

In executing the Command where the state of the Supply is Enabled or Armed, ESME shall Enable the Supply and shall set the Supply State [INFO](5.7.5.32) to Enabled.

In executing the Command where the state of the Supply is only Disabled as a result of: 

1. a Disable Supply Command; or

an attempt at Unauthorised Physical Access through its Secure Perimeter and the Supply Tamper State(5.7.4.44),

ESME shall Enable the Supply and shall set the Supply State [INFO](5.7.5.32) to Enabled; otherwise ESME shall not Enable the Supply.

Issue ESME Security Credentials

A Command to generate a Public-Private Key Pair and issue a corresponding Certificate Signing Request.

PPMID Enable Supply

A Command issued by a PPMID to Enable the Supply if the Supply is Armed. In executing the Command ESME shall be capable of setting the Supply State [INFO](5.7.5.32) accordingly.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 5.7.4.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Constant Data

A Command to read the value of one or more of the constant data items set out in Section 5.7.1.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Operational Data

A Command to read the value of one or more of the operational data items set out in Section 5.7.5.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

[bookmark: _Ref343591354]Receive Firmware

A Command to receive Firmware.

In executing the Command ESME shall be capable of:

1. only accepting new Firmware from an Authorised and Authenticated source; and

verifying the Authenticity and integrity of new Firmware before installation.

Remove Device Security Credentials

A Command to remove Security Credentials for a Type 1 Device or a Type 2 Device from the Device Log(5.7.4.14).

In executing the Command ESME shall be capable of recording the Command and Outcome to the Security Log(5.7.5.31).

[bookmark: _Ref365470586][bookmark: OLE_LINK14][bookmark: OLE_LINK15]Replace ESME Security Credentials

A Command to replace ESME Security Credentials(5.7.4.18).

In executing the Command ESME shall be capable of:

1. maintaining the Command’s Transactional Atomicity; and

recording the Command and Outcome to the Security Log(5.7.5.31). 

[bookmark: _Ref366751137]Request Control of HAN Connected Auxiliary Load Control Switch

A Command issued by an HCALCS requesting that an ESME issues a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command according to the rules set out in Section 5.5.11.

Reset Average RMS Over Voltage Counter

A Command to reset the Average RMS Over Voltage Counter(5.7.5.7) to zero.

Reset Average RMS Under Voltage Counter

A Command to reset the Average RMS Under Voltage Counter(5.7.5.8) to zero.

[bookmark: _Ref400444581]Reset HAN Connected Auxiliary Load Control Switch [n] State

A Command to revert to the state commanded by the Auxiliary Load Control Switch Calendar(5.7.4.2).  In executing the Command, according to the rules set out in Section 5.5.11.1, ESME shall be capable of issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command to HCALCS [n].

Reset Load Limit Counter

A Command to reset the Load Limit Counter(5.7.5.18) to zero.

[bookmark: _Ref335143848][bookmark: _Ref336501237][bookmark: _Ref341436841]Reset Maximum Demand Active Power Import Value

A Command to reset the Maximum Demand Active Power Import Value(5.7.5.19).

[bookmark: _Ref335143918][bookmark: _Ref336501464]Reset Maximum Demand Active Power Export Value

A Command to reset the Maximum Demand Active Power Export Value(5.7.5.21).

[bookmark: _Ref342913990]Reset Maximum Demand (Configurable Time) Active Power Import Value

A Command to reset the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20).

Reset Meter Balance

A Command to reset the Meter Balance [INFO](5.7.5.22) to zero.

In executing the Command, ESME shall reset the Accumulated Debt Register [INFO](5.7.5.1), the Emergency Credit activated and used, and the Emergency Credit Balance [INFO](5.7.5.15), and shall deactivate Emergency Credit so that it is capable of activation when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

Reset Tariff Block Counter Matrix

A Command to reset the Tariff Block Counter Matrix [INFO](5.7.5.33) to zero.

[bookmark: _Ref375145041][bookmark: OLE_LINK26][bookmark: OLE_LINK27]Restrict Data

A Command to restrict provision to Type 1 Devices and Type 2 Devices of all items of Personal Data stored in ESME which have a UTC date and time stamp prior to the date and time stamp specified in the Restrict Data Command.

[bookmark: _Ref365986061][bookmark: _Ref313623628][bookmark: _Ref313623642]Set Clock

A Command to set the Clock date and time via its HAN Interface.

In executing the Command, ESME shall be capable of comparing the date and time specified in the Command with the Communications Hub Date and Time. Where the difference is:

1. within the tolerance specified in the Command ESME shall be capable of adjusting its date and time to the Communications Hub Date and Time and generating an entry to that effect in the Event Log(5.7.5.16); and

a) outside the tolerance specified in the Command ESME shall be capable of not adjusting its date and time and generating an entry to that effect in the Event Log(5.7.5.16).

ESME shall be capable of ensuring that any adjustments do not cause calendar-based events to be missed or future-dated Commands to be missed or repeated. 

[bookmark: _Ref373931556][bookmark: OLE_LINK86][bookmark: OLE_LINK87]Set HAN Connected Auxiliary Load Control Switch [n] State

A Command to ignore the state defined in Auxiliary Load Control Switch Calendar(5.7.4.2) and to issue a Control HAN Connected Auxiliary Load Control Switch (5.6.4.1) Command to HCALCS [n] for a time period specified within the ‘Set HAN Connected Auxiliary Load Control Switch [n] State Command’.

[bookmark: OLE_LINK7]ESME shall only be capable of issuing a Command to set HCALCS [n] as closed when the Supply State [INFO](5.7.5.32) is Enabled.

[bookmark: _Ref339295394]Set Payment Mode

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode [INFO](5.7.4.31).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Tariff TOU Block Register Matrix(5.7.5.35); and

the Active Import Register [INFO](5.7.5.3),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10).

[bookmark: _Ref392760022]Set Tariff

A Command to accept new values for Tariff TOU Price Matrix [INFO](5.7.4.50), Tariff Block Price Matrix [INFO](5.7.4.47), Tariff Switching Table(5.7.4.48) and Tariff Threshold Matrix [INFO](5.7.4.49).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Tariff TOU Block Register Matrix(5.7.5.35); and

the Active Import Register [INFO](5.7.5.3),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10).

[bookmark: OLE_LINK82][bookmark: OLE_LINK83]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 5.7.4.

In executing the Command, ESME shall be capable of generating an entry to that effect in the Event Log(5.7.5.16).

[bookmark: _Ref342570781][bookmark: _Toc343775321][bookmark: _Toc366852669][bookmark: _Ref386468872][bookmark: _Toc389118038][bookmark: _Toc404159633]HAN Interface Commands issued by ESME

ESME shall be capable of issuing the Commands set out in this Section, receiving corresponding Responses and, where required by a Response, taking the required actions.

[bookmark: _Ref400445363][bookmark: _Ref371599196]Control HAN Connected Auxiliary Load Control Switch 

[bookmark: _Toc320016143][bookmark: _Toc343775322]A Command requesting that a HAN Connected Auxiliary Load Control Switch either closes or opens its switch for a time period specified within the Command.  The ESME shall be capable of issuing a Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command according to the rules set out in Section 5.5.11.1.

In executing the Command, ESME shall be capable of recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6).

[bookmark: _Ref366079405][bookmark: _Toc366852670][bookmark: _Toc389118039][bookmark: _Toc404159634][bookmark: _Toc456794346][bookmark: _Toc41992315]Data Requirements

This Section describes the minimum information which ESME shall be capable of holding in its Data Store.

[bookmark: _Toc320016144][bookmark: _Ref320541998][bookmark: _Ref320542002][bookmark: _Ref338766850][bookmark: _Toc343775323][bookmark: _Toc366852671][bookmark: _Toc389118040][bookmark: _Toc404159635]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref320622767][bookmark: _Toc311543949][bookmark: _Toc313517487]ESME Identifier

A globally unique identifier used to identify ESME based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

Manufacturer Identifier

An identifier used to identify the manufacturer of ESME.

Model Type

An identifier used to identify the model of ESME.

[bookmark: _Ref363639955]Meter Variant 

A data item to indicate if ESME is Single Element Electricity Metering Equipment, Twin Element Electricity Metering Equipment or Polyphase Electricity Metering Equipment.

[bookmark: _Ref342899312]Randomised Offset Number

A randomly generated value between 0 and 1.  Detailed information on the size and format of this data item is to be found in the relevant use case in section 19.3 of the applicable version of the Great Britain Companion Specification.

[bookmark: _Toc343775324][bookmark: _Toc366852672][bookmark: _Toc389118041][bookmark: _Toc404159636][bookmark: _Ref435532895][bookmark: _Ref435533087]This Section is not used

[bookmark: _Toc366852673][bookmark: _Toc389118042][bookmark: _Toc404159637][bookmark: _Toc319250835][bookmark: _Toc320016145][bookmark: _Ref320222294][bookmark: _Ref338766970][bookmark: _Toc343775325]Locally Set Configuration Data

Describes data that is configured by execution of a User Interface Command and that is not available outside ESME.

[bookmark: _Ref363745847]Privacy PIN

A number comprising four digits used by the Consumer to enable temporary access to a specified set of display items and Commands via the User Interface of ESME.

[bookmark: _Toc366852674][bookmark: _Ref373939142][bookmark: _Ref388950671][bookmark: _Ref389049686][bookmark: _Toc389118043][bookmark: _Toc404159638][bookmark: _Ref479755854]Configuration data

Describes data that configures the operation of various functions of ESME.

[bookmark: _Ref386446122]Alerts Configuration Settings

Settings to control whether to generate and send an Alert.

[bookmark: _Ref342564378][bookmark: _Ref343084621]Auxiliary Load Control Switch Calendar

[bookmark: OLE_LINK69][bookmark: OLE_LINK70]A Switching Table containing a set of rules for setting the commanded state of up to five Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches as open and closed. 

The rules stored within the table shall specify which Day Profile should be used to set the commanded state of each Auxiliary Load Control Switch or HAN Connected Auxiliary Load Control Switch according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day and the Day Profile specified for that day of the Week; or

where the day is not a Special Day, the Day Profile specified for that day of the Week.

The Switching Table shall support up to 48 switching rules across all Day Profiles.

All dates and times shall be specified in UTC.

[bookmark: _Ref342571785]Auxiliary Load Control Switch [n] Description [INFO]

For each Auxiliary Load Control Switch or HAN Connected Auxiliary Load Control Switch, a description of the type of controlled load connected, the switch type and, for HAN Connected Auxiliary Load Control Switches, the HCALCS Identifier(8.6.1.1).

[bookmark: _Billing_Calendar_1][bookmark: _Voltage_Over_Threshold_1][bookmark: _Ref315855917][bookmark: _Ref320234458]Average RMS Over Voltage Threshold

The average RMS voltage above which an over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Under_Threshold][bookmark: _Ref315855863][bookmark: _Ref320234179]Average RMS Under Voltage Threshold

The average RMS voltage below which an under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref321145090][bookmark: _Ref320232497]Average RMS Voltage Measurement Period

The length of time in seconds over which the RMS voltage is averaged.

[bookmark: _Ref321224815]Billing Calendar

A calendar defining billing dates for the storage of billing related information in the Billing Data Log(5.7.5.10).

[bookmark: _Ref336518520][bookmark: _Ref343760509][bookmark: _Ref365453130][bookmark: _Ref436814709]Contact Details [INFO]

The name and contact telephone number of the Supplier.

[bookmark: _Ref342571793][bookmark: _Ref320235139]Currency Units [INFO]

The Currency Units currently used by ESME, which shall be either GB Pounds or European Central Bank Euro.

[bookmark: _Ref359312729]Customer Identification Number [INFO]

A number issued to ESME for display on the User Interface.

[bookmark: _Ref343176703][bookmark: _Ref456772439]Debt Recovery per Payment [INFO]

The percentage of a payment to be recovered against debt when ESME is operating Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref320231704][bookmark: _Ref456768080]Debt Recovery Rates [1 … 2] [INFO]

Two debt recovery rates in Currency Units per unit time for when ESME is using Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref320235213][bookmark: _Ref456772503]Debt Recovery Rate Cap [INFO]

The maximum amount in Currency Units per unit time that can be recovered through Payment-based Debt Recovery when ESME is operating in Prepayment Mode.

[bookmark: _Disablement__Threshold][bookmark: _Ref342571798][bookmark: _Ref320231952]Device Log

The Security Credentials for each of the Type 1 Devices and Type 2 Devices with which ESME can establish Communications Links.

[bookmark: _Ref343163311][bookmark: _Ref402359479]Disablement Threshold [INFO]

The threshold in Currency Units for controlling when to Disable the Supply.

[bookmark: _Ref320231540]Emergency Credit Limit [INFO]

The amount of Emergency Credit in Currency Units to be made available to a Consumer where Emergency Credit is activated.

[bookmark: _Ref320231491]Emergency Credit Threshold [INFO]

[bookmark: _Ref336504197][bookmark: _Ref343162086]The threshold in Currency Units below which Emergency Credit Balance [INFO](5.7.5.15) may be activated if so configured when ESME is operating in Prepayment Mode.

[bookmark: _Ref365019527]ESME Security Credentials

The Security Credentials for ESME and parties Authorised to establish Communications Links with it.

[bookmark: _Ref346636810]Load Limit Period

The length of time in seconds which the Active Power Import [INFO](5.7.5.4) needs to continuously exceed the Load Limit Power Threshold(5.7.4.20) before a load limiting event is deemed to have occurred.

[bookmark: _Ref320230862][bookmark: _Ref335139265]Load Limit Power Threshold

The Active Power threshold in kW above which the measurement of a Load Limit Period(5.7.4.19) is commenced.

[bookmark: _Ref336504517]Load Limit Restoration Period

The length of time in seconds after the Supply has been Armed following a Load Limiting Event before the Supply is Enabled by ESME.

[bookmark: _Aux_Load_Control][bookmark: _Load_Limited_Disable][bookmark: _Load_Limited_Switch][bookmark: _Load_Limit_Supply][bookmark: _Ref320231119]Load Limit Supply State

A setting to control the state of the Supply in the case of a load limiting occurring, being Disabled or unchanged. 

[bookmark: _Load_Limit_Power][bookmark: _Low_Medium_Power][bookmark: _Ref320231848][bookmark: _Ref315857612]Low Credit Threshold [INFO]

The threshold in Currency Units below which a low credit Alert is signalled.

[bookmark: _Low_Medium_Power_1][bookmark: _Ref320232852]Low Medium Power Threshold [INFO]

[bookmark: OLE_LINK9][bookmark: OLE_LINK11]A value in kW defining the threshold between an indicative low and medium Active Power Import [INFO](5.7.5.4) level.

[bookmark: _Ref366597829]Maximum Credit Threshold

The maximum credit which can be applied by any Add Credit Command.

[bookmark: _Ref335142455]Maximum Demand Configurable Time Period

A single time period of up to 24 hours comprising a number of half-hour periods (commencing at the start of minutes 00 and 30 in each hour) during which recording to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) is active.

[bookmark: _Ref366598003]Maximum Meter Balance Threshold

The Meter Balance [INFO](5.7.5.22) threshold in Currency Units above which an Add Credit Command is rejected.

[bookmark: _Ref341282118]Meter Point Administration Numbers (MPAN) [INFO]

The reference numbers identifying an electricity metering point for Import and Export.

[bookmark: _Medium_High_Power][bookmark: _Ref315857638][bookmark: _Ref320233200]Medium High Power Threshold [INFO]

A value in kW defining the threshold between an indicative medium and high Active Power Import [INFO](5.7.5.4) level.

[bookmark: _Ref320230518][bookmark: _Ref365452872]Non-Disablement Calendar [INFO]

A Switching Table comprising a set of rules specifying periods during which the Supply will not be Disabled due to the Meter Balance [INFO](5.7.5.22) being below, or falling below, the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) being, or falling to, zero, when ESME is operating in Prepayment Mode. 

The rules stored within the table shall specify which of five Day Profiles should be used to specify Non-disablement Periods for each day according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

A Day Profile shall contain up to one contiguous time period during which the Supply may be Disabled due to the Meter Balance [INFO](5.7.5.22) being below or falling below, the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) being, or falling to, zero, when ESME is operating in Prepayment Mode.

The rules shall support three Season Profiles and two Week Profiles.  Each Week Profile shall support two Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: OLE_LINK94][bookmark: _Ref320230200]Payment Mode [INFO]

The current mode of operation, being Prepayment Mode or Credit Mode.

Public Key Security Credentials Store

A store for Security Credentials relating to Public Keys.

[bookmark: _Ref336518064][bookmark: _Ref343173993]Randomised Offset Limit

A value in seconds in the range 0 to 1799.

[bookmark: _RMS_Voltage_Extreme][bookmark: _RMS_Voltage_Event][bookmark: _RMS_Voltage_Extreme_1][bookmark: _Ref320234535][bookmark: _Ref315855823]RMS Extreme Over Voltage Measurement Period

The duration in seconds used to measure an extreme over voltage condition.

[bookmark: _Voltage_Swell/Sag_Measurement_1][bookmark: _Ref321145317][bookmark: _Ref320234784]RMS Extreme Over Voltage Threshold

The RMS voltage above which an extreme over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME. 

[bookmark: _Ref346711121]RMS Extreme Under Voltage Measurement Period

The duration in seconds used to measure an extreme under voltage condition.

[bookmark: _Ref321149827]RMS Extreme Under Voltage Threshold

The RMS voltage below which an extreme under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref321213500]RMS Voltage Sag Measurement Period

The duration in seconds used to measure a voltage sag condition.

[bookmark: _Ref320720145]RMS Voltage Swell Measurement Period

The duration in seconds used to measure a voltage swell condition.

[bookmark: _Voltage_Sag_Threshold][bookmark: _Ref320234887]RMS Voltage Sag Threshold

The RMS voltage below which a sag condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Swell_Threshold][bookmark: _Ref320234841]RMS Voltage Swell Threshold

The RMS voltage above which a swell condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Measurement_Period][bookmark: _Ref320231370][bookmark: _Ref365453053]Standing Charge [INFO]

A charge to be levied in Currency Units per unit time when operating in Credit Mode and Prepayment Mode.

[bookmark: _Ref363650431][bookmark: _Ref320233428]Supplier Message [INFO]

A message issued to, and held on, ESME for provision to the Consumer.

[bookmark: _Ref365035641]Supply Tamper State

A setting to control the state of the Supply in the case of Unauthorised Physical Access being detected, being Locked or unchanged.

[bookmark: _Ref320232096]Suspend Debt Disabled

A setting controlling whether debt should be collected when ESME is operating in Prepayment Mode and Supply is Disabled.

[bookmark: _Ref320232036]Suspend Debt Emergency

A setting controlling whether standing charge and debt should be deducted from the Emergency Credit Balance [INFO](5.7.5.15) when ESME is operating in Prepayment Mode and Emergency Credit is in use.

[bookmark: _Ref320231260]Tariff Block Price Matrix [INFO]

A 4 x 8 matrix containing Prices for Block Pricing.

[bookmark: _Ref320232155]Tariff Switching Table [INFO]

A set of rules for allocating half-hourly Consumption to a Tariff Register for Time-of-use Pricing and Time-of-use with Block Pricing. The rules stored within the table shall specify which of 16 Day Profiles should be used to allocate Consumption to Tariff Registers according to:

1. where the day is one of 50 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

The Switching Table shall support four Season Profiles and four Week Profiles.  The Switching Table shall support up to 200 switching rules across all Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: _Tariff_Switching_Table_1][bookmark: _Tariff_Switching_2][bookmark: _Tariff_Switching_Table_2][bookmark: _Tariff_Switching_Export][bookmark: _Ref320232222]Tariff Threshold Matrix [INFO]

A 3 x 8 matrix capable of holding thresholds in kWh for controlling Block Tariffs.

[bookmark: _Tariff_TOU_Rate_1][bookmark: _Ref320231172][bookmark: _Ref463513199]Tariff TOU Price Matrix [INFO]

A 1 x 48 matrix containing prices for Time-of-use Pricing.

[bookmark: _Ref456707472]Events Configuration Settings

Settings to control, for each Alert described in this Section 5 and for each event which this Section 5 requires the ESME to be capable of logging in the Event Log(5.7.5.16) or Power Event Log(5.7.5.25) which is not a Critical Event, whether an Alarm is sounded and whether an Event Log entry or Power event log entry is created.

[bookmark: _Voltage_Over_Threshold][bookmark: _Voltage_Under/Over_Monitoring][bookmark: _Ref316935438][bookmark: _Toc320016146][bookmark: _Toc343775326][bookmark: _Toc366852675][bookmark: _Toc389118044][bookmark: _Toc404159639]Operational data

Describes data used by the functions of ESME for output of information.

[bookmark: _Ref320230694][bookmark: _Ref375144479][bookmark: _Ref385932876][bookmark: _Ref315857666]Accumulated Debt Register [INFO]

The debt resulting from the collection of Standing Charge [INFO](5.7.4.42) and / or time-based debt when Emergency Credit is in use as configured by Suspend Debt Emergency(5.7.4.46), when operating in Prepayment Mode.

[bookmark: _Active_Import_Power:][bookmark: _Ref315857881][bookmark: _Ref391034604][bookmark: _Ref320230780][bookmark: _Ref320544673]Active Export Register [INFO]

The register recording the cumulative Active Energy Exported.

[bookmark: _Total_Active_Export_1][bookmark: _Total_Active_Import][bookmark: _Ref346720058][bookmark: _Ref346206337][bookmark: _Ref315857859][bookmark: _Ref391034357]Active Import Register [INFO]

The register recording the cumulative Active Energy Imported.

[bookmark: _Total_Active_Import_1][bookmark: _Total_Reactive_Export_1][bookmark: _Ref346635975][bookmark: _Ref365622175]Active Power Import [INFO]

[bookmark: _Average_RMS_Voltage][bookmark: OLE_LINK95]The import of Active Power measured by ESME.

[bookmark: _Ref343589694][bookmark: _Ref365450393][bookmark: _Ref409528216][bookmark: _Ref336514526]Active Tariff Price [INFO]

[bookmark: _Ref343764639]The Price currently active.

[bookmark: _Ref386186485]Auxiliary Load Control Switch Event Log

A log capable of storing one hundred UTC date and time stamped entries of events related to Auxiliary Load Control Switch(es) or HAN Connected Auxiliary Load Control Switch(es) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref321149545][bookmark: _Ref320234085]Average RMS Over Voltage Counter

The number of times the average RMS voltage, as calculated in Section 5.5.12.1, has been above the Average RMS Over Voltage Threshold(5.7.4.4) since last reset.

[bookmark: _Ref321149723]Average RMS Under Voltage Counter

The number of times the average RMS voltage, as calculated in Section 5.5.12.1, has been below the Average RMS Under Voltage Threshold(5.7.4.5) since last reset.

[bookmark: _Ref321145223]Average RMS Voltage Profile Data Log

A log capable of storing 4320 entries (including the UTC date and time at the end of the period to which the value relates) comprising the averaged RMS voltage for each Average RMS Voltage Measurement Period(5.7.4.6) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref320231768]Billing Data Log

[bookmark: _Ref320232646]A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405379613]twelve entries comprising Tariff TOU Register Matrix [INFO](5.7.5.34), Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3); 

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments [INFO]; and

[bookmark: _Ref405379623]twelve entries comprising Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36),

each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref342896971][bookmark: _Ref343761650]Cost of Instantaneous Active Power Import 

The indicative cost in Currency Units of maintaining the Active Power Import for an hour at the Price(s) currently active.

[bookmark: _Ref338680222][bookmark: _Ref338680872][bookmark: OLE_LINK34][bookmark: _Ref320634352]Cumulative and Historical Value Store [INFO]

A store capable of holding the following values:

1. nine Days of Consumption comprising the current Day and the prior eight Days, in kWh and Currency Units;

six Weeks of Consumption comprising the current Week and the prior five Weeks, in kWh and Currency Units; and

[bookmark: _Ref338860364]fourteen months of Consumption comprising the current month and the prior thirteen months, in kWh and Currency Units.

[bookmark: _Ref346646441]Daily Read Log

[bookmark: OLE_LINK85][bookmark: OLE_LINK90]A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix [INFO](5.7.5.34), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3) and the Active Export Register [INFO](5.7.5.2) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref343508410]Daily Consumption Log [INFO]

A log capable of storing 731 date stamped entries of Consumption arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _debt_balance][bookmark: _Ref320230591][bookmark: _Ref365032406][bookmark: _Ref385932896]Emergency Credit Balance [INFO]

[bookmark: _Ref320230927]The amount of Emergency Credit available to the Consumer after it has been activated.

[bookmark: _Ref343761051]Event Log

[bookmark: _Load_Limit_Counter][bookmark: _Ref320231038]A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref346109373]Firmware Version

The active version of Firmware of ESME.

[bookmark: _Ref343761252][bookmark: _Ref346636606]Load Limit Counter

The number of times the Active Power Import [INFO](5.7.5.4) has exceeded, for the Load Limit Period(5.7.4.19), the Load Limit Power Threshold(5.7.4.20) since last cleared.

[bookmark: _Ref339299925][bookmark: _Ref336505029]Maximum Demand Active Power Import Value

A store capable of holding the largest average value of Active Power Import [INFO](5.7.5.4) recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour and including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.26), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref341439546][bookmark: _Ref336505234]Maximum Demand (Configurable Time) Active Power Import Value

A store capable of holding the largest average value of Active Power Import [INFO](5.7.5.4) recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.28), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref336515874]Maximum Demand Active Power Export Value

A store capable of holding the largest average value of the Active Power Export recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour and including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.27), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref320230322][bookmark: _Ref365450775][bookmark: _Ref391022566]Meter Balance [INFO]

The amount of money in Currency Units as determined by ESME. If operating in Prepayment Mode, the Meter Balance represents ESME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance [INFO](5.7.5.15)). If operating in Credit Mode, it represents ESME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

[bookmark: _Micro-gen_Profile_Data][bookmark: _Ref320234949][bookmark: _Ref320635071][bookmark: _Ref429738922]Payment Debt Register [INFO]

A Debt Register recording debt to be recovered as a percentage of payment when using Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref338756689][bookmark: _Ref320232704]Power Threshold Status [INFO]

An indication of the Active Power level, being low, medium or high.

[bookmark: _Ref392524342]Power Event Log

A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref342901454]Prepayment Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref338859833][bookmark: _Ref464819538][bookmark: _Ref486415259]Profile Data Log [INFO]

A log capable of storing UTC date and time-stamped half hourly data (the amount of energy Imported or Exported in a half hour period) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. The log shall be capable of storing:

1. 13 months of Consumption;

3 months of Active Energy Exported;

3 months of Reactive Energy Imported; and

3 months of Reactive Energy Exported.

[bookmark: _Ref359249804][bookmark: _Ref373931759]Randomised Offset

The product of the Randomised Offset Limit(5.7.4.33) and the Randomised Offset Number(5.7.1.5) rounded to the nearest second. This value is used to delay the Tariff Switching Table times, the Auxiliary Load Control Switch switching times, and HAN Connected Auxiliary Load Control Switch switching times.

[bookmark: _Ambient_Power][bookmark: _RMS_Voltage_Log][bookmark: _RMS_Voltage_Min][bookmark: _Ref315857921][bookmark: _Ref315857903][bookmark: _Ref320229836][bookmark: _Ref320634735]Reactive Export Register 

The register recording the cumulative Reactive Energy Exported.

[bookmark: _Total_Reactive_Export][bookmark: _Total_Reactive_Import][bookmark: _Ref320233324]Reactive Import Register 

[bookmark: _Total_Export_Reactive]The register recording the cumulative Reactive Energy Imported.

[bookmark: _Ref346635605]Security Log

[bookmark: OLE_LINK10]A log capable of storing one hundred UTC date and time stamped entries of security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. 

[bookmark: _Ref346710057][bookmark: _Ref365453247][bookmark: _Ref391292410]Supply State [INFO]

The state of the Supply being Enabled, Disabled or Armed.

[bookmark: _Ref320230085]Tariff Block Counter Matrix [INFO]

A 4 x 8 matrix for storing Block Counters for Block Pricing.

[bookmark: _Tariff_TOU_Register_2][bookmark: _Ref320229967]Tariff TOU Register Matrix [INFO]

A 1 x 48 matrix for storing Tariff Registers for Time-of-use Pricing.

[bookmark: _Ref338341791]Tariff TOU Block Register Matrix 

A 4 x 8 matrix for storing Tariff Registers for Time-of-use with Block Pricing.

[bookmark: _Tariff_TOU_Register_1][bookmark: _Tariff_TOU_Register_3][bookmark: _Ref320231616][bookmark: _Ref429738848]Time Debt Registers [1 … 2] [INFO]

Two Debt Registers recording independent debts to be recovered over time when operating Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Total_Active_Export][bookmark: _Toc343775327][bookmark: _Toc366852676][bookmark: _Toc389118045][bookmark: _Toc404159640][bookmark: _Toc456794347][bookmark: _Toc41992316]Part B - Twin Element Electricity Metering Equipment

[bookmark: _Toc341712277][bookmark: _Toc343775328][bookmark: _Toc366852677][bookmark: _Toc389118046][bookmark: _Toc404159641][bookmark: _Toc456794348][bookmark: _Toc41992317][bookmark: OLE_LINK39][bookmark: _Toc341712284][bookmark: _Toc341712287][bookmark: OLE_LINK53][bookmark: OLE_LINK54]Overview

[bookmark: OLE_LINK65][bookmark: OLE_LINK66]In this Part B ESME shall mean Twin Element Electricity Metering Equipment.

ESME shall comply with the requirements of Part A save as set out in the remainder of this Part B.  Requirements in a Part A Section that are disapplied by this Part B are identified in the Part B Section of the same name.  Additional or amended requirements applied by this Part B are a continuation of the Part A Section of the same name and hence must also be met by ESME. 

[bookmark: _Toc366852678][bookmark: _Toc389118047][bookmark: _Toc404159642][bookmark: _Toc456794349][bookmark: _Toc41992318]SMETS Testing and Certification Requirements

[bookmark: _Toc386559334][bookmark: _Toc389067493][bookmark: _Toc389118048][bookmark: _Toc366852679][bookmark: _Toc389118049][bookmark: _Toc404159643]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part B, and evidence must be available to confirm such testing and conformance.

[bookmark: _Toc366852680][bookmark: _Toc389118050][bookmark: _Toc404159644]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 31 August 2017.

[bookmark: _Toc366852681][bookmark: _Toc389118051][bookmark: _Toc404159645][bookmark: _Ref435532956]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic for Electricity Smart Metering Equipment.

ESME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic for Electricity Smart Metering Equipment.

[bookmark: _Toc343775329][bookmark: _Toc366852682][bookmark: _Toc389118052][bookmark: _Toc404159646][bookmark: _Toc456794350][bookmark: _Toc41992319]Physical Requirements

Physical Requirements(5.4) in Part A shall not apply to ESME.

ESME shall as a minimum include the following components:

1. a Clock;

a Data Store;

an Electricity Meter containing two measuring elements;

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (pursuant to section H12 of the Smart Energy Code) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.11, 5.12 and 5.13 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 4 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.3, 5.6.4., 5.12.1 and 5.12.2.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials;

Random Number Generator;

Cryptographic Algorithms;

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME.

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12), and setting the Supply State [INFO](5.7.5.32) to Locked.

[bookmark: _Toc338917557][bookmark: _Toc338917559][bookmark: _Toc343775330][bookmark: _Ref366079614][bookmark: _Toc366852683][bookmark: _Toc389118053][bookmark: _Toc404159647][bookmark: _Toc456794351][bookmark: _Toc41992320]Functional Requirements

[bookmark: _Toc343775331][bookmark: _Toc366852684][bookmark: _Toc389118054][bookmark: _Toc404159648]Display of information

Display of information(5.5.4) in Part A shall not apply to ESME.

ESME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode [INFO](5.7.4.31) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix [INFO](5.7.5.34) with appropriate precision, the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) with appropriate precision, Tariff TOU Block Register Matrix(5.7.5.35) with appropriate precision and the Tariff Block Counter Matrix [INFO](5.7.5.33) with appropriate precision;

the Active Import Register [INFO](5.7.5.3) with appropriate precision;

the Secondary Active Import Register [INFO](5.13.2.11) with appropriate precision;

the Meter Balance [INFO](5.7.5.22) [PIN];

the Debt to Clear (calculated as set out in Section 5.11.2.2) [PIN];

the Customer Identification Number [INFO](5.7.4.10) [PIN];

whether Emergency Credit is available for activation [PIN];

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.11.2.2) [PIN];

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

the Supply State [INFO](5.7.5.32);

any time-based debts and Time-based Debt Recovery rates [PIN];

any payment-based debt [PIN];

any accumulated debt recorded in the Accumulated Debt Register [INFO](5.7.5.1) [PIN];

any Standing Charge [INFO](5.7.4.42) [PIN];

the Meter Point Administration Numbers (MPAN) [INFO]( 5.7.4.28) [PIN];

the Local Time;

the Contact Details [INFO](5.7.4.8);

the Primary Active Tariff Price [INFO](5.13.2.6) [PIN]; 

the Secondary Active Tariff Price [INFO](5.13.2.9) [PIN]; 

the Event Log(5.7.5.16) and the Power Event Log(5.7.5.25) (with the exception of any Personal Data)and

the Active Export Register [INFO](5.7.5.2).

ESME shall be capable of displaying the Security Log(5.7.5.31) on its User Interface following physical access through the Secure Perimeter of ESME.

ESME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

5.11.1.1 Presentation of information on the User Interface

For each of the values currently stored in the Active Import Register [INFO](5.7.5.3) , the Active Export Register [INFO](5.7.5.2), the Secondary Active Import Register [INFO](5.13.2.11), the Tariff ToU Register Matrix [INFO](5.7.5.34), the Tariff ToU Block Register Matrix(5.7.5.35) and the Secondary Active Tariff Price [INFO](5.13.2.9), ESME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value in to a decimal, integer number of kilowatt hours, rounding the stored value down to the nearest kilowatt hour;

1. discarding all except the five least significant decimal digits so produced; and

1. adding leading zeros (if necessary) so that there are exactly five decimal digits.

[bookmark: _Toc343775332][bookmark: _Toc366852685][bookmark: _Toc389118055][bookmark: _Toc404159649]Payment Mode

Payment Mode(5.5.7) in Part A shall not apply to ESME.

ESME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

ESME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance [INFO](5.7.5.22) based on:

1. the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in Secondary Tariff TOU Price Matrix [INFO](5.13.1.1); and

the Standing Charge [INFO](5.7.4.42).

[bookmark: _Ref346715877]Prepayment Mode

ESME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

ESME shall be capable of adding credit to the Meter Balance [INFO](5.7.5.22) (as set out in Sections 5.6.2.2 and 5.6.3.3) and reducing the amount of credit in the Meter Balance [INFO](5.7.5.22).

ESME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance [INFO](5.7.5.15) if the Meter Balance [INFO](5.7.5.22) is below the Emergency Credit Threshold [INFO](5.7.4.17)).  ESME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit [INFO](5.7.4.16). ESME shall be capable of reducing the amount of credit in the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated (as set out in Sections 5.6.2.1 and 5.6.3.1) and the Meter Balance [INFO](5.7.5.22) is at or below the Disablement Threshold [INFO](5.7.4.15).  Any Emergency Credit used shall be repaid when credit is added to ESME (as set out in Sections 5.6.2.2 and 5.6.3.3).

ESME shall be capable of reducing the Meter Balance [INFO](5.7.5.22) until it reaches the Disablement Threshold [INFO](5.7.4.15) followed by reducing the Emergency Credit Balance [INFO](5.7.5.15), where activated, until it reaches zero, on the basis of:

1. [bookmark: _Ref366682703]the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

[bookmark: _Ref365536164]the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1);

[bookmark: _Ref365536194]the Standing Charge [INFO](5.7.4.42); and

[bookmark: _Ref366681484]the recovery of debt hourly and daily through each of the Time Debt Registers [1 … 2] [INFO](5.7.5.36) at rates defined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

Where configured by Suspend Debt Emergency(5.7.4.46) to do so and when Emergency Credit is in use, ESME shall be capable suspending the application of (iii) and (iv) to the Emergency Credit Balance [INFO](5.7.5.15), and of accumulating (iii) and (iv) in the Accumulated Debt Register [INFO](5.7.5.1).

ESME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register [INFO](5.7.5.1), in the Billing Data Log(5.13.2.3).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and where activated the Emergency Credit Balance [INFO](5.7.5.15) and:

if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Low Credit Threshold [INFO](5.7.4.23), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref366682147][bookmark: _Ref365621622]if the Meter Balance [INFO](5.7.5.22) is below, or falls below, the Disablement Threshold [INFO](5.7.4.15) and if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is, or falls to, zero, Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

[bookmark: _Ref365621610]where the Supply is Disabled (as set out in (vi) above):

1. where configured by Suspend Debt Disabled(5.7.4.45) not to suspend Time-based Debt Recovery, continuing to apply (iii) and (iv) above to reduce the Meter Balance [INFO](5.7.5.22);

where configured by Suspend Debt Disabled(5.7.4.45) to suspend Time-based Debt Recovery, suspending the application of (iv) above to the Meter Balance [INFO](5.7.5.22), and continuing to apply (iii) above to reduce the Meter Balance [INFO](5.7.5.22); and

if the Supply is Enabled, suspending the Disablement of Supply (as set out in (vi) above) during periods defined in the Non-Disablement Calendar [INFO](5.7.4.30), continuing to reduce the Meter Balance [INFO](5.7.5.22) on the basis of (i) to (iv) above, displaying on its User Interface an indication that the Meter Balance [INFO](5.7.5.22) is below the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated the Emergency Credit Balance [INFO](5.7.5.15) is zero and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) ESME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref366683006]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref366683012]the amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1)

[bookmark: _Ref366683018]the amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (ix), (x) and (xi) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.13.2.3)  and the Debt Recovery Rate Cap [INFO](5.7.4.13). 

For Time-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

the amount in the relevant Time Debt Registers [1 … 2] [INFO](5.7.5.36); and 

the corresponding amount determined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

For Payment-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

the amount defined by Debt Recovery per Payment [INFO](5.7.4.11) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13); and 

the amount in the Payment Debt Register [INFO](5.7.5.23).

Where an Adjust Debt(5.6.3.5) Command is to reduce the amount in a Debt Register and the amount in the Command is greater than the amount in the Debt Register, ESME shall be capable of setting the amount in the Debt Register to zero then applying the difference in the amounts in the following order:

recovering debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

where the Meter Balance [INFO] (5.7.5.22) is less than the Disablement Threshold [INFO](5.7.4.15), increasing the Meter Balance [INFO] (5.7.5.22) until it is equal to the Disablement Threshold [INFO](5.7.4.15);

repaying Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance [INFO](5.7.5.15) accordingly; and

increasing the Meter Balance [INFO](5.7.5.22).

In executing the Adjust Debt(5.6.3.5) Command, ESME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.11.2.2).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and, where the Supply is Disabled, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

ESME shall be capable of monitoring the Emergency Credit Balance [INFO](5.7.5.15) and, where it falls to zero, of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Toc343775333][bookmark: _Toc366852686][bookmark: _Toc389118056][bookmark: _Toc404159650]Pricing

Pricing(5.5.8) in Part A shall not apply to ESME.

ESME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

When switching between Time-of-use Bands and Tariff Registers as set out in this Section ESME shall be capable of applying the Randomised Offset(5.7.5.28).

ESME shall be capable of maintaining the Primary Active Tariff Price [INFO](5.13.2.6) and the Secondary Active Tariff Price [INFO](5.13.2.9).

Time-of-use Pricing

ESME shall be capable of recording Consumption via the primary measuring element of its Electricity Meter according to Time-of-use Bands in one of forty-eight Tariff Registers in the Tariff TOU Register Matrix [INFO](5.7.5.34).

ESME shall be capable of recording Consumption via the secondary measuring element of its Electricity Meter according to Time-of-use Bands in one of four Tariff Registers in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10).

ESME shall be capable of switching between different Tariff Registers once every 30 minutes. The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(5.13.1.2).

Time-of-use with Block Pricing

ESME shall be capable of recording Consumption via the primary measuring element of its Electricity Meter in one of four Block Registers for each of eight Time-of-use Bands in the Tariff TOU Block Register Matrix(5.7.5.35).

The switching between Time-of-use Bands and sets of Block Registers shall be based on the switching rules set out in the Tariff Switching Table [INFO](5.13.1.2). ESME shall be capable of switching between Time-of-use Bands once every 30 minutes.

Switching between the Block Registers within each Time-of-use Band shall be based on Consumption via the primary measuring element of its Electricity Meter accumulated in the Tariff Block Counter Matrix [INFO](5.7.5.33) and Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall also be capable of accumulating Consumption via the primary measuring element of its Electricity Meter in one of four Block Counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) for each of the eight Time-of-use Bands. ESME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall be capable of resetting the counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) once per Day and in accordance with the timetable set out in the Billing Calendar(5.7.4.7).

Recording

Recording(5.5.9) in Part A shall not apply to ESME.

Active Energy Imported

ESME shall be capable of recording:

1. [bookmark: OLE_LINK107][bookmark: OLE_LINK106]cumulative Active Energy Imported via the primary measuring element of its Electricity Meter in the Active Import Register [INFO](5.7.5.3); and

cumulative Active Energy Imported via the secondary measuring element of its Electricity Meter in the Secondary Active Import Register [INFO](5.13.2.11).

Active Energy Exported

ESME shall be capable of recording cumulative Active Energy Exported via the primary measuring element of its Electricity Meter in the Active Export Register [INFO](5.7.5.2).

Billing data

In accordance with the timetable set out in the Billing Calendar(5.7.4.7) ESME shall be capable of taking a UTC date and time stamped copy of: 

1. [bookmark: _Ref391469360]the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10); 

the Tariff TOU Block Register Matrix(5.7.5.35); 

the Active Import Register [INFO](5.7.5.3); and

[bookmark: _Ref392141735]the Secondary Active Import Register [INFO](5.13.2.11),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

[bookmark: _Ref391469383]the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3), and:

generating and sending an Alert via its HAN Interface containing the most recent entries in the Billing Data Log(5.13.2.3) of (i) to (v) above; and

if operating in Credit Mode immediately resetting the Meter Balance [INFO](5.7.5.22).

Consumption Data

ESME shall be capable of calculating Consumption via the primary and secondary measuring elements of its Electricity Meter and recording:

1. to the Cumulative and Historical Value Store [INFO](5.7.5.12) in kWh:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

the Daily Consumption Log [INFO](5.7.5.14) in kWh the Consumption on each of the 731 UTC days prior to the current UTC day.

Cost of Consumption Data

ESME shall be capable of calculating and recording to the Cumulative and Historical Value Store [INFO](5.7.5.12) the cost of:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

ESME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1); and

the Standing Charge [INFO](5.7.4.42).

Cost of Instantaneous Consumption

ESME shall be capable of calculating and recording the Cost of Instantaneous Active Power Import(5.7.5.11) on the basis of:

1. the Primary Active Power Import [INFO](5.13.2.5);

the Primary Active Tariff Price [INFO](5.13.2.6);

the Secondary Active Power Import [INFO](5.13.2.8); and

the Secondary Active Tariff Price [INFO](5.13.2.9).

Daily read data

ESME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11) and the Active Export Register [INFO](5.7.5.2), together with a UTC date and time stamp in the Daily Read Log(5.13.2.4) every day at midnight UTC.

[bookmark: OLE_LINK36][bookmark: OLE_LINK58]If operating in Prepayment Mode ESME shall be capable of recording the Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) in the Prepayment Daily Read Log(5.7.5.26) every day at midnight UTC.

Half hour profile data

ESME shall be capable of recording in each 30 minute period (commencing at the start of minutes 00 and 30 in each hour), the following information (including the UTC date and time at the end of the 30 minute period to which the data relates) in the Profile Data Log [INFO](5.13.2.7):

1. Active Energy Imported via the primary measuring element of its Electricity Meter;

Active Energy Exported via the primary measuring element of its Electricity Meter;

Reactive Energy Imported via the primary and secondary measuring elements of its Electricity Meter;

Reactive Energy Exported via the primary measuring element of its Electricity Meter; and

Active Energy Imported via the secondary measuring element of its Electricity Meter.

Maximum Demand Import data

[bookmark: OLE_LINK59][bookmark: OLE_LINK60]ESME shall be capable of calculating the average value of Active Power Import [INFO](5.13.2.1) over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording:

1. [bookmark: OLE_LINK47][bookmark: OLE_LINK48]to the Maximum Demand Active Power Import Value(5.7.5.19), the maximum value so calculated since the Maximum Demand Active Power Import Value(5.7.5.19) was last reset (as set out in Section 5.6.3.26) including the UTC date and time at the end of the 30 minute period to which the data relates; and

to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) the maximum value so calculated in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) was last reset (as set out in Section 5.6.3.28).

Maximum Demand Export data

ESME shall be capable of calculating the average value of Active Power Export over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording to the Maximum Demand Active Power Export Value(5.7.5.21) the maximum value so calculated since the Maximum Demand Active Power Export Value(5.7.5.21) was last reset (as set out in Section 5.6.3.27) including the UTC date and time at the end of the 30 minute period to which the data relates.

Power Threshold Status

ESME shall be capable of comparing the Active Power Import [INFO](5.13.2.1) against thresholds and:

1. if the Active Power Import [INFO](5.13.2.1) is equal to or lower than the Low Medium Power Threshold [INFO](5.7.4.24), setting Power Threshold Status(5.7.5.24) to low;

if the Active Power Import [INFO](5.13.2.1) is higher than the Low Medium Power Threshold [INFO](5.7.4.24) and equal to or lower than the Medium High Power Threshold [INFO](5.7.4.29), setting Power Threshold Status(5.7.5.24) to medium; and

otherwise, setting the Power Threshold Status(5.7.5.24) to high.

Reactive Energy Imported

[bookmark: _Ref346038233][bookmark: _Ref346038247]ESME shall be capable of recording cumulative Reactive Energy Imported via the primary and secondary measuring elements of its Electricity Meter in the Reactive Import Register(5.7.5.30).

Reactive Energy Exported

ESME shall be capable of recording cumulative Reactive Energy Exported via the primary measuring element of its Electricity Meter in the Reactive Export Register(5.7.5.29).

[bookmark: _Toc343775335][bookmark: _Ref366079633][bookmark: _Toc366852688][bookmark: _Toc389118058][bookmark: _Toc404159652][bookmark: _Toc456794352][bookmark: _Toc41992321]Interface Requirements

[bookmark: _Toc339438811][bookmark: _Toc339438812][bookmark: _Toc339438813][bookmark: _Toc339438815][bookmark: _Toc339438817][bookmark: _Toc339438818][bookmark: _Toc339438820][bookmark: _Toc366852689][bookmark: _Ref386531851][bookmark: _Toc389118059][bookmark: _Toc404159653][bookmark: _Toc338917574][bookmark: _Toc343775336]HAN Interface information provision

Type 1 Devices and Type 2 Device information provision(5.6.1) in Part A shall not apply to ESME.

ESME shall be capable, immediately upon establishment of a Communications Link with Type 1 Devices (as set out in Section 5.5.2.2) and Type 2 Devices (as set out in Section 5.5.2.3), of providing the Data annotated [INFO] in Sections 5.7.1, 5.7.4, 5.7.5, 5.13.1 and 5.13.2 to Type 1 Devices and Type 2 Devices (with timely updates of any changes to all data).

[bookmark: _Toc366852690][bookmark: _Ref386531857][bookmark: _Toc389118060][bookmark: _Toc404159654]HAN Interface Commands

[bookmark: _Ref435533000]Set Payment Mode

Set Payment Mode(5.6.3.34) in Part A shall not apply to ESME.

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode [INFO](5.7.4.31).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34); 

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10); 

the Tariff TOU Block Register Matrix(5.7.5.35);

the Active Import Register [INFO](5.7.5.3); and

the Secondary Active Import Register [INFO](5.13.2.11),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3). 

Set Tariff

Set Tariff(5.6.3.35) in Part A shall not apply to ESME.

A Command to accept new values for the Tariff TOU Price Matrix [INFO](5.7.4.50), the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1), the Tariff Block Price Matrix [INFO](5.7.4.47), the Tariff Switching Table [INFO](5.13.1.2) and the Tariff Threshold Matrix [INFO](5.7.4.49).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10);

the Tariff TOU Block Register Matrix(5.7.5.35);

the Active Import Register [INFO](5.7.5.3); and

the Secondary Active Import Register [INFO](5.13.2.11),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3).

[bookmark: _Toc343775337][bookmark: _Ref366079645][bookmark: _Toc366852691][bookmark: _Toc389118061][bookmark: _Toc404159655][bookmark: _Toc456794353][bookmark: _Toc41992322]Data Requirements

[bookmark: _Toc336450811][bookmark: _Toc336517499][bookmark: _Toc336517645][bookmark: _Toc343775338][bookmark: _Ref364872262][bookmark: _Toc366852692][bookmark: _Toc389118062][bookmark: _Toc404159656]This Section describes the minimum information which ESME shall be capable of holding in its Data Store.

[bookmark: _Ref468173177]Configuration Data

[bookmark: _Ref343765469][bookmark: _Ref463513962]Secondary Tariff TOU Price Matrix [INFO]

A 1 x 4 matrix containing Prices for Time-of-use Pricing Tariffs relating to Supply via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref366854042][bookmark: _Ref366853855]Tariff Switching Table [INFO]

Tariff Switching Table(5.7.4.48) in Part A shall not apply to ESME.

A set of rules for allocating:

1. half-hourly Consumption via the primary measuring element of the Electricity Meter to a Tariff Register in the Tariff TOU Register Matrix [INFO](5.7.5.34) if applying Time-of-use Pricing, and in the Tariff TOU Block Register Matrix(5.7.5.35) if applying Time-of-use with Block Pricing; and

half-hourly Consumption via the secondary measuring element of the Electricity Meter to a Tariff Register in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10).

The rules stored within the table shall specify which of 16 Day Profiles should be used to allocate Consumption to Tariff Registers for Consumption via each of the primary and secondary measuring elements of the Electricity Meter according to:

where the day is one of 50 Special Days, the Day Profile(s) specified for that measuring element for that day; or

where the day is not a Special Day, the Day Profile(s) specified by the active Season Profile and Week Profile for that measuring element for that day.

The Switching Table shall support four Season Profiles and four Week Profiles.  The Switching Table shall support up to 200 switching rules across all Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: _Toc343775339][bookmark: _Ref364872268][bookmark: _Toc366852693][bookmark: _Toc389118063][bookmark: _Toc404159657]Operational Data

[bookmark: _Ref343767669][bookmark: _Ref391035026]Active Power Import [INFO]

Active Power Import [INFO](5.7.5.4) in Part A shall not apply to ESME.

The sum of:

1. the Primary Active Power Import [INFO](5.13.2.5) on the primary measuring element of the Electricity Meter; and

the Secondary Active Power Import [INFO](5.13.2.8) on the secondary measuring element of the Electricity Meter.

[bookmark: _Ref363656525]Active Tariff Price [INFO]

Active Tariff Price [INFO](5.7.5.5) in Part A shall not apply to ESME.

[bookmark: _Ref346122137]Billing Data Log

Billing Data Log(5.7.5.10) in Part A shall not apply to ESME.

A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405377218]twelve entries comprising the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11);

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments; and

[bookmark: _Ref405377228]twelve entries comprising Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36),

each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref346206558]Daily Read Log

Daily Read Log(5.7.5.13) in Part A shall not apply to ESME.

A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11) and the Active Export Register [INFO](5.7.5.2) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref343766636][bookmark: _Ref391035544]Primary Active Power Import [INFO]

The import of Active Power measured via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343766709]Primary Active Tariff Price [INFO]

The Price currently active for Consumption via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343767588][bookmark: _Ref464820433][bookmark: _Ref486415883]Profile Data Log [INFO]

Profile Data Log [INFO](5.7.5.27) in Part A shall not apply to ESME.

A log capable of storing UTC date and time-stamped half hourly data (the amount of energy Imported or Exported in a half hour period) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.  The log shall be capable of storing a minimum of:

1. 13 months of Active Energy Imported via the primary measuring element of the Electricity Meter;

13 months of Active Energy Imported via the secondary measuring element of the Electricity Meter;

3 months of Active Energy Exported via the primary measuring element of the Electricity Meter;

3 months of Reactive Energy Imported via the primary and secondary measuring elements of the Electricity Meter; and

3 months of Reactive Energy Exported via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343766887]Secondary Active Power Import [INFO]

The import of Active Power measured via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343766818]Secondary Active Tariff Price [INFO]

The Price currently active for Consumption via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343161687]Secondary Tariff TOU Register Matrix [INFO]

A 1 x 4 matrix for storing Tariff Registers for Time-of-use Pricing relating to Supply via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343767129][bookmark: _Ref391035694]Secondary Active Import Register [INFO]

The register recording the cumulative Active Energy Imported via the secondary measuring element of the Electricity Meter.

[bookmark: _Toc339438823][bookmark: _Toc339438824][bookmark: _Toc343775340][bookmark: _Toc366852694][bookmark: _Toc389118064][bookmark: _Toc404159658][bookmark: _Toc456794354][bookmark: _Toc41992323][bookmark: OLE_LINK67][bookmark: OLE_LINK68]Part C - Polyphase Electricity Metering Equipment

[bookmark: _Toc343775341][bookmark: _Toc366852695][bookmark: _Toc389118065][bookmark: _Toc404159659][bookmark: _Toc456794355][bookmark: _Toc41992324]Overview

In this Part C ESME shall mean Polyphase Electricity Metering Equipment.

ESME shall meet the requirements of Part A save as set out in the remainder of this Part C.  Requirements in a Part A Section that are disapplied by this Part C are identified in the Part C Section of the same name.  Additional or amended requirements applied by this Part C are a continuation of the Part A Section of the same name and hence must also be met by ESME. 

[bookmark: _Toc366852696][bookmark: _Toc389118066][bookmark: _Toc404159660][bookmark: _Toc456794356][bookmark: _Toc41992325]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559353][bookmark: _Toc389067512][bookmark: _Toc389118067][bookmark: _Toc366852697][bookmark: _Toc389118068][bookmark: _Toc404159661]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part C, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc366852698][bookmark: _Toc389118069][bookmark: _Toc404159662]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required described in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 31 August 2017.

[bookmark: _Toc366852699][bookmark: _Toc389118070][bookmark: _Toc404159663][bookmark: _Ref435533030]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

ESME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

[bookmark: _Toc339438827][bookmark: _Toc339438830][bookmark: _Toc343775342][bookmark: _Toc366852700][bookmark: _Toc389118071][bookmark: _Toc404159664][bookmark: _Toc456794357][bookmark: _Toc41992326]Physical Requirements

Physical Requirements(5.4) in Part A shall not apply to ESME.

ESME shall as a minimum include the following components:

1. a Clock;

a Data Store;

an Electricity Meter containing three measuring elements;

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (pursuant to section H12 of the Smart Energy Code) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.17, 5.18 and 5.23 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 7 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.1, 5.6.3, 5.6.4 and 5.18.1.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials;

Random Number Generator;

Cryptographic Algorithms;

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME.

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

[bookmark: _Toc343775343][bookmark: _Ref366079755][bookmark: _Toc366852701][bookmark: _Toc389118072][bookmark: _Toc404159665][bookmark: _Toc456794358][bookmark: _Toc41992327]Functional Requirements

[bookmark: OLE_LINK49][bookmark: OLE_LINK50]ESME shall be capable of calculating Active Power Import, Consumption, Reactive Energy Import, Active Energy Export and Reactive Energy Export values as follows:

1. [bookmark: _Ref345061187]Active Power Import shall be the sum of the Active Power Import on the importing measuring element(s) of its Electricity Meter less the sum of the Active Power Export on the exporting measuring element(s) of its Electricity Meter;

Consumption shall be the sum of the cumulative Active Energy Imported on the importing measuring element(s) of its Electricity Meter less the sum of the cumulative Active Energy Exported on the exporting measuring element(s) of its Electricity Meter;

Reactive Energy Import shall be the sum of the cumulative Reactive Energy Import on the importing measuring element(s) of its Electricity Meter less the sum of the cumulative Reactive Energy Export on the exporting measuring element(s) of its Electricity Meter;

[bookmark: OLE_LINK51][bookmark: OLE_LINK52]Active Energy Export shall be the sum of the cumulative Active Energy Export on the exporting measuring element(s) of its Electricity Meter less the sum of the cumulative Active Energy Import on the importing measuring element(s) of its Electricity Meter; and

[bookmark: _Ref345061199]Reactive Energy Export shall be the sum of the cumulative Reactive Energy Export on the exporting measuring element(s) of its Electricity Meter less the sum of the cumulative Reactive Energy Import on the importing measuring element(s) of its Electricity Meter.

If the result of any of the calculations (i) to (v) is negative then it shall be deemed to be zero.

[bookmark: _Toc343775344][bookmark: _Toc366852702][bookmark: _Toc389118073][bookmark: _Toc404159666]Phase Measurements

ESME shall be capable of measuring:

1. three phase four wire unbalanced supplies operating at a nominal voltage of 230VAC phase-to-neutral (400VAC phase-to-phase);

two phases of a three phase four wire system;

two phases of a three wire system 230-0-230VAC phase-to-neutral-to-phase (460VAC phase-to-phase); and

the sum of two distinct one phase two wire 230VAC services with a common neutral.

[bookmark: _Toc343775345][bookmark: _Toc366852703][bookmark: _Toc389118074][bookmark: _Toc404159667]Voltage Quality Measurements

Voltage Quality Measurements(5.5.12) in Part A shall not apply to ESME.

[bookmark: _Ref343768791]Average RMS voltage phase [n]

ESME shall be capable of calculating the average value of RMS voltage for phase [n] over a configurable period as defined in the Phase [n] Average RMS Voltage Measurement Period(5.19.1.3) and:

1. recording the values calculated (including the UTC date and time at the end of the period to which the values relate) in the Phase [n] Average RMS Voltage Profile Data Log(5.19.2.3);

detecting when the value calculated for phase [n] is above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) and on detection:

1. counting the number of such occurrences in the Phase [n] Average RMS Over Voltage Counter(5.19.2.1);

where the value calculated in the prior configurable period was below the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1):

generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is below the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) and where the value calculated in the prior configurable period was above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1):

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) and on detection:

1. counting the number of such occurrences in the Phase [n] Average RMS Under Voltage Counter(5.19.2.2);

where the value calculated for phase [n] in the prior configurable period was above the Phase [n] Average RMS Under Voltage Counter(5.19.2.2):

generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is above the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) and where the value calculated in the prior configurable period was below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2):

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS extreme over voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] rises above the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns below the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS extreme under voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] falls below the RMS Extreme Under Voltage Threshold(5.7.4.37) for longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns above the RMS Extreme Under Voltage Threshold(5.7.4.37) for longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS voltage sag detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] falls below the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns above the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS voltage swell detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] rises above the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns below the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

Supply outage reporting phase [n]

ESME shall be capable of recording the UTC date and time at which the Supply via phase [n] is interrupted and:

1. generating entries to that effect in the Power Event Log(5.7.5.25); and

where Supply via phase [n] has not been restored 3 minutes after interruption, and ESME still has a power Supply, generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of recording the UTC date and time at which the Supply via phase [n] is restored and:

generating entries to that effect in the Power Event Log(5.7.5.25);

following restoration of the Supply via phase [n], generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration; and

following restoration of the Supply via phase [n], when the time difference between the Supply being interrupted and restored is greater than or equal to three minutes, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC date and time of interruption and restoration.

5.17.3 Presentation of information on the User Interface

Presentation of information on the User Interface (5.5.4.1) in Part A shall not apply to ESME.

For each of the values currently stored in the Active Import Register [INFO](5.7.5.3), the Active Export Register [INFO](5.7.5.2), the Tariff ToU Register Matrix [INFO](5.7.5.34), and the Tariff ToU Block Register Matrix(5.7.5.35), ESME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value in to a decimal, integer number of kilowatt hours, rounding the stored value down to the nearest kilowatt hour;

1. discarding all except the six least significant decimal digits so produced; and

1. adding leading zeros (if necessary) so that there are exactly six decimal digits.

[bookmark: _Ref366079769][bookmark: _Toc366852704][bookmark: _Toc389118075][bookmark: _Toc404159668][bookmark: _Toc456794359][bookmark: _Toc41992328][bookmark: _Toc343775346]Interface Requirements

[bookmark: _Toc366852705][bookmark: _Ref386532056][bookmark: _Toc389118076][bookmark: _Toc404159669]HAN Interface Commands

Reset Phase [n] Average RMS Over Voltage Counter

A Command to reset the Phase [n] Average RMS Over Voltage Counter(5.19.2.1) to zero.

Reset Phase [n] Average RMS Under Voltage Counter

A Command to reset the Phase [n] Average RMS Under Voltage Counter(5.19.2.2) to zero.

[bookmark: _Toc366852706][bookmark: _Toc389118077][bookmark: _Toc404159670][bookmark: _Toc456794360][bookmark: _Toc41992329]Data Requirements

[bookmark: _Toc343775347][bookmark: _Toc366852707][bookmark: _Toc389118078][bookmark: _Toc404159671]This Section describes the minimum information which ESME shall be capable of holding in its Data Store.

Configuration Data

[bookmark: _Ref343768888]Phase [n] Average RMS Over Voltage Threshold

The average RMS voltage for phase [n] above which an over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref343768361]Phase [n] Average RMS Under Voltage Threshold

The average RMS voltage for phase [n] below which an under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref343768246]Phase [n] Average RMS Voltage Measurement Period

The length of time in seconds over which the RMS voltage is averaged for phase [n].

[bookmark: _Toc343775348][bookmark: _Toc366852708][bookmark: _Toc389118079][bookmark: _Toc404159672]Operational Data

[bookmark: _Ref343769014]Phase [n] Average RMS Over Voltage Counter

The number of times the average RMS voltage for phase [n], as calculated in Section 5.17.2.1, has been above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) since this counter was last reset.

[bookmark: _Ref343770263]Phase [n] Average RMS Under Voltage Counter

The number of times the average RMS voltage for phase [n], as calculated in accordance with Section 5.17.2.1, has been below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) since this counter was last reset.

[bookmark: _Ref343769957]Phase [n] Average RMS Voltage Profile Data Log

A log capable of storing 4320 entries (including the UTC date and time at the end of the period to which the values relate) comprising the averaged RMS voltage for phase [n] for each Phase [n] Average RMS Voltage Measurement Period(5.19.1.3) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Toc339438836][bookmark: _Toc339438847][bookmark: _Toc339438852][bookmark: _Toc339438855][bookmark: _Toc339438859][bookmark: _Ref338770318][bookmark: _Toc343775349][bookmark: _Toc366852709][bookmark: _Toc389118080][bookmark: _Toc404159673][bookmark: _Toc456794361][bookmark: _Toc41992330]Part D - Auxiliary Load Control Switch

[bookmark: _Toc343775350][bookmark: _Toc366852710][bookmark: _Toc389118081][bookmark: _Toc404159674][bookmark: _Toc456794362][bookmark: _Toc41992331]Overview

This Part D describes the minimum additional functional, interface and data requirements of ESME where one or more Auxiliary Load Control Switches are installed within ESME.  Additional requirements applied by this Part D are a continuation of the Part A Section of the same name (where relevant as modified by Part B or Part C) and hence must also be met by ESME within which one or more Auxiliary Load Control Switches are installed.

[bookmark: _Toc339438865][bookmark: _Toc343775351][bookmark: _Toc366852711][bookmark: _Toc389118082][bookmark: _Toc404159675][bookmark: _Toc456794363][bookmark: _Toc41992332]Functional Requirements

[bookmark: _Ref343770612][bookmark: _Toc343775352][bookmark: _Toc366852712][bookmark: _Toc389118083][bookmark: _Toc404159676]Switching Auxiliary Loads

[bookmark: OLE_LINK43][bookmark: OLE_LINK44]ESME shall be capable of monitoring the Auxiliary Load Control Switch Calendar(5.7.4.2) and opening or closing Auxiliary Load Control Switch [n] at times defined in the calendar.

ESME shall only be capable of closing Auxiliary Load Control Switch [n] if the Supply is Enabled.  If the Supply is Disabled, then on Enablement ESME shall be capable of causing the Auxiliary Load Control Switch [n] to open, close or maintain its state as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

When switching Auxiliary Loads as set out in this Section 5.21.1, ESME shall be capable of:

1. applying the Randomised Offset(5.7.5.28); and

setting the Auxiliary Load Control Switch [n] - Status(5.23.1.1) to open and closed.

[bookmark: _Toc343775353][bookmark: _Toc366852713][bookmark: _Toc389118084][bookmark: _Toc404159677][bookmark: _Toc456794364][bookmark: _Toc41992333]Interface Requirements

[bookmark: _Toc343775354][bookmark: _Toc366852714][bookmark: _Toc389118085][bookmark: _Toc404159678]User Interface Commands

Test Auxiliary Load Control Switch [n]

A Command to cause an Auxiliary Load Control Switch [n] to change its state for 5 minutes and then to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

In executing the Command ESME shall be capable of recording the Command and Outcome to the Event Log(5.7.5.16).

[bookmark: _Toc343775355][bookmark: _Toc366852715][bookmark: _Toc389118086][bookmark: _Toc404159679]HAN Interface Commands

[bookmark: _Ref339376953][bookmark: _Ref339376887]Close Auxiliary Load Control Switch [n]

A Command to cause Auxiliary Load Control Switch [n] to close immediately.  The Command shall include a time period.  When this time period has elapsed, ESME shall be capable of causing the switch to open or remain closed as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

A Command to close an Auxiliary Load Control Switch [n] shall be executed only if the Supply is Enabled.  If the Supply is Armed or Disabled, the Command shall be executed when the Supply is Enabled if, on Enablement, the time period included in the Command has not elapsed.

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6); and

updating the corresponding Auxiliary Load Control Switch [n] - Status(5.23.1.1) to indicate whether the switch is now open or closed.

Open Auxiliary Load Control Switch [n]

A Command to cause Auxiliary Load Control Switch [n] to open immediately.  The Command shall include a time period. When this time period has elapsed, ESME shall be capable of causing the switch to close or remain open as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6); and

updating the corresponding Auxiliary Load Control Switch [n] - Status(5.23.1.1) to indicate whether the switch is now open or closed.

Reset Auxiliary Load Control Switch [n]

A Command to cause the Auxiliary Load Control Switch [n] to open, close or maintain its state, as defined in the Auxiliary Load Control Switch Calendar(5.7.4.2).

A Command to close an Auxiliary Load Control Switch [n] shall be executed only if the Supply is Enabled.  If the Supply is Armed or Disabled, the Command shall be executed when the Supply is Enabled.

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Load Control Switch Event Log(5.7.5.6); and

updating the corresponding Auxiliary Load Control Switch [n] - Status(5.23.1.1) to indicate whether the switch is now open or closed.

[bookmark: _Toc343775356][bookmark: _Ref366079782][bookmark: _Toc366852716][bookmark: _Toc389118087][bookmark: _Toc404159680][bookmark: _Toc456794365][bookmark: _Toc41992334][bookmark: _Ref339382325]Data Requirements

[bookmark: _Toc343775358][bookmark: _Toc366852718][bookmark: _Toc389118089][bookmark: _Toc404159682]Operational Data

[bookmark: _Ref343770461]Auxiliary Load Control Switch [n] - Status 

The current status (being ‘open’ or ‘closed’) of Auxiliary Load Control Switch [n] as commanded by ESME.

[bookmark: _Toc339438869][bookmark: _Toc339438870][bookmark: _Toc339438871][bookmark: _Toc339438875][bookmark: _Toc339438880][bookmark: _Toc339438881][bookmark: _Toc339438886][bookmark: _Toc339438888][bookmark: _Toc343775359][bookmark: _Toc366852719][bookmark: _Toc389118090][bookmark: _Toc404159683][bookmark: _Toc456794366][bookmark: _Toc41992335]Part E - Boost Function

[bookmark: _Toc343775360][bookmark: _Toc366852720][bookmark: _Toc389118091][bookmark: _Toc404159684][bookmark: _Toc456794367][bookmark: _Toc41992336]Overview

This Part E describes the minimum additional functional and data requirements of ESME where a Boost Function is installed within ESME.  Additional requirements applied by this Part E are a continuation of the Part A Section of the same name (where relevant as modified by Part B or Part C and / or Part D) and hence must also be met by ESME within which a Boost Function is installed.

[bookmark: _Toc343775361][bookmark: _Toc366852721][bookmark: _Toc389118092][bookmark: _Toc404159685][bookmark: _Toc456794368][bookmark: _Toc41992337]Functional Requirements

[bookmark: _Toc343775362][bookmark: _Ref346723488][bookmark: _Toc366852722][bookmark: _Toc389118093][bookmark: _Toc404159686]User Interface Commands

In executing the Commands in this Section 5.25.1 ESME shall be capable of recording UTC date and time at the beginning and end of any Boost Period in the Boost Function Event Log(5.26.3.1).

Activate Boost Period

A Command to cause the Auxiliary Load Control Switch(es) specified in Boost Function Control [n](5.26.2.1) to close for 15, 30, 45 or 60 minutes and then to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

ESME shall only be capable of executing this Command if no Boost Period is currently active.

Cancel Boost Period

A Command to cause the Auxiliary Load Control Switch(es) specified in Boost Function Control [n](5.26.2.1) to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

ESME shall only be capable of executing this Command if a Boost Period is active.

[bookmark: OLE_LINK93][bookmark: OLE_LINK105]In executing the Command ESME shall be capable of generating an entry in the Boost Function Event Log(5.26.3.1) to the effect that the active Boost Period has been cancelled.

Extend Boost Period

A Command to cause the Auxiliary Load Control Switch(es) specified in Boost Function Control [n](5.26.2.1) to remain closed for an additional 15, 30, 45 minutes, and then to revert to normal operation in accordance with the Auxiliary Load Control Switch Calendar(5.7.4.2).

ESME shall only be capable of executing this Command if a Boost Period is active. In executing the Command ESME shall be capable of limiting any active Boost Period to a maximum of 60 minutes.

[bookmark: _Toc343775363][bookmark: _Toc366852723][bookmark: _Toc389118094][bookmark: _Toc404159687][bookmark: _Toc456794369][bookmark: _Toc41992338]Data Requirements

[bookmark: _Toc343775364][bookmark: _Toc366852724][bookmark: _Toc389118095][bookmark: _Toc404159688]Constant Data

Boost Function Availability

A data item to identify if ESME has a configured Boost Function.

[bookmark: _Toc343775365][bookmark: _Toc366852725][bookmark: _Toc389118096][bookmark: _Toc404159689]Configuration Data

[bookmark: _Ref343770792]Boost Function Control [n]

A data item to identify whether Auxiliary Load Control Switch [n] is to be controlled by the Boost Function.

[bookmark: _Toc336450828][bookmark: _Toc336517516][bookmark: _Toc336517662][bookmark: _Toc386559383][bookmark: _Toc389067542][bookmark: _Toc389118097][bookmark: _Toc389118098][bookmark: _Toc404159690]Operational Data

[bookmark: _Ref391474141]Boost Function Event Log

A single log capable of storing entries for the most recent 25 Boost Periods including the UTC date and time of the beginning and end of the Boost Period.

[bookmark: _Toc320027831][bookmark: _Toc343775367][bookmark: _Toc366852726][bookmark: _Toc389118099][bookmark: _Toc404159691][bookmark: _Ref405369133][bookmark: _Ref405378823][bookmark: _Toc456794370][bookmark: _Toc41992339]In Home Display Technical Specifications Version 4.2

[bookmark: _Toc320001807][bookmark: _Toc341816687][bookmark: _Toc343775368][bookmark: _Toc366852727][bookmark: _Toc389118100][bookmark: _Toc404159692][bookmark: _Toc456794371][bookmark: _Toc41992340]Overview

[bookmark: _Toc312157607]Section 6 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of an In-home Display maintained to comply with the smart metering licence conditions (standard condition 34 of gas supply licences and / or standard condition 40 of electricity supply licences).

[bookmark: _Toc320001809][bookmark: _Toc320001810][bookmark: _Toc320001811][bookmark: _Toc320001812][bookmark: _Toc320001813][bookmark: _Toc320001814][bookmark: _Toc320001815][bookmark: _Toc320001816][bookmark: _Toc320001817][bookmark: _Toc320001818][bookmark: _Toc320001819][bookmark: _Toc320001820][bookmark: _Toc320001821][bookmark: _Toc320001822][bookmark: _Toc320001823][bookmark: _Toc320001824][bookmark: _Toc320001825][bookmark: _Toc320001826][bookmark: _Toc320001827][bookmark: _Toc320001828][bookmark: _Toc320001829][bookmark: _Toc320001830][bookmark: _Toc320001831][bookmark: _Toc320001832][bookmark: _Toc320001833][bookmark: _Toc320001834][bookmark: _Toc320001835][bookmark: _Toc320001836][bookmark: _Toc320001837][bookmark: _Toc320001838][bookmark: _Toc320001839][bookmark: _Toc320001840][bookmark: _Toc320001841][bookmark: _Toc320001842][bookmark: _Toc320001843][bookmark: _Toc320001844][bookmark: _Toc320001845][bookmark: _Toc320001846][bookmark: _Toc320001847][bookmark: _Toc320001848][bookmark: _Toc320001849][bookmark: _Toc320001850][bookmark: _Toc320001851][bookmark: _Toc320001852][bookmark: _Toc320001853][bookmark: _Toc320001854][bookmark: _Toc320001855][bookmark: _Toc320001856][bookmark: _Toc320001857][bookmark: _Toc320001858][bookmark: _Toc320001859][bookmark: _Toc320001860][bookmark: _Toc320001861][bookmark: _Toc320001862][bookmark: _Random_Number_Generator][bookmark: _Toc320001863][bookmark: _Toc320001864][bookmark: _Toc320001865][bookmark: _Toc320001866][bookmark: _Toc320001867][bookmark: _Toc320001868][bookmark: _Toc320001869][bookmark: _Toc320001870][bookmark: _Security_Credential][bookmark: _Toc320001871][bookmark: _Toc320001872][bookmark: _Toc320001873][bookmark: _Toc320001874][bookmark: _Toc320001875][bookmark: _Toc320001876][bookmark: _Toc320001877][bookmark: _Toc320001878][bookmark: _Sensitive_Event][bookmark: _Toc320001879][bookmark: _Toc320001880][bookmark: _Toc320001881][bookmark: _Toc320001882][bookmark: _Toc320001883][bookmark: _Toc320001884][bookmark: _Toc320001885][bookmark: _Toc320001886][bookmark: _Toc320001887][bookmark: _Toc320001888][bookmark: _Toc320001889][bookmark: _Toc320001890][bookmark: _Toc320001891][bookmark: _Toc320001892][bookmark: _Toc320001893][bookmark: _Toc320001894][bookmark: _Toc320001895][bookmark: _Toc320001896][bookmark: _Toc320001897][bookmark: _Toc320001898][bookmark: _Toc366852728][bookmark: _Toc389118101][bookmark: _Toc404159693][bookmark: _Toc456794372][bookmark: _Toc41992341][bookmark: _Toc320001899][bookmark: _Toc341816688][bookmark: _Toc343775369]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559388][bookmark: _Toc391462971][bookmark: _Toc391464738][bookmark: _Toc389067547][bookmark: _Toc389118102][bookmark: _Toc366852729][bookmark: _Toc389118103][bookmark: _Toc404159694]Conformance with the SMETS

The IHD shall have been tested to ensure that it meets the requirements described in this Section 6, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc404159695]ZigBee Alliance Certification 

The IHD shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc366852731][bookmark: _Toc389118105][bookmark: _Toc404159696][bookmark: _Toc456794373][bookmark: _Toc41992342]Physical requirements

The IHD shall as a minimum include the following components: 

1. a Data Store;

a HAN Interface;

a User Interface; and

1. when capable of operating within Sub GHz Bands, a Timer.

The IHD shall be mains powered and shall be capable of performing the minimum functional, interface and data requirements set out in Sections 6.4, 6.5 and 6.6 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 0.6 watts of electricity under normal operating conditions.

The IHD shall:

1. permanently display the IHD Identifier(6.6.1.1) on the IHD;

The HAN Interface of the IHD shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Section 6.5.

The IHD shall be designed to enable the information displayed on it to be easily accessed and presented in a form that is clear and easy to understand including by Consumers with impaired:

sight;

memory and learning ability;

perception and attention; or

dexterity.

When operating within Sub GHz Bands, the IHD shall:

1. be capable of supporting Frequency Agility;

not exceed a transmit power of 25 mW; and

not exceed a duty cycle of 0.35%.

[bookmark: _Toc320001900][bookmark: _Toc341816689][bookmark: _Toc343775370][bookmark: _Ref366079863][bookmark: _Toc366852732][bookmark: _Toc389118106][bookmark: _Toc404159697][bookmark: _Toc456794374][bookmark: _Toc41992343]Functional requirements

This Section describes the minimum functions that the IHD shall be capable of performing. 

[bookmark: _Toc341816690][bookmark: _Toc343775371][bookmark: _Toc366852733][bookmark: _Toc389118107][bookmark: _Toc404159698]Communications

The IHD shall be capable of establishing Communications Links via its HAN Interface. 

The IHD shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 6.4.5.2.

[bookmark: _Ref320214344]Communications Links with ESME and the Gas Proxy Function via the HAN Interface

The IHD shall be capable of establishing and maintaining Communications Links via its HAN Interface with one ESME and one Gas Proxy Function.

In establishing the Communications Link, the IHD shall be capable of using its Security Credentials to enable it to be Authenticated.

The IHD shall be capable of supporting the following types of Communications Links:

1. receiving Pricing and Consumption information from ESME; and

receiving Pricing and Consumption information from a Gas Proxy Function.

The IHD shall be capable of detecting a failure of a Communications Link and on detection of a failure, shall be capable of clearing or suitably annotating the information displayed on its User Interface (set out in Sections 6.4.2, 6.4.3 and 6.4.4) to indicate that the information may be out of date.

[bookmark: _Toc320001902][bookmark: _Toc320001903][bookmark: _Toc320001904][bookmark: _Toc320001905][bookmark: _Toc320001906][bookmark: _Toc320001907][bookmark: _Toc320001908][bookmark: _Ref337632736][bookmark: _Toc341816691][bookmark: _Toc343775372][bookmark: _Toc366852734][bookmark: _Toc389118108][bookmark: _Toc404159699][bookmark: _Ref319592728][bookmark: _Toc320001911][bookmark: _Ref319592667][bookmark: _Toc320001910]General Information

The IHD shall be capable immediately upon establishment of a Communications Link with ESME and a Gas Proxy Function (as set out in Section 6.4.1.1), of providing the following information on its User Interface and providing updates of any changes to the information every 10 seconds thereafter.

Connection Link Quality

The signal strength of its HAN Interface.

Local Time

Time as UTC with adjustment for British Summer Time.

[bookmark: _Ref337632613][bookmark: _Toc341816692][bookmark: _Toc343775373][bookmark: _Toc366852735][bookmark: _Toc389118109][bookmark: _Toc404159700]Information pertaining to the Supply of gas to the Premises

The IHD shall be capable immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 6.4.1.1), of providing the following information[footnoteRef:5] on its User Interface and providing timely updates of any changes to the information thereafter. [5:  Information that shall be capable of being provided in numerical form is annotated [NUM]. Information that shall be capable of being provided in Ambient form is annotated [AMB]. Where information is not annotated the information may be provided in any visual format. ] 


The IHD shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

[bookmark: _Ref463514206]Active Tariff Price [NUM]

The active Tariff Price for Energy Consumption in Currency Units per kWh.

[bookmark: _Cumulative_Consumption_Information_1][bookmark: _Gas_Aggregate_Debt][bookmark: _Aggregate_Debt_Recovery][bookmark: _Cumulative_Consumption][bookmark: _Gas_Cumulative_Consumption]Cumulative Consumption [NUM]

1. Current Day cumulative Energy Consumption;

Current Day cost to the Consumer of cumulative Energy Consumption in Currency Units;

Current Week cumulative Energy Consumption;

Current Week cost to the Consumer of cumulative Energy Consumption in Currency Units;

Current month cumulative Energy Consumption; and

[bookmark: _Cumulative_consumption_information:][bookmark: _Cumulative_Consumption_Information][bookmark: _Gas_Emergency_Credit][bookmark: Credit_balance]Current month cost to the Consumer of cumulative Energy Consumption in Currency Units.

Customer Identification Number [NUM]

A number issued to the IHD for display on the User Interface.

Debt [NUM]

Either Aggregate Debt or time-based and payment-based debt when GSME is operating in Prepayment Mode.

Debt Recovery Rate [NUM]

Either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when GSME is operating in Prepayment Mode.

[bookmark: _Ref366765971][bookmark: _Ref373933428]Emergency Credit Balance [NUM]

The Emergency Credit balance where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated).

[bookmark: _Gas_Historic_Consumption]Historic Consumption

1. D-1 to D-8 historic Energy Consumption;

D-1 to D-8 cost to the Consumer of historic Energy Consumption in Currency Units;

W-1 to W-5 historic Energy Consumption;

W-1 to W-5 cost to the Consumer of historic Energy Consumption in Currency Units;

M-1 to M-13 historic Energy Consumption; and

M-1 to M-13 cost to the Consumer of historic Energy Consumption in Currency Units.

[bookmark: _Gas_Low_Credit]where: D-1 = current Day minus 1, D-2 = current Day minus 2, W-1 = current Week minus 1, M-1 = current month minus 1, etc.

Low Credit Alert 

An indication that the combined Meter Balance [NUM](6.4.3.9) and Emergency Credit Balance [NUM](6.4.3.6) has fallen below a low credit threshold.

[bookmark: _Instantaneous_Import_Power][bookmark: _Gas_Meter_Balance][bookmark: _Ref366765744][bookmark: _Ref346697732]Meter Balance [NUM]

The amount of money in Currency Units as determined by GSME.  If operating in Prepayment Mode, the Meter Balance represents GSME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance [NUM](6.4.3.6)).  If operating in Credit Mode, it represents GSME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

Payment Mode

The current mode of operation of GSME, being Prepayment Mode or Credit Mode.

[bookmark: _Ref320208302][bookmark: _Toc341816693][bookmark: _Toc343775374][bookmark: _Toc366852736][bookmark: _Toc389118110][bookmark: _Toc404159701]Information pertaining to the Supply of electricity to the Premises

The IHD shall be capable, upon establishment of a Communications Link with ESME (as set out in Section 6.4.1.1), of providing the following information[footnoteRef:6] on its User Interface and providing updates of any changes to the information every 10 seconds thereafter. [6:  Information that shall be capable of being provided in numerical form is annotated [NUM]. Information that shall be capable of being provided in Ambient form is annotated [AMB]. Where information is not annotated the information may be provided in any visual format. ] 


The IHD shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

[bookmark: _Ref463514602]Active Tariff Price [NUM]

The active Tariff Price for Consumption in Currency Units per kWh.

Cumulative Consumption [NUM]

1. Current Day cumulative Consumption;

Current Day cost to the Consumer of cumulative Consumption in Currency Units;

Current Week cumulative Consumption;

Current Week cost to the Consumer of cumulative Consumption in Currency Units;

Current month cumulative Consumption; and

[bookmark: _Ref321131816]Current month cost to the Consumer of cumulative Consumption in Currency Units.

Customer Identification Number [NUM]

A number issued to the IHD for display on the User Interface.

Debt [NUM]

Either Aggregate Debt or time-based and payment-based debt when ESME is operating in Prepayment Mode.

Debt Recovery Rate [NUM]

Either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when ESME is operating in Prepayment Mode.

[bookmark: _Ref366766339][bookmark: _Ref346697932]Emergency Credit Balance [NUM]

The Emergency Credit balance where Emergency Credit is activated in ESME (including a clear indication that the Emergency credit has been activated).

Historic Consumption

1. D-1 to D-8 historic Consumption;

D-1 to D-8 cost to the Consumer of historic Consumption in Currency Units;

W-1 to W-5 historic Consumption;

W-1 to W-5 cost to the Consumer of historic Consumption in Currency Units;

M-1 to M-13 historic Consumption; and

M-1 to M-13 cost to the Consumer of historic Consumption in Currency Units.

where: D-1 = current Day minus 1, D-2 = current Day minus 2, W-1 = current Week minus 1, M-1 = current month minus 1 etc.

Instantaneous Active Power Import [NUM]

A near real-time indication of the Active Power Import in kW and the cost to the Consumer of maintaining that Instantaneous Active Power Import for one hour.

Low Credit Alert

An indication that the combined Meter Balance [NUM](6.4.4.10) and Emergency Credit Balance(6.4.4.6) has fallen below a low credit threshold.

[bookmark: _Ref366766221][bookmark: _Ref346697914]Meter Balance [NUM]

The amount of money in Currency Units as determined by ESME.  If operating in Prepayment Mode, the Meter Balance represents ESME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance(6.4.4.6)).  If operating in Credit Mode, it represents ESME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

Payment Mode

The current mode of operation of ESME, being Prepayment Mode or Credit Mode.

Power Threshold Status [AMB]

An indication of the level of Active Power Import as high, medium or low.

[bookmark: _Meter_Balance_Updated][bookmark: _Meter_Balance_Last][bookmark: _Toc318388376][bookmark: _Toc320001912][bookmark: _Toc318388377][bookmark: _Toc320001913][bookmark: _Instantaneous_power_import:][bookmark: _Instantaneous_Power_Import][bookmark: _Low_Credit_Alert][bookmark: _Aggregate_Debt][bookmark: _Power_Threshold_Status][bookmark: _Toc318388378][bookmark: _Toc320001914][bookmark: _Toc318388379][bookmark: _Toc320001915][bookmark: _Toc318388380][bookmark: _Toc320001916][bookmark: _Toc318388381][bookmark: _Toc320001917][bookmark: _Electricity_Active_Tariff][bookmark: _Toc318388382][bookmark: _Toc320001918][bookmark: _Toc318388383][bookmark: _Toc320001919][bookmark: _Electricity_Aggregate_Debt][bookmark: _Toc318388384][bookmark: _Toc320001920][bookmark: _Toc318388385][bookmark: _Toc320001921][bookmark: _Electricity_Aggregate_Debt_1][bookmark: _Toc318388386][bookmark: _Toc320001922][bookmark: _Toc318388387][bookmark: _Toc320001923][bookmark: _Electricity_Cumulative_Consumption][bookmark: _Toc318388388][bookmark: _Toc320001924][bookmark: _Toc318388389][bookmark: _Toc320001925][bookmark: _Toc318388390][bookmark: _Toc320001926][bookmark: _Toc318388391][bookmark: _Toc320001927][bookmark: _Toc318388392][bookmark: _Toc320001928][bookmark: _Toc318388393][bookmark: _Toc320001929][bookmark: _Toc318388394][bookmark: _Toc320001930][bookmark: _Electricity_Emergency_Credit][bookmark: _Toc318388395][bookmark: _Toc320001931][bookmark: _Toc318388396][bookmark: _Toc320001932][bookmark: _Toc318388397][bookmark: _Toc320001933][bookmark: _Toc318388398][bookmark: _Toc320001934][bookmark: _Electricity_Historic_Consumption][bookmark: _Toc318388399][bookmark: _Toc320001935][bookmark: _Toc318388400][bookmark: _Toc320001936][bookmark: _Toc318388401][bookmark: _Toc320001937][bookmark: _Toc318388402][bookmark: _Toc320001938][bookmark: _Toc318388403][bookmark: _Toc320001939][bookmark: _Toc318388404][bookmark: _Toc320001940][bookmark: _Toc318388405][bookmark: _Toc320001941][bookmark: _Toc318388406][bookmark: _Toc320001942][bookmark: _Electricity_Low_Credit][bookmark: _Toc318388407][bookmark: _Toc320001943][bookmark: _Toc318388408][bookmark: _Toc320001944][bookmark: _Instantaneous_Import_Power_1][bookmark: _Toc318388409][bookmark: _Toc320001945][bookmark: _Toc318388410][bookmark: _Toc320001946][bookmark: _Toc318388411][bookmark: _Toc320001947][bookmark: _Electricity_Meter_Balance][bookmark: _Toc318388412][bookmark: _Toc320001948][bookmark: _Toc318388413][bookmark: _Toc320001949][bookmark: _Electricity_Meter_Balance_1][bookmark: _Toc318388414][bookmark: _Toc320001950][bookmark: _Toc318388415][bookmark: _Toc320001951][bookmark: _Toc318388416][bookmark: _Toc320001952][bookmark: _Toc318388417][bookmark: _Toc320001953][bookmark: _Toc318388418][bookmark: _Toc320001954][bookmark: _Toc318388419][bookmark: _Toc320001955][bookmark: _Toc320001956][bookmark: _Ref320205451][bookmark: _Toc341816694][bookmark: _Toc343775375][bookmark: _Toc366852737][bookmark: _Toc389118111][bookmark: _Toc404159702]Security

General

The IHD shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

[bookmark: _Ref321131694]Communications

The IHD shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface; 

Consumption data used for billing whilst being transferred via an Interface; and

Security Credentials whilst being transferred via an interface.

[bookmark: _Toc313956260][bookmark: _Toc313956363][bookmark: _Toc313956466][bookmark: _Toc313956261][bookmark: _Toc313956364][bookmark: _Toc313956467][bookmark: _Toc313956262][bookmark: _Toc313956365][bookmark: _Toc313956468][bookmark: _Toc313956263][bookmark: _Toc313956366][bookmark: _Toc313956469][bookmark: _Toc313956264][bookmark: _Toc313956367][bookmark: _Toc313956470][bookmark: _Toc313956265][bookmark: _Toc313956368][bookmark: _Toc313956471][bookmark: _Toc313956266][bookmark: _Toc313956369][bookmark: _Toc313956472][bookmark: _Toc313956268][bookmark: _Toc313956371][bookmark: _Toc313956474][bookmark: _Toc313956270][bookmark: _Toc313956373][bookmark: _Toc313956476][bookmark: _Toc313956272][bookmark: _Toc313956375][bookmark: _Toc313956478][bookmark: _Toc313956275][bookmark: _Toc313956378][bookmark: _Toc313956481][bookmark: _Toc313956276][bookmark: _Toc313956379][bookmark: _Toc313956482][bookmark: _Toc313956277][bookmark: _Toc313956380][bookmark: _Toc313956483][bookmark: _Toc313956278][bookmark: _Toc313956381][bookmark: _Toc313956484][bookmark: _Toc313956279][bookmark: _Toc313956382][bookmark: _Toc313956485][bookmark: _Toc313956280][bookmark: _Toc313956383][bookmark: _Toc313956486][bookmark: _Toc313956281][bookmark: _Toc313956384][bookmark: _Toc313956487][bookmark: _Toc313956283][bookmark: _Toc313956386][bookmark: _Toc313956489][bookmark: _Toc313956289][bookmark: _Toc313956392][bookmark: _Toc313956495][bookmark: _Toc319334325][bookmark: _Toc320001957][bookmark: _Toc341816695][bookmark: _Toc343775376][bookmark: _Ref366079896][bookmark: _Toc366852738][bookmark: _Ref386532310][bookmark: _Toc389118112][bookmark: _Toc404159703][bookmark: _Toc456794375][bookmark: _Toc41992344][bookmark: _Ref315183189]Interface Requirements

[bookmark: _Toc320001958]This Section describes the minimum required interactions which the IHD shall be capable of undertaking with ESME and / or a Gas Proxy Function as appropriate via its HAN Interface.

[bookmark: _Toc320001959][bookmark: _Toc341816696][bookmark: _Toc343775377][bookmark: _Toc366852739][bookmark: _Toc389118113][bookmark: _Toc404159704][bookmark: _Toc319334326]Receipt of information via the HAN Interface 

The IHD shall be capable, immediately upon establishment of a Communications Link with ESME and / or a Gas Proxy Function (as set out in Section 6.4.1.1) of (as relevant):

1. receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements described in Section 6.4.2;

receiving information (and timely updates of any changes to the information thereafter) required to meet the display requirements described in Section 6.4.3; and

receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements described in Section 6.4.4.

[bookmark: _Toc320001960][bookmark: _Toc320001961][bookmark: _Toc320001962][bookmark: _Toc320001963][bookmark: _Toc313956497][bookmark: _Toc313956292][bookmark: _Toc313956395][bookmark: _Toc313956498][bookmark: _Toc313956294][bookmark: _Toc313956397][bookmark: _Toc313956500][bookmark: _Toc313956296][bookmark: _Toc313956399][bookmark: _Toc313956502][bookmark: _Toc313956299][bookmark: _Toc313956402][bookmark: _Toc313956505][bookmark: _Toc313956300][bookmark: _Toc313956403][bookmark: _Toc313956506][bookmark: _Toc313956301][bookmark: _Toc313956404][bookmark: _Toc313956507][bookmark: _Toc313956302][bookmark: _Toc313956405][bookmark: _Toc313956508][bookmark: _Toc313956303][bookmark: _Toc313956406][bookmark: _Toc313956509][bookmark: _Toc313956306][bookmark: _Toc313956409][bookmark: _Toc313956512][bookmark: _Toc313956308][bookmark: _Toc313956411][bookmark: _Toc313956514][bookmark: _Toc313956309][bookmark: _Toc313956412][bookmark: _Toc313956515][bookmark: _Toc313956310][bookmark: _Toc313956413][bookmark: _Toc313956516][bookmark: _Toc320001964][bookmark: _Toc320001965][bookmark: _Toc320001966][bookmark: _Toc320001967][bookmark: _Toc320001968][bookmark: _Toc320001969][bookmark: _Toc320001970][bookmark: _Toc320001971][bookmark: _Toc320001972][bookmark: _Toc320001973][bookmark: _Toc320001974][bookmark: _Toc320001975][bookmark: _Toc320001976][bookmark: _Toc320001977][bookmark: _Toc320001978][bookmark: _Toc320001979][bookmark: _Toc320001980][bookmark: _Toc320001981][bookmark: _Toc320001982][bookmark: _Toc320001983][bookmark: _Toc320001984][bookmark: _Toc320001985][bookmark: _Toc320001986][bookmark: _Toc320001987][bookmark: _Toc320001988][bookmark: _Toc320001989][bookmark: _Toc320001990][bookmark: _Toc320001991][bookmark: _Toc320001992][bookmark: _Toc320001993][bookmark: _Toc320001994][bookmark: _Toc320001995][bookmark: _Toc320001997][bookmark: _Toc313956316][bookmark: _Toc313956419][bookmark: _Toc313956522][bookmark: _Toc313956317][bookmark: _Toc313956420][bookmark: _Toc313956523][bookmark: _Toc313956318][bookmark: _Toc313956421][bookmark: _Toc313956524][bookmark: _Toc313956322][bookmark: _Toc313956425][bookmark: _Toc313956528][bookmark: _Toc313956324][bookmark: _Toc313956427][bookmark: _Toc313956530][bookmark: _Toc313956325][bookmark: _Toc313956428][bookmark: _Toc313956531][bookmark: _Toc313956327][bookmark: _Toc313956430][bookmark: _Toc313956533][bookmark: _Toc313956329][bookmark: _Toc313956432][bookmark: _Toc313956535][bookmark: _Toc313956331][bookmark: _Toc313956434][bookmark: _Toc313956537][bookmark: _Toc313956334][bookmark: _Toc313956437][bookmark: _Toc313956540][bookmark: _Toc313956340][bookmark: _Toc313956443][bookmark: _Toc313956546][bookmark: _Toc313956344][bookmark: _Toc313956447][bookmark: _Toc313956550][bookmark: _Toc313956345][bookmark: _Toc313956448][bookmark: _Toc313956551][bookmark: _Active_Tariff_Rate][bookmark: _Toc319250833][bookmark: _Toc320001998][bookmark: _Toc341816697][bookmark: _Toc343775378][bookmark: _Ref366079912][bookmark: _Toc366852740][bookmark: _Toc389118114][bookmark: _Toc404159705][bookmark: _Toc456794376][bookmark: _Toc41992345]Data requirements

This Section describes the minimum information which the IHD shall be capable of holding in its Data Store.

[bookmark: _Toc319250834][bookmark: _Toc320001999][bookmark: _Toc341816698][bookmark: _Toc343775379][bookmark: _Toc366852741][bookmark: _Toc389118115][bookmark: _Toc404159706]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref320622867]IHD Identifier

A globally unique identifier used to identify the IHD based on the EUI-64 Institute of Electrical and Electronic Engineers standard. 

[bookmark: _Toc345500002][bookmark: _Toc366852742][bookmark: _Toc389118116][bookmark: _Toc404159707][bookmark: _Ref405369158][bookmark: _Ref409703268][bookmark: _Ref409703285][bookmark: _Toc456794377][bookmark: _Toc41992346]Prepayment Interface Device Technical Specifications Version 4.2

[bookmark: _Toc386559403][bookmark: _Toc391462986][bookmark: _Toc391464753][bookmark: _Toc389067562][bookmark: _Toc389118117][bookmark: _Toc365037242][bookmark: _Toc366852743][bookmark: _Toc389118118][bookmark: _Toc404159708][bookmark: _Toc456794378][bookmark: _Toc41992347]Overview

Section 7 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of a Prepayment Interface Device (PPMID), where it is maintained by a Supplier in accordance with standard condition 46 of the gas supply licence and / or standard condition 52 of the electricity supply licence.

[bookmark: _Toc366852744][bookmark: _Toc389118119][bookmark: _Toc404159709][bookmark: _Toc456794379][bookmark: _Toc41992348][bookmark: _Toc365037243]SMETS Testing and Certification Requirements 

[bookmark: _Toc365037244][bookmark: _Toc366852745][bookmark: _Toc404159710]Conformance with the SMETS

A PPMID shall have been tested to ensure that it meets the requirements described in this Section 7, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc365037245][bookmark: _Toc366852746][bookmark: _Toc389118120][bookmark: _Toc404159711]Conformance with the Great Britain Companion Specification 

A PPMID shall meet the requirements described in the Great Britain Companion Specification.

A PPMID shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc386559408][bookmark: _Toc391462990][bookmark: _Toc391464757][bookmark: _Toc389067566][bookmark: _Toc389118121][bookmark: _Toc365037247][bookmark: _Toc366852748][bookmark: _Toc389118122][bookmark: _Toc404159712][bookmark: _Toc456794380][bookmark: _Toc41992349]Physical Requirements

A PPMID shall as a minimum include the following components:

1. a Data Store;

a HAN Interface; 

a User Interface; and

1. when capable of operating within Sub GHz Bands, a Timer.

A PPMID shall:

1. permanently display the PPMID Identifier(7.6.1.1) on the PPMID; and

have a Secure Perimeter. 

The HAN Interface of a PPMID shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Sections 7.5.1, 7.5.2, 7.5.4 and 7.5.5.

The PPMID shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Security Credentials;

Cryptographic Algorithms; and

Firmware and data essential for ensuring its integrity,

stored or executing on the PPMID.

The PPMID shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals;

and where reasonably practicable:

generating and sending an Alert to that effect via its HAN Interface.

When operating within Sub GHz Bands, the PPMID shall:

1. be capable of supporting Frequency Agility;

not exceed a transmit power of 25 mW; and

not exceed a duty cycle of 0.35%.

[bookmark: _Toc365037248][bookmark: _Toc365037249][bookmark: _Toc366852749][bookmark: _Toc389118123][bookmark: _Toc404159713][bookmark: _Toc456794381][bookmark: _Toc41992350]Functional Requirements 

This Section describes the minimum functions that a PPMID shall be capable of performing.

[bookmark: _Toc365986043][bookmark: _Toc366240851][bookmark: _Toc366241020][bookmark: _Toc366241868][bookmark: _Toc366245311][bookmark: _Toc366739893][bookmark: _Toc366740054][bookmark: _Toc366741397][bookmark: _Toc366741558][bookmark: _Toc366741719][bookmark: _Toc366850128][bookmark: _Toc366850287][bookmark: _Toc366852751][bookmark: _Toc365037251][bookmark: _Toc366852752][bookmark: _Toc389118124][bookmark: _Toc404159714]Communications 

A PPMID shall be capable of establishing Communications Links via its HAN Interface.

A PPMID shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 7.4.7.4.

When any Command addressed to the PPMID is received via any Communications Link the PPMID shall be capable of:

1. [bookmark: _Ref365381541]using the Security Credentials the PPMID holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 7.4.7.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref365381553]verifying the integrity of the Command. 

On failure of any of (i) to (iii) above, the PPMID shall be capable of discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

Where the Command is not due to be executed immediately, the PPMID shall be capable of generating and sending a Response via its HAN Interface to confirm its successful receipt.

A PPMID shall only be capable of addressing a Response to the sender of the relevant Command.

[bookmark: _Ref345498345]Communications Links with ESME, GSME and Gas Proxy Function via the HAN interface 

A PPMID shall be capable of establishing Communications Links via its HAN Interface with a minimum of one ESME, one GSME and one Gas Proxy Function. 

A PPMID shall only be capable of establishing Communications Links via its HAN Interface with GSME and ESME with Security Credentials in the Device Log(7.6.3.1).

In establishing any Communications Link via its HAN Interface, the PPMID shall be capable of using its Security Credentials to enable it to be Authenticated.

A PPMID shall be capable of supporting the following types of Communications Links: 

1. [bookmark: _Ref365381458]receiving Price and Consumption information from ESME; 

receiving Price and Consumption information from a Gas Proxy Function;

generating and sending the Commands (set out in Section 7.5.4) to GSME; and

[bookmark: _Ref365381474]generating and sending the Commands (set out in Section 7.5.5) to ESME.

A PPMID shall be capable of detecting a failure of a Communications Link and on detection of a failure, shall be capable of clearing or suitably annotating the information displayed on its User Interface (set out in Sections 7.4.5 and 7.4.6) to indicate that the information may be out of date.

[bookmark: _Toc389118125][bookmark: _Toc404159715]Data storage

A PPMID shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc389118126][bookmark: _Toc404159716][bookmark: _Ref345589273][bookmark: _Ref345589376][bookmark: _Toc365037252][bookmark: _Toc366852753]Debt to Clear Calculations

[bookmark: _Ref435533137]Debt to Clear GSME

If the Meter Balance(4.6.5.11) is equal to or below the Disablement Threshold(4.6.4.12) a PPMID shall be capable of maintaining a calculation of the Debt to Clear based on:

1. [bookmark: _Ref405379218]the difference between the Meter Balance(4.6.5.11) and the Disablement Threshold(4.6.4.12);

[bookmark: _Ref405379224]amount of debt accumulated in the Accumulated Debt Register(4.6.5.1); 

[bookmark: _Ref405379231]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (i), (ii) and (iii) (as defined by Debt Recovery per Payment(4.6.4.8) taking account of the amount remaining in the Payment Debt Register(4.6.5.13), the payment-based debt payments in the Billing Data Log(4.6.5.3) and the Debt Recovery Rate Cap(4.6.4.10)).

[bookmark: _Ref435533149]Debt to Clear ESME

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) a PPMID shall be capable of maintaining a calculation of the Debt to Clear based on:

1. [bookmark: _Ref409528488]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref409528499]amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref409528505]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (i), (ii) and (iii) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.7.5.10) and the Debt Recovery Rate Cap [INFO](5.7.4.13)).

[bookmark: _Toc389118127][bookmark: _Toc404159717]General Information

A PPMID shall be capable immediately upon establishment of a Communications Link with an ESME and a Gas Proxy Function (as set out in Section 7.4.1.1), of displaying the following up to date information on its User Interface, and displaying updates of any changes to the information every 10 seconds thereafter.

The PPMID shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

Connection Link Quality

The signal strength of its HAN Interface.

Local Time

The UTC date and time adjusted for British Summer Time.

[bookmark: _Ref345589309][bookmark: _Ref345589385][bookmark: _Toc365037253][bookmark: _Toc366852754][bookmark: _Toc389118128][bookmark: _Toc404159718]Information Pertaining to the Supply of Gas to the Premises 

A PPMID shall be capable immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 7.4.1.1), of displaying the following up to date information on its User Interface, and displaying timely updates of any changes to the information thereafter:

1. the Active Tariff Price(4.6.5.2);

the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated);

whether Emergency Credit is available for activation on GSME;

any low credit condition;

the Meter Balance(4.6.5.11);

the Debt to Clear;

whether GSME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar(4.6.4.20) (as set out in Section 4.4.7.2);

either Aggregate Debt or time-based and payment-based debts when GSME is operating in Prepayment Mode;

either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when GSME is operating in Prepayment Mode;

any Standing Charge(4.6.4.23);

the Contact Details(4.6.4.4); and

the Supply State(4.6.5.18).

[bookmark: _Ref345589321][bookmark: _Ref347824571][bookmark: _Toc365037254][bookmark: _Toc366852755][bookmark: _Toc389118129][bookmark: _Toc404159719]Information Pertaining to the Supply of Electricity to the Premises 

A PPMID shall be capable, upon establishment of a Communications Link with ESME (as set out in Section 7.4.1.1), of displaying the following information on its User Interface, and displaying updates of any changes to the information every 10 seconds thereafter:

1. the Active Tariff Price [INFO](5.7.5.5);

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated);

whether Emergency Credit is available for activation on ESME;

any low credit condition;

the Meter Balance [INFO](5.7.5.22);

the Debt to Clear when ESME is operating in Prepayment Mode;

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.5.7.2);

either Aggregate Debt or time-based and payment-based debts when ESME is operating in Prepayment Mode;

either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when ESME is operating in Prepayment Mode;

any Standing Charge [INFO](5.7.4.42); 

Contact Details [INFO](5.7.4.8); and

the Supply State [INFO](5.7.5.32).

[bookmark: _Toc365037255][bookmark: _Toc366852756][bookmark: _Toc389118130][bookmark: _Toc404159720]Security 

[bookmark: _Ref435533173]General 

A PPMID shall be designed taking all reasonable steps to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link. 

[bookmark: _Ref345498150]Security Credentials 

PPMID Private Keys 

The PPMID shall be capable of securely storing Private Keys. 

The PPMID shall be capable of securely storing Key Agreement values.

Public Key Certificates 

The PPMID shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 7.5.2.4. 

During the replacement of any PPMID Security Credentials(7.6.3.2) (as set out in Section 7.5.2.4), the PPMID shall be capable of ensuring that the PPMID Security Credentials(7.6.3.2) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref359333733]Role Based Access Control (RBAC) 

The PPMID shall be capable of restricting Authorisation to execute Commands according to Role permissions.

[bookmark: _Ref347834982]Cryptographic Algorithms 

The PPMID shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and generating any Command or Response or Alert, the PPMID shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing; 

Digital Signature verification;

Hashing; and

Message Authentication.

[bookmark: _Ref347843585]Communications 

A PPMID shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of: 

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface; 

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface.

[bookmark: _Toc365037256][bookmark: _Toc366852757][bookmark: _Toc389118131][bookmark: _Toc404159721][bookmark: _Toc456794382][bookmark: _Toc41992351]Interface Requirements 

This Section describes the minimum required interactions which a PPMID shall be capable of undertaking with ESME, GSME and a Gas Proxy Function as appropriate via its HAN Interface. 

[bookmark: _Toc365037257][bookmark: _Toc366852758][bookmark: _Ref386532563][bookmark: _Ref386532823][bookmark: _Toc389118132][bookmark: _Toc404159722]Receipt of Information via the HAN Interface 

A PPMID shall be capable, immediately upon establishment of a Communications Link with ESME and a Gas Proxy Function (as set out in Section 7.4.1.1) of:

1. receiving information required to meet the display requirements set out in Section 7.4.3;

receiving information (and timely updates of any changes to the information thereafter) required to meet the display requirements set out in Section 7.4.5; and

receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements set out in Section 7.4.6.

[bookmark: _Ref347839276][bookmark: _Toc365037258][bookmark: _Toc366852759][bookmark: _Toc389118133][bookmark: _Toc404159723]HAN Interface Commands

A PPMID shall be capable of executing immediately the Commands set out in this Section 7.5.2 following their receipt via its HAN Interface.

Add Device Security Credentials 

A Command to add Security Credentials for ESME or GSME to the Device Log(7.6.3.1).

In executing the Command, a PPMID shall be capable of verifying the Security Credentials.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 7.6.3.

[bookmark: _Ref347839150]In executing the Command, a PPMID shall be capable of sending such value(s) in a Response via its HAN Interface.

Remove Device Security Credentials

A Command to remove Security Credentials for ESME or GSME from the Device Log(7.6.3.1).

[bookmark: _Ref359508754]Replace PPMID Security Credentials 

A Command to replace PPMID Security Credentials(7.6.3.2) held within the PPMID.

In executing the Command the PPMID shall be capable of maintaining the Command’s Transactional Atomicity.

[bookmark: _Toc365037259][bookmark: _Ref365454047][bookmark: _Toc366852760][bookmark: _Toc389118134][bookmark: _Toc404159724]User Interface Commands

A PPMID shall be capable of executing immediately the Commands set out in this Section 7.5.3 following their receipt via its User Interface.

Activate ESME Emergency credit

A Command to issue a Request Emergency Credit Activation(7.5.5.1) to ESME.

Activate GSME Emergency credit

A Command to issue a Request Emergency Credit Activation(7.5.4.1) to GSME.

Add Credit to ESME

A Command to generate and issue a Request to Add Credit(7.5.5.2) when ESME is operating in Prepayment Mode on input of a UTRN.

Add Credit to GSME

A Command to generate and issue a Request to Add Credit(7.5.4.2) when GSME is operating in Prepayment Mode on input of a UTRN.

Enable ESME Supply

A Command to issue a Request to Enable ESME Supply(7.5.5.3) to ESME.

[bookmark: _Ref354388469][bookmark: _Toc365037260][bookmark: _Toc366852761][bookmark: _Toc389118135][bookmark: _Toc404159725]HAN Interface Commands issued by PPMID to GSME 

A PPMID shall be capable of generating and issuing to GSME the Commands set out in this Section 7.5.4.

[bookmark: _Ref354147062]Request Emergency Credit Activation

A Command requesting that GSME Activates Emergency Credit.

[bookmark: _Ref354147166]Request to Add Credit

A Command including a UTRN requesting that GSME accepts Credit.

[bookmark: _Ref354388485][bookmark: _Toc365037261][bookmark: _Toc366852762][bookmark: _Toc389118136][bookmark: _Toc404159726]HAN Interface Commands issued by PPMID to ESME 

A PPMID shall be capable of generating and issuing to ESME the Commands set out in this Section 7.5.5.

[bookmark: _Ref354146990]Request Emergency Credit Activation

A Command requesting that ESME Activates Emergency Credit.

[bookmark: _Ref354147121]Request to Add Credit

A Command including a UTRN requesting that ESME accepts credit.

[bookmark: _Ref354147225]Request to Enable ESME Supply

A Command requesting that ESME Enables Supply.

[bookmark: _Toc365037262][bookmark: _Toc366852763][bookmark: _Toc389118137][bookmark: _Toc404159727][bookmark: _Toc456794383][bookmark: _Toc41992352]Data Requirements 

This Section describes the minimum information which a PPMID shall be capable of holding in its Data Store.

[bookmark: _Ref354403361][bookmark: _Toc365037263][bookmark: _Toc366852764][bookmark: _Toc389118138][bookmark: _Toc404159728]Constant data 

Data that shall remain constant and unchangeable at all times.

[bookmark: _Ref345495980]PPMID Identifier 

A globally unique identifier used to identify the PPMID based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

[bookmark: _Toc346787612][bookmark: _Toc365037264][bookmark: _Toc366852765][bookmark: _Toc389118139][bookmark: _Toc404159729][bookmark: _Ref435533200]This Section is not used

[bookmark: _Ref350927320][bookmark: _Toc365037265][bookmark: _Toc366852766][bookmark: _Toc389118140][bookmark: _Toc404159730]Configuration data 

Data that configures the operation of various functions of the PPMID.

[bookmark: _Ref347839369]Device Log

The Security Credentials and Device identity details for each of the Devices with which the PPMID can communicate.

[bookmark: _Ref365037016]PPMID Security Credentials

The Security Credentials for the PPMID and parties Authorised to interact with it. 

[bookmark: _Ref373933505][bookmark: _Toc366852767][bookmark: _Toc389118141][bookmark: _Toc404159731][bookmark: _Toc456794384][bookmark: _Toc41992353]HAN Connected Auxiliary Load Control Switch Technical Specifications Version 4.2

[bookmark: _Toc368563441][bookmark: _Toc366245303][bookmark: _Toc371599058][bookmark: _Toc389118142][bookmark: _Toc404159732][bookmark: _Toc456794385][bookmark: _Toc41992354]Overview

Section 8 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of a HAN Connected Auxiliary Load Control Switch (HCALCS), where it is maintained by a Supplier in accordance with standard condition 52 of the electricity supply licence.

[bookmark: _Toc389118143][bookmark: _Toc404159733][bookmark: _Toc456794386][bookmark: _Toc41992355]SMETS Testing and Certification Requirements

[bookmark: _Toc389118144][bookmark: _Toc404159734]Conformance with the SMETS

An HCALCS shall have been tested to ensure that it meets the requirements described in this Section 8, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc389118145][bookmark: _Toc404159735]Conformance with the Great Britain Companion Specification 

An HCALCS shall meet the requirements described in the Great Britain Companion Specification.

An HCALCS shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc389118146][bookmark: _Toc404159736][bookmark: _Ref435533225]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

An HCALCS shall meet the requirements described in the Commercial Product Assurance Security Characteristic Smart Metering - HAN Connected Auxiliary Load Control Switch.

An HCALCS shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Smart Metering - HAN Connected Auxiliary Load Control Switch.

[bookmark: _Toc368563442][bookmark: _Toc366245308][bookmark: _Toc371599059][bookmark: _Toc389118147][bookmark: _Toc404159737][bookmark: _Toc456794387][bookmark: _Toc41992356]Physical Requirements

An HCALCS shall as a minimum include the following components: 

1. a HAN Interface; 

a Data Store;

an Auxiliary Load Control Switch; and

a Timer.

An HCALCS shall: 

permanently display the HCALCS Identifier(8.6.1.1) on the HCALCS.

The HAN Interface of an HCALCS shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Sections 8.5.1 and 8.5.2.

An HCALCS shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications that could compromise the Confidentiality and / or Data Integrity of:

Security Credentials;

Cryptographic Algorithms; and

Firmware and data essential for ensuring its integrity,

stored or executing on the HCALCS.

When operating within Sub GHz Bands, the HCALCS shall:

be capable of supporting Frequency Agility; and

not exceed a transmit power of 25 mW.

[bookmark: _Toc368563443][bookmark: _Toc366245309][bookmark: _Toc371599060][bookmark: _Toc389118148][bookmark: _Toc404159738][bookmark: _Toc456794388][bookmark: _Toc41992357]Functional Requirements 

This Section defines the minimum functions that an HCALCS shall be capable of performing.

[bookmark: _Toc365986042][bookmark: _Toc366240850][bookmark: _Toc366241019][bookmark: _Toc366241867][bookmark: _Toc366245310][bookmark: _Toc368563444][bookmark: _Toc371599061][bookmark: _Toc389118149][bookmark: _Toc404159739]Timer

[bookmark: _Toc368563445]The Timer shall be capable of measuring a configurable period of up to 24 hours with a minimum resolution of 1 minute.

[bookmark: _Toc371599062][bookmark: _Toc389118150][bookmark: _Toc404159740]Communications 

An HCALCS shall be capable of establishing Communications Links via its HAN Interface.

An HCALCS shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 8.4.4.4.

When any Command addressed to the HCALCS is received via any Communications Link the HCALCS shall be capable of:

1. using the Security Credentials the HCALCS holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 8.4.4.2.3 that the sender of the Command is Authorised to execute the Command; and

verifying the integrity of the Command. 

On failure of any of (i) to (iii) above, the HCALCS shall be capable of discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

An HCALCS shall only be capable of addressing a Response to the sender of the relevant Command.

Communications Links with ESME via the HAN interface 

An HCALCS shall be capable of establishing Communications Links via its HAN Interface with one ESME. 

An HCALCS shall only be capable of establishing Communications Links via its HAN Interface with one ESME with Security Credentials in the Device Log(8.6.2.1).

In establishing the Communications Link, the HCALCS shall be capable of using its own, unique Security Credentials to enable it to be Authenticated by the ESME. 

The HCALCS shall be capable of supporting the following types of Communications Links: 

1. receiving HAN Interface Commands (set out in Section 8.5.1) from ESME; and

sending the Commands (set out in Section 8.5.1.6) to ESME.

[bookmark: _Toc389118151][bookmark: _Toc404159741]Data storage

An HCALCS shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc349823795][bookmark: _Toc353181979][bookmark: _Toc349823797][bookmark: _Toc353181981][bookmark: _Toc349823799][bookmark: _Toc353181983][bookmark: _Toc349823800][bookmark: _Toc353181984][bookmark: _Toc349823809][bookmark: _Toc353181993][bookmark: _Toc349823813][bookmark: _Toc353181997][bookmark: _Toc349823814][bookmark: _Toc353181998][bookmark: _Toc349823815][bookmark: _Toc353181999][bookmark: _Toc349823817][bookmark: _Toc353182001][bookmark: _Toc349823821][bookmark: _Toc353182005][bookmark: _Toc349823837][bookmark: _Toc353182021][bookmark: _Toc349823838][bookmark: _Toc353182022][bookmark: _Toc349823840][bookmark: _Toc353182024][bookmark: _Toc349823844][bookmark: _Toc353182028][bookmark: _Toc349823846][bookmark: _Toc353182030][bookmark: _Toc368563446][bookmark: _Toc366245316][bookmark: _Toc371599063][bookmark: _Toc389118152][bookmark: _Toc404159742]Security 

General 

An HCALCS shall be designed taking all reasonable steps to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link. 

An HCALCS shall be capable of securely disabling Critical Commands other than those Commands set out in Section 8.5 that are Critical Commands.

Security Credentials 

HCALCS Private Keys 

The HCALCS shall be capable of securely storing Private Keys. 

The HCALCS shall be capable of securely storing Key Agreement values. 

Public Key Certificates 

The HCALCS shall be capable of securely storing Security Credentials from Public Key Certificates including for use in the Cryptographic Algorithms as set out in Section 8.4.4.3. 

During any replacement of HCALCS Security Credentials(8.6.2.2) (as set out in Section 8.5.1.3) the HCALCS shall be capable of ensuring that the HCALCS Security Credentials(8.6.2.2) being replaced remain usable until the successful completion of the replacement. 

[bookmark: _Ref366831333]Role Based Access Control (RBAC) 

The HCALCS shall be capable of restricting Authorisation to execute Commands according to Role permissions. 

[bookmark: _Ref391285625][bookmark: _Ref389066434]Cryptographic Algorithms 

The HCALCS shall be capable of supporting the following Cryptographic Algorithms: 

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256. 

In creating any Command, the HCALCS shall be capable of applying Cryptographic Algorithms (alone or in combination) for: 

Digital Signature verification;

Hashing; and

Message Authentication.

[bookmark: _Ref391287256][bookmark: _Ref389116846]Communications 

An HCALCS shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of: 

1. Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface. 

[bookmark: _Ref368407722][bookmark: _Toc368563447][bookmark: _Toc366245317][bookmark: _Toc371599064][bookmark: _Toc389118153][bookmark: _Toc404159743][bookmark: _Toc456794389][bookmark: _Toc41992358]Interface Requirements 

This Section sets out the minimum required interactions which an HCALCS shall be capable of undertaking with ESME via its HAN Interface.

[bookmark: _Ref363551680][bookmark: _Toc368563448][bookmark: _Toc371599065][bookmark: _Toc389118154][bookmark: _Toc404159744][bookmark: _Ref353261366]HAN Interface Commands 

An HCALCS shall be capable of executing immediately the Commands set out in this Section following their receipt via its HAN Interface.

[bookmark: _Ref353197163][bookmark: _Ref349653046]Add Device Security Credentials

A Command to add Security Credentials for ESME to the Device Log(8.6.2.1).

In executing the Command, the HCALCS shall be capable of verifying the Security Credentials.

[bookmark: _Ref362605368]Control HAN Connected Auxiliary Load Control Switch

A Command to control the HCALCS, for the time period specified within the Command.

In executing the Command, the HCALCS shall be capable of:

1. performing the specified control operation for the specified time period;

send a Response detailing the Outcome via its HAN Interface; and

at the end of the control time period, issuing a Request Control of HAN Connected Auxiliary Load Control Switch(8.5.2.1) to the ESME.

When not subject to control through this Command, the HCALCS shall default its state to open.

[bookmark: _Ref366831958]Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 8.6.2.

In executing the Command, the HCALCS shall be capable of sending such value(s) in a Response via its HAN Interface.

Remove Device Security Credentials

A Command to remove Security Credentials for an ESME from the Device Log(8.6.2.1).

Replace HCALCS Security Credentials

A Command to replace HCALCS Security Credentials(8.6.2.2) held within the HCALCS. 

In executing the Command the HCALCS shall be capable of maintaining the Command’s Transactional Atomicity. 

[bookmark: _Toc366245320][bookmark: _Ref350523642][bookmark: _Toc368563449][bookmark: _Ref353176631]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 8.6.2.

[bookmark: _Toc371599066][bookmark: _Ref391287146][bookmark: _Ref389116595][bookmark: _Toc389118155][bookmark: _Toc404159745][bookmark: _Ref456767285]HAN Interface Commands issued by an HCALCS to ESME

[bookmark: _Toc349823850][bookmark: _Toc353182035][bookmark: _Toc349823855][bookmark: _Toc353182039][bookmark: _Toc349823857][bookmark: _Toc353182041][bookmark: _Toc349823859][bookmark: _Toc353182043][bookmark: _Toc349823861][bookmark: _Toc353182045][bookmark: _Toc349823864][bookmark: _Toc353182048][bookmark: _Toc349823866][bookmark: _Toc353182050][bookmark: _Toc349823868][bookmark: _Toc353182052]An HCALCS shall be capable of issuing the Commands set out in this Section, receiving corresponding Responses and, where required by a Response, taking the required actions.

[bookmark: _Ref353176351][bookmark: _Ref362523172][bookmark: _Ref368570456]Request Control of HAN Connected Auxiliary Load Control Switch

A Command requesting that the ESME issues an updated Control HAN Connected Auxiliary Load Control Switch(5.6.4.1) Command.

An HCALCS shall be capable of issuing this Command after completing the execution of a Control HAN Connected Auxiliary Load Control Switch(8.5.1.2).

[bookmark: _Toc368563450][bookmark: _Toc366245323][bookmark: _Toc371599067][bookmark: _Toc389118156][bookmark: _Toc404159746][bookmark: _Toc456794390][bookmark: _Toc41992359]Data Requirements

This Section describes the minimum information which an HCALCS is to be capable of holding in its Data Store.

[bookmark: _Toc366245324][bookmark: _Toc368563451][bookmark: _Toc371599068][bookmark: _Toc389118157][bookmark: _Toc404159747]Constant Data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref375220143]HCALCS Identifier

A globally unique identifier used to identify the HCALCS based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

[bookmark: _Toc349823873][bookmark: _Toc353182057][bookmark: _Toc349823874][bookmark: _Toc353182058][bookmark: _Toc366245326][bookmark: _Toc368563452][bookmark: _Ref369092516][bookmark: _Ref369097132][bookmark: _Toc371599069][bookmark: _Ref375143327][bookmark: _Toc389118158][bookmark: _Toc404159748]Configuration Data

Data that configures the operation of functions of the HCALCS.

[bookmark: _Ref391285892][bookmark: _Ref389116939]Device Log

The Security Credentials and Device identity details for the ESME with which HCALCS can communicate.

[bookmark: _Toc349823877][bookmark: _Toc353182061][bookmark: _Ref391285746][bookmark: _Ref389117107]HCALCS Security Credentials

The Security Credentials for the HCALCS and parties Authorised to interact with it. 

[bookmark: _Toc386559445][bookmark: _Toc391463029][bookmark: _Toc391464796][bookmark: _Toc386559444][bookmark: _Toc389067604][bookmark: _Toc389118159][bookmark: _Toc389067605][bookmark: _Toc389118160][bookmark: _Toc320027832][bookmark: _Toc343775380][bookmark: _Toc366852768][bookmark: _Toc389118161][bookmark: _Toc404159749][bookmark: _Toc456794391][bookmark: _Toc41992360]Glossary Version 4.2

[bookmark: _Toc312157608]Active Energy

The integral with respect to time of the Active Power in units of watt-hours (Wh) or standard multiples thereof (for example, kWh).

Active Power

The product of voltage and the in-phase component of alternating current measured in units of watts (W) or standard multiples thereof (for example, kW).

Aggregate Debt

The sum of all time-based and payment-based debt registers on ESME or GSME operating in Prepayment Mode.

Aggregate Debt Recovery Rate

The sum of the Time-based Debt Recovery rates on ESME or GSME operating in Prepayment Mode.

Alarm

A short-lived audible signal.

Alert

[bookmark: _Toc312157614]A message generated by a Device including in response to a problem or the risk of a potential problem.

Ambient

[bookmark: _Cryptographic_Algorithm]The representation of information in a form that can be understood at a glance.

Arm

To establish a state whereby Supply will be Enabled in response to a Command to Enable Supply; ‘Armed’ and ‘Arming’ shall be construed accordingly.

Authentication

The method used to confirm the identity of entities or Devices wishing to communicate and ‘Authenticated’ and ‘Authenticity’ shall be construed accordingly.

Authorisation

The process of granting access to a resource and ‘Authorised’ shall be construed accordingly.

Auxiliary Load Control Switch (ALCS)

A switch or other means of controlling a load on the Supply.

Battery

A component that produces electricity from a chemical reaction.

Block Counter

Storage for recording Consumption for the purposes of combined Time-of-use and Block Pricing.

Block Pricing

A pricing scheme used in conjunction with Time-of-use Pricing where Price varies based on Consumption over a given time period.

Block Register

A Tariff Register for recording Consumption for the purposes of combined Time-of-use and Block Pricing.

Block Tariff

A Tariff for Block Pricing.

Certificate

An electronic document that binds an identity, and possibly other information, to a Public Key.

Certificate Signing Request

A message requesting the issue of a Certificate by a Certification Authority.

Certification Authority (CA)

A trusted entity which issues Certificates.

Clock

A timing mechanism that has a minimum resolution of 1 second.

Command

An instruction to perform a function received or sent via any interface.

Commercial Product Assurance (CPA) Security Characteristic Electricity Smart Metering Equipment

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – Electricity Smart Metering Equipment’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Commercial Product Assurance (CPA) Security Characteristic Gas Smart Metering Equipment

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – Gas Smart Metering Equipment’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Commercial Product Assurance (CPA) Security Characteristic Smart Metering – HAN Connected Auxiliary Load Control Switch

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – HAN Connected Auxiliary Load Control Switch’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Communications Hub Date and Time

The CHF Date and Time as described at section 4 in the Communications Hub Technical Specifications.

Communications Hub Physical Interface

A physical interface to connect to the Communications Hub.

Communications Hub Technical Specifications (CHTS)

A version of the document entitled ‘Communications Hub Technical Specifications’ set out in Schedule 10 of the Smart Energy Code.

Communications Link

The means of effecting an exchange of Commands, Responses, Alerts and other information between a system or Device and another system or Device which is independent of the transport mechanism used.

Confidentiality

The state of information, in transit or at rest, where there is assurance that it is not accessible by Unauthorised parties through either unintentional means or otherwise.

Consumer

A person who lawfully resides at the Premises that is being Supplied.

Consumption

In the context of GSME Gas Consumption and in the context of ESME Electricity Consumption.

Contact Details

The name and contact telephone number of the current gas or electricity Supplier (as appropriate).

Credit Mode

A mode of operation of GSME or ESME whereby Consumers are billed for some or all of their Consumption retrospectively.

Critical Commands

Those Commands which relate to Supply being affected, financial fraud or the compromise of the security of Devices in Consumer Premises.

Critical Event

An event which relates to Supply being affected, financial fraud or the compromise of the security of Devices in Consumer Premises.

Cryptographic Algorithm

An algorithm for performing one or more cryptographic functions which may include: Encryption, Decryption, Digital Signing or Hashing of information, data, or messages; or exchange of Security Credentials.

Currency Units

The units of monetary value in major and minor units.

Customer Identification Number

A number used to verify that an individual requesting a service is present in the Consumer Premises.

Data Integrity

The state of data where there is assurance that it has not been altered by Unauthorised parties.

Data Store

An area of a Device capable of storing information for future retrieval.

Day

The period commencing 00:00:00 Local Time and ending at the next 00:00:00.

Day Profile

For the purposes of Time-of-use Pricing and Time-of-use with Block Pricing, the rules defined in a Switching Table specifying the Tariff Register to which Consumption is allocated for the day (in the context of GSME Time-of-use Pricing and Time-of-use with Block Pricing) and for each half-hour period within the day (in the context of the ESME Time-of-use Pricing and Time-of-use with Block Pricing).

For the purposes of setting the commanded state of Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches, the rules defined in a Switching Table specifying the commanded state of each Auxiliary Load Control Switch or HAN Connected Auxiliary Load Control Switch, for all times within the day.

For the purposes of Non-Disablement Periods the rules defined in a Switching Table specifying the times during the day when a Non-Disablement Period is active.

Debt Register

Storage for recording an amount of debt to be recovered.

Debt to Clear

The amount of credit the consumer needs to add to ESME or GSME to cause the Meter Balance to rise to the disablement threshold when operating in Prepayment Mode.

Decryption

The process of converting Encrypted information by an Authorised party to recover the original information and like terms shall be construed accordingly.

Device

GSME, ESME, a GPF, a CHF, a Type 1 Device or a Type 2 Device.

Device Language Message Specification (DLMS) Companion Specification for Energy Metering (COSEM)

The version of the document of that name identified in the GBCS.

Digital Signature

The information appended to a Message which is created using the sender’s Private Key, that can be verified using the Public Key contained in the sender's Certificate, and provides the receiver with assurance that the sender is who they claim to be, the message has not been altered in transit and that the holder of the sender’s Private Key created the Message.

Digital Signing

The creation of a Digital Signature.

Disable

In the context of GSME the act of interrupting the flow of gas by closing the Valve and in the context of ESME the act of interrupting the flow of electricity by opening the Load Switch(es) and like terms shall be construed accordingly.

Domestic Premises

Shall in the context of GSME have the meaning given to that term in standard condition 1 of gas supply licences, and in the context of ESME shall have the meaning given to that term in standard condition 1 of electricity supply licences.

Electricity Consumption

The Active Energy Imported into the Premises and ‘Consumed’ shall be construed accordingly.

Electricity Meter

An instrument used to measure, store and display the amount of electrical energy passing through an electrical circuit or circuits.

Elliptic Curve DH

The Elliptic Curve Diffie–Hellman Algorithm (see http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf).

Elliptic Curve DSA

The Elliptic Curve Digital Signature Algorithm forming part of the NSA Suite B standard (see http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf).

Emergency Credit

Credit that can be made available to ensure that the Supply is not interrupted in circumstances (including situations of emergency) defined by the Supplier to the Premises.

Enable

In the context of GSME the act of restoring the flow of gas to the Premises by opening the Valve and in the context of ESME the act of restoring the flow of electricity to the Premises by closing the Load Switch and like terms shall be construed accordingly.

Encryption

The process of converting information in order to make it unintelligible other than to Authorised parties and like terms shall be construed accordingly.

Energy Consumption

The amount of gas in kWh or electricity in kWh Supplied to the Premises.

ESME

Electricity Smart Metering Equipment, being Single Element Electricity Metering Equipment, Twin Element Electricity Metering Equipment or Polyphase Electricity Metering Equipment as the context requires.

Export

The flow of electricity out of the Premises, and like terms shall be construed accordingly.

Firmware

The embedded software programmes and / or data structures that control Devices.

Frequency Agility

The ability to change the frequency of operation in Sub GHz Bands.

Gas Consumption

The volume of gas in cubic metres (m3) Supplied to the Premises and ‘Consumed’ shall be construed accordingly.

Gas Meter

An instrument designed to measure, memorise and display the quantity of gas (volume or mass) that has passed through it.

Gas Proxy Function

Gas Proxy Function as defined in the Communications Hub Technical Specifications.

Great Britain Companion Specification

A version of the document entitled ‘Great Britain Companion Specification’ that is identified in the Smart Energy Code as being relevant to this version of SMETS.

GSME

[bookmark: _Toc312157611]Gas Smart Metering Equipment.

Hashing

A repeatable process to create a fixed size and condensed representation of a message of any arbitrary data. Hash and like terms shall be construed accordingly.

HCALCS

HAN Connected ALCS, which is a Type 1 Device.

HCALCS Technical Specifications

HCALCS Technical Specifications as described in SMETS.

Home Area Network Interface (HAN Interface)

A component of GSME, ESME, IHD or other Device that is capable of sending and receiving information to and from other Devices.

Key

Data used to determine the output of a cryptographic operation.

Key Agreement

A means to calculate a shared Key between two parties.

IHD

In-home Display.

IHD Source Device

ESME or the Gas Proxy Function.

IHD Technical Specifications

IHD Technical Specifications as described in SMETS.

Import

The flow of electricity into the Premises, and like terms shall be construed accordingly.

Large Gas Meter

Means a Gas Meter designed to operate with a maximum flow rate of greater than 11 cubic metres per hour[footnoteRef:7]. [7:  GAS ACT 1986 Standard conditions of gas supply licence page 26.] 


[bookmark: _Toc312157618][bookmark: _Toc313731188][bookmark: _Toc312157620]Load Switch

A component or combination of components that can close or open (including on receipt of a Command to that effect) to Enable or Disable the flow of electricity to and from the Premises.

Local Time

The UTC date and time adjusted for British Summer Time.

Lock

To establish a state whereby the Supply is Disabled and the GSME or ESME cannot determine the Supply state; ‘Locked’ and ‘Locking’ shall be construed accordingly.

Message Authentication

The process by which the receiver of a message is provided with assurance that the sender is who they claim to be and that the message is in the form originally sent.

MPAN

Meter Point Administration Number.

MPRN

Meter Point Reference Number.

NCSC

The National Cyber Security Centre, the UK Government's national technical authority for information assurance.

Non-Disablement Period

A period of time during which the combined credit of the meter balance and Emergency Credit balance falling below the disablement threshold will not be cause the Supply to be Disabled when ESME or GSME is operating in Prepayment Mode.

Outcome

The result of executing a Command, expressed as success or failure.

Payment-based Debt Recovery

A means of recovering debt based on a percentage of a payment.

Personal Data

Any information comprising Personal Data as such term is defined in the Data Protection Act 1998 at the date the SMETS is brought into force.

Polyphase Electricity Metering Equipment

Electricity metering equipment containing three measuring elements suitable for a polyphase Supply with up to three phases and neutral. 

PPMID Technical Specifications

PPMID Technical Specifications as described in SMETS.

Prepayment Interface Device (PPMID)

A Type 1 Device that provides a User Interface for Prepayment Mode related information and Commands.

Premises

The premises which is Supplied.

Prepayment Mode

A mode of operation of GSME or ESME whereby payment is generally made in advance of Consumption.

Price

The amount of money in Currency Units charged for one kWh unit of gas Consumed for GSME or one kWh of electricity Consumed via the relevant measuring element for ESME.

Privacy PIN Protection

The prevention of the display of information and access to Commands on the User Interface of GSME or ESME.

Private Key

The Key in a Public-Private Key Pair which must be kept secure by the entity to which it relates.

Public Key

The Key in a Public-Private Key Pair which can be distributed to other parties.

Public-Private Key Pair

Two mathematically related numbers that are used in Cryptographic Algorithms.

Random Number Generator

A component used to generate a sequence of numbers or symbols that lack any predictable pattern. 

Reactive Energy

The integral with respect to time of Reactive Power in units of volt-amperes reactive-hours (varh) or standard multiples thereof (for example, kvarh).

Reactive Power

The product of voltage and the out of phase component of current measured in units of volt-amperes reactive (var) or standard multiples thereof (for example, kvar).

Replay Attack

A form of attack on a Communications Link in which a valid information transmission is repeated through interception and retransmission.

Response

A response to a Command received or sent over any interface.

RMS

Root mean squared.

Role

The entitlement of a party to execute one or more Commands.

Season Profile

Rules defined in a Switching Table specifying a Week Profile for each week of a season.

SECAS

The Smart Energy Code Administrator and Secretariat.

Secure Perimeter

A physical border surrounding GSME, ESME or the PPMID.

Security Credentials

Information used to Authenticate a Device, party or system.

Sensitive Event

Each of the following events:

a failed Authentication or Authorisation;

a change in the executing Firmware version; and

unusual numbers of malformed, out-of-order or unexpected Commands received.

SHA-256

The Hashing algorithm of that name approved by the NIST (see http://csrc.nist.gov/groups/ST/toolkit/secure_hashing.html).

Single Element Electricity Metering Equipment

Electricity metering equipment containing a single measuring element.

Smart Energy Code

The document of that name, as designated by the Secretary of State under Condition 22 of the DCC Licence.

Smart Metering Equipment Technical Specifications (SMETS)

These Smart Metering Equipment Technical Specifications that are contained within Schedule 9 of the Smart Energy Code.

Smart Metering Home Area Network

A communications network allowing the exchange of information between Devices.

Smart Meter Operational Integrity

The state of an ESME or GSME where its functionality is working as intended.

Special Day

A day defined in a Switching Table where allocation to Tariff Registers, setting the commanded state of Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches, or specifying Non-Disablement Periods is based on a specified Day Profile.

Sub GHz Bands 

The 863 – 876 MHz and 915 – 921 MHz harmonised frequency bands. 

Supplier

A person authorised by licence to Supply gas to Premises for GSME and a person authorised by licence to Supply electricity to Premises for ESME.

Supply

The supply of gas to Premises for GSME and the supply of electricity to Premises for ESME and ‘Supplied’ shall be construed accordingly.

Switching Table 

Separate rules for:

allocating Consumption to Tariff Registers for the purposes of Time-of-use Pricing;

setting the commanded state of Auxiliary Load Control Switches or HAN Connected Auxiliary Load Control Switches; and

the purposes of specifying Non-Disablement Periods.

Tariff

The structure of Prices and other charges relating to a Supply.

Tariff Register

Storage for recording Consumption for the purposes of Time-of-use Pricing.

Time-based Debt Recovery

A means of recovering debt based on an amount in Currency Units per unit time.

Time-of-use Band

A contiguous or non-contiguous number of Days for GSME or half-hour periods for ESME over which Tariff Prices are constant.

Time-of-use Pricing

A pricing scheme with one or more Time-of-use Bands.

Time-of-use Tariff

A Tariff for Time-of-use Pricing.

Timer

A mechanism for measuring a time period.

TOU

Time-of-use.

Transactional Atomicity

The order of the constituent parts of a Command.

Trusted Source

A source whose identity is confidentially and reliably validated.

Twin Element Electricity Metering Equipment 

Electricity metering equipment containing two measuring elements.

Type 1 Device

A Device, other than GSME, ESME, Communications Hub Function or Gas Proxy Function, that stores and uses the Security Credentials of other Devices for the purposes of communicating with them via its HAN Interface.

Type 2 Device

A Device that does not store or use the Security Credentials of other Devices for the purposes of communicating with them via its HAN Interface.

Unauthorised

Not Authorised.

Unauthorised Physical Access

Unauthorised access to the internal components of GSME, ESME or the PPMID through its Secure Perimeter.

Unique Transaction Reference Number (UTRN)

A number used to convey credit to GSME or ESME operating in Prepayment Mode.

[bookmark: _Toc312157619]Unlock

To establish a state whereby the GSME or ESME can determine the Supply state, ‘Unlocked’ shall be construed accordingly.

User Interface

An interface for providing local human interaction with GSME, ESME, IHD or PPMID which supports input and visual output.

[bookmark: _Toc312157612]UTC

Coordinated Universal Time.

UTRN Counter

A number derived from a UTRN. 

Valve

A component that can open or close (including on receipt of a Command to that effect) to Enable or Disable the flow of gas to Premises.

Week

The seven day period commencing 00:00:00 Monday Local Time and ending at 00:00:00 on the immediately following Monday.

Week Profile

Rules defined in the Switching Table specifying the Day Profile for each day of a week.

ZigBee Smart Energy Profile (SEP)

The version of the document ZigBee Smart Energy (ZSE) Profile Specification identified in the GBCS.
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TS Version Lookup Table

The following Table provides a cross reference to indicate which of the SEC Schedule 9 (SMETS) documents contain which Versions of the Device Technical Specifications. 



		Technical Specification Cross Reference 

		SMETS1

1 February 2018

		SMETS2

1 February 2018

		SMETS2

8 November 2018

		SMETS2

4 July 2018



		GSMETS

		(GSMS) 1.2

		2.0

		3.1

		4.2



		ESMETS

		(ESMS) 1.2

		2.0

		3.1

		4.2



		IHDTS

		1.2

		2.0

		3.1

		4.2



		PPMIDTS

		N/A

		2.0

		3.1

		4.2



		HCALCSTS

		N/A

		2.0

		3.1

		4.2












TS Applicability Tables[footnoteRef:2] [2:  As required by SEC Section A3.33 – A3.36] 


It should be noted that references to versions of specifications that can no longer be used operationally have been removed from these tables.



SMETS1 GSMSTS

		GSMSTS Version

		Installation Start Date

		General Installation End Date

		PPM Installation End Date

		Maintenance Start Date

		Maintenance End Date

		Relevant GBCS Version

		Applicability Period Start Date

		Applicability Period End Date



		1.2

		18/12/12

		05/12/18

		15/03/19

		18/12/12

		Not determined

		 Not applicable

		Not applicable

		Not applicable







SMETS1 ESMSTS

		ESMSTS Version

		Installation Start Date

		General Installation End Date

		PPM Installation End Date

		Maintenance Start Date

		Maintenance End Date

		Relevant GBCS Version

		Applicability Period Start Date

		Applicability Period End Date



		1.2

		18/12/12

		05/12/18

		15/03/19

		18/12/12

		Not determined

		 Not applicable

		Not applicable

		Not applicable







SMETS1 IHDTS

		IHDTS Version

		Installation Start Date

		General Installation End Date

		PPM Installation End Date

		Maintenance Start Date

		Maintenance End Date

		Relevant GBCS Version

		Applicability Period Start Date

		Applicability Period End Date



		1.2

		18/12/12

		05/12/18

		15/03/19

		18/12/12

		Not determined

		 Not applicable

		Not applicable

		Not applicable







SMETS2+ GSMETS and Relevant Versions of GBCS 

		GSMETS Version

		Installation Start Date

		Installation End Date

		Maintenance Start Date

		Maintenance End Date

		Relevant GBCS Version

		Applicability Period Start Date

		Applicability Period End Date



		2.0

		30/09/16

		27/04/21

		30/09/16

		Not determined

		1.1

		06/11/17

		Not determined



		3.1

		08/11/18

		27/04/21

		08/11/18

		Not determined

		2.0

		28/10/18

		Not determined



		3.1

		08/11/18

		27/04/21

		08/11/18

		Not determined

		2.1

		28/10/18

		Not determined



		4.2

		29/11/19

		Not determined

		29/11/19

		Not determined

		3.2

		29/11/19

		Not determined







SMETS2+ ESMETS and Relevant Versions of GBCS 

		[bookmark: _Hlk17297472]ESMETS Version

		Installation Start Date

		Installation End Date

		Maintenance Start Date

		Maintenance End Date

		Relevant GBCS Version

		Applicability Period Start Date

		Applicability Period End Date



		2.0

		30/09/16

		27/04/21

		30/09/16

		Not determined

		1.1

		06/11/17

		Not determined



		3.1

		08/11/18

		27/04/21

		08/11/18

		Not determined

		2.0

		28/10/18

		Not determined



		3.1

		08/11/18

		27/04/21

		08/11/18

		Not determined

		2.1

		28/10/18

		Not determined



		4.2

		29/11/19

		Not determined

		29/11/19

		Not determined

		3.2

		29/11/19

		Not determined







SMETS2+ IHDTS and Relevant Versions of GBCS 

		IHDTS Version

		Installation Start Date

		Installation End Date

		Maintenance Start Date

		Maintenance End Date

		Relevant GBCS Version

		Applicability Period Start Date

		Applicability Period End Date



		2.0

		30/09/16

		27/04/21

		30/09/16

		Not determined

		1.1

		06/11/17

		Not determined



		3.1

		08/11/18

		27/04/21

		08/11/18

		Not determined

		2.0

		28/10/18

		Not determined



		3.1

		08/11/18

		27/04/21

		08/11/18

		Not determined

		2.1

		28/10/18

		Not determined



		4.2

		29/11/19

		Not determined

		29/11/19

		Not determined

		3.2

		29/11/19

		Not determined







PPMIDTS and Relevant Versions of GBCS 

		PPMIDTS Version

		Installation Start Date

		Installation End Date

		Maintenance Start Date

		Maintenance End Date

		Relevant GBCS Version

		Applicability Period Start Date

		Applicability Period End Date



		2.0

		30/09/16

		27/04/21

		30/09/16

		Not determined

		1.1

		06/11/17

		Not determined



		3.1

		08/11/18

		27/04/21

		08/11/18

		Not determined

		2.0

		28/10/18

		Not determined



		3.1

		08/11/18

		27/04/21

		08/11/18

		Not determined

		2.1

		28/10/18

		Not determined



		4.2

		29/11/19

		Not determined

		29/11/19

		Not determined

		3.2

		29/11/19

		Not determined





HCALCSTS and Relevant Versions of GBCS 

		HCALCSTS Version

		Installation Start Date

		Installation End Date

		Maintenance Start Date

		Maintenance End Date

		Relevant GBCS Version

		Applicability Period Start Date

		Applicability Period End Date



		2.0

		30/09/16

		27/04/21

		30/09/16

		Not determined

		1.1

		06/11/17

		Not determined



		3.1

		08/11/18

		27/04/21

		08/11/18

		Not determined

		2.0

		28/10/18

		Not determined



		3.1

		08/11/18

		27/04/21

		08/11/18

		Not determined

		2.1

		28/10/18

		Not determined



		4.2

		29/11/19

		Not determined

		29/11/19

		Not determined

		3.2

		29/11/19

		Not determined









CHTS and Relevant Versions of GBCS

		CHTS Version

		Installation Start Date

		Installation End Date

		Maintenance Start Date

		Maintenance End Date

		Relevant GBCS Version

		Applicability Period Start Date

		Applicability Period End Date



		 1.0

		30/09/16

		31/01/21

		30/09/16

		28/02/21

		1.1

		06/11/17

		Not determined



		 1.1

		28/10/18

		Not determined

		28/10/18

		Not determined

		2.0

		28/10/18

		28/02/21



		 1.1

		28/10/18

		30/04/21

		28/10/18

		31/05/21

		2.1

		28/10/18

		Not determined



		 1.3

		29/11/19

		Not determined

		29/11/19

		Not determined

		3.2

		29/11/19

		Not determined






GBCS and Relevant Versions of CPA Security Characteristics

		GBCS Version(s)

		Relevant Versions of CPA Security Characteristics



		· 1.0

· 1.1

· 2.0

· 2.1

· 3.2

		The most recent Sub-Version of Principal Version 1 of the document entitled ‘CPA Security Characteristic: Smart Metering – Communications Hub’ published on the NCSC website at the time the relevant Device Model commences the CPA Certification or re-Certification process (as applicable). 

The most recent Sub-Version of Principal Version 1 of the document entitled ‘CPA Security Characteristic: Electricity Smart Metering Equipment’ published on the NCSC website at the time the relevant Device Model commences the CPA Certification or re-Certification process (as applicable). 

The most recent Sub-Version of Principal Version 1 of the document entitled ‘CPA Security Characteristic: Gas Smart Metering Equipment’ published on the NCSC website at the time the relevant Device Model commences the CPA Certification or re-Certification process (as applicable). 

The most recent Sub-Version of Principal Version 1 of the document entitled ‘CPA Security Characteristic: Smart Metering – HAN Connected Auxiliary Load Control Switch’ published on the NCSC website at the time the relevant Device Model commences the CPA Certification or re-Certification process (as applicable). 
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Incompatibility Matrix v1.0
Incompatibility matrix – published pursuant to Section F2.11 and F2.12 of the Smart Energy Code

The matrix below captures all known Technical Specification design incompatibilities, of which there are broadly two categories:

· where there was no intent for Devices built to given Technical Specification versions to interoperate (e.g. SMETS1 and SMETS2+ Devices); and

· where there is an intent for Devices built to given Technical Specification versions to interoperate but where there may be specific areas where given functionality may not work by design.



		Description of Technical Specification Design Incompatibility 

		Device(s) Built to the Technical Specifications



		SMETS1 Devices are not compatible with CHTS / SMETS2+ Devices.

		All CHTS / SMETS2+ Devices



		CHTS / SMETS2+ Devices are not compatible with SMETS1 Devices.

		All SMETS1 Devices



		SMETS1 Devices are not necessarily compatible with every other SMETS1 Device.

		Some combinations of SMETS1 Devices



		A CHTS v1.0 GPF may not accurately mirror the GSME Billing Calendar.

The frequency options available to the Billing Calendar are Daily, Weekly & Monthly. Later versions can also use Quarterly (three monthly) 6 monthly and yearly as well and so will not be recorded in CHTS v1.0 GPF.

		Any SMETS2+ GSME built to GSMETS v3.1 or later connected to CHTS v1.0 CH



		SMETS2+ IHD / PPMID may not display all required SMETS2+ Twin Element ESME information.

Clarifications provided in later specifications made it clear how the IHD / PPMID should support the second element.  Consequently, earlier Devices may not have implemented support for the second element.

		Any SMETS2+ IHD built to IHDTS v4.2 or earlier



Any SMETS2+ PPMID built to PPMIDTS v4.2 or earlier








image7.emf
Recovery Procedure


Recovery Procedure
Version: L32.0



Appendix L

SMKI Recovery Procedure

0. 




Contents
1	Introduction	4
1.1	Purpose & Interpretation	4
1.2	Scope	4
2	Overview of the SMKI Recovery Procedure	7
3	General obligations	9
3.1	DCC Obligations	9
3.2	Notification and confirmation of a suspected Compromise	9
3.3	Permitted mechanisms for confirmation of suspected Compromise	10
3.4	Appointment and responsibilities of Key Custodians	11
3.4.1	Responsibilities in respect of Key Custodians	11
3.4.2	Ceasing to be a Key Custodian	12
3.4.3	Detailed procedure for appointment of Key Custodians	13
4	Procedure to recover from the Compromise of a Private Key corresponding with a Public Key contained within an Organisation Certificate held on a Device (other than the Recovery Private Key)	17
4.1	Method 1 - recovery by the affected Subscriber using its Private Key to replace affected Organisation Certificates on Devices	18
4.1.1	Pre-Recovery	18
4.1.2	Execution of Recovery Procedure	20
4.1.3	Post-Recovery	21
4.2	Method 2 - recovery by the DCC using the Recovery Private Key to place DCC Access Control Broker Certificates on affected Devices	21
4.2.1	Pre-Recovery	21
4.2.2	Execution of Recovery Procedure	25
4.2.3	Post-Recovery	27
4.3	Method 3 - recovery by the DCC using the Recovery Private Key to place new Organisation Certificates on Devices	28
4.3.1	Pre-Recovery	28
4.3.2	Execution of Recovery Procedure	31
4.3.3	Post-Recovery	34
5	Recovery using the Contingency Private Key	35
5.1	Pre-Recovery	35
5.2	Execution of Recovery Procedure	38
5.3	Post Recovery	41
b)	the DCC Access Control Broker Certificate in each Network Operator Device slot with an Organisation Certificate to which the Network Operator is the Subscriber that is Issued under the new Issuing OCA, for each Device as established in step 5.2.2 within section 5.2 of this document.	42
6	Recovery from Compromise of a Contingency Private Key, Contingency Symmetric Key, Issuing OCA Private Key or Recovery Private Key	44
6.1	Recovery from Compromise of a Contingency Private Key or the Contingency Symmetric Key	44
6.1.1	Pre-Recovery	44
6.1.2	Execution of Recovery Procedure	47
a)	a new Contingency Symmetric Key;	48
6.1.3	Post-Recovery	51
6.2	Recovery from Compromise of the Recovery Private Key	52
6.2.1	Pre-Recovery	52
6.2.2	Execution of Recovery Procedure	55
6.2.3	Post-Recovery	56
6.3	Recovery from Compromise of the Issuing OCA Private Key	57
6.3.1	Pre-Recovery	57
6.3.2	Execution of Recovery Procedure	59
6.3.3	Post-Recovery	64
7	Periodic testing of the SMKI Recovery Procedure	65
7.1	Testing Arrangements	65
Annex A	Communication Formats	67
Annex B	Organisation Compromise Notification File	68
Annex C	Organisation Compromise Recovery Progress File	71
Annex D	Other Compromise Notification File	74
Annex E	Other Compromise Recovery Progress File	77
Annex F	Definitions	81
Annex G	SMKI Recovery Procedure Test Scenarios	82
8.1	DCC and SMKI PMA Interactions	82
8.2	DCC / Subscriber and DCC / Party Interactions and Processes	83
8.2.1	Organisation Certificate Revocation and Replacement	83
8.2.2	Communication of SMKI PMA Decision to Subscriber	84
8.2.3	Subscriber notification of Compromise (or suspected Compromise)	84
8.2.4	DCC Notification to Parties other than the (suspected) Compromised Subscriber	86
8.3	Method 1 - Subscriber Service Requests and Alert Responses	87
8.4	Methods 2 & 3 – Communications with affected Devices in Response to the Supplier / Subscribers Service Requests	87
8.5	End to End Tests	89
1	Introduction	5
1.1	Purpose & Interpretation	5
1.2	Scope	6
2	Overview of the SMKI Recovery Procedure	9
3	General obligations	12
3.1	DCC Obligations	12
3.2	Notification and confirmation of a suspected Compromise	12
3.3	Permitted mechanisms for confirmation of suspected Compromise	13
3.4	Appointment and responsibilities of Key Custodians	14
3.4.1	Responsibilities in respect of Key Custodians	14
3.4.2	Ceasing to be a Key Custodian	15
3.4.3	Detailed procedure for appointment of Key Custodians	16
4	Procedure to recover from the Compromise of a Private Key corresponding with a Public Key: contained within an Organisation Certificate held on a SMETS2+ Device (other than the Recovery Private Key); or which forms part of any S1SP Held Device Security Credentials	20
4.1	Method 1 - recovery by the affected Subscriber using its Compromised Private Key (or one suspected of being Compromised) to replace the associated Organisation Certificates on SMETS2+ Devices	21
4.1.1	Pre-Recovery	21
4.1.2	Execution of Recovery Procedure	25
4.1.3	Post-Recovery	26
4.2	4.1A Method 1A – replacement by the affected Subscriber using its Compromised Private Key (or one suspected of being Compromised) of associated S1SP Held Device Security Credentials	27
4.1A.1	Pre-Recovery	27
4.1A.2	Execution of Recovery Procedure	33
4.1A.3	 Post-Recovery	35
4.2	Method 2 - recovery by the DCC using the Recovery Private Key to place DCC Access Control Broker Certificates on affected SMETS2+ Devices	36
4.2.1	Pre-Recovery	36
4.2.2	Execution of Recovery Procedure	40
4.2.3	Post-Recovery	43
4.3	Method 3 - recovery by the DCC using the Recovery Private Key to place new Organisation Certificates on SMETS2+ Devices	44
4.3.1	Pre-Recovery	44
4.3.2	Execution of Recovery Procedure	47
4.3.3	Post-Recovery	50
5	Recovery using the Contingency Private Key	51
5.1	Pre-Recovery	51
5.2	Execution of Recovery Procedure	54
5.3	Post Recovery	57
b)	the DCC Access Control Broker Certificate in each Network Operator SMETS2+ Device slot with an Organisation Certificate to which the Network Operator is the Subscriber that is Issued under the new Issuing OCA, for each SMETS2+ Device as established in step 5.2.2 within section 5.2 of this document.	58
6	Recovery from Compromise of a Contingency Private Key, Contingency Symmetric Key, Issuing OCA Private Key or Recovery Private Key	60
6.1	Recovery from Compromise of a Contingency Private Key or the Contingency Symmetric Key	60
6.1.1	Pre-Recovery	60
6.1.2	Execution of Recovery Procedure	64
a)	a new Contingency Symmetric Key; and	65
6.1.3	Post-Recovery	69
6.2	Recovery from Compromise of the Recovery Private Key	71
6.2.1	Pre-Recovery	71
6.2.2	Execution of Recovery Procedure	74
6.2.3	Post-Recovery	75
6.3	Recovery from Compromise of the Issuing OCA Private Key	76
6.3.1	Pre-Recovery	76
6.3.2	Execution of Recovery Procedure	78
6.3.3	Post-Recovery	83
7	Replacement of a User Role Signing Private Key	84
7.1	User Role Signing Private Key destruction considerations	84
8	Periodic testing of the SMKI Recovery Procedure	85
8.1	Testing Arrangements	85
Appendix A	Communication Formats	87
Appendix B	Organisation Compromise Notification File	88
Appendix C	Organisation Compromise Recovery Progress File	91
Appendix D	Other Compromise Notification File	94
Appendix E	Other Compromise Recovery Progress File	97
Appendix F	Definitions	101
Appendix G	Annex G:  SMKI Recovery Procedure Test Scenarios	102
9.1	DCC and SMKI PMA Interactions	102
9.2	DCC / Subscriber and DCC / Party Interactions and Processes	103
9.2.1	Organisation Certificate Revocation and Replacement	103
9.2.2	Communication of SMKI PMA Decision to Subscriber	104
9.2.3	Subscriber notification of Compromise (or suspected Compromise)	104
9.2.4	DCC Notification to Parties other than the (suspected) Compromised Subscriber	106
9.3	Method 1 - Subscriber Service Requests and Alert Responses	107
9.4	9.3A  Method 1A  Compromise of any S1SP Held Device Security Credentials	107
9.5	Methods 2 & 3 – Communications with affected Devices in Response to the Supplier / Subscribers Service Requests	108
9.6	End to End Tests	110






SEC - Appendix L









6



[bookmark: _Toc430692413][bookmark: _Toc465328912][bookmark: _Toc34727265][bookmark: _Toc446671868]Introduction

[bookmark: _Toc430692414][bookmark: _Toc465328913][bookmark: _Toc34727266][bookmark: _Toc446671869]Purpose & Interpretation



Section L10.4 of the Code sets out the principle rights and obligations for compliance with any requirements set out in the SMKI Recovery Procedure.



This document, the SMKI Recovery Procedure, sets out the procedural requirements and the rights and obligations in respect of the DCC, Parties and the SMKI PMA relating to recovery from the Compromise (or suspected Compromise) of a Relevant Private Key. The scope of the SMKI Recovery Procedure is as set out in Section L10 of the Code and is further set out in more detail in Section 1.2 of this document.

The procedures as set out in this document shall be executed in the event of a Compromise (or suspected Compromise) of a Relevant Private Key, other than as directed by the SMKI PMA, in accordance with the procedures set out in this document. 

For the purposes of the SMKI Recovery Procedure: defined terms shall have the meaning in SEC Section A, SEC Appendix B: Organisation Certificate Policy and this Appendix L Annex F: Additionally, the following shall apply::

a) notwithstanding the definition as set out in Section A of the Code, “Subscriber” means, in relation to any Organisation Certificate associated with a Relevant Private Key, a Party which has been Issued with and accepted that Organisation Certificate, acting in its capacity as the holder of the Organisation Certificate;

b) “M#N Share” means, in relation to a Private Key, that the key is split into N Key Components such that the Private Key may be recreated using any M or more Key Components, and the Private Key may not be recreated using fewer than M Key Components;

c) “Contingency Symmetric Key” means the Symmetric Key used to encrypt the Contingency Public Key;

d) “Contingency Keys” means the Contingency Symmetric Key and the Contingency Private Key; 

e) Relevant Private Key has the meaning set out in Section L10; and

f) where an obligation is expressed as being an obligation on a Key Custodian it shall be interpreted as being an obligation on:

i. in the case of a Key Custodian appointed by a Party, that Party, and

ii. in the case of a Key Custodian appointed by the SMKI PMA or the Panel, that SMKI PMA Member or Panel Member acting in its capacity as such.; 

g) a Private Key is “associated” with an Organisation Certificate or OCA Certificate where that Private Key is associated with the Public Key contained within that Organisation Certificate or OCA Certificate; 

h) an Organisation Certificate or OCA Certificate is considered to be “stored” on a Device if information from that Organisation Certificate or OCA Certificate forms part of the Device Security Credentials of that Device; and

i) “Contingency Symmetric Key Splitting” means the splitting of the Contingency Symmetric Key into parts, each of which shall be securely retained by each of the “Symmetric Key Custodians”. “Symmetric Key Custodians” shall be interpreted accordingly with the roles being fulfilled by the DCC.
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The SMKI Recovery Procedure sets out the detail of the arrangements between the DCC, Parties, the SMKI PMA and the Panel in respect of:

Pre-Recovery:

i. confirmation of a Compromise or suspected Compromise of a Relevant Private Key reported to the DCC by a Party, resulting in an Incident being raised in accordance with sections 2.1 and 2.2 of the DCC’s Incident Management Policy;

ii. notification to the DCC of the Anomaly Detection Thresholds that are required to support replacement of affected Organisation Certificates on Devices;

iii. where use of the Recovery Private Key or the Contingency Private Key would be required in order to recover, consultation by the DCC with the SMKI PMA to determine the extent to which the recovery procedure should be executed and the manner in which it should be executed;

iv. revocation of affected Organisation Certificates (where required); and

v. other steps as set out in this SMKI Recovery Procedure;

Execution of Recovery

vi. execution of activities to recover from a Compromise or suspected Compromise of a Relevant Private Key; and

Post-Recovery:

vii. replacement of Organisation Certificates and Private Keys (where necessary);

viii. post-Incident review and reporting;

ix. provision to relevant parties of information intended to prevent reoccurrence of similar Incidents; and

x. revocation of replaced Organisation Certificates (where necessary).



The SMKI Recovery Procedure addresses recovery from a Compromise, or suspected Compromise in respect of any Relevant Private Key listed immediately below:

a) Private Keys associated with Organisation Certificates stored on SMETS2+ Devices (other than those associated with a Recovery Certificate), where such SMETS2+ Devices have an SMI Status of ‘commissioned’ or Private Keys associated with S1SP Held Digital Signing Device Security Credentials;

b) the Contingency Symmetric Key;

c) the Contingency Private Key;

d) the Private Key associated with an Issuing OCA Certificate;

e) the Private Key associated with a Root OCA Certificate; and

f) the Private Key associated with a Recovery Certificate.; and

g) a User Role Signing Private Key.








Figure 1, immediately below, shows the relevant Organisation Certificates that are held on applicable SMETS2+ Devices, and the relevant Organisation Certificates and Private Keys related to those held on SMETS2+ Devices which are covered under the scope of the SMKI Recovery Procedure.
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[bookmark: _Ref399224784]Figure 1: Public Key Organisation Certificates / Keys covered by the SMKI Recovery Procedure



Figure 2, immediately below, shows the relevant Organisation Certificates that form part of the S1SP Held Digital Signing Device Security Credentials for SMETS1 Devices that are enrolled into the DCC:

[image: ]

Figure 2: Organisation Certificates used by SMETS1 Service Providers for security credentials for SMETS1 Devices[footnoteRef:2] [2:  Please note that there are plans to make changes to DCC Systems insofar as they relate to processing firmware upgrades for SMETS1 PPMIDs. We understand that the DCC plans to consult on this issue in the near future and that a consequence of this will be that the ESME Notified Critical Supplier Certificate used in relation to CHFs will also be used in relation to PPMIDs and that this diagram will ultimately need to be updated accordingly.] 


The Check of Cryptographic Protection applied by a  SMETS1 Service Provider to a Critical Service Request targeting a SMETS1 CHF is carried out using the Notified Critical Supplier Certificate for the corresponding SMETS1 ESME. No separate certificate is stored
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In the event of an incident which:

a) results in the Compromise of a Relevant Private Key; or

b) causes the Subscriber for the Certificate associated with any of the Keys in a) above (and in the case of the Contingency Symmetric Key, the DCC) to reasonably suspect that there has been a Compromise of any such Key,

the provisions of this SMKI Recovery Procedure shall apply.

The SMKI Recovery Procedure includes procedures which detail the obligations of the DCC, Subscribers and the SMKI PMA, in respect of recovery from Compromise or suspected Compromise of a Relevant Private Key as set out in Section 1.2 of this document.

The table as set out immediately below summarises the actions required and the section(s) of this document which contain the applicable recovery procedure(s).

		Compromise or Suspected Compromise of:

		Section(s) of this document containing the procedure(s)



		Private Key associated with Organisation Certificate held on one or more SMETS2+ Devices (other than the Recovery Certificate) or one which forms part of any S1SP Held Device Security Credentials



		4.1 Method 1 - recovery by the affected Subscriber using its Private Key to replace affected Organisation Certificates on DevicesMethod 1 - recovery by the affected Subscriber using its Compromised Private Key (or one suspected of being Compromised) to replace the associated Organisation Certificates on SMETS2+ Devices 

4.1.1 Pre-Recovery

4.1.2 Execution of Recovery Procedure

4.1.3 Post-Recovery



4.2 Method 2 - recovery by the DCC using the Recovery Private Key to place DCC Access Control Broker Certificates on affected Devices4,1A Method 1A – replacement of an Organisation Certificate forming part of S1SP Held Device Security Credentials

4.1A.1 Pre-Recovery

4.1A.2 Execution of Recovery Procedure

4.1A.3 Post-Recovery 



4.2	Method 2 - recovery by the DCC using the Recovery Private Key to place DCC Access Control Broker Certificates on affected SMETS2+ Devices (only available to a Supplier Party)

4.2.1 Pre-Recovery

4.2.2 Execution of Recovery Procedure 

4.2.3 Post-Recovery



4.3 Method 3 - recovery by the DCC using the Recovery Private Key to place new Organisation Certificates on Devices

Method 3 - recovery by the DCC using the Recovery Private Key to place new Organisation Certificates on SMETS2+ Devices

4.3.1 Pre-Recovery

4.3.2 Execution of Recovery Procedure

4.3.3 Post-Recovery





		Root OCA Private Key 

		5.15.1 Pre-Recovery 

5.25.2 Execution of Recovery Procedure

5.35.3 Post Recovery



		Contingency Private Key or Contingency Symmetric Key 

		6.1.1 Pre-Recovery

6.1.2 Execution of Recovery Procedure

6.1.3 Post-Recovery



		Recovery Private Key 

		6.2.1 Pre-Recovery

6.2.2 Execution of Recovery Procedure

6.2.3 Post-Recovery



		Issuing OCA Private Key 

		6.3.1 Pre-Recovery

6.3.2 Execution of Recovery Procedure

6.3.3 Post-Recovery



		Replacement of a User Role Signing Private Key

		7.1.1	User Role Signing Private Key  destruction considerations
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The DCC shall:

1. conduct the procedures set out in this document;

1. comply with any decisions made by the SMKI PMA regarding whether or not to take certain steps in order to recover from a Compromise, or suspected Compromise;

where the DCC attempts but fails to replace one or more Organisation Certificates as part of operating these procedures, execute as many retries to replace such Organisation Certificates as DCC can reasonably accommodate given the circumstances of the Compromise and capability of the DCC Systems, prior to any deadline for recovery as approved by the SMKI PMA;

where the DCC consults with the SMKI PMA regarding whether or not to take certain steps in order to recover from a Compromise, or suspected Compromise, and the DCC is directed such that recovery using the Recovery Private Key or Contingency Private Key should not be performed, the DCC shall inform all affected Parties of the outcome and any reasons provided by the SMKI PMA, as soon as reasonably practicable following such instruction, via a secured electronic means;

maintain confidential, auditable and secured records relating to the recovery from a Compromise (or suspected Compromise), and the Devices and Subscribers affected by such Compromise; and

within three Working Days of the recovery from a Compromise or suspected Compromise, prepare a report regarding execution of the recovery and provide such report to the SMKI PMA, where such report shall include:

i. the process steps executed and the timing of the procedure to recover from the Compromise;

ii. where possible, analysis of which communications have been submitted to, or in relation to, any relevant affected Devices and any anomalous activity that should be investigated further by the DCC and/or affected Subscribers, and/or addressed via remedial actions; and

iii. any proposed modifications to the SMKI Recovery Procedure that the DCC believes are necessary for the SMKI Recovery Procedure to more effectively meet the objectives as set out in the SEC.
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Any person may notify the DCC that there is a Compromise or suspected Compromise of a Relevant Private Key or a Private Key associated with an Organisation Certificate containing the associated Public Key, where that Private Key is used by a User to Digitally Sign any Service Request or Signed Pre-Command.




Where the DCC is notified or becomes aware of a Compromise or suspected Compromise of a Relevant Private Key or a Private Key associated with an Organisation Certificate that is used by a User to Digitally Sign any Service Request or Signed Pre-Command, the DCC shall raise an Incident in accordance with sections 2.1 and 2.2 of the Incident Management Policy and shall notify the SMKI PMA, via secured electronic means, that a Compromise or suspected Compromise has been notified. The DCC shall contact the Subscriber for the Organisation Certificate associated with that Private Key or Contingency Symmetric Key (which may include the DCC itself as the Subscriber), as soon as reasonably practicable, via telephone and email using the contact details held by the SMKI Registration Authority. The DCC shall provide the Subscriber, via secured electronic means, with the appropriate Incident reference number and information relating to the notified Compromise. The DCC shall request confirmation from the Subscriber as to whether the Subscriber reasonably believes that a Compromise has occurred, and wishes to proceed with one or more of the recovery processes, which shall be confirmed by:

a) A SMKI Senior Responsible Officer (SMKI SRO) on behalf of a Party; or

b) A SMKI SRO, SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel on behalf of the DCC.

The Subscriber shall take reasonable steps to ensure that confirmation of whether it reasonably believes that a Compromise has occurred is provided to the DCC by the representatives above, within 24 hours of the request for confirmation from the DCC, via secured electronic means. Where the Subscriber confirms that it does not reasonably believe that a Compromise has occurred, the DCC shall close the Incident in accordance with section 2.12 of the Incident Management Policy.

Where the DCC receives confirmation that the Subscriber reasonably believes that a Compromise has occurred, the DCC shall also identify any Responsible Supplier(s) that are affected by the confirmed Compromise, in accordance with the procedures as set out in this document.

Where the DCC receives multiple Compromise notifications, the DCC may execute a common set of procedural steps to address such multiple Compromises, where it reasonably believes that such an approach would achieve the required recovery in an efficient manner.
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The DCC shall only accept the confirmation of a Compromise or suspected Compromise from a representative of the Subscriber as is defined in section 3.2 of this document, for a Organisation Certificate associated with a Compromised Private Key or from the DCC in respect of a Compromised Contingency Symmetric Key, using the mechanisms as defined in the DCC’s SMKI operational recovery procedures, which shall be made available by the DCC to Parties via secured electronic means. 
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The Organisation Certification Practice Statement (Organisation CPS) requires the Contingency Private Key and Recovery Private Key to be split into M#N Shares and that such Private Keys may be activated only via collaboration between appointed Key Custodians. The procedure as set out in this section 3.4 shall be followed in order to appoint such Key Custodians as are required. 

Subject in either case to the approval of the SMKI PMA, where steps are taken to appoint a Key Custodian, or where (after such appointment) steps are taken by a Key Custodian, and in either case those steps would have been valid in accordance with this document if they were taken after its designation by the Secretary of State, they shall be treated as valid in accordance with this document, and therefore effective for the purposes of the Code, even if they were taken before its designation.
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Each Party, the SMKI PMA or the Panel, on behalf of which an individual acting on behalf of that organisation becomes a Key Custodian, shall ensure that the Key Custodian:

a) does not seek to find out the identity of other Key Custodians or otherwise collude with other Key Custodians in relation to matters associated with this Recovery Procedure other than for the purposes as set out in this SMKI Recovery Procedure;

b) does not disclose the fact that they are a Key Custodian, other than:

3. in the case of each Party, to a Director, Company Secretary, SMKI SRO or Chief Information Security Officer for the organisation they represent; or

v. in the case of the SMKI PMA or Panel, to other members of the SMKI PMA or Panel; and

vi. to those other persons to whom the information reasonably needs to be disclosed for reasons of personnel management within the relevant organisation, and furthermore shall ensure that persons within their organisation who are aware of the identity of a Key Custodian shall not disclose the identity of a Key Custodian more widely; 

c) takes all reasonable steps to protect and not to lose any safety deposit box key issued to them to secure any Cryptographic Module as part of the relevant Key Generation Ceremony, and which is used by the Key Custodian to secure the Cryptographic Module containing the Key Component issued to them, in accordance with any guidance documentation provided by the DCC to the Key Custodian via secured electronic means;

d) where the safety deposit box securing the Cryptographic Module containing a Key Component cannot be accessed, or the safety deposit key is lost or cannot be accessed , the DCC shall raise an Incident in accordance with sections 2.1 and 2.2 of the Incident Management Policy and shall take such steps as are necessary to resolve the Incident;

e) takes all reasonable steps to attend a Key Generation Ceremony or Key Activation Ceremony when requested by the DCC and, where they are to attend, to do so as soon is as reasonably practicable following the request from DCC; and

f) is, upon request to attend a Key Generation Ceremony or Key Activation Ceremony by the DCC, immediately released to perform the Key Custodian role unless it would be materially disruptive to the business of the relevant organisation for them not to be released at that time.

Where a Party is the Subscriber for a Organisation Certificate that is Compromised (or is suspected to be Compromised), the Subscriber is not the DCC and an individual acting on behalf of that Subscriber is a Key Custodian; the DCC may exclude that Key Custodian from attending any Key Generation Ceremony or Key Activation Ceremony required as part of the applicable recovery procedure, where the DCC considers such action to be appropriate to mitigate security risks. If such exclusion occurs, the DCC shall record the decision made, and shall notify that Key Custodian and a SMKI SRO for the Subscriber, via secured electronic means.
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In the event that a Party, the SMKI PMA or the Panel wishes a particular individual to cease their role as a Key Custodian:

a) such Party, the SMKI PMA or the Panel shall notify the DCC in writing, at least one month in advance of the date on which that it wishes the individual acting as a Key Custodian to cease to be a Key Custodian;

b) the relevant Party, the SMKI PMA or Panel shall return the physical key, for the corresponding safety deposit box in which the Cryptographic Module containing the relevant Key Component is held, to a Registration Authority Manager at the DCC’s address as published on the DCC Website, by secure courier;

c) the DCC shall update its records of Key Custodians; and

d) the DCC shall conduct, insofar as necessary, the procedure as set out in section 3.4.3 immediately below, provided that subject to the approval of the SMKI PMA, any action taken by DCC prior to the date of the designation of this SMKI Recovery Procedure shall, if the equivalent action taken after that date would have satisfied a requirement of this SMKI Recovery Procedure for the purposes of appointing a Key Custodian, be treated as if it had taken place after that date.
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The procedure as set out immediately below shall be executed by the DCC, Parties, the SMKI PMA and the Panel in order to appoint Key Custodians.



		Step

		When

		Obligation

		Responsibility

		Next Step



		3.4.3.1

		As identified by the DCC that Key Custodians are required

		The DCC shall identify the need for Key Custodians in respect of a Recovery Private Key or Contingency Private Key.

		DCC

		3.4.3.2



		3.4.3.2

		As soon as reasonably practicable, following 3.4.3.1

		The DCC shall issue a request for nominations, via a secured electronic means, to Parties, the DCC, the SMKI PMA and the Panel, for individuals to become Key Custodians for the Recovery Private Key or Contingency Private Key as identified in step 3.4.3.1. Such request for nominations shall:

a) include the Key Custodian nomination form as published on the DCC Website;

b) be marked as confidential; and

c) detail the locations where each relevant Key Generation Ceremony and any corresponding Key Activation Ceremony will take place.

		DCC

		3.4.3.3



		3.4.3.3

























3.4.3.3

(continued)

		Within 10 Working Days of the issuance of the request for nominations

		Each Party, the SMKI PMA or the Panel wishing to nominate an individual to become a Key Custodian in respect of a particular Private Key shall provide, via secured electronic means, to the DCC for each nominated individual, a completed Key Custodian nomination form using the pro-forma as published on the DCC Website. The nomination form should contain the following information:

a) the full name of a Director, Company Secretary or SMKI Senior Responsible Officer who is nominating the individual to become a Key Custodian for a Party, the SMKI PMA Chair for the SMKI PMA or the Panel Chair for the Panel;

b) the full name of the nominated individual;

c) contact telephone details for the nominated individual;

d) the nominated individual’s normal work location;

e) the estimated time to travel to the location of the relevant Key Generation Ceremony and to the location of the corresponding Key Activation Ceremony, as notified in step 3.4.2;

f) evidence that the individual is:

i. for a Party, an employee or Director of the Party;

ii. for the DCC, an employee of the DCC or a DCC Service Provider;

iii. for the SMKI PMA, an appointed member of the SMKI PMA; or

iv. for the Panel, an appointed member of the Panel; and

g) evidence that the nominated individual has successfully completed security screening in a manner that is compliant with:

i. British Standard BS 7858:2012 (Security Screening of Individuals Employed in a Security Environment – Code of Practice); or

ii. any equivalent to that British Standard which updates or replaces it from time to time.

Where necessary in order to have a sufficient number of Key Custodians appointed, the SMKI PMA may direct any Party to nominate individuals to become Key Custodians. Where this occurs, the directed Party shall identify and nominate individuals in accordance with this step 3.4.3.3.

		Party, DCC, the SMKI PMA or the Panel

		3.4.3.4



		3.4.3.4

		As soon as reasonably practicable following 3.4.3.3

		The DCC shall determine:

a) using publicly available information, whether the Director, Company Secretary, SMKI PMA Chair or Panel Chair who is nominating the individual to become a Key Custodian holds such a role on behalf of the organisation; and

b) whether the information supplied in the Key Custodian nomination form is complete and accurate.

Where there are omissions/discrepancies, agree actions with the nominating Director, Company Secretary, SMKI PMA Chair or Panel Chair, via secured electronic means or in writing.

		DCC

		If complete, 3.4.3.5; if not complete, 3.4.3.3



		3.4.3.5

		As soon as reasonably practicable, following 10 Working Days after issuance of request for nominations

		The DCC shall collate nominations received and shall provide to SMKI PMA:

a) details of those nominated individuals and the organisation they are representing; and

b) upon request from the SMKI PMA, details held by the DCC of all existing holders of Key Components.

		DCC

		3.4.3.6



		3.4.3.6

		As soon as reasonably practicable, following 3.4.3.5

		The SMKI PMA shall determine the individuals that shall become Key Custodians, which shall take into account geographical location and how many Key Components are held by any particular organisation or individual (where relevant). The SMKI PMA shall inform the DCC of the individuals which shall become Key Custodians.

		SMKI PMA

		3.4.3.7 if sufficient Key Custodians can be appointed; if not, 3.4.3.3



		3.4.3.7

		As soon as reasonably practicable, following 3.4.3.6

		The DCC shall confirm that the individual has been selected by the SMKI PMA to become a Key Custodian and shall confirm the date and time for a verification meeting for the nominated individual at the DCC’s offices, to the Director, Company Secretary, SMKI PMA Chair or Panel Chair of the applicant organisation who nominated the individual to become a Key Custodian, via secured electronic means.

		DCC

		3.4.3.8



		3.4.3.8

		At verification meeting

		The DCC shall, in person, verify the individual identity of the nominated individual to Level 3 (Verified) pursuant to the CESG GPG45 RSDOPS framework, or to such equivalent level within a comparable authentication framework as may be agreed by the SMKI PMA.

		DCC

		If successful for all, 3.4.3.10; for unsuccessful, 3.4.3.9



		3.4.3.9

		As soon as reasonably practicable following rejection

		The DCC shall notify the nominating Director, Company Secretary, SMKI PMA Chair or Panel Chair, in writing, that the nominated individual could not at that point be appointed as a Key Custodian.

		DCC

		3.4.3.6



		3.4.3.10

		As soon as reasonably practicable, following 3.4.3.8

		The DCC shall notify, in writing via secured electronic means:

a) the individual, in person, that they are eligible to become a Key Custodian; and

b) the nominating Director, Company Secretary, SMKI PMA Chair or Panel Chair, that the nominated individual is eligible to become a Key Custodian.

		DCC

		3.4.3.11



		3.4.3.11

		As soon as reasonably practicable, following 3.4.3.10

		The DCC shall:

a) update its records of eligible Key Custodians for Private Keys for which Key Components are issued and shall store such records in a secured manner; and

b) inform the SMKI PMA Chair, in writing, that the nominated individual has become a Key Custodian

		DCC

		Relevant procedure to recover from a notified Compromise





SEC - Appendix L
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[bookmark: _Toc446671880][bookmark: _Toc430692427][bookmark: _Toc465328924][bookmark: _Toc34727277]Procedure to recover from the Compromise of a Private Key corresponding with a Public Key: contained within an Organisation Certificate held on a SMETS2+ Device (other than the Recovery Private Key)); or which forms part of any S1SP Held Device Security Credentials

This section sets out the procedures that may be used in order to recover from the Compromise (or suspected Compromise) of a Private Key associated with an Organisation Certificate  held on a SMETS2+ Device (other than the Recovery Private Key,), or to replace Organisation Certificates forming part of any S1SP Held Device Security Credentials where a Subscriber wishes to recover from the Compromise (or suspected Compromise) using this procedure.

Where a Subscriber wishes to recover from the Compromise (or suspected Compromise) of such ana Private Key and its associated Public Key contained within the Organisation Certificate using any of the methods listed immediately below, it shall notify the DCC of which of the methods listed immediately below that it wishes to use, using the mechanisms as defined in the DCC’s SMKI operational recovery procedures, which shall be made available by the DCC to Parties via secured electronic means. The DCC shall update the Incident Management Log to record such notification in accordance with H9.1(g).

a) Method 1: the Subscriber shall seek to recover using the Compromised (or one suspected of being Compromised) Private Key (or any other relevant key held by the Subscriber) to replace the associated Organisation Certificate to which the Relevant Private Key relates on all affected SMETS2+ Devices;

b) Method 1A: the Subscriber shall seek to recover using the Compromised (or one suspected of being Compromised) Private Key (or any other relevant key held by the Subscriber) to replace all affected S1SP Held Device Security Credentials to which the Relevant Private Key relates;

c) Method 2: (only applicable where the Subscriber is a Supplier Party), the DCC shall use the Recovery Private Key to replace affected Certificates on SMETS2+ Devices with a DCC Access Control Broker Certificate. The Responsible Supplier shall then complete the recovery process by replacing the DCC Access Control Broker Certificate with new Organisation Certificates for which it is the Subscriber; or

d) Method 3: the DCC shall recover using the Recovery Private Key to replace affected Organisation Certificates on SMETS2+ Devices with new Organisation Certificates provided by the Subscriber.

Following the notification of the selected recovery method by the Subscriber, the DCC shall:

a) Where method 1 has been selected, perform the procedure as set out in Section 4.1 of this document;

b) Where method 1A is being used, perform the procedure as set out in Section 4.1A of this document;

c) Where method 2 has been selected, perform the procedure as set out in Section 4.2 of this document; or

d) Where method 3 has been selected, perform the procedure as set out in Section 4.3 of this document.

[bookmark: _Ref421550645][bookmark: _Ref421550649][bookmark: _Ref422724334][bookmark: _Ref422724856][bookmark: _Toc430692428][bookmark: _Toc465328925][bookmark: _Toc34727278][bookmark: _Toc446671881][bookmark: _Ref403405416]Method 1 - recovery by the affected Subscriber using its Compromised Private Key (or one suspected of being Compromised) to replace affectedthe associated Organisation Certificates on SMETS2+ Devices

[bookmark: _Ref421550656][bookmark: _Ref421550660][bookmark: _Toc430692429][bookmark: _Toc465328926][bookmark: _Toc34727279][bookmark: _Toc446671882]Pre-Recovery

The DCC shall execute the procedure as set out immediately below, following notification of the Compromise (or suspected Compromise) of the Private Key associated with the Public Key contained within an Organisation Certificate held on a SMETS2+ Devices, in accordance with section 3.2 of this document and notification from the affected Subscriber that it wishes to recover from the Compromise using the procedure set out in this section.

Informative: 

· [bookmark: _Hlk12606675]This section does not apply to User Role Signing Private Keys. Please see Section 7 of this document for further guidance on the User Role Signing Private Keys.

· This section is only applicable to Responsible Suppliers, Electricity Distributors, Gas Transporters and the DCC.

		Step

		When

		Obligation

		Responsibility

		Next Step



		4.1.1.1

		As soon as possible, following notification that the Subscriber wishes to recover using its own Compromised (or one suspected of being Compromised) Private Key associated with the Public Key contained within an Organisation Certificate held on a SMETS2+ Device

		[bookmark: _Hlk10813026]The affected Subscriber shall submit Certificate Revocation Requests (CRRs), as set out in consider the SMKI RAPP, in order to revoke affected Organisation Certificates that are affected by the security risks arising from the Compromise (or suspected Compromise).

The DCC shall revoke such Certificates in accordance with the provisions of Appendix Bits Private Key and be aware that, until the Private Key is destroyed, there is a risk of the Code and Private Key being used to achieve adverse consequences for the SMKI RAPPconsumer.  Revoking the Organisation Certificate containing the Public Key associated with the Compromised (or one suspected of being Compromised) Private Key does not prevent the Private Key from being used to send authorised Commands to a SMETS2+ Device.

Due consideration should be given before destroying a Compromised (or one suspected of being Compromised) Private Key if the recovery steps detailed in 4.1.2.1 to 4.1.2.5 of this section have not yet been carried out. Destroying the Private Key prior to carrying out these steps may put pre-payment customers at risk. 



If the Private Key is destroyed at this stage, the affected Subscriber should follow the Recovery Procedure as laid out in Section 4.2, Method 2 - recovery by the DCC using the Recovery Private Key to place DCC Access Control Broker Certificates on affected SMETS2+ Devices.



.

		Subscriber, DCC

		4.1.1.24.1.1.2 or 4.2 should the Compromised (or one suspected of being Compromised) Private Key be destroyed at this stage.



		4.1.1.2

		As soon as reasonably practicable, following 4.1.1.1

		A SMKI ARO acting on behalf of the affected Subscriber shall submit to the DCC, via secured electronic means, one or more files which shall be Organisation Compromise Notification Files as set out in Annex B for Subscribers that are not the DCC, or Other Compromise Notification Files as set out in Annex D where the Subscriber is the DCC. The affected Subscriber should ensure that such files together contain details of:

a) the Incident to which the submission relates;

b) the EUI-64 identifiers for the organisation that is the affected Subscriber to which the Compromise, or suspected Compromise of the Private Key relates; and

c) for each Organisation Certificate that is affected by the Compromise or suspected Compromise of the associated Private Key, the serial number of the Organisation Certificate, the SMETS2+ Device IDs and the SMETS2+ Device anchor slot which is populated with information from the affected Organisation Certificate related to the Compromised (or one suspected of being Compromised) Private Key.

In addition, a SMKI ARO acting on behalf of the affected Subscriber shall, as soon as reasonably practicable, submit an Anomaly Detection Thresholds File to the DCC, which shall include amended Anomaly Detection Thresholds that they estimate will be required to resolve the Compromise or suspected Compromise.replace all affected Organisation Certificates on SMETS2+ Devices. The affected Subscriber shall ensure that the Anomaly Detection Thresholds File is:

a) submitted using the mechanism specified in the Threshold Anomaly Detection Procedure;

b) in the format as set out in section 5.3 of the Threshold Anomaly Detection Procedure; and

c) Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the Subscriber for the purpose of Digital Signing of files as set out in section 6 of the Threshold Anomaly Detection Procedure.

		Subscriber

		4.1.1.3



		4.1.1.3

		As soon as reasonably practicable, following 4.1.1.2

		The DCC shall notify the SMKI PMA, via a secured electronic means, as soon as reasonably practicable:

a) that a Compromise (or suspected Compromise) of an Organisation’s Private Key has been notified;

b) that the Subscriber intends to use method 1 (as set out in section 4.1 of this document) to recover; and

c) of details relating to the Compromise, (or suspected Compromise), comprising the Subscriber and the number of SMETS2+ Devices affected, which will include the Organisation Compromise Notification Files as set out in Annex B for Subscribers that are not the DCC, or Other Compromise Notification Files as set out in Annex D where the Subscriber is the DCC.

		DCC

		4.1.1.4



		4.1.1.4

		As soon as reasonably practicable, following 4.1.1.3

		Where the affected Subscriber is not the Responsible Supplier for a SMETS2+ Device that is notified in step 4.1.1.1, the DCC shall notify the Responsible Supplier, via secured electronic means, that a Subscriber wishes to recover from Compromise (or suspected Compromise) using its own Private Key to recover.

The DCC shall also provide to the Responsible Supplier, via a secured electronic means, one or more Organisation Compromise Notification Files as set out in Annex B for Subscribers that are not the DCC, or Other Compromise Notification Files as set out in Annex D where the Subscriber is the DCC, which together contain details of the SMETS2+ Device IDs to which the Compromise (or suspected Compromise) relates.

		DCC

		Procedure as set out in section 4.1.2 of this document
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The procedure as set out immediately below, amended as instructed by the SMKI PMA, shall be used following execution of the process as set out in section 4.1.1 of this document.
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		When

		Obligation

		Responsibility

		Next Step



		4.1.2.1

		As soon as reasonably practicable, following procedure as set out in section 4.1.1

		The DCC shall temporarily amend the Anomaly Detection Thresholds for the affected Subscriber to allow submission of Service Requests to replace affected Organisation Certificates on SMETS2+ Devices, including performing the checks and validations set out in the Threshold Anomaly Detection Procedure...

The DCC shall inform, via a secured electronic means, a SMKI SRO and the SMKI ARO that provided the details in step 4.1.1.2, that the Anomaly Detection Threshold values have been successfully amended.

		DCC (DSP TAD)

		4.1.2.2



		4.1.2.2

		As soon as reasonably practicable, following 4.1.2.1

		The affected Subscriber shall either:

a) identify replacement Organisation Certificates; or

b) submit such Certificate Signing Requests (CSRs) that are required in order to acquire new Organisation Certificates.

		Subscriber

		4.1.2.3



		4.1.2.3

		As soon as reasonably practicable, following 4.1.2.2

		The affected Subscriber shall submit Service Requests as required, in accordance with the provisions of the DCC User Interface Specification, to replace affected Organisation Certificates on all relevant SMETS2+ Devices and shall, in doing so, monitor replacement of such affected Organisation Certificates.

		Subscriber

		4.1.2.4



		4.1.2.4

		As soon as reasonably practicable, following 4.1.2.3

		Upon completion of its activities to replace affected Organisation Certificates on affected SMETS2+ Devices, the affected Subscriber shall inform the DCC, via a secured electronic means:

a) that its activities in respect of the replacement of Organisation Certificates have been completed; and

b) of the SMETS2+ Devices for which replacement of affected Organisation Certificates has not been completed, which shall be submitted as one or more Organisation Compromise Recovery Progress Files as set out in Annex C for Subscribers that are not the DCC, or Other Compromise Recovery Progress Files as set out in Annex E.

		Subscriber

		4.1.2.6 or 4.1.2.5 if appropriate



		4.1.2.5

		As soon as reasonably practicable, following 4.1.2.4

		Where the affected Subscriber is not the Responsible Supplier for a SMETS2+ Device that is notified in step 4.1.1.1, hethe DCC shall notify the Responsible Supplier for affected SMETS2+ Devices, via secured electronic means, which SMETS2+ Devices were not recovered successfully, in one or more Organisation Recovery Progress Files as set out in Annex C for Subscribers that are not the DCC, or Other Compromise Recovery Progress Files as set out in Annex E where the Subscriber is the DCC.

		DCC

		Procedure as set out in section 4.1.32.6 of this document



		4.1.2.6

		As soon as reasonably practical following 4.1.2.4

		The affected Subscriber shall submit Certificate Revocation Requests (CRRs), as set out in the SMKI RAPP, in order to revoke affected Organisation Certificates.

The DCC shall revoke Organisation Certificates in accordance with the provisions of Appendix B of the Code and the SMKI RAPP.



[bookmark: _Hlk12633856]The affected Subscriber shall destroy the Private Key associated with the revoked Organisation Certificates.

		Subscriber, DCC

		Procedure as set out in section 4.1.3 of this document
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The procedure as set out immediately below shall be used following recovery from the Compromise of a Private Key associated with an Organisation Certificate using the procedures as set out in sections 4.1.1 and 4.1.2 of this document.



		Step

		When

		Obligation

		Responsibility

		Next Step



		4.1.3.1

		As soon as reasonably practicable, following completion of the procedure as set out in Section 4.1.2 of this document

		A SMKI ARO acting on behalf of the affected Subscriber shall, as soon as reasonably practicable, submit appropriate enduring Anomaly Detection Thresholds to the DCC, which shall be submitted as a file as set out in section 5.1 of the Threshold Anomaly Detection Procedure that is Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the Subscriber for the purpose of Digital Signing of files.



The DCC shall amend the relevant Anomaly Detection Thresholds to the values as submitted by the affected Subscriber, including performing the checks and validations set out in the Threshold Anomaly Detection Procedure.

		DCC (DSP TAD)

		4.1.3.2



		4.1.3.2

		As soon as reasonably practicable, following 4.1.3.1

		The DCC shall notify the SMKI PMA via a secured means of:

a) the completion of the affected Subscriber’s activities in respect of the procedure as set out in this section 4.1; and

b) the SMETS2+ Devices for which recovery was not completed, which may be provided in one or more which shall be Organisation Compromise Recovery Progress Files as set out in Annex C for Subscribers that are not the DCC, or Other Compromise Recovery Progress Files as set out in Annex E where the Subscriber is the DCC.

		DCC

		End of procedure
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The DCC shall execute the procedure as set out immediately below, following notification of the Compromise (or suspected Compromise) of the Private Key associated with the Public Key contained within an Organisation Certificate that forms a part of any S1SP Held Device Security Credentials, in accordance with section 3.2 of this document, and notification from the affected Subscriber that it wishes to recover from the Compromise using the procedure set out in this section.

Informative: 

· Please see Section 7 of this document for further guidance on the User Role Signing Private Keys.

· This section is only applicable to Responsible Suppliers, Electricity Distributors and Gas Transporters.

· All S1SP Held Device Security Credentials are Organisation Certificates.

· S1SP Held Device Security Credentials are held by the SMETS1 Service Provider and not on the SMETS1 Device.





		Step

		When

		Obligation

		Responsibility

		Next Step



		4.21A.1.1

		As soon as possible, following notification that the Subscriber wishes to recover using the procedure set out in section 4.2its own Compromised (or one suspected of this documentbeing Compromised) Private Key associated with the Public Key contained within an Organisation Certificate that forms part of any S1SP Held Device Security Credentials 

		The affected Subscriber shall consider the security risks arising from the Compromise or suspected Compromise of its Private Key and be aware that, until the Private Key is destroyed, there is a risk of the Private Key being used to achieve adverse consequences for the consumer.  Revoking the Organisation Certificate (that forms part of any S1SP Held Device Security Credentials) containing the Public Key associated with the Compromised (or one suspected of being Compromised) Private Key will  prevent the Private Key from being used to send authorised Commands to a SMETS1 Device.

Due consideration should be given before destroying a Compromised (or one suspected of being Compromised) Private Key if the recovery steps detailed in 4.1A.2.1 to 4.1A.2.5 of this section have not yet been carried out. Destroying the Private Key prior to carrying out these steps may put pre-payment customers at risk. It would be advisable to conduct the replacement of Organisation Certificates that forms part of any S1SP Held Device Security Credentials as quickly as possible.



The affected Subscriber shall submit Certificate Revocation Requests (CRRs), as set out in the SMKI RAPP, in order to revoke affected Organisation Certificates.

The DCC shall revoke Certificates in accordance with the provisions of the Appendix B of the Code and the SMKI RAPP.

		Subscriber, DCC

		4.21A.1.2



		4.21A.1.2

		As soon as possiblereasonably practicable, following 4.21A.1.1

		A SMKI ARO acting on behalf of the affected Subscriber shall submit to the DCC, via secured electronic means, one or more files which shall be Organisation Compromise Notification Files that each comply withas set out in Annex B of this document and which. The affected Subscriber should ensure that such files together contain details of:

a) the Incident to which the submission relates;

b) the EUI-64 identifiers for the organisation that is the affected Subscriber to which the Compromise, or suspected Compromise of the Private Key relates; and

c) for each Organisation Certificate that forms part of any S1SP Held Device Security Credentials and is affected by the Compromise or suspected Compromise, the serial number of the Organisation Certificate, the SMETS1 Device IDs and the Device anchor slot which is populated with information fromnature of the affected Organisation CertificateS1SP Held Device Security Credentials.



In addition, a SMKI ARO acting on behalf of the affected Subscriber shall, as soon as reasonably practicable, submit an Anomaly Detection Thresholds File to the DCC, which shall include amended Anomaly Detection Thresholds that they estimate will be required to resolve the Compromise or suspected Compromise.replace the affected Organisation Certificates that form a part of any S1SP Held Device Security Credentials. The affected Subscriber shall ensure that the Anomaly Detection Thresholds File is:

a) submitted using the mechanism specified in the Threshold Anomaly Detection Procedure;

b) in the format as set out in section 5.3 of the Threshold Anomaly Detection Procedure; and

a) Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the Subscriber for the purpose of Digital Signing of files as set out in section 6 of the Threshold Anomaly Detection Procedure. 

c) 

		Subscriber

		4.21A.1.3



		4.21A.1.3

		As soon as reasonably practicable, following 4.21A.1.2

		The DCC shall notify the SMKI PMA, via a secured electronic means, as soon as reasonably practicable, :

a) that a Compromise of an Organisation’s Private Key has been notified;

b) that the Subscriber wishes the DCCintends to use method 1 (as set out in section 4.1A of this document) to recover from ; and

of details relating to the Compromise (or suspected Compromise) of an Organisation Certificate or , comprising the Subscriber and the number of Organisation Certificates, using the procedure as set out in section 4.2.2 of this document (which requires use by that form a part of any S1SP Held Device Security Credentials affected, which will include the Organisation Compromise Notification Files as set out in Annex B for Subscribers that are not the DCC, or Other Compromise Notification Files as set out in Annex D where the Subscriber is the DCC of the Recovery Private Key to replace Certificates on Devices). 

.

c) The DCC shall disable processing of communications destined for Devices that it has been notified (in Step 4.2.1.2) are affected by the Compromise, for all Parties other than the DCC, by setting the SMI Status of those Devices to ‘recovery’ The DCC shall request a decision from the SMKI PMA as to whether recovery should be carried out.

		DCC

		4.21A.1.4



		4.21A.1.4

		As soon as reasonably practicable, following 4.21A.1.3

		Where the affected Subscriber is not the Responsible Supplier for a SMETS1 Device that is notified in step 4.1A.1.1, the DCC shall notify the Responsible Supplier, via secured electronic means, that a Subscriber wishes to recover from Compromise using its own Private Key.

The DCC shall take all reasonable steps toalso provide information to the SMKI PMA to support the SMKI PMA’s consideration of what procedural steps (if any) that should be taken in order to recover from the Compromise (or suspected Compromise), where such information may include (but shall not be limited to):

a)	the number of affected Devices, which may be provided in inResponsible Supplier, via a secured electronic means, one or more Organisation Compromise Notification Files that comply with Annex B of this document;

b)	the extentas set out in Annex B for Subscribers that are not the DCC, or Other Compromise Notification Files as set out in Annex D where the Subscriber is the DCC, which together contain details of the SMETS1 Device IDs to which the vulnerabilities that caused the Compromise have been addressed;

c)	the steps that DCC reasonably believes should be taken to recover from the Compromise (or suspected Compromise); 

d)	anticipated timescales for recovery.

The affected Subscriber shall take reasonable steps to provide information to the DCC in order for the DCC to provide such information to the SMKI PMArelates.

		DCC, Subscriber

		4.2.1.5Procedure as set out in section 4.1A.2 of this document



		4.2.1.5

		As soon as reasonably practicable, following 4.2.1.4

		The DCC shall notify the relevant Network Parties via secured electronic means:

a) that a Responsible Supplier wishes to recover using the procedure as set out in section 4.2.2 of this document; and

b) the Device IDs to which the Compromise relates, which shall submitted in one or more Organisation Compromise Notification Files that comply with Annex B of this document.

		DCC

		4.2.1.6



		4.2.1.6

		As soon as reasonably practicable, following 4.2.1.5

		Where the DCC believes that use of the Recovery Private Key is likely to be agreed by the SMKI PMA, the DCC shall identify such preparatory steps that it considers appropriate and either take such steps or instruct Parties to take steps as required, which may include (but shall not be limited to):

a) determine the number of Key Custodians required to attend a Key Activation Ceremony for the Recovery Private Key (which may be greater than the minimum number required to activate the Recovery Private Key);

b) inform such Key Custodians in respect of the Recovery Private Key, via a secured electronic means, of the date, time and location of a Key Activation Ceremony for the Recovery Private Key;



c) notifying Key Custodians to attend the location at which a relevant Key Activation Ceremony may be required; and

d) activities required to prepare such systems environments that are required to support activation and use of the Recovery Private Key.

		DCC, Key Custodians

		4.2.1.7





i. 
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The procedure as set out immediately below, amended as instructed by the SMKI PMA, shall be used following execution of the process as set out in section 4.1A.1 of this document.

		Step

		When

		Obligation

		Responsibility

		Next Step



		4.1A.2.1

		As soon as reasonably practicable, following procedure as set out in section 4.1A.1

		The DCC shall temporarily amend the Anomaly Detection Thresholds for the affected Subscriber to allow submission of Service Requests to replace affected Organisation Certificates, including performing the checks and validations set out in the Threshold Anomaly Detection Procedure.

The DCC shall inform, via a secured electronic means, a SMKI SRO and the SMKI ARO that provided the details in step 4.1A.1.2, that the Anomaly Detection Threshold values have been successfully amended.

		DCC (DSP TAD)

		4.1A.2.2



		4.1A.2.2

		As soon as reasonably practicable, following 4.1A.2.1

		The affected Subscriber shall either:

a) identify replacement Organisation Certificates that form a part of any S1SP Held Device Security Credentials; or

b) submit such Certificate Signing Requests (CSRs) that are required in order to acquire new Organisation Certificates that form a part of any S1SP Held Device Security Credentials.

		Subscriber

		4.1A.2.3



		4.1A.2.3

		As soon as reasonably practicable, following 4.1A.2.2

		The affected Subscriber shall submit Service Requests as required, in accordance with the provisions of the DCC User Interface Specification, to replace affected Organisation Certificates that form a part of any S1SP Held Device Security Credentials  and shall, in doing so, monitor replacement of such affected Organisation Certificates.

		Subscriber

		4.1A.2.4



		4.1A.2.4

		As soon as reasonably practicable, following 4.1A.2.3

		Upon completion of its activities to replace affected Organisation Certificates that form a part of any S1SP Held Device Security Credentials, the affected Subscriber shall inform the DCC, via a secured electronic means:

a) that its activities in respect of the replacement of Organisation Certificates that form a part of any S1SP Held Device Security Credentials have been completed; and

b) of the Organisation Certificates that form a part of any S1SP Held Device Security Credentials for which replacement has not been completed, which shall be submitted as one or more Organisation Compromise Recovery Progress Files as set out in Annex C for Subscribers that are not the DCC, or Other Compromise Recovery Progress Files as set out in Annex E.

		Subscriber

		4.1A.2.6 or 4.1A.2.5 if appropriate



		4.1A.2.5

		As soon as reasonably practicable, following 4.1A.2.4

		Where the affected Subscriber is not the Responsible Supplier for a SMETS1  Device that is notified in step 4.1A.1.1, the DCC shall notify the Responsible Supplier for affected SMETS1 Devices, via secured electronic means, which SMETS1 Devices were not recovered successfully, in one or more Organisation Recovery Progress Files as set out in Annex C for Subscribers that are not the DCC, or Other Compromise Recovery Progress Files as set out in Annex E where the Subscriber is the DCC.

		DCC

		Procedure as set out in section 4.1A.2.6 of this document



		4.1A.2.6

		As soon as reasonably practical following 4.1A.2.4

		The affected Subscriber shall submit Certificate Revocation Requests (CRRs), as set out in the SMKI RAPP, in order to revoke affected Organisation Certificates that form a part of any S1SP Held Device Security Credentials.



The DCC shall revoke Organisation Certificates that form a part of any S1SP Held Device Security Credentials in accordance with the provisions of  Appendix B of the Code and the SMKI RAPP.



The affected Subscriber shall destroy the Private Key associated with the revoked Organisation Certificate that forms a part of any S1SP Held Device Security Credentials.

		Subscriber, DCC

		Procedure as set out in section 4.1A.3 of this document
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The procedure as set out immediately below shall be used following recovery from the Compromise of a Private Key associated with an Organisation Certificate using the procedures as set out in sections 4.1A.1 and 4.1A.2 of this document.



		Step

		When

		Obligation

		Responsibility

		Next Step



		4.1A.3.1

		As soon as reasonably practicable, following completion of the procedure as set out in Section 4.1A.2 of this document

		A SMKI ARO acting on behalf of the affected Subscriber shall, as soon as reasonably practicable, submit appropriate enduring Anomaly Detection Thresholds to the DCC, which shall be submitted as a file as set out in section 5.1 of the Threshold Anomaly Detection Procedure that is Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the Subscriber for the purpose of Digital Signing of files.



The DCC shall amend the relevant Anomaly Detection Thresholds to the values as submitted by the affected Subscriber, including performing the checks and validations set out in the Threshold Anomaly Detection Procedure.

















		DCC (DSP TAD)

		4.1A.3.2



		4.1A.3.2

		As soon as reasonably practicable, following 4.1A.3.1

		The DCC shall notify the SMKI PMA via a secured means of:

a) the completion of the affected Subscriber’s activities in respect of the procedure as set out in this section 4.1A; and

b) the Organisation Certificates that form a part of any S1SP Held Device Security Credentials for which recovery was not completed, which may be provided in one or more which shall be Organisation Compromise Recovery Progress Files as set out in Annex C for Subscribers that are not the DCC, or Other Compromise Recovery Progress Files as set out in Annex E where the Subscriber is the DCC.

		DCC

		End of procedure
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The DCC shall execute the procedure as set out immediately below, following notification of the Compromise (or suspected Compromise) of the Private Key associated with the Public Key contained within an Organisation Certificate, in accordance with section 3.2 of this document, and notification from the affected Subscriber that it wishes to recover from the Compromise using the procedure set out in this section.

		Step

		When

		Obligation

		Responsibility

		Next Step



		4.2.1.1

		As soon as possible, following notification that the Subscriber wishes to recover using the procedure set out in section 4.2 of this document

		



The affected Subscriber shall consider the security risks arising from the Compromise or suspected Compromise of its Private Key and be aware that, until the Private Key is destroyed, there is a risk of the Private Key being used to achieve adverse consequences for the consumer.  Revoking the Organisation Certificate containing the Public Key associated with the Compromised (or one suspected of being Compromised) Private Key does not prevent the Private Key from being used to send authorised Commands to a SMETS2+ Device, but these will either be constrained by the status of the Device in the SMI, or the fact that a DCC Access Control Broker Certificate is now on the Device.



Due consideration should be given before destroying a Compromised (or one suspected of being Compromised) Private Key if the recovery method is not approved by the SMKI PMA and Method 1 is the only course of action for recovery.

		Subscriber, DCC

		4.2.1.2



		4.2.1.2

		As soon as possible, following 4.2.1.1

		A SMKI ARO acting on behalf of the affected Subscriber shall submit to the DCC, via secured electronic means, one or more Organisation Compromise Notification Files that each comply with Annex B of this document and which together contain details of:

a) the Incident to which the submission relates;

b) the EUI-64 identifiers for the organisation that is the affected Subscriber to which the Compromise, or suspected Compromise relates; and

c) for each Organisation Certificate that is affected by the Compromise or suspected Compromise, the serial number of the Organisation Certificate, the SMETS2+ Device IDs and the SMETS2+ Device anchor slot which is populated with information from the affected Organisation Certificate.

In addition, a SMKI ARO acting on behalf of the affected Subscriber shall, as soon as reasonably practicable, submit an Anomaly Detection Thresholds File to the DCC, which shall include amended Anomaly Detection Thresholds that they estimate will be required to resolve the Compromise or suspected Compromise. The affected Subscriber shall ensure that the Anomaly Detection Thresholds File is:

b) submitted using the mechanism specified in the Threshold Anomaly Detection Procedure;

c) in the format as set out in section 5.3 of the Threshold Anomaly Detection Procedure; and

d) Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the Subscriber for the purpose of Digital Signing of files as set out in section 6 of the Threshold Anomaly Detection Procedure. 



		Subscriber

		4.2.1.3



		4.2.1.3

		As soon as reasonably practicable, following 4.2.1.2

		The DCC shall notify the SMKI PMA, via a secured electronic means, as soon as reasonably practicable, that a Subscriber wishes the DCC to recover from the Compromise (or suspected Compromise) of an Organisation Certificate or Organisation Certificates, using the procedure as set out in section 4.2.2 of this document (which requires use by the DCC of the Recovery Private Key to replace Certificates on SMETS2+ Devices). 



The DCC shall disable processing of communications destined for SMETS2+ Devices that it has been notified (in Step 4.2.1.2) are affected by the Compromise, for all Parties other than the DCC, by setting the SMI Status of those SMETS2+ Devices to ‘recovery’ The DCC shall request a decision from the SMKI PMA as to whether recovery should be carried out.

		DCC

		4.2.1.4



		4.2.1.4

		As soon as reasonably practicable, following 4.2.1.3

		The DCC shall take all reasonable steps to provide information to the SMKI PMA to support the SMKI PMA’s consideration of what procedural steps (if any) that should be taken in order to recover from the Compromise (or suspected Compromise), where such information may include (but shall not be limited to):

a)	the number of affected SMETS2+ Devices, which may be provided in in one or more Organisation Compromise Notification Files that comply with Annex B of this document;

b)	the extent to which the vulnerabilities that caused the Compromise have been addressed;

c)	the steps that DCC reasonably believes should be taken to recover from the Compromise (or suspected Compromise); 

d)	anticipated timescales for recovery.

The affected Subscriber shall take reasonable steps to provide information to the DCC in order for the DCC to provide such information to the SMKI PMA.

		DCC, Subscriber

		4.2.1.5



		4.2.1.5

		As soon as reasonably practicable, following 4.2.1.4

		The DCC shall notify the relevant Network Parties via secured electronic means:

c) that a Responsible Supplier wishes to recover using the procedure as set out in section 4.2.2 of this document; and

d) the SMETS2+ Device IDs to which the Compromise relates, which shall be submitted in one or more Organisation Compromise Notification Files that comply with Annex B of this document.

		DCC

		4.2.1.6



		4.2.1.6

		As soon as reasonably practicable, following 4.2.1.5

		Where the DCC believes that use of the Recovery Private Key is likely to be agreed by the SMKI PMA, the DCC shall identify such preparatory steps that it considers appropriate and either take such steps or instruct Parties to take steps as required, which may include (but shall not be limited to):

e) determine the number of Key Custodians required to attend a Key Activation Ceremony for the Recovery Private Key (which may be greater than the minimum number required to activate the Recovery Private Key);

f) inform such Key Custodians in respect of the Recovery Private Key, via a secured electronic means, of the date, time and location of a Key Activation Ceremony for the Recovery Private Key;

g) notifying Key Custodians to attend the location at which a relevant Key Activation Ceremony may be required; and

h) activities required to prepare such systems environments that are required to support activation and use of the Recovery Private Key.

		DCC, Key Custodians

		4.2.1.7



		4.2.1.7

		As soon as reasonably practicable, following 4.2.1.6

		The SMKI PMA shall:

a) determine which of the steps (if any) as set out in section 4.2.2 of this document should be executed, in order to recover from the Compromise (or suspected Compromise); and

b) confirm whether the timescales proposed by the DCC (following consultation with the affected Subscriber(s)) in step 4.2.1.4 for recovery, are approved or whether alternate timescales should apply.

The SMKI PMA shall inform the DCC of its decision via a secured electronic means. 

		SMKI PMA, DCC

		4.2.1.8



		4.2.1.8

		As soon as reasonably practicable, following 4.2.1.7

		The DCC shall inform the affected Subscriber, of the SMKI PMA’s decision whether or not to execute the procedure as set out in section 4.2.2.

		DCC

		If SMKI PMA determines that no action is required, end of  Procedure; otherwise procedure as set out in section 4.2.2 of this document
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The procedure as set out immediately below, amended as instructed by the SMKI PMA, shall be used following execution of the process as set out in section 4.2.1 of this document.

		Step

		When

		Obligation

		Responsibility

		Next Step



		4.2.2.1

		As soon as possible, following notification from the SMKI PMA to the DCC that this procedure should be executed 

		Should the decision of the SMKI PMA be not to disable device communications, the DCC shall re-enable communications to any devicesSMETS2+ Devices where communications have previously been disabled by setting the SMI Status of any SMETS2+ Device that had been set to “recovery” pursuant to Step 4.2.1.3 back to the SMI Status each such SMETS2+ Device held immediately prior to the execution of step 4.2.1.3 of this procedure.

		DCC

		4.2.2.2



		4.2.2.2

		As soon as reasonably practicable, following 4.2.2.1

		Where necessary, the DCC shall temporarily amend the Anomaly Detection Thresholds, including performing the checks and validations set out in the Threshold Anomaly Detection Procedure, for:

a) the DCC that relate to the issuance of recovery Commands to replace Organisation Certificates on SMETS2+ Devices, to enable replacement of affected Organisation Certificates as notified in section 4.2.1 of this document; and

b) for the affected Subscriber, to allow submission of Service Requests to replace DCC Access Control Broker Certificates with new Organisation Certificates.

The DCC shall inform, via secured electronic means, a SMKI SRO and the SMKI ARO that provided the details in step 4.2.1.2, that the Anomaly Detection Threshold values have been successfully amended.

		DCC (DSP TAD)

		4.11A.2.3



		4.2.2.3

		As soon as reasonably practicable, following 4.2.2.2

		The DCC, in collaboration with Key Custodians, shall participate in a Key Activation Ceremony to activate the Recovery Private Key.

		DCC

		4.2.2.4



		4.2.2.4

		As soon as reasonably practicable, following 4.2.2.3

		The DCC shall send Commands to each affected SMETS2+ Device, Digitally Signed using the Recovery Private Key, in order to replace Organisation Certificates in all of the Supplier slots on SMETS2+ Devices as notified in step 4.2.1.2, with a DCC Access Control Broker Certificate. In doing so, the DCC shall monitor its Command acknowledgement records, to determine the progress of recovery in respect of SMETS2+ Devices affected by the Compromise.

		DCC

		4.2.2.5



		4.2.2.5

		As soon as reasonably practicable, following 4.2.2.4

		Upon completion of step 4.2.2.4 for each SMETS2+  Device, the DCC shall restore processing of communications destined for the affected SMETS2+ Device by setting the SMI Status to ‘recovered’.

		DCC

		4.2.2.6



		4.2.2.6

		As soon as reasonably practicable, following 4.2.2.5

		The DCC shall notify the affected Subscriber of the replacement of Organisation Certificates on affected SMETS2+ Devices:

a) upon replacement of affected Organisation Certificates on each SMETS2+ Device, using a DCC Alert issued via the DCC User Interface; and

b) upon completion of attempts to replace all affected Organisation Certificates on relevant SMETS2+ Devices, in one or more Organisation Compromise Recovery Progress Files that comply with Annex C of this document, provided via secured electronic means.

		DCC

		4.2.2.7



		4.2.2.7

		As soon as reasonably practicable, following 4.2.2.6

		The affected Subscriber shall either:

a) identify replacement Organisation Certificates; or

b) submit such Certificate Signing Requests (CSRs) that are required in order to acquire new Organisation Certificates.

		Subscriber

		4.2.2.8



		4.2.2.8

		As soon as reasonably practicable, following 4.2.2.7

		Where the DCC has recovered by replacing Organisation Certificates of the Responsible Supplier, with a DCC Access Control Broker Certificate, the Responsible Supplier shall submit Service Requests, in accordance with the provisions of the DCC User Interface Specification, to replace the DCC Access Control Broker Certificate in each Supplier SMETS2+ Device slot with a replacement Organisation Certificate, for each SMETS2+ Device as established in step 4.2.1.1 within section 4.2 of this document. Upon successful completion of such replacement for a SMETS2+ Device, the DCC shall set the SMI Status for that SMETS2+ Device to the SMI Status that was in place immediately prior to the execution of step 4.2.2.1 of this procedure.

		Responsible Supplier

		4.2.2.9
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		As soon as reasonably practicable, following 4.2.2.8

		The Responsible Supplier shall notify the DCC in respect of replacement of such DCC Access Control Broker Certificates with new Organisation Certificates, via secured electronic means and in one or more Organisation Compromise Recovery Progress Files that comply with Annex C of this document.

		DCC

		Procedure as set out in Section 4.2.32.10 of this document.



		4.2.2.10

		As soon as reasonably practical following 4.2.2.9

		The affected Subscriber shall submit Certificate Revocation Requests (CRRs), as set out in the SMKI RAPP, in order to revoke affected Organisation Certificates.

The DCC shall revoke Organisation Certificates in accordance with the provisions of the Appendix B of the Code and the SMKI RAPP.



The affected Subscriber shall destroy the Private Key associated with the revoked Organisation Certificate.

		Subscriber, DCC

		Procedure as set out in section 4.2.3 of this document
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The procedure as set out immediately below shall be used following execution of the procedures as set out in sections 4.2.1 and 4.2.2 of this document.

		Step

		When

		Obligation

		Responsibility

		Next Step



		4.2.3.1

		As soon as reasonably practicable, following completion of the procedure as set out in Section 4.2.2 of this document

		A SMKI ARO acting on behalf of the affected Subscriber shall, as soon as reasonably practicable, submit appropriate enduring Anomaly Detection Thresholds to the DCC, which shall be submitted as a file as set out in section 5.1 of the Threshold Anomaly Detection Procedure that is Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the affected Subscriber for the purpose of Digital Signing of files.

The DCC shall amend the relevant Anomaly Detection Thresholds to the values as submitted by the affected Subscriber, including performing the checks and validations set out in the Threshold Anomaly Detection Procedure.

The DCC shall reinstate its relevant Anomaly Detection Threshold values that were in place immediately prior to the temporary values used during the execution of the procedure set out in this Section 4.2 of this document.

		DCC (DSP TAD)

		4.2.3.2



		4.2.3.2

		As soon as reasonably practicable, following 4.2.3.1

		The DCC shall notify the SMKI PMA, via a secured means, of:

a) whether the recovery from the Compromise has been successfully completed, which may be provided in one or more Organisation Compromise Recovery Progress Files that comply with Annex C of this document; and

b) the number of SMETS2+ Devices for which recovery was not successful.

		DCC

		End of procedure
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The DCC shall execute the procedure as set out immediately below, following notification of the Compromise (or suspected Compromise) of the Private Key associated with the Public Key contained within an Organisation Certificate, in accordance with section 3.2 of this document, and notification from the relevant Subscriber that it wishes to recover from the Compromise (or suspected Compromise) using the procedure set out in this section.

		Step

		When

		Obligation

		Responsibility

		Next Step



		4.3.1.1

		As soon as possible, following notification that the Subscriber wishes to recover using the procedure set out in section 4.3.2 of this document 

		The Subscriber shall submit Certificate Revocation Requests (CRRs), as set out in the SMKI RAPP, in order to revoke affected Organisation Certificates.

The DCC shall revoke Organisation Certificates in accordance with the provisions of the Appendix B of the Code and the SMKI RAPP.

The affected Subscriber shall destroy the Private Key associated with the revoked Organisation Certificate.



The affected Subscriber shall consider the security risks arising from the Compromise or suspected Compromise of its Private Key and be aware that, until the Private Key is destroyed, there is a risk of the Private Key  being used to achieve adverse consequences for the consumer.  Revoking the Organisation Certificate containing the Public Key associated with the Compromised (or one suspected of being Compromised) Private Key does not prevent the Private Key from being used to send authorised Commands to a SMETS2+ Device, but these will either be constrained by the status of the Device in the SMI, or the fact that a DCC Access Control Broker Certificate is now on the Device.



Due consideration should be given before destroying a Compromised (or one suspected of being Compromised) Private Key if the recovery method is not approved by the SMKI PMA and Method 1 is the only course of action for recovery.





		Subscriber, DCC

		4.3.1.2



		4.3.1.2

		As soon as reasonably practicable, following 4.3.1.1

		A SMKI ARO acting on behalf of the affected Subscriber shall submit to the DCC, via secured electronic means, one or more files which shall be Organisation Compromise Notification Files as set out in Annex B for Subscribers that are not the DCC, or Other Compromise Notification Files as set out in Annex D where the Subscriber is the DCC. The affected Subscriber should ensure that such files together contain details of:

a) the Incident to which the submission relates;

b) the EUI-64 identifiers for the organisation that is the affected Subscriber to which the Compromise, or suspected Compromise relates; and

c) for each Organisation Certificate that is affected by the Compromise or suspected Compromise, the serial number of the Organisation Certificate, the SMETS2+ Device IDs and the SMETS2+ Device anchor slot which is populated with information from the affected Organisation Certificate.



		Subscriber

		4.3.1.3



		4.3.1.3

		As soon as reasonably practicable, following 4.3.1.2

		The DCC shall notify the SMKI PMA, via a secured electronic means, as soon as reasonably practicable, that a Subscriber wishes the DCC to recover from the Compromise (or suspected Compromise) of its Organisation Certificate using the procedure as set out in section 4.3.2 of this document (which requires use by the DCC of the Recovery Private Key to replace Organisation Certificates on SMETS2+ Devices).

Where the Compromise affects Supplier or CSP Certificates the DCC shall disable processing of communications destined for those SMETS2+ Devices that it has been notified (in Step 4.3.1.2) that are affected by the Compromise, for all Parties other than the DCC, by setting the SMI Status of those SMETS2+ Devices to ‘recovery’. The DCC shall request a decision from the SMKI PMA as to whether recovery should be carried out.

		DCC

		4.3.1.4



		4.3.1.4

		As soon as reasonably practicable, following 4.3.1.3

		Where the affected Subscriber is not the Responsible Supplier for a SMETS2+ Device that is notified in step 4.3.1.2, the DCC shall notify the Responsible Supplier via secured electronic means:

a) that a Subscriber wishes to recover using the procedure as set out in section 4.3.2 of this document; and

b) the SMETS2+ Device IDs to which the Compromise relates, which shall be submitted in one or more one or more files which shall be Organisation Compromise Notification Files as set out in Annex B for Subscribers that are not the DCC, or Other Compromise Notification Files as set out in Annex D where the Subscriber is the DCC.

		DCC

		4.3.1.5



		4.3.1.5

		As soon as reasonably practicable, following 4.3.1.4

		The DCC shall take all reasonable steps to provide information to the SMKI PMA to support the SMKI PMA’s consideration of what procedural steps (if any) that should be taken in order to recover from the Compromise (or suspected Compromise), where such information may include (but shall not be limited to):

a)	the number of affected SMETS2+ Devices, which may be provided in one or more one or more files which shall be Organisation Compromise Notification Files as set out in Annex B for Subscribers that are not the DCC, or Other Compromise Notification Files as set out in Annex D where the Subscriber is the DCC;

b)	the extent to which the vulnerabilities that caused the Compromise have been addressed; 

c)	the steps that DCC reasonably believes should be taken to recover from the Compromise (or suspected Compromise); and

d)	anticipated timescales for recovery.

The affected Subscriber shall take reasonable steps to provide information to the DCC in order for the DCC to provide such information to the SMKI PMA.

		DCC, Subscriber

		4.3.1.6



		4.3.1.6

		As soon as reasonably practicable, following 4.3.1.5

		Where the DCC believes that use of the Recovery Private Key is likely to be required by the SMKI PMA, the DCC shall identify such preparatory steps that it considers appropriate and either take such steps or instruct Parties to take steps as required, which may include (but shall not be limited to):

a) determine the number of Key Custodians required to attend a Key Activation Ceremony for the Recovery Private Key (which may be greater than the minimum number required to activate the Recovery Private Key);

b) inform such Key Custodians in respect of the Recovery Private Key, via a secured electronic means, of the date, time and location of a Key Activation Ceremony for the Recovery Private Key;

c) notifying Key Custodians to attend the location at which a relevant Key Generation Ceremony or Key Activation Ceremony may be required; and

d) activities required to prepare such systems environments that are required to support activation and use of the Recovery Private Key.

		DCC, Key Custodians

		4.3.1.7



		4.3.1.7

		As soon as reasonably practicable, following 4.3.1.6

		The SMKI PMA shall:

a) determine which of the steps (if any) as set out in section 4.2.2 of this document should be executed, in order to recover from the Compromise (or suspected Compromise); and

b) confirm whether the timescales proposed by the DCC (following consultation with the affected Subscriber(s)) in step 4.3.1.5 for recovery, are approved or whether alternate timescales should apply.

The SMKI PMA shall inform the DCC of its decision via a secured electronic means.

		SMKI PMA, DCC

		4.3.1.8



		4.3.1.8

		As soon as reasonably practicable, following 4.3.1.7

		The DCC shall notify the affected Subscriber, via secured electronic means, of the SMKI PMA’s decision whether or not to execute the procedure (amended as directed by the SMKI PMA) as set out in section 4.3.2.

Where the affected Subscriber is not the Responsible Supplier for a SMETS2+ Device that is notified in step 4.3.1.2, the DCC shall notify the Responsible Supplier via secured electronic means, of the SMKI PMA’s decision whether or not to execute the procedure (amended as directed by the SMKI PMA) as set out in section 4.3.2.

		DCC

		If SMKI PMA determines that no action is required, end of Procedure; otherwise procedure as set out in section 4.3.2 of this document
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The procedure as set out immediately below, amended as instructed by the SMKI PMA in accordance with section 4.3.1 of this document, shall be used, following execution of the process as set out in section 4.3.1 of this document.

		Step

		When

		Obligation

		Responsibility

		Next Step



		4.3.2.1

		As soon as possible, following notification from the SMKI PMA to the DCC that this procedure should be executed 

		Should the decision of the SMKI PMA be not to disable device communications, the DCC shall re-enable communications to any devices where communications have previously been disabled by setting the SMI Status of any SMETS2+ Device that had been set to “recovery” pursuant to Step 4.3.1.3 back to the SMI Status each such SMETS2+ Device held immediately prior to the execution of step 4.3.1.3 of this procedure

		DCC

		4.3.2.2



		4.3.2.2

		As soon as possible, following 4.3.2.1

		Where necessary, the DCC shall temporarily amend the Anomaly Detection Thresholds, including performing the checks and validations set out in the Threshold Anomaly Detection Procedure, for:

a) the DCC that relate to the issuance of Commands to replace Organisation Certificates on SMETS2+ Devices, to enable replacement of affected Organisation Certificates as notified in section 4.3.1 of this document.

The DCC shall inform, via secured electronic means, a SMKI SRO and the SMKI ARO that provided the details in step 4.3.1.2, that the Anomaly Detection Threshold values have been successfully amended.

		DCC (DSP TAD)

		4.3.2.3



		4.3.2.3

		As soon as reasonably practicable, following 4.3.2.2

		The affected Subscriber shall either:

a) identify replacement Organisation Certificates that are not Digitally Signed by the Compromised Private Key; or

b) submit such Certificate Signing Requests (CSRs) that are required in order to acquire new Organisation Certificates that are not Digitally Signed by the Compromised Private Key.

The affected Subscriber shall notify the DCC of the serial number of the replacement Organisation Certificate that should be used to populate a SMETS2+ Device and specify the SMETS2+ Device slot to which the replacement Organisation Certificate relates, which shall be provided via secured electronic means in one or more one or more files which shall be Organisation Compromise Notification Files as set out in Annex B for Subscribers that are not the DCC, or Other Compromise Notification Files as set out in Annex D where the Subscriber is the DCC.

		Subscriber

		4.3.2.4



		4.3.2.4

		As soon as reasonably practicable, following 4.3.2.3

		The DCC, in collaboration with Key Custodians, shall participate in a Key Activation Ceremony to activate the Recovery Private Key.

		DCC

		4.3.2.5



		4.3.2.5

		As soon as reasonably practicable, following 4.3.2.4

		The DCC shall send Commands to all SMETS2+ Devices, Digitally Signed using the Recovery Private Key, in order to replace affected Organisation Certificates on relevant SMETS2+ Devices as notified in step 4.3.1.1 with replacement Organisation Certificates as notified by the affected Subscriber. In doing so, the DCC shall monitor its Command acknowledgement records, to determine the progress of recovery in respect of SMETS2+ Devices affected by the Compromise.

		DCC

		4.3.2.6



		4.3.2.6

		As soon as reasonably practicable, following 4.3.2.5

		The DCC shall notify the affected Subscriber of the replacement of Organisation Certificates on affected SMETS2+ Devices:

a) upon replacement of affected Organisation Certificates on each SMETS2+ Device, using a DCC Alert issued via the DCC User Interface; and

b) upon completion of attempts to replace all affected Organisation Certificates on relevant SMETS2+ Devices, in one or more files which shall be Organisation Compromise Recovery Progress Files as set out in Annex C for Subscribers that are not the DCC, or Other Compromise Recovery Progress Files as set out in Annex E where the Subscriber is the DCC, provided by secured electronic means.

		DCC

		4.3.2.7



		4.3.2.7

		As soon as reasonably practicable, following 4.3.2.6

		Upon completion of step 4.3.2.6 for each SMETS2+ Device, the DCC shall restore processing of communications destined for the affected SMETS2+ Device by setting the SMI Status for that SMETS2+ Device to the SMI Status that was in place immediately prior to the execution of step 4.3.2.1 of this procedure.

		DCC

		4.3.2.8



		4.3.2.8

		As soon as reasonably practicable, following 4.3.2.7

		The DCC shall notify each Responsible Supplier for affected SMETS2+ Devices, by secured electronic means, which SMETS2+ Devices were not recovered successfully in one or more one or more files which shall be Organisation Compromise Recovery Progress Files as set out in Annex C for Subscribers that are not the DCC, or Other Compromise Recovery Progress Files as set out in Annex E where the Subscriber is the DCC.

		DCC

		 Procedure as set out in Section 4.3.3 of this document.
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The procedure as set out immediately below shall be used following execution of the procedures as set out in sections 4.3.1 and 4.3.2 of this document.

		Step

		When

		Obligation

		Responsibility

		Next Step



		4.3.3.1

		As soon as reasonably practicable, following completion of the procedure as set out in Section 4.3.2 of this document

		The DCC shall reinstate its relevant Anomaly Detection Threshold values that were in place immediately prior to the temporary values used during the execution of the procedure set out in this Section 4.3 of this document.

		DCC (DSP TAD)

		4.3.3.2



		4.3.3.2

		As soon as reasonably practicable, following 4.3.3.1

		The DCC shall notify the SMKI PMA, via a secured electronic means, of:

a) whether the recovery from the Compromise has been successfully completed, which may be provided in one or more files which shall be Organisation Compromise Recovery Progress Files as set out in Annex C for Subscribers that are not the DCC, or Other Compromise Recovery Progress Files as set out in Annex E where the Subscriber is the DCC; and

b) the number of SMETS2+ Devices for which recovery was not successful.

		DCC

		End of procedure
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The DCC shall execute the procedure as set out immediately below, following:

a) the notification of the Compromise (or suspected Compromise) of the Root OCA Private Key, in accordance with section 3.2 of this document; or

b) where the use of the Recovery Private Key has been unsuccessful (as set out in sections 4.24.2, 4.3, 6.2 and 6.3 of this document) and the DCC reasonably believes that the nature of the Compromise could require use of the Contingency Private Key.

		Step

		When

		Obligation

		Responsibility

		Next Step



		5.1.1

		As soon as reasonably practicable, following notification of the Compromise (or suspected Compromise) of the Root OCA Private Key or escalation due to failure of recovery using the Recovery Private Key, in accordance with section 3.2 of this document

		The DCC shall notify the SMKI PMA and all affected Subscribers, via a secured electronic means, as soon as reasonably practicable, that a Compromise of the Root OCA Key has been notified, or that use of the Recovery Private Key has been unsuccessful that the DCC reasonably believes that the nature of the Compromise could require use of the Contingency Private Key. The DCC shall also provide details to affected Subscribers of the affected SMETS2+ Devices and Organisation Certificates, in one or more Other Compromise Notification files which comply with Annex D of this document.



The DCC shall request a decision from the SMKI PMA as to whether recovery should be carried out.

		DCC

		5.1.2



		5.1.2

		As soon as reasonably practicable, following 5.1.1

		The DCC shall take all reasonable steps to provide information to the SMKI PMA to support the SMKI PMA’s consideration of what procedural steps (if any) that should be taken in order to recover from the Compromise (or suspected Compromise), where such information may include (but shall not be limited to):

a)	the affected SMETS2+ Devices and Subscribers, which may be provided in one or more Other Compromise Notification files which comply with Annex D of this document;

b)	the extent to which DCC’s monitoring indicates that there has been unauthorised use of the Root OCA Private Key;

c)	the extent to which the vulnerabilities that caused the Compromise have been addressed;

d)	the steps that DCC reasonably believes should be taken to recover from the Compromise (or suspected Compromise); and

e)	anticipated timescales for recovery.

		DCC

		5.1.3



		5.1.3

		As soon as reasonably practicable, following 5.1.2

		Where the DCC believes that use of the Contingency Private Key is likely to be required by the SMKI PMA, it shall identify such preparatory steps that it considers appropriate and to either take such steps or instruct Parties to take steps as required, including (but not limited to):

a) inform the requisite number of Key Custodians, via a secured electronic means, that a Key Activation Ceremony for the Contingency Private Key is required (which may be greater than the minimum number required to activate the Contingency Private Key), and the date, time and location of each Key Activation Ceremony;

b) notifying Key Custodians to attend the location at which a relevant Key Activation Ceremony may be required; and

c) activities required to prepare the systems environment required to support activation and use of the Contingency Private Key.

		DCC, Key Custodians

		5.1.4



		5.1.4

		As soon as reasonably practicable, following 5.1.3

		The SMKI PMA shall:

a) determine which of the steps (if any) as set out in section 4.2.2 of this document should be executed, in order to recover from the Compromise (or suspected Compromise); and

b) confirm whether the timescales proposed by the DCC (following consultation with the affected Subscriber(s)) in step 5.1.2 for recovery, are approved or whether alternate timescales should apply.

The SMKI PMA shall inform the DCC of its decision via a secured electronic means.

		SMKI PMA, DCC

		If SMKI PMA determines that no action is required, end of Procedure; otherwise 5.1.5



		5.1.5

		As soon as reasonably practicable, following 5.1.4

		The DCC shall notify affected Subscribers, via a secured electronic means, of the SMKI PMA’s decision whether or not to execute the recovery procedure (amended as directed by the SMKI PMA) as set out in section 5.2.

		DCC

		Where required by SMKI PMA, 5.1.6; otherwise End of procedure



		5.1.6

		As soon as reasonably practicable, following 5.1.5

		The DCC shall execute steps in order, where applicable in accordance with the SMKI PMA’s decision, to revoke:

a) the Root OCA Certificate;

b) the Issuing OCA Certificate

The DCC shall update and lodge the relevant ARL in the SMKI Repository and shall destroy affected Private Keys and Symmetric Keys, which may include:

a) the old Root OCA Private Key;

b) the old Issuing OCA Private Key;

c) the old Contingency Private Key; and

d) the old Contingency Symmetric Key.

		DCC

		Procedure as set out in section 5.2 of this document
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The DCC shall execute the steps as notified by the SMKI PMA, in accordance with the procedure in section 5.1 of this document, which may include (but will not be limited to) some or all of the steps as set out in this section 5.2.

		Step

		When

		Obligation

		Responsibility

		Next Step



		5.2.1

		As soon as reasonably practicable, following confirmation of Compromise and instruction from the SMKI PMA that recovery using the Contingency Private Key should be carried out

		The DCC shall disable processing of communications destined for SMETS2+ Devices that are affected by the Compromise, for all Parties other than the DCC, by setting the SMI Status to ‘recovery’.

		DCC

		5.2.2



		5.2.2

		As soon as possible, following 5.2.1

		A SMKI ARO acting on behalf of each affected Subscriber shall, as soon as reasonably practicable, submit an Anomaly Detection Thresholds File to the DCC, which shall include amended Anomaly Detection Thresholds that they estimate will be required to resolve the Compromise or suspected Compromise. The affected Subscriber shall ensure that the Anomaly Detection Thresholds File is:

a) submitted using the mechanism specified in the Threshold Anomaly Detection Procedure;

b) in the format as set out in section 5.3 of the Threshold Anomaly Detection Procedure; and

c) Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the Subscriber for the purpose of Digital Signing of files as set out in section 6 of the Threshold Anomaly Detection Procedure. 



		Subscriber

		5.2.3



		5.2.3

		As soon as possible, following 5.2.2

		The DCC shall temporarily amend the Anomaly Detection Thresholds, as required  and including performing the checks and validations set out in the Threshold Anomaly Detection Procedure, for:

a) the DCC that relate to the issuance of Commands to replace Organisation Certificates on SMETS2+ Devices, to enable replacement of affected Organisation Certificates as notified in step 5.1.2; and

b) affected Subscribers to allow submission of Service Requests to replace DCC Access Control Broker Certificates with new Organisation Certificates. 

The DCC shall inform, via secured electronic means, a SMKI SRO and the SMKI ARO that provided the details in step 5.2.2, that the Anomaly Detection Threshold values have been successfully amended.

		DCC (DSP TAD)

		5.2.4



		5.2.4

		As soon as reasonably practicable, following 5.2.3

		The DCC, shall conduct relevant Key Generation Ceremonies in accordance with the Organisation CPS, in order to generate:

a) a new Contingency Symmetric Key;

b) a new Contingency Key Pair;

c) a new wrappedApexContingencyKey;

d) a new Root OCA Key Pair ; and

e) a new Issuing OCA Key Pair.

		DCC

		5.2.5



		5.2.5

		As soon as reasonably practicable, following 5.2.4

		The DCC shall generate a new Root OCA Certificate, embedding the new wrappedApexContingencyKey that has been generated as part of the process as set out in step 5.2.4 of this document. The new Root OCA Certificate shall be Digitally Signed by the new Root OCA Private Key.

The DCC shall generate a replacement Issuing OCA Certificate, signed by the new Root OCA Private Key.

		DCC (as TSP)

		5.2.6



		5.2.6

		As soon as reasonably practicable, following 5.2.5

		The DCC shall lodge the new Root OCA Certificate and Issuing OCA Certificate in the SMKI Repository.

		DCC

		5.2.7



		5.2.7

		As soon as reasonably practicable, following 5.2.6

		The DCC, in collaboration with Key Custodians, shall participate in a Key Activation Ceremony to activate the Contingency Private Key and the plain text version of the Contingency Symmetric Key that were used to generate the wrappedApexContingencyKey that is stored within the Root OCA Certificate that has been deployed to SMETS2+ Devices. To facilitate this, the DCC shall bring together all parts of the Contingency Symmetric Key.

		DCC

		5.2.8



		5.2.8

		As soon as reasonably practicable, following 5.2.7

		The DCC shall send Commands to all SMETS2+ Devices, Digitally Signed using the Contingency Private Key and including the Contingency Symmetric Key to enable activation, attaching the following Certificates (where applicable according to the SMETS2+ Device type) to the corresponding SMETS2+ Devices:

a) a new Root OCA Certificate;

b) a replacement new DCC Transitional CoS Certificate;

c) a replacement new Recovery Certificate;

d) a replacement new DCC Access Control Broker Certificate;

e) a replacement new DCC WAN Provider Certificate; and

f) a new DCC Access Control Broker Certificate which shall be placed in each Supplier SMETS2+ Device slot or Network Operator SMETS2+ Device slot in the corresponding SMETS2+ Device.

		DCC

		5.2.9



		5.2.9

		As soon as reasonably practicable, following 5.2.8

		Upon completion of step 5.2.8 for each SMETS2+ Device, the DCC shall restore processing of communications destined for the affected SMETS2+ Device by setting the SMI Status to ‘recovered’.

		DCC

		5.2.10



		5.2.10

		As soon as reasonably practicable, following 5.2.9

		The DCC shall monitor its Command acknowledgement records, to determine the progress of recovery in respect of SMETS2+ Devices affected by the Compromise.

		DCC

		5.2.11
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		As soon as reasonably practicable, following 5.2.10

		The DCC shall notify the affected Subscriber of the replacement of Organisation Certificates on affected SMETS2+ Devices:

a) upon replacement of affected Organisation Certificates on each SMETS2+ Device with a DCC Access Broker Certificate, via DCC Alert issued via the DCC User Interface to the affected Subscriber; and

b) upon completion of attempts to replace all affected Organisation Certificates (for each affected Subscriber) on relevant SMETS2+ Devices, in one or more Other Compromise Recovery Progress Files that comply with Annex E of this document, which shall be provided via secured electronic means.

		DCC

		5.2.12



		5.2.12

		As soon as reasonably practicable, following 5.2.11

		The DCC shall notify each Responsible Supplier for affected SMETS2+ Devices, via secured electronic means, in one or more Other Compromise Recovery Progress Files that comply with Annex E of this document, which SMETS2+ Devices were not recovered successfully.

		DCC

		Procedure as set out in Section 5.3 of this document
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The procedure as set out immediately below shall be used following recovery from the Compromise of a Root OCA Private Key.

		Step

		When

		Obligation

		Responsibility

		Next Step



		5.3.1

		As soon as reasonably practicable, following completion of the procedure as set out in Section 5.2 of this document

		The affected Subscriber shall either:

a) identify replacement Organisation Certificates; or

b) submit such Certificate Signing Requests (CSRs) that are required in order to acquire new Organisation Certificates.

		Subscriber

		5.3.2



		5.3.2

		As soon as reasonably practicable, following 5.3.1

		The Responsible Supplier shall submit Service Requests, in accordance with the provisions of the DCC User Interface Specification, to replace:

a) the DCC Access Control Broker Certificate in each Supplier SMETS2+ Device slot with a replacement Organisation Certificate that is Issued under the new Issuing OCA, for each SMETS2+ Device as established in step 5.2.2 within section 5.2 of this document; and

b) [bookmark: _Toc430692444][bookmark: _Toc465328941][bookmark: _Toc34727298][bookmark: _Toc446671897]the DCC Access Control Broker Certificate in each Network Operator SMETS2+ Device slot with an Organisation Certificate to which the Network Operator is the Subscriber that is Issued under the new Issuing OCA, for each SMETS2+ Device as established in step 5.2.2 within section 5.2 of this document.

Upon successful completion of such replacement for a SMETS2+ Device, the DCC shall set the SMI Status for that SMETS2+ Device to the SMI Status that was in place immediately prior to the execution of step 5.2.1 of this procedure.



The Responsible Supplier shall notify the DCC in respect of replacement of affected Organisation Certificates, via secured electronic means and in one or more Other Compromise Recovery Progress Files that comply with Annex E of this document.

		Subscriber

		5.3.3



		5.3.3

		As soon as reasonably practicable, following 5.3.2

		A SMKI ARO acting on behalf of each affected Subscriber shall, as soon as reasonably practicable, submit appropriate enduring Anomaly Detection Thresholds to the DCC, which shall be submitted as a file as set out in section 5.1 of the Threshold Anomaly Detection Procedure that is Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the Subscriber for the purpose of Digital Signing of files.

The DCC shall amend the relevant Anomaly Detection Thresholds to the values as submitted by the affected Subscriber, including performing the checks and validations set out in the Threshold Anomaly Detection Procedure.

The DCC shall reinstate its relevant Anomaly Detection Threshold values that were in place immediately prior to the temporary values used during the execution of the procedure set out in this Section 5 of this document.

		Subscriber, DCC (DSP TAD)

		5.3.4



		5.3.4

		As soon as reasonably practicable, following 5.3.3

		The DCC shall notify the SMKI PMA and affected Subscribers, via a secured means, of:

a) whether the recovery from the Compromise has been successfully completed, which may be provided in one or more Other Compromise Recovery Progress Files that comply with Annex E of this document.; and

b) the number of SMETS2+ Devices for which recovery was not successful.

		DCC

		End of procedure
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The DCC shall execute the procedure as set out immediately below, following notification of the Where the DCC becomes aware that a Compromise (or suspected Compromise) of to the Contingency Private Key or the Contingency Symmetric Key has occurred, the DCC shall raise an Incident in accordance with section 3.sections 2 of this document..1 and 2.2 of the Incident Management Policy and shall execute the procedure as set out immediately below. 

		Step

		When

		Obligation

		Responsibility

		Next Step



		6.1.1.1

		As soon as reasonably practicable, following notification of the Compromise (or suspected Compromise) of the Contingency Private Key or Contingency Symmetric Key, in accordance with section 3.2 of this document

		The DCC shall notify the SMKI PMA, via a secured electronic means, as soon as reasonably practicable, that a Compromise, or suspected Compromise, of the Contingency Private Key or Contingency Symmetric Key has been notified.

The DCC shall request a decision from the SMKI PMA as to whether recovery should be carried out.

		DCC

		6.1.1.2



		6.1.1.2

		As soon as reasonably practicable, following 6.1.1.1

		The DCC shall notify all affected Subscribers, via a secured electronic means, as soon as reasonably practicable, that a Compromise of the Contingency Private Key or Contingency Symmetric Key has been notified and shall provide details of the affected Devices and Certificates, in one or more Other Compromise Notification files which comply with Annex D of this document.

		DCC

		6.1.1.3



		6.1.1.32

		As soon as reasonably practicable, following 6.1.1.21

		The DCC shall take all reasonable steps to provide information to the SMKI PMA to support the SMKI PMA’s consideration of what procedural steps (if any) that should be taken in order to recover from the Compromise (or suspected Compromise), where such information may include (but shall not be limited to):

a)	the number of affected Devices and Subscribers, which may be provided in one or more Other Compromise Notification files which comply with Annex D of this document;

a)	

b)	the extent to which the vulnerabilities that caused the Compromise have been addressed;

c)	the extent to which DCC’s monitoring indicates that there has been unauthorised use of the Contingency Private Key; and/or Contingency Symmetric Key;

d)	the steps that DCC reasonably believes should be taken to recover from the Compromise (or suspected Compromise); and

e)	anticipated timescales for recovery.

		DCC, SMKI PMA

		6.1.1.43



		6.1.1.43

		As soon as reasonably practicable, following 6.1.1.32

		Where the DCC believes that replacement of the Contingency Key Pair and generation of a replacement Root OCA Certificate (and therefore a new Contingency Private Key and Contingency Symmetric Key) is likely to be required by the SMKI PMA, it shall identify such preparatory steps that it considers appropriate and to either take such steps or instruct Parties to take steps as required, including (but not limited to):

a) informing the requisite number of Key Custodians, via a secured electronic means, that a Key Generation Ceremony for the Contingency Key PairsPair, and for the Contingency Symmetric Key, is required and the date, time and location of each thesuch Key Generation Ceremony;

b) notifying Key Custodians to attend the location at which a relevant Key Generation Ceremony may be required; and

c) activities required to prepare such systems environment required to support:

a.  generation of a new Contingency Key Pair,;

b. creating a new M#N Share of the Contingency Private Key; 

c. generation of a new Contingency Symmetric Key, Root OCA Key Pair and ;

d. encryption of the new Contingency Public Key using the new Contingency Symmetric Key;

e. for the new symmetric key, conducting Contingency Symmetric Key Splitting;

f.   generation of a replacement Root OCA Certificate, Issuing OCA containing the Public Key Pair and Issuingfrom the current Root OCA Certificate that may be required.and the new encrypted Contingency Public Key;

g.  

		DCC, Key Custodians

		6.1.1.54



		6.1.1.54

		As soon as reasonably practicable, following 6.1.1.43

		The SMKI PMA shall:

a) determine which of the steps (if any) as set out in section 5 4.2.2 of this document should be executed, in order to recover from the Compromise (or suspected Compromise); and

b) confirm whether the timescales proposed by the DCC (following consultation with the affected Subscriber(s)) in step 6.1.1.3 for recovery, are approved or whether alternate timescales should apply.; and

c) consider preparing a communication for notifying Subscribers and instruct the DCC that the SMKI PMA will determine whether and, if so, what the timing of issue should be of any such a notification. 

The SMKI PMA shall inform the DCC of its decision via a secured electronic means.

		SMKI PMA, DCC

		If SMKI PMA determines that no action is required, end of procedure; otherwise 6.1.1.66.1.2



		6.1.1.6

		As soon as reasonably practicable, following 6.1.1.5

		The DCC shall notify all affected Subscribers, via a secured electronic means, of the SMKI PMA’s decision as to whether or not to execute the recovery procedure (amended as directed) as set out in section 6.1.2.

		DCC

		Procedure as set out in section 6.1.2 of this document
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The procedure as set out immediately below, amended as instructed by the SMKI PMA, shall be used following execution of the process as set out in section 6.1.1 of this document.

		Step

		When

		Obligation

		Responsibility

		Next Step



		6.1.2.1

		As soon as reasonably practicable, following confirmation of Compromise and instruction from the SMKI PMA that this recovery procedure should be carried out

		A SMKI ARO acting on behalf of each affected SubscriberThe DCC shall, as soon as reasonably practicable, submit an  temporarily amend the Anomaly Detection Thresholds Filefor the CS02b Update Security Credentials (anyExceptAbnormalRootByRecovery) Command (where those terms have their GBCS meaning) from 0 to the DCC, which shall include amended Anomaly Detection Thresholds that they estimate will belevel required to resolve the Compromise or suspected Compromise. The affected Subscriber shall ensure that the Anomaly Detection Thresholds File is:

a) submitted usinginstruct all affected SMETS2+ Devices. The DCC should perform the mechanism specified in checks and validations set out in the Threshold Anomaly Detection Procedure;

b) in, for the format as set out in section 5.3 of the Threshold Anomaly Detection Procedure; and

c) Digitally Signed using the Private Key corresponding with a File Signing Certificate issuedDCC that relate to the Subscriber for the purpose of Digital Signing of files as set out in section 6 of the Threshold Anomaly Detection Procedure. 

issuance of recovery Commands to replace Root OCA Certificates on SMETS2+ Devices. 

		SubscriberDCC

		6.1.2.2



		6.1.2.2

		As soon as reasonably practicable, following 6.1.2.1

		The DCC shall temporarily amend the Anomaly Detection Thresholds; including performing the checks and validations set out in the Threshold Anomaly Detection Procedure, for the DCC and affected Responsible Suppliers to allow submission of Service Requests to replace the Root OCA Certificate on Devices.

The DCC shall inform, via secured electronic means, a SMKI SRO and the SMKI ARO that provided the details in step 6.1.2.1, that the Anomaly Detection Threshold values have been successfully amended.

		DCC (DSP TAD)

		6.1.2.3



		6.1.2.32

		As soon as reasonably practicable, following 6.1.2.21

		TheWhere directed by the SMKI PMA, the DCC shall conduct relevant Key Generation Ceremonies, in order to generate the following, in accordance with the Organisation CPS and the Great Britain Companion Specification (GBCS)::

a) [bookmark: _Toc430692449][bookmark: _Toc465328946][bookmark: _Toc446671902][bookmark: _Toc34727303]a new Contingency Symmetric Key; and

b) a new Contingency Key Pair.

c) a new Root OCA Key Pair;

d) a new Issuing OCA Key Pair and

a new wrappedApexContingencyKey.

The DCC shall use the new Contingency Symmetric Key to encrypt the new Contingency Public Key to produce the value to be placed in the WrappedApexContingencyKey extension (with the meaning of IETF RFC 5934) in the new Root OCA Certificate.

		DCC (as TSP) for Contingency Symmetric Key; DCC (as DSP) for Contingency Key PairDCC

		6.1.2.43



		6.1.2.43

		As soon as reasonably practicable, following 6.1.2.42

		The DCC shall generate a replacementnew Root OCA Certificate, embedding the new wrappedApexContingencyKeyWrappedApexContingencyKey that has been generated as part of the process as set out in step 6.1.2.32 of this document. The replacement Root OCA Certificate shall be Digitally Signed by the existing Root OCA Private Key and the new Root OCA Private Key..

The DCC shall generate a replacement Issuing OCA Certificate, which shall be Digitally Signed by the new Root OCA Private Key.

		DCC (as TSP)

		6.1.2.54



		6.1.2.54

		As soon as reasonably practicable, following 6.1.2.43

		The DCC shall lodge the replacementnew Root OCA Certificate and Issuing OCA Certificate in the SMKI Repository.

		DCC

		6.1.2.65



		

		

		a) 

		

		



		6.1.2.65

		As soon as reasonably practicable, following 6.1.2.54

		The DCC shall notify, via secured electronic means: :

a) the target deadline for the submission of Service Requests to replace affected Root OCA Certificates on affected Devices, which shall be assessed by the DCC based on the number of Devices affected; and

b) the replacement Root OCA Certificate serial number, which shall be provided in one or more Other Compromise Notification Files as set out in Annex D of this document.

Such notification shall be provided by the DCC to the organisation responsible, which shall be:

b) for all Communications Hub Functions, the DCC (the Service Provider that is the provider of the WAN for the relevant Region); or

a) for all other Devices, shall be the Responsible Supplier that is the Subscriber for the Organisation Certificate held in the supplier digital signing slot on that Device, for that Device.retrieve the new Root OCA Certificate from the SMKI Repository; 

b) create the CS02b Update Security Credentials (anyExceptAbnormalRootByRecovery) Commands (where those terms have their GBCS meaning) as are required to replace the existing Root OCA Certificate on all SMETS2+ Devices (excluding IHDs) with the new Root OCA Certificate. 

c) In such Commands the DCC shall use the new Root OCA Certificate as both the NewWithOld and NewWithNew certificates (where those terms have their GBCS meaning); and

d) Shall produce a list of the affected Devices by type in a proposed priority order of ESME, HCALCS, GSME and PPMID and provide this to the SMKI PMA seeking guidance on any other prioritisation that might be needed.



		DCC

		6.1.2.76



		6.1.2.76

		As soon as reasonably practicable, following 6.1.2.6

		The organisation as defined in step 6.1.2.6, shall retrieve the replacement Root OCA Certificate from the SMKI Repository and shall send such Service Requests, in accordance with the provisions of the DCC User Interface Specification, (or in the case of the DCC, issue such Commands) as are required to replace the existing Root OCA Certificate on all affected Devices with the new Root OCA Certificate.On receipt of guidance from the SMKI PMA on any other priority order for recovery, the DCC shall send the resulting Commands to the target SMETS2+ Devices, undertaking retries where Responses indicate failure or Responses are not received.

		SupplierDCC

		6.1.2.87



		6.1.2.87

		As soon as reasonably practicable, following 6.1.2.76

		The DCC shall monitor its Command acknowledgement recordsResponses to the Commands sent pursuant to 6.1.2.5, to determine the progress of recovery in respect of replacement of the Root OCA Certificate. on SMETS2+ Devices. The DCC shall also continue to monitor for any unauthorised use of the Contingency Private Key/Contingency Symmetric Key and shall take all reasonable steps to keep the SMKI PMA informed as toof progress throughout and of any such unauthorised use.  Where directed by the SMKI PMA to amend the recovery steps based onas a result of unauthorised use, the DCC execute steps as notified by the SMKI PMA.

Following the deadline for Root OCA Certificate replacement as set out in step 6.1.2.7, the DCC shall identify whether recovery for all affected Devices has been successfully completed.  Where recovery of all affected Devices has not been completed, the DCC shall notify, via a secured electronic means and using one or more Other Compromise Recovery Progress Files that comply with Annex E of this document, to each organisation as established in step 6.1.2.7 of the list of Devices where the replacement of Root OCA Certificates has not been successfully completed. 

		DCC (as DSP)

		6.1.2.98
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		As soon as reasonably practicable, following 6.1.2.86

		The DCC shall notify each Responsible Supplier for affected Devices which Devices were not recovered successfully, using one or more Other Compromise Recovery Progress Files that comply with Annex E of this document, via secured electronic means.The DCC shall update the SMKI PMA with regular progress reports throughout the Recovery process on the steps taken; on the volumes of SMETS2+ Devices that are satisfactorily updated; on the volumes remaining to be updated; and on the number, type and Responsible Supplier of failed retries and shall seek a direction on:

a) when to stop further re-tries;

b) if and when to notify Subscribers; and

c) for details of any communication to be sent to Subscribers.





		DCC

		Procedure as set out in Section 6.1.3 of this document6.1.3



		6.1.2.9

		As soon as reasonably practicable following 6.1.2.8

		On receipt of notification from the SMKI PMA, the DCC shall follow the instruction to either:

a) continue to make efforts to recover the all or some of the affected SMETS2+ Devices; or

b) cease the recovery action; and

c) to notify Subscribers as required by the SMKI PMA.

		DCC

		6.1.3
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The procedure as set out immediately below shall be used following recovery from the Compromise of a Contingency Private Key or the Contingency Symmetric Key.



		Step

		When

		Obligation

		Responsibility

		Next Step



		6.1.3.1

		As soon as reasonably practicable, following completion of the procedure as set out in Section 6.1.2 of this document, as applicable

		A SMKI ARO acting on behalf of each affected Subscriber shall, as soon as reasonably practicable, submit appropriate enduring Anomaly Detection Thresholds to the DCC, which shall be submitted as a file as set out in section 5.1 of the Threshold Anomaly Detection Procedure that is Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the Subscriber for the purpose of Digital Signing of files.

The DCC shall amend the relevant Anomaly Detection Thresholds to the values as submitted by an affected Subscriber, including performing the checks and validations set out in the Threshold Anomaly Detection Procedure.

The DCC shall reinstate its relevant Anomaly Detection Threshold values that were in place immediately prior to the temporary values used during the execution of the procedure set out in this Section 6.1 of this document.The DCC shall amend the Anomaly Detection Thresholds for the CS02b Update Security Credentials (anyExceptAbnormalRootByRecovery) Command (where those terms have their GBCS meaning) back to zero (0)..

		DCC (DSP TAD)

		6.1.3.2



		6.1.3.2

		As soon as reasonably practicable, following 6.1.3.1

		The DCC shall seek instruction from SMKI PMA as to whether to destroy the replaced Contingency Private Key and Contingency Symmetric Key.

		DCC 

		6.1.3.3



		6.1.3.23

		As soon as reasonably practicable, following 6.1.3.12

		The DCCSMKI PMA shall consider the implications and handling instructions for unrecovered Devices and for Devices still in the supply chain.  When SMKI PMA is satisfied that it is appropriate to destroy the replaced Root OCA Private Key, Issuing OCA Private Key, Contingency Private Key and Contingency Symmetric Key. Pair, the SMKI PMA shall instruct the DCC to initiate the destruction process., 

		DCC (as DSP, TSP)SMKI PMA

		6.1.3.34



		6.1.3.34

		As soon as reasonably practicable, following 6.1.3.23

		The DCC shall notify the SMKI PMA, via a secured means of:

a) whether all the recoveryinstructions from the Compromise hasSMKI PMA have been successfully completed, which may be provided in one or more Other Compromise Recovery Progress Files that comply with Annex E of this document; and; 

b) the number of, type and Responsible Supplier associated with the SMETS2+ Devices for which recovery was not successful;

c) confirmation that the replaced Contingency Private Key and Contingency Symmetric Key Pair have been destroyed; 

d) details of any communications received from Users in response to any communication provided by the SMKI PMA; 

e) details of any Lessons Learned by the DCC from the Recovery Event; and

f) the estimated costs of the Recovery Event.

		DCC

		End of procedure
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The DCC shall execute the procedure as set out immediately below, following notification of the Compromise (or suspected Compromise) of the Recovery Private Key in accordance with section 3.2 of this document. 

		Step

		When

		Obligation

		Responsibility

		Next Step



		6.2.1.1

		As soon as reasonably practicable, following notification of the Compromise (or suspected Compromise) of the Recovery Private Key, in accordance with section 3.2 of this document

		The DCC shall notify the SMKI PMA, via a secured electronic means, as soon as reasonably practicable, that a Compromise, or suspected Compromise, of the Recovery Private Key has been notified.

The DCC shall request a decision from the SMKI PMA as to whether recovery should be carried out.

		DCC

		6.2.1.2



		6.2.1.2

		As soon as reasonably practicable, following 6.2.1.1

		The DCC shall notify each Subscriber to Organisation Certificates, via secured electronic means that the Compromise of the Recovery Private Key has been notified and shall provide details of the affected SMETS2+ Devices and Organisation Certificates, in one or more Other Compromise Notification Files which comply with Annex D of this document.

		DCC

		6.2.1.3



		6.2.1.3

		As soon as reasonably practicable, following 6.2.1.2

		The DCC shall take all reasonable steps to provide information to the SMKI PMA to support the SMKI PMA’s consideration of what procedural steps (if any) that should be taken in order to recover from the Compromise (or suspected Compromise), where such information may include (but shall not be limited to):

a)	the number of affected SMETS2+ Devices and Subscribers, which may be provided in one or more Other Compromise Notification Files which comply with Annex D of this document;

b)	the extent to which DCC’s monitoring indicates that there has been unauthorised use of the Recovery Private Key;

c)	the extent to which the vulnerabilities that caused the Compromise have been addressed;

d)	the steps that DCC reasonably believes should be taken to recover from the Compromise (or suspected Compromise); and

e)	anticipated timescales for recovery.

		DCC, SMKI PMA

		6.2.1.4



		6.2.1.4

		As soon as reasonably practicable, following 6.2.1.3

		Where the DCC believes that use of the Recovery Private Key is likely to be required by the SMKI PMA, it shall identify such preparatory steps that it considers appropriate and to either take such steps or instruct Parties to take steps as required, including (but not limited to):

a) determine the number of Key Custodians required to attend a Key Activation Ceremony for the Recovery Private Key (which may be greater than the minimum number required to activate the Recovery Private Key);

b) inform such Key Custodians in respect of the Recovery Private Key, via a secured electronic means, of the date, time and location of a Key Activation Ceremony for the Recovery Private Key; and

c) notifying Key Custodians to attend the location at which a relevant Key Generation Ceremony or Key Activation Ceremony may be required; and

d) activities required to prepare such systems environment required to support activation and use of the Recovery Private Key.

		DCC, Key Custodians

		6.2.1.5



		6.2.1.5

		As soon as reasonably practicable, following 6.2.1.4

		The SMKI PMA shall:

a) determine which of the steps (if any) as set out in section 4.2.2 of this document should be executed, in order to recover from the Compromise (or suspected Compromise); and

b) confirm whether the timescales proposed by the DCC (following consultation with the affected Subscriber(s)) in step 6.2.1.3 for recovery, are approved or whether alternate timescales should apply.

The SMKI PMA shall inform the DCC of its decision via a secured electronic means.

		SMKI PMA, DCC

		If SMKI PMA determines that no action is required, end of Procedure; otherwise 6.2.1.6



		6.2.1.6

		As soon as reasonably practicable, following 6.2.1.5

		The DCC shall notify all Subscribers to Organisation Certificates, by secured electronic means, of the SMKI PMA’s decision as to whether or not to execute the recovery procedure (amended as directed) as set out in section 6.2.2.

		DCC

		Procedure as set out in section 6.2.2 of this document
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The procedure as set out immediately below, amended as instructed by the SMKI PMA in accordance with section 6.2.1 of this document, shall be used when a Recovery Private Key has been Compromised.

		Step

		When

		Obligation

		Responsibility

		Next Step



		6.2.2.1

		As soon as reasonably practicable, following confirmation of Compromise and instruction from the SMKI PMA that this recovery procedure should be carried out

		Where necessary, the DCC shall temporarily amend the Anomaly Detection Thresholds for the DCC that relate to the issuance of Commands to replace Organisation Certificates on SMETS2+ Devices, to enable replacement of affected Organisation Certificates as notified in section 4.2.1 of this document.

		DCC (DSP TAD)

		6.2.2.2



		6.2.2.2

		As soon as reasonably practicable, following 6.2.2.1

		The DCC shall:

a) determine the number of Key Custodians required to attend a Key Activation Ceremony for the Recovery Private Key (which may be greater than the minimum number required to activate the Recovery Private Key);

b) inform such Key Custodians in respect of the Recovery Private Key, via a secured electronic means, of the date, time and location of a Key Activation Ceremony for the Recovery Private Key; and

c) participate in the Key Activation Ceremony, in accordance with the Organisation CPS, in order to activate the Recovery Private Key.

		DCC, Key Custodians

		6.2.2.3



		6.2.2.3

		As soon as reasonably practicable, following 6.2.2.2

		The DCC shall:

a) determine the number of Key Custodians required to attend a Key Generation Ceremony for the Recovery Private Key;

b) inform such Key Custodians in respect of the Recovery Private Key, via a secured electronic means, of the date, time and location of a Key Generation Ceremony for the Recovery Private Key; and

c) participate in the Key Generation Ceremony, as set out in the Organisation CPS, in order to generate a new Recovery Private Key and Recovery Certificate.

		DCC, Key Custodians

		6.2.2.4



		6.2.2.4

		As soon as reasonably practicable, following 6.2.2.3

		The DCC shall send Commands to all METS2+ Devices to replace the Recovery Certificate held on such SMETS2+ Devices with the Recovery Certificate generated in step 6.2.2.3. Such Commands shall include the replacement Recovery Certificate and shall be Digitally Signed using the replaced Recovery Private Key.

Once submitted, the DCC shall confirm for each affected SMETS2+ Device that the Command completed successfully and shall generate and maintain records of such confirmations, to support the DCC’s confirmation of completion of the recovery procedure.

		DCC (as DSP)

		6.2.2.5
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		As soon as reasonably practicable, following 6.2.2.4

		The DCC shall notify each Responsible Supplier for affected SMETS2+ Devices, by secured electronic means, which SMETS2+ Devices were not recovered successfully, in one or more Other Compromise Recovery Progress Files that comply with Annex E of this document.

		DCC

		Procedure as set out in Section 6.2.3 of this document
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The procedure as set out immediately below shall be used following recovery from the Compromise of a Recovery Private Key, as set out in section 6.2.2 of this document.



		Step

		When

		Obligation

		Responsibility

		Next Step



		6.2.3.1

		As soon as reasonably practicable, following completion of the procedure as set out in Section 6.2.2 of this document, as applicable

		The DCC shall reinstate its relevant Anomaly Detection Threshold values that were in place immediately prior to the temporary values used during the execution of the procedure set out in this Section 6.2 of this document.

		DCC (DSP TAD)

		6.2.3.2



		6.2.3.2

		As soon as reasonably practicable, following 6.2.3.1

		The DCC shall destroy the replaced Recovery Private Key and shall revoke the Recovery Certificate that has been replaced in the procedure as set out in Section 6.2.2 of this document.

		DCC (as DSP)

		6.2.3.3



		6.2.3.3

		As soon as reasonably practicable, following 6.2.3.2

		The DCC shall notify the SMKI PMA, via secured electronic means of:

a) whether the recovery from the Compromise has been successfully completed; and

b) the number of SMETS2+ Devices for which recovery was not successful, which may be provided in one or more Other Compromise Recovery Progress Files that comply with Annex E of this document.

		DCC

		End of procedure
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The DCC shall execute the procedure as set out immediately below, following notification of the Compromise (or suspected Compromise) of an Issuing OCA Private Key in accordance with section 3.2 of this document.

		Step

		When

		Obligation

		Responsibility

		Next Step



		6.3.1.1

		As soon as reasonably practicable, following notification of the Compromise (or suspected Compromise) of an Issuing OCA Private Key, in accordance with section 3.2 of this document

		The DCC shall notify the SMKI PMA and each Subscriber to affected Organisation Certificates, via a secured electronic means, as soon as reasonably practicable, that a Compromise of an Issuing OCA Private Key has been notified.

The DCC shall request a decision from the SMKI PMA as to whether recovery should be carried out.

		DCC

		6.3.1.2



		6.3.1.2

		As soon as reasonably practicable, following 6.3.1.1

		The DCC shall notify each Subscriber to Organisation Certificates, via secured electronic means, the Compromise of the Issuing OCA Private Key has been notified and shall provide details of the affected SMETS2+ Devices and Organisation Certificates, in one or more Other Compromise Notification files which comply with Annex D of this document

		DCC

		6.3.1.3



		6.3.1.3

		As soon as reasonably practicable, following 6.3.1.2

		The DCC shall take all reasonable steps to provide information to the SMKI PMA to support the SMKI PMA’s consideration of what procedural steps (if any) that should be taken in order to recover from the Compromise (or suspected Compromise), where such information may include (but shall not be limited to):

a)	the number of affected SMETS2+ Devices and Subscribers, which may be provided in one or more Other Compromise Notification files which comply with Annex D of this document;

b)	the extent to which DCC’s monitoring indicates that there has been unauthorised use of the Issuing OCA Private Key;

c)	the extent to which the vulnerabilities that caused the Compromise have been addressed;

d)	the steps that DCC reasonably believes should be taken to recover from the Compromise (or suspected Compromise)

e)	anticipated timescales for recovery; and

f)	whether or not DCC is proposing to that multiple Compromises should be dealt with on a common basis and if so why the DCC proposes that they should be so treated.

		DCC, SMKI PMA

		6.3.1.4



		6.3.1.4

		As soon as reasonably practicable, following 6.3.1.3

		Where the DCC believes that use of the Recovery Private Key is likely to be required by the SMKI PMA, it shall identify such preparatory steps that it considers appropriate and to either take such steps or instruct Parties to take steps as required, including (but not limited to):

a) determine the number of Key Custodians required to attend a Key Activation Ceremony for the Recovery Private Key (which may be greater than the minimum number required to activate the Recovery Private Key);

b) inform such Key Custodians in respect of the Recovery Private Key, via a secured electronic means, of the date, time and location of a Key Activation Ceremony for the Recovery Private Key; and

c) notifying Key Custodians to attend the location at which a relevant Key Generation Ceremony or Key Activation Ceremony may be required; and

d) activities required to prepare such systems environment required to support activation and use of the Recovery Private Key.

		DCC, Key Custodians

		6.3.1.5



		6.3.1.5

		As soon as reasonably practicable, following 6.3.1.4

		The SMKI PMA shall:

a) determine which of the steps (if any) as set out in section 4.2.2 of this document should be executed, in order to recover from the Compromise (or suspected Compromise); and

b) confirm whether the timescales proposed by the DCC (following consultation with the affected Subscriber(s)) in step 6.3.1.3 for recovery, are approved or whether alternate timescales should apply.

The SMKI PMA shall inform the DCC of its decision via a secured electronic means.

		SMKI PMA, DCC

		6.3.1.6



		6.3.1.6

		As soon as reasonably practicable, following 6.3.1.5

		The DCC shall notify all Subscribers to affected Organisation Certificates, via secured electronic means, of the SMKI PMA’s decision as to whether or not to execute the recovery procedure (amended as directed) as set out in section 6.3.2.

		DCC

		If SMKI PMA determines that no action is required, end of Procedure; otherwise 6.3.1.7



		6.3.1.7

		As soon as reasonably practicable, following 6.3.1.6

		The DCC shall revoke the Issuing OCA Certificate to which the affected Issuing OCA Private Key relates, and shall update and lodge the relevant Organisation ARL in the SMKI Repository.

The DCC shall destroy the Issuing OCA Private Key that is Compromised or suspected to be Compromised.

		DCC (as DSP)

		Procedure as set out in Section 6.3.2 of this document
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		Step

		When

		Obligation

		Responsibility

		Next Step



		6.3.2.1

		As soon as reasonably practicable, following confirmation of Compromise and instruction from the SMKI PMA that this recovery procedure should be carried out

		A SMKI ARO acting on behalf of each affected Subscribers shall, as soon as reasonably practicable, submit an Anomaly Detection Thresholds File to the DCC, which shall include amended Anomaly Detection Thresholds that they estimate will be required to resolve the Compromise or suspected Compromise. The affected Subscriber shall ensure that the Anomaly Detection Thresholds File is:

a) submitted using the mechanism specified in the Threshold Anomaly Detection Procedure;

b) in the format as set out in section 5.3 of the Threshold Anomaly Detection Procedure; and

c) Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the Subscriber for the purpose of Digital Signing of files as set out in section 6 of the Threshold Anomaly Detection Procedure. 



		Subscriber

		6.3.2.2



		6.3.2.2

		As soon as reasonably practicable, following 6.3.2.1

		The DCC shall temporarily amend the Anomaly Detection Thresholds; including performing the checks and validations set out in the Threshold Anomaly Detection Procedure, for affected Subscribers to allow submission of Service Requests to replace affected Organisation Certificates on SMETS2+ Devices.

The DCC shall inform, via secured electronic means, a SMKI SRO acting and the SMKI ARO that provided the details in step 6.1.2.1, that the Anomaly Detection Threshold values have been successfully amended.

The DCC shall amend its Anomaly Detection Thresholds that relate to the issuance of Commands to replace Organisation Certificates on SMETS2+ Devices, to enable replacement of the affected Recovery Certificate on SMETS2+ Devices.

		DCC (DSP TAD)

		6.3.2.3



		6.3.2.3

		As soon as reasonably practicable, following 6.3.2.2

		The DCC shall generate a new Issuing OCA Key Pair and Issuing OCA Certificate, in accordance with the procedure as set out in the Organisation CPS.

		DCC (as TSP)

		6.3.2.4



		6.3.2.4

		As soon as reasonably practicable, following 6.3.2.3

		The DCC shall:

a) determine the number of Key Custodians required to attend a Key Generation Ceremony for the relevant Recovery Private Key;

b) inform such Key Custodians in respect of the relevant Recovery Private Key, via a secured electronic means, of the date, time and location of a Key Generation Ceremony for the Recovery Private Key; and

c) participate in the Key Generation Ceremony, as set out in the Organisation CPS, in order to generate a new Recovery Private Key and Recovery Certificate, Digitally Signed using the new Issuing OCA Private Key.

		DCC, Key Custodians

		6.3.2.5



		6.3.2.5

		As soon as reasonably practicable, following 6.3.2.4

		The DCC shall:

a) determine the number of Key Custodians required to attend a Key Activation Ceremony for the Recovery Private Key (which may be greater than the minimum number required to activate the Recovery Private Key);



b) inform such Key Custodians in respect of the Recovery Private Key, via a secured electronic means, of the date, time and location of a Key Activation Ceremony for the Recovery Private Key; and

c) participate in the Key Activation Ceremony, in accordance with the Organisation CPS, in order to activate the Recovery Private Key.

		DCC, Key Custodians

		6.3.2.6



		6.3.2.6

		As soon as reasonably practicable, following 6.3.2.5

		The DCC shall send Commands to all SMETS2+ Devices to replace the Recovery Certificate held on such SMETS2+ Devices with the Recovery Certificate generated in step 6.3.2.4. Such Commands shall include the replacement Recovery Certificate and shall be Digitally Signed using the replaced Recovery Private Key.

Once submitted, the DCC shall confirm for each affected SMETS2+ Device that the Command completed successfully and shall generate and maintain records of such confirmations, to support the DCC’s confirmation of completion of the recovery procedure. The DCC shall notify each organisation as established in step 6.3.1.3, via a secured electronic means and using one or more Other Compromise Recovery Progress Files that comply with Annex E of this document, of the list of SMETS2+ Devices where the replacement of the Recovery Certificate has been successfully completed.

		DCC (as DSP)

		6.3.2.7



		6.3.2.7

		As soon as reasonably practicable, following 6.3.2.6

		Each affected Subscriber shall either:

a) identify replacement Organisation Certificates that are not Digitally Signed by the Compromised Issuing OCA Private Key; or

b) submit such Certificate Signing Requests (CSRs) that are required in order to acquire new Organisation Certificates that are Digitally Signed by the new Issuing OCA Private Key.

		Subscriber

		6.3.2.8



		6.3.2.8

		As soon as reasonably practicable, following 6.3.2.7

		Each affected Subscriber shall submit Service Requests, in accordance with the provisions of the DCC User Interface Specification, in order to replace all Organisation Certificates for which it is the Subscriber that are held on SMETS2+ Devices and are signed using the Compromised Issuing OCA Private Key, with new Organisation Certificate as identified in accordance with step 6.3.2.7 that are signed by the new Issuing OCA Private Key that is generated in accordance with step 6.3.2.3.

Following attempts to replace affected Organisation Certificates on SMETS2+ Devices, each affected Subscriber shall notify the DCC in respect of replacement of affected Organisation Certificates with new Organisation Certificates, via secured electronic means and in one or more Other Compromise Recovery Progress Files that comply with Annex E of this document.

		Subscriber

		6.3.2.9



		6.3.2.9

		As soon as reasonably practicable, following 6.3.2.8

		The DCC shall:

a) monitor its records of replacement by affected Subscribers against the list as has been compiled in step 6.3.1.2, to identify successful replacement;

b) identify any failures to replace affected Organisation Certificates that have been Digitally Signed using the Issuing OCA Private Key that has been Compromised; and

c) monitor revocation of Organisation Certificates that are Digitally Signed using the Compromised Issuing OCA Private Key.

		DCC

		6.3.2.10



		[bookmark: _Toc406062510][bookmark: _Toc406077126][bookmark: _Toc406077672][bookmark: _Ref403739660]6.3.2.10

		As soon as reasonably practicable, following 6.3.2.9

		The DCC shall notify each Responsible Supplier for affected SMETS2+ Devices, via secured electronic means and using one or more Other Compromise Recovery Progress Files that comply with Annex E of this document, the SMETS2+ Devices for which replacement of the Recovery Certificate or affected Organisation Certificates was not successfully completed.

		DCC

		Procedure as set out in Section 1.1.1 of this document
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The procedure as set out immediately below shall be used following recovery from the Compromise of an Issuing OCA Private Key.



		Step

		When

		Obligation

		Responsibility

		Next Step



		6.3.3.1

		As soon as reasonably practicable, following completion of the procedure as set out in Section 6.3.2 of this document

		A SMKI ARO acting on behalf of each affected Subscriber shall, as soon as reasonably practicable, submit appropriate enduring Anomaly Detection Thresholds to the DCC, which shall be submitted as a file as set out in section 5.1 of the Threshold Anomaly Detection Procedure that is Digitally Signed using the Private Key corresponding with a File Signing Certificate issued to the Subscriber for the purpose of Digital Signing of files.

The DCC shall amend the relevant Anomaly Detection Thresholds to the values as submitted by the affected Subscriber, including performing the checks and validations set out in the Threshold Anomaly Detection Procedure.

The DCC shall reinstate its relevant Anomaly Detection Threshold values that were in place immediately prior to the temporary values used during the execution of the procedure set out in this Section 6.2 of this document.

		DCC (DSP TAD)

		6.3.3.2



		6.3.3.2

		As soon as reasonably practicable, following 6.3.3.1

		The DCC shall notify the SMKI PMA, via a secured electronic means of:

a) whether the recovery from the Compromise has been successfully completed; and

b) the number of SMETS2+ Devices for which recovery was not successful, which may be provided in one or more Other Compromise Recovery Progress Files that comply with Annex E of this document.

		DCC

		End of procedure
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The procedures for revoking an Organisation Certificate associated with a User Role Signing Private Key that is Compromised or suspected of being Compromised is laid out in SEC Appendix D – SMKI RAPP and SEC Appendix B – Organisation Certificate Policy.
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In accordance with Section 3.3.1 of Appendix AD of the SEC, each User Role Signing Private Key must be a separate dedicated Key that is not be used for communication with Devices (i.e. different to that used to sign the GBCS Payload within Signed Pre-Commands). 

Should a User Role Signing Private Key be destroyed and the associated Organisation Certificate be revoked prior to either Method 1 or Method 2 recovery on a related Private Key being carried out, this will prevent the User  from having Service Requests and Signed Pre-Commands being successfully processed by the DCC until User Role Signing Private Key has been replaced and the corresponding replacement Organisation Certificate has been created and has been notified to the DCC. This is the case even if the Private Key used to Digitally Sign the GBCS Payload held within Signed Pre-Commands has not been destroyed and the corresponding Organisation Certificate has not been revoked.

Therefore it is important for Subscribers to consider the sequence of Private Key destruction and Organisation Certificate revocation when in a recovery scenario.
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This section describes the DCC’s obligations in respect of periodic testing of recovery procedures, in accordance with the provisions of Section L10.1(d) of the Code. At least once every year, the DCC shall:

1. develop a testing plan and a series of testing scenarios which the DCC will conduct in a systems environment which will only be accessible by the DCC, which are representative of the Enrolled Smart Metering Systems and shall take account of any lessons learned from each previous execution of the SMKI Recovery Procedure to recover from a Compromise or suspected Compromise. The testing plan and testing scenarios will be conducted by the DCC and  may include (but shall not be limited to) the following:

i. the means by which Key Custodians are notified and participate in Key Generation Ceremonies and/or Key Activation Ceremonies;

ii. generation of new DCC Key Material, including the Contingency Key Pair, the Recovery Key Pair and the Contingency Symmetric Key used to encrypt the Contingency Public Key;

iii. processes relating to interactions between the DCC and the SMKI PMA in order to determine what steps (if any) should be taken when the use of the Recovery Private Key or Contingency Private Key would be required to recover from a Compromise;

iv. preparation of system environments required to support the SMKI Recovery Procedure;

v. issuance of Commands that are Digitally Signed using the Recovery Private Key and/or Contingency Private Key, and validation that such Commands are successful;

vi. testing of issuance of DCC Alerts following replacement of affected Organisation Certificates in accordance with the SMKI Recovery Procedure; and

vii. transfer of files between DCC and Subscribers to support the execution of the SMKI Recovery Procedure.

develop a testing plan and a series of testing scenarios, and conduct such testing scenarios in a systems environment that is available to all Subscribers, which may include (but is not limited to) scenarios a)(vi) and a)(vii) as set out immediately above, along with replacement of Organisation Certificates on SMETS2+ Devices or S1SP Held Device Security Credentials and  that are initiated via Service Requests issued by Subscribers.

seek input from Subscribers to Organisation Certificates in relation to those testing scenarios that require participation by Subscribers, and take such input into account when proposing and agreeing the testing scenarios with the SMKI PMA;

agree such testing scenarios with the SMKI PMA;

create test data based upon data collected by the DCC and, where necessary, acquired from Parties;

maintain a test environment in order to carry out such periodic testing of the SMKI Recovery Procedure;

carry out testing of the SMKI Recovery Procedure for agreed scenarios; and

provide a report to the SMKI PMA and Subscribers to Organisation Certificates following periodic testing, which shall detail the success or otherwise of such testing, proposed amendments to the SMKI Recovery Procedure, and any issues arising that require PMA consideration.



In respect of periodic testing of the SMKI Recovery Procedure:

1. SMKI Users shall provide such reasonable assistance to the DCC as is required to support testing; and

1. The SMKI PMA shall review reports from periodic testing and shall direct the DCC, as necessary, to update the SMKI Recovery Procedure.
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In Appendices B to E of this document, each of the CSV files specified shall be encoded using the ASCII character set and:

· must have a comma “,” as the field separator;

· must have a line feed character 0x0A as the record separator, which in this section is indicated by the “▲” character; and

· may include consecutive comma separators to the left of a record separator to specify that a field has a null value. Where this is the case, DCC shall interpret consecutive commas within a record to indicate a null value.

Some spreadsheets output a carriage return line feed 0x0D0A as the record separator for CSV files and/or do not terminate CSV files with a record separator. Each User submitting a CSV file that is to be Digitally Signed using the Private Key associated with a File Signing Certificate shall, prior to Digitally Signing that file, ensure that:

· the CSV file is formatted to ensure that each record has a separator which is a 0x0A character and that any 0x0D character is removed from the file; and

· the CSV file is terminated with a 0x0A character.

Details of the function of the software utility and the method of Digital Signing of files to support the recovery procedures are contained within section 6 of the Threshold Anomaly Detection Procedure.
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Due to the differences in the validation mechanisms in the SMETS1 and SMETS2+ system, the terminology used for device anchor slot certificates is different. For the purposes of this annex, a SMETS1 Notified Critical Supplier/Network Operator Certificate is considered equivalent to a SMETS2+ Supplier/Network Operator Digital Signature Certificate. A Notified Non-Critical Supplier/Network Operator Certificate is equivalent to a Supplier/Network Operator Key Agreement Certificate. On compromise, these Organisation Certificates shall be included in the corresponding parameters in the Notification File. Pre-payment Key Agreement Certificates have no corresponding SMETS1 equivalent. A SMETS1 Supplier does not need to populate this field.

Each Organisation Compromise Notification File shall be in the format set out in this Annex and shall have a filename of the form: 

a) OC_Priority_UserID_IncidentID_N_FileNum.csv

Where:

a) OC denotes that the file relates an Organisation Compromise.

b) Priority contains an integer value which shall be set to a value of 1 or 2, where a lesser value denotes that the file has a higher priority than a file submitted in respect of the same Incident with a Priority field containing a higher value. Where the Subscriber submitting the Organisation Compromise Notification File wishes to apply a priority to Organisation Certificate replacement recovery activities, it shall determine such priority values and include the integer priority value within the filename for each Organisation Compromise Notification File submitted.

c) UserID contains the EUI-64 Compliant identifier for:

· the affected Subscriber submitting the file, where an affected Subscriber is submitting the file to the DCC; or

· the Subscriber to which the file is being provided, unless the file is being submitted to the SMKI PMA, where the file is being submitted to a Subscriber by the DCC; or

· the DCC, where the file is being submitted to the SMKI PMA by the DCC.

d) IncidentID contains the Incident reference number provided as set out in section 3.2 of this document.

e) N denotes that the file is a notification of affected Organisation Certificates and Devices.

f) FileNum is an integer value, used to distinguish between data that is split across multiple files due to exceeding the maximum permitted number records per file, which is set out immediately below.

Each Organisation Compromise Notification File shall be generated in accordance with the procedure set out immediately below:

a) an “initial” CSV file shall be created, which shall contain the following records:

· UserID ▲

· Device_ID, Affected_Certificate_Serial_Number_DS, Affected_Certificate_Serial_Number_KAK, Affected_Certificate_Serial_Number_KAKPP, Replacement_Certificate_Serial_Number_DS, Replacement_Certificate_Serial_Number_KAK, Replacement_Certificate_Serial_Number_KAKPP (repeated for each affected Device, with no more than 100,000 such records permitted within any file) ▲

b) a File Signing Certificate_ID shall be appended to the end of the “initial” file, comprising:

· all of the attributes contained within the ‘Issuer’ field in the File Signing Certificate, including attribute names, equals signs and values, which shall be encoded in URL format such that it does not contain any special characters, followed by a comma; and

· the Certificate serial number obtained from the ‘serialNumber’ field in the File Signing Certificate, followed by a 0x0A character; and

c) a Digital_Signature shall be generated from the concatenation of the “initial” CSV file and the File Signing Certificate_ID and appended as a record to the end of the CSV file, in accordance with the procedure set out in Section 6 of the Threshold Anomaly Detection Procedures.

Where:

a) The UserID field contains the EUI-64 Compliant identifier for:

· the affected Subscriber submitting the file, where an affected Subscriber is submitting the file to the DCC; or

· the Subscriber to which the file is being provided, unless the file is being submitted to the SMKI PMA, where the file is being submitted to a Subscriber by the DCC; or

· the DCC, where the file is being submitted to the SMKI PMA by the DCC.

b) The Device_ID field contains the Device ID.

c) The Affected_Certificate_Serial_Number_DS field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the Digital Signing anchor slot on affected Devices.

d) The Affected_Certificate_Serial_Number_KAK field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the Key Agreement Key anchor slot on affected Devices.

e) The Affected_Certificate_Serial_Number_KAKPP field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the pre-payment Key Agreement Key anchor slot on affected Devices. Where the Subscriber that is submitting the file is a Network Party, the Affected_Certificate_Serial_Number_KAKPP field shall not be populated.

f) The Replacement_Certificate_Serial_Number_DS field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the Digital Signing Device anchor slot. This field shall not be populated where the relevant step of the SMKI Recovery Procedure does not require an affected Subscriber to provide replacement Organisation Certificates that the DCC will use to populate Devices’ anchor slots using the Recovery Private Key or Contingency Private Key.

g) The Replacement_Certificate_Serial_Number_KAK field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the Key Agreement Key Device anchor slot. This field shall not be populated where the relevant step of the SMKI Recovery Procedure does not require an affected Subscriber to provide replacement Organisation Certificates that the DCC will use to populate Devices’ anchor slots using the Recovery Private Key or Contingency Private Key.

h) The Replacement_Certificate_Serial_Number_KAKPP field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the prepayment Key Agreement Key Device anchor slot. This field shall not be populated where the relevant step of the SMKI Recovery Procedure does not require an affected Subscriber to provide replacement Organisation Certificates that the DCC will use to populate Devices’ anchor slots using the Recovery Private Key or Contingency Private Key.

i) The File_Signing Certificate_ID field contains the File Signing Certificate ID, which shall not contain a value when the file is issued by the DCC.

j) The Digital_Signature field contains the Digital Signature, which shall not contain a value when the file is issued by the DCC.



Where multiple Organisation Compromise Notification Files are submitted by an affected Subscriber to the DCC in respect of single IncidentID, the DCC shall process the files in order of Priority value, where files with a lower Priority value shall be processed first.
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Each Organisation Compromise Recovery Progress File shall be in the format set out in this Annex and shall have a filename of the form: 

a) OC_Priority_UserID_IncidentID_P_FileNum.csv

Where:

a) OC denotes that the file relates an Organisation Compromise.

b) Priority contains an integer value which shall be set to 1 or 2, where a lesser value denoting that the file has a higher priority than a file submitted in respect of the same Incident with a Priority field containing a higher value. Such priority values shall have the same value as the corresponding Organisation Compromise Notification File.

c) UserID contains the EUI-64 Compliant identifier for:

· the affected Subscriber submitting the file, where an affected Subscriber is submitting the file to the DCC; or

· the Subscriber to which the file is being provided, unless the file is being submitted to the SMKI PMA, where the file is being submitted to a Subscriber by the DCC; or

· the DCC, where the file is being submitted to the SMKI PMA by the DCC.

d) IncidentID contains the Incident reference number provided as set out in section 3.2 of this document.

e) P denotes that the file is a notification of progress in respect of replacement of affected Certificates and Devices.

f) FileNum is an integer value, used to distinguish between data that is split across multiple files due to exceeding the maximum permitted number records per file, which is set out immediately below.

Each Organisation Compromise Recovery Progress File shall be generated in accordance with the procedure set out immediately below:

a) an “initial” CSV file shall be created, which shall contain the following records:

· UserID ▲

· Device_ID,Overall_status, Overall_status_description, Affected_Certificate_Serial_Number_DS, Affected_Certificate_Serial_Number_KAK, Affected_Certificate_Serial_Number_KAKPP, Replacement_Certificate_Serial_Number_DS, Replacement_Certificate_Serial_Number_KAK, Replacement_Certificate_Serial_Number_KAKPP, Replacement_Status_DS, Replacement_Status_KAK, Replacement_Status_KAKPP (repeated for each affected Device, with no more than 100,000 such records permitted within any file) ▲

b) a File Signing Certificate_ID shall be appended to the end of the "initial" CSV file, comprising:

· all of the attributes contained within the 'Issuer' field in the File Signing Certificate, including attribute names, equals signs and values, which shall be encoded in URL format such that it does not contain any special characters, followed by a comma; and

· the Certificate serial number obtained from the 'serialNumber' field in the File Signing Certificate, followed by a 0x0A character; and

c) a Digital_Signature shall be generated from the "initial” CSV file and appended as a record to the end of the CSV file, in accordance with the procedure set out in Section 6 of the Threshold Anomaly Detection Procedures.▲,

Where:

a) The UserID field contains the EUI-64 Compliant identifier for:

· the affected Subscriber submitting the file, where an affected Subscriber is submitting the file to the DCC; or

· the Subscriber to which the file is being provided, unless the file is being submitted to the SMKI PMA, where the file is being submitted to a Subscriber by the DCC; or

· the DCC, where the file is being submitted to the SMKI PMA by the DCC.

b) The Device_ID field contains the Device ID.

c) The Overall_status field indicates acceptance or rejection by the DCC of each  device identified in the Compromise Notification form

d) The Overall_status_description field indicates the reason for any rejection

e) The Affected_Certificate_Serial_Number_DS field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the Digital Signing anchor slot on affected Devices, where applicable.

f) The Affected_Certificate_Serial_Number_KAK field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the Key Agreement Key anchor slot on affected Devices, where applicable.

g) The Affected_Certificate_Serial_Number_KAKPP field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the pre-payment Key Agreement Key anchor slot on affected Devices, where applicable.

h) The Replacement_Certificate_Serial_Number_DS field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the Digital Signing Device anchor slot. This field shall not be populated where the relevant step of the SMKI Recovery Procedure does not require an affected Subscriber to provide replacement Organisation Certificates that the DCC will use to populate Devices’ anchor slots using the Recovery Private Key or Contingency Private Key.

i) The Replacement_Certificate_Serial_Number_KAK field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the Key Agreement Key Device anchor slot. This field shall not be populated where the relevant step of the SMKI Recovery Procedure does not require an affected Subscriber to provide replacement Organisation Certificates that the DCC will use to populate Devices’ anchor slots using the Recovery Private Key or Contingency Private Key.

j) The Replacement_Certificate_Serial_Number_KAKPP field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the prepayment Key Agreement Key Device anchor slot. This field shall not be populated where the relevant step of the SMKI Recovery Procedure does not require an affected Subscriber to provide replacement Organisation Certificates that the DCC will use to populate Devices’ anchor slots using the Recovery Private Key or Contingency Private Key.

k) The Replacement_Status_DS field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement information from the affected Organisation Certificate in the Digital Signing anchor slot on a Device.

l) The Replacement_Status_KAK field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Organisation Certificate in the Key Agreement Key anchor slot on a Device.

m) The Replacement_Status_KAKPP field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Organisation Certificate in the prepayment Key Agreement Key anchor slot on a Device.

n) The File_Signing Certificate_ID field contains the File Signing Certificate ID, which shall not contain a value when the file is issued by the DCC.

o) The Digital_Signature field contains the Digital Signature, which shall not contain a value when the file is issued by the DCC.
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Each Other Compromise Notification File shall be in the format set out in this Annex and shall have a filename of the form: 

a) OTH_UserID_IncidentID_N_FileNum.csv

Where:

a) OTH denotes that the file relates to notification of affected Devices for a Compromise not applicable to Appendices B or C of this document.

b) UserID contains the EUI-64 Compliant identifier for:

· the Subscriber to which the file is being provided unless the file is being submitted to the SMKI PMA; or

· the EUI-64 Compliant identifier for the DCC where the file is being submitted to the SMKI PMA.

c) IncidentID contains the Incident reference number provided as set out in section 3.2 of this document.

d) N denotes that the file is a notification of affected Organisation Certificates and Devices.

e) FileNum is an integer value, used to distinguish between data that is split across multiple files due to exceeding the maximum permitted number records per file, which is set out immediately below.

Each Other Compromise File shall contain the following records:

a) UserID ▲

b) Device_ID, Affected_Certificate_Serial_Number_Root, Affected_Certificate_Serial_Number_Recovery, Affected_Certificate_Serial_Number_Supplier_DS, Affected_Certificate_Serial_Number_Supplier_KAK, Affected_Certificate_Serial_Number_Supplier_KAKPP, Affected_Certificate_Serial_Number_NetworkOperator_DS, Affected_Certificate_Serial_Number_NetworkOperator_KAK, Affected_Certificate_Serial_Number_COS_DS, Affected_Certificate_Serial_Number_WAN_DS, Replacement_Certificate_Serial_Number_Root, Replacement_Certificate_Serial_Number_Recovery, Replacement_Certificate_Serial_Number_Supplier_DS, Replacement_Certificate_Serial_Number_Supplier_KAK, Replacement_Certificate_Serial_Number_Supplier_KAKPP, Replacement_Certificate_Serial_Number_NetworkOperator_DS, Replacement_Certificate_Serial_Number_NetworkOperator_KAK, Replacement_Certificate_Serial_Number_COS_DS, Replacement_Certificate_Serial_Number_WAN_DS (repeated for each affected Device, with no more than 100,000 such records permitted within any file) ▲



Where:

a) The UserID field contains the EUI-64 Compliant identifier for:

· the Subscriber to which the file is being provided unless the file is being submitted to the SMKI PMA; or

· the EUI-64 Compliant identifier for the DCC where the file is being submitted to the SMKI PMA.

b) The Device_ID field contains the Device ID.

c) The Affected_Certificate_Serial_Number_Root field contains the Root OCA Certificate serial number of the Root OCA Certificate affected by the Compromise that is used to populate the Root anchor slot on affected Devices, where applicable.

d) The Affected_Certificate_Serial_Number_Recovery field contains the Recovery Certificate serial number of the Recovery Certificate affected by the Compromise that is used to populate the Recovery anchor slot on affected Devices, where applicable.

e) The Affected_Certificate_Serial_Number_Supplier_DS field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the Supplier Digital Signing anchor slot on affected Devices, where applicable.

f) The Affected_Certificate_Serial_Number_Supplier_KAK field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the Supplier Key Agreement Key anchor slot on affected Devices, where applicable.

g) The Affected_Certificate_Serial_Number_Supplier_KAKPP field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the Supplier pre-payment Key Agreement Key anchor slot on affected Devices, where applicable.

h) The Affected_Certificate_Serial_Number_NetworkOperator_DS field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the Network Operator Digital Signing anchor slot on affected Devices, where applicable.

i) The Affected_Certificate_Serial_Number_NetworkOperator_KAK field contains the Organisation Certificate serial number of the Organisation Certificate affected by the Compromise that is used to populate the Network Operator Key Agreement Key anchor slot on affected Devices, where applicable.

j) The Affected_Certificate_Serial_Number_COS_DS field contains the TCoS Certificate serial number of the TCoS Certificate affected by the Compromise that is used to populate the TCoS anchor slot on affected Devices, where applicable.

k) The Affected_Certificate_Serial_Number_WAN_DS field contains the WAN Provider Certificate serial number of the WAN Provider Certificate affected by the Compromise that is used to populate the WAN Provider anchor slot on affected Devices, where applicable.

l) The Replacement_Certificate_Serial_Number_Root field contains the Root OCA Certificate serial number for the Root OCA Certificate to be used to populate the Device Root anchor slot, where applicable.

m) The Replacement_Certificate_Serial_Number_Recovery field contains the Recovery Certificate serial number for the Recovery Certificate to be used to populate the Device Recovery anchor slot, where applicable.

n) The Replacement_Certificate_Serial_Number_Supplier_DS field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the Supplier Digital Signing Device anchor slot, where applicable.

o) The Replacement_Certificate_Serial_Number_Supplier_KAK field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the Supplier Key Agreement Key Device anchor slot, where applicable.

p) The Replacement_Certificate_Serial_Number_Supplier_KAKPP field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the Supplier prepayment Key Agreement Key Device anchor slot, where applicable.

q) The Replacement_Certificate_Serial_Number_NetworkOperator_DS field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the Network Operator Digital Signing Device anchor slot, where applicable.

r) The Replacement_Certificate_Serial_Number_NetworkOperator_KAK field contains the Organisation Certificate serial number for the Organisation Certificate to be used to populate the Network Operator Key Agreement Key Device anchor slot, where applicable.

s) The Replacement_Certificate_Serial_Number_COS_DS field contains the TCoS Certificate serial number for the TCoS Certificate to be used to populate the Device TCoS anchor slot, where applicable.

t) The Replacement_Certificate_Serial_Number_WAN_DS field contains the WAN Provider Certificate serial number for the WAN Provider Certificate to be used to populate the Device WAN Provider anchor slot, where applicable.
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Each Other Compromise Recovery Progress File shall be in the format set out in this Annex and shall have a filename of the form: 

a) OTH_UserID_IncidentID_P_FileNum.csv

Where:

a) OTH denotes that the file relates to notification of affected Devices for a Compromise not applicable to Appendices B or C of this document.

b) UserID contains the EUI-64 Compliant identifier for:

· the Subscriber submitting the file, where a Subscriber is submitting the file to the DCC;

· the Subscriber to which the file is being provided, unless the file is being submitted to the SMKI PMA, where the file is being submitted to the Subscriber by the DCC; or

· the DCC, where the file is being submitted to the SMKI PMA by the DCC.

c) IncidentID contains the Incident reference number provided as set out in section 3.2 of this document.

d) P denotes that the file is a notification of progress in respect of replacement of affected Certificates and Devices.

e) FileNum is an integer value, used to distinguish between data that is split across multiple files due to exceeding the maximum permitted number records per file, which is set out immediately below.

Each Other Compromise File shall be generated in accordance with the procedure set out immediately below:

a) an "initial" CSV file shall be created, which shall contain the following records:

· UserID ▲

Device_ID, Overall_status, Overall_status_description,

 Replacement_Certificate_Serial_Number_Root, Replacement_Certificate_Serial_Number_Recovery, Replacement_Certificate_Serial_Number_Supplier_DS, Replacement_Certificate_Serial_Number_Supplier_KAK, Replacement_Certificate_Serial_Number_Supplier_KAKPP, Replacement_Certificate_Serial_Number_NetworkOperator_DS, Replacement_Certificate_Serial_Number_NetworkOperator_KAK, Replacement_Certificate_Serial_Number_COS_DS, Replacement_Certificate_Serial_Number_WAN_DS, Replacement_Status_Root, Replacement_Status_Recovery, Replacement_Status_Supplier_DS, Replacement_Status_Supplier_KAK, Replacement_Status_Supplier_KAKPP, Replacement_Status_NetworkOperator_DS, Replacement_Status_NetworkOperator_KAK, Replacement_Status_COS_DS, Replacement_Status_WAN_DS (repeated for each affected Device, with no more than 100,000 such records permitted within any file) ▲

b) a File Signing Certificate_ID shall be appended to the end of the "initial" CSV file, comprising:

· all of the attributes contained within the 'Issuer' field in the File Signing Certificate, including attribute names, equals signs and values, which shall be encoded in URL format such that it does not contain any special characters, followed by a comma; and

· the Certificate serial number obtained from the 'serialNumber' field in the File Signing Certificate, followed by a 0x0A character; and

c) a Digital_Signature shall be generated from the "initial” CSV file and appended as a record to the end of the CSV file, in accordance with the procedure set out in Section 6 of the Threshold Anomaly Detection Procedures.

Where:

a) The UserID field contains the EUI-64 Compliant identifier for:

· the Subscriber submitting the file, where a Subscriber is submitting the file to the DCC;

· the Subscriber to which the file is being provided, unless the file is being submitted to the SMKI PMA, where the file is being submitted to the Subscriber by the DCC; or

· the DCC, where the file is being submitted to the SMKI PMA by the DCC.

b) The Device_ID field contains the Device ID.

c) The Overall_status field indicates acceptance or rejection by the DCC of each device identified in the Compromise Notification File

d) The Overall_status_description field indicates the reason for any rejection

e) The Replacement_Certificate_Serial_Number_Root field contains the Root OCA Certificate serial number for the Root OCA Certificate to be used to populate the Device Root anchor slot.

f) The Replacement_Certificate_Serial_Number_Recovery field contains the Certificate serial number for the Certificate to be used to populate the Device Recovery anchor slot.

g) The Replacement_Certificate_Serial_Number_Supplier_DS field contains the Certificate serial number for the Certificate to be used to populate the Supplier Digital Signing Device anchor slot.

h) The Replacement_Certificate_Serial_Number_Supplier_KAK field contains the Certificate serial number for the Certificate to be used to populate the Supplier Key Agreement Key Device anchor slot.

i) The Replacement_Certificate_Serial_Number_Supplier_KAKPP field contains the Certificate serial number for the Certificate to be used to populate the Supplier prepayment Key Agreement Key Device anchor slot.

j) The Replacement_Certificate_Serial_Number_NetworkOperator_DS field contains the Certificate serial number for the Certificate to be used to populate the Network Operator Digital Signing Device anchor slot.

k) The Replacement_Certificate_Serial_Number_NetworkOperator_KAK field contains the Certificate serial number for the Certificate to be used to populate the Network Operator Key Agreement Key Device anchor slot.

l) The Replacement_Certificate_Serial_Number_COS_DS field contains the Certificate serial number for the Certificate to be used to populate the Device TCoS anchor slot.

m) The Replacement_Certificate_Serial_Number_WAN_DS field contains the Certificate serial number for the Certificate to be used to populate the Device WAN Provider anchor slot.

n) The Replacement_Status_Root field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Certificate in the Root anchor slot on a Device.

o) The Replacement_Status_Recovery field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Certificate in the Recovery anchor slot on a Device.

p) The Replacement_Status_Supplier_DS field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Certificate in the Supplier Digital Signing anchor slot on a Device.

q) The Replacement_Status_Supplier_KAK field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Certificate in the Supplier Key Agreement Key anchor slot on a Device.

r) The Replacement_Status_Supplier_KAKPP field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Certificate in the Supplier prepayment Key Agreement Key anchor slot on a Device.

s) The Replacement_Status_NetworkOperator_DS field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Certificate in the Network Operator Digital Signing anchor slot on a Device.

t) The Replacement_Status_NetworkOperator_KAK field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Certificate in the Network Operator Key Agreement Key anchor slot on a Device.

u) The Replacement_Status_COS_DS field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Certificate in the TCoS anchor slot on a Device.



v) The Replacement_Status_WAN_DS field contains a value which is one of the permitted response code values for Service Request 6.15.1, as set out in the first column of Table 7 in section 4.11A.3.3 of the Message Mapping Catalogue, in relation to the replacement of information from the affected Certificate in the WAN Provider anchor slot on a Device.

w) The File_Signing Certificate_ID field contains the File Signing Certificate ID, which shall not contain a value when the file is issued by the DCC.

x) The Digital_Signature field contains the Digital Signature, which shall not contain a value when the file is issued by the DCC.
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		Term

		Definition



		Chief Information Security Officer

		Means a senior security officer within a Party who is responsible for activities including (but not limited to) establishing and maintaining the security vision, strategy, information security governance framework, secure asset and infrastructure control framework, and security risk management program



		Data Services Provider, or DSP

		Means the DCC acting from those systems identified in part a) of the definition of DCC Live Systems



		DSP Threshold Anomaly Detection, or DSP TAD

		Means the DCC acting using those systems identified in Part (b) of the definition of DCC Live Systems



		Key Activation Ceremony

		Means a meeting at which a Private Key or Symmetric Key is activated by the DCC and/or Key Custodians, such that the Private Key or Symmetric Key may be used



		Key Generation Ceremony

		Means a meeting at which a Private Key or Contingency Symmetric Key is generated by the DCC and Key Custodians



		Key Component

		Means part of a Key or part of Activation Data used to protect a Key. 



		Key Custodian

		Means an individual, appointed in accordance with section 3.4 of the SMKI Recovery Procedure, to hold a key which may be used as part of the process to access a Key Component.



		Organisation Compromise Notification File

		A CSV file used to support recovery from a Compromise that is specified in Annex B of the SMKI Recovery Procedure



		Organisation Compromise Recovery Progress File

		A CSV file used to support recovery from a Compromise that is specified in Annex C of the SMKI Recovery Procedure



		Other Compromise Notification File

		AMeans a CSV file used to support recovery from a Compromise that is specified in Annex D of the SMKI Recovery Procedure



		Other Compromise Recovery Progress File

		AMeans a CSV file used to support recovery from a Compromise that is specified in Annex E of the SMKI Recovery Procedure



		S1SP Held Device Security Credentials

		 Means, in relation to a SMETS1 Device and as the context requires, any or all of the Notified Critical Supplier Certificate, the Notified Non-Critical Supplier Certificate, the Notified Critical Network Operator Certificate and the Notified Non-Critical Network Operator Certificate, in each case as defined in Appendix AM of the SEC (SMETS1 Supporting Requirements).



		Trusted Service Provider, or TSP

		Means the DCC acting using systems identified in part (d) of the definition of DCC Live Systems



		User Role Signing Private Key

		Has the meaning given to that term in Appendix AD of the Code (DCC User Interface Specification)
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[bookmark: _Toc440639691][bookmark: _Toc34727323][bookmark: _Toc446671920]Annex G:  SMKI Recovery Procedure Test Scenarios

1 [bookmark: _Toc446671921][bookmark: _Toc12639025][bookmark: _Toc19006923][bookmark: _Toc440639692]

Each scenario set out in this Annex G can be tested in isolation, or combined as part of a more extensive test.

2 [bookmark: _Toc19012733][bookmark: _Toc34727324][bookmark: _Toc440639699]

[bookmark: _Toc34727325][bookmark: _Toc446671922]DCC and SMKI PMA Interactions

These scenarios cover the testing of interactions between the DCC Service Desk and the SMKI PMA in the event of a (suspected) Compromise.

		
ID

		SMKI 200



		Title:

		Notification of (suspected) Compromise and SMKI PMA Response



		Description

		DCC service Desk completes Compromise Notification Report

DCC service Desk communicates Compromise Notification Report

DCC Service Desk requests SMKI PMA Decision (not applicable to the Method 1 of the Organisation Recovery process)

SMKI PMA acknowledge receipt of Compromise Notification Report

SMKI PMA provides instruction / guidance to the DCC through the DCC Service Desk in response to the Compromise Notification Report as to whether Recovery should be carried out and if so, which steps of the chosen approach



		Objective

		· To prove DCC processes in regard to the Compromise Notification Report preparation

· To prove communication of (suspected) Compromise process to the SMKI PMA by the DCC Service Desk

· To prove SMKI PMA instruction / guidance to the DCC Service Desk processes

· To prove SMKI PMA decision making processes in response to the Compromise Notification Report and request for guidance / instruction









		
ID

		SMKI 201



		Title:

		Notification of outcome of Recovery processes



		Description

		DCC Service Desk prepares Organisation Compromise Recovery Report for the SMKI PMA

DCC Service Desk communicates Recovery Report to the SMKI PMA

SMKI PMA acknowledges receipt of Organisation Compromise Recovery Report



		Objective

		· To prove DCC processes for the preparation of the Organisation Compromise Recovery Report 

· To prove communication of the Organisation Compromise Recovery Report to the SMKI PMA by the DCC Service Desk

· To prove SMKI PMA processes in respect of receipt of the Organisation Compromise Recovery Report





[bookmark: _Toc34727326][bookmark: _Toc446671923]DCC / Subscriber and DCC / Party Interactions and Processes

[bookmark: _Toc34727327][bookmark: _Toc446671924]Organisation Certificate Revocation and Replacement

		
ID

		SMKI 214



		Title:

		Organisation Certificate Revocation



		Description

		Subscriber submits Certificate Revocation Request(s) (CRR) through the DCC Service Desk

DCC revokes Organisation Certificates identified in the CRR(s)

DCC Service Desk communicates outcome of Revocation request to Subscriber



		Objective

		· To prove Subscriber processes in response to a (suspected) Compromise of one its Organisation Private Keys 

· To prove DCC and Subscriber interactions to revoke an Organisation Certificate







		
ID

		SMKI 202



		Title:

		Replacement Organisation Certificates



		Description

		Subscriber obtains new or identifies existing Organisation Certificates to replace on affected Devices

 or those that form a part of any S1SP Held Device Security Credentials Subscriber communicates decision in the form of a Certificate ID to the DCC through the DCC Service Desk



		Objective

		· To prove, during the Recovery process, that the Subscriber can request new Organisation Certificates or identify and obtain existing Organisation Certificates to be placed on affected Devices during the Recovery process , or the notification of the Certificate ID to the DCC where they form a part of any S1SP Held Device Security Credentials.

· To prove Subscriber communications with the DCC Service Desk in respect of the replacement Organisation Certificates







[bookmark: _Toc34727328][bookmark: _Toc446671925]Communication of SMKI PMA Decision to Subscriber

		
ID

		SMKI 203



		Title:

		DCC Communicates SMKI PMA Recovery Decision to Subscriber



		Description

		DCC Service Desk communicates the decision of the SMKI PMA in respect of whether Recovery will be used and if so, which methods and steps are to be carried out



		Objective

		· To prove DCC Service Desk and Subscriber interactions in respect of SMKI PMA decisions







[bookmark: _Toc34727329][bookmark: _Toc446671926]Subscriber notification of Compromise (or suspected Compromise)

		
ID

		SMKI 215



		Title:

		Send DCC Organisation Notification and Anomaly Detection Threshold changes



		Description

		Subscriber / Supplier submits through the DCC Service Desk Organisation Compromise Notification Files or Other Compromise Notification Files and Anomaly Detection Thresholds amendments for the purposes of Recovery, in accordance with the Threshold Anomaly Detection Procedures 



		Objective

		· To prove Subscriber / Supplier processes and interactions with the DCC Service Desk in regard to the submission of information relating to impacted devices, incident

· To prove Subscriber / Supplier processes and interactions with the DCC Service Desk in regard to the temporary amendment of Anomaly Detection Thresholds to support Recovery











		
ID

		SMKI 216



		Title:

		Threshold Anomaly Detection – Post-recovery – applies to Method 1 of Organisation Certificate Recovery from Compromise only



		Description

		Subscriber / Supplier submits through the DCC Service Desk Anomaly Detection Thresholds for re-instatement following recovery



		Objective

		· To prove Subscriber / Supplier processes and interactions with the DCC Service Desk in regard to the re-instigation of Anomaly Detection Thresholds following Recovery







		
ID

		SMKI 217



		Title:

		DCC amends Anomaly Detection Thresholds



		Description

		DCC amends Anomaly Detection Thresholds in response to Recovery process to enable communications to Devices to be processed by the DSP

DCC informs Subscriber of Threshold Anomaly Detection value change



		Objective

		· To prove DCC processes in respect of Threshold Anomaly Detection value change during Recovery

· To prove DCC and Subscriber interactions in respect of Threshold Anomaly Detection value change during Recovery







		
ID

		SMKI 218



		Title:

		DCC re-instates Anomaly Detection Thresholds



		Description

		DCC Service Desk amends Anomaly Detection Thresholds to those  set before the Recovery process commenced

DCC Service Desk informs Anomaly Detection Thresholds change



		Objective

		· To prove DCC processes in respect of Anomaly Detection Thresholds reinstatement following Recovery

· To prove DCC and Subscriber interactions in respect of Anomaly Detection Thresholds reinstatement during Recovery











[bookmark: _Toc34727330][bookmark: _Toc446671927]DCC Notification to Parties other than the (suspected) Compromised Subscriber

		
ID

		SMKI 204



		Title:

		Method 1, Method 1A and Method 3 – Responsible Supplier Notification of (suspected) Compromise



		Description

		DCC Service Desk identifies affected Devices for which the Subscriber is not the Responsible Supplier

DCC Service Desk notifies Responsible Supplier(s) for those Devices using Organisation Compromise Notification file



		Objective

		· To prove DCC Service Desk and Responsible Supplier processes with regard to notification of (suspected) Compromise to Responsible Suppliers for Devices which are affected by the (suspected) Compromise







		
ID

		SMKI 205



		Title:

		Method 1, Method 1A and Method 3 - Responsible Supplier Notification of Progress / Outcome of Recovery



		Description

		DCC Service Desk identifies affected Devices for which the Subscriber is not the Responsible Supplier

DCC Service Desk notifies Responsible Supplier(s) for those Devices using Organisation Compromise Progress file and therefore the cessation of communications with affected Devices during Recovery



		Objective

		· To prove DCC Service Desk and Party processes with regard to notification of progress of Recovery to Responsible Suppliers for Devices which are affected by the (suspected) Compromise







		
ID

		SMKI 206



		Title:

		Method 2 – Network Operator Notification of (suspected) Compromise



		Description

		DCC Service Desk identifies Network Operators for affected Devices reported by the Subscriber

DCC Service Desk notifies using the Organisation Notification file Network Operators for those Devices of the Subscriber’s intent  to Recover using Method 2 and cessation of communications during Recovery 



		Objective

		· To prove DCC Service Desk and Network Operator Party processes with regard to notification of (suspected) Compromise to Network Operators for Devices which are affected by the (suspected) Compromise







		
ID

		SMKI 207



		Title:

		Method 2 – Network Operator Notification of Progress / Outcome of Recovery



		Description

		DCC Service Desk identifies Network Operators for affected Devices reported by the Subscriber

DCC Service Desk notifies Network Operator(s) for those Devices of Recovery progress / outcome of Recovery using the Organisation Compromise Progress file



		Objective

		· To prove DCC Service Desk and Network Operator Party processes with regard to notification of progress of Recovery to Network Operators for Devices which are affected by the (suspected) Compromise







[bookmark: _Toc34727331][bookmark: _Toc446671928]Method 1 - Subscriber Service Requests and Alert Responses

This scenario is applicable only to Method 1 of the Recovery of Organisation Certificate held on a Device (section 4.1 of the SMKI Recovery Procedures). Its execution will be through the combination of individual test scenarios as set out above in section 8.2 of this Annex G.

		
ID

		SMKI 208



		Title:

		Method 1 - Subscriber Recovers using own Private Key



		Description

		Subscriber sends Service Requests to replace Organisation Certificates on affected Devices, signed using its own private key which is the subject of the (suspected) Compromise

Subscriber monitors progress of Recovery through Alerts received from affected Devices in response to the instruction to replace Organisation Certificates 

Subscriber informs DCC through DCC Service Desk of the progress of Recovery through an Organisation Compromise Progress Report File



		Objective

		· To prove Subscriber processes in response to a (suspected) Compromise of one its Organisation Private Keys 





[bookmark: _Toc34727332]9.3A		Method 1A  Compromise of any S1SP Held Device Security Credentials

This scenario is applicable only to Method 1A to recover from a Compromise (or suspected Compromise) of the Private Key associated with the Public Key contained within an Organisation Certificate that forms part of any S1SP Held Device Security Credentials, in accordance with section 3.2 and 4.1A of this document.





		
ID

		SMKI 208A



		Title:

		Method 1A - Subscriber Recovers using own Private Key



		Description

		Subscriber sends Service Requests to replace Organisation Certificates that form a part of any S1SP Held Device Security Credentials , signed using its own private key which is the subject of the Compromise (or suspected Compromise)

Subscriber monitors progress of Recovery through Alerts received from the SMETS1 Service Provider in response to the instruction to replace Organisation Certificates 

Subscriber informs DCC through DCC Service Desk of the progress of Recovery through an Organisation Compromise Progress Report File



		Objective

		· To prove Subscriber processes in response to a  Compromise (or suspected Compromise) of one its Organisation Private Keys related to an Organisation Certificate that forms a part of any S1SP Held Device Security Credentials









[bookmark: _Toc34727333][bookmark: _Toc446671929]Methods 2 & 3 – Communications with affected Devices in Response to the Supplier / Subscribers Service Requests

These scenarios are applicable to Methods 2 and / or 3 of the Recovery of Organisation Certificate held on a Device (section 4.11A of the SMKI Recovery Procedures). Their execution will be through the combination of individual test scenarios as set out above in section 8.2 of this Annex G.

		
ID

		SMKI 209



		Title:

		Suspension of Communications with Devices



		Description

		DCC suspends communications to Devices where the Compromise impacts Supplier and / or Communication Service Provider Certificates on those Devices

DCC confirms decision of the SMKI PMA with regard to the suspension or if reinstates communication according to the decision of the SMKI PMA



		Objective

		· To prove DCC Service Desk and DCC processes with regard to the suspension of communications with affected Devices







		
ID

		SMKI 210



		Title:

		Set status of affected Devices to Recovery



		Description

		Where the affected Subscriber is not a Network Provider, DCC sets status in the Smart Metering Inventory of affected Devices to ‘Recovery’ 



		Objective

		· To prove DCC Service Desk and DCC processes with regard to the SMI status change during Recovery processes







		
ID

		SMKI 211



		Title:

		Commands sent to affected Devices to effect Recovery – Method 2 only



		Description

		DCC issues Commands as set out in the GBCS signed with the Recovery Private Key and containing ACB Certificates as the replacement Supplier Certificate

DCC monitor for Alerts received from Devices and forwards the Alert to the affected Supplier

DCC sets SMI status of affected Devices that have reported successful Recovery to ‘Recovered’

DCC notifies affected Subscriber of progress of the Recovery Processes using the DCC Alert and Organisation  Recovery Progress file

Supplier Issues Service Requests to replace the ACB Certificate in the Supplier slot with a new Supplier Certificate

DCC processes these Service Requests

Supplier notifies the outcome of Supplier Certificate Replacement using the Organisation Recovery Progress file

DCC sets SMI status of the Device to the pre-Recovery State on receipt of the Response from the Device indicating successful Certificate Update



		Objective

		· To prove DCC and DCC Service Desk processes during Method 2 of Organisation Certificate Recovery

· To prove Suppliers processes during Method 2 of Organisation Certificate Recovery

· To prove interactions between Supplier and DCC Service Desk during Method 2 of Organisation Certificate Recovery







		
ID

		SMKI 213



		Title:

		Commands sent to affected Devices to effect Recovery – Method 3 only



		Description

		DCC issues Commands as set out in the GBCS signed with the Recovery Private Key and containing the Certificate identified by the Subscriber as the replacement Certificate

DCC monitor for Alerts received from Devices and forwards the Alert to the affected Subscriber

DCC sets SMI status of affected Devices that have reported successful certificate replacement to the pre-recovery status

DCC notifies affected Subscriber of progress of the Recovery Processes using the Organisation  Recovery Progress file

DCC notifies the Device’s Responsible Supplier (if not the Subscriber) of failed certificate replacement events using the Organisation  Recovery Progress file





		Objective

		· To prove DCC and DCC Service Desk processes during Method 3 of Organisation Certificate Recovery

· To prove Subscribers processes during Method 3 of Organisation Certificate Recovery

· To prove interactions between Subscribers and DCC Service Desk during Method 3of Organisation Certificate Recovery

· To prove interactions between Responsible Suppliers and DCC Service Desk during Method 3 of Organisation Certificate Recovery 







[bookmark: _Toc34727334][bookmark: _Toc446671930]End to End Tests

These Test Scenarios constitute full Tests of each Recovery Process set out in the sections 4 and 6 of the SMKI Recovery Procedures.  It is intended that these tests are carried out periodically as set out in section 7.1 of this SMKI Recovery Procedures.

		
ID

		SMKI 101



		Title:

		Recovery from Compromise of an Organisation Private Key (other than the Recovery Private Key) – Method 1 and Method 1A



		Description

		As set out in section 4.1 and 4.1A of the SMKI Recovery Procedures (except for the standing-up of the Recovery Environment)



		Objective

		· To prove in an end to end test the processes to Recover from the Compromise of an Organisation Private Key (other than the Recovery Private Key) – Method 1 and Method 1A







		
ID

		SMKI 102



		Title:

		Recovery from Compromise of an Organisation Private Key (other than the Recovery Private Key) – Method 2



		Description

		As set out in section 4.2 of the SMKI Recovery Procedures (except for the standing-up of the Recovery Environment)



		Objective

		· To prove in an end to end test the processes to recover from the Compromise of an Organisation Private Key (other than the Recovery Private Key) – Method 2







		
ID

		SMKI 103



		Title:

		Recovery from Compromise of an Organisation Private Key (other than the Recovery Private Key) – Method 3



		Description

		As set out in section 4.3 of the SMKI Recovery Procedures (except for the standing-up of the Recovery Environment)



		Objective

		· To prove in an end to end test the processes to recover from the Compromise of an Organisation Private Key (other than the Recovery Private Key) – Method 3







		
ID

		SMKI 104



		Title:

		Recovery from Compromise of a Recovery Private Key



		Description

		As set out in section 6.2 of the SMKI Recovery Procedures (except for the standing-up of the Recovery Environment)



		Objective

		· To prove in an end to end test the processes to recover from the Compromise of the Recovery Private Key







		
ID

		SMKI 105



		Title:

		Recovery from Compromise of an Issuing OCA Private Key



		Description

		As set out in section 6.3 of the SMKI Recovery Procedures (except for the standing-up of the Recovery Environment)



		Objective

		· To prove in an end to end test the processes to recover from the Compromise of an Issuing OCA Private Key









		
ID

		SMKI 106



		Title:

		Recovery from Compromise of a Contingency Private Key or the Contingency Symmetric Key



		Description

		As set out in section 6.1 of the SMKI Recovery Procedures 



		Objective

		· To prove in an end to end test the processes to recover from the Compromise of a Contingency Private Key or Contingency Symmetric Key
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Draft X3.1 Direction


Draft X3.1 Direction
DIRECTION TO:

PREVENT A MODIFICATION TO SECTION L OF THE SMART ENERGY
CODE (SEC) (SMART METERING KEY INFRASTRUCTURE AND DCC
KEY INFRASTRUCTURE) FROM HAVING LEGAL EFFECT

Dear Colleague,

Introduction

1.

This letter contains a direction by the Secretary of State under the provisions
of Section X3.1 SEC (as preserved and modified by X1.5(iii) of the SEC).

In January 2020, BEIS consulted upon a modification to the table in Section
L3.18 of the SEC to add a new type of Organisation Certificate with a Remote
Party Role of “xmlSign”. The Government response to the consultation was
published on 26 March 2020". The legal text to make the modification was laid
before Parliament on 18 June 2020 in accordance with the requirements of
Section 89 of the Energy Act 2008 in conjunction with a number of other
changes to energy licences and the SEC.

The Secretary of State has consulted the Authority, the SEC Panel and the
SEC Parties on a draft of the direction contained in this letter, in accordance
with Section X3.2 SEC (as preserved and renumbered by X1.5(iii) of the SEC)

Direction

4. Pursuant to Section X3.1 (Effective Dates) of the SEC, the Secretary of State

directs that the modification referred to in paragraph 2 above (and highlighted
in Annex A to this direction) is not to have effect.

Next Steps

5. The Secretary of State plans to designate a date from which the modification

will have legal effect that coincides with the date that the package of DCC
systems changes that is generally referred to as the November 2020 Release
is made?. This is currently planned to be on 29 November 2020. It is also
noted that a number of other SEC changes relating to “XML signing
certificates” are included in the legal text laid before Parliament, with a coming
into force date for September 2020, however these will have no practical

1 https://smartenergycodecompany.co.uk/latest-news/beis-government-response-to-consultation-on-

code-and-licence-changes/

2 More information on the scope and content of the November 2020 Release is set out in the
Government consultation entitled ‘Consultation on changes to Smart Energy Code Technical
Specifications and Subsidiary Documents’ published on 1 June 2020 on the SEC website.





effect for the duration of the direction above, since the effect of that direction
is to prevent the Issuing of XML signing certificates in the first instance.

This direction is also being notified to the SEC Administrator.





Annexes
Annex A: SEC Section L3.18 (Organisation Certificates) marked up

Organisation Certificates

L3.18 Where the DCC, a Network Party or another Party which is (or is to become) a User,
or any RDP, is an Authorised Subscriber in accordance with the Organisation
Certificate Policy, that person will be an Eligible Subscriber in respect of an

Organisation Certificate only where:
(a) if the Subject of that Certificate is:

(1) either the DCC (acting pursuant to its powers or duties under the Code)
or a DCC Service Provider, that person is the DCC; or

(i))  not the DCC, that person is the Subject of the Certificate; and

(b) if the value of the X5200rganizationalUnitName field in that Certificate is a
Remote Party Role corresponding to that listed in the table immediately below,

either:

(1) that person is the DCC, and it is identified with that Remote Party Role
in the second column of that table and the Certificate Signing Request
originates from the individual System referred in the paragraph of the
definition of DCC Live Systems identified in the fourth column of that

table; or

(i))  that person is identified with that Remote Party Role in the second
column of that table, and the value of the subjectUniquelD field in the
Certificate is a User ID or RDP ID associated with any such User Role
or with an RDP as may be identified in the third column of that table.

Remote Party Role Party User Role or RDP DCC Live

Systems

definition

paragraph






root The DCC | [Not applicable] (d)
recovery The DCC | [Not applicable] ®
transitional CoS The DCC | [Not applicable] (©)
wanProvider The DCC | [Not applicable] (a)
accessControlBroker The DCC | [Not applicable] (b)
issuingAuthority The DCC | [Not applicable] (a)
networkOperator A Either: [Not applicable]
Network (a) Electricity
Parg Distributor;
or
(b) Gas
Transporter.
supplier A Either: [Not applicable]
Supplier () Import
Party Supplier; or
(b) Gas Supplier.
other An RDP | Either: [Not applicable]
or MY | Other User;
Party
other than Registered Supplier
Agent;
theDCC |5
Registration Data
Provider; or
Export Supplier.
pPPXmlSign The DCC | [Not Applicable] (2)






pPRDPFileSign The DCC | [Not Applicable] (g)
s1SPxmlSigning The DCC | [Not Applicable] (2)
xmlSign An RDP | Either: (a) or (c)
o any Import Supplier;
Party
Gas Supplier;
Electricity
Distributor;
Gas Transporter.
Other User;
Registered Supplier
Agent;
Registration
Provider; or
Export Supplier.
loadController None None [Not applicable]
commissioningPartyFileSigning | The DCC | [Not Applicable] [Only relevant
during SMETSI
Migration]
requestingPartyFileSigning The DCC | [Not Applicable] [Only relevant
during SMETSI
Migration]
sISPMigrationSigning The DCC | [Not Applicable] [Only relevant
during SMETSI
Migration]
commissioningPartyXmlSigning | The DCC | [Not Applicable] [Only relevant

during SMETSI






Migration]
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This document is entitled ‘Smart Metering Equipment Technical Specifications 2 (SMETS2)’ and forms one of a group of documents within Schedule 9 of the Smart Energy Code, each of which can be uniquely identified by the date on the first page and where relevant, the associated letter.  Each individual Section of this document (including this Introduction Section and the Glossary) is uniquely identifiable by reference solely to the Version number set out at the beginning of that Section.  Furthermore, each of Sections 4, 5, 6, 7, 8 and 9 of this document constitute the Technical Specification for a specific Device:

Gas Smart Metering Equipment Technical Specification (GSMETS); 

Electricity Smart Metering Equipment Technical Specification (ESMETS); 

In Home Display Technical Specification (IHDTS);

Prepayment Interface Device Technical Specification (PPMIDTS);

HAN Connected Auxiliary Load Control Switch Technical Specification (HCALCSTS); and

Standalone Auxiliary Proportional Controller Technical Specification (SAPCTS).  

The Version of the relevant Technical Specification is the Version number stated at the beginning of the relevant Section.  Any functionality within Data and Communications Company Systems that requires the identification of a particular Version of a Technical Specification with which a Device complies, shall operate by reference solely to the Version number identified at the beginning of the relevant Section for the Device.

Whilst this document is entitled ‘Smart Metering Equipment Technical Specifications 2 (SMETS2)’, each Version of SMETS is uniquely identifiable by reference solely to its version number.  In the title of this document, the ‘2’ in SMETS2 does not form part of the version number and is used only to describe the family of SMETS documents to which this document belongs.  Any functionality within Data and Communications Company systems which requires the identification of a particular version of SMETS with which a Device complies, will operate by reference solely to the version number.

Section 4 of this document describes the minimum physical, functional, interface, data, testing and certification requirements of Gas Smart Metering Equipment that a gas Supplier is required to install and maintain to comply with standard condition 33 (or 44.10) of its gas supply licence. 

Section 5 of this document describes the minimum physical, functional, interface and data, testing and certification requirements of Electricity Smart Metering Equipment that an electricity Supplier is required to install and maintain to comply with standard condition 39 (or 50.10) of its electricity supply licence.

Section 6 of this document constitutes the In-Home Display (IHD) Technical Specifications, which describe the minimum physical, functional, interface, data, testing and certification requirements of an IHD maintained to comply with standard condition 34 of the gas supply licence or standard condition 40 of the electricity supply licence.

Section 7 of this document constitutes the Prepayment Interface Device Technical Specifications (PPMID), which describe the minimum physical, functional, interface, data, testing and certification requirements of a PPMID maintained to comply with standard condition 46 of the gas supply licence or standard condition 52 of the electricity supply licence.

Section 8 of this document constitutes the HAN Connected Auxiliary Load Control Switch (HCALCS) Technical Specifications, which describe the minimum physical, functional, interface, data, testing and certification requirements of an HCALCS maintained to comply with standard condition 52 of the electricity supply licence.

Section 9 of this document constitutes the Standalone Auxiliary Proportional Controller (SAPC) Technical Specifications, which describe the minimum physical, functional, interface, data, testing and certification requirements of an SAPC maintained to comply with standard condition [52] of the electricity supply licence.

SMETS was notified to the European Commission in accordance with the requirements of the Technical Standards and Regulations Directive[footnoteRef:3] laying down a procedure for the provision of information in the field of technical regulations and rules on Information Society services. [3: ] 


This document should be read in conjunction with any other relevant supply licence conditions and with regard to the wider statutory and regulatory framework applying to devices installed for the purpose of energy supply to Premises, for example; the Measuring Instruments (Active Electrical Energy Meters) Regulations 2006 and the Measuring Instruments (Gas Meters) Regulations 2006[footnoteRef:4].  [4: ] 


The Smart Metering technical and security architecture is based on a suite of agreed, open standards, reflecting the UK Government strategy to facilitate the development of third party innovative solutions for consumer devices.

Mutual recognition:  Any requirement for any device to comply with any of the technical specifications contained or referred to in this document shall be satisfied by compliance with: 

a relevant standard or code of practice of a national standards body or equivalent body of any EEA State or Turkey; or

any relevant international standard recognised for use in any EEA State or Turkey; or

any relevant technical regulation with mandatory or de facto mandatory application for marketing or use in any EEA State or Turkey,

in so far as compliance with the standard, code of practice or technical regulation in question enables the equipment to achieve, in an equivalent manner, all of the physical, functional, interface and data capabilities that are achieved by compliance with the requirements of any of the technical specifications contained or referred to in this document.
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Section 4 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of Gas Smart Metering Equipment (GSME) that a gas Supplier is required to install and maintain to comply with standard condition 33 of its gas supply licence.

Any requirements to Lock, Enable, Disable or Arm Supply set out in this Section 4, only apply to Gas Smart Metering Equipment other than Large Gas Meters installed at Domestic Premises.
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[bookmark: _Toc366852616][bookmark: _Toc389117977][bookmark: _Toc404159582]Conformance with the SMETS

GSME shall have been tested to ensure that it meets the requirements described in this Section 4, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc366852617][bookmark: _Toc389117978][bookmark: _Toc404159583]Conformance with the Great Britain Companion Specification

GSME shall meet the requirements described in the Great Britain Companion Specification.

GSME shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc366852618][bookmark: _Toc389117979][bookmark: _Toc404159584][bookmark: _Ref435532563]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

GSME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Gas Smart Metering Equipment.

GSME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Gas Smart Metering Equipment.
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GSME shall as a minimum include the following components: 

a Clock;

a Data Store;

a Gas Meter; 

a HAN Interface; 

a Random Number Generator;

a User Interface; 

where installed at Domestic Premises and is not a Large Gas Meter, a Valve; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of ESME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (pursuant to section H12 of the Smart Energy Code) and includes provision for a DC power supply to the Communications Hub.

GSME shall include a power source.  GSME shall be capable of automatically resuming operation after loss of power in its operating state prior to such failure.

To the extent that it is mains powered, GSME shall be capable of performing the minimum functional, interface and data requirements set out in Sections 4.4, 4.5 and 4.6 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 1 watt of electricity under normal operating conditions.

GSME shall:

permanently display the GSME Identifier(4.6.1.1) on the GSME; and

have a Secure Perimeter.

The HAN Interface of GSME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Sections 4.5.1 and 4.5.3.

On joining a ZigBee SEP Smart Metering Home Area Network GSME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

GSME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; 

Random Number Generator;

Cryptographic Algorithms; 

the Gas Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on GSME. 

GSME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(4.6.5.17);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(4.6.4.26) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7). 

When operating within Sub GHz Bands, the GSME shall:

be capable of supporting Frequency Agility; and

not exceed a transmit power of 25 mW.
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This Section describes the minimum functions that GSME shall be capable of performing. 
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The Clock forming part of GSME shall be capable of operating so as to be accurate to within 10 seconds of the UTC date and time under normal operating conditions.

GSME shall be capable of comparing its date and time with the Communications Hub Date and Time, and making adjustments to its date and time.  Where the difference between GSME date and time and the Communications Hub Date and Time is more than 10 seconds GSME shall be capable of:

1. not adjusting its date and time;

generating an entry in the Security Log(4.6.5.17) to that effect; and

[bookmark: _Ref365889542]generating and sending an Alert via its HAN interface.

Except when executing a Set Clock(4.5.3.20) Command, GSME shall not be capable of making adjustments to its date and time more than once within any 24 hour time period.
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GSME, and any device forming part of it, shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 4.4.10.5. 

GSME shall only be capable of establishing a Communications Link with a Gas Proxy Function, and a PPMID with Security Credentials in the Device Log(4.6.4.11) and with the exception of a Communications Hub Function shall not be capable of establishing a Communications Link via its HAN Interface with any other Devices.

When any Command addressed to GSME is received via any Communications Link GSME shall be capable of:

1. [bookmark: _Ref365468565]using the Security Credentials GSME holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 4.4.10.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref373933093]verifying the integrity of the Command.

On failure of any of (i) to (iii) above, GSME shall be capable of generating an entry in the Security Log(4.6.5.17) to that effect, discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

When executing an immediate Command, GSME shall be capable of generating and sending a Response via its HAN Interface, which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

Where the Command is not due to be executed immediately, GSME shall be capable of generating and sending a Response via its HAN Interface to confirm successful receipt.  When executing a future dated Command GSME shall be capable of generating and sending an Alert via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

GSME shall only be capable of addressing a Response to the sender of the relevant Command. 

GSME shall be capable of restricting the generation and sending of Alerts for each Alert described in this Section 4 and for each event, which this Section 4 requires the GSME to be capable of logging in the event log and which is not a Critical Event according to the Alerts Configuration Settings(4.6.4.1).

For each event which this Section 4 requires the GSME to be capable of logging in the event log and which is not a Critical Event, the GSME shall be capable of:

sounding an Alarm; and

logging the event in the event log

according to the Events Configuration Settings(4.6.4.34).
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GSME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of one PPMID.

GSME shall be capable of supporting the following types of Communications Links:

1. receiving the Commands (set out in Section 7.5.4) that may be sent from a PPMID every 30 minutes; and

generating and sending the Responses (set out in Section 4.5.3) to a PPMID.

[bookmark: _Ref392751829]Communications Links with a Communications Hub Function via its HAN Interface

GSME shall be capable of establishing and maintaining Communications Links via its HAN Interface with one Communications Hub Function.

GSME shall be capable of receiving the Communications Hub Date and Time from the Communications Hub Function.

[bookmark: _Ref341810516]Communications with a Gas Proxy Function via its HAN Interface

GSME shall be capable of establishing and maintaining a Communications Link via its HAN Interface with a Gas Proxy Function. 

GSME shall be capable of generating and sending the information (set out in Section 4.5.1) to a Gas Proxy Function.
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GSME shall be capable of retaining all information held in its Data Store at all times, including on loss of power.
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GSME shall be capable of preventing the display on the User Interface of items annotated [PIN] in Section 4.4.5, and preventing access on the User Interface to the Commands annotated [PIN] in Section 4.5.2, except on successful execution of an Allow Access to User Interface Command (4.5.2.3) via the User Interface.
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GSME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode(4.6.4.21) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix(4.6.5.20) with appropriate precision and the Tariff Block Counter Matrix(4.6.5.19) with appropriate precision;

the Consumption Register(4.6.5.4) with appropriate precision;

the Meter Balance(4.6.5.11) [PIN];

the Debt to Clear (calculated as set out in Section 4.4.7.2) [PIN];

the Customer Identification Number(4.6.4.7) [PIN];

whether Emergency Credit is available for activation [PIN];

whether GSME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar(4.6.4.20) (as set out in Section 4.4.7.2) [PIN]; 

the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

where GSME includes a Battery, any low battery condition;

the Supply State(4.6.5.18);

any time-based debts and Time-based Debt Recovery rates [PIN]; 

any payment-based debt [PIN]; 

any accumulated debt recorded in the Accumulated Debt Register(4.6.5.1) [PIN];

the Meter Point Reference Number (MPRN)(4.6.4.19) [PIN];

the Local Time;

any Standing Charge(4.6.4.23) [PIN]; 

the Contact Details(4.6.4.4); 

the Active Tariff Price(4.6.5.2) [PIN]; and

the Event Log(4.6.5.9) (with the exception of any Personal Data).

GSME shall be capable of displaying the Security Log(4.6.5.17) on its User Interface following physical access through the Secure Perimeter of GSME. 

GSME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

4.4.5.1 Presentation of information on the User Interface

For each of the values currently stored in the Consumption Register(4.6.5.4), the Tariff Block Counter Matrix(4.6.5.19) and the Tariff ToU Register Matrix(4.6.5.20), GSME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value into a decimal, integer number of thousandths of metres cubed, rounding the stored value down to the nearest thousandth of a metre cubed;

1. discarding all except the eight least significant decimal digits so produced;

1. adding leading zeros (if necessary) so that there are exactly eight decimal digits; and

1. placing the decimal point separator between the fourth and third least significant digits.
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Battery capacity

Where GSME includes a Battery, it shall be capable of estimating the remaining Battery capacity in days (to facilitate replacement of the Battery before it is fully depleted) and storing the estimate in Remaining Battery Capacity(4.6.5.16).

If the Remaining Battery Capacity(4.6.5.16) falls below ten percent of the nominal Battery capacity GSME shall be capable of:

1. generating an entry to that effect in the Event Log(4.6.5.9); and

generating and sending an Alert to that effect via its HAN Interface.

GSME power supply

Prior to or at the loss of power, GSME shall be capable of:

1. in circumstances where the Supply Depletion State(4.6.4.25) is configured to require Locking, establishing a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7); and

generating and sending an Alert to that effect via its HAN Interface.
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GSME shall be capable of taking all reasonable steps to detect conditions affecting its Smart Meter Operational Integrity and on such detection shall be capable of generating an entry to that effect in the Event Log(4.6.5.9) and generating and sending an Alert to that effect via its HAN Interface where reasonably practicable, including in the Alert information relating to the nature of the condition detected.

Payment Mode

GSME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

GSME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance(4.6.5.11) based on:

1. the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29); and

the Standing Charge(4.6.4.23).

[bookmark: _Prepayment_Mode][bookmark: _Ref313882267]Prepayment Mode

GSME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

GSME shall be capable of adding credit to the Meter Balance(4.6.5.11) (as set out in Sections 4.5.2.2 and 4.5.3.3) and reducing the amount of credit in the Meter Balance(4.6.5.11).

GSME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance(4.6.5.8)) if the Meter Balance(4.6.5.11) is below the Emergency Credit Threshold(4.6.4.14).  GSME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit(4.6.4.13). GSME shall be capable of reducing the amount of credit in the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated (as set out in Sections 4.5.2.1 and 4.5.3.1) and the Meter Balance(4.6.5.11) is at or below the Disablement Threshold(4.6.4.12).  Any Emergency Credit used shall be repaid when credit is added to GSME (as set out in Sections 4.5.2.2 and 4.5.3.3).

GSME shall be capable of reducing the Meter Balance(4.6.5.11) until it reaches the Disablement Threshold(4.6.4.12) followed by reducing the Emergency Credit Balance(4.6.5.8), where activated, until it reaches zero, on the basis of:

1. [bookmark: _Ref364328472]the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29);

[bookmark: _Ref364328497]the Standing Charge(4.6.4.23); and

[bookmark: _Ref364328501]the recovery of debt hourly or daily through each of the Time Debt Registers [1 … 2](4.6.5.21) at rates defined by the Debt Recovery Rates [1 … 2](4.6.4.9).

Where configured by Suspend Debt Emergency(4.6.4.28) to do so and when Emergency Credit is in use, GSME shall be capable of suspending the application of (ii) and (iii) to the Emergency Credit Balance(4.6.5.8), and accumulating (ii) and (iii) in the Accumulated Debt Register(4.6.5.1).

GSME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register(4.6.5.1), in the Billing Data Log(4.6.5.3).

GSME shall be capable of monitoring the Meter Balance(4.6.5.11) and where activated the Emergency Credit Balance(4.6.5.8) and:

if the combined credit of the Meter Balance(4.6.5.11) and Emergency Credit Balance(4.6.5.8) falls below the Low Credit Threshold(4.6.4.16), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref313882185]if the Meter Balance(4.6.5.11) is below, or falls below the Disablement Threshold(4.6.4.12) and, if Emergency Credit is activated, the Emergency Credit Balance(4.6.5.8) is, or falls to zero: 

receiving and executing Add Credit(4.5.3.3) and Activate Emergency Credit(4.5.3.1) Commands from a PPMID and a Gas Proxy Function; and

[bookmark: _Ref364952620][bookmark: _Ref346096548]once any such Commands have been executed if the Meter Balance(4.6.5.11) remains below the Disablement Threshold(4.6.4.12) and, if Emergency Credit is activated, the Emergency Credit Balance(4.6.5.8) is zero, Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

where the Supply is Disabled (as set out in (b) above):

where configured by Suspend Debt Disabled(4.6.4.27) not to suspend Time-based Debt Recovery, continuing to apply (ii) and (iii) above to reduce the Meter Balance(4.6.5.11);

where configured by Suspend Debt Disabled(4.6.4.27) to suspend Time-based Debt Recovery, suspending the application of (iii) above to the Meter Balance(4.6.5.11) and continuing to apply (ii) above to reduce the Meter Balance(4.6.5.11); and

[bookmark: OLE_LINK35][bookmark: OLE_LINK112]if the Supply is Enabled, suspending the Disablement of Supply (as set out in (b) above) during periods defined in the Non-Disablement Calendar(4.6.4.20), continuing to reduce the Meter Balance(4.6.5.11) on the basis of (i), (ii) and (iii) above, displaying on its User Interface an indication that the Meter Balance(4.6.5.11) is below the Disablement Threshold(4.6.4.12) and, if Emergency Credit is activated, the Emergency Credit Balance(4.6.5.8) is zero and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance(4.6.5.11) is equal to or below the Disablement Threshold(4.6.4.12) GSME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref365469412]the difference between the Meter Balance(4.6.5.11) and the Disablement Threshold(4.6.4.12);

[bookmark: _Ref365469443]amount of debt accumulated in the Accumulated Debt Register(4.6.5.1);

[bookmark: _Ref365469467]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (viii), (ix) and (x) (as defined by Debt Recovery per Payment(4.6.4.8) taking account of the amount remaining in the Payment Debt Register(4.6.5.13), the payment-based debt payments in the Billing Data Log(4.6.5.3) and the Debt Recovery Rate Cap(4.6.4.10)).

For Time-based Debt Recovery, the GSME shall be capable of recovering the lesser of:

1. the amount in the relevant Time Debt Registers [1 … 2](4.6.5.21); and 

the corresponding amount determined by the Debt Recovery Rates [1 … 2] (4.6.4.9).

For Payment-based Debt Recovery, the GSME shall be capable of recovering the lesser of:

the amount defined by Debt Recovery per Payment(4.6.4.8) subject to the Debt Recovery Rate Cap(4.6.4.10); and 

the amount in the Payment Debt Register(4.6.5.13).

Where an Adjust Debt(4.5.3.5) Command is to reduce the amount in a Debt Register and the amount in the Command is greater than the amount in the Debt Register, GSME shall be capable of setting the amount in the Debt Register to zero then applying the difference in the amounts in the following order:

recovering debt accumulated in the Accumulated Debt Register(4.6.5.1);

where the Meter Balance(4.6.5.11) is less than the Disablement Threshold(4.6.4.12), increasing the Meter Balance(4.6.5.11) until it is equal to the Disablement Threshold(4.6.4.12);

repaying Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance(4.6.5.8) accordingly; and

increasing the Meter Balance(4.6.5.11).

In executing the Adjust Debt(4.5.3.5) Command, GSME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2)

GSME shall be capable of monitoring the Meter Balance(4.6.5.11) and, where the Supply is Disabled, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

GSME shall be capable of monitoring the Emergency Credit Balance(4.6.5.8) and, where it falls to zero, of generating an entry to that effect in the Event Log(4.6.5.9) and generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Toc341809876][bookmark: _Toc366852628][bookmark: _Toc389117990][bookmark: _Toc404159594][bookmark: _Toc320016940][bookmark: _Ref313888902][bookmark: _Toc320016941]Pricing

GSME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

GSME shall be capable of maintaining the Active Tariff Price(4.6.5.2).

[bookmark: _Ref312999843][bookmark: OLE_LINK40]Time-of-use Pricing

GSME shall be capable of recording Consumption according to Time-of-use Bands in one of four Tariff Registers in the Tariff TOU Register Matrix(4.6.5.20). 

GSME shall be capable of switching between different Tariff Registers once per Day.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(4.6.4.30).

[bookmark: _Ref313000085]Time-of-use with Block Pricing

GSME shall be capable of recording Consumption according to Time-of-use Bands in one of four Tariff Registers in the Tariff TOU Register Matrix(4.6.5.20). 

GSME shall also be capable of accumulating Consumption in one of four Block Counters in the Tariff Block Counter Matrix(4.6.5.19) for the first Time-of-use Band.  GSME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix(4.6.4.31).

GSME shall be capable of switching between different Tariff Registers once per Day.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules set out in the Tariff Switching Table(4.6.4.30).

[bookmark: _Toc341809877][bookmark: _Toc366852629][bookmark: _Toc389117991][bookmark: _Toc404159595]Recording

[bookmark: _Ref313451475]Billing data

In accordance with the timetable set out in the Billing Calendar(4.6.4.2) GSME shall be capable of taking a UTC date and time stamped copy of:

1. [bookmark: _Ref391468806]the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

[bookmark: _Ref392140998]the Consumption Register(4.6.5.4),

and where in Prepayment mode:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

[bookmark: _Ref391468829]the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3), then immediately resetting the Block Counters in the Tariff Block Counter Matrix(4.6.5.19) and if operating in Credit Mode immediately resetting the Meter Balance(4.6.5.11).

Consumption data

GSME shall be capable of recording cumulative Consumption in the Consumption Register(4.6.5.4).

GSME shall be capable of recording to the Cumulative and Historical Value Store(4.6.5.5) in kWh:

1. Energy Consumption on each of the eight Days prior to the current Day;

Energy Consumption in the Week in which the calculation is performed;

Energy Consumption in each of the five Weeks prior to such Week;

Energy Consumption in the month in which the calculation is performed; and

Energy Consumption in the thirteen months prior to such month.

GSME shall be capable of recording to the Cumulative Current Day Value Store(4.6.5.6) in kWh the Energy Consumption on the Day up to the Local Time. 

Cost of Consumption data

GSME shall be capable of calculating and recording in the Cumulative and Historical Value Store(4.6.5.5) the cost of:

1. Consumption on each of the eight Days prior to the current Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

GSME shall be capable of recording to the Cumulative Current Day Value Store(4.6.5.6) the cost of Consumption on the Day up to the Local Time.

GSME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix(4.6.5.20) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff TOU Price Matrix(4.6.4.32) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff Block Counter Matrix(4.6.5.19) converted by Calorific Value(4.6.4.3) and Conversion Factor(4.6.4.5) and the Prices in the Tariff Block Price Matrix(4.6.4.29); and 

the Standing Charge(4.6.4.23).

Daily read data

GSME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix(4.6.5.20), the Tariff Block Counter Matrix(4.6.5.19) and the Consumption Register(4.6.5.4) together with a UTC date and time stamp in the Daily Read Log(4.6.5.4) every day at midnight UTC.

If operating in Prepayment Mode GSME shall be capable of recording the Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21) in the Prepayment Daily Read Log(4.6.5.14) every day at midnight UTC.

Half hour profile data

GSME shall be capable of recording Consumption in each thirty minute period (commencing at the start of minutes 00 and 30 in each hour), including the UTC date and time at the end of the 30 minute period to which the Consumption relates, in the Profile Data Log(4.6.5.15).

[bookmark: _Ref320201315][bookmark: _Ref320201320][bookmark: _Toc341809878][bookmark: _Toc366852630][bookmark: _Toc389117992][bookmark: _Toc404159596]Security

General

GSME shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

GSME shall be capable of securely disabling Critical Commands other than those Commands set out in Section 4.5 that are Critical Commands.

GSME shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification GSME shall be capable of:

1. generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

Where GSME comprises more than one device, each device other than the Gas Meter shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification GSME shall be capable of:

generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

GSME shall be capable of logging in the Security Log(4.6.5.17) the occurrence and type of any Sensitive Event.

[bookmark: _Ref341692573]Security Credentials

Meter Private Keys

GSME shall be capable of generating Public-Private Key Pairs to support the Cryptographic Algorithms set out in Section 4.4.10.3.

GSME shall be capable of securely storing such Private Keys and shall be capable of formatting and sending via its HAN Interface a Certificate Signing Request containing the corresponding Public Key and the GSME Identifier(4.6.1.1).

[bookmark: _Ref341692602]GSME shall be capable of securely storing Key Agreement values. 

Public Key Certificates

GSME shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 4.4.10.3.

During the replacement of any GSME Security Credentials(4.6.4.15) (as set out in Section 4.5.3.18) GSME shall be capable of ensuring that the GSME Security Credentials(4.6.4.15) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref341689990]Role Based Access Control (RBAC)

GSME shall be capable of restricting Authorisation to execute Commands and of issuing Alerts according to Role permissions. 

[bookmark: _Ref341692064]Cryptographic Algorithms

GSME shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and creating any Command, Response or Alert, GSME shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing;

Digital Signature verification;

Hashing;

Message Authentication; and

Encryption and Decryption.

Firmware

GSME shall only be capable of activating Firmware on receipt of an Activate Firmware Command (as set out in Section 4.5.3.2).

[bookmark: _Ref320093826]Communications

GSME shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface;

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface,

and any Command that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; and

Firmware and data essential for ensuring its integrity, 

stored or executing on GSME, and on such detection shall be capable of:

generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

GSME shall be capable of employing techniques to protect against Replay Attacks relating to Commands received.

GSME shall not be capable of executing a Command to modify or delete entries from the Security Log(4.6.5.17).

[bookmark: _Toc320016943][bookmark: _Toc341809879][bookmark: _Ref343787768][bookmark: _Ref366079194][bookmark: _Toc366852631][bookmark: _Toc389117993][bookmark: _Toc404159597][bookmark: _Toc456794336][bookmark: _Toc41990125]Interface requirements

This Section describes the minimum required interactions which GSME shall be capable of undertaking via its HAN Interface and its User Interface (including with Devices as set out in Sections 4.4.2.1 and 4.4.2.3).

[bookmark: _Ref334710235][bookmark: _Ref316312111][bookmark: _Toc320016944][bookmark: _Ref320201480][bookmark: _Ref320628702][bookmark: _Ref320628708][bookmark: _Ref321301697][bookmark: _Toc341809880][bookmark: _Toc366852632][bookmark: _Toc389117994][bookmark: _Toc404159598]Gas Proxy Function information provision

GSME shall be capable, immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 4.4.2.3), of providing the Operational Data (set out in Section 4.6.5) to that Gas Proxy Function (and with the exception of the Cumulative and Historical Value Store(4.6.5.5) and the Profile Data Log(4.6.5.15), updates of any changes in that data every 30 minutes thereafter).

[bookmark: _Toc318456157][bookmark: _Toc318974867][bookmark: _Toc318990249][bookmark: _Toc319063306][bookmark: _Toc319249798][bookmark: _Toc319250828][bookmark: _Toc320016945][bookmark: _Toc318456158][bookmark: _Toc318974868][bookmark: _Toc318990250][bookmark: _Toc319063307][bookmark: _Toc319249799][bookmark: _Toc319250829][bookmark: _Toc320016946][bookmark: _Toc318456159][bookmark: _Toc318974869][bookmark: _Toc318990251][bookmark: _Toc319063308][bookmark: _Toc319249800][bookmark: _Toc319250830][bookmark: _Toc320016947][bookmark: _Ref316315800][bookmark: _Toc320016948][bookmark: _Toc341809881][bookmark: _Toc366852633][bookmark: _Toc389117995][bookmark: _Toc404159599]User Interface Commands

GSME shall be capable of executing immediately the Commands set out in this Section 4.5.2 following their receipt via its User Interface.

GSME shall be capable of logging all such Commands received and Outcomes in the Event Log(4.6.5.9).

[bookmark: _Ref321144396][bookmark: _Toc311543909][bookmark: _Ref313382550][bookmark: _Ref316125663][bookmark: _Ref320541318][bookmark: _Ref320541327][bookmark: _Ref320541423][bookmark: _Ref320541427][bookmark: _Toc311543910][bookmark: _Ref313382586][bookmark: _Ref313881943]Activate Emergency Credit [PIN]

A Command to activate Emergency Credit when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2).

In executing the Command, if the Supply is Disabled, GSME shall be capable of Arming the Supply if the state of Emergency Credit changes from being deactivated to activated and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, if the state of Emergency Credit changes from being deactivated to activated, GSME shall be capable of generating an entry to that effect in the Event Log(4.6.5.9) and generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Ref321144459]Add Credit

A Command to accept credit to be applied to GSME when GSME is operating in Prepayment Mode on input of a UTRN.  In executing the Command, GSME shall be capable of:

1. [bookmark: _Ref366596480]comparing the credit value of the UTRN with the Maximum Credit Threshold(4.6.4.17) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366597258]comparing the projected new Meter Balance(4.6.5.11) (calculated on the basis of (xii) to (xvi) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance(4.6.5.11) is greater than the Maximum Meter Balance Threshold(4.6.4.18);

[bookmark: _Ref366596481]verifying the Authenticity of the UTRN;

[bookmark: _Ref366653770]verifying that GSME is the intended recipient of the UTRN;

[bookmark: _Ref366653866]using the UTRN to generate a UTRN Counter, and comparing this against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

GSME shall be capable of generating an entry in the Security Log(4.6.5.17):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

[bookmark: OLE_LINK20]where duplicates are rejected as set out in (v) above.

In executing the Command, GSME shall be capable of applying the credit added in the following order:

[bookmark: _Ref366653717][bookmark: _Ref315856994][bookmark: _Ref315856988]recovery of payment-based debt of an amount defined by Debt Recovery per Payment(4.6.4.8) from the Payment Debt Register(4.6.5.13) subject to the Debt Recovery Rate Cap(4.6.4.10); 

[bookmark: _Ref319328587]recovery of debt accumulated in the Accumulated Debt Register(4.6.5.1);

[bookmark: _Ref320638349]where the Meter Balance(4.6.5.11) is less than the Disablement Threshold(4.6.4.12), increasing the Meter Balance(4.6.5.11) until it is equal to Disablement Threshold(4.6.4.12);

[bookmark: _Ref8648419]repayment of Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance(4.6.5.8) accordingly; and

[bookmark: _Ref366653727]adding remaining credit (the credit after deduction of (xii), (xiii), (xiv) and (xv) above) to the Meter Balance(4.6.5.11).

In executing the Command, GSME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2).

In executing the Command, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12) and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, GSME shall be capable of:

recording the credit applied to the Meter Balance(4.6.5.11) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(4.6.5.3); and 

generating and sending an Alert containing the UTC date and time of the last update of the Meter Balance(4.6.5.11) via its HAN Interface. 

[bookmark: _Ref363738759]Allow Access to User Interface

Where Privacy PIN Protection is enabled, a Command to enable temporary access to the restricted display items annotated [PIN] in Section 4.4.5 and the restricted User Interface Commands annotated [PIN] in Section 4.5.2 on input of a number that matches the Privacy PIN(4.6.3.1).

Check for HAN Interface Commands

A Command to check immediately for any pending Add Credit(4.5.3.3) and Activate Emergency Credit(4.5.3.1) Commands.  If there are any such pending Commands GSME shall be capable of executing the Commands as set out in Section 4.5.3.

Disable Privacy PIN Protection [PIN] 

A Command to disable Privacy PIN Protection.

Enable Supply [PIN]

A Command to Enable the Supply if the Supply is Armed.

In executing the Command, GSME shall be capable of detecting when the flow rate exceeds a level defined by Uncontrolled Gas Flow Rate(4.6.4.33) and where the flow rate is exceeded, of Disabling the Supply and then Arming the Supply, sending an Alert to that effect via its HAN interface and sounding an Alarm via its User Interface.

Reset Remaining Battery Capacity

A Command to reset the Remaining Battery Capacity(4.6.5.16).  The Command shall only be available following physical access through the Secure Perimeter of GSME.

In executing the Command GSME shall be capable of:

1. generating an entry to that effect in the Security Log(4.6.5.17); and

generating and sending an Alert to that effect via its HAN Interface.

Find Smart Metering Home Area Network and Re-establish Communications Links

A Command to seek the frequency at which a ZigBee SEP Smart Metering Home Area Network is operating and then: 

1. [bookmark: _Ref392752067]re-establish the Communications Links set out in Sections 4.4.2.1, 4.4.2.2 and 4.4.2.3;

generate an entry to that effect in the Event Log(4.6.5.9); and

generate and send an Alert to that effect via its HAN Interface.

Where the GSME has Communications Links set out in (i) GSME shall be capable of not executing the Command.

Set Privacy PIN [PIN]

A Command to set a new value of the Privacy PIN(4.6.3.1).

In executing the Command where Privacy PIN Protection is disabled GSME shall be capable of enabling Privacy PIN Protection.

Test Valve

Where GSME includes a Valve, a Command to:

1. where the Supply State(4.6.5.18) is Enabled, Disable the Supply for one minute and then Arm the Supply and set the Supply State(4.6.5.18) accordingly; 

where the Supply State(4.6.5.18) is Armed, Enable the Supply for one minute and then Arm the Supply and set the Supply State(4.6.5.18) accordingly; and

where the Supply State(4.6.5.18) is Disabled, Enable the Supply for one minute and then Disable the Supply and set the Supply State(4.6.5.18) accordingly.

The Command shall only be available following physical access through the Secure Perimeter of GSME. In executing the Command GSME shall be capable of:

generating an entry to that effect in the Event Log(4.6.5.9); and

generating and sending an Alert to that effect via its HAN. 

[bookmark: _Toc311566500][bookmark: _Toc311566557][bookmark: _Toc311624533][bookmark: _Toc311624692][bookmark: _Toc311624851][bookmark: _Toc311625907][bookmark: _Toc311566501][bookmark: _Toc311566558][bookmark: _Toc311624534][bookmark: _Toc311624693][bookmark: _Toc311624852][bookmark: _Toc311625908][bookmark: _Toc311566502][bookmark: _Toc311566559][bookmark: _Toc311624535][bookmark: _Toc311624694][bookmark: _Toc311624853][bookmark: _Toc311625909][bookmark: _Toc311566503][bookmark: _Toc311566560][bookmark: _Toc311624536][bookmark: _Toc311624695][bookmark: _Toc311624854][bookmark: _Toc311625910][bookmark: _Toc311543911][bookmark: _Ref318893872][bookmark: _Toc320016949][bookmark: _Ref320201583][bookmark: _Toc341809882][bookmark: _Ref343607791][bookmark: _Toc366852634][bookmark: _Ref386468611][bookmark: _Toc389117996][bookmark: _Toc404159600]HAN Interface Commands

GSME shall be capable of executing the Commands set out in this Section.  GSME shall be capable of logging all Commands received and Outcomes in the Event Log(4.6.5.9).

GSME shall be capable of executing Commands immediately on receipt (‘immediate Commands’) and where specified in the Great Britain Companion Specification at a future date (‘future dated Commands’).  A future dated Command shall include the UTC date and time at which the Command shall be executed by GSME.

GSME shall be capable of cancelling a future dated Command.  A future dated Command shall be capable of being cancelled by an Authorised party, subject to RBAC (as set out in Section 4.4.10.2.3).  GSME shall be capable of generating and sending a Response acknowledging that a future dated Command has been successfully cancelled.

[bookmark: _Ref321144413][bookmark: _Ref313623578]Activate Emergency Credit

A Command to activate Emergency Credit when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2). 

In executing the Command where the Supply is Disabled GSME shall be capable of Arming the Supply if the state of Emergency Credit changes from being deactivated to activated and displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, if the state of Emergency Credit changes from being deactivated to activated, GSME shall be capable of generating an entry to that effect in the Event Log(4.6.5.9) and generating and sending an Alert to that effect via its HAN Interface.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref343779522][bookmark: _Ref321144474]Activate Firmware

A Command to activate Firmware.

In executing the Command GSME shall be capable of installing new Firmware using a mechanism that is robust against failure and loss of data.

The new Firmware shall include version information.  Where new Firmware is successfully installed, GSME shall be capable of recording the version information of that new Firmware in Firmware Version(4.6.5.10).

[bookmark: _Ref344969213]Add Credit

[bookmark: _Ref313623555][bookmark: _Ref313624070]A Command to accept credit to be applied to GSME when GSME is operating in Prepayment Mode on receipt of a UTRN from a PPMID or a UTRN from an Authorised party.

In executing the Command following receipt of a UTRN from a PPMID GSME shall be capable of applying credit as set out in Section 4.5.2.2.

In executing the Command following receipt of a UTRN from an Authorised party, GSME shall be capable of:

1. [bookmark: _Ref366655482]comparing the credit value of the UTRN with the Maximum Credit Threshold(4.6.4.17) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366655492][bookmark: _Ref366596637]comparing the projected new Meter Balance(4.6.5.11) (calculated on the basis of (xii) to (xvi) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance(4.6.5.11) is greater than the Maximum Meter Balance Threshold(4.6.4.18);

[bookmark: _Ref366655503]verifying the Authenticity of the UTRN;

[bookmark: _Ref366655512]verifying that GSME is the intended recipient of the UTRN;

[bookmark: _Ref366655523]comparing the UTRN Counter against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

GSME shall be capable of generating an entry in the Security Log(4.6.5.17):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and 

where duplicates are rejected as set out in (v) above.

In executing the Command, GSME shall be capable of applying the credit added in the following order:

[bookmark: _Ref315968202][bookmark: _Ref320021627]recovery of payment-based debt of an amount defined by Debt Recovery per Payment(4.6.4.8) from the Payment Debt Register(4.6.5.13) subject to the Debt Recovery Rate Cap(4.6.4.10);

[bookmark: _Ref320021592]recovery of debt accumulated in the Accumulated Debt Register(4.6.5.1); 

[bookmark: _Ref320638478]where the Meter Balance(4.6.5.11) is less than the Disablement Threshold(4.6.4.12), increasing the Meter Balance(4.6.5.11) until it is equal to the Disablement Threshold(4.6.4.12);

[bookmark: _Ref8648485]repayment of Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance(4.6.5.8) accordingly; and

[bookmark: _Ref366654433]adding remaining credit (the credit after deduction of (xii), (xiii), (xiv) and (xv) above) to the Meter Balance(4.6.5.11).

In executing the Command, GSME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2).

In executing the Command, GSME shall be capable of Arming the Supply if the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, GSME shall be capable of recording the credit applied to the Meter Balance(4.6.5.11) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(4.6.5.3).

In executing the Command from a PPMID, GSME shall be capable of generating and sending an Alert containing the UTC date and time stamp of the last update of the Meter Balance(4.6.5.11) via its HAN Interface.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref341691720]Add Device Security Credentials

A Command to add Security Credentials for a PPMID or a Gas Proxy Function to the Device Log(4.6.4.11).

In executing the Command, GSME shall be capable of:

1. verifying the Security Credentials; and

recording the Command and Outcome to the Security Log(4.6.5.17).

[bookmark: _Ref391043940][bookmark: _Ref316136660][bookmark: _Ref316222073]Adjust Debt

A Command to apply positive and negative adjustments to the Time Debt Registers [1 … 2](4.6.5.21) and the Payment Debt Register(4.6.5.13) when operating in Prepayment Mode.

When operating in Credit Mode, GSME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

Adjust Meter Balance

A Command to apply positive and negative adjustments to the Meter Balance(4.6.5.11).

In executing the Command where GSME is operating in Prepayment Mode and where, following any such adjustment, the Meter Balance(4.6.5.11) rises above the Disablement Threshold(4.6.4.12), GSME shall be capable of Arming the Supply, displaying any such change in the Supply State(4.6.5.18) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref313623973][bookmark: _Ref391281827][bookmark: _Ref313623616]Arm Supply

A Command to return GSME from a Locked state to an Unlocked state.

In executing the Command where the state of the Supply is Enabled or Armed, GSME shall Arm the Supply and shall set the Supply State(4.6.5.18) to Armed.

In executing the Command where the state of the Supply is only Disabled as a result of: 

1. a Disable Supply Command;

an attempt at Unauthorised Physical Access through its Secure Perimeter and the Supply Tamper State(4.6.4.26); or

GSME power supply and the Supply Depletion State(4.6.4.25),

GSME shall Arm the Supply and shall set the Supply State(4.6.5.18) to Armed; otherwise GSME shall not Arm the Supply.

[bookmark: _Ref316222270]Clear Event Log

A Command to clear all entries from the Event Log(4.6.5.9).  GSME shall be capable of logging that the Command has been executed in the Security Log(4.6.5.17).

Disable Privacy PIN Protection 

A Command to disable Privacy PIN Protection.

Disable Supply

[bookmark: OLE_LINK88]A Command to establish a Locked state whereby the Supply is Disabled and can only be Armed in response to a Command to Arm the Supply (as described in Section 4.5.3.7).

In executing the Command GSME shall be capable of setting the Supply State(4.6.5.18) to Disabled.

Issue GSME Security Credentials

A Command to generate a Public-Private Key Pair and issue a corresponding Certificate Signing Request.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 4.6.4.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Constant Data

A Command to read the value of one or more of the constant data items set out in Section 4.6.1.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Read Operational Data

[bookmark: _Toc311624548][bookmark: _Toc311624707][bookmark: _Toc311624866][bookmark: _Toc311625922][bookmark: _Toc311624549][bookmark: _Toc311624708][bookmark: _Toc311624867][bookmark: _Toc311625923][bookmark: _Toc311624550][bookmark: _Toc311624709][bookmark: _Toc311624868][bookmark: _Toc311625924][bookmark: _Toc311624551][bookmark: _Toc311624710][bookmark: _Toc311624869][bookmark: _Toc311625925][bookmark: _Toc311624552][bookmark: _Toc311624711][bookmark: _Toc311624870][bookmark: _Toc311625926][bookmark: _Toc311624553][bookmark: _Toc311624712][bookmark: _Toc311624871][bookmark: _Toc311625927][bookmark: _Toc311624554][bookmark: _Toc311624713][bookmark: _Toc311624872][bookmark: _Toc311625928]A Command to read the value of one or more of the operational data items set out in Section 4.6.5.

In executing the Command, GSME shall be capable of sending such value(s) in a Response via its HAN Interface.

Receive Firmware

A Command to receive Firmware.

In executing the Command GSME shall be capable of:

1. only accepting new Firmware from an Authorised and Authenticated source; and

verifying the Authenticity and integrity of new Firmware before installation.

[bookmark: OLE_LINK84][bookmark: OLE_LINK89]Record Network Data

A Command to initiate the recording of UTC date and time-stamped Consumption data for each six minute interval over a period of four hours in the Network Data Log(4.6.5.12).

Remove Device Security Credentials

A Command to remove Security Credentials for a PPMID or a Gas Proxy Function from the Device Log(4.6.4.11).

In executing the Command GSME shall be capable of recording the Command and Outcome to the Security Log(4.6.5.17).

[bookmark: _Ref365470513]Replace GSME Security Credentials

A Command to replace GSME Security Credentials(4.6.4.15).

In executing the Command GSME shall be capable of:

1. maintaining the Command’s Transactional Atomicity; and

recording the Command and Outcome to the Security Log(4.6.5.17).

Reset Meter Balance

A Command to reset the Meter Balance(4.6.5.11) to zero.

In executing the Command, GSME shall reset the Accumulated Debt Register(4.6.5.1), the Emergency Credit activated and used, and the Emergency Credit Balance(4.6.5.8), and shall deactivate Emergency Credit so that it is capable of activation when GSME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 4.4.7.2).

[bookmark: _Ref367094474]Set Clock

A Command to set the Clock date and time via its HAN Interface.

In executing the Command, GSME shall be capable of comparing the date and time specified in the Command with the Communications Hub Date and Time. Where the difference is:

1. within the tolerance specified in the Command GSME shall be capable of adjusting its date and time to the Communications Hub Date and Time and generating an entry to that effect in the Event Log(4.6.5.9); and

outside the tolerance specified in the Command GSME shall be capable of not adjusting its date and time and generating an entry to that effect in the Event Log(4.6.5.9).

GSME shall be capable of ensuring that any adjustments do not cause calendar-based events to be missed or future-dated Commands to be missed or repeated. 

[bookmark: _Ref435532637][bookmark: _Ref316138003]Set Payment Mode

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode(4.6.4.21).

In executing the Command, GSME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

the Consumption Register(4.6.5.4),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3). 

Set Tariff

A Command to accept new values for Tariff TOU Price Matrix(4.6.4.32), Tariff Block Price Matrix(4.6.4.29), Tariff Switching Table(4.6.4.30) and Tariff Threshold Matrix(4.6.4.31).

In executing the Command, GSME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix(4.6.5.20);

the Tariff Block Counter Matrix(4.6.5.19); and

the Consumption Register(4.6.5.4), 

and where in Prepayment mode:

the Meter Balance(4.6.5.11);

the Emergency Credit Balance(4.6.5.8);

the Payment Debt Register(4.6.5.13);

the Time Debt Registers [1 … 2](4.6.5.21); and

the Accumulated Debt Register(4.6.5.1),

in the Billing Data Log(4.6.5.3).

[bookmark: _Toc311624604][bookmark: _Toc311624763][bookmark: _Toc311624922][bookmark: _Toc311625978]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 4.6.4.

[bookmark: _Toc311624602][bookmark: _Toc311624761][bookmark: _Toc311624920][bookmark: _Toc311625976][bookmark: _Toc311566505][bookmark: _Toc311566562][bookmark: _Toc311624607][bookmark: _Toc311624766][bookmark: _Toc311624925][bookmark: _Toc311625981]In executing the Command, GSME shall be capable of generating an entry to that effect in the Event Log(4.6.5.9).

[bookmark: _Toc386559283][bookmark: _Toc391462866][bookmark: _Toc391464633][bookmark: _Toc386559286][bookmark: _Toc391462869][bookmark: _Toc391464636][bookmark: _Toc386559290][bookmark: _Toc391462873][bookmark: _Toc391464640][bookmark: _Toc346709902][bookmark: _Toc346711032][bookmark: _Toc346714133][bookmark: _Toc346714494][bookmark: _Toc389067442][bookmark: _Toc389117997][bookmark: _Toc386559284][bookmark: _Toc389067443][bookmark: _Toc389117998][bookmark: _Toc386559285][bookmark: _Toc389067444][bookmark: _Toc389117999][bookmark: _Toc389067445][bookmark: _Toc389118000][bookmark: _Toc386559287][bookmark: _Toc389067446][bookmark: _Toc389118001][bookmark: _Toc386559288][bookmark: _Toc389067447][bookmark: _Toc389118002][bookmark: _Toc386559289][bookmark: _Toc389067448][bookmark: _Toc389118003][bookmark: _Toc389067449][bookmark: _Toc389118004][bookmark: _Ref313431142][bookmark: _Toc320016950][bookmark: _Toc341809884][bookmark: _Toc366852636][bookmark: _Toc389118005][bookmark: _Toc404159601][bookmark: _Toc456794337][bookmark: _Toc41990126]Data requirements

This Section describes the minimum information which GSME shall be capable of holding in its Data Store.

[bookmark: _Toc320016951][bookmark: _Ref320541814][bookmark: _Ref320541824][bookmark: _Ref321137619][bookmark: _Toc341809885][bookmark: _Ref344982756][bookmark: _Ref345577882][bookmark: _Ref345577899][bookmark: _Toc366852637][bookmark: _Toc389118006][bookmark: _Toc404159602]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Device_Identifier_1][bookmark: _Ref320180210]GSME Identifier

A globally unique identifier used to identify GSME based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

Manufacturer Identifier

An identifier used to identify the manufacturer of GSME.

Model Type

An identifier used to identify the model of GSME.

[bookmark: _Ref435532656]This Section is not used

[bookmark: _Toc366852639][bookmark: _Toc389118008][bookmark: _Toc404159604][bookmark: _Toc311543942][bookmark: _Ref313477878][bookmark: _Toc320016952][bookmark: _Toc341809886][bookmark: _Ref345577943][bookmark: _Ref346027777]Locally Set Configuration Data

Describes data that is configured by execution of a User Interface Command and that is not accessible via any GSME interface.

[bookmark: _Ref363745921]Privacy PIN

A number comprising four digits used by the Consumer to enable temporary access to a specified set of display items and Commands via the User Interface of GSME.

[bookmark: _Toc366852640][bookmark: _Ref391909330][bookmark: _Ref392074607][bookmark: _Toc389118009][bookmark: _Toc404159605][bookmark: _Ref412557351]Configuration data

Describes data that configures the operation of various functions of GSME. 

[bookmark: _Ref386445880]Alerts Configuration Settings

Settings to control whether to generate and send an Alert.

[bookmark: _battery_depletion_threshold][bookmark: _billing_schedule_table][bookmark: _Billing_Calendar][bookmark: _Ref313558036][bookmark: _Ref320226990][bookmark: _Toc311543944][bookmark: _Toc311543943]Billing Calendar

A calendar defining billing dates for the storage of billing related information in the Billing Data Log(4.6.5.3).

[bookmark: _calorific_value][bookmark: _Ref320225216]Calorific Value

The value used in the conversion of gas volume to kWh usage, based on the energy stored in one cubic metre of gas released when burnt at a standard temperature and pressure.

[bookmark: _debt_recovery_per][bookmark: _Conversion_Factor][bookmark: _Ref334796517][bookmark: _Ref343781317][bookmark: _Ref320225301]Contact Details

The name and contact telephone number of the current gas Supplier.

[bookmark: _Ref343781425]Conversion Factor

The value used in the conversion of gas volume to kWh usage, based on the temperature, pressure and compressibility of the gas.

[bookmark: _Debt_Recovery_per_1][bookmark: _Ref320227796]Currency Units

The Currency Units currently used by GSME, which shall be either GB Pounds or European Central Bank Euro.

[bookmark: _Ref359310953]Customer Identification Number

A number issued to GSME for display on the User Interface.

[bookmark: _Ref343782229]Debt Recovery per Payment

The percentage of a payment to be recovered against debt when GSME is operating Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _debt_recovery_rate][bookmark: _Debt_Recovery_Rates][bookmark: _Ref320225983]Debt Recovery Rates [1 … 2]

Two debt recovery rates in Currency Units per unit time for when GSME is using Time-based Debt Recovery in Prepayment Mode.

[bookmark: _debt_recovery_rate_1][bookmark: _Ref320227867]Debt Recovery Rate Cap

The maximum amount in Currency Units per unit time that can be recovered through Payment-based Debt Recovery when GSME is operating in Prepayment Mode.

[bookmark: _Ref344982235]Device Log

The Security Credentials and Device identifier for each of the Gas Proxy Function and PPMID with which GSME can establish Communications Links.

[bookmark: _disconnection_threshold][bookmark: _Disablement_Threshold][bookmark: _Ref320226216]Disablement Threshold

The threshold in Currency Units for controlling when to Disable the Supply.

[bookmark: _emergency_credit_ceiling][bookmark: _Emergency_Credit_Limit][bookmark: _Ref320225726]Emergency Credit Limit

The amount of Emergency Credit in Currency Units to be made available to a Consumer where Emergency Credit is activated.

[bookmark: _emergency_credit_threshold][bookmark: _Ref320225667]Emergency Credit Threshold

The threshold in Currency Units below which Emergency Credit Balance(4.6.5.8) may be activated if so configured when GSME is operating in Prepayment Mode.

[bookmark: _Ref365014465]GSME Security Credentials

The Security Credentials for GSME and parties Authorised to establish Communications Links with it.

[bookmark: _Globally_Unique_ID][bookmark: _GUID][bookmark: _Device_Identifier][bookmark: _Firmware_Version][bookmark: _low_battery_threshold][bookmark: _low_credit_threshold][bookmark: _Ref320226149][bookmark: _Ref341812764][bookmark: _Ref346634414][bookmark: _Ref313270538][bookmark: _Ref313270600][bookmark: _Toc311543945]Low Credit Threshold

The threshold in Currency Units below which a low credit Alert is signalled.

[bookmark: _Ref366595952]Maximum Credit Threshold

The maximum credit which can be applied by any Add Credit Command.

[bookmark: _Ref366597057]Maximum Meter Balance Threshold

The Meter Balance(4.6.5.11) threshold in Currency Units above which an Add Credit Command is rejected.

[bookmark: _Ref346724927]Meter Point Reference Number (MPRN)

The reference number identifying a gas metering point.

[bookmark: _non-disconnection_table][bookmark: _Non-Disablement_Table][bookmark: _monitor_gas_flow][bookmark: _Uncontrolled_Gas_Flow][bookmark: _Non-Disablement_Calendar][bookmark: _Toc311543956][bookmark: _Ref320224579]Non-Disablement Calendar

A Switching Table comprising a set of rules specifying periods during which the Supply will not be Disabled due to the Meter Balance(4.6.5.11) being below, or falling below, the Disablement Threshold(4.6.4.12) and, if Emergency Credit is activated, the Emergency Credit Balance(4.6.5.8) being, or falling to, zero when GSME is operating in Prepayment Mode. 

The rules stored within the table shall specify which of five Day Profiles should be used to specify Non-Disablement Periods for each day according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

A Day Profile shall contain up to one contiguous time period during which the Supply may be Disabled due to the Meter Balance(4.6.5.11) being below, or falling below the Disablement Threshold(4.6.4.12) and if Emergency Credit is activated, the Emergency Credit Balance(4.6.5.8) being, or falling to, zero when GSME is operating in Prepayment Mode.

The Switching Table shall support three Season Profiles and two Week Profiles.  Each Week Profile shall support two Day Profiles. 

All dates and times shall be specified as UTC.

[bookmark: _PTZ_conversion_factor][bookmark: _Ref320223928]Payment Mode

The current mode of operation, being Prepayment Mode or Credit Mode.

Public Key Security Credentials Store

A store for Security Credentials relating to Public Keys.

[bookmark: _PTZ_Conversion_Factor_1][bookmark: _suspend_debt_emergency][bookmark: _Standing_Charge][bookmark: _Ref320225812][bookmark: _Ref341812835]Standing Charge

A charge to be levied in Currency Units per unit time when operating in Credit Mode and Prepayment Mode.

Supplier Message

A message issued to, and held on, GSME for provision to the Consumer.

[bookmark: _suspend_debt_disconnect][bookmark: _Suspend_Debt_Disabled][bookmark: _Ref320236154]Supply Depletion State

A setting to control the state of the Supply in the case of loss of power to GSME, being Locked or unchanged.

[bookmark: _Supply_Tamper_State_1][bookmark: _Ref320227416]Supply Tamper State

A setting to control the state of the Supply in the case of Unauthorised Physical Access being detected, being Locked or unchanged.

[bookmark: _Suspend_Debt_Disabled_1][bookmark: _Ref320226349]Suspend Debt Disabled

[bookmark: _special_days_table][bookmark: _tariff_rate_matrix]A setting controlling whether debt should be collected when GSME is operating in Prepayment Mode and Supply is Disabled.

[bookmark: _Tariff_Block_Rate][bookmark: _Ref320226295]Suspend Debt Emergency

A setting controlling whether standing charges and debt should be deducted from the Emergency Credit Balance(4.6.5.8) when GSME is operating in Prepayment Mode and Emergency Credit is in use.

[bookmark: _Tariff_Block_Rate_1][bookmark: _Tariff_Block_Price][bookmark: _Ref320225565]Tariff Block Price Matrix

A 4 x 1 matrix containing Prices for Block Pricing.

[bookmark: _Tariff_TOU_Rate][bookmark: _tariff_switching_matrix][bookmark: _tariff_switching_table][bookmark: _Ref320226825]Tariff Switching Table

A set of rules for allocating daily Consumption to a Tariff Register for Time-of-use Pricing and Time-of-use with Block Pricing.  The rules stored within the table shall specify which of four Day Profiles should be used to allocate Consumption to a Tariff Register according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

The Switching Table shall support three Season Profiles and two Week Profiles.

All dates shall be specified as UTC.

[bookmark: _tariff_threshold_matrix][bookmark: _Ref320226914]Tariff Threshold Matrix

A 3 x 1 matrix capable of holding thresholds in kWh for controlling Block Tariffs.

[bookmark: _tariff_type][bookmark: _Tariff_TOU_Price][bookmark: _Ref320225451][bookmark: _Toc311543946]Tariff TOU Price Matrix

A 1 x 4 matrix containing Prices for Time-of-use Pricing.

[bookmark: _Tariff_Type_1][bookmark: _battery_depletion_state][bookmark: _valve_depletion_state][bookmark: _Ref320227938]Uncontrolled Gas Flow Rate

The flow rate in units of volume per unit time used in the detection of uncontrolled flow of gas on Enablement of Supply.

[bookmark: _Ref456699641]Events Configuration Settings

Settings to control, for each Alert described in this Section 4 and for each event which this Section 4 requires the GSME to be capable of logging in the event log which is not a Critical Event, whether an Alarm is sounded and whether an event log entry is created.

[bookmark: _Valve_Depletion_State_1][bookmark: _Supply_Depletion_State][bookmark: _Toc319250836][bookmark: _Toc320016953][bookmark: _Toc319250837][bookmark: _Toc320016954][bookmark: _Valve_Tamper_State][bookmark: _Supply_Tamper_State][bookmark: _Toc319250838][bookmark: _Toc320016955][bookmark: _Toc319250839][bookmark: _Toc320016956][bookmark: _Ref313478325][bookmark: _Ref316395364][bookmark: _Toc320016957][bookmark: _Toc341809887][bookmark: _Toc366852641][bookmark: _Toc389118010][bookmark: _Toc404159606]Operational data

Describes data used by the functions of GSME for output of information.

[bookmark: _credit_balance][bookmark: _Billing_Data_Log][bookmark: _Block_Counter_Matrix][bookmark: _Tariff_Block_Matrix][bookmark: _Tariff_Block_Counter][bookmark: _Accumulated_Debt_Register][bookmark: _Ref320224814][bookmark: _Toc311543947]Accumulated Debt Register

The debt resulting from the collection of Standing Charge(4.6.4.23) and / or time-based debt when Emergency Credit is in Use as configured by Suspend Debt Emergency(4.6.4.28), when operating in Prepayment Mode.

[bookmark: _Ref344990081]Active Tariff Price

The Price currently active.

[bookmark: _Billing_Data_Log_1][bookmark: _Ref320226055]Billing Data Log

A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405372977]twelve entries comprising Tariff TOU Register Matrix(4.6.5.20), the Consumption Register(4.6.5.4) and Tariff Block Counter Matrix(4.6.5.19);

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments; and

[bookmark: _Ref405372994]twelve entries comprising Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21),

[bookmark: _credit_balance_1][bookmark: _Meter_Balance][bookmark: _Debt_Register][bookmark: _Toc311543950]each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Cumulative_Consumption_Log][bookmark: _Debt_Register_1][bookmark: _Daily_Read_Log][bookmark: _Ref320227067][bookmark: _Ref320227164][bookmark: _Ref343781989]Consumption Register

The register recording cumulative Consumption.

[bookmark: _Ref386441308]Cumulative and Historical Value Store

A store capable of holding the following values:

1. eight Days of Energy Consumption comprising the prior eight Days, in kWh and Currency Units;

six Weeks of Energy Consumption comprising the current Week and the prior five Weeks, in kWh and Currency Units; and

fourteen months of Energy Consumption comprising the current month and the prior thirteen months, in kWh and Currency Units.

[bookmark: _Ref388526324]Cumulative Current Day Value Store

A store capable of holding the value of Energy Consumption on the current Day, in kWh and Currency Units.

[bookmark: _Ref346635221]Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix(4.6.5.20), the Tariff Block Counter Matrix(4.6.5.19) and the Consumption Register(4.6.5.4) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Emergency_Credit_Balance_1][bookmark: _Ref320224670]Emergency Credit Balance

The amount of Emergency Credit available to the Consumer after it has been activated.

[bookmark: _event_log][bookmark: _Ref313270338]Event Log

A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing, arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. 

[bookmark: _Ref346110286]Firmware Version

The active version of Firmware of GSME.

[bookmark: _historic_tariff_table][bookmark: _billing_data_table][bookmark: _operating_mode][bookmark: _payment_mode][bookmark: _payment_debt_register][bookmark: _Network_Data_Period][bookmark: _Network_Data_Log][bookmark: _Ref320224365][bookmark: _Toc311543955]Meter Balance

[bookmark: _emergency_credit_balance]The amount of money in Currency Units as determined by GSME.  If operating in Prepayment Mode, the Meter Balance represents GSME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance(4.6.5.8)).  If operating in Credit Mode, it represents GSME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

[bookmark: _Network_Data_Log_1][bookmark: _Ref320227285]Network Data Log

A log capable of storing four hours of UTC date and time stamped six minute Consumption data arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Payment_Debt_Register_1][bookmark: _Ref320227604]Payment Debt Register

A Debt Register recording Debt to be recovered as a percentage of payment when using Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref344990984]Prepayment Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of Meter Balance(4.6.5.11), Emergency Credit Balance(4.6.5.8), Accumulated Debt Register(4.6.5.1), Payment Debt Register(4.6.5.13) and Time Debt Registers [1 … 2](4.6.5.21) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _profile_data_table][bookmark: _Profile_Data_Log][bookmark: _Ref320227228]Profile Data Log

A log capable of storing a minimum of three months of UTC date and time stamped half hourly Consumption data arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _remaining_battery_capacity][bookmark: _Ref320224913]Remaining Battery Capacity

Where GSME includes a Battery, the remaining Battery capacity in days.

[bookmark: _tariff_register_matrix][bookmark: _Security_Log][bookmark: _Ref320196178]Security Log

A log capable of storing one hundred UTC date and time stamped entries of security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Tariff_Register_Matrix_1][bookmark: _Ref346632150][bookmark: _Ref320224168]Supply State

The state of the Supply, being Enabled, Disabled or Armed.

[bookmark: _Ref346634132]Tariff Block Counter Matrix

A 4 x 1 matrix for storing Block Counters for Block Pricing.

[bookmark: _Tariff_TOU_Register][bookmark: _Ref320224035]Tariff TOU Register Matrix

A 1 x 4 matrix for storing Tariff Registers for Time-of-use Pricing.

[bookmark: _time_debt_register_1][bookmark: _Time_Debt_Register][bookmark: _Time_Debt_Registers][bookmark: _Ref320225893][bookmark: _Ref344990906]Time Debt Registers [1 … 2]

[bookmark: _total_consumption_register]Two Debt Registers recording independent debts to be recovered over time when operating Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Toc320027830][bookmark: _Toc343775300][bookmark: _Ref345433241][bookmark: _Toc366852642][bookmark: _Ref386538718][bookmark: _Toc389118011][bookmark: _Toc404159607][bookmark: _Ref405369094][bookmark: _Ref405377706][bookmark: _Ref409701257][bookmark: _Ref409702060][bookmark: _Ref409702078][bookmark: _Ref409702519][bookmark: _Ref433187723][bookmark: _Ref456706230][bookmark: _Ref456706474][bookmark: _Ref469657566][bookmark: _Ref469658228][bookmark: _Ref471890856][bookmark: _Toc456794338][bookmark: _Ref15374718][bookmark: _Ref27493400][bookmark: _Ref27493755][bookmark: _Ref27493770][bookmark: _Ref27493794][bookmark: _Ref27493917][bookmark: _Toc41990127]Electricity Smart Metering Equipment Technical Specifications Version 5.0 Draft 4

[bookmark: _Toc343775301][bookmark: _Toc366852643][bookmark: _Toc389118012][bookmark: _Toc404159608][bookmark: _Toc456794339][bookmark: _Toc41990128]Introduction

Section 5 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of Electricity Smart Metering Equipment that an electricity Supplier is required to install and maintain to comply with standard condition 39 of its electricity supply licence.

[bookmark: OLE_LINK13][bookmark: OLE_LINK19]Part A of this Section 5 applies to Single Element Electricity Metering Equipment.

Part B of this Section 5 applies to Twin Element Electricity Metering Equipment.

Part C of this Section 5 applies to Polyphase Electricity Metering Equipment.

Where an Auxiliary Load Control Switch is installed within ESME, an electricity Supplier must comply, in addition, with the minimum functional and interface requirements described in Part D of this Section 5.

Where the Boost Function is installed within ESME, an electricity Supplier must comply, in addition, with the minimum functional and data requirements described in Part E of this Section 5.

Where an Auxiliary Proportional Controller is installed within ESME, an electricity Supplier must comply, in addition, with the minimum functional and interface requirements described in Part F of this Section 5.

[bookmark: _Toc343775302][bookmark: _Toc366852644][bookmark: _Toc389118013][bookmark: _Toc404159609][bookmark: _Toc456794340][bookmark: _Toc41990129][bookmark: _Toc320016123]Part A - Single Element Electricity Metering Equipment

[bookmark: _Toc341712252][bookmark: _Toc343775303][bookmark: _Toc366852645][bookmark: _Toc389118014][bookmark: _Toc404159610][bookmark: _Toc456794341][bookmark: _Toc41990130]Overview

In this Part A ESME shall mean Single Element Electricity Metering Equipment.

[bookmark: _Toc366852646][bookmark: _Toc389118015][bookmark: _Toc404159611][bookmark: _Toc456794342][bookmark: _Toc41990131][bookmark: _Toc320016124][bookmark: _Ref339466715][bookmark: _Ref341370047][bookmark: _Ref341370052][bookmark: _Toc343775304]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559302][bookmark: _Toc391462885][bookmark: _Toc391464652][bookmark: _Toc389067461][bookmark: _Toc389118016][bookmark: _Toc366852647][bookmark: _Toc389118017][bookmark: _Toc404159612]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part A, and evidence must be available to confirm such testing and conformance.

[bookmark: _Toc366852648][bookmark: _Toc389118018][bookmark: _Toc404159613]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required described in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 31 August 2017.

[bookmark: _Toc366852649][bookmark: _Toc389118019][bookmark: _Toc404159614][bookmark: _Ref435532793]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

ESME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

[bookmark: _Ref365535779][bookmark: _Ref365535820][bookmark: _Toc366852650][bookmark: _Toc389118020][bookmark: _Toc404159615][bookmark: _Toc456794343][bookmark: _Toc41990132]Physical Requirements

[bookmark: OLE_LINK110][bookmark: OLE_LINK111]ESME shall as a minimum include the following components: 

1. a Clock;

a Data Store;

an Electricity Meter containing one measuring element; 

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (pursuant to section H12 of the Smart Energy Code) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.5, 5.6 and 5.7 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 4 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.1, 5.6.3 and 5.6.4.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; 

Random Number Generator;

Cryptographic Algorithms; 

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME. 

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

[bookmark: _Toc320016125][bookmark: _Toc343775305][bookmark: _Ref366079362][bookmark: _Toc366852651][bookmark: _Toc389118021][bookmark: _Toc404159616][bookmark: _Toc456794344][bookmark: _Toc41990133]Functional Requirements

[bookmark: _Toc316397747][bookmark: _Toc320016126][bookmark: _Toc316222710]This Section describes the minimum functions that ESME shall be capable of performing.

[bookmark: _Toc343775306][bookmark: _Toc366852652][bookmark: _Toc389118022][bookmark: _Toc404159617][bookmark: _Ref15388842]Clock

[bookmark: OLE_LINK74][bookmark: OLE_LINK75]The Clock forming part of ESME shall be capable of operating so as to be accurate to within 10 seconds of the UTC date and time under normal operating conditions.

ESME shall be capable of comparing its date and time with the Communications Hub Date and Time, and making adjustments to its date and time.  Where the difference between ESME date and time and the Communications Hub Date and Time is more than 10 seconds ESME shall be capable of:

1. not adjusting its date and time;

generating an entry in the Security Log(5.7.5.31) to that effect; and

generating and sending an Alert via its HAN Interface.

Except when executing a Set Clock(5.6.3.32) Command, ESME shall not be capable of making adjustments to its date and time more than once within any 24 hour time period.

[bookmark: _Toc346120467][bookmark: _Toc346632074][bookmark: _Toc346634054][bookmark: _Toc346709915][bookmark: _Toc346711045][bookmark: _Toc346714146][bookmark: _Toc346714507][bookmark: _Ref341799883][bookmark: _Toc343775307][bookmark: _Toc366852653][bookmark: _Toc389118023][bookmark: _Toc404159618][bookmark: _Ref316388915][bookmark: _Toc320096334]Communications

ESME, and any device forming part of it, shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 5.5.10.5.

[bookmark: _Ref320222056]With the exception of a Communications Hub Function ESME shall only be capable of establishing a Communications Link with a Device with Security Credentials in the Device Log(5.7.4.14) and shall not be capable of establishing a Communications Link via its HAN Interface with any other Devices.

When any Command addressed to ESME is received via any Communications Link ESME shall be capable of:

1. [bookmark: _Ref365473087]using the Security Credentials ESME holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 5.5.10.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref365473133]verifying the integrity of the Command.

On failure of any of (i) to (iii) above, ESME shall be capable of generating an entry in the Security Log(5.7.5.31) to that effect, discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

When executing an immediate Command ESME shall be capable of generating and sending a Response via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

Where the Command is not due to be executed immediately, ESME shall be capable of generating and sending a Response via its HAN Interface to confirm successful receipt. When executing a future dated Command ESME shall be capable of generating and sending an Alert via its HAN Interface which shall either confirm successful execution of the Command or shall detail why it has failed to execute the Command.

ESME shall only be capable of addressing a Response to the sender of the relevant Command. 

ESME shall be capable of restricting the generation and sending of Alerts for each Alert described in this Section 5 and for each event, which this Section 5 requires the ESME to be capable of logging in the event log and which is not a Critical Event according to the Alerts Configuration Settings(5.7.4.1).

For each Alert described in this Section 5 and for each event which this Section 5 requires the ESME to be capable of logging in the Event Log(5.7.5.16) or Power Event Log(5.7.5.25) and which is not a Critical Event, the ESME shall be capable of logging the event in that event log according to the Events Configuration Settings(5.7.4.51). 

Additionally, if the ESME has the capability to sound an Alarm, the ESME shall be capable of sounding such Alarms according to the Events Configuration Settings(5.7.4.51).

[bookmark: _Ref392752393]Communications Links with a Communications Hub Function via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with one Communications Hub Function.

ESME shall be capable of receiving the Communications Hub Date and Time from a Communications Hub Function.

[bookmark: _Toc318456141][bookmark: _Toc318974851][bookmark: _Toc318990233][bookmark: _Toc319063290][bookmark: _Toc319249782][bookmark: _Toc319250812][bookmark: _Toc318456142][bookmark: _Toc318974852][bookmark: _Toc318990234][bookmark: _Toc319063291][bookmark: _Toc319249783][bookmark: _Toc319250813][bookmark: _Toc318456143][bookmark: _Toc318974853][bookmark: _Toc318990235][bookmark: _Toc319063292][bookmark: _Toc319249784][bookmark: _Toc319250814][bookmark: _Toc318456144][bookmark: _Toc318974854][bookmark: _Toc318990236][bookmark: _Toc319063293][bookmark: _Toc319249785][bookmark: _Toc319250815][bookmark: _Toc318456145][bookmark: _Toc318974855][bookmark: _Toc318990237][bookmark: _Toc319063294][bookmark: _Toc319249786][bookmark: _Toc319250816][bookmark: _Toc318456146][bookmark: _Toc318974856][bookmark: _Toc318990238][bookmark: _Toc319063295][bookmark: _Toc319249787][bookmark: _Toc319250817][bookmark: _Ref316371704][bookmark: _Ref334698186]Communications Links with Type 1 Devices via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of six Type 1 Devices (including a minimum of one PPMID).  ESME shall be capable of supporting up to five Auxiliary Controllers.

ESME shall be capable of supporting the following types of Communications Links:

1. receiving the Commands (set out in Section 7.5.5 and Section 8.5.2) that may be sent from each Type 1 Device;

sending the Responses (set out in Section 5.6.3) to a Type 1 Device; 

sending the Commands (set out in Section 5.6.4) to a Type 1 Device and acting on the corresponding Responses from a Type 1 Device;

sending the information (set out in Section 5.6.1) to a Type 1 Device; and

sending Alerts to a Type 1 Device.

[bookmark: _Ref341802405]Communications Links with Type 2 Devices via its HAN Interface

ESME shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of four Type 2 Devices.

ESME shall be capable of supporting the following types of Communications Links:

1. sending the information (set out in Section 5.6.1) to a Type 2 Device; and

sending Alerts to a Type 2 Device.

[bookmark: OLE_LINK98][bookmark: OLE_LINK96][bookmark: _Toc316397751][bookmark: _Toc320016130][bookmark: _Toc343775308][bookmark: _Toc366852654][bookmark: _Toc389118024][bookmark: _Toc404159619][bookmark: _Ref15389163][bookmark: _Toc316222713]Data storage

ESME shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc320016131][bookmark: _Ref339553454][bookmark: _Ref339553471][bookmark: _Ref343765427][bookmark: _Toc343775309][bookmark: _Ref345941374][bookmark: _Ref346715402][bookmark: _Ref346715411][bookmark: _Ref363661422][bookmark: _Ref363661434][bookmark: _Ref363741582][bookmark: _Ref364948628][bookmark: _Toc366852655][bookmark: _Toc389118025][bookmark: _Toc404159620]Display of information

ESME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode [INFO](5.7.4.31) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix [INFO](5.7.5.34) with appropriate precision, the Tariff TOU Block Register Matrix(5.7.5.35) with appropriate precision and the Tariff Block Counter Matrix [INFO](5.7.5.33) with appropriate precision; 

the Active Import Register [INFO](5.7.5.3) with appropriate precision;

the Active Export Register [INFO](5.7.5.2) with appropriate precision;

the Meter Balance [INFO](5.7.5.22) [PIN];

the Debt to Clear (calculated as set out in Section 5.5.7.2) [PIN];

the Customer Identification Number [INFO](5.7.4.10) [PIN];

whether Emergency Credit is available for activation [PIN];

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.5.7.2) [PIN];

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

the Supply State [INFO](5.7.5.32);

any time-based debts and Time-based Debt Recovery rates [PIN];

any payment-based debt [PIN];

any accumulated debt recorded in the Accumulated Debt Register [INFO](5.7.5.1) [PIN];

any Standing Charge [INFO](5.7.4.42) [PIN];

the Meter Point Administration Numbers (MPAN) [INFO](5.7.4.28) [PIN];

the Local Time;

the Contact Details [INFO](5.7.4.8);

the Active Tariff Price [INFO](5.7.5.5) [PIN]; and

the Event Log(5.7.5.16) and the Power Event Log(5.7.5.25) (with the exception of any Personal Data).

ESME shall be capable of displaying the Security Log(5.7.5.31) on its User Interface following physical access through the Secure Perimeter of ESME.



ESME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

5.5.4.1 Presentation of information on the User Interface

For each of the values currently stored in the Active Import Register [INFO](5.7.5.3), the Active Export Register [INFO](5.7.5.2), the Tariff ToU Register Matrix [INFO](5.7.5.34), and the Tariff ToU Block Register Matrix(5.7.5.35), ESME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value into a decimal, integer number of kilowatt hours, rounding the stored value down to the nearest kilowatt hour;

1. discarding all except the five least significant decimal digits so produced; and

1. adding leading zeros (if necessary) so that there are exactly five decimal digits.

[bookmark: _Toc366852656][bookmark: _Toc389118026][bookmark: _Toc404159621][bookmark: _Ref339435558][bookmark: _Ref339435570][bookmark: _Toc343775310]Privacy PIN Protection

ESME shall be capable of preventing the display on the User Interface of items annotated [PIN] in Section 5.5.4, and preventing access on the User Interface to the Commands annotated [PIN] in Section 5.6.2, except on successful execution of an Allow Access to User Interface(5.6.2.3) Command via the User Interface.

[bookmark: _Toc366852657][bookmark: _Toc389118027][bookmark: _Toc404159622]Load limiting

[bookmark: OLE_LINK24][bookmark: OLE_LINK25][bookmark: OLE_LINK1][bookmark: OLE_LINK2]ESME shall be capable of determining when the Active Power Import [INFO](5.7.5.4) is above, for the Load Limit Period(5.7.4.19), the Load Limit Power Threshold(5.7.4.20) and on such an occurrence ESME shall be capable of:

1. generating an entry to that effect in the Event Log(5.7.5.16);

generating and sending an Alert to that effect via its HAN Interface and its User Interface;

counting the number of such occurrences in the Load Limit Counter(5.7.5.18); and

[bookmark: _Ref346622084]Disabling the Supply in circumstances where the Load Limit Supply State(5.7.4.22) is configured to require Disablement, and then:

1. [bookmark: _Ref345952140]immediately Arming the Supply such that it can be Enabled as set out in Section 5.6.2.5;

1. prior to the Load Limit Restoration Period(5.7.4.21) elapsing,

Disabling the Supply if ESME is in Prepayment Mode, and either: 

it is not in a Non-Disablement Period and the Meter Balance [INFO](5.7.5.22) is below, or falls below, the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is, or falls to, zero; or

a Non-Disablement Period ends and the Meter Balance [INFO](5.7.5.22) is below the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is zero.

then placing the Supply in such a state whereby Supply will be Armed where the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15).

[bookmark: _Ref345952151]after the Load Limit Restoration Period(5.7.4.21) has elapsed, unless:

· ESME is in Prepayment Mode;

· ESME is not in a Non-Disablement Period; and

· the Meter Balance [INFO](5.7.5.22)  is below the Disablement Threshold [INFO](5.7.4.15); and

· if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is zero,

then:

enabling the Supply, and setting the Load Limit Supply State(5.7.4.22) to unchanged; and

[bookmark: _Ref345952160]displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert indicating the change in state via its HAN Interface.

[bookmark: _Toc320016133][bookmark: _Ref339553586][bookmark: _Ref339553595][bookmark: _Toc343775311][bookmark: _Toc366852658][bookmark: _Toc389118028][bookmark: _Toc404159623]Payment Mode

ESME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

ESME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance [INFO](5.7.5.22) based on:

1. the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47); and

the Standing Charge [INFO](5.7.4.42).

[bookmark: OLE_LINK102][bookmark: _Ref320222197]Prepayment Mode

ESME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

ESME shall be capable of adding credit to the Meter Balance [INFO](5.7.5.22) (as set out in Sections 5.6.2.2 and 5.6.3.3) and reducing the amount of credit in the Meter Balance [INFO](5.7.5.22).

[bookmark: OLE_LINK76][bookmark: OLE_LINK77]ESME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance [INFO](5.7.5.15) if the Meter Balance [INFO](5.7.5.22) is below the Emergency Credit Threshold [INFO](5.7.4.17)).  ESME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit [INFO](5.7.4.16). ESME shall be capable of reducing the amount of credit in the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated (as set out in Sections 5.6.2.1 and 5.6.3.1) and the Meter Balance [INFO](5.7.5.22) is at or below the Disablement Threshold [INFO](5.7.4.15).  Any Emergency Credit used shall be repaid when credit is added to ESME (as set out in Sections 5.6.2.2 and 5.6.3.3).

[bookmark: OLE_LINK108][bookmark: OLE_LINK109]ESME shall be capable of reducing the Meter Balance [INFO](5.7.5.22) until it reaches the Disablement Threshold [INFO](5.7.4.15) followed by reducing the Emergency Credit Balance [INFO](5.7.5.15), where activated, until it reaches zero, on the basis of:

1. [bookmark: _Ref364950110]the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

[bookmark: _Ref364949129]the Standing Charge [INFO](5.7.4.42); and

[bookmark: _Ref364949135][bookmark: _Ref365473365]the recovery of debt hourly or daily through each of the Time Debt Registers [1 … 2] [INFO](5.7.5.36) at rates defined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

Where configured by Suspend Debt Emergency(5.7.4.46) to do so and when Emergency Credit is in use, ESME shall be capable of suspending the application of (ii) and (iii) to the Emergency Credit Balance [INFO](5.7.5.15), and of accumulating (ii) and (iii) in the Accumulated Debt Register [INFO](5.7.5.1).

ESME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register [INFO](5.7.5.1), in the Billing Data Log(5.7.5.10).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and where activated the Emergency Credit Balance [INFO](5.7.5.15) and:

if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Low Credit Threshold [INFO](5.7.4.23), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref346096139]if the Meter Balance [INFO](5.7.5.22) is below, or falls below, the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is, or falls to, zero, Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

where the Supply is Disabled (as set out in (v) above):

1. where configured by Suspend Debt Disabled(5.7.4.45) not to suspend Time-based Debt Recovery, continuing to apply (ii) and (iii) above to reduce the Meter Balance [INFO](5.7.5.22);

where configured by Suspend Debt Disabled(5.7.4.45) to suspend Time-based Debt Recovery, suspending the application of (iii) above to the Meter Balance [INFO](5.7.5.22), and continuing to apply (ii) to reduce the Meter Balance [INFO](5.7.5.22); and

[bookmark: OLE_LINK61][bookmark: OLE_LINK62]if the Supply is Enabled, suspending the Disablement of Supply (as set out in (v) above) during periods defined in the Non-Disablement Calendar [INFO](5.7.4.30), continuing to reduce the Meter Balance [INFO](5.7.5.22) on the basis of (i), (ii) and (iii) above, displaying on its User Interface an indication that the Meter Balance [INFO](5.7.5.22) is below the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is zero and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) ESME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref364950290]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref364950296]amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref364950298]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (viii), (ix) and (x) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.7.5.10)  and the Debt Recovery Rate Cap [INFO](5.7.4.13)).

For Time-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

the amount in the relevant Time Debt Registers [1 … 2] [INFO](5.7.5.36); and 

the corresponding amount determined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

For Payment-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

xli. the amount defined by Debt Recovery per Payment [INFO](5.7.4.11) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13); and 

the amount in the Payment Debt Register [INFO](5.7.5.23).

Where an Adjust Debt(5.6.3.5) Command is to reduce the amount in a Debt Register and the amount in the Command is greater than the amount in the Debt Register, ESME shall be capable of setting the amount in the Debt Register to zero then applying the difference in the amounts in the following order:

recovering debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

where the Meter Balance [INFO] (5.7.5.22) is less than the Disablement Threshold [INFO](5.7.4.15), increasing the Meter Balance [INFO](5.7.5.22) until it is equal to the Disablement Threshold [INFO](5.7.4.15);

repaying Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance [INFO](5.7.5.15) accordingly; and

increasing the Meter Balance [INFO](5.7.5.22).

In executing the Adjust Debt(5.6.3.5) Command, ESME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and, where the Supply is Disabled, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

ESME shall be capable of monitoring the Emergency Credit Balance [INFO](5.7.5.15) and, where it falls to zero, of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Ref339553747][bookmark: _Ref339553766][bookmark: _Toc343775312][bookmark: _Toc366852659][bookmark: _Toc389118029][bookmark: _Toc404159624][bookmark: _Toc320016134]Pricing 

ESME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

When switching between Time-of-use Bands and Tariff Registers as set out in this Section ESME shall be capable of applying the Randomised Offset(5.7.5.28).

ESME shall be capable of maintaining the Active Tariff Price [INFO](5.7.5.5).

Time-of-use Pricing

ESME shall be capable of recording Consumption according to Time-of-use Bands in one of forty-eight Tariff Registers in the Tariff TOU Register Matrix [INFO](5.7.5.34).

ESME shall be capable of switching between different Tariff Registers once every 30 minutes.  The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(5.7.4.48).

[bookmark: OLE_LINK32][bookmark: OLE_LINK33]Time-of-use with Block Pricing

[bookmark: OLE_LINK28][bookmark: OLE_LINK29][bookmark: OLE_LINK16][bookmark: OLE_LINK17]ESME shall be capable of recording Consumption in one of four Block Registers for each of eight Time-of-use Bands in the Tariff TOU Block Register Matrix(5.7.5.35).

[bookmark: OLE_LINK18][bookmark: OLE_LINK21]The switching between Time-of-use Bands and sets of Block Registers shall be based on the switching rules set out in the Tariff Switching Table(5.7.4.48).  ESME shall be capable of switching between Time-of-use Bands once every 30 minutes.

Switching between the Block Registers within each Time-of-use Band shall be based on Consumption accumulated in the Tariff Block Counter Matrix [INFO](5.7.5.33) and Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall also be capable of accumulating Consumption in one of four Block Counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) for each of the eight Time-of-use Bands.  ESME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall be capable of resetting the counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) once per Day and in accordance with the timetable set out in the Billing Calendar(5.7.4.7).

[bookmark: _Ref339553900][bookmark: _Ref339553909][bookmark: _Toc343775313][bookmark: _Toc366852660][bookmark: _Toc389118030][bookmark: _Toc404159625]Recording

[bookmark: _Ref338683226]Active Energy Imported

ESME shall be capable of recording cumulative Active Energy Imported in the Active Import Register [INFO](5.7.5.3). 

Active Energy Exported

ESME shall be capable of recording cumulative Active Energy Exported in the Active Export Register [INFO](5.7.5.2).

Billing data

In accordance with the timetable set out in the Billing Calendar(5.7.4.7) ESME shall be capable of taking a UTC date and time stamped copy of: 

1. [bookmark: _Ref391469198]the Tariff TOU Register Matrix [INFO](5.7.5.34); 

[bookmark: OLE_LINK22][bookmark: OLE_LINK23]the Tariff TOU Block Register Matrix(5.7.5.35); and

[bookmark: _Ref392141048]the Active Import Register [INFO](5.7.5.3),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

[bookmark: _Ref391469211]the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10), and:

generating and sending an Alert via its HAN Interface containing the most recent entries in the Billing Data Log(5.7.5.10) of (i) to (iii) above; and

if operating in Credit Mode, immediately resetting the Meter Balance [INFO](5.7.5.22).

[bookmark: OLE_LINK121][bookmark: OLE_LINK122]Consumption data

ESME shall be capable of recording to:

1. the Cumulative and Historical Value Store [INFO](5.7.5.12) in kWh:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

the Daily Consumption Log [INFO](5.7.5.14) in kWh, the Consumption on each of the 731 UTC days prior to the current UTC day.

Cost of Consumption data

ESME shall be capable of calculating and recording in the Cumulative and Historical Value Store [INFO](5.7.5.12) the cost of:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

ESME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and, if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47); and

the Standing Charge [INFO](5.7.4.42).

Cost of Instantaneous consumption

ESME shall be capable of calculating and recording the Cost of Instantaneous Active Power Import(5.7.5.11) on the basis of:

1. the Active Power Import [INFO](5.7.5.4); and

the Active Tariff Price [INFO](5.7.5.5).

Daily read data

ESME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix [INFO](5.7.5.34), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register(5.7.5.3) and the Active Export Register [INFO](5.7.5.2) together with a UTC date and time stamp in the Daily Read Log(5.7.5.13) every day at midnight UTC.

If operating in Prepayment Mode ESME shall be capable of recording the Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) in the Prepayment Daily Read Log(5.7.5.26) every day at midnight UTC.

[bookmark: _Ref343675403]Daily Consumption data

ESME shall be capable of calculating and storing Consumption for the previous UTC day together with a UTC date stamp in the Daily Consumption Log [INFO](5.7.5.14) every day at midnight UTC.

Half hour profile data

ESME shall be capable of recording in each 30 minute period (commencing at the start of minutes 00 and 30 in each hour), the following information (including the UTC date and time at the end of the 30 minute period to which the data relates) in the Profile Data Log [INFO](5.7.5.27):

1. Consumption;

1. Active Energy Exported;

1. Reactive Energy Imported; and

1. Reactive Energy Exported.

Maximum Demand Import data

ESME shall be capable of calculating the average value of Active Power Import [INFO](5.7.5.4) over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording:

1. to the Maximum Demand Active Power Import Value(5.7.5.19), the maximum value so calculated since the Maximum Demand Active Power Import Value(5.7.5.19) was last reset (as set out in Section 5.6.3.26) including the UTC date and time at the end of the 30 minute period to which the data relates; and

[bookmark: OLE_LINK30][bookmark: OLE_LINK31]to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20), the maximum value so calculated in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) was last reset (as set out in Section 5.6.3.28).

Maximum Demand Export data

ESME shall be capable of calculating the average value of Active Power Export over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording to the Maximum Demand Active Power Export Value(5.7.5.21) the maximum value so calculated since the Maximum Demand Active Power Export Value(5.7.5.21) was last reset (as set out in Section 5.6.3.27) including the UTC date and time at the end of the 30 minute period to which the data relates.

Power Threshold Status

ESME shall be capable of comparing the Active Power Import [INFO](5.7.5.4) against thresholds and:

1. if the Active Power Import [INFO](5.7.5.4) is equal to or lower than the Low Medium Power Threshold [INFO](5.7.4.24), setting Power Threshold Status(5.7.5.24) to low;

if the Active Power Import [INFO](5.7.5.4) is higher than the Low Medium Power Threshold [INFO](5.7.4.24) and equal to or lower than the Medium High Power Threshold [INFO](5.7.4.29), setting Power Threshold Status(5.7.5.24) to medium; and

otherwise, setting the Power Threshold Status(5.7.5.24) to high.

Reactive Energy Imported 

ESME shall be capable of recording cumulative Reactive Energy Imported in the Reactive Import Register(5.7.5.30).

Reactive Energy Exported

ESME shall be capable of recording cumulative Reactive Energy Exported in the Reactive Export Register(5.7.5.29).

[bookmark: _Toc320016135][bookmark: _Ref320202045][bookmark: _Toc343775314][bookmark: _Toc366852661][bookmark: _Toc389118031][bookmark: _Toc404159626]Security

[bookmark: _Ref409702174]General

ESME shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

ESME shall be capable of securely disabling Critical Commands other than those Commands set out in Section 5.6 that are Critical Commands.

ESME shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received.  On failure of verification ESME shall be capable of:

1. generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

Where ESME comprises more than one Device, each Device other than the Electricity Meter shall be capable of verifying its Firmware at power-on and prior to activation of the Firmware, to verify that the Firmware, at that time, is in the form originally received. On failure of verification ESME shall be capable of:

generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of logging in the Security Log(5.7.5.31) the occurrence and type of any Sensitive Event.

[bookmark: _Ref15389256]Security Credentials

Meter Private Keys

ESME shall be capable of generating Public-Private Key Pairs to support the Cryptographic Algorithms set out in Section 5.5.10.3.

ESME shall be capable of securely storing such Private Keys and shall be capable of formatting and sending via its HAN Interface a Certificate Signing Request containing the corresponding Public Key and the ESME Identifier(5.7.1.1).

ESME shall be capable of securely storing Key Agreement values.

Public Key Certificates

ESME shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 5.5.10.3.

[bookmark: OLE_LINK41][bookmark: OLE_LINK42]During the replacement of any ESME Security Credentials(5.7.4.18) (as set out in Section 5.6.3.20), ESME shall be capable of ensuring that the ESME Security Credentials(5.7.4.18) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref341814299][bookmark: _Ref366847870]Role-based Access Control (RBAC)

ESME shall be capable of restricting Authorisation to execute Commands and of issuing Alerts according to Role permissions.

[bookmark: _Ref341814840]Cryptographic Algorithms

ESME shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and creating any Command, Response or Alert, ESME shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing;

Digital Signature verification;

Hashing;

Message Authentication; and

Encryption and Decryption.

[bookmark: _Ref15389348]Firmware

ESME shall only be capable of activating Firmware on receipt of an Activate Firmware Command (as set out in Section 5.6.3.2).

[bookmark: _Ref321128140]Communications

ESME shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface;

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface,

and any Command that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME, and on such detection shall be capable of:

[bookmark: _Toc320016137]generating an entry to that effect in the Security Log(5.7.5.31); and

generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of employing techniques to protect against Replay Attacks relating to Commands received.

ESME shall not be capable of executing a Command to modify or delete entries from the Security Log(5.7.5.31).

[bookmark: _Ref335295832][bookmark: _Ref343762478][bookmark: _Toc343775315][bookmark: _Toc366852662][bookmark: _Toc389118032][bookmark: _Ref400445113][bookmark: _Toc404159627]Controlling Auxiliary Loads

ESME shall be capable of supporting up to five Auxiliary Controllers, referred to as Auxiliary Controller [n] where ‘n’ is 1, 2, 3, 4 or 5.

ALCS, APC and HCALCS are correspondingly referred to as ALCS [n], APC [n] and HCALCS [n], where ‘n’ is 1, 2, 3, 4 or 5.

[bookmark: _Ref434500953]Calendar-based switching of HAN Connected Auxiliary Loads

ESME shall be capable of monitoring the Auxiliary Controller Calendar [INFO](5.7.4.2).

At times defined in the calendar, which relate to HCALCS, and, if any HCALCS is authorised to communicate with ESME, at midnight each UTC day for each such HCALCS, ESME shall be capable of:

1. where there is an active HCALCS [n] Setting Period, taking no further action;

1. where the Supply State [INFO](5.7.5.32) is Disabled or Armed, taking no further action; and

where the Supply State [INFO](5.7.5.32) is Enabled, applying the Randomised Offset(5.7.5.28) and then issuing a Control HCALCS [n](5.6.4.1) Command containing the lesser of:

a. the time period remaining until the next switching event defined in the calendar for HCALCS [n]; or

b. the time period remaining in the UTC day; and

in the case of both (a.) and (b.), taking account of the Randomised Offset(5.7.5.28). ESME shall specify, in the Command issued, the state to be that defined in the calendar or, if there is no such state defined in the calendar, to be open.

On receipt of a Request Control of HCALCS [n](5.6.3.21) Command ESME shall be capable of:

(not used)

issuing a Control HCALCS [n](5.6.4.1) Command to set the commanded state of HCALCS [n]:

c. if there is an active HCALCS [n] Setting Period, to the state specified for that HCALCS [n] Setting Period, with the duration set to the time remaining in that HCALCS [n] Setting Period; or

d. if there is no active HCALCS [n] Setting Period, according to the rules defined in the Auxiliary Controller Calendar [INFO](5.7.4.2) for HCALCS [n] or, if there is no such state defined in the calendar, to open.  The Command issued shall contain the lesser of:

 the time period remaining until the next switching event defined in the calendar for HCALCS [n]; or

the time period remaining in the UTC day; and

in both cases, take account of the Randomised Offset(5.7.5.28).

ESME shall set Auxiliary Controller [n] State(5.7.5.37) to the commanded state whenever ESME sends a Control HCALCS [n](5.6.4.1) Command, and, at the end of the period specified in such a Command, set Auxiliary Controller [n] State(5.7.5.37) to open.

[bookmark: _Toc346709925][bookmark: _Toc346711055][bookmark: _Toc346714156][bookmark: _Toc346714517][bookmark: _Ref339365231][bookmark: _Ref339365238][bookmark: _Toc343775316][bookmark: _Toc366852663][bookmark: _Toc389118033][bookmark: _Toc404159628]Voltage Quality Measurements

[bookmark: _Ref320890360]Average RMS voltage

ESME shall be capable of calculating the average value of RMS voltage over a configurable period as defined in the Average RMS Voltage Measurement Period(5.7.4.6) and:

1. recording the value calculated (including the UTC date and time at the end of the period to which the value relates) in the Average RMS Voltage Profile Data Log(5.7.5.9);

detecting when the value calculated is above the Average RMS Over Voltage Threshold(5.7.4.4), and on detection:

1. counting the number of such occurrences in the Average RMS Over Voltage Counter(5.7.5.7);

where the value calculated in the prior configurable period was below the Average RMS Over Voltage Threshold(5.7.4.4):

generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

detecting when the value calculated is below the Average RMS Over Voltage Threshold(5.7.4.4), and where the value calculated in the prior configurable period was above the Average RMS Over Voltage Threshold(5.7.4.4):

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

[bookmark: OLE_LINK4]detecting when the value calculated is below the Average RMS Under Voltage Threshold(5.7.4.5), and on detection:

1. counting the number of such occurrences in the Average RMS Under Voltage Counter(5.7.5.8);

where the value calculated in the prior configurable period was above the Average RMS Under Voltage Threshold(5.7.4.5):

generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

detecting when the value is above the Average RMS Under Voltage Threshold(5.7.4.5), and where the value calculated in the prior configurable period was below the Average RMS Under Voltage Threshold(5.7.4.5):

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS extreme over voltage detection

ESME shall be capable of:

1. [bookmark: OLE_LINK12]detecting when the RMS voltage rises above the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; and

detecting when the RMS voltage returns below the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS extreme under voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage falls below the RMS Extreme Under Voltage Threshold(5.7.4.37) for a continuous period longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); 

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage rises back above the RMS Extreme Under Voltage Threshold(5.7.4.37) for a continuous period longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); 

generating and sending an Alert to that effect via its HAN Interface;

RMS voltage sag detection

ESME shall be capable of:

1. detecting when the RMS voltage falls below the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage returns above the RMS Voltage Sag Threshold(5.7.4.40) for longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface.

RMS voltage swell detection

ESME shall be capable of:

1. detecting when the RMS voltage rises above the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface; 

detecting when the RMS voltage returns below the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect via its HAN Interface. 

Supply outage reporting

ESME shall be capable of recording the UTC date and time at which the Supply is interrupted and the UTC date and time when the Supply is restored and:

1. generating entries to that effect in the Power Event Log(5.7.5.25);

following restoration of the Supply, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration; and

following restoration of the Supply, when the time difference between the Supply being interrupted and restored is greater than or equal to three minutes, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration.

[bookmark: _Toc320016138][bookmark: _Ref342469549][bookmark: _Toc343775317][bookmark: _Ref343787863][bookmark: _Ref344997234][bookmark: _Ref366079387][bookmark: _Toc366852664][bookmark: _Toc389118034][bookmark: _Toc404159629]ESME Operational Integrity

ESME shall be capable of taking all reasonable steps to detect conditions affecting its Smart Meter Operational Integrity and on such detection shall be capable of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface where reasonably practicable, including in the Alert information relating to the nature of the condition detected.

[bookmark: _Ref459203646][bookmark: _Ref459203684][bookmark: _Toc456794345][bookmark: _Toc41990134]Interface Requirements

This Section describes the minimum required interactions which ESME shall be capable of undertaking via its HAN Interface and its User Interface (including with Devices as set out in Sections 5.5.2.2 and 5.5.2.3).

[bookmark: _Toc311625885][bookmark: _Toc311625886][bookmark: _Toc311625887][bookmark: _Toc311625888][bookmark: _Toc311566491][bookmark: _Toc311566548][bookmark: _Toc311625889][bookmark: _Toc311566492][bookmark: _Toc311566549][bookmark: _Toc311625890][bookmark: _Toc311566493][bookmark: _Toc311566550][bookmark: _Toc311625891][bookmark: _Toc311566494][bookmark: _Toc311566551][bookmark: _Toc311625892][bookmark: _Toc311566495][bookmark: _Toc311566552][bookmark: _Toc311625893][bookmark: _Toc316397759][bookmark: _Ref316933325][bookmark: _Ref316933329][bookmark: _Toc320016139][bookmark: _Ref320202122][bookmark: _Ref321301739][bookmark: _Toc343775318][bookmark: _Ref343783722][bookmark: _Ref363655558][bookmark: _Ref363655566][bookmark: _Toc366852665][bookmark: _Ref386531752][bookmark: _Toc389118035][bookmark: _Toc404159630]Type 1 Devices and Type 2 Device information provision

[bookmark: OLE_LINK97][bookmark: OLE_LINK103][bookmark: _Ref316998567][bookmark: _Toc316999617][bookmark: _Toc320016140][bookmark: _Ref320202536][bookmark: _Toc316397761][bookmark: _Ref317001996][bookmark: OLE_LINK8]ESME shall be capable, immediately upon establishment of a Communications Link with Type 1 Devices (as set out in Section 5.5.2.2) and Type 2 Devices (as set out in Section 5.5.2.3), of providing the data annotated [INFO] set out in Sections 5.7.1, 5.7.4 and 5.7.5 to Type 1 Devices and Type 2 Devices (with timely updates of any changes to all data).

[bookmark: _Toc365032032][bookmark: _Toc365535600][bookmark: _Toc365616775][bookmark: _Toc365623076][bookmark: _Toc365985948][bookmark: _Toc366240756][bookmark: _Toc366240925][bookmark: _Toc366241782][bookmark: _Toc366245225][bookmark: _Toc366739807][bookmark: _Toc366739968][bookmark: _Toc366741311][bookmark: _Toc366741472][bookmark: _Toc366741633][bookmark: _Toc366850043][bookmark: _Toc366850202][bookmark: _Toc366852666][bookmark: OLE_LINK104][bookmark: _Toc320016141][bookmark: _Toc343775319][bookmark: _Ref363661494][bookmark: _Ref363741597][bookmark: _Ref364948716][bookmark: _Toc366852667][bookmark: _Toc389118036][bookmark: _Toc404159631]User Interface Commands

ESME shall be capable of executing immediately the Commands set out in this Section 5.6.2  following their receipt via its User Interface.

ESME shall be capable of logging all such Commands received and Outcomes in the Event Log(5.7.5.16).

[bookmark: _Ref321144677][bookmark: _Ref316933902][bookmark: _Ref316934020]Activate Emergency Credit [PIN]

A Command to activate Emergency Credit when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command, if the Supply is Disabled, ESME shall be capable of Arming the Supply if the state of Emergency Credit changes from being deactivated to activated, and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, if the state of Emergency Credit changes from being deactivated to activated, ESME shall be capable of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Ref321218988]Add Credit

A Command to accept credit to be applied to ESME when ESME is operating in Prepayment Mode on input of a UTRN.  In executing the Command, ESME shall be capable of:

1. [bookmark: _Ref405376505]comparing the credit value of the UTRN with the Maximum Credit Threshold(5.7.4.25) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366598158]comparing the projected new Meter Balance [INFO](5.7.5.22) (calculated on the basis of (xii) to (xvi) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance [INFO](5.7.5.22) is greater than the Maximum Meter Balance Threshold(5.7.4.27); 

[bookmark: _Ref366598168]verifying the Authenticity of the UTRN;

[bookmark: _Ref405376530]verifying that ESME is the intended recipient of the UTRN;

[bookmark: _Ref405376413]using the UTRN to generate a UTRN Counter, and comparing this against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

ESME shall be capable of generating an entry in the Security Log(5.7.5.31):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

[bookmark: _Ref316933145]where duplicates are rejected as set out in (v) above.

In executing the Command, ESME shall be capable of applying the credit added in the following order:

[bookmark: _Ref320639494][bookmark: _Ref319678767]recovery of payment-based debt of an amount defined by Debt Recovery per Payment [INFO](5.7.4.11) from the Payment Debt Register [INFO](5.7.5.23) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13);

[bookmark: _Ref319678779]recovery of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

where the Meter Balance [INFO] (5.7.5.22) is less than the Disablement Threshold [INFO](5.7.4.15), adding credit to the Meter Balance [INFO] (5.7.5.22) until it is equal to the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref320639482]repayment of Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance [INFO](5.7.5.15) accordingly; and

adding remaining credit (the credit after deduction of (xii), (xiii), (xv) and (xv) above) to the Meter Balance [INFO] (5.7.5.22).

In executing the Command, ESME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15) and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, ESME shall be capable of:

[bookmark: OLE_LINK119][bookmark: OLE_LINK120][bookmark: OLE_LINK80][bookmark: OLE_LINK81]recording the credit applied to the Meter Balance [INFO](5.7.5.22) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(5.7.5.10); and

generating and sending an Alert containing the UTC date and time of the last update of the Meter Balance [INFO](5.7.5.22) via its HAN Interface.

[bookmark: _Ref363742706][bookmark: _Ref364948765][bookmark: _Ref343594833]Allow Access to User Interface

Where Privacy PIN Protection is enabled, a Command to enable temporary access to the restricted display items annotated [PIN] in Section 5.5.4 and the restricted User Interface Commands annotated [PIN] in Section 5.6.2 on input of a number that matches the Privacy PIN(5.7.3.1).

[bookmark: _Ref345587864]Disable Privacy PIN Protection [PIN] 

A Command to disable Privacy PIN Protection.

[bookmark: _Ref366854338]Enable Supply [PIN]

A Command to Enable the Supply if the Supply is Armed.

In executing the Command ESME shall be capable of setting the Supply State [INFO](5.7.5.32) accordingly.

[bookmark: _Ref449445930]Find Smart Metering Home Area Network and Re-establish Communications Links

A Command to seek the frequency at which a ZigBee SEP Smart Metering Home Area Network is operating and then:

1. [bookmark: _Ref392752481]re-establish the Communications Links set out in Sections 5.5.2.1, 5.5.2.2 and 5.5.2.3;

generate an entry to that effect in the Event Log(5.7.5.16); and

generate and sending an Alert to that effect via its HAN Interface.

Where the ESME has Communications Links set out in 5.6.2.6(i) ESME shall be capable of not executing the Command.

Set Privacy PIN [PIN]

A Command to set a new value of the Privacy PIN(5.7.3.1).

In executing the Command where Privacy PIN Protection is disabled ESME shall be capable of enabling Privacy PIN Protection.

[bookmark: _Ref316659735][bookmark: _Toc320016142][bookmark: _Toc343775320][bookmark: _Toc366852668][bookmark: _Toc389118037][bookmark: _Toc404159632]HAN Interface Commands

ESME shall be capable of executing the Commands set out in this Section.  ESME shall be capable of logging all Commands received and Outcomes in the Event Log(5.7.5.16).

ESME shall be capable of executing Commands immediately on receipt (‘immediate Commands’) and where specified in the Great Britain Companion Specification at a future date (‘future dated Commands’).  A future dated Command shall include the UTC date and time at which the Command shall be executed by ESME.

ESME shall be capable of cancelling a future dated Command. A future dated Command shall be capable of being cancelled by an Authorised party, subject to RBAC (as set out in Section 5.5.10.2.3).  ESME shall be capable of generating and sending a Response acknowledging that a future dated Command has been successfully cancelled.

[bookmark: _Ref321144688][bookmark: _Ref320221942]Activate Emergency Credit

A Command to activate Emergency Credit when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command where the Supply is Disabled ESME shall be capable of Arming the Supply if the state of Emergency Credit changes from being deactivated to activated, and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, if the state of Emergency Credit changes from being deactivated to activated, ESME shall be capable of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref343591523][bookmark: _Ref321219019]Activate Firmware

A Command to activate Firmware.

In executing the Command ESME shall be capable of installing new Firmware using a mechanism that is robust against failure and loss of data.

The new Firmware shall include version information. Where new Firmware is successfully installed, ESME shall be capable of recording the version information of that new Firmware in Firmware Version(5.7.5.17).

[bookmark: _Ref344988928]Add Credit

A Command to accept credit to be applied to ESME when ESME is operating in Prepayment Mode on receipt of: a UTRN from a PPMID or a UTRN from an Authorised party. 

In executing the Command following receipt of a UTRN from a PPMID ESME shall be capable of applying credit as set out in Section 5.6.2.2.

In executing the Command following receipt of a UTRN from an Authorised party, ESME shall be capable of:

1. [bookmark: _Ref366656259]comparing the credit value of the UTRN with the Maximum Credit Threshold(5.7.4.25) and rejecting the UTRN where the credit value is greater than that threshold;

[bookmark: _Ref366598463]comparing the projected new Meter Balance [INFO](5.7.5.22) (calculated on the basis of (xii) to (xvi) below and the credit value of the UTRN and rejecting the UTRN where the projected new Meter Balance [INFO](5.7.5.22) is greater than the Maximum Meter Balance Threshold(5.7.4.27);

[bookmark: _Ref366598477]verifying the Authenticity of the UTRN;

[bookmark: _Ref366656286]verifying that ESME is the intended recipient of the UTRN;

[bookmark: _Ref366656302]comparing the UTRN Counter against the last 100 verified UTRN Counters and rejecting duplicate presentation of verified UTRNs; and

controlling the number of invalid UTRN entries entered and processed.

ESME shall be capable of generating an entry in the Security Log(5.7.5.31):

where the UTRN is rejected as set out in (i) above;

where the UTRN is rejected as set out in (ii) above;

on failure of (iii) above;

on failure of (iv) above; and

where duplicates are rejected as set out in (v) above.

In executing the Command, ESME shall be capable of applying the credit added in the following order:

[bookmark: OLE_LINK99][bookmark: OLE_LINK100][bookmark: OLE_LINK101][bookmark: _Ref345053423][bookmark: _Ref320021665][bookmark: _Ref320865794]recovery of payment-based debt of an amount defined by Debt Recovery per Payment [INFO](5.7.4.11) from the Payment Debt Register [INFO](5.7.5.23) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13);

[bookmark: _Ref345053549][bookmark: _Ref320021673]recovery of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref320639352]where the Meter Balance [INFO] (5.7.5.22) is less than the Disablement Threshold [INFO](5.7.4.15), adding credit to the Meter Balance [INFO] (5.7.5.22) until it is equal to the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref8648606]repayment of Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance [INFO](5.7.5.15) accordingly; and

[bookmark: _Ref366656226]adding remaining credit (the credit after deduction of (xii), (xiii), (xiv) and (xv) above) to the Meter Balance [INFO](5.7.5.22).

In executing the Command, ESME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

In executing the Command, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

In executing the Command, ESME shall be capable of recording the credit applied to the Meter Balance [INFO](5.7.5.22) and the amount of payment-based debt recovered (as set out in (xii)) in the Billing Data Log(5.7.5.10).

In executing the Command from a PPMID, ESME shall be capable of generating and sending an Alert containing the UTC date and time stamp of the last update of the Meter Balance [INFO](5.7.5.22) via its HAN Interface.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref341814447][bookmark: _Ref15391897]Add Device Security Credentials

A Command to add Security Credentials for a Type 1 Device or a Type 2 Device to the Device Log(5.7.4.14).

In executing the Command, ESME shall be capable of:

1. verifying the Security Credentials; and

recording the Command and Outcome to the Security Log(5.7.5.31).

[bookmark: _Ref316661316][bookmark: _Ref316661293]Adjust Debt

[bookmark: _Ref316933205]A Command to apply positive and negative adjustments to the Time Debt Registers [1 … 2] [INFO](5.7.5.36) and the Payment Debt Register [INFO](5.7.5.23) when operating in Prepayment Mode.

When operating in Credit Mode, ESME shall be capable of not executing the Command and generating and sending a Response to that effect via its HAN Interface.

[bookmark: _Ref346621576]Adjust Meter Balance

A Command to apply positive and negative adjustments to the Meter Balance [INFO](5.7.5.22).

In executing the Command where ESME is operating in Prepayment Mode and where, following any such adjustment, the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), ESME shall be capable of Arming the Supply and displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface, generating and sending an Alert that the Supply has been Armed via its HAN Interface.

[bookmark: _Ref316661335][bookmark: _Ref392496509]Arm Supply

A Command to return ESME from a Locked state to an Unlocked state.

In executing the Command where the state of the Supply is Enabled or Armed, ESME shall Arm the Supply and shall set the Supply State [INFO](5.7.5.32) to Armed.

In executing the Command where the state of the Supply is only Disabled as a result of: 

1. a Disable Supply Command; or

an attempt at Unauthorised Physical Access through its Secure Perimeter and the Supply Tamper State(5.7.4.44),

ESME shall Arm the Supply and shall set the Supply State [INFO](5.7.5.32) to Armed; otherwise ESME shall not Arm the Supply.

[bookmark: _Ref15391927]Clear Auxiliary Controller Event Log

A Command to clear all entries from the Auxiliary Controller Event Log(5.7.5.6). ESME shall be capable of logging that the Command has been executed in the Security Log(5.7.5.31).

[bookmark: _Ref15392055]Clear Event Log

A Command to clear all entries from the Event Log(5.7.5.16). ESME shall be capable of logging that the Command has been executed in the Security Log(5.7.5.31).

Disable Privacy PIN Protection 

A Command to disable Privacy PIN Protection.

Disable Supply

A Command to establish a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

In executing the Command ESME shall be capable of setting the Supply State(5.7.5.32) to Disabled.

[bookmark: _Ref316661383][bookmark: _Ref316661463][bookmark: _Ref316661487]Enable Supply

 A Command to return ESME from a Locked state to an Unlocked state. 

In executing the Command where the state of the Supply is Enabled or Armed, ESME shall Enable the Supply and shall set the Supply State [INFO](5.7.5.32) to Enabled.

In executing the Command where the state of the Supply is only Disabled as a result of: 

1. a Disable Supply Command; or

an attempt at Unauthorised Physical Access through its Secure Perimeter and the Supply Tamper State(5.7.4.44),

ESME shall Enable the Supply and shall set the Supply State [INFO](5.7.5.32) to Enabled; otherwise ESME shall not Enable the Supply.

[bookmark: _Ref15392083]Issue ESME Security Credentials

A Command to generate a Public-Private Key Pair and issue a corresponding Certificate Signing Request.

PPMID Enable Supply

A Command issued by a PPMID to Enable the Supply if the Supply is Armed. In executing the Command ESME shall be capable of setting the Supply State [INFO](5.7.5.32) accordingly.

[bookmark: _Ref15392128]Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 5.7.4.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

[bookmark: _Ref15392167]Read Constant Data

A Command to read the value of one or more of the constant data items set out in Section 5.7.1.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

[bookmark: _Ref15392192]Read Operational Data

A Command to read the value of one or more of the operational data items set out in Section 5.7.5.

In executing the Command, ESME shall be capable of sending such value(s) in a Response via its HAN Interface.

[bookmark: _Ref343591354]Receive Firmware

A Command to receive Firmware.

In executing the Command ESME shall be capable of:

1. only accepting new Firmware from an Authorised and Authenticated source; and

verifying the Authenticity and integrity of new Firmware before installation.

[bookmark: _Ref15392249]Remove Device Security Credentials

A Command to remove Security Credentials for a Type 1 Device or a Type 2 Device from the Device Log(5.7.4.14).

In executing the Command ESME shall be capable of recording the Command and Outcome to the Security Log(5.7.5.31).

[bookmark: _Ref365470586][bookmark: OLE_LINK14][bookmark: OLE_LINK15]Replace ESME Security Credentials

A Command to replace ESME Security Credentials(5.7.4.18).

In executing the Command ESME shall be capable of:

1. maintaining the Command’s Transactional Atomicity; and

recording the Command and Outcome to the Security Log(5.7.5.31). 

[bookmark: _Ref366751137][bookmark: _Ref15376175]Request Control of HCALCS [n]

A Command issued by HCALCS [n] requesting that ESME issues a Control HCALCS [n](5.6.4.1) Command according to the rules set out in Section 5.5.11.

Reset Average RMS Over Voltage Counter

A Command to reset the Average RMS Over Voltage Counter(5.7.5.7) to zero.

Reset Average RMS Under Voltage Counter

A Command to reset the Average RMS Under Voltage Counter(5.7.5.8) to zero.

Not used

Reset Load Limit Counter

A Command to reset the Load Limit Counter(5.7.5.18) to zero.

[bookmark: _Ref335143848][bookmark: _Ref336501237][bookmark: _Ref341436841]Reset Maximum Demand Active Power Import Value

A Command to reset the Maximum Demand Active Power Import Value(5.7.5.19).

[bookmark: _Ref335143918][bookmark: _Ref336501464]Reset Maximum Demand Active Power Export Value

A Command to reset the Maximum Demand Active Power Export Value(5.7.5.21).

[bookmark: _Ref342913990]Reset Maximum Demand (Configurable Time) Active Power Import Value

A Command to reset the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20).

Reset Meter Balance

A Command to reset the Meter Balance [INFO](5.7.5.22) to zero.

In executing the Command, ESME shall reset the Accumulated Debt Register [INFO](5.7.5.1), the Emergency Credit activated and used, and the Emergency Credit Balance [INFO](5.7.5.15), and shall deactivate Emergency Credit so that it is capable of activation when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.5.7.2).

Reset Tariff Block Counter Matrix

A Command to reset the Tariff Block Counter Matrix [INFO](5.7.5.33) to zero.

[bookmark: _Ref375145041][bookmark: OLE_LINK26][bookmark: OLE_LINK27]Restrict Data

A Command to restrict provision to Type 1 Devices and Type 2 Devices of all items of Personal Data stored in ESME which have a UTC date and time stamp prior to the date and time stamp specified in the Restrict Data Command.

[bookmark: _Ref365986061][bookmark: _Ref313623628][bookmark: _Ref313623642]Set Clock

A Command to set the Clock date and time via its HAN Interface.

In executing the Command, ESME shall be capable of comparing the date and time specified in the Command with the Communications Hub Date and Time. Where the difference is:

1. within the tolerance specified in the Command ESME shall be capable of adjusting its date and time to the Communications Hub Date and Time and generating an entry to that effect in the Event Log(5.7.5.16); and

a) outside the tolerance specified in the Command ESME shall be capable of not adjusting its date and time and generating an entry to that effect in the Event Log(5.7.5.16).

ESME shall be capable of ensuring that any adjustments do not cause calendar-based events to be missed or future-dated Commands to be missed or repeated. 

[bookmark: _Ref373931556][bookmark: _Ref15378568][bookmark: OLE_LINK86][bookmark: OLE_LINK87]Set HCALCS [n] State

A Command to cause ESME to instruct HCALCS [n] to set its state for a period.

The Command shall include a start date-time and an end date-time, defining the ‘HCALCS [n] Setting Period’ over which this setting is to apply, and the state which is to be set.

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Controller Event Log(5.7.5.6); and

updating the corresponding Auxiliary Controller [n] State(5.7.5.37) to indicate HCALCS [n]’s commanded state.

ESME shall reject the Command where the specified HCALCS [n] Setting Period has a duration of more than 24 hours.

Where the Command is successful, ESME shall:

immediately, if ESME’s current time is within the HCALCS [n] Setting Period; or

if the HCALCS [n] Setting Period is in the future according to ESME’s current time, at the start date-time of the HCALCS [n] Setting Period.

issue a Control HCALCS [n](5.6.4.1) Command to HCALCS [n] with a state as specified in the Set HCALCS [n] State(5.6.3.33) Command, and a duration reflecting the time remaining in the HCALCS [n] Setting Period.

When the end date-time of the HCALCS [n] Setting Period is reached, or immediately where that date-time is in the past, ESME shall issue a Control HCALCS [n](5.6.4.1) Command to HCALCS [n] to set it to the state defined in the Auxiliary Controller Calendar [INFO](5.7.4.2) for that date and time, or to open where no state is defined in the calendar. ESME shall set Auxiliary Controller [n] State(5.7.5.37) accordingly.

[bookmark: OLE_LINK7]ESME shall only be capable of issuing a Command to set HCALCS [n] as closed when the Supply State [INFO](5.7.5.32) is Enabled.

[bookmark: _Ref339295394]Set Payment Mode

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode [INFO](5.7.4.31).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Tariff TOU Block Register Matrix(5.7.5.35); and

the Active Import Register [INFO](5.7.5.3),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10).

[bookmark: _Ref392760022]Set Tariff

A Command to accept new values for Tariff TOU Price Matrix [INFO](5.7.4.50), Tariff Block Price Matrix [INFO](5.7.4.47), Tariff Switching Table(5.7.4.48) and Tariff Threshold Matrix [INFO](5.7.4.49).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Tariff TOU Block Register Matrix(5.7.5.35); and

the Active Import Register [INFO](5.7.5.3),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.7.5.10).

[bookmark: _Ref15392422][bookmark: OLE_LINK82][bookmark: OLE_LINK83]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 5.7.4.

In executing the Command, ESME shall be capable of generating an entry to that effect in the Event Log(5.7.5.16).

[bookmark: _Ref342570781][bookmark: _Toc343775321][bookmark: _Toc366852669][bookmark: _Ref386468872][bookmark: _Toc389118038][bookmark: _Toc404159633]HAN Interface Commands issued by ESME

ESME shall be capable of issuing the Commands set out in this Section, receiving corresponding Responses and, where required by a Response, taking the required actions.

[bookmark: _Ref400445363][bookmark: _Ref15375789][bookmark: _Ref371599196]Control HCALCS [n] 

[bookmark: _Toc320016143][bookmark: _Toc343775322]A Command requesting that HCALCS [n] either closes or opens its switch for a time period specified within the Command.  The ESME shall be capable of issuing a Control HCALCS [n](5.6.4.1) Command according to the rules set out in Section 5.5.11.1.

In sending the Command, ESME shall be capable of recording the Command to the Auxiliary Controller Event Log(5.7.5.6).

On receipt of any corresponding Response to such Commands, ESME shall be capable of recording the Outcome to the Auxiliary Controller Event Log(5.7.5.6).

[bookmark: _Ref366079405][bookmark: _Toc366852670][bookmark: _Toc389118039][bookmark: _Toc404159634][bookmark: _Toc456794346][bookmark: _Toc41990135]Data Requirements

This Section describes the minimum information which ESME shall be capable of holding in its Data Store.

[bookmark: _Toc320016144][bookmark: _Ref320541998][bookmark: _Ref320542002][bookmark: _Ref338766850][bookmark: _Toc343775323][bookmark: _Toc366852671][bookmark: _Toc389118040][bookmark: _Toc404159635]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref320622767][bookmark: _Toc311543949][bookmark: _Toc313517487]ESME Identifier

A globally unique identifier used to identify ESME based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

[bookmark: _Ref15392625]Manufacturer Identifier

An identifier used to identify the manufacturer of ESME.

[bookmark: _Ref15392652]Model Type

An identifier used to identify the model of ESME.

[bookmark: _Ref363639955]Meter Variant 

A data item to indicate if ESME is Single Element Electricity Metering Equipment, Twin Element Electricity Metering Equipment or Polyphase Electricity Metering Equipment.

[bookmark: _Ref342899312]Randomised Offset Number

A randomly generated value between 0 and 1.  Detailed information on the size and format of this data item is to be found in the relevant use case in section 19.3 of the applicable version of the Great Britain Companion Specification.

[bookmark: _Toc343775324][bookmark: _Toc366852672][bookmark: _Toc389118041][bookmark: _Toc404159636][bookmark: _Ref435532895][bookmark: _Ref435533087]This Section is not used

[bookmark: _Toc366852673][bookmark: _Toc389118042][bookmark: _Toc404159637][bookmark: _Toc319250835][bookmark: _Toc320016145][bookmark: _Ref320222294][bookmark: _Ref338766970][bookmark: _Toc343775325]Locally Set Configuration Data

Describes data that is configured by execution of a User Interface Command and that is not available outside ESME.

[bookmark: _Ref363745847]Privacy PIN

A number comprising four digits used by the Consumer to enable temporary access to a specified set of display items and Commands via the User Interface of ESME.

[bookmark: _Toc366852674][bookmark: _Ref373939142][bookmark: _Ref388950671][bookmark: _Ref389049686][bookmark: _Toc389118043][bookmark: _Toc404159638][bookmark: _Ref479755854]Configuration data

Describes data that configures the operation of various functions of ESME.

[bookmark: _Ref386446122]Alerts Configuration Settings

Settings to control whether to generate and send an Alert.

[bookmark: _Ref342564378][bookmark: _Ref343084621]Auxiliary Controller Calendar [INFO]

[bookmark: OLE_LINK69][bookmark: OLE_LINK70]A Switching Table containing a set of rules for setting the commanded state of up to five Auxiliary Controllers. 

The rules stored within the table shall specify which Day Profile should be used to set the commanded state of Auxiliary Controllers according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day and the Day Profile specified for that day of the Week; or

where the day is not a Special Day, the Day Profile specified for that day of the Week.

The Switching Table shall support up to 120 switching rules across all Day Profiles.

All dates and times shall be specified in UTC.

[bookmark: _Ref342571785][bookmark: _Ref15392764]Auxiliary Controller [n] Description [INFO]

For each Auxiliary Controller, a description of the type of controlled load connected.

[bookmark: _Billing_Calendar_1][bookmark: _Voltage_Over_Threshold_1][bookmark: _Ref315855917][bookmark: _Ref320234458]Average RMS Over Voltage Threshold

The average RMS voltage above which an over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Under_Threshold][bookmark: _Ref315855863][bookmark: _Ref320234179]Average RMS Under Voltage Threshold

The average RMS voltage below which an under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref321145090][bookmark: _Ref320232497]Average RMS Voltage Measurement Period

The length of time in seconds over which the RMS voltage is averaged.

[bookmark: _Ref321224815]Billing Calendar

A calendar defining billing dates for the storage of billing related information in the Billing Data Log(5.7.5.10).

[bookmark: _Ref336518520][bookmark: _Ref343760509][bookmark: _Ref365453130][bookmark: _Ref436814709]Contact Details [INFO]

The name and contact telephone number of the Supplier.

[bookmark: _Ref342571793][bookmark: _Ref320235139]Currency Units [INFO]

The Currency Units currently used by ESME, which shall be either GB Pounds or European Central Bank Euro.

[bookmark: _Ref359312729]Customer Identification Number [INFO]

A number issued to ESME for display on the User Interface.

[bookmark: _Ref343176703][bookmark: _Ref456772439]Debt Recovery per Payment [INFO]

The percentage of a payment to be recovered against debt when ESME is operating Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref320231704][bookmark: _Ref456768080]Debt Recovery Rates [1 … 2] [INFO]

Two debt recovery rates in Currency Units per unit time for when ESME is using Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref320235213][bookmark: _Ref456772503]Debt Recovery Rate Cap [INFO]

The maximum amount in Currency Units per unit time that can be recovered through Payment-based Debt Recovery when ESME is operating in Prepayment Mode.

[bookmark: _Disablement__Threshold][bookmark: _Ref342571798][bookmark: _Ref320231952]Device Log

The Security Credentials for each of the Type 1 Devices and Type 2 Devices with which ESME can establish Communications Links.

[bookmark: _Ref343163311][bookmark: _Ref402359479]Disablement Threshold [INFO]

The threshold in Currency Units for controlling when to Disable the Supply.

[bookmark: _Ref320231540]Emergency Credit Limit [INFO]

The amount of Emergency Credit in Currency Units to be made available to a Consumer where Emergency Credit is activated.

[bookmark: _Ref320231491]Emergency Credit Threshold [INFO]

[bookmark: _Ref336504197][bookmark: _Ref343162086]The threshold in Currency Units below which Emergency Credit Balance [INFO](5.7.5.15) may be activated if so configured when ESME is operating in Prepayment Mode.

[bookmark: _Ref365019527]ESME Security Credentials

The Security Credentials for ESME and parties Authorised to establish Communications Links with it.

[bookmark: _Ref346636810]Load Limit Period

The length of time in seconds which the Active Power Import [INFO](5.7.5.4) needs to continuously exceed the Load Limit Power Threshold(5.7.4.20) before a load limiting event is deemed to have occurred.

[bookmark: _Ref320230862][bookmark: _Ref335139265]Load Limit Power Threshold

The Active Power threshold in kW above which the measurement of a Load Limit Period(5.7.4.19) is commenced.

[bookmark: _Ref336504517]Load Limit Restoration Period

The length of time in seconds after the Supply has been Armed following a Load Limiting Event before the Supply is Enabled by ESME.

[bookmark: _Aux_Load_Control][bookmark: _Load_Limited_Disable][bookmark: _Load_Limited_Switch][bookmark: _Load_Limit_Supply][bookmark: _Ref320231119]Load Limit Supply State

A setting to control the state of the Supply in the case of a load limiting occurring, being Disabled or unchanged. 

[bookmark: _Load_Limit_Power][bookmark: _Low_Medium_Power][bookmark: _Ref320231848][bookmark: _Ref315857612]Low Credit Threshold [INFO]

The threshold in Currency Units below which a low credit Alert is signalled.

[bookmark: _Low_Medium_Power_1][bookmark: _Ref320232852]Low Medium Power Threshold [INFO]

[bookmark: OLE_LINK9][bookmark: OLE_LINK11]A value in kW defining the threshold between an indicative low and medium Active Power Import [INFO](5.7.5.4) level.

[bookmark: _Ref366597829]Maximum Credit Threshold

The maximum credit which can be applied by any Add Credit Command.

[bookmark: _Ref335142455]Maximum Demand Configurable Time Period

A single time period of up to 24 hours comprising a number of half-hour periods (commencing at the start of minutes 00 and 30 in each hour) during which recording to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) is active.

[bookmark: _Ref366598003]Maximum Meter Balance Threshold

The Meter Balance [INFO](5.7.5.22) threshold in Currency Units above which an Add Credit Command is rejected.

[bookmark: _Ref341282118]Meter Point Administration Numbers (MPAN) [INFO]

The reference numbers identifying an electricity metering point for Import and Export.

[bookmark: _Medium_High_Power][bookmark: _Ref315857638][bookmark: _Ref320233200]Medium High Power Threshold [INFO]

A value in kW defining the threshold between an indicative medium and high Active Power Import [INFO](5.7.5.4) level.

[bookmark: _Ref320230518][bookmark: _Ref365452872]Non-Disablement Calendar [INFO]

A Switching Table comprising a set of rules specifying periods during which the Supply will not be Disabled due to the Meter Balance [INFO](5.7.5.22) being below, or falling below, the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) being, or falling to, zero, when ESME is operating in Prepayment Mode. 

The rules stored within the table shall specify which of five Day Profiles should be used to specify Non-disablement Periods for each day according to:

1. where the day is one of 20 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

A Day Profile shall contain up to one contiguous time period during which the Supply may be Disabled due to the Meter Balance [INFO](5.7.5.22) being below or falling below, the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) being, or falling to, zero, when ESME is operating in Prepayment Mode.

The rules shall support three Season Profiles and two Week Profiles.  Each Week Profile shall support two Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: OLE_LINK94][bookmark: _Ref320230200]Payment Mode [INFO]

The current mode of operation, being Prepayment Mode or Credit Mode.

[bookmark: _Ref15392843]Public Key Security Credentials Store

A store for Security Credentials relating to Public Keys.

[bookmark: _Ref336518064][bookmark: _Ref343173993]Randomised Offset Limit

A value in seconds in the range 0 to 1799.

[bookmark: _RMS_Voltage_Extreme][bookmark: _RMS_Voltage_Event][bookmark: _RMS_Voltage_Extreme_1][bookmark: _Ref320234535][bookmark: _Ref315855823]RMS Extreme Over Voltage Measurement Period

The duration in seconds used to measure an extreme over voltage condition.

[bookmark: _Voltage_Swell/Sag_Measurement_1][bookmark: _Ref321145317][bookmark: _Ref320234784]RMS Extreme Over Voltage Threshold

The RMS voltage above which an extreme over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME. 

[bookmark: _Ref346711121]RMS Extreme Under Voltage Measurement Period

The duration in seconds used to measure an extreme under voltage condition.

[bookmark: _Ref321149827]RMS Extreme Under Voltage Threshold

The RMS voltage below which an extreme under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref321213500]RMS Voltage Sag Measurement Period

The duration in seconds used to measure a voltage sag condition.

[bookmark: _Ref320720145]RMS Voltage Swell Measurement Period

The duration in seconds used to measure a voltage swell condition.

[bookmark: _Voltage_Sag_Threshold][bookmark: _Ref320234887]RMS Voltage Sag Threshold

The RMS voltage below which a sag condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Swell_Threshold][bookmark: _Ref320234841]RMS Voltage Swell Threshold

The RMS voltage above which a swell condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Voltage_Measurement_Period][bookmark: _Ref320231370][bookmark: _Ref365453053]Standing Charge [INFO]

A charge to be levied in Currency Units per unit time when operating in Credit Mode and Prepayment Mode.

[bookmark: _Ref363650431][bookmark: _Ref320233428]Supplier Message [INFO]

A message issued to, and held on, ESME for provision to the Consumer.

[bookmark: _Ref365035641]Supply Tamper State

A setting to control the state of the Supply in the case of Unauthorised Physical Access being detected, being Locked or unchanged.

[bookmark: _Ref320232096]Suspend Debt Disabled

A setting controlling whether debt should be collected when ESME is operating in Prepayment Mode and Supply is Disabled.

[bookmark: _Ref320232036]Suspend Debt Emergency

A setting controlling whether standing charge and debt should be deducted from the Emergency Credit Balance [INFO](5.7.5.15) when ESME is operating in Prepayment Mode and Emergency Credit is in use.

[bookmark: _Ref320231260]Tariff Block Price Matrix [INFO]

A 4 x 8 matrix containing Prices for Block Pricing.

[bookmark: _Ref320232155]Tariff Switching Table [INFO]

A set of rules for allocating half-hourly Consumption to a Tariff Register for Time-of-use Pricing and Time-of-use with Block Pricing. The rules stored within the table shall specify which of 16 Day Profiles should be used to allocate Consumption to Tariff Registers according to:

1. where the day is one of 50 Special Days, the Day Profile specified for that day; or

where the day is not a Special Day, the Day Profile specified by the active Season Profile and Week Profile.

The Switching Table shall support four Season Profiles and four Week Profiles.  The Switching Table shall support up to 200 switching rules across all Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: _Tariff_Switching_Table_1][bookmark: _Tariff_Switching_2][bookmark: _Tariff_Switching_Table_2][bookmark: _Tariff_Switching_Export][bookmark: _Ref320232222]Tariff Threshold Matrix [INFO]

A 3 x 8 matrix capable of holding thresholds in kWh for controlling Block Tariffs.

[bookmark: _Tariff_TOU_Rate_1][bookmark: _Ref320231172][bookmark: _Ref463513199]Tariff TOU Price Matrix [INFO]

A 1 x 48 matrix containing prices for Time-of-use Pricing.

[bookmark: _Ref456707472]Events Configuration Settings

Settings to control, for each Alert described in this Section 5 and for each event which this Section 5 requires the ESME to be capable of logging in the Event Log(5.7.5.16) or Power Event Log(5.7.5.25) which is not a Critical Event, whether an Alarm is sounded and whether an Event Log entry or Power event log entry is created.

[bookmark: _Voltage_Over_Threshold][bookmark: _Voltage_Under/Over_Monitoring][bookmark: _Ref316935438][bookmark: _Toc320016146][bookmark: _Toc343775326][bookmark: _Toc366852675][bookmark: _Toc389118044][bookmark: _Toc404159639]Operational data

Describes data used by the functions of ESME for output of information.

[bookmark: _Ref320230694][bookmark: _Ref375144479][bookmark: _Ref385932876][bookmark: _Ref315857666]Accumulated Debt Register [INFO]

The debt resulting from the collection of Standing Charge [INFO](5.7.4.42) and / or time-based debt when Emergency Credit is in use as configured by Suspend Debt Emergency(5.7.4.46), when operating in Prepayment Mode.

[bookmark: _Active_Import_Power:][bookmark: _Ref315857881][bookmark: _Ref391034604][bookmark: _Ref320230780][bookmark: _Ref320544673]Active Export Register [INFO]

The register recording the cumulative Active Energy Exported.

[bookmark: _Total_Active_Export_1][bookmark: _Total_Active_Import][bookmark: _Ref346720058][bookmark: _Ref346206337][bookmark: _Ref315857859][bookmark: _Ref391034357]Active Import Register [INFO]

The register recording the cumulative Active Energy Imported.

[bookmark: _Total_Active_Import_1][bookmark: _Total_Reactive_Export_1][bookmark: _Ref346635975][bookmark: _Ref365622175]Active Power Import [INFO]

[bookmark: _Average_RMS_Voltage][bookmark: OLE_LINK95]The import of Active Power measured by ESME.

[bookmark: _Ref343589694][bookmark: _Ref365450393][bookmark: _Ref409528216][bookmark: _Ref336514526]Active Tariff Price [INFO]

[bookmark: _Ref343764639]The Price currently active.

[bookmark: _Ref386186485]Auxiliary Controller Event Log

A log capable of storing one hundred UTC date and time stamped entries of events, and associated information, related to Auxiliary Controllers arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref321149545][bookmark: _Ref320234085]Average RMS Over Voltage Counter

The number of times the average RMS voltage, as calculated in Section 5.5.12.1, has been above the Average RMS Over Voltage Threshold(5.7.4.4) since last reset.

[bookmark: _Ref321149723]Average RMS Under Voltage Counter

The number of times the average RMS voltage, as calculated in Section 5.5.12.1, has been below the Average RMS Under Voltage Threshold(5.7.4.5) since last reset.

[bookmark: _Ref321145223]Average RMS Voltage Profile Data Log

A log capable of storing 4320 entries (including the UTC date and time at the end of the period to which the value relates) comprising the averaged RMS voltage for each Average RMS Voltage Measurement Period(5.7.4.6) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref320231768]Billing Data Log

[bookmark: _Ref320232646]A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405379613]twelve entries comprising Tariff TOU Register Matrix [INFO](5.7.5.34), Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3); 

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments [INFO]; and

[bookmark: _Ref405379623]twelve entries comprising Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36),

each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref342896971][bookmark: _Ref343761650]Cost of Instantaneous Active Power Import 

The indicative cost in Currency Units of maintaining the Active Power Import for an hour at the Price(s) currently active.

[bookmark: _Ref338680222][bookmark: _Ref338680872][bookmark: OLE_LINK34][bookmark: _Ref320634352]Cumulative and Historical Value Store [INFO]

A store capable of holding the following values:

1. nine Days of Consumption comprising the current Day and the prior eight Days, in kWh and Currency Units;

six Weeks of Consumption comprising the current Week and the prior five Weeks, in kWh and Currency Units; and

[bookmark: _Ref338860364]fourteen months of Consumption comprising the current month and the prior thirteen months, in kWh and Currency Units.

[bookmark: _Ref346646441]Daily Read Log

[bookmark: OLE_LINK85][bookmark: OLE_LINK90]A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix [INFO](5.7.5.34), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3) and the Active Export Register [INFO](5.7.5.2) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref343508410]Daily Consumption Log [INFO]

A log capable of storing 731 date stamped entries of Consumption arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _debt_balance][bookmark: _Ref320230591][bookmark: _Ref365032406][bookmark: _Ref385932896]Emergency Credit Balance [INFO]

[bookmark: _Ref320230927]The amount of Emergency Credit available to the Consumer after it has been activated.

[bookmark: _Ref343761051]Event Log

[bookmark: _Load_Limit_Counter][bookmark: _Ref320231038]A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref346109373]Firmware Version

The active version of Firmware of ESME.

[bookmark: _Ref343761252][bookmark: _Ref346636606]Load Limit Counter

The number of times the Active Power Import [INFO](5.7.5.4) has exceeded, for the Load Limit Period(5.7.4.19), the Load Limit Power Threshold(5.7.4.20) since last cleared.

[bookmark: _Ref339299925][bookmark: _Ref336505029]Maximum Demand Active Power Import Value

A store capable of holding the largest average value of Active Power Import [INFO](5.7.5.4) recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour and including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.26), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref341439546][bookmark: _Ref336505234]Maximum Demand (Configurable Time) Active Power Import Value

A store capable of holding the largest average value of Active Power Import [INFO](5.7.5.4) recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.28), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref336515874]Maximum Demand Active Power Export Value

A store capable of holding the largest average value of the Active Power Export recorded in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour and including the UTC date and time at the end of the 30 minute period to which the data relates) since the value was last reset (as set out in Section 5.6.3.27), together with the UTC date and time when the value was last reset, arranged such that the recording of a larger value shall cause the previous entry to be overwritten.

[bookmark: _Ref320230322][bookmark: _Ref365450775][bookmark: _Ref391022566]Meter Balance [INFO]

The amount of money in Currency Units as determined by ESME. If operating in Prepayment Mode, the Meter Balance represents ESME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance [INFO](5.7.5.15)). If operating in Credit Mode, it represents ESME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

[bookmark: _Micro-gen_Profile_Data][bookmark: _Ref320234949][bookmark: _Ref320635071][bookmark: _Ref429738922]Payment Debt Register [INFO]

A Debt Register recording debt to be recovered as a percentage of payment when using Payment-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref338756689][bookmark: _Ref320232704]Power Threshold Status [INFO]

An indication of the Active Power level, being low, medium or high.

[bookmark: _Ref392524342]Power Event Log

A log capable of storing one hundred UTC date and time stamped entries of non-security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref342901454]Prepayment Daily Read Log

A log capable of storing thirty one UTC date and time stamped entries of Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref338859833][bookmark: _Ref464819538][bookmark: _Ref486415259]Profile Data Log [INFO]

A log capable of storing UTC date and time-stamped half hourly data (the amount of energy Imported or Exported in a half hour period) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. The log shall be capable of storing:

1. 13 months of Consumption;

3 months of Active Energy Exported;

3 months of Reactive Energy Imported; and

3 months of Reactive Energy Exported.

[bookmark: _Ref359249804][bookmark: _Ref373931759]Randomised Offset

The product of the Randomised Offset Limit(5.7.4.33) and the Randomised Offset Number(5.7.1.5) rounded to the nearest second. This value is used to delay the Tariff Switching Table times and the Auxiliary Controller switching times.

[bookmark: _Ambient_Power][bookmark: _RMS_Voltage_Log][bookmark: _RMS_Voltage_Min][bookmark: _Ref315857921][bookmark: _Ref315857903][bookmark: _Ref320229836][bookmark: _Ref320634735]Reactive Export Register 

The register recording the cumulative Reactive Energy Exported.

[bookmark: _Total_Reactive_Export][bookmark: _Total_Reactive_Import][bookmark: _Ref320233324]Reactive Import Register 

[bookmark: _Total_Export_Reactive]The register recording the cumulative Reactive Energy Imported.

[bookmark: _Ref346635605]Security Log

[bookmark: OLE_LINK10]A log capable of storing one hundred UTC date and time stamped entries of security related information for diagnosis and auditing arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten. 

[bookmark: _Ref346710057][bookmark: _Ref365453247][bookmark: _Ref391292410]Supply State [INFO]

The state of the Supply being Enabled, Disabled or Armed.

[bookmark: _Ref320230085]Tariff Block Counter Matrix [INFO]

A 4 x 8 matrix for storing Block Counters for Block Pricing.

[bookmark: _Tariff_TOU_Register_2][bookmark: _Ref320229967]Tariff TOU Register Matrix [INFO]

A 1 x 48 matrix for storing Tariff Registers for Time-of-use Pricing.

[bookmark: _Ref338341791]Tariff TOU Block Register Matrix 

A 4 x 8 matrix for storing Tariff Registers for Time-of-use with Block Pricing.

[bookmark: _Tariff_TOU_Register_1][bookmark: _Tariff_TOU_Register_3][bookmark: _Ref320231616][bookmark: _Ref429738848]Time Debt Registers [1 … 2] [INFO]

Two Debt Registers recording independent debts to be recovered over time when operating Time-based Debt Recovery in Prepayment Mode.

[bookmark: _Ref15377314]Auxiliary Controller [n] State

For each Auxiliary Controller, the current state:

1. where Auxiliary Controller [n] is ALCS, being ‘open’ or ‘closed’ as commanded by ESME;

where Auxiliary Controller [n] is HCALCS, being ‘open’ or ‘closed’ as commanded by ESME, or ‘open’ where the ESME has not commanded a state; and

where Auxiliary Controller [n] is APC, being the currently set maximum input and output levels (where input relates to energy flowing from the attached load and output relates to energy flowing to the attached load)

 and associated information as to its current operation.

[bookmark: _Ref15393086]Auxiliary Controller [n] Type

For each Auxiliary Controller, the type of controller and, where Auxiliary Controller [n] is HCALCS, the HCALCS Identifier(8.6.1.1).

[bookmark: _Total_Active_Export][bookmark: _Toc343775327][bookmark: _Toc366852676][bookmark: _Toc389118045][bookmark: _Toc404159640][bookmark: _Toc456794347][bookmark: _Toc41990136]Part B - Twin Element Electricity Metering Equipment

[bookmark: _Toc341712277][bookmark: _Toc343775328][bookmark: _Toc366852677][bookmark: _Toc389118046][bookmark: _Toc404159641][bookmark: _Toc456794348][bookmark: _Toc41990137][bookmark: OLE_LINK39][bookmark: _Toc341712284][bookmark: _Toc341712287][bookmark: OLE_LINK53][bookmark: OLE_LINK54]Overview

[bookmark: OLE_LINK65][bookmark: OLE_LINK66]In this Part B ESME shall mean Twin Element Electricity Metering Equipment.

ESME shall comply with the requirements of Part A save as set out in the remainder of this Part B.  Requirements in a Part A Section that are disapplied by this Part B are identified in the Part B Section of the same name.  Additional or amended requirements applied by this Part B are a continuation of the Part A Section of the same name and hence must also be met by ESME. 

[bookmark: _Toc366852678][bookmark: _Toc389118047][bookmark: _Toc404159642][bookmark: _Toc456794349][bookmark: _Toc41990138]SMETS Testing and Certification Requirements

[bookmark: _Toc386559334][bookmark: _Toc389067493][bookmark: _Toc389118048][bookmark: _Toc366852679][bookmark: _Toc389118049][bookmark: _Toc404159643]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part B, and evidence must be available to confirm such testing and conformance.

[bookmark: _Toc366852680][bookmark: _Toc389118050][bookmark: _Toc404159644]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 31 August 2017.

[bookmark: _Toc366852681][bookmark: _Toc389118051][bookmark: _Toc404159645][bookmark: _Ref435532956]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic for Electricity Smart Metering Equipment.

ESME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic for Electricity Smart Metering Equipment.

[bookmark: _Toc343775329][bookmark: _Toc366852682][bookmark: _Toc389118052][bookmark: _Toc404159646][bookmark: _Toc456794350][bookmark: _Toc41990139]Physical Requirements

Physical Requirements(5.4) in Part A shall not apply to ESME.

ESME shall as a minimum include the following components:

1. a Clock;

a Data Store;

an Electricity Meter containing two measuring elements;

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (pursuant to section H12 of the Smart Energy Code) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.11, 5.12 and 5.13 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 4 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.3, 5.6.4., 5.12.1 and 5.12.2.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials;

Random Number Generator;

Cryptographic Algorithms;

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME.

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12), and setting the Supply State [INFO](5.7.5.32) to Locked.

[bookmark: _Toc338917557][bookmark: _Toc338917559][bookmark: _Toc343775330][bookmark: _Ref366079614][bookmark: _Toc366852683][bookmark: _Toc389118053][bookmark: _Toc404159647][bookmark: _Toc456794351][bookmark: _Toc41990140]Functional Requirements

[bookmark: _Toc343775331][bookmark: _Toc366852684][bookmark: _Toc389118054][bookmark: _Toc404159648]Display of information

Display of information(5.5.4) in Part A shall not apply to ESME.

ESME shall be capable of displaying the following up to date information on its User Interface:

1. the Payment Mode [INFO](5.7.4.31) currently in operation, being Prepayment Mode or Credit Mode [PIN];

the Tariff TOU Register Matrix [INFO](5.7.5.34) with appropriate precision, the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) with appropriate precision, Tariff TOU Block Register Matrix(5.7.5.35) with appropriate precision and the Tariff Block Counter Matrix [INFO](5.7.5.33) with appropriate precision;

the Active Import Register [INFO](5.7.5.3) with appropriate precision;

the Secondary Active Import Register [INFO](5.13.2.11) with appropriate precision;

the Meter Balance [INFO](5.7.5.22) [PIN];

the Debt to Clear (calculated as set out in Section 5.11.2.2) [PIN];

the Customer Identification Number [INFO](5.7.4.10) [PIN];

whether Emergency Credit is available for activation [PIN];

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.11.2.2) [PIN];

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated [PIN];

any low credit condition [PIN];

the Supply State [INFO](5.7.5.32);

any time-based debts and Time-based Debt Recovery rates [PIN];

any payment-based debt [PIN];

any accumulated debt recorded in the Accumulated Debt Register [INFO](5.7.5.1) [PIN];

any Standing Charge [INFO](5.7.4.42) [PIN];

the Meter Point Administration Numbers (MPAN) [INFO]( 5.7.4.28) [PIN];

the Local Time;

the Contact Details [INFO](5.7.4.8);

the Primary Active Tariff Price [INFO](5.13.2.6) [PIN]; 

the Secondary Active Tariff Price [INFO](5.13.2.9) [PIN]; 

the Event Log(5.7.5.16) and the Power Event Log(5.7.5.25) (with the exception of any Personal Data)and

the Active Export Register [INFO](5.7.5.2).

ESME shall be capable of displaying the Security Log(5.7.5.31) on its User Interface following physical access through the Secure Perimeter of ESME.

ESME shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

5.11.1.1 Presentation of information on the User Interface

For each of the values currently stored in the Active Import Register [INFO](5.7.5.3) , the Active Export Register [INFO](5.7.5.2), the Secondary Active Import Register [INFO](5.13.2.11), the Tariff ToU Register Matrix [INFO](5.7.5.34), the Tariff ToU Block Register Matrix(5.7.5.35) and the Secondary Active Tariff Price [INFO](5.13.2.9), ESME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value in to a decimal, integer number of kilowatt hours, rounding the stored value down to the nearest kilowatt hour;

1. discarding all except the five least significant decimal digits so produced; and

1. adding leading zeros (if necessary) so that there are exactly five decimal digits.

[bookmark: _Toc343775332][bookmark: _Toc366852685][bookmark: _Toc389118055][bookmark: _Toc404159649]Payment Mode

Payment Mode(5.5.7) in Part A shall not apply to ESME.

ESME shall be capable of operating in Credit Mode and Prepayment Mode and of being remotely switched from one mode to the other.

Credit Mode

ESME, when operating in Credit Mode, shall be capable of maintaining a calculation of the Meter Balance [INFO](5.7.5.22) based on:

1. the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50) and if operating Time-of-use with Block Pricing, the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in Secondary Tariff TOU Price Matrix [INFO](5.13.1.1); and

the Standing Charge [INFO](5.7.4.42).

[bookmark: _Ref346715877]Prepayment Mode

ESME shall be capable of operating in Prepayment Mode, including during periods of loss of its Communications Link via its HAN Interface, and maintaining a balance of credit and reflecting any reduction in credit based on Consumption, standing charge and Time-based Debt Recovery.

ESME shall be capable of adding credit to the Meter Balance [INFO](5.7.5.22) (as set out in Sections 5.6.2.2 and 5.6.3.3) and reducing the amount of credit in the Meter Balance [INFO](5.7.5.22).

ESME shall be capable of making Emergency Credit available to the Consumer (by means of the Emergency Credit Balance [INFO](5.7.5.15) if the Meter Balance [INFO](5.7.5.22) is below the Emergency Credit Threshold [INFO](5.7.4.17)).  ESME shall be capable of displaying the availability of Emergency Credit on its User Interface and of generating and sending an Alert indicating the availability of Emergency Credit via its HAN Interface.  The amount of Emergency Credit made available to the Consumer shall be equal to the Emergency Credit Limit [INFO](5.7.4.16). ESME shall be capable of reducing the amount of credit in the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated (as set out in Sections 5.6.2.1 and 5.6.3.1) and the Meter Balance [INFO](5.7.5.22) is at or below the Disablement Threshold [INFO](5.7.4.15).  Any Emergency Credit used shall be repaid when credit is added to ESME (as set out in Sections 5.6.2.2 and 5.6.3.3).

ESME shall be capable of reducing the Meter Balance [INFO](5.7.5.22) until it reaches the Disablement Threshold [INFO](5.7.4.15) followed by reducing the Emergency Credit Balance [INFO](5.7.5.15), where activated, until it reaches zero, on the basis of:

1. [bookmark: _Ref366682703]the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

[bookmark: _Ref365536164]the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1);

[bookmark: _Ref365536194]the Standing Charge [INFO](5.7.4.42); and

[bookmark: _Ref366681484]the recovery of debt hourly and daily through each of the Time Debt Registers [1 … 2] [INFO](5.7.5.36) at rates defined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

Where configured by Suspend Debt Emergency(5.7.4.46) to do so and when Emergency Credit is in use, ESME shall be capable suspending the application of (iii) and (iv) to the Emergency Credit Balance [INFO](5.7.5.15), and of accumulating (iii) and (iv) in the Accumulated Debt Register [INFO](5.7.5.1).

ESME shall be capable of recording debt recovered, or accumulated in the Accumulated Debt Register [INFO](5.7.5.1), in the Billing Data Log(5.13.2.3).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and where activated the Emergency Credit Balance [INFO](5.7.5.15) and:

if the combined credit of the Meter Balance [INFO](5.7.5.22) and Emergency Credit Balance [INFO](5.7.5.15) falls below the Low Credit Threshold [INFO](5.7.4.23), displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface;

[bookmark: _Ref366682147][bookmark: _Ref365621622]if the Meter Balance [INFO](5.7.5.22) is below, or falls below, the Disablement Threshold [INFO](5.7.4.15) and if Emergency Credit is activated, the Emergency Credit Balance [INFO](5.7.5.15) is, or falls to, zero, Disabling the Supply, displaying an Alert to that effect on its User Interface and generating and sending an Alert to that effect via its HAN Interface; 

[bookmark: _Ref365621610]where the Supply is Disabled (as set out in (vi) above):

1. where configured by Suspend Debt Disabled(5.7.4.45) not to suspend Time-based Debt Recovery, continuing to apply (iii) and (iv) above to reduce the Meter Balance [INFO](5.7.5.22);

where configured by Suspend Debt Disabled(5.7.4.45) to suspend Time-based Debt Recovery, suspending the application of (iv) above to the Meter Balance [INFO](5.7.5.22), and continuing to apply (iii) above to reduce the Meter Balance [INFO](5.7.5.22); and

if the Supply is Enabled, suspending the Disablement of Supply (as set out in (vi) above) during periods defined in the Non-Disablement Calendar [INFO](5.7.4.30), continuing to reduce the Meter Balance [INFO](5.7.5.22) on the basis of (i) to (iv) above, displaying on its User Interface an indication that the Meter Balance [INFO](5.7.5.22) is below the Disablement Threshold [INFO](5.7.4.15) and, if Emergency Credit is activated the Emergency Credit Balance [INFO](5.7.5.15) is zero and that Disablement of Supply due to insufficient credit has been suspended, and generating and sending an Alert that Disablement of Supply due to insufficient credit has been suspended via its HAN Interface.

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) ESME shall be capable of maintaining a calculation of the Debt to Clear based on:

[bookmark: _Ref366683006]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref366683012]the amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1)

[bookmark: _Ref366683018]the amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (ix), (x) and (xi) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.13.2.3)  and the Debt Recovery Rate Cap [INFO](5.7.4.13). 

For Time-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

the amount in the relevant Time Debt Registers [1 … 2] [INFO](5.7.5.36); and 

the corresponding amount determined by the Debt Recovery Rates [1 … 2] [INFO](5.7.4.12).

For Payment-based Debt Recovery, the ESME shall be capable of recovering the lesser of:

the amount defined by Debt Recovery per Payment [INFO](5.7.4.11) subject to the Debt Recovery Rate Cap [INFO](5.7.4.13); and 

the amount in the Payment Debt Register [INFO](5.7.5.23).

Where an Adjust Debt(5.6.3.5) Command is to reduce the amount in a Debt Register and the amount in the Command is greater than the amount in the Debt Register, ESME shall be capable of setting the amount in the Debt Register to zero then applying the difference in the amounts in the following order:

recovering debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

where the Meter Balance [INFO] (5.7.5.22) is less than the Disablement Threshold [INFO](5.7.4.15), increasing the Meter Balance [INFO] (5.7.5.22) until it is equal to the Disablement Threshold [INFO](5.7.4.15);

repaying Emergency Credit activated and used by the Consumer and so increasing the Emergency Credit Balance [INFO](5.7.5.15) accordingly; and

increasing the Meter Balance [INFO](5.7.5.22).

In executing the Adjust Debt(5.6.3.5) Command, ESME shall if Emergency Credit activated and used by the Consumer is fully repaid, deactivate Emergency Credit so that it is capable of activation when ESME is operating in Prepayment Mode where Emergency Credit is available (as set out in Section 5.11.2.2).

ESME shall be capable of monitoring the Meter Balance [INFO](5.7.5.22) and, where the Supply is Disabled, ESME shall be capable of Arming the Supply if the Meter Balance [INFO](5.7.5.22) rises above the Disablement Threshold [INFO](5.7.4.15), displaying any such change in the Supply State [INFO](5.7.5.32) on its User Interface and generating and sending an Alert that the Supply has been Armed via its HAN Interface.

ESME shall be capable of monitoring the Emergency Credit Balance [INFO](5.7.5.15) and, where it falls to zero, of generating an entry to that effect in the Event Log(5.7.5.16) and generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Toc343775333][bookmark: _Toc366852686][bookmark: _Toc389118056][bookmark: _Toc404159650]Pricing

Pricing(5.5.8) in Part A shall not apply to ESME.

ESME shall be capable of applying Time-of-use Pricing and Time-of-use with Block Pricing.

When switching between Time-of-use Bands and Tariff Registers as set out in this Section ESME shall be capable of applying the Randomised Offset(5.7.5.28).

ESME shall be capable of maintaining the Primary Active Tariff Price [INFO](5.13.2.6) and the Secondary Active Tariff Price [INFO](5.13.2.9).

Time-of-use Pricing

ESME shall be capable of recording Consumption via the primary measuring element of its Electricity Meter according to Time-of-use Bands in one of forty-eight Tariff Registers in the Tariff TOU Register Matrix [INFO](5.7.5.34).

ESME shall be capable of recording Consumption via the secondary measuring element of its Electricity Meter according to Time-of-use Bands in one of four Tariff Registers in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10).

ESME shall be capable of switching between different Tariff Registers once every 30 minutes. The switching between Time-of-use Bands and thus Tariff Registers shall be based on the switching rules defined in the Tariff Switching Table(5.13.1.2).

Time-of-use with Block Pricing

ESME shall be capable of recording Consumption via the primary measuring element of its Electricity Meter in one of four Block Registers for each of eight Time-of-use Bands in the Tariff TOU Block Register Matrix(5.7.5.35).

The switching between Time-of-use Bands and sets of Block Registers shall be based on the switching rules set out in the Tariff Switching Table [INFO](5.13.1.2). ESME shall be capable of switching between Time-of-use Bands once every 30 minutes.

Switching between the Block Registers within each Time-of-use Band shall be based on Consumption via the primary measuring element of its Electricity Meter accumulated in the Tariff Block Counter Matrix [INFO](5.7.5.33) and Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall also be capable of accumulating Consumption via the primary measuring element of its Electricity Meter in one of four Block Counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) for each of the eight Time-of-use Bands. ESME shall be capable of switching between Block Counters according to the Consumption thresholds in the Tariff Threshold Matrix [INFO](5.7.4.49).

ESME shall be capable of resetting the counters in the Tariff Block Counter Matrix [INFO](5.7.5.33) once per Day and in accordance with the timetable set out in the Billing Calendar(5.7.4.7).

Recording

Recording(5.5.9) in Part A shall not apply to ESME.

Active Energy Imported

ESME shall be capable of recording:

1. [bookmark: OLE_LINK107][bookmark: OLE_LINK106]cumulative Active Energy Imported via the primary measuring element of its Electricity Meter in the Active Import Register [INFO](5.7.5.3); and

cumulative Active Energy Imported via the secondary measuring element of its Electricity Meter in the Secondary Active Import Register [INFO](5.13.2.11).

Active Energy Exported

ESME shall be capable of recording cumulative Active Energy Exported via the primary measuring element of its Electricity Meter in the Active Export Register [INFO](5.7.5.2).

Billing data

In accordance with the timetable set out in the Billing Calendar(5.7.4.7) ESME shall be capable of taking a UTC date and time stamped copy of: 

1. [bookmark: _Ref391469360]the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10); 

the Tariff TOU Block Register Matrix(5.7.5.35); 

the Active Import Register [INFO](5.7.5.3); and

[bookmark: _Ref392141735]the Secondary Active Import Register [INFO](5.13.2.11),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

[bookmark: _Ref391469383]the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3), and:

generating and sending an Alert via its HAN Interface containing the most recent entries in the Billing Data Log(5.13.2.3) of (i) to (v) above; and

if operating in Credit Mode immediately resetting the Meter Balance [INFO](5.7.5.22).

Consumption Data

ESME shall be capable of calculating Consumption via the primary and secondary measuring elements of its Electricity Meter and recording:

1. to the Cumulative and Historical Value Store [INFO](5.7.5.12) in kWh:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

the Daily Consumption Log [INFO](5.7.5.14) in kWh the Consumption on each of the 731 UTC days prior to the current UTC day.

Cost of Consumption Data

ESME shall be capable of calculating and recording to the Cumulative and Historical Value Store [INFO](5.7.5.12) the cost of:

1. Consumption on the Day up to the Local Time;

Consumption on each of the eight Days prior to such Day;

Consumption in the Week in which the calculation is performed;

Consumption in each of the five Weeks prior to such Week;

Consumption in the month in which the calculation is performed; and

Consumption in the thirteen months prior to such month.

ESME shall be capable of calculating cost of Consumption as above on the basis of:

the Consumption in the Tariff TOU Register Matrix [INFO](5.7.5.34) and the Prices in the Tariff TOU Price Matrix [INFO](5.7.4.50), and if operating Time-of-use with Block Pricing the Consumption in the Tariff TOU Block Register Matrix(5.7.5.35) and the Prices in the Tariff Block Price Matrix [INFO](5.7.4.47);

the Consumption in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10) and the Prices in the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1); and

the Standing Charge [INFO](5.7.4.42).

Cost of Instantaneous Consumption

ESME shall be capable of calculating and recording the Cost of Instantaneous Active Power Import(5.7.5.11) on the basis of:

1. the Primary Active Power Import [INFO](5.13.2.5);

the Primary Active Tariff Price [INFO](5.13.2.6);

the Secondary Active Power Import [INFO](5.13.2.8); and

the Secondary Active Tariff Price [INFO](5.13.2.9).

Daily read data

ESME shall be capable of taking a copy of and storing the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11) and the Active Export Register [INFO](5.7.5.2), together with a UTC date and time stamp in the Daily Read Log(5.13.2.4) every day at midnight UTC.

[bookmark: OLE_LINK36][bookmark: OLE_LINK58]If operating in Prepayment Mode ESME shall be capable of recording the Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36) in the Prepayment Daily Read Log(5.7.5.26) every day at midnight UTC.

Half hour profile data

ESME shall be capable of recording in each 30 minute period (commencing at the start of minutes 00 and 30 in each hour), the following information (including the UTC date and time at the end of the 30 minute period to which the data relates) in the Profile Data Log [INFO](5.13.2.7):

1. Active Energy Imported via the primary measuring element of its Electricity Meter;

Active Energy Exported via the primary measuring element of its Electricity Meter;

Reactive Energy Imported via the primary and secondary measuring elements of its Electricity Meter;

Reactive Energy Exported via the primary measuring element of its Electricity Meter; and

Active Energy Imported via the secondary measuring element of its Electricity Meter.

Maximum Demand Import data

[bookmark: OLE_LINK59][bookmark: OLE_LINK60]ESME shall be capable of calculating the average value of Active Power Import [INFO](5.13.2.1) over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording:

1. [bookmark: OLE_LINK47][bookmark: OLE_LINK48]to the Maximum Demand Active Power Import Value(5.7.5.19), the maximum value so calculated since the Maximum Demand Active Power Import Value(5.7.5.19) was last reset (as set out in Section 5.6.3.26) including the UTC date and time at the end of the 30 minute period to which the data relates; and

to the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) the maximum value so calculated in any 30 minute period (commencing at the start of minutes 00 and 30 in each hour) within the time period specified in Maximum Demand Configurable Time Period(5.7.4.26) (including the UTC date and time at the end of the 30 minute period to which the data relates) since the Maximum Demand (Configurable Time) Active Power Import Value(5.7.5.20) was last reset (as set out in Section 5.6.3.28).

Maximum Demand Export data

ESME shall be capable of calculating the average value of Active Power Export over each 30 minute period (commencing at the start of minutes 00 and 30 in each hour) and recording to the Maximum Demand Active Power Export Value(5.7.5.21) the maximum value so calculated since the Maximum Demand Active Power Export Value(5.7.5.21) was last reset (as set out in Section 5.6.3.27) including the UTC date and time at the end of the 30 minute period to which the data relates.

Power Threshold Status

ESME shall be capable of comparing the Active Power Import [INFO](5.13.2.1) against thresholds and:

1. if the Active Power Import [INFO](5.13.2.1) is equal to or lower than the Low Medium Power Threshold [INFO](5.7.4.24), setting Power Threshold Status(5.7.5.24) to low;

if the Active Power Import [INFO](5.13.2.1) is higher than the Low Medium Power Threshold [INFO](5.7.4.24) and equal to or lower than the Medium High Power Threshold [INFO](5.7.4.29), setting Power Threshold Status(5.7.5.24) to medium; and

otherwise, setting the Power Threshold Status(5.7.5.24) to high.

Reactive Energy Imported

[bookmark: _Ref346038233][bookmark: _Ref346038247]ESME shall be capable of recording cumulative Reactive Energy Imported via the primary and secondary measuring elements of its Electricity Meter in the Reactive Import Register(5.7.5.30).

Reactive Energy Exported

ESME shall be capable of recording cumulative Reactive Energy Exported via the primary measuring element of its Electricity Meter in the Reactive Export Register(5.7.5.29).

[bookmark: _Toc343775335][bookmark: _Ref366079633][bookmark: _Toc366852688][bookmark: _Toc389118058][bookmark: _Toc404159652][bookmark: _Toc456794352][bookmark: _Toc41990141]Interface Requirements

[bookmark: _Toc339438811][bookmark: _Toc339438812][bookmark: _Toc339438813][bookmark: _Toc339438815][bookmark: _Toc339438817][bookmark: _Toc339438818][bookmark: _Toc339438820][bookmark: _Toc366852689][bookmark: _Ref386531851][bookmark: _Toc389118059][bookmark: _Toc404159653][bookmark: _Toc338917574][bookmark: _Toc343775336]HAN Interface information provision

Type 1 Devices and Type 2 Device information provision(5.6.1) in Part A shall not apply to ESME.

ESME shall be capable, immediately upon establishment of a Communications Link with Type 1 Devices (as set out in Section 5.5.2.2) and Type 2 Devices (as set out in Section 5.5.2.3), of providing the Data annotated [INFO] in Sections 5.7.1, 5.7.4, 5.7.5, 5.13.1 and 5.13.2 to Type 1 Devices and Type 2 Devices (with timely updates of any changes to all data).

[bookmark: _Toc366852690][bookmark: _Ref386531857][bookmark: _Toc389118060][bookmark: _Toc404159654]HAN Interface Commands

[bookmark: _Ref435533000]Set Payment Mode

Set Payment Mode(5.6.3.34) in Part A shall not apply to ESME.

A Command to set the payment mode as either Prepayment Mode or Credit Mode and to record the mode of operation in Payment Mode [INFO](5.7.4.31).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34); 

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10); 

the Tariff TOU Block Register Matrix(5.7.5.35);

the Active Import Register [INFO](5.7.5.3); and

the Secondary Active Import Register [INFO](5.13.2.11),

and unless in Credit Mode both before and after execution of the Command:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3). 

Set Tariff

Set Tariff(5.6.3.35) in Part A shall not apply to ESME.

A Command to accept new values for the Tariff TOU Price Matrix [INFO](5.7.4.50), the Secondary Tariff TOU Price Matrix [INFO](5.13.1.1), the Tariff Block Price Matrix [INFO](5.7.4.47), the Tariff Switching Table [INFO](5.13.1.2) and the Tariff Threshold Matrix [INFO](5.7.4.49).

In executing the Command, ESME shall be capable of taking a UTC date and time stamped copy of:

1. the Tariff TOU Register Matrix [INFO](5.7.5.34);

the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10);

the Tariff TOU Block Register Matrix(5.7.5.35);

the Active Import Register [INFO](5.7.5.3); and

the Secondary Active Import Register [INFO](5.13.2.11),

and where in Prepayment mode:

the Meter Balance [INFO](5.7.5.22);

the Emergency Credit Balance [INFO](5.7.5.15);

the Payment Debt Register [INFO](5.7.5.23);

the Time Debt Registers [1 … 2] [INFO](5.7.5.36); and

the Accumulated Debt Register [INFO](5.7.5.1),

in the Billing Data Log(5.13.2.3).

[bookmark: _Toc343775337][bookmark: _Ref366079645][bookmark: _Toc366852691][bookmark: _Toc389118061][bookmark: _Toc404159655][bookmark: _Toc456794353][bookmark: _Toc41990142]Data Requirements

[bookmark: _Toc336450811][bookmark: _Toc336517499][bookmark: _Toc336517645][bookmark: _Toc343775338][bookmark: _Ref364872262][bookmark: _Toc366852692][bookmark: _Toc389118062][bookmark: _Toc404159656]This Section describes the minimum information which ESME shall be capable of holding in its Data Store.

[bookmark: _Ref468173177]Configuration Data

[bookmark: _Ref343765469][bookmark: _Ref463513962]Secondary Tariff TOU Price Matrix [INFO]

A 1 x 4 matrix containing Prices for Time-of-use Pricing Tariffs relating to Supply via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref366854042][bookmark: _Ref366853855]Tariff Switching Table [INFO]

Tariff Switching Table(5.7.4.48) in Part A shall not apply to ESME.

A set of rules for allocating:

1. half-hourly Consumption via the primary measuring element of the Electricity Meter to a Tariff Register in the Tariff TOU Register Matrix [INFO](5.7.5.34) if applying Time-of-use Pricing, and in the Tariff TOU Block Register Matrix(5.7.5.35) if applying Time-of-use with Block Pricing; and

half-hourly Consumption via the secondary measuring element of the Electricity Meter to a Tariff Register in the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10).

The rules stored within the table shall specify which of 16 Day Profiles should be used to allocate Consumption to Tariff Registers for Consumption via each of the primary and secondary measuring elements of the Electricity Meter according to:

where the day is one of 50 Special Days, the Day Profile(s) specified for that measuring element for that day; or

where the day is not a Special Day, the Day Profile(s) specified by the active Season Profile and Week Profile for that measuring element for that day.

The Switching Table shall support four Season Profiles and four Week Profiles.  The Switching Table shall support up to 200 switching rules across all Day Profiles.

All dates and times shall be specified as UTC.

[bookmark: _Toc343775339][bookmark: _Ref364872268][bookmark: _Toc366852693][bookmark: _Toc389118063][bookmark: _Toc404159657]Operational Data

[bookmark: _Ref343767669][bookmark: _Ref391035026]Active Power Import [INFO]

Active Power Import [INFO](5.7.5.4) in Part A shall not apply to ESME.

The sum of:

1. the Primary Active Power Import [INFO](5.13.2.5) on the primary measuring element of the Electricity Meter; and

the Secondary Active Power Import [INFO](5.13.2.8) on the secondary measuring element of the Electricity Meter.

[bookmark: _Ref363656525]Active Tariff Price [INFO]

Active Tariff Price [INFO](5.7.5.5) in Part A shall not apply to ESME.

[bookmark: _Ref346122137]Billing Data Log

Billing Data Log(5.7.5.10) in Part A shall not apply to ESME.

A log capable of storing the following UTC date and time stamped entries:

1. [bookmark: _Ref405377218]twelve entries comprising the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11);

and where in Prepayment mode:

five entries comprising the value of prepayment credits;

ten entries comprising the value of payment-based debt payments; and

[bookmark: _Ref405377228]twelve entries comprising Meter Balance [INFO](5.7.5.22), Emergency Credit Balance [INFO](5.7.5.15), Accumulated Debt Register [INFO](5.7.5.1), Payment Debt Register [INFO](5.7.5.23) and Time Debt Registers [1 … 2] [INFO](5.7.5.36),

each of (i) to (iv) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref346206558]Daily Read Log

Daily Read Log(5.7.5.13) in Part A shall not apply to ESME.

A log capable of storing thirty one UTC date and time stamped entries of the Tariff TOU Register Matrix [INFO](5.7.5.34), the Secondary Tariff TOU Register Matrix [INFO](5.13.2.10), the Tariff TOU Block Register Matrix(5.7.5.35), the Active Import Register [INFO](5.7.5.3), the Secondary Active Import Register [INFO](5.13.2.11) and the Active Export Register [INFO](5.7.5.2) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Ref343766636][bookmark: _Ref391035544]Primary Active Power Import [INFO]

The import of Active Power measured via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343766709]Primary Active Tariff Price [INFO]

The Price currently active for Consumption via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343767588][bookmark: _Ref464820433][bookmark: _Ref486415883]Profile Data Log [INFO]

Profile Data Log [INFO](5.7.5.27) in Part A shall not apply to ESME.

A log capable of storing UTC date and time-stamped half hourly data (the amount of energy Imported or Exported in a half hour period) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.  The log shall be capable of storing a minimum of:

1. 13 months of Active Energy Imported via the primary measuring element of the Electricity Meter;

13 months of Active Energy Imported via the secondary measuring element of the Electricity Meter;

3 months of Active Energy Exported via the primary measuring element of the Electricity Meter;

3 months of Reactive Energy Imported via the primary and secondary measuring elements of the Electricity Meter; and

3 months of Reactive Energy Exported via the primary measuring element of the Electricity Meter.

[bookmark: _Ref343766887]Secondary Active Power Import [INFO]

The import of Active Power measured via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343766818]Secondary Active Tariff Price [INFO]

The Price currently active for Consumption via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343161687]Secondary Tariff TOU Register Matrix [INFO]

A 1 x 4 matrix for storing Tariff Registers for Time-of-use Pricing relating to Supply via the secondary measuring element of the Electricity Meter.

[bookmark: _Ref343767129][bookmark: _Ref391035694]Secondary Active Import Register [INFO]

The register recording the cumulative Active Energy Imported via the secondary measuring element of the Electricity Meter.

[bookmark: _Toc339438823][bookmark: _Toc339438824][bookmark: _Toc343775340][bookmark: _Toc366852694][bookmark: _Toc389118064][bookmark: _Toc404159658][bookmark: _Toc456794354][bookmark: _Toc41990143][bookmark: OLE_LINK67][bookmark: OLE_LINK68]Part C - Polyphase Electricity Metering Equipment

[bookmark: _Toc343775341][bookmark: _Toc366852695][bookmark: _Toc389118065][bookmark: _Toc404159659][bookmark: _Toc456794355][bookmark: _Toc41990144]Overview

In this Part C ESME shall mean Polyphase Electricity Metering Equipment.

ESME shall meet the requirements of Part A save as set out in the remainder of this Part C.  Requirements in a Part A Section that are disapplied by this Part C are identified in the Part C Section of the same name.  Additional or amended requirements applied by this Part C are a continuation of the Part A Section of the same name and hence must also be met by ESME. 

[bookmark: _Toc366852696][bookmark: _Toc389118066][bookmark: _Toc404159660][bookmark: _Toc456794356][bookmark: _Toc41990145]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559353][bookmark: _Toc389067512][bookmark: _Toc389118067][bookmark: _Toc366852697][bookmark: _Toc389118068][bookmark: _Toc404159661]Conformance with the SMETS

ESME shall have been tested to ensure that it meets the requirements described in this Section 5 Part C, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc366852698][bookmark: _Toc389118069][bookmark: _Toc404159662]Conformance with the Great Britain Companion Specification 

ESME shall meet the requirements described in the Great Britain Companion Specification.

ESME shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required described in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 31 August 2017.

[bookmark: _Toc366852699][bookmark: _Toc389118070][bookmark: _Toc404159663][bookmark: _Ref435533030]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

ESME shall meet the requirements described in the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

ESME shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Electricity Smart Metering Equipment.

[bookmark: _Toc339438827][bookmark: _Toc339438830][bookmark: _Toc343775342][bookmark: _Toc366852700][bookmark: _Toc389118071][bookmark: _Toc404159664][bookmark: _Toc456794357][bookmark: _Toc41990146]Physical Requirements

Physical Requirements(5.4) in Part A shall not apply to ESME.

ESME shall as a minimum include the following components:

1. a Clock;

a Data Store;

an Electricity Meter containing three measuring elements;

a HAN Interface;

a Load Switch;

a Random Number Generator;

a User Interface; and

where installed with a Communications Hub provided by the Data and Communications Company, a Communications Hub Physical Interface (this may comprise a Communications Hub Physical Interface forming part of GSME where present at the time of installation in the Premises).

The Communications Hub Physical Interface shall as a minimum include a physical interface that meets the requirements defined by the Data and Communications Company at the time of installation (pursuant to section H12 of the Smart Energy Code) and includes provision for a DC power supply to the Communications Hub.

ESME shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in Sections 5.17, 5.18 and 5.19 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 7 watts of electricity under normal operating conditions.

ESME shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

ESME shall:

permanently display the ESME Identifier(5.7.1.1) on the ESME; and

have a Secure Perimeter.

The HAN Interface of ESME shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band; and

supports the Communications Links described in Sections 5.6.1, 5.6.3, 5.6.4 and 5.18.1.

On joining a ZigBee SEP Smart Metering Home Area Network ESME shall be capable of generating and sending an Alert to that effect via its HAN Interface.

ESME shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Consumption data used for billing;

Security Credentials;

Random Number Generator;

Cryptographic Algorithms;

the Electricity Meter; and

Firmware and data essential for ensuring its integrity,

stored or executing on ESME.

ESME shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(5.7.5.31);

generating and sending an Alert to that effect via its HAN Interface; and

where the Supply Tamper State(5.7.4.44) is configured to require Locking, sending an Alert that the Supply is being disabled for this reason via its HAN Interface, and establishing a Locked state whereby the Supply is Disabled and can only be Enabled or Armed in response to a Command to Arm the Supply (as described in Section 5.6.3.7) or Enable the Supply (as described in Section 5.6.3.12).

[bookmark: _Toc343775343][bookmark: _Ref366079755][bookmark: _Toc366852701][bookmark: _Toc389118072][bookmark: _Toc404159665][bookmark: _Toc456794358][bookmark: _Toc41990147]Functional Requirements

[bookmark: OLE_LINK49][bookmark: OLE_LINK50]ESME shall be capable of calculating Active Power Import, Consumption, Reactive Energy Import, Active Energy Export and Reactive Energy Export values as follows:

1. [bookmark: _Ref345061187]Active Power Import shall be the sum of the Active Power Import on the importing measuring element(s) of its Electricity Meter less the sum of the Active Power Export on the exporting measuring element(s) of its Electricity Meter;

Consumption shall be the sum of the cumulative Active Energy Imported on the importing measuring element(s) of its Electricity Meter less the sum of the cumulative Active Energy Exported on the exporting measuring element(s) of its Electricity Meter;

Reactive Energy Import shall be the sum of the cumulative Reactive Energy Import on the importing measuring element(s) of its Electricity Meter less the sum of the cumulative Reactive Energy Export on the exporting measuring element(s) of its Electricity Meter;

[bookmark: OLE_LINK51][bookmark: OLE_LINK52]Active Energy Export shall be the sum of the cumulative Active Energy Export on the exporting measuring element(s) of its Electricity Meter less the sum of the cumulative Active Energy Import on the importing measuring element(s) of its Electricity Meter; and

[bookmark: _Ref345061199]Reactive Energy Export shall be the sum of the cumulative Reactive Energy Export on the exporting measuring element(s) of its Electricity Meter less the sum of the cumulative Reactive Energy Import on the importing measuring element(s) of its Electricity Meter.

If the result of any of the calculations (i) to (v) is negative then it shall be deemed to be zero.

[bookmark: _Toc343775344][bookmark: _Toc366852702][bookmark: _Toc389118073][bookmark: _Toc404159666]Phase Measurements

ESME shall be capable of measuring:

1. three phase four wire unbalanced supplies operating at a nominal voltage of 230VAC phase-to-neutral (400VAC phase-to-phase);

two phases of a three phase four wire system;

two phases of a three wire system 230-0-230VAC phase-to-neutral-to-phase (460VAC phase-to-phase); and

the sum of two distinct one phase two wire 230VAC services with a common neutral.

[bookmark: _Toc343775345][bookmark: _Toc366852703][bookmark: _Toc389118074][bookmark: _Toc404159667]Voltage Quality Measurements

Voltage Quality Measurements(5.5.12) in Part A shall not apply to ESME.

[bookmark: _Ref343768791]Average RMS voltage phase [n]

ESME shall be capable of calculating the average value of RMS voltage for phase [n] over a configurable period as defined in the Phase [n] Average RMS Voltage Measurement Period(5.19.1.3) and:

1. recording the values calculated (including the UTC date and time at the end of the period to which the values relate) in the Phase [n] Average RMS Voltage Profile Data Log(5.19.2.3);

detecting when the value calculated for phase [n] is above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) and on detection:

1. counting the number of such occurrences in the Phase [n] Average RMS Over Voltage Counter(5.19.2.1);

where the value calculated in the prior configurable period was below the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1):

generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is below the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) and where the value calculated in the prior configurable period was above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1):

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) and on detection:

1. counting the number of such occurrences in the Phase [n] Average RMS Under Voltage Counter(5.19.2.2);

where the value calculated for phase [n] in the prior configurable period was above the Phase [n] Average RMS Under Voltage Counter(5.19.2.2):

generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the value calculated for phase [n] is above the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) and where the value calculated in the prior configurable period was below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2):

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS extreme over voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] rises above the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns below the RMS Extreme Over Voltage Threshold(5.7.4.35) for a continuous period longer than the RMS Extreme Over Voltage Measurement Period(5.7.4.34) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS extreme under voltage detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] falls below the RMS Extreme Under Voltage Threshold(5.7.4.37) for longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns above the RMS Extreme Under Voltage Threshold(5.7.4.37) for longer than the RMS Extreme Under Voltage Measurement Period(5.7.4.36) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS voltage sag detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] falls below the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns above the RMS Voltage Sag Threshold(5.7.4.40) for a continuous period longer than the RMS Voltage Sag Measurement Period(5.7.4.38) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

RMS voltage swell detection

ESME shall be capable of:

1. detecting when the RMS voltage for phase [n] rises above the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

detecting when the RMS voltage for phase [n] returns below the RMS Voltage Swell Threshold(5.7.4.41) for a continuous period longer than the RMS Voltage Swell Measurement Period(5.7.4.39) and on detection:

1. generating an entry to that effect (including identification of the relevant phase) in the Power Event Log(5.7.5.25); and

generating and sending an Alert to that effect (including identification of the relevant phase) via its HAN Interface.

Supply outage reporting phase [n]

ESME shall be capable of recording the UTC date and time at which the Supply via phase [n] is interrupted and:

1. generating entries to that effect in the Power Event Log(5.7.5.25); and

where Supply via phase [n] has not been restored 3 minutes after interruption, and ESME still has a power Supply, generating and sending an Alert to that effect via its HAN Interface.

ESME shall be capable of recording the UTC date and time at which the Supply via phase [n] is restored and:

generating entries to that effect in the Power Event Log(5.7.5.25);

following restoration of the Supply via phase [n], generating and sending an Alert to that effect via its HAN Interface containing details of the UTC dates and times of interruption and restoration; and

following restoration of the Supply via phase [n], when the time difference between the Supply being interrupted and restored is greater than or equal to three minutes, generating and sending an Alert to that effect via its HAN Interface containing details of the UTC date and time of interruption and restoration.

5.17.3 Presentation of information on the User Interface

Presentation of information on the User Interface (5.5.4.1) in Part A shall not apply to ESME.

For each of the values currently stored in the Active Import Register [INFO](5.7.5.3), the Active Export Register [INFO](5.7.5.2), the Tariff ToU Register Matrix [INFO](5.7.5.34), and the Tariff ToU Block Register Matrix(5.7.5.35), ESME shall be capable of displaying a value calculated from the stored value by:

1. converting the stored value in to a decimal, integer number of kilowatt hours, rounding the stored value down to the nearest kilowatt hour;

1. discarding all except the six least significant decimal digits so produced; and

1. adding leading zeros (if necessary) so that there are exactly six decimal digits.

[bookmark: _Ref366079769][bookmark: _Toc366852704][bookmark: _Toc389118075][bookmark: _Toc404159668][bookmark: _Toc456794359][bookmark: _Toc41990148][bookmark: _Toc343775346]Interface Requirements

[bookmark: _Toc366852705][bookmark: _Ref386532056][bookmark: _Toc389118076][bookmark: _Toc404159669]HAN Interface Commands

Reset Phase [n] Average RMS Over Voltage Counter

A Command to reset the Phase [n] Average RMS Over Voltage Counter(5.19.2.1) to zero.

Reset Phase [n] Average RMS Under Voltage Counter

A Command to reset the Phase [n] Average RMS Under Voltage Counter(5.19.2.2) to zero.

[bookmark: _Toc366852706][bookmark: _Toc389118077][bookmark: _Toc404159670][bookmark: _Toc456794360][bookmark: _Ref15458279][bookmark: _Toc41990149]Data Requirements

[bookmark: _Toc343775347][bookmark: _Toc366852707][bookmark: _Toc389118078][bookmark: _Toc404159671]This Section describes the minimum information which ESME shall be capable of holding in its Data Store.

Configuration Data

[bookmark: _Ref343768888]Phase [n] Average RMS Over Voltage Threshold

The average RMS voltage for phase [n] above which an over voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref343768361]Phase [n] Average RMS Under Voltage Threshold

The average RMS voltage for phase [n] below which an under voltage condition is reported. The threshold shall be configurable within the specified operating range of ESME.

[bookmark: _Ref343768246]Phase [n] Average RMS Voltage Measurement Period

The length of time in seconds over which the RMS voltage is averaged for phase [n].

[bookmark: _Toc343775348][bookmark: _Toc366852708][bookmark: _Toc389118079][bookmark: _Toc404159672]Operational Data

[bookmark: _Ref343769014]Phase [n] Average RMS Over Voltage Counter

The number of times the average RMS voltage for phase [n], as calculated in Section 5.17.2.1, has been above the Phase [n] Average RMS Over Voltage Threshold(5.19.1.1) since this counter was last reset.

[bookmark: _Ref343770263]Phase [n] Average RMS Under Voltage Counter

The number of times the average RMS voltage for phase [n], as calculated in accordance with Section 5.17.2.1, has been below the Phase [n] Average RMS Under Voltage Threshold(5.19.1.2) since this counter was last reset.

[bookmark: _Ref343769957]Phase [n] Average RMS Voltage Profile Data Log

A log capable of storing 4320 entries (including the UTC date and time at the end of the period to which the values relate) comprising the averaged RMS voltage for phase [n] for each Phase [n] Average RMS Voltage Measurement Period(5.19.1.3) arranged as a circular buffer such that when full, further writes shall cause the oldest entry to be overwritten.

[bookmark: _Toc339438836][bookmark: _Toc339438847][bookmark: _Toc339438852][bookmark: _Toc339438855][bookmark: _Toc339438859][bookmark: _Ref338770318][bookmark: _Toc343775349][bookmark: _Toc366852709][bookmark: _Toc389118080][bookmark: _Toc404159673][bookmark: _Toc456794361][bookmark: _Toc41990150]Part D - Auxiliary Load Control Switch

[bookmark: _Toc343775350][bookmark: _Toc366852710][bookmark: _Toc389118081][bookmark: _Toc404159674][bookmark: _Toc456794362][bookmark: _Toc41990151]Overview

This Part D describes the minimum additional functional, interface and data requirements of ESME where one or more Auxiliary Load Control Switches (ALCS) are installed within ESME.  Additional requirements applied by this Part D are a continuation of the Part A Section of the same name (where relevant as modified by Part B or Part C) and hence must also be met by ESME within which one or more Auxiliary Load Control Switches are installed.

[bookmark: _Toc339438865][bookmark: _Toc343775351][bookmark: _Toc366852711][bookmark: _Toc389118082][bookmark: _Toc404159675][bookmark: _Toc456794363][bookmark: _Toc41990152]Functional Requirements

[bookmark: _Ref343770612][bookmark: _Toc343775352][bookmark: _Toc366852712][bookmark: _Toc389118083][bookmark: _Toc404159676]Switching Auxiliary Loads

[bookmark: OLE_LINK43][bookmark: OLE_LINK44]ESME shall be capable of monitoring the Auxiliary Controller Calendar [INFO](5.7.4.2) and opening or closing Auxiliary Load Control Switch [n] at times defined in the calendar, where the corresponding rule relates to ALCS [n] and where the time is not within an active ALCS [n] Setting Period.

ESME shall only be capable of closing ALCS [n] if the Supply is Enabled.  If the Supply is Disabled, then on Enablement ESME shall, if there is no active ALCS [n] Setting Period, be capable of causing the ALCS [n] to open, close or maintain its state as defined in the Auxiliary Controller Calendar [INFO](5.7.4.2), or, if there is no state defined in the calendar, to open.

When switching Auxiliary Loads as set out in this Section 5.21.1, ESME shall be capable of:

1. applying the Randomised Offset(5.7.5.28); and

setting the Auxiliary Controller [n] State(5.7.5.37) to reflect the state of the controller.

[bookmark: _Toc343775353][bookmark: _Toc366852713][bookmark: _Toc389118084][bookmark: _Toc404159677][bookmark: _Toc456794364][bookmark: _Toc41990153]Interface Requirements

[bookmark: _Toc343775354][bookmark: _Toc366852714][bookmark: _Toc389118085][bookmark: _Toc404159678]User Interface Commands

[bookmark: _Ref15393213]Test ALCS [n]

A Command to cause ESME to:

1. end any active Boost Period, where ALCS [n] is controlled by any installed Boost Function.

1. end any active ALCS [n] Setting Period; and

1. change the state of ALCS [n] for 5 minutes and then to revert to normal operation in accordance with the Auxiliary Controller Calendar [INFO](5.7.4.2) or to open, where there is no state defined in the calendar.

In executing the Command ESME shall be capable of recording the Command and Outcome to the Event Log(5.7.5.16).

In executing the Command and on reverting to normal operation, ESME shall set the Auxiliary Controller [n] State(5.7.5.37) to reflect the state of the switch.

[bookmark: _Toc343775355][bookmark: _Toc366852715][bookmark: _Toc389118086][bookmark: _Toc404159679]HAN Interface Commands

[bookmark: _Ref339376887]Not used

Not used

Not used

[bookmark: _Ref15393241]Set ALCS [n] State

A Command to cause ESME to set ALCS [n] to a specified state for a specified period.

The Command shall include a start date-time and an end date-time, defining the ‘ALCS [n] Setting Period’ over which this setting is to apply, and the state which is to be set.

ESME shall reject the Command where the specified ALCS [n] Setting Period has a duration of more than 24 hours.

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Controller Event Log(5.7.5.6); and

updating the corresponding Auxiliary Controller [n] State(5.7.5.37) to indicate ALCS [n]’s resulting state.

Where the Command is successful, ESME shall:

immediately, if ESME’s current time is within the ALCS [n] Setting Period; or

if the ALCS [n] Setting Period is in the future according to ESME’s current time, at the start date-time of the ALCS [n] Setting Period.

set that ALCS [n] to the state specified in the Command.

When the end date-time of the ALCS [n] Setting Period is reached, or immediately where that date-time is in the past, ESME shall be capable of ensuring the state of the ALCS [n] is set to the state defined in the Auxiliary Controller Calendar [INFO](5.7.4.2) for that date and time, or to open, if no state is defined in the calendar. ESME shall set Auxiliary Controller [n] State(5.7.5.37) accordingly.

[bookmark: _Toc41990154][bookmark: _Ref339382325]Not used

Not used

Not used

[bookmark: _Toc339438869][bookmark: _Toc339438870][bookmark: _Toc339438871][bookmark: _Toc339438875][bookmark: _Toc339438880][bookmark: _Toc339438881][bookmark: _Toc339438886][bookmark: _Toc339438888][bookmark: _Toc343775359][bookmark: _Toc366852719][bookmark: _Toc389118090][bookmark: _Toc404159683][bookmark: _Toc456794366][bookmark: _Toc41990155]Part E - Boost Function

[bookmark: _Toc343775360][bookmark: _Toc366852720][bookmark: _Toc389118091][bookmark: _Toc404159684][bookmark: _Toc456794367][bookmark: _Toc41990156]Overview

This Part E describes the minimum additional functional and data requirements of ESME where a Boost Function is installed within ESME.  Additional requirements applied by this Part E are a continuation of the Part A Section of the same name (where relevant as modified by Part B or Part C and / or Part D and / or Part F) and hence must also be met by ESME within which a Boost Function is installed.

[bookmark: _Toc343775361][bookmark: _Toc366852721][bookmark: _Toc389118092][bookmark: _Toc404159685][bookmark: _Toc456794368][bookmark: _Toc41990157]Functional Requirements

[bookmark: _Toc343775362][bookmark: _Ref346723488][bookmark: _Toc366852722][bookmark: _Toc389118093][bookmark: _Toc404159686][bookmark: _Ref15393348]User Interface Commands

In executing the Commands in this Section 5.25.1 ESME shall be capable of recording UTC date and time at the beginning and end of any Boost Period in the Boost Function Event Log(5.26.3.1) and setting Auxiliary Controller [n] State(5.7.5.37) to reflect any changes to the state of Auxiliary Controllers.

[bookmark: _Ref15393374]Activate Boost Period

A Command to:

1. cause the ALCS specified in Boost Function Control [n](5.26.2.1) to close; and

1. cause the APC specified in Boost Function Control [n](5.26.2.1) to be set to their maximum output level

for a quarter, half, three quarters, one, two, three, four, five, six, seven or eight hours and, at the end of that period, for each Auxiliary Controller affected, to have its output state set to that specified in the Auxiliary Controller Calendar [INFO](5.7.4.2); or, where there is no corresponding calendar setting:

to open each such ALCS; and

to leave each such APC at its maximum output level.

ESME shall only be capable of executing this Command if no Boost Period is currently active.

Where there are any APC specified in Boost Function Control [n](5.26.2.1), ESME shall only be capable of executing this Command if there is no APC [n] Limit Period active for any such APC.

[bookmark: _Ref15393395]Cancel Boost Period

A Command to cause the ALCS and APC specified in Boost Function Control [n](5.26.2.1) to revert to normal operation in accordance with the Auxiliary Controller Calendar [INFO](5.7.4.2) or, where there is no corresponding calendar setting:

1. to open each such ALCS; and

1. to leave each such APC at its maximum level.

ESME shall only be capable of executing this Command if a Boost Period is active.

[bookmark: OLE_LINK93][bookmark: OLE_LINK105]In executing the Command, ESME shall be capable of generating an entry in the Boost Function Event Log(5.26.3.1) to the effect that the active Boost Period has been cancelled.

[bookmark: _Ref15393422]Extend Boost Period

A Command to cause the ALCS specified in Boost Function Control [n](5.26.2.1) to remain closed, and the APC specified in Boost Function Control [n](5.26.2.1) to be set to their maximum output level, for an additional quarter, half, three quarters, one, two, three, four, five, six or seven hours, and then for each Auxiliary Controller affected, to have its output state set to that specified in the Auxiliary Controller Calendar [INFO](5.7.4.2), or, where there is no corresponding calendar setting:

1. to open each such ALCS; and

1. to leave each such APC at its maximum output level.

ESME shall only be capable of executing this Command if a Boost Period is active, and where there are any APC specified in Boost Function Control [n](5.26.2.1), if there is no APC [n] Limit Period in force for any of those APC.  In executing the Command ESME shall be capable of limiting any active Boost Period to a maximum of 8 hours.

[bookmark: _Toc343775363][bookmark: _Toc366852723][bookmark: _Toc389118094][bookmark: _Toc404159687][bookmark: _Toc456794369][bookmark: _Toc41990158]Data Requirements

[bookmark: _Toc343775364][bookmark: _Toc366852724][bookmark: _Toc389118095][bookmark: _Toc404159688]Constant Data

[bookmark: _Ref15393453]Boost Function Availability

A data item to identify if ESME has a configured Boost Function.

[bookmark: _Toc343775365][bookmark: _Toc366852725][bookmark: _Toc389118096][bookmark: _Toc404159689]Configuration Data

[bookmark: _Ref343770792]Boost Function Control [n]

A data item to identify whether ALCS [n] or APC [n] is to be controlled by the Boost Function.

[bookmark: _Toc336450828][bookmark: _Toc336517516][bookmark: _Toc336517662][bookmark: _Toc386559383][bookmark: _Toc389067542][bookmark: _Toc389118097][bookmark: _Toc389118098][bookmark: _Toc404159690]Operational Data

[bookmark: _Ref391474141]Boost Function Event Log

A single log capable of storing entries for the most recent 25 Boost Periods including the UTC date and time of the beginning and end of the Boost Period.


[bookmark: _Toc41990159]Part F – Auxiliary Proportional Controller

[bookmark: _Toc41990160]Overview

This Part F describes the minimum additional functional and interface requirements of ESME where Auxiliary Proportional Controllers (APC) are installed within ESME.  Additional requirements applied by this Part F are a continuation of the Part A Section of the same name (where relevant as modified by Part B or Part C and Parts D and E) and hence must also be met by ESME within which one or more Auxiliary Proportional Controllers are installed.

[bookmark: _Toc41990161]Functional Requirements

[bookmark: _Ref15384087]Setting Auxiliary Proportional Controllers

ESME shall be capable of monitoring the Auxiliary Controller Calendar [INFO](5.7.4.2) and setting the input and output state of APC [n] at times and to levels defined in the calendar except for:

1. times in the calendar which are within an active APC [n] Limit Period.  At such times, ESME shall, depending on whether the APC [n] Limit Period is for an input or output limit, set the input or output level to the lesser of that input or output level specified in the calendar and that specified in the corresponding Limit APC [n] Level(5.29.1.1) Command; or 

times in the calendar which are within an active APC [n] Setting Period.  At such times, ESME shall not make any calendar based change to the state of the APC [n].

When setting the output level of APC as set out in this Section 5.28.1, and on Enablement of Supply, ESME shall be capable of:

applying the Randomised Offset(5.7.5.28); and

setting the Auxiliary Controller [n] State(5.7.5.37) to reflect the commanded state of APC [n].

[bookmark: _Toc41990162]Interface Requirements

HAN Interface Commands

[bookmark: _Ref15384026]Limit APC [n] Level

A Command to cause ESME to limit APC [n]’s maximum input or output level. The Command shall include a start date-time and an end date-time, defining the ‘APC [n] Limit Period’, and a maximum input or output level, which APC [n] shall not exceed at any time in the specified period, if the Command executes successfully.  Where the Command specifies an input level, all resulting actions shall be in relation to input levels.  Where the Command specifies an output level, all resulting actions shall be in relation to output levels.

ESME shall reject the Command where the specified APC [n] Limit Period has a duration of more than 24 hours.

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Controller Event Log(5.7.5.6); 

where relevant, updating the corresponding Auxiliary Controller [n] State(5.7.5.37) to indicate the resulting input or output level, immediately the Command has been executed; and

sending an Alert to that effect via its HAN Interface containing the current UTC date and time, the resulting input or output level and the start and end time of the APC [n] Limit Period.

Where the Command is successful, ESME shall:

immediately, if ESME’s current time is within the APC [n] Limit Period; or

if the APC [n] Limit Period is in the future according to ESME’s current time, at the start date-time of the APC [n] Limit Period; and

at any time in the Auxiliary Controller Calendar [INFO](5.7.4.2) that is both within the APC [n] Limit Period and relates to the specified APC [n],

pause the timer for any active Boost Period, if the Command relates to output level and APC [n] is specified in Boost Function Control [n](5.26.2.1), end any active APC [n] Setting Period and ensure that APC [n] is set to a maximum input or output level.  If there is an active Boost Period and the Command relates to output level and APC [n] is specified in Boost Function Control [n](5.26.2.1), then that maximum level shall be set to the level specified in the Command. Otherwise, that maximum level shall be the lesser of:

the input or output level specified in the Command, or

the input or output level defined in the Auxiliary Controller Calendar [INFO](5.7.4.2) for that date and time.

Should that result in a change to the maximum input or output level of APC [n], ESME shall be capable of recording that change in the Auxiliary Controller Event Log(5.7.5.6).

When the end date-time of the APC [n] Limit Period is reached, or immediately where that date-time is in the past, ESME shall:

if it has paused the timer for any active Boost Period as a result of processing the Command, resume the timer and set the output level for APC [n] to its maximum;

if ESME’s current date-time is not within an active APC [n] Setting Period, be capable of:

a. ensuring the input or output level of the APC [n] is the level defined in the Auxiliary Controller Calendar [INFO](5.7.4.2) for that date and time, or the maximum possible corresponding level, if no corresponding level is defined in the calendar; and

b. sending an Alert to that effect via its HAN Interface containing the current UTC date and time and the resulting input or output level;

if ESME’s current date-time is within an active APC [n] Setting Period, take no further action.

[bookmark: _Ref15392480]Set APC [n] Level

A Command to cause ESME to either (1) set APC [n]’s output level, where there is no Boost Period active, and no APC [n] Limit Period, which relates to the output level, active, for APC [n]; or (2) set APC [n]’s input level, where there is no APC [n] Limit Period, which relates to the input level, active, for APC [n].  Where the Command specifies an input level, all resulting actions shall be in relation to input levels.  Where the Command specifies an output level, all resulting actions shall be in relation to output levels.

The Command shall include a start date-time and an end date-time, defining the ‘APC [n] Setting Period’ over which this setting is to apply, and the input or output level which is to be set.

ESME shall reject the Command where the specified APC [n] Limit Period has a duration of more than 24 hours.

In executing the Command, ESME shall be capable of:

1. recording the Command and Outcome to the Auxiliary Controller Event Log(5.7.5.6); and

updating the corresponding Auxiliary Controller [n] State(5.7.5.37) to indicate the resulting maximum input or output level.

Where a Boost Period or an APC [n] Limit Period is active for APC [n], ESME shall not change its output level in executing this Command and the Command shall not be successful.

Where the Command is successful, ESME shall immediately, if ESME’s current time is within the APC [n] Setting Period, or at the start date-time of the APC [n] Setting Period, if the APC [n] Setting Period is in the future according to ESME’s current time, set that APC [n] to the maximum input or output level specified in the Command.

When the end date-time of the APC [n] Setting Period is reached, or immediately where that date-time is in the past, ESME shall be capable of ensuring the input or output level of APC [n] is set to the maximum corresponding level defined in the Auxiliary Controller Calendar [INFO](5.7.4.2) for that date and time, or the maximum possible corresponding level, if no corresponding level is defined in the calendar.

[bookmark: _Toc320027831][bookmark: _Toc343775367][bookmark: _Toc366852726][bookmark: _Toc389118099][bookmark: _Toc404159691][bookmark: _Ref405369133][bookmark: _Ref405378823][bookmark: _Toc456794370][bookmark: _Toc41990163]In Home Display Technical Specifications Version 4.2

[bookmark: _Toc320001807][bookmark: _Toc341816687][bookmark: _Toc343775368][bookmark: _Toc366852727][bookmark: _Toc389118100][bookmark: _Toc404159692][bookmark: _Toc456794371][bookmark: _Toc41990164]OverviewIntroduction - Section not used

[bookmark: _Toc312157607]Section 6 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of an In-home Display maintained to comply with the smart metering licence conditions (standard condition 34 of gas supply licences and / or standard condition 40 of electricity supply licences).

[bookmark: _Toc320001809][bookmark: _Toc320001810][bookmark: _Toc320001811][bookmark: _Toc320001812][bookmark: _Toc320001813][bookmark: _Toc320001814][bookmark: _Toc320001815][bookmark: _Toc320001816][bookmark: _Toc320001817][bookmark: _Toc320001818][bookmark: _Toc320001819][bookmark: _Toc320001820][bookmark: _Toc320001821][bookmark: _Toc320001822][bookmark: _Toc320001823][bookmark: _Toc320001824][bookmark: _Toc320001825][bookmark: _Toc320001826][bookmark: _Toc320001827][bookmark: _Toc320001828][bookmark: _Toc320001829][bookmark: _Toc320001830][bookmark: _Toc320001831][bookmark: _Toc320001832][bookmark: _Toc320001833][bookmark: _Toc320001834][bookmark: _Toc320001835][bookmark: _Toc320001836][bookmark: _Toc320001837][bookmark: _Toc320001838][bookmark: _Toc320001839][bookmark: _Toc320001840][bookmark: _Toc320001841][bookmark: _Toc320001842][bookmark: _Toc320001843][bookmark: _Toc320001844][bookmark: _Toc320001845][bookmark: _Toc320001846][bookmark: _Toc320001847][bookmark: _Toc320001848][bookmark: _Toc320001849][bookmark: _Toc320001850][bookmark: _Toc320001851][bookmark: _Toc320001852][bookmark: _Toc320001853][bookmark: _Toc320001854][bookmark: _Toc320001855][bookmark: _Toc320001856][bookmark: _Toc320001857][bookmark: _Toc320001858][bookmark: _Toc320001859][bookmark: _Toc320001860][bookmark: _Toc320001861][bookmark: _Toc320001862][bookmark: _Random_Number_Generator][bookmark: _Toc320001863][bookmark: _Toc320001864][bookmark: _Toc320001865][bookmark: _Toc320001866][bookmark: _Toc320001867][bookmark: _Toc320001868][bookmark: _Toc320001869][bookmark: _Toc320001870][bookmark: _Security_Credential][bookmark: _Toc320001871][bookmark: _Toc320001872][bookmark: _Toc320001873][bookmark: _Toc320001874][bookmark: _Toc320001875][bookmark: _Toc320001876][bookmark: _Toc320001877][bookmark: _Toc320001878][bookmark: _Sensitive_Event][bookmark: _Toc320001879][bookmark: _Toc320001880][bookmark: _Toc320001881][bookmark: _Toc320001882][bookmark: _Toc320001883][bookmark: _Toc320001884][bookmark: _Toc320001885][bookmark: _Toc320001886][bookmark: _Toc320001887][bookmark: _Toc320001888][bookmark: _Toc320001889][bookmark: _Toc320001890][bookmark: _Toc320001891][bookmark: _Toc320001892][bookmark: _Toc320001893][bookmark: _Toc320001894][bookmark: _Toc320001895][bookmark: _Toc320001896][bookmark: _Toc320001897][bookmark: _Toc320001898][bookmark: _Toc366852728][bookmark: _Toc389118101][bookmark: _Toc404159693][bookmark: _Toc456794372][bookmark: _Toc41990165][bookmark: _Toc320001899][bookmark: _Toc341816688][bookmark: _Toc343775369]SMETS Testing and Certification Requirements 

[bookmark: _Toc386559388][bookmark: _Toc391462971][bookmark: _Toc391464738][bookmark: _Toc389067547][bookmark: _Toc389118102][bookmark: _Toc366852729][bookmark: _Toc389118103][bookmark: _Toc404159694]Conformance with the SMETS

The IHD shall have been tested to ensure that it meets the requirements described in this Section 6, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc404159695]ZigBee Alliance Certification 

The IHD shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc366852731][bookmark: _Toc389118105][bookmark: _Toc404159696][bookmark: _Toc456794373][bookmark: _Toc41990166]Physical requirements

The IHD shall as a minimum include the following components: 

1. a Data Store;

a HAN Interface;

a User Interface; and

1. when capable of operating within Sub GHz Bands, a Timer.

The IHD shall be mains powered and shall be capable of performing the minimum functional, interface and data requirements set out in Sections 6.4, 6.5 and 6.6 respectively operating at a nominal voltage of 230VAC without consuming more than an average of 0.6 watts of electricity under normal operating conditions.

The IHD shall:

1. permanently display the IHD Identifier(6.6.1.1) on the IHD;

The HAN Interface of the IHD shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Section 6.5.

The IHD shall be designed to enable the information displayed on it to be easily accessed and presented in a form that is clear and easy to understand including by Consumers with impaired:

sight;

memory and learning ability;

perception and attention; or

dexterity.

When operating within Sub GHz Bands, the IHD shall:

1. be capable of supporting Frequency Agility;

not exceed a transmit power of 25 mW; and

not exceed a duty cycle of 0.35%.

[bookmark: _Toc320001900][bookmark: _Toc341816689][bookmark: _Toc343775370][bookmark: _Ref366079863][bookmark: _Toc366852732][bookmark: _Toc389118106][bookmark: _Toc404159697][bookmark: _Toc456794374][bookmark: _Toc41990167]Functional requirements

This Section describes the minimum functions that the IHD shall be capable of performing. 

[bookmark: _Toc341816690][bookmark: _Toc343775371][bookmark: _Toc366852733][bookmark: _Toc389118107][bookmark: _Toc404159698]Communications

The IHD shall be capable of establishing Communications Links via its HAN Interface. 

The IHD shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 6.4.5.2.

[bookmark: _Ref320214344]Communications Links with ESME and the Gas Proxy Function via the HAN Interface

The IHD shall be capable of establishing and maintaining Communications Links via its HAN Interface with one ESME and one Gas Proxy Function.

In establishing the Communications Link, the IHD shall be capable of using its Security Credentials to enable it to be Authenticated.

The IHD shall be capable of supporting the following types of Communications Links:

1. receiving Pricing and Consumption information from ESME; and

receiving Pricing and Consumption information from a Gas Proxy Function.

The IHD shall be capable of detecting a failure of a Communications Link and on detection of a failure, shall be capable of clearing or suitably annotating the information displayed on its User Interface (set out in Sections 6.4.2, 6.4.3 and 6.4.4) to indicate that the information may be out of date.

[bookmark: _Toc320001902][bookmark: _Toc320001903][bookmark: _Toc320001904][bookmark: _Toc320001905][bookmark: _Toc320001906][bookmark: _Toc320001907][bookmark: _Toc320001908][bookmark: _Ref337632736][bookmark: _Toc341816691][bookmark: _Toc343775372][bookmark: _Toc366852734][bookmark: _Toc389118108][bookmark: _Toc404159699][bookmark: _Ref319592728][bookmark: _Toc320001911][bookmark: _Ref319592667][bookmark: _Toc320001910]General Information

The IHD shall be capable immediately upon establishment of a Communications Link with ESME and a Gas Proxy Function (as set out in Section 6.4.1.1), of providing the following information on its User Interface and providing updates of any changes to the information every 10 seconds thereafter.

Connection Link Quality

The signal strength of its HAN Interface.

Local Time

Time as UTC with adjustment for British Summer Time.

[bookmark: _Ref337632613][bookmark: _Toc341816692][bookmark: _Toc343775373][bookmark: _Toc366852735][bookmark: _Toc389118109][bookmark: _Toc404159700]Information pertaining to the Supply of gas to the Premises

The IHD shall be capable immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 6.4.1.1), of providing the following information[footnoteRef:5] on its User Interface and providing timely updates of any changes to the information thereafter. [5:  Information that shall be capable of being provided in numerical form is annotated [NUM]. Information that shall be capable of being provided in Ambient form is annotated [AMB]. Where information is not annotated the information may be provided in any visual format. ] 


The IHD shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

[bookmark: _Ref463514206]Active Tariff Price [NUM]

The active Tariff Price for Energy Consumption in Currency Units per kWh.

[bookmark: _Cumulative_Consumption_Information_1][bookmark: _Gas_Aggregate_Debt][bookmark: _Aggregate_Debt_Recovery][bookmark: _Cumulative_Consumption][bookmark: _Gas_Cumulative_Consumption]Cumulative Consumption [NUM]

1. Current Day cumulative Energy Consumption;

Current Day cost to the Consumer of cumulative Energy Consumption in Currency Units;

Current Week cumulative Energy Consumption;

Current Week cost to the Consumer of cumulative Energy Consumption in Currency Units;

Current month cumulative Energy Consumption; and

[bookmark: _Cumulative_consumption_information:][bookmark: _Cumulative_Consumption_Information][bookmark: _Gas_Emergency_Credit][bookmark: Credit_balance]Current month cost to the Consumer of cumulative Energy Consumption in Currency Units.

Customer Identification Number [NUM]

A number issued to the IHD for display on the User Interface.

Debt [NUM]

Either Aggregate Debt or time-based and payment-based debt when GSME is operating in Prepayment Mode.

Debt Recovery Rate [NUM]

Either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when GSME is operating in Prepayment Mode.

[bookmark: _Ref366765971][bookmark: _Ref373933428]Emergency Credit Balance [NUM]

The Emergency Credit balance where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated).

[bookmark: _Gas_Historic_Consumption]Historic Consumption

1. D-1 to D-8 historic Energy Consumption;

D-1 to D-8 cost to the Consumer of historic Energy Consumption in Currency Units;

W-1 to W-5 historic Energy Consumption;

W-1 to W-5 cost to the Consumer of historic Energy Consumption in Currency Units;

M-1 to M-13 historic Energy Consumption; and

M-1 to M-13 cost to the Consumer of historic Energy Consumption in Currency Units.

[bookmark: _Gas_Low_Credit]where: D-1 = current Day minus 1, D-2 = current Day minus 2, W-1 = current Week minus 1, M-1 = current month minus 1, etc.

Low Credit Alert 

An indication that the combined Meter Balance [NUM](6.4.3.9) and Emergency Credit Balance [NUM](6.4.3.6) has fallen below a low credit threshold.

[bookmark: _Instantaneous_Import_Power][bookmark: _Gas_Meter_Balance][bookmark: _Ref366765744][bookmark: _Ref346697732]Meter Balance [NUM]

The amount of money in Currency Units as determined by GSME.  If operating in Prepayment Mode, the Meter Balance represents GSME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance [NUM](6.4.3.6)).  If operating in Credit Mode, it represents GSME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

Payment Mode

The current mode of operation of GSME, being Prepayment Mode or Credit Mode.

[bookmark: _Ref320208302][bookmark: _Toc341816693][bookmark: _Toc343775374][bookmark: _Toc366852736][bookmark: _Toc389118110][bookmark: _Toc404159701]Information pertaining to the Supply of electricity to the Premises

The IHD shall be capable, upon establishment of a Communications Link with ESME (as set out in Section 6.4.1.1), of providing the following information[footnoteRef:6] on its User Interface and providing updates of any changes to the information every 10 seconds thereafter. [6:  Information that shall be capable of being provided in numerical form is annotated [NUM]. Information that shall be capable of being provided in Ambient form is annotated [AMB]. Where information is not annotated the information may be provided in any visual format. ] 


The IHD shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

[bookmark: _Ref463514602]Active Tariff Price [NUM]

The active Tariff Price for Consumption in Currency Units per kWh.

Cumulative Consumption [NUM]

1. Current Day cumulative Consumption;

Current Day cost to the Consumer of cumulative Consumption in Currency Units;

Current Week cumulative Consumption;

Current Week cost to the Consumer of cumulative Consumption in Currency Units;

Current month cumulative Consumption; and

[bookmark: _Ref321131816]Current month cost to the Consumer of cumulative Consumption in Currency Units.

Customer Identification Number [NUM]

A number issued to the IHD for display on the User Interface.

Debt [NUM]

Either Aggregate Debt or time-based and payment-based debt when ESME is operating in Prepayment Mode.

Debt Recovery Rate [NUM]

Either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when ESME is operating in Prepayment Mode.

[bookmark: _Ref366766339][bookmark: _Ref346697932]Emergency Credit Balance [NUM]

The Emergency Credit balance where Emergency Credit is activated in ESME (including a clear indication that the Emergency credit has been activated).

Historic Consumption

1. D-1 to D-8 historic Consumption;

D-1 to D-8 cost to the Consumer of historic Consumption in Currency Units;

W-1 to W-5 historic Consumption;

W-1 to W-5 cost to the Consumer of historic Consumption in Currency Units;

M-1 to M-13 historic Consumption; and

M-1 to M-13 cost to the Consumer of historic Consumption in Currency Units.

where: D-1 = current Day minus 1, D-2 = current Day minus 2, W-1 = current Week minus 1, M-1 = current month minus 1 etc.

Instantaneous Active Power Import [NUM]

A near real-time indication of the Active Power Import in kW and the cost to the Consumer of maintaining that Instantaneous Active Power Import for one hour.

Low Credit Alert

An indication that the combined Meter Balance [NUM](6.4.4.10) and Emergency Credit Balance(6.4.4.6) has fallen below a low credit threshold.

[bookmark: _Ref366766221][bookmark: _Ref346697914]Meter Balance [NUM]

The amount of money in Currency Units as determined by ESME.  If operating in Prepayment Mode, the Meter Balance represents ESME’s determination of the amount of credit available to the Consumer (excluding any Emergency Credit Balance(6.4.4.6)).  If operating in Credit Mode, it represents ESME’s determination of the amount of money due from the Consumer since the Meter Balance was last reset.

Payment Mode

The current mode of operation of ESME, being Prepayment Mode or Credit Mode.

Power Threshold Status [AMB]

An indication of the level of Active Power Import as high, medium or low.

[bookmark: _Meter_Balance_Updated][bookmark: _Meter_Balance_Last][bookmark: _Toc318388376][bookmark: _Toc320001912][bookmark: _Toc318388377][bookmark: _Toc320001913][bookmark: _Instantaneous_power_import:][bookmark: _Instantaneous_Power_Import][bookmark: _Low_Credit_Alert][bookmark: _Aggregate_Debt][bookmark: _Power_Threshold_Status][bookmark: _Toc318388378][bookmark: _Toc320001914][bookmark: _Toc318388379][bookmark: _Toc320001915][bookmark: _Toc318388380][bookmark: _Toc320001916][bookmark: _Toc318388381][bookmark: _Toc320001917][bookmark: _Electricity_Active_Tariff][bookmark: _Toc318388382][bookmark: _Toc320001918][bookmark: _Toc318388383][bookmark: _Toc320001919][bookmark: _Electricity_Aggregate_Debt][bookmark: _Toc318388384][bookmark: _Toc320001920][bookmark: _Toc318388385][bookmark: _Toc320001921][bookmark: _Electricity_Aggregate_Debt_1][bookmark: _Toc318388386][bookmark: _Toc320001922][bookmark: _Toc318388387][bookmark: _Toc320001923][bookmark: _Electricity_Cumulative_Consumption][bookmark: _Toc318388388][bookmark: _Toc320001924][bookmark: _Toc318388389][bookmark: _Toc320001925][bookmark: _Toc318388390][bookmark: _Toc320001926][bookmark: _Toc318388391][bookmark: _Toc320001927][bookmark: _Toc318388392][bookmark: _Toc320001928][bookmark: _Toc318388393][bookmark: _Toc320001929][bookmark: _Toc318388394][bookmark: _Toc320001930][bookmark: _Electricity_Emergency_Credit][bookmark: _Toc318388395][bookmark: _Toc320001931][bookmark: _Toc318388396][bookmark: _Toc320001932][bookmark: _Toc318388397][bookmark: _Toc320001933][bookmark: _Toc318388398][bookmark: _Toc320001934][bookmark: _Electricity_Historic_Consumption][bookmark: _Toc318388399][bookmark: _Toc320001935][bookmark: _Toc318388400][bookmark: _Toc320001936][bookmark: _Toc318388401][bookmark: _Toc320001937][bookmark: _Toc318388402][bookmark: _Toc320001938][bookmark: _Toc318388403][bookmark: _Toc320001939][bookmark: _Toc318388404][bookmark: _Toc320001940][bookmark: _Toc318388405][bookmark: _Toc320001941][bookmark: _Toc318388406][bookmark: _Toc320001942][bookmark: _Electricity_Low_Credit][bookmark: _Toc318388407][bookmark: _Toc320001943][bookmark: _Toc318388408][bookmark: _Toc320001944][bookmark: _Instantaneous_Import_Power_1][bookmark: _Toc318388409][bookmark: _Toc320001945][bookmark: _Toc318388410][bookmark: _Toc320001946][bookmark: _Toc318388411][bookmark: _Toc320001947][bookmark: _Electricity_Meter_Balance][bookmark: _Toc318388412][bookmark: _Toc320001948][bookmark: _Toc318388413][bookmark: _Toc320001949][bookmark: _Electricity_Meter_Balance_1][bookmark: _Toc318388414][bookmark: _Toc320001950][bookmark: _Toc318388415][bookmark: _Toc320001951][bookmark: _Toc318388416][bookmark: _Toc320001952][bookmark: _Toc318388417][bookmark: _Toc320001953][bookmark: _Toc318388418][bookmark: _Toc320001954][bookmark: _Toc318388419][bookmark: _Toc320001955][bookmark: _Toc320001956][bookmark: _Ref320205451][bookmark: _Toc341816694][bookmark: _Toc343775375][bookmark: _Toc366852737][bookmark: _Toc389118111][bookmark: _Toc404159702]Security

General

The IHD shall be designed taking all reasonable steps so as to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link.

[bookmark: _Ref321131694]Communications

The IHD shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of:

1. Personal Data whilst being transferred via an interface; 

Consumption data used for billing whilst being transferred via an Interface; and

Security Credentials whilst being transferred via an interface.

[bookmark: _Toc313956260][bookmark: _Toc313956363][bookmark: _Toc313956466][bookmark: _Toc313956261][bookmark: _Toc313956364][bookmark: _Toc313956467][bookmark: _Toc313956262][bookmark: _Toc313956365][bookmark: _Toc313956468][bookmark: _Toc313956263][bookmark: _Toc313956366][bookmark: _Toc313956469][bookmark: _Toc313956264][bookmark: _Toc313956367][bookmark: _Toc313956470][bookmark: _Toc313956265][bookmark: _Toc313956368][bookmark: _Toc313956471][bookmark: _Toc313956266][bookmark: _Toc313956369][bookmark: _Toc313956472][bookmark: _Toc313956268][bookmark: _Toc313956371][bookmark: _Toc313956474][bookmark: _Toc313956270][bookmark: _Toc313956373][bookmark: _Toc313956476][bookmark: _Toc313956272][bookmark: _Toc313956375][bookmark: _Toc313956478][bookmark: _Toc313956275][bookmark: _Toc313956378][bookmark: _Toc313956481][bookmark: _Toc313956276][bookmark: _Toc313956379][bookmark: _Toc313956482][bookmark: _Toc313956277][bookmark: _Toc313956380][bookmark: _Toc313956483][bookmark: _Toc313956278][bookmark: _Toc313956381][bookmark: _Toc313956484][bookmark: _Toc313956279][bookmark: _Toc313956382][bookmark: _Toc313956485][bookmark: _Toc313956280][bookmark: _Toc313956383][bookmark: _Toc313956486][bookmark: _Toc313956281][bookmark: _Toc313956384][bookmark: _Toc313956487][bookmark: _Toc313956283][bookmark: _Toc313956386][bookmark: _Toc313956489][bookmark: _Toc313956289][bookmark: _Toc313956392][bookmark: _Toc313956495][bookmark: _Toc319334325][bookmark: _Toc320001957][bookmark: _Toc341816695][bookmark: _Toc343775376][bookmark: _Ref366079896][bookmark: _Toc366852738][bookmark: _Ref386532310][bookmark: _Toc389118112][bookmark: _Toc404159703][bookmark: _Toc456794375][bookmark: _Toc41990168][bookmark: _Ref315183189]Interface Requirements

[bookmark: _Toc320001958]This Section describes the minimum required interactions which the IHD shall be capable of undertaking with ESME and / or a Gas Proxy Function as appropriate via its HAN Interface.

[bookmark: _Toc320001959][bookmark: _Toc341816696][bookmark: _Toc343775377][bookmark: _Toc366852739][bookmark: _Toc389118113][bookmark: _Toc404159704][bookmark: _Toc319334326]Receipt of information via the HAN Interface 

The IHD shall be capable, immediately upon establishment of a Communications Link with ESME and / or a Gas Proxy Function (as set out in Section 6.4.1.1) of (as relevant):

1. receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements described in Section 6.4.2;

receiving information (and timely updates of any changes to the information thereafter) required to meet the display requirements described in Section 6.4.3; and

receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements described in Section 6.4.4.

[bookmark: _Toc320001960][bookmark: _Toc320001961][bookmark: _Toc320001962][bookmark: _Toc320001963][bookmark: _Toc313956497][bookmark: _Toc313956292][bookmark: _Toc313956395][bookmark: _Toc313956498][bookmark: _Toc313956294][bookmark: _Toc313956397][bookmark: _Toc313956500][bookmark: _Toc313956296][bookmark: _Toc313956399][bookmark: _Toc313956502][bookmark: _Toc313956299][bookmark: _Toc313956402][bookmark: _Toc313956505][bookmark: _Toc313956300][bookmark: _Toc313956403][bookmark: _Toc313956506][bookmark: _Toc313956301][bookmark: _Toc313956404][bookmark: _Toc313956507][bookmark: _Toc313956302][bookmark: _Toc313956405][bookmark: _Toc313956508][bookmark: _Toc313956303][bookmark: _Toc313956406][bookmark: _Toc313956509][bookmark: _Toc313956306][bookmark: _Toc313956409][bookmark: _Toc313956512][bookmark: _Toc313956308][bookmark: _Toc313956411][bookmark: _Toc313956514][bookmark: _Toc313956309][bookmark: _Toc313956412][bookmark: _Toc313956515][bookmark: _Toc313956310][bookmark: _Toc313956413][bookmark: _Toc313956516][bookmark: _Toc320001964][bookmark: _Toc320001965][bookmark: _Toc320001966][bookmark: _Toc320001967][bookmark: _Toc320001968][bookmark: _Toc320001969][bookmark: _Toc320001970][bookmark: _Toc320001971][bookmark: _Toc320001972][bookmark: _Toc320001973][bookmark: _Toc320001974][bookmark: _Toc320001975][bookmark: _Toc320001976][bookmark: _Toc320001977][bookmark: _Toc320001978][bookmark: _Toc320001979][bookmark: _Toc320001980][bookmark: _Toc320001981][bookmark: _Toc320001982][bookmark: _Toc320001983][bookmark: _Toc320001984][bookmark: _Toc320001985][bookmark: _Toc320001986][bookmark: _Toc320001987][bookmark: _Toc320001988][bookmark: _Toc320001989][bookmark: _Toc320001990][bookmark: _Toc320001991][bookmark: _Toc320001992][bookmark: _Toc320001993][bookmark: _Toc320001994][bookmark: _Toc320001995][bookmark: _Toc320001997][bookmark: _Toc313956316][bookmark: _Toc313956419][bookmark: _Toc313956522][bookmark: _Toc313956317][bookmark: _Toc313956420][bookmark: _Toc313956523][bookmark: _Toc313956318][bookmark: _Toc313956421][bookmark: _Toc313956524][bookmark: _Toc313956322][bookmark: _Toc313956425][bookmark: _Toc313956528][bookmark: _Toc313956324][bookmark: _Toc313956427][bookmark: _Toc313956530][bookmark: _Toc313956325][bookmark: _Toc313956428][bookmark: _Toc313956531][bookmark: _Toc313956327][bookmark: _Toc313956430][bookmark: _Toc313956533][bookmark: _Toc313956329][bookmark: _Toc313956432][bookmark: _Toc313956535][bookmark: _Toc313956331][bookmark: _Toc313956434][bookmark: _Toc313956537][bookmark: _Toc313956334][bookmark: _Toc313956437][bookmark: _Toc313956540][bookmark: _Toc313956340][bookmark: _Toc313956443][bookmark: _Toc313956546][bookmark: _Toc313956344][bookmark: _Toc313956447][bookmark: _Toc313956550][bookmark: _Toc313956345][bookmark: _Toc313956448][bookmark: _Toc313956551][bookmark: _Active_Tariff_Rate][bookmark: _Toc319250833][bookmark: _Toc320001998][bookmark: _Toc341816697][bookmark: _Toc343775378][bookmark: _Ref366079912][bookmark: _Toc366852740][bookmark: _Toc389118114][bookmark: _Toc404159705][bookmark: _Toc456794376][bookmark: _Toc41990169]Data requirements

This Section describes the minimum information which the IHD shall be capable of holding in its Data Store.

[bookmark: _Toc319250834][bookmark: _Toc320001999][bookmark: _Toc341816698][bookmark: _Toc343775379][bookmark: _Toc366852741][bookmark: _Toc389118115][bookmark: _Toc404159706]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref320622867]IHD Identifier

A globally unique identifier used to identify the IHD based on the EUI-64 Institute of Electrical and Electronic Engineers standard. 

[bookmark: _Toc345500002][bookmark: _Toc366852742][bookmark: _Toc389118116][bookmark: _Toc404159707][bookmark: _Ref405369158][bookmark: _Ref409703268][bookmark: _Ref409703285][bookmark: _Toc456794377][bookmark: _Toc41990170]Prepayment Interface Device Technical Specifications Version 4.2

[bookmark: _Toc386559403][bookmark: _Toc391462986][bookmark: _Toc391464753][bookmark: _Toc389067562][bookmark: _Toc389118117][bookmark: _Toc365037242][bookmark: _Toc366852743][bookmark: _Toc389118118][bookmark: _Toc404159708][bookmark: _Toc456794378][bookmark: _Toc41990171]OverviewIntroduction - Section not used 

Section 7 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of a Prepayment Interface Device (PPMID), where it is maintained by a Supplier in accordance with standard condition 46 of the gas supply licence and / or standard condition 52 of the electricity supply licence.

[bookmark: _Toc366852744][bookmark: _Toc389118119][bookmark: _Toc404159709][bookmark: _Toc456794379][bookmark: _Toc41990172][bookmark: _Toc365037243]SMETS Testing and Certification Requirements 

[bookmark: _Toc365037244][bookmark: _Toc366852745][bookmark: _Toc404159710]Conformance with the SMETS

A PPMID shall have been tested to ensure that it meets the requirements described in this Section 7, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc365037245][bookmark: _Toc366852746][bookmark: _Toc389118120][bookmark: _Toc404159711]Conformance with the Great Britain Companion Specification 

A PPMID shall meet the requirements described in the Great Britain Companion Specification.

A PPMID shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc386559408][bookmark: _Toc391462990][bookmark: _Toc391464757][bookmark: _Toc389067566][bookmark: _Toc389118121][bookmark: _Toc365037247][bookmark: _Toc366852748][bookmark: _Toc389118122][bookmark: _Toc404159712][bookmark: _Toc456794380][bookmark: _Toc41990173]Physical Requirements

A PPMID shall as a minimum include the following components:

1. a Data Store;

a HAN Interface; 

a User Interface; and

1. when capable of operating within Sub GHz Bands, a Timer.

A PPMID shall:

1. permanently display the PPMID Identifier(7.6.1.1) on the PPMID; and

have a Secure Perimeter. 

The HAN Interface of a PPMID shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Sections 7.5.1, 7.5.2, 7.5.4 and 7.5.5.

The PPMID shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Security Credentials;

Cryptographic Algorithms; and

Firmware and data essential for ensuring its integrity,

stored or executing on the PPMID.

The PPMID shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals;

and where reasonably practicable:

generating and sending an Alert to that effect via its HAN Interface.

When operating within Sub GHz Bands, the PPMID shall:

1. be capable of supporting Frequency Agility;

not exceed a transmit power of 25 mW; and

not exceed a duty cycle of 0.35%.

[bookmark: _Toc365037248][bookmark: _Toc365037249][bookmark: _Toc366852749][bookmark: _Toc389118123][bookmark: _Toc404159713][bookmark: _Toc456794381][bookmark: _Toc41990174]Functional Requirements 

This Section describes the minimum functions that a PPMID shall be capable of performing.

[bookmark: _Toc365986043][bookmark: _Toc366240851][bookmark: _Toc366241020][bookmark: _Toc366241868][bookmark: _Toc366245311][bookmark: _Toc366739893][bookmark: _Toc366740054][bookmark: _Toc366741397][bookmark: _Toc366741558][bookmark: _Toc366741719][bookmark: _Toc366850128][bookmark: _Toc366850287][bookmark: _Toc366852751][bookmark: _Toc365037251][bookmark: _Toc366852752][bookmark: _Toc389118124][bookmark: _Toc404159714]Communications 

A PPMID shall be capable of establishing Communications Links via its HAN Interface.

A PPMID shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 7.4.7.4.

When any Command addressed to the PPMID is received via any Communications Link the PPMID shall be capable of:

1. [bookmark: _Ref365381541]using the Security Credentials the PPMID holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 7.4.7.2.3 that the sender of the Command is Authorised to execute the Command; and

[bookmark: _Ref365381553]verifying the integrity of the Command. 

On failure of any of (i) to (iii) above, the PPMID shall be capable of discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

Where the Command is not due to be executed immediately, the PPMID shall be capable of generating and sending a Response via its HAN Interface to confirm its successful receipt.

A PPMID shall only be capable of addressing a Response to the sender of the relevant Command.

[bookmark: _Ref345498345]Communications Links with ESME, GSME and Gas Proxy Function via the HAN interface 

A PPMID shall be capable of establishing Communications Links via its HAN Interface with a minimum of one ESME, one GSME and one Gas Proxy Function. 

A PPMID shall only be capable of establishing Communications Links via its HAN Interface with GSME and ESME with Security Credentials in the Device Log(7.6.3.1).

In establishing any Communications Link via its HAN Interface, the PPMID shall be capable of using its Security Credentials to enable it to be Authenticated.

A PPMID shall be capable of supporting the following types of Communications Links: 

1. [bookmark: _Ref365381458]receiving Price and Consumption information from ESME; 

receiving Price and Consumption information from a Gas Proxy Function;

generating and sending the Commands (set out in Section 7.5.4) to GSME; and

[bookmark: _Ref365381474]generating and sending the Commands (set out in Section 7.5.5) to ESME.

A PPMID shall be capable of detecting a failure of a Communications Link and on detection of a failure, shall be capable of clearing or suitably annotating the information displayed on its User Interface (set out in Sections 7.4.5 and 7.4.6) to indicate that the information may be out of date.

[bookmark: _Toc389118125][bookmark: _Toc404159715]Data storage

A PPMID shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc389118126][bookmark: _Toc404159716][bookmark: _Ref345589273][bookmark: _Ref345589376][bookmark: _Toc365037252][bookmark: _Toc366852753]Debt to Clear Calculations

[bookmark: _Ref435533137]Debt to Clear GSME

If the Meter Balance(4.6.5.11) is equal to or below the Disablement Threshold(4.6.4.12) a PPMID shall be capable of maintaining a calculation of the Debt to Clear based on:

1. [bookmark: _Ref405379218]the difference between the Meter Balance(4.6.5.11) and the Disablement Threshold(4.6.4.12);

[bookmark: _Ref405379224]amount of debt accumulated in the Accumulated Debt Register(4.6.5.1); 

[bookmark: _Ref405379231]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (i), (ii) and (iii) (as defined by Debt Recovery per Payment(4.6.4.8) taking account of the amount remaining in the Payment Debt Register(4.6.5.13), the payment-based debt payments in the Billing Data Log(4.6.5.3) and the Debt Recovery Rate Cap(4.6.4.10)).

[bookmark: _Ref435533149]Debt to Clear ESME

If the Meter Balance [INFO](5.7.5.22) is equal to or below the Disablement Threshold [INFO](5.7.4.15) a PPMID shall be capable of maintaining a calculation of the Debt to Clear based on:

1. [bookmark: _Ref409528488]the difference between the Meter Balance [INFO](5.7.5.22) and the Disablement Threshold [INFO](5.7.4.15);

[bookmark: _Ref409528499]amount of debt accumulated in the Accumulated Debt Register [INFO](5.7.5.1);

[bookmark: _Ref409528505]amount of Emergency Credit activated and used by the Consumer; and

the payment-based debt to be collected based on (i), (ii) and (iii) (as defined by Debt Recovery per Payment [INFO](5.7.4.11) taking account of the amount remaining in the Payment Debt Register [INFO](5.7.5.23), the payment-based debt payments in the Billing Data Log(5.7.5.10) and the Debt Recovery Rate Cap [INFO](5.7.4.13)).

[bookmark: _Toc389118127][bookmark: _Toc404159717]General Information

A PPMID shall be capable immediately upon establishment of a Communications Link with an ESME and a Gas Proxy Function (as set out in Section 7.4.1.1), of displaying the following up to date information on its User Interface, and displaying updates of any changes to the information every 10 seconds thereafter.

The PPMID shall be capable of displaying Currency Units in GB Pounds and European Central Bank Euro.

Connection Link Quality

The signal strength of its HAN Interface.

Local Time

The UTC date and time adjusted for British Summer Time.

[bookmark: _Ref345589309][bookmark: _Ref345589385][bookmark: _Toc365037253][bookmark: _Toc366852754][bookmark: _Toc389118128][bookmark: _Toc404159718]Information Pertaining to the Supply of Gas to the Premises 

A PPMID shall be capable immediately upon establishment of a Communications Link with a Gas Proxy Function (as set out in Section 7.4.1.1), of displaying the following up to date information on its User Interface, and displaying timely updates of any changes to the information thereafter:

1. the Active Tariff Price(4.6.5.2);

the Emergency Credit Balance(4.6.5.8) where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated);

whether Emergency Credit is available for activation on GSME;

any low credit condition;

the Meter Balance(4.6.5.11);

the Debt to Clear;

whether GSME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar(4.6.4.20) (as set out in Section 4.4.7.2);

either Aggregate Debt or time-based and payment-based debts when GSME is operating in Prepayment Mode;

either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when GSME is operating in Prepayment Mode;

any Standing Charge(4.6.4.23);

the Contact Details(4.6.4.4); and

the Supply State(4.6.5.18).

[bookmark: _Ref345589321][bookmark: _Ref347824571][bookmark: _Toc365037254][bookmark: _Toc366852755][bookmark: _Toc389118129][bookmark: _Toc404159719]Information Pertaining to the Supply of Electricity to the Premises 

A PPMID shall be capable, upon establishment of a Communications Link with ESME (as set out in Section 7.4.1.1), of displaying the following information on its User Interface, and displaying updates of any changes to the information every 10 seconds thereafter:

1. the Active Tariff Price [INFO](5.7.5.5);

the Emergency Credit Balance [INFO](5.7.5.15) where Emergency Credit is activated (including a clear indication that Emergency Credit has been activated);

whether Emergency Credit is available for activation on ESME;

any low credit condition;

the Meter Balance [INFO](5.7.5.22);

the Debt to Clear when ESME is operating in Prepayment Mode;

whether ESME has suspended the Disablement of Supply during a period defined in the Non-Disablement Calendar [INFO](5.7.4.30) (as set out in Section 5.5.7.2);

either Aggregate Debt or time-based and payment-based debts when ESME is operating in Prepayment Mode;

either Aggregate Debt Recovery Rate or each Time-based Debt Recovery rate when ESME is operating in Prepayment Mode;

any Standing Charge [INFO](5.7.4.42); 

Contact Details [INFO](5.7.4.8); and

the Supply State [INFO](5.7.5.32).

[bookmark: _Toc365037255][bookmark: _Toc366852756][bookmark: _Toc389118130][bookmark: _Toc404159720]Security 

[bookmark: _Ref435533173]General 

A PPMID shall be designed taking all reasonable steps to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials or Personal Data stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link. 

[bookmark: _Ref345498150]Security Credentials 

PPMID Private Keys 

The PPMID shall be capable of securely storing Private Keys. 

The PPMID shall be capable of securely storing Key Agreement values.

Public Key Certificates 

The PPMID shall be capable of securely storing Security Credentials from Certificates including for use in the Cryptographic Algorithms as set out in Section 7.5.2.4. 

During the replacement of any PPMID Security Credentials(7.6.3.2) (as set out in Section 7.5.2.4), the PPMID shall be capable of ensuring that the PPMID Security Credentials(7.6.3.2) being replaced remain usable until the successful completion of the replacement.

[bookmark: _Ref359333733]Role Based Access Control (RBAC) 

The PPMID shall be capable of restricting Authorisation to execute Commands according to Role permissions.

[bookmark: _Ref347834982]Cryptographic Algorithms 

The PPMID shall be capable of supporting the following Cryptographic Algorithms:

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256.

In executing and generating any Command or Response or Alert, the PPMID shall be capable of applying Cryptographic Algorithms (alone or in combination) for:

Digital Signing; 

Digital Signature verification;

Hashing; and

Message Authentication.

[bookmark: _Ref347843585]Communications 

A PPMID shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of: 

1. Personal Data whilst being transferred via an interface;

Consumption data used for billing whilst being transferred via an interface; 

Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface.

[bookmark: _Toc365037256][bookmark: _Toc366852757][bookmark: _Toc389118131][bookmark: _Toc404159721][bookmark: _Toc456794382][bookmark: _Toc41990175]Interface Requirements 

This Section describes the minimum required interactions which a PPMID shall be capable of undertaking with ESME, GSME and a Gas Proxy Function as appropriate via its HAN Interface. 

[bookmark: _Toc365037257][bookmark: _Toc366852758][bookmark: _Ref386532563][bookmark: _Ref386532823][bookmark: _Toc389118132][bookmark: _Toc404159722]Receipt of Information via the HAN Interface 

A PPMID shall be capable, immediately upon establishment of a Communications Link with ESME and a Gas Proxy Function (as set out in Section 7.4.1.1) of:

1. receiving information required to meet the display requirements set out in Section 7.4.3;

receiving information (and timely updates of any changes to the information thereafter) required to meet the display requirements set out in Section 7.4.5; and

receiving information (and updates of any changes of this information every 10 seconds thereafter) required to meet the display requirements set out in Section 7.4.6.

[bookmark: _Ref347839276][bookmark: _Toc365037258][bookmark: _Toc366852759][bookmark: _Toc389118133][bookmark: _Toc404159723]HAN Interface Commands

A PPMID shall be capable of executing immediately the Commands set out in this Section 7.5.2 following their receipt via its HAN Interface.

Add Device Security Credentials 

A Command to add Security Credentials for ESME or GSME to the Device Log(7.6.3.1).

In executing the Command, a PPMID shall be capable of verifying the Security Credentials.

Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 7.6.3.

[bookmark: _Ref347839150]In executing the Command, a PPMID shall be capable of sending such value(s) in a Response via its HAN Interface.

Remove Device Security Credentials

A Command to remove Security Credentials for ESME or GSME from the Device Log(7.6.3.1).

[bookmark: _Ref359508754]Replace PPMID Security Credentials 

A Command to replace PPMID Security Credentials(7.6.3.2) held within the PPMID.

In executing the Command the PPMID shall be capable of maintaining the Command’s Transactional Atomicity.

[bookmark: _Toc365037259][bookmark: _Ref365454047][bookmark: _Toc366852760][bookmark: _Toc389118134][bookmark: _Toc404159724]User Interface Commands

A PPMID shall be capable of executing immediately the Commands set out in this Section 7.5.3 following their receipt via its User Interface.

Activate ESME Emergency credit

A Command to issue a Request Emergency Credit Activation(7.5.5.1) to ESME.

Activate GSME Emergency credit

A Command to issue a Request Emergency Credit Activation(7.5.4.1) to GSME.

Add Credit to ESME

A Command to generate and issue a Request to Add Credit(7.5.5.2) when ESME is operating in Prepayment Mode on input of a UTRN.

Add Credit to GSME

A Command to generate and issue a Request to Add Credit(7.5.4.2) when GSME is operating in Prepayment Mode on input of a UTRN.

Enable ESME Supply

A Command to issue a Request to Enable ESME Supply(7.5.5.3) to ESME.

[bookmark: _Ref354388469][bookmark: _Toc365037260][bookmark: _Toc366852761][bookmark: _Toc389118135][bookmark: _Toc404159725]HAN Interface Commands issued by PPMID to GSME 

A PPMID shall be capable of generating and issuing to GSME the Commands set out in this Section 7.5.4.

[bookmark: _Ref354147062]Request Emergency Credit Activation

A Command requesting that GSME Activates Emergency Credit.

[bookmark: _Ref354147166]Request to Add Credit

A Command including a UTRN requesting that GSME accepts Credit.

[bookmark: _Ref354388485][bookmark: _Toc365037261][bookmark: _Toc366852762][bookmark: _Toc389118136][bookmark: _Toc404159726]HAN Interface Commands issued by PPMID to ESME 

A PPMID shall be capable of generating and issuing to ESME the Commands set out in this Section 7.5.5.

[bookmark: _Ref354146990]Request Emergency Credit Activation

A Command requesting that ESME Activates Emergency Credit.

[bookmark: _Ref354147121]Request to Add Credit

A Command including a UTRN requesting that ESME accepts credit.

[bookmark: _Ref354147225]Request to Enable ESME Supply

A Command requesting that ESME Enables Supply.

[bookmark: _Toc365037262][bookmark: _Toc366852763][bookmark: _Toc389118137][bookmark: _Toc404159727][bookmark: _Toc456794383][bookmark: _Toc41990176]Data Requirements 

This Section describes the minimum information which a PPMID shall be capable of holding in its Data Store.

[bookmark: _Ref354403361][bookmark: _Toc365037263][bookmark: _Toc366852764][bookmark: _Toc389118138][bookmark: _Toc404159728]Constant data 

Data that shall remain constant and unchangeable at all times.

[bookmark: _Ref345495980]PPMID Identifier 

A globally unique identifier used to identify the PPMID based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

[bookmark: _Toc346787612][bookmark: _Toc365037264][bookmark: _Toc366852765][bookmark: _Toc389118139][bookmark: _Toc404159729][bookmark: _Ref435533200]This Section is not used

[bookmark: _Ref350927320][bookmark: _Toc365037265][bookmark: _Toc366852766][bookmark: _Toc389118140][bookmark: _Toc404159730]Configuration data 

Data that configures the operation of various functions of the PPMID.

[bookmark: _Ref347839369]Device Log

The Security Credentials and Device identity details for each of the Devices with which the PPMID can communicate.

[bookmark: _Ref365037016]PPMID Security Credentials

The Security Credentials for the PPMID and parties Authorised to interact with it. 

[bookmark: _Ref373933505][bookmark: _Toc366852767][bookmark: _Toc389118141][bookmark: _Toc404159731][bookmark: _Toc456794384][bookmark: _Toc41990177]HAN Connected Auxiliary Load Control Switch Technical Specifications Version 5.0 Draft 4

[bookmark: _Toc368563441][bookmark: _Toc366245303][bookmark: _Toc371599058][bookmark: _Toc389118142][bookmark: _Toc404159732][bookmark: _Toc456794385][bookmark: _Toc41990178]OverviewIntroduction - Section not used

Section 8 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of a HAN Connected Auxiliary Load Control Switch (HCALCS), where it is maintained by a Supplier in accordance with standard condition 52 of the electricity supply licence.

[bookmark: _Toc389118143][bookmark: _Toc404159733][bookmark: _Toc456794386][bookmark: _Toc41990179]SMETS Testing and Certification Requirements

[bookmark: _Toc389118144][bookmark: _Toc404159734]Conformance with the SMETS

An HCALCS shall have been tested to ensure that it meets the requirements described in this Section 8, and evidence must be available to confirm such testing and conformance. 

[bookmark: _Toc389118145][bookmark: _Toc404159735]Conformance with the Great Britain Companion Specification 

An HCALCS shall meet the requirements described in the Great Britain Companion Specification.

An HCALCS shall have been certified by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017.

[bookmark: _Toc389118146][bookmark: _Toc404159736][bookmark: _Ref435533225]Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

An HCALCS shall meet the requirements described in the Commercial Product Assurance Security Characteristic Smart Metering - HAN Connected Auxiliary Load Control Switch.

An HCALCS shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Smart Metering - HAN Connected Auxiliary Load Control Switch.

[bookmark: _Toc368563442][bookmark: _Toc366245308][bookmark: _Toc371599059][bookmark: _Toc389118147][bookmark: _Toc404159737][bookmark: _Toc456794387][bookmark: _Toc41990180]Physical Requirements

An HCALCS shall as a minimum include the following components: 

1. a HAN Interface; 

a Data Store;

an Auxiliary Load Control Switch; and

a Timer.

An HCALCS shall: 

permanently display the HCALCS Identifier(8.6.1.1) on the HCALCS.

The HAN Interface of an HCALCS shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Sections 8.5.1 and 8.5.2.

An HCALCS shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications that could compromise the Confidentiality and / or Data Integrity of:

Security Credentials;

Cryptographic Algorithms; and

Firmware and data essential for ensuring its integrity,

stored or executing on the HCALCS.

When operating within Sub GHz Bands, the HCALCS shall:

be capable of supporting Frequency Agility; and

not exceed a transmit power of 25 mW.

[bookmark: _Toc368563443][bookmark: _Toc366245309][bookmark: _Toc371599060][bookmark: _Toc389118148][bookmark: _Toc404159738][bookmark: _Toc456794388][bookmark: _Toc41990181]Functional Requirements 

This Section defines the minimum functions that an HCALCS shall be capable of performing.

[bookmark: _Toc365986042][bookmark: _Toc366240850][bookmark: _Toc366241019][bookmark: _Toc366241867][bookmark: _Toc366245310][bookmark: _Toc368563444][bookmark: _Toc371599061][bookmark: _Toc389118149][bookmark: _Toc404159739]Timer

[bookmark: _Toc368563445]The Timer shall be capable of measuring a configurable period of up to 24 hours with a minimum resolution of 1 minute.

[bookmark: _Toc371599062][bookmark: _Toc389118150][bookmark: _Toc404159740]Communications 

An HCALCS shall be capable of establishing Communications Links via its HAN Interface.

An HCALCS shall be capable of ensuring that the security characteristics of all Communications Links it establishes meet the requirements described in Section 8.4.4.4.

When any Command addressed to the HCALCS is received via any Communications Link the HCALCS shall be capable of:

1. using the Security Credentials the HCALCS holds, Authenticating to a Trusted Source the Command;

verifying in accordance with Section 8.4.4.2.3 that the sender of the Command is Authorised to execute the Command; and

verifying the integrity of the Command. 

On failure of any of (i) to (iii) above, the HCALCS shall be capable of discarding the Command without execution and without either generating or sending a Response, and generating and sending an Alert to that effect via its HAN Interface.

An HCALCS shall only be capable of addressing a Response to the sender of the relevant Command.

Communications Links with ESME / SAPC via the HAN interface 

An HCALCS shall be capable of establishing Communications Links via its HAN Interface with either one ESME or one SAPC. 

An HCALCS shall only be capable of establishing Communications Links via its HAN Interface with either one ESME or one SAPC with Security Credentials in the Device Log(8.6.2.1).

In establishing the Communications Link, the HCALCS shall be capable of using its own, unique Security Credentials to enable it to be Authenticated by the ESME / SAPC. 

The HCALCS shall be capable of supporting the following types of Communications Links: 

1. receiving HAN Interface Commands (set out in Section 8.5.1) from ESME and SAPC; and

sending the Commands (set out in Section 8.5.1.6) to ESME and SAPC.

[bookmark: _Toc389118151][bookmark: _Toc404159741]Data storage

An HCALCS shall be capable of retaining all information held in its Data Store at all times, including on loss of power.

[bookmark: _Toc349823795][bookmark: _Toc353181979][bookmark: _Toc349823797][bookmark: _Toc353181981][bookmark: _Toc349823799][bookmark: _Toc353181983][bookmark: _Toc349823800][bookmark: _Toc353181984][bookmark: _Toc349823809][bookmark: _Toc353181993][bookmark: _Toc349823813][bookmark: _Toc353181997][bookmark: _Toc349823814][bookmark: _Toc353181998][bookmark: _Toc349823815][bookmark: _Toc353181999][bookmark: _Toc349823817][bookmark: _Toc353182001][bookmark: _Toc349823821][bookmark: _Toc353182005][bookmark: _Toc349823837][bookmark: _Toc353182021][bookmark: _Toc349823838][bookmark: _Toc353182022][bookmark: _Toc349823840][bookmark: _Toc353182024][bookmark: _Toc349823844][bookmark: _Toc353182028][bookmark: _Toc349823846][bookmark: _Toc353182030][bookmark: _Toc368563446][bookmark: _Toc366245316][bookmark: _Toc371599063][bookmark: _Toc389118152][bookmark: _Toc404159742]Security 

General 

An HCALCS shall be designed taking all reasonable steps to ensure that any failure or compromise of its integrity shall not compromise the Security Credentials stored on it or compromise the integrity of any other Device to which it is connected by means of a Communications Link. 

An HCALCS shall be capable of securely disabling Critical Commands other than those Commands set out in Section 8.5 that are Critical Commands.

Security Credentials 

HCALCS Private Keys 

The HCALCS shall be capable of securely storing Private Keys. 

The HCALCS shall be capable of securely storing Key Agreement values. 

Public Key Certificates 

The HCALCS shall be capable of securely storing Security Credentials from Public Key Certificates including for use in the Cryptographic Algorithms as set out in Section 8.4.4.3. 

During any replacement of HCALCS Security Credentials(8.6.2.2) (as set out in Section 8.5.1.3) the HCALCS shall be capable of ensuring that the HCALCS Security Credentials(8.6.2.2) being replaced remain usable until the successful completion of the replacement. 

[bookmark: _Ref366831333]Role Based Access Control (RBAC) 

The HCALCS shall be capable of restricting Authorisation to execute Commands according to Role permissions. 

[bookmark: _Ref391285625][bookmark: _Ref389066434]Cryptographic Algorithms 

The HCALCS shall be capable of supporting the following Cryptographic Algorithms: 

1. Elliptic Curve DSA;

Elliptic Curve DH; and

SHA-256. 

In creating any Command, the HCALCS shall be capable of applying Cryptographic Algorithms (alone or in combination) for: 

Digital Signature verification;

Hashing; and

Message Authentication.

[bookmark: _Ref391287256][bookmark: _Ref389116846]Communications 

An HCALCS shall be capable of preventing and detecting, on all of its interfaces, Unauthorised access that could compromise the Confidentiality and / or Data Integrity of: 

1. Security Credentials whilst being transferred via an interface; and

Firmware and data essential for ensuring its integrity whilst being transferred via an interface. 

[bookmark: _Ref368407722][bookmark: _Toc368563447][bookmark: _Toc366245317][bookmark: _Toc371599064][bookmark: _Toc389118153][bookmark: _Toc404159743][bookmark: _Toc456794389][bookmark: _Toc41990182]Interface Requirements 

This Section sets out the minimum required interactions which an HCALCS shall be capable of undertaking with ESME or SAPC via its HAN Interface.

[bookmark: _Ref363551680][bookmark: _Toc368563448][bookmark: _Toc371599065][bookmark: _Toc389118154][bookmark: _Toc404159744][bookmark: _Ref353261366]HAN Interface Commands 

HCALCS shall be capable of executing the Commands set out in this Section.

HCALCS shall be capable of executing Commands immediately on receipt (‘immediate Commands’) and where specified in the Great Britain Companion Specification at a future date (‘future dated Commands’).  A future dated Command shall include the UTC date and time at which the Command shall be executed.

HCALCS shall be capable of cancelling a future dated Command.  A future dated Command shall be capable of being cancelled by an Authorised party.  HCALCS shall be capable of generating and sending a Response acknowledging that a future dated Command has been successfully cancelled.

[bookmark: _Ref353197163][bookmark: _Ref349653046]Add Device Security Credentials

A Command to add Security Credentials for ESME or SAPC to the Device Log(8.6.2.1).

In executing the Command, the HCALCS shall be capable of verifying the Security Credentials.

[bookmark: _Ref362605368][bookmark: _Ref15385680]Control HCALCS

A Command to control HCALCS, for the time period specified within the Command.

In executing the Command, the HCALCS shall be capable of:

1. performing the specified control operation for the specified time period;

send a Response detailing the Outcome via its HAN Interface; and

at the end of the control time period, issuing a Request Control of HCALCS(8.5.2.1) to the ESME or SAPC in its Device Log(8.6.2.1).

When not subject to control through this Command, the HCALCS shall default its state to open.

[bookmark: _Ref366831958]Read Configuration Data

A Command to read the value of one or more of the configuration data items set out in Section 8.6.2.

In executing the Command, the HCALCS shall be capable of sending such value(s) in a Response via its HAN Interface.

Remove Device Security Credentials

A Command to remove Security Credentials for an ESME or an SAPC from the Device Log(8.6.2.1).

Replace HCALCS Security Credentials

A Command to replace HCALCS Security Credentials(8.6.2.2) held within the HCALCS. 

In executing the Command the HCALCS shall be capable of maintaining the Command’s Transactional Atomicity. 

[bookmark: _Toc366245320][bookmark: _Ref350523642][bookmark: _Toc368563449][bookmark: _Ref353176631]Write Configuration Data

A Command to record one or more new values of the configuration data items set out in Section 8.6.2.

[bookmark: _Toc371599066][bookmark: _Ref391287146][bookmark: _Ref389116595][bookmark: _Toc389118155][bookmark: _Toc404159745][bookmark: _Ref456767285][bookmark: _Ref15388986]HAN Interface Commands issued by an HCALCS to ESME or SAPC

[bookmark: _Toc349823850][bookmark: _Toc353182035][bookmark: _Toc349823855][bookmark: _Toc353182039][bookmark: _Toc349823857][bookmark: _Toc353182041][bookmark: _Toc349823859][bookmark: _Toc353182043][bookmark: _Toc349823861][bookmark: _Toc353182045][bookmark: _Toc349823864][bookmark: _Toc353182048][bookmark: _Toc349823866][bookmark: _Toc353182050][bookmark: _Toc349823868][bookmark: _Toc353182052]An HCALCS shall be capable of issuing the Commands set out in this Section, receiving corresponding Responses and, where required by a Response, taking the required actions.

[bookmark: _Ref353176351][bookmark: _Ref362523172][bookmark: _Ref368570456][bookmark: _Ref15385579]Request Control of HCALCS

A Command requesting that the ESME issues an updated Control HCALCS [n](5.6.4.1) Command.

An HCALCS shall be capable of issuing this Command after completing the execution of a Control HCALCS(8.5.1.2).

[bookmark: _Toc368563450][bookmark: _Toc366245323][bookmark: _Toc371599067][bookmark: _Toc389118156][bookmark: _Toc404159746][bookmark: _Toc456794390][bookmark: _Toc41990183]Data Requirements

This Section describes the minimum information which an HCALCS is to be capable of holding in its Data Store.

[bookmark: _Toc366245324][bookmark: _Toc368563451][bookmark: _Toc371599068][bookmark: _Toc389118157][bookmark: _Toc404159747]Constant Data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref375220143]HCALCS Identifier

A globally unique identifier used to identify the HCALCS based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

[bookmark: _Toc349823873][bookmark: _Toc353182057][bookmark: _Toc349823874][bookmark: _Toc353182058][bookmark: _Toc366245326][bookmark: _Toc368563452][bookmark: _Ref369092516][bookmark: _Ref369097132][bookmark: _Toc371599069][bookmark: _Ref375143327][bookmark: _Toc389118158][bookmark: _Toc404159748]Configuration Data

Data that configures the operation of functions of the HCALCS.

[bookmark: _Ref391285892][bookmark: _Ref389116939]Device Log

The Security Credentials and Device identity details for the ESME or the SAPC with which HCALCS can communicate.

[bookmark: _Toc349823877][bookmark: _Toc353182061][bookmark: _Ref391285746][bookmark: _Ref389117107]HCALCS Security Credentials

The Security Credentials for the HCALCS and parties Authorised to interact with it.


[bookmark: _Ref15373856][bookmark: _Ref15385756][bookmark: _Ref15385774][bookmark: _Ref15385784][bookmark: _Ref15385788][bookmark: _Ref15385795][bookmark: _Ref15386120][bookmark: _Ref15386301][bookmark: _Toc41990184]Standalone Auxiliary Proportional Controller Technical Specifications Version 5.0 Draft 4

[bookmark: _Toc41990185]Introduction

Section 9 of this document describes the minimum physical, minimum functional, minimum interface, minimum data and minimum testing and certification requirements of Standalone Auxiliary Proportional Controller (SAPC) that an electricity Supplier is required to maintain to comply with standard condition [52] of its electricity supply licence.

Where SAPC supports Critical Functionality which is not required by this Section 9, such functionality must be limited to that which an ESME is required to support, as required by Section 5 Part A, and must be met by SAPC as if it were ESME.

Part G1 of this Section 9 applies to Standalone Auxiliary Proportional Controllers (SAPC).

Where an Auxiliary Load Control Switch is installed within SAPC, an electricity Supplier must comply, in addition, with the minimum physical, functional and interface requirements described in Part G2 of this Section 9.

Where the Boost Function is installed within SAPC, an electricity Supplier must comply, in addition, with the minimum physical, functional and data requirements described in Part G3 of this Section 9.

Where this Section 9 details requirements for an SAPC by requiring compliance with a specific Section within Section 5 Part A, SAPC shall only be required to comply with that specific Section and shall not be required to comply with any Sub-Sections of that specific Section. 

Where an SAPC is required to comply with Sections in Section 5 Part A, any reference in those requirements to another Section in Section 5:

shall be treated as a reference to the Section in Section 9 of the same name, where such a Section exists;

shall, if the reference is to ESME Identifier(5.7.1.1), be treated as a reference to SAPC Identifier(9.6.1.1);

shall, if the reference is to ESME Security Credentials(5.7.4.18), be treated as a reference to SAPC Security Credentials(9.6.2.4); and

shall otherwise be treated as a reference to that Section in Section 5.

[bookmark: _Toc41990186]Part G1 – Standalone Auxiliary Proportional Controller

[bookmark: _Toc41990187]Testing and Certification Requirements

Conformance with the SMETS

SAPC shall have been tested to ensure that it meets the requirements described in this Section 9, and evidence must be available to confirm such testing and conformance.

Conformance with the Great Britain Companion Specification

SAPC shall meet the requirements described in the Great Britain Companion Specification.

SAPC shall have been certified:

1. by the ZigBee Alliance as being compliant with those ZigBee SEP requirements that are identified as being required in the Great Britain Companion Specification and that were certifiable under the ZigBee SEP certification scheme on 31 August 2017; and

by the DLMS User Association as being compliant with those DLMS COSEM requirements that are identified as being required described in the Great Britain Companion Specification and that were certifiable under the DLMS COSEM certification scheme on 31 August 2017.

Conformance with the Commercial Product Assurance Security Characteristics for GB Smart Metering

SAPC shall meet the requirements described in the Commercial Product Assurance Security Characteristic Standalone Auxiliary Proportional Controller.

SAPC shall be certified by NCSC as compliant with the Commercial Product Assurance Security Characteristic Standalone Auxiliary Proportional Controller.

[bookmark: _Ref15393157][bookmark: _Toc41990188]Physical Requirements

SAPC shall as a minimum include the following components: 

1. a Clock;

a Data Store;

at least one Auxiliary Proportional Controller; 

a HAN Interface; and

a Random Number Generator.

SAPC shall be mains powered and be capable of performing the minimum functional, interface and data requirements set out in this Section 9 Part G1 operating at a nominal voltage of 230VAC without consuming more than an average of 4 watts of electricity under normal operating conditions.

SAPC shall be capable of automatically resuming operation after a power failure in its operating state prior to such failure.

SAPC shall:

permanently display the SAPC Identifier(9.6.1.1) on the SAPC; and

have a Secure Perimeter.

The HAN Interface of SAPC shall be capable of joining a ZigBee SEP Smart Metering Home Area Network which:

operates within the 2400 – 2483.5 MHz harmonised frequency band or Sub GHz Bands; and

supports the Communications Links described in Sections 9.5.1, 9.5.2 and 9.5.3.

On joining a ZigBee SEP Smart Metering Home Area Network SAPC shall be capable of generating and sending an Alert to that effect via its HAN Interface.

SAPC shall be designed taking all reasonable steps so as to prevent Unauthorised Physical Access and Unauthorised communications through its Secure Perimeter that could compromise the Confidentiality and / or Data Integrity of:

Personal Data;

Security Credentials; 

Random Number Generator;

Cryptographic Algorithms; and

Firmware and data essential for ensuring its integrity,

stored or executing on SAPC. 

SAPC shall be capable of detecting any attempt at Unauthorised Physical Access through its Secure Perimeter that could compromise such Confidentiality and / or Data Integrity and on such detection shall be capable of:

providing evidence of such an attempt through the use of tamper evident coatings or seals,

and where reasonably practicable:

generating an entry to that effect in the Security Log(9.6.3.5); and

generating and sending an Alert to that effect via its HAN Interface.

[bookmark: _Toc41990189]Functional Requirements

This Section describes the minimum functions that SAPC shall be capable of performing.

Clock

SAPC shall meet the requirements of Section 5.5.1 as if it were ESME.

Communications

SAPC shall meet the requirements of Section 5.5.2 as if it were ESME.

Communications Links with a Communications Hub Function via its HAN Interface

SAPC shall meet the requirements of Section 5.5.2.1 as if it were ESME.

[bookmark: _Ref15389601]Communications Links with Type 1 Devices via its HAN Interface

SAPC shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of four HCALCS. 

SAPC shall be capable of supporting the following types of Communications Links:

1. receiving the Commands (set out in Section 8.5.2) that may be sent from HCALCS;

sending the Commands (set out in Section 9.5.3) to HCALCS and acting on the corresponding Responses; and

sending the information (set out in Section 9.5.1) to Type 1 Devices.

[bookmark: _Ref15389611]Communications Links with Type 2 Devices via its HAN Interface

SAPC shall be capable of establishing and maintaining Communications Links via its HAN Interface with a minimum of four Type 2 Devices.

SAPC shall be capable of supporting Communications Links to send the information (set out in Section 9.5.1) to a Type 2 Device.

Data storage

SAPC shall meet the requirements of Section 5.5.3 as if it were ESME.

Security

General

SAPC shall meet the requirements of Section 5.5.10.1 as if it were ESME.

Security Credentials

SAPC shall meet the requirements of Section 5.5.10.2 as if it were ESME.

Cryptographic Algorithms

SAPC shall meet the requirements of Section 5.5.10.3 as if it were ESME.

Firmware

SAPC shall meet the requirements of Section 5.5.10.4 as if it were ESME.

Communications

SAPC shall meet the requirements of Section 5.5.10.5 as if it were ESME.

Controlling Auxiliary Loads

SAPC shall meet the requirements of Section 5.5.11 as if it were ESME.

Setting Auxiliary Proportional Controllers

SAPC shall meet the requirements of Section 5.28.1 as if it were ESME.

[bookmark: _Toc41990190]Interface Requirements

This Section describes the minimum required interactions which SAPC shall be capable of undertaking via its HAN Interface and its User Interface (including with Devices as set out in Sections 9.4.2.2 and 9.4.2.3).

[bookmark: _Ref15388504]Type 1 Devices and Type 2 Device information provision

SAPC shall be capable, immediately upon establishment of a Communications Link with Type 1 Devices (as set out in Section 9.4.2.2) and Type 2 Devices (as set out in Section 9.4.2.3) of providing the data annotated [INFO] set out in Sections 9.6.1, 9.6.2 and 9.6.3 to Type 1 Devices and Type 2 Devices (with timely updates of any changes to all data).

[bookmark: _Ref15388506]HAN Interface Commands

SAPC shall meet the requirements of Section 5.6.3 as if it were ESME.

Activate Firmware

SAPC shall meet the requirements of Section 5.6.3.2 as if it were ESME.

Add Device Security Credentials

SAPC shall meet the requirements of Section 5.6.3.4 as if it were ESME.

Clear Auxiliary Controller Event Log

SAPC shall meet the requirements of Section 5.6.3.8 as if it were ESME.

Clear Event Log

SAPC shall meet the requirements of Section 5.6.3.9 as if it were ESME.

Issue SAPC Security Credentials

SAPC shall meet the requirements of Section 5.6.3.13 as if it were ESME.

Read Configuration Data

SAPC shall meet the requirements of Section 5.6.3.15 as if it were ESME.

Read Constant Data

SAPC shall meet the requirements of Section 5.6.3.16 as if it were ESME.

Read Operational Data

SAPC shall meet the requirements of Section 5.6.3.17 as if it were ESME.

Receive Firmware

SAPC shall meet the requirements of Section 5.6.3.18 as if it were ESME.

Remove Device Security Credentials

SAPC shall meet the requirements of Section 5.6.3.19 as if it were ESME.

Replace SAPC Security Credentials

SAPC shall meet the requirements of Section 5.6.3.20 as if it were ESME.

Request Control of HCALCS

SAPC shall meet the requirements of Section 5.6.3.21 as if it were ESME.

Set Clock

SAPC shall meet the requirements of Section 5.6.3.32 as if it were ESME.

Set HCALCS [n] State

SAPC shall meet the requirements of Section 5.6.3.33 as if it were ESME.

Write Configuration Data

SAPC shall meet the requirements of Section 5.6.3.36 as if it were ESME.

Limit the APC [n] Level

SAPC shall meet the requirements of Section 5.29.1.1 as if it were ESME.

Set the APC [n] Level

SAPC shall meet the requirements of Section 5.29.1.2 as if it were ESME.

[bookmark: _Ref15388510]HAN Interface Commands issued by SAPC

SAPC shall be capable of issuing the Commands set out in this Section, receiving corresponding Responses and, where required by a Response, taking the required actions.

Control HCALCS

SAPC shall meet the requirements of Section 5.6.4.1 as if it were ESME.

[bookmark: _Toc41990191]Data Requirements

This Section describes the minimum information which SAPC shall be capable of holding in its Data Store.

[bookmark: _Ref15389789]Constant data

Describes data that remains constant and unchangeable at all times.

[bookmark: _Ref15388294]SAPC Identifier

A globally unique identifier used to identify SAPC based on the EUI-64 Institute of Electrical and Electronic Engineers standard.

Manufacturer Identifier

SAPC shall meet the requirements of Section 5.7.1.2 as if it were ESME.

Model Type

SAPC shall meet the requirements of Section 5.7.1.3 as if it were ESME.

Randomised Offset Number

SAPC shall meet the requirements of Section 5.7.1.5 as if it were ESME.

[bookmark: _Ref15389804]Configuration data

Describes data that configures the operation of various functions of SAPC which cannot be changed by SAPC except where it is set by a HAN Interface Command.

Auxiliary Controller Calendar [INFO]

SAPC shall meet the requirements of Section 5.7.4.2 as if it were ESME.

Auxiliary Controller [n] Description [INFO]

SAPC shall meet the requirements of Section 5.7.4.3 as if it were ESME.

Device Log

SAPC shall meet the requirements of Section 5.7.4.14 as if it were ESME.

[bookmark: _Ref26452638]SAPC Security Credentials

SAPC shall meet the requirements of Section 5.7.4.18 as if it were ESME.

Public Key Security Credentials Store

SAPC shall meet the requirements of Section 5.7.4.32 as if it were ESME.

Randomised Offset Limit

SAPC shall meet the requirements of Section 5.7.4.33 as if it were ESME.

[bookmark: _Ref15389823]Operational data

Describes data used by the functions of SAPC for output of information which can only be modified by SAPC as required by this document.

Auxiliary Controller Event Log

SAPC shall meet the requirements of Section 5.7.5.6 as if it were ESME.

Event Log

SAPC shall meet the requirements of Section 5.7.5.16 as if it were ESME.

Firmware Version

SAPC shall meet the requirements of Section 5.7.5.17 as if it were ESME.

Randomised Offset

SAPC shall meet the requirements of Section 5.7.5.28 as if it were ESME.

[bookmark: _Ref15388598]Security Log

SAPC shall meet the requirements of Section 5.7.5.31 as if it were ESME.

Auxiliary Controller [n] State

SAPC shall meet the requirements of Section 5.7.5.37 as if it were ESME.

Auxiliary Controller [n] Type

SAPC shall meet the requirements of Section 5.7.5.38 as if it were ESME.


[bookmark: _Toc41990192]Part G2 – Auxiliary Load Control Switch

[bookmark: _Toc41990193]Overview

This Part G2 describes the minimum additional physical, functional and interface requirements of SAPC where one or more ALCS are installed within SAPC.  Additional requirements applied by this Part G2 are a continuation of the Part G1 Section of the same name (where relevant as modified by Part G3) and must also be met by SAPC within which one or more ALCS are installed.

[bookmark: _Toc41990194]Physical Requirements

SAPC shall meet the requirements of Section 9.3 and shall additionally include a User Interface.

[bookmark: _Toc41990195]Functional Requirements

Switching Auxiliary Loads

SAPC shall meet the requirements of Section 5.21.1 as if it were ESME.

[bookmark: _Toc41990196]Interface Requirements

User Interface Commands

Test ALCS [n]

SAPC shall meet the requirements of Section 5.22.1.1 as if it were ESME.

HAN Interface Commands

Set ALCS [n] State

SAPC shall meet the requirements of Section 5.22.2.4 as if it were ESME.


[bookmark: _Toc41990197]Part G3 – Boost Function

[bookmark: _Toc41990198]Overview

This Part G3 describes the minimum additional physical, functional and data requirements of SAPC where a Boost Function is installed within SAPC.  Additional requirements applied by this Part G3 are a continuation of the Part G1 Section of the same name (where relevant as modified by Part G2) and must also be met by SAPC within which a Boost Function is installed.

[bookmark: _Toc41990199]Physical Requirements

SAPC shall meet the requirements of Section 9.3 and shall additionally include a User Interface.

[bookmark: _Toc41990200]Functional Requirements

User Interface Commands

SAPC shall meet the requirements of Section 5.25.1 as if it were ESME.

Activate Boost Period

SAPC shall meet the requirements of Section 5.25.1.1 as if it were ESME.

Cancel Boost Period

SAPC shall meet the requirements of Section 5.25.1.2 as if it were ESME.

Extend Boost Period

SAPC shall meet the requirements of Section 5.25.1.3 as if it were ESME.

[bookmark: _Toc41990201]Data Requirements

Constant Data

Boost Function Availability

SAPC shall meet the requirements of Section 5.26.1.1 as if it were ESME.

Configuration Data

Boost Function Control [n]

SAPC shall meet the requirements of Section 5.26.2.1 as if it were ESME.

Operational Data

Boost Function Event Log

SAPC shall meet the requirements of Section 5.26.3.1 as if it were ESME.

[bookmark: _Toc386559445][bookmark: _Toc391463029][bookmark: _Toc391464796][bookmark: _Toc386559444][bookmark: _Toc389067604][bookmark: _Toc389118159][bookmark: _Toc389067605][bookmark: _Toc389118160][bookmark: _Toc320027832][bookmark: _Toc343775380][bookmark: _Toc366852768][bookmark: _Toc389118161][bookmark: _Toc404159749][bookmark: _Toc456794391][bookmark: _Toc41990202]Glossary Version 5.0 Draft 4

[bookmark: _Toc312157608]Active Energy

The integral with respect to time of the Active Power in units of watt-hours (Wh) or standard multiples thereof (for example, kWh).

Active Power

The product of voltage and the in-phase component of alternating current measured in units of watts (W) or standard multiples thereof (for example, kW).

Aggregate Debt

The sum of all time-based and payment-based debt registers on ESME or GSME operating in Prepayment Mode.

Aggregate Debt Recovery Rate

The sum of the Time-based Debt Recovery rates on ESME or GSME operating in Prepayment Mode.

Alarm

A short-lived audible signal.

ALCS [n] Setting Period

A period during which the commanded level of  ALCS [n] is overridden through use of the Set ALCS [n] State(5.22.2.4) Command.

Alert

[bookmark: _Toc312157614]A message generated by a Device including in response to a problem or the risk of a potential problem.

Ambient

[bookmark: _Cryptographic_Algorithm]The representation of information in a form that can be understood at a glance.

APC [n] Limit Period

A period during which the commanded input or output level of  Auxiliary Proportional Controller [n] is limited through use of the Limit APC [n] Level(5.29.1.1) Command.

APC [n] Setting Period

A period during which the commanded input or output level of  Auxiliary Proportional Controller [n] is overridden through use of the Set APC [n] Level(5.29.1.2) Command.

Arm

To establish a state whereby Supply will be Enabled in response to a Command to Enable Supply; ‘Armed’ and ‘Arming’ shall be construed accordingly.

Authentication

The method used to confirm the identity of entities or Devices wishing to communicate and ‘Authenticated’ and ‘Authenticity’ shall be construed accordingly.

Authorisation

The process of granting access to a resource and ‘Authorised’ shall be construed accordingly.

Auxiliary Controller

An ALCS, an APC or an HCALCS.

Auxiliary Load Control Switch (ALCS)

A switch or other means of controlling a load on the Supply.

Auxiliary Proportional Controller (APC)

A mechanism for proportionally controlling a load on the Supply.

Battery

A component that produces electricity from a chemical reaction.

Block Counter

Storage for recording Consumption for the purposes of combined Time-of-use and Block Pricing.

Block Pricing

A pricing scheme used in conjunction with Time-of-use Pricing where Price varies based on Consumption over a given time period.

Block Register

A Tariff Register for recording Consumption for the purposes of combined Time-of-use and Block Pricing.

Block Tariff

A Tariff for Block Pricing.

Boost Period

A period during which the commanded level of one or more of the ALCS and / or APC is overridden through use of Activate Boost Period(5.25.1.1) or Extend Boost Period(5.25.1.3) Commands.

Certificate

An electronic document that binds an identity, and possibly other information, to a Public Key.

Certificate Signing Request

A message requesting the issue of a Certificate by a Certification Authority.

Certification Authority (CA)

A trusted entity which issues Certificates.

Clock

A timing mechanism that has a minimum resolution of 1 second.

Command

An instruction to perform a function received or sent via any interface.

Commercial Product Assurance (CPA) Security Characteristic Electricity Smart Metering Equipment

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – Electricity Smart Metering Equipment’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Commercial Product Assurance (CPA) Security Characteristic Gas Smart Metering Equipment

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – Gas Smart Metering Equipment’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Commercial Product Assurance (CPA) Security Characteristic Smart Metering – HAN Connected Auxiliary Load Control Switch

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Smart Metering – HAN Connected Auxiliary Load Control Switch’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Commercial Product Assurance Security Characteristic Standalone Auxiliary Proportional Controller

A version of the document entitled ‘Commercial Product Assurance Security Characteristic Standalone Auxiliary Proportional Controller’ that is identified in the Smart Energy Code as being relevant to the GBCS.

Communications Hub Date and Time

The CHF Date and Time as described at section 4 in the Communications Hub Technical Specifications.

Communications Hub Physical Interface

A physical interface to connect to the Communications Hub.

Communications Hub Technical Specifications (CHTS)

A version of the document entitled ‘Communications Hub Technical Specifications’ set out in Schedule 10 of the Smart Energy Code.

Communications Link

The means of effecting an exchange of Commands, Responses, Alerts and other information between a system or Device and another system or Device which is independent of the transport mechanism used.

Confidentiality

The state of information, in transit or at rest, where there is assurance that it is not accessible by Unauthorised parties through either unintentional means or otherwise.

Consumer

A person who lawfully resides at the Premises that is being Supplied.

Consumption

In the context of GSME Gas Consumption and in the context of ESME Electricity Consumption.

Contact Details

The name and contact telephone number of the current gas or electricity Supplier (as appropriate).

Credit Mode

A mode of operation of GSME or ESME whereby Consumers are billed for some or all of their Consumption retrospectively.

Critical Commands

Those Commands which relate to Supply being affected, financial fraud or the compromise of the security of Devices in Consumer Premises.

Critical Event

An event which relates to Supply being affected, financial fraud or the compromise of the security of Devices in Consumer Premises.

Critical Functionality

That functionality which relate to Supply being affected, financial fraud or the compromise of the security of Devices in Consumer Premises.

Cryptographic Algorithm

An algorithm for performing one or more cryptographic functions which may include: Encryption, Decryption, Digital Signing or Hashing of information, data, or messages; or exchange of Security Credentials.

Currency Units

The units of monetary value in major and minor units.

Customer Identification Number

A number used to verify that an individual requesting a service is present in the Consumer Premises.

Data Integrity

The state of data where there is assurance that it has not been altered by Unauthorised parties.

Data Store

An area of a Device capable of storing information for future retrieval.

Day

The period commencing 00:00:00 Local Time and ending at the next 00:00:00.

Day Profile

For the purposes of Time-of-use Pricing and Time-of-use with Block Pricing, the rules defined in a Switching Table specifying the Tariff Register to which Consumption is allocated for the day (in the context of GSME Time-of-use Pricing and Time-of-use with Block Pricing) and for each half-hour period within the day (in the context of the ESME Time-of-use Pricing and Time-of-use with Block Pricing).

For the purposes of setting the commanded state of Auxiliary Controllers, the rules defined in a Switching Table specifying the commanded state of each Auxiliary Controller, at specified times within the day.

For the purposes of Non-Disablement Periods the rules defined in a Switching Table specifying the times during the day when a Non-Disablement Period is active.

Debt Register

Storage for recording an amount of debt to be recovered.

Debt to Clear

The amount of credit the consumer needs to add to ESME or GSME to cause the Meter Balance to rise to the disablement threshold when operating in Prepayment Mode.

Decryption

The process of converting Encrypted information by an Authorised party to recover the original information and like terms shall be construed accordingly.

Device

GSME, ESME, a GPF, a CHF, a Type 1 Device or a Type 2 Device.

Device Language Message Specification (DLMS) Companion Specification for Energy Metering (COSEM)

The version of the document of that name identified in the GBCS.

Digital Signature

The information appended to a Message which is created using the sender’s Private Key, that can be verified using the Public Key contained in the sender's Certificate, and provides the receiver with assurance that the sender is who they claim to be, the message has not been altered in transit and that the holder of the sender’s Private Key created the Message.

Digital Signing

The creation of a Digital Signature.

Disable

In the context of GSME the act of interrupting the flow of gas by closing the Valve and in the context of ESME the act of interrupting the flow of electricity by opening the Load Switch(es) and like terms shall be construed accordingly.

Domestic Premises

Shall in the context of GSME have the meaning given to that term in standard condition 1 of gas supply licences, and in the context of ESME shall have the meaning given to that term in standard condition 1 of electricity supply licences.

Electricity Consumption

The Active Energy Imported into the Premises and ‘Consumed’ shall be construed accordingly.

Electricity Meter

An instrument used to measure, store and display the amount of electrical energy passing through an electrical circuit or circuits.

Elliptic Curve DH

The Elliptic Curve Diffie–Hellman Algorithm (see http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf).

Elliptic Curve DSA

The Elliptic Curve Digital Signature Algorithm forming part of the NSA Suite B standard (see http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf).

Emergency Credit

Credit that can be made available to ensure that the Supply is not interrupted in circumstances (including situations of emergency) defined by the Supplier to the Premises.

Enable

In the context of GSME the act of restoring the flow of gas to the Premises by opening the Valve and in the context of ESME the act of restoring the flow of electricity to the Premises by closing the Load Switch and like terms shall be construed accordingly.

Encryption

The process of converting information in order to make it unintelligible other than to Authorised parties and like terms shall be construed accordingly.

Energy Consumption

The amount of gas in kWh or electricity in kWh Supplied to the Premises.

ESME

Electricity Smart Metering Equipment, being Single Element Electricity Metering Equipment, Twin Element Electricity Metering Equipment or Polyphase Electricity Metering Equipment as the context requires.

Export

The flow of electricity out of the Premises, and like terms shall be construed accordingly.

Firmware

The embedded software programmes and / or data structures that control Devices.

Frequency Agility

The ability to change the frequency of operation in Sub GHz Bands.

Gas Consumption

The volume of gas in cubic metres (m3) Supplied to the Premises and ‘Consumed’ shall be construed accordingly.

Gas Meter

An instrument designed to measure, memorise and display the quantity of gas (volume or mass) that has passed through it.

Gas Proxy Function

Gas Proxy Function as defined in the Communications Hub Technical Specifications.

Great Britain Companion Specification

A version of the document entitled ‘Great Britain Companion Specification’ that is identified in the Smart Energy Code as being relevant to this version of SMETS.

GSME

[bookmark: _Toc312157611]Gas Smart Metering Equipment.

HAN Connected Auxiliary Load Control Switch (HCALCS)

A Type 1 Device, incorporating a switch or other means of controlling a load on the Supply, which can communicate with ESME and SAPC via a HAN.

Hashing

A repeatable process to create a fixed size and condensed representation of a message of any arbitrary data. Hash and like terms shall be construed accordingly.

HCALCS [n] Setting Period

A period during which the commanded state of HCALCS [n] is overridden through use of the Set HCALCS [n] State(5.6.3.33) Command.

HCALCS Technical Specifications

HCALCS Technical Specifications as described in SMETS.

Home Area Network (HAN)

A means by which a Device can send and receive information to and from other Devices.

Home Area Network Interface (HAN Interface)

A component of GSME, ESME, IHD or other Device that is capable of sending and receiving information to and from other Devices.

Key

Data used to determine the output of a cryptographic operation.

Key Agreement

A means to calculate a shared Key between two parties.

IHD

In-home Display.

IHD Source Device

ESME or the Gas Proxy Function.

IHD Technical Specifications

IHD Technical Specifications as described in SMETS.

Import

The flow of electricity into the Premises, and like terms shall be construed accordingly.

Large Gas Meter

Means a Gas Meter designed to operate with a maximum flow rate of greater than 11 cubic metres per hour[footnoteRef:7]. [7:  GAS ACT 1986 Standard conditions of gas supply licence page 26.] 


[bookmark: _Toc312157618][bookmark: _Toc313731188][bookmark: _Toc312157620]Load Switch

A component or combination of components that can close or open (including on receipt of a Command to that effect) to Enable or Disable the flow of electricity to and from the Premises.

Local Time

The UTC date and time adjusted for British Summer Time.

Lock

To establish a state whereby the Supply is Disabled and the GSME or ESME cannot determine the Supply state; ‘Locked’ and ‘Locking’ shall be construed accordingly.

Message Authentication

The process by which the receiver of a message is provided with assurance that the sender is who they claim to be and that the message is in the form originally sent.

MPAN

Meter Point Administration Number.

MPRN

Meter Point Reference Number.

NCSC

The National Cyber Security Centre, the UK Government's national technical authority for information assurance.

Non-Disablement Period

A period of time during which the combined credit of the meter balance and Emergency Credit balance falling below the disablement threshold will not be cause the Supply to be Disabled when ESME or GSME is operating in Prepayment Mode.

Outcome

The result of executing a Command, expressed as success or failure.

Payment-based Debt Recovery

A means of recovering debt based on a percentage of a payment.

Personal Data

Any information comprising Personal Data as such term is defined in the Data Protection Act 1998 at the date the SMETS is brought into force.

Polyphase Electricity Metering Equipment

Electricity metering equipment containing three measuring elements suitable for a polyphase Supply with up to three phases and neutral. 

PPMID Technical Specifications

PPMID Technical Specifications as described in SMETS.

Prepayment Interface Device (PPMID)

A Type 1 Device that provides a User Interface for Prepayment Mode related information and Commands.

Premises

The premises which is Supplied.

Prepayment Mode

A mode of operation of GSME or ESME whereby payment is generally made in advance of Consumption.

Price

The amount of money in Currency Units charged for one kWh unit of gas Consumed for GSME or one kWh of electricity Consumed via the relevant measuring element for ESME.

Privacy PIN Protection

The prevention of the display of information and access to Commands on the User Interface of GSME or ESME.

Private Key

The Key in a Public-Private Key Pair which must be kept secure by the entity to which it relates.

Public Key

The Key in a Public-Private Key Pair which can be distributed to other parties.

Public-Private Key Pair

Two mathematically related numbers that are used in Cryptographic Algorithms.

Random Number Generator

A component used to generate a sequence of numbers or symbols that lack any predictable pattern. 

Reactive Energy

The integral with respect to time of Reactive Power in units of volt-amperes reactive-hours (varh) or standard multiples thereof (for example, kvarh).

Reactive Power

The product of voltage and the out of phase component of current measured in units of volt-amperes reactive (var) or standard multiples thereof (for example, kvar).

Replay Attack

A form of attack on a Communications Link in which a valid information transmission is repeated through interception and retransmission.

Response

A response to a Command received or sent over any interface.

RMS

Root mean squared.

Role

The entitlement of a party to execute one or more Commands.

Season Profile

Rules defined in a Switching Table specifying a Week Profile for each week of a season.

SECAS

The Smart Energy Code Administrator and Secretariat.

Secure Perimeter

A physical border surrounding GSME, ESME or the PPMID.

Security Credentials

Information used to Authenticate a Device, party or system.

Sensitive Event

Each of the following events:

a failed Authentication or Authorisation;

a change in the executing Firmware version; and

unusual numbers of malformed, out-of-order or unexpected Commands received.

SHA-256

The Hashing algorithm of that name approved by the NIST (see http://csrc.nist.gov/groups/ST/toolkit/secure_hashing.html).

Single Element Electricity Metering Equipment

Electricity metering equipment containing a single measuring element.

Smart Energy Code

The document of that name, as designated by the Secretary of State under Condition 22 of the DCC Licence.

Smart Metering Equipment Technical Specifications (SMETS)

These Smart Metering Equipment Technical Specifications that are contained within Schedule 9 of the Smart Energy Code.

Smart Metering Home Area Network

A communications network allowing the exchange of information between Devices.

Smart Meter Operational Integrity

The state of ESME or GSME where its functionality is working as intended.

Special Day

A day defined in a Switching Table where allocation to Tariff Registers, setting the commanded state of Auxiliary Controllers, or specifying Non-Disablement Periods is based on a specified Day Profile.

Standalone Auxiliary Proportional Controller (SAPC)

Equipment complying with the Standalone Auxiliary Proportional Controller Technical Specifications.

Sub GHz Bands 

The 863 – 876 MHz and 915 – 921 MHz harmonised frequency bands. 

Supplier

A person authorised by licence to Supply gas to Premises for GSME and a person authorised by licence to Supply electricity to Premises for ESME.

Supply

The supply of gas to Premises for GSME and the supply of electricity to Premises for ESME and ‘Supplied’ shall be construed accordingly.

Switching Table 

A set of rules for either:

allocating Consumption to Tariff Registers for the purposes of Time-of-use Pricing;

setting the commanded state of Auxiliary Controllers; or

specifying Non-Disablement Periods.

Tariff

The structure of Prices and other charges relating to a Supply.

Tariff Register

Storage for recording Consumption for the purposes of Time-of-use Pricing.

Time-based Debt Recovery

A means of recovering debt based on an amount in Currency Units per unit time.

Time-of-use Band

A contiguous or non-contiguous number of Days for GSME or half-hour periods for ESME over which Tariff Prices are constant.

Time-of-use Pricing

A pricing scheme with one or more Time-of-use Bands.

Time-of-use Tariff

A Tariff for Time-of-use Pricing.

Timer

A mechanism for measuring a time period.

TOU

Time-of-use.

Transactional Atomicity

The order of the constituent parts of a Command.

Trusted Source

A source whose identity is confidentially and reliably validated.

Twin Element Electricity Metering Equipment 

Electricity metering equipment containing two measuring elements.

Type 1 Device

A HAN Connected Auxiliary Load Control Switch or a Prepayment Meter Interface Device.

Type 2 Device

A Device that is not required to have a Device Log.

Unauthorised

Not Authorised.

Unauthorised Physical Access

Unauthorised access to the internal components of GSME, ESME or the PPMID through its Secure Perimeter.

Unique Transaction Reference Number (UTRN)

A number used to convey credit to GSME or ESME operating in Prepayment Mode.

[bookmark: _Toc312157619]Unlock

To establish a state whereby the GSME or ESME can determine the Supply state, ‘Unlocked’ shall be construed accordingly.

User Interface

An interface for providing local human interaction with GSME, ESME, IHD or PPMID which supports input and visual output.

[bookmark: _Toc312157612]UTC

Coordinated Universal Time.

UTRN Counter

A number derived from a UTRN. 

Valve

A component that can open or close (including on receipt of a Command to that effect) to Enable or Disable the flow of gas to Premises.

Week

The seven day period commencing 00:00:00 Monday Local Time and ending at 00:00:00 on the immediately following Monday.

Week Profile

Rules defined in the Switching Table specifying the Day Profile for each day of a week.

ZigBee Smart Energy Profile (SEP)

The version of the document ZigBee Smart Energy (ZSE) Profile Specification identified in the GBCS.
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1 [bookmark: _Toc373173109][bookmark: _WraggeTCE2013121194056][bookmark: _Toc374528231][bookmark: _Toc374529170][bookmark: _Toc374530103][bookmark: _Toc374531036][bookmark: _Toc374531969][bookmark: _Toc470104265]INTRODUCTION	

[bookmark: _Toc373173110]The document comprising this Appendix B (together with its Annexes A and B): 

· [bookmark: _Toc373173111]shall be known as the “Organisation Certificate Policy” (and in this document is referred to simply as the “Policy”),

· [bookmark: _Toc373173112]is a SEC Subsidiary Document related to Section L9 of the Code (The SMKI Document Set).

1.1 [bookmark: _Toc373173113][bookmark: _WraggeTCE201312119415][bookmark: _Toc374528232][bookmark: _Toc374529171][bookmark: _Toc374530104][bookmark: _Toc374531037][bookmark: _Toc374531970][bookmark: _Toc470104266]OVERVIEW	

(A) This Policy sets out the arrangements relating to:

(i) Organisation Certificates; and

(ii) OCA Certificates.

(B) This Policy is structured according to the guidelines provided by IETF RFC 3647, with appropriate extensions, modifications and deletions. 

(C) Except where the context otherwise requires, words or expressions used in this Policy shall have the meanings ascribed to them in IETF RFC 5280 where they:

(i) appear in Courier New font;

(ii) are accompanied by the descriptor 'field', 'type' or 'extension'; and/or

(D) take the form of a conjoined string of two or more words, such as 'digitalSignature'.

1.2 [bookmark: _WraggeTCE2013121194114][bookmark: _Toc374528233][bookmark: _Toc374529172][bookmark: _Toc374530105][bookmark: _Toc374531038][bookmark: _Toc374531971][bookmark: _Toc470104267]DOCUMENT NAME AND IDENTIFICATION	

(A) This Policy has been assigned an OID of 1.2.826.0.1. 8641679.1.2.1.1.

1.3 [bookmark: _WraggeTCE2013121194121][bookmark: _Toc374528234][bookmark: _Toc374529173][bookmark: _Toc374530106][bookmark: _Toc374531039][bookmark: _Toc374531972][bookmark: _Toc470104268]SMKI PARTICIPANTS	

1.3.1 [bookmark: _WraggeTCE2013121194128][bookmark: _Toc374528235][bookmark: _Toc374529174][bookmark: _Toc374530107][bookmark: _Toc374531040][bookmark: _Toc374531973][bookmark: _Toc470104269]The Organisation Certification Authority	

(A) The definition of Organisation Certification Authority is set out in Annex A.

1.3.2 [bookmark: _WraggeTCE2013121194142][bookmark: _Toc374528236][bookmark: _Toc374529175][bookmark: _Toc374530108][bookmark: _Toc374531041][bookmark: _Toc374531974][bookmark: _Toc470104270]Registration Authorities	

(A) The definition of Registration Authority is set out in Annex A.

1.3.3 [bookmark: _WraggeTCE20131211102031][bookmark: _Toc374528237][bookmark: _Toc374529176][bookmark: _Toc374530109][bookmark: _Toc374531042][bookmark: _Toc374531975][bookmark: _Toc470104271]Subscribers	

(A) In accordance with Section L3 of the Code (The SMKI Services), certain Parties may become Authorised Subscribers.

(B) In accordance with Section L3 of the Code (The SMKI Services), an Authorised Subscriber shall be an Eligible Subscriber in relation to certain Certificates.

(C) The SMKI RAPP sets out the procedure to be followed by an Eligible Subscriber in order to become a Subscriber for one or more Certificates.

(D) Eligible Subscribers are subject to the applicable requirements of the SMKI RAPP and Section L11 of the Code (Subscriber Obligations).

(E) Obligations on the DCC acting in the capacity of an Eligible Subscriber are set out in Section L11 of the Code (Subscriber Obligations).

(F) The definitions of the following terms are set out in Section A of the Code (Definitions and Interpretation):

(i) Authorised Subscriber;

(ii) Eligible Subscriber;

(iii) Subscriber.

1.3.4 [bookmark: _WraggeTCE20131211102038][bookmark: _Toc374528238][bookmark: _Toc374529177][bookmark: _Toc374530110][bookmark: _Toc374531043][bookmark: _Toc374531976][bookmark: _Toc470104272]Subjects	

(A) The Subject of an Organisation Certificate must be an Organisation and be identified in the subject field of the Organisation Certificate Profile in accordance with Annex B.

(B) The Subject of an OCA Certificate must be the entity identified by the subject field of the Root OCA Certificate Profile or Issuing OCA Certificate Profile (as the case may be) in accordance with Annex B.

(C) The definition of Subject is set out in Annex A.

1.3.5 [bookmark: _WraggeTCE20131211102044][bookmark: _Toc374528239][bookmark: _Toc374529178][bookmark: _Toc374530111][bookmark: _Toc374531044][bookmark: _Toc374531977][bookmark: _Toc470104273]Relying Parties	

(A) In accordance with Section L12 of the Code, certain Parties may be Relying Parties.

(B) Relying Parties are subject to the applicable requirements of Section L12 of the Code (Relying Party Obligations).

(C) Obligations on the DCC acting in the capacity of a Relying Party are set out in Section L12 of the Code (Relying Party Obligations).

(D) The definition of Relying Party is set out in Annex A.

1.3.6 [bookmark: _WraggeTCE20131211102050][bookmark: _Toc374528240][bookmark: _Toc374529179][bookmark: _Toc374530112][bookmark: _Toc374531045][bookmark: _Toc374531978][bookmark: _Toc470104274]SMKI Policy Management Authority	

(A) Provision in relation to the SMKI PMA is made in Section L1 of the Code (SMKI Policy Management Authority).

1.3.7 [bookmark: _WraggeTCE20131211102056][bookmark: _Toc374528241][bookmark: _Toc374529180][bookmark: _Toc374530113][bookmark: _Toc374531046][bookmark: _Toc374531979][bookmark: _Toc470104275]SMKI Repository Provider	

(A) Provision in relation to the SMKI Repository Service is made in Section L5 of the Code (The SMKI Repository Service).

1.4 [bookmark: _WraggeTCE2013121110215][bookmark: _Toc374528242][bookmark: _Toc374529181][bookmark: _Toc374530114][bookmark: _Toc374531047][bookmark: _Toc374531980][bookmark: _Toc470104276]USAGE OF ORGANISATION CERTIFICATES AND OCA CERTIFICATES	

1.4.1 [bookmark: _WraggeTCE20131211102111][bookmark: _Toc374528243][bookmark: _Toc374529182][bookmark: _Toc374530115][bookmark: _Toc374531048][bookmark: _Toc374531981][bookmark: _Toc470104277]Appropriate Certificate Uses	

(A) The OCA shall ensure that Organisation Certificates are Issued only:

(i) to Eligible Subscribers; and

(ii) for the purposes of the creation, sending, receipt and processing of communications to and from Organisations in accordance with or pursuant to the Code.

(B) The OCA shall ensure that OCA Certificates are Issued only to the OCA:

(i) in its capacity as, and for the purposes of exercising the functions of, the Root OCA; and

(ii) in its capacity as, and for the purposes of exercising the functions of, the Issuing OCA.

(C) Further provision in relation to the use of Certificates is made in Section L11 (Subscriber Obligations) and Section L12 (Relying Party Obligations) of the Code.

1.4.2 [bookmark: _WraggeTCE2013121111226][bookmark: _Toc374528244][bookmark: _Toc374529183][bookmark: _Toc374530116][bookmark: _Toc374531049][bookmark: _Toc374531982][bookmark: _Toc470104278]Prohibited Certificate Uses	

(A) No Party or RDP shall use a Certificate other than for the purposes specified in Part 1.4.1 of this Policy.

1.5 [bookmark: _WraggeTCE20131211112212][bookmark: _Toc374528245][bookmark: _Toc374529184][bookmark: _Toc374530117][bookmark: _Toc374531050][bookmark: _Toc374531983][bookmark: _Toc470104279]POLICY ADMINISTRATION	

1.5.1 [bookmark: _WraggeTCE20131211112218][bookmark: _Toc374528246][bookmark: _Toc374529185][bookmark: _Toc374530118][bookmark: _Toc374531051][bookmark: _Toc374531984][bookmark: _Toc470104280]Organisation Administering the Document	

(A) This Policy is a SEC Subsidiary Document and is administered as such in accordance with the provisions of the Code.

1.5.2 [bookmark: _WraggeTCE20131211112224][bookmark: _Toc374528247][bookmark: _Toc374529186][bookmark: _Toc374530119][bookmark: _Toc374531052][bookmark: _Toc374531985][bookmark: _Toc470104281]Contact Person	

(A) Questions in relation to the content of this Policy should be addressed to the OCA or the SMKI PMA.

1.5.3 [bookmark: _WraggeTCE20131211112236][bookmark: _Toc374528248][bookmark: _Toc374529187][bookmark: _Toc374530120][bookmark: _Toc374531053][bookmark: _Toc374531986][bookmark: _Toc470104282]Person Determining Organisation CPS Suitability for the Policy	

(A) Provision is made in Section L9 of the Code (The SMKI Document Set) for the SMKI PMA to approve the Organisation CPS.

1.5.4 [bookmark: _WraggeTCE20131211112242][bookmark: _Toc374528249][bookmark: _Toc374529188][bookmark: _Toc374530121][bookmark: _Toc374531054][bookmark: _Toc374531987][bookmark: _Toc470104283]Organisation CPS Approval Procedures	

(A) Provision is made in Section L9 of the Code (The SMKI Document Set) for the procedure by which the SMKI PMA may approve the Organisation CPS.

1.5.5 [bookmark: _WraggeTCE20131211112247][bookmark: _Toc374528250][bookmark: _Toc374529189][bookmark: _Toc374530122][bookmark: _Toc374531055][bookmark: _Toc374531988][bookmark: _Toc470104284]Registration Authority Policies and Procedures	

(A) The Registration Authority Policies and Procedures (the SMKI RAPP) are set out at Appendix D of the Code.

1.6 [bookmark: _WraggeTCE20131211112253][bookmark: _Toc374528251][bookmark: _Toc374529190][bookmark: _Toc374530123][bookmark: _Toc374531056][bookmark: _Toc374531989][bookmark: _Toc470104285]DEFINITIONS AND ACRONYMS	

1.6.1 [bookmark: _WraggeTCE20131211112259][bookmark: _Toc374528252][bookmark: _Toc374529191][bookmark: _Toc374530124][bookmark: _Toc374531057][bookmark: _Toc374531990][bookmark: _Toc470104286]Definitions	

(A) Definitions of the expressions used in this Policy are set out in Section A of the Code (Definitions and Interpretation) and Annex A.

1.6.2 [bookmark: _WraggeTCE2013121111234][bookmark: _Toc374528253][bookmark: _Toc374529192][bookmark: _Toc374530125][bookmark: _Toc374531058][bookmark: _Toc374531991][bookmark: _Toc470104287]Acronyms	

(A) Any acronyms used for the purposes of this Policy are set out in Section A of the Code (Definitions and Interpretation) and Annex A.

2 [bookmark: _WraggeTCE20131211112318][bookmark: _Toc374528254][bookmark: _Toc374529193][bookmark: _Toc374530126][bookmark: _Toc374531059][bookmark: _Toc374531992][bookmark: _Toc470104288]
PUBLICATION AND REPOSITORY RESPONSIBILITIES	

2.1 [bookmark: _WraggeTCE20131211112322][bookmark: _Toc374528255][bookmark: _Toc374529194][bookmark: _Toc374530127][bookmark: _Toc374531060][bookmark: _Toc374531993][bookmark: _Toc470104289]REPOSITORIES	

(A) Provision is made in Section L5 of the Code (The SMKI Repository Service) for the establishment, operation and maintenance of the SMKI Repository.

2.2 [bookmark: _WraggeTCE20131211112331][bookmark: _Toc374528256][bookmark: _Toc374529195][bookmark: _Toc374530128][bookmark: _Toc374531061][bookmark: _Toc374531994][bookmark: _Toc470104290]PUBLICATION OF CERTIFICATION INFORMATION	

(A) The OCA shall lodge copies of the following in the SMKI Repository:

(i) each Organisation Certificate that has been accepted by a Subscriber;

(ii) each OCA Certificate;

(iii) each version of the SMKI RAPP;

(iv) each version of the SMKI Recovery Procedure;

(v) the latest version of the Organisation CRL;

(vi) the latest version of the Organisation ARL; and

(vii) any other document or information that may from time to time be specified, for the purposes of this provision, by the SMKI PMA.

(B) The OCA may lodge in the SMKI Repository such other documents or information as it may from time to time consider appropriate.

(C) Further provision on the lodging of documents and information in the SMKI Repository is made in Section L5 of the Code (The SMKI Repository Service).

2.3 [bookmark: _WraggeTCE20131211112338][bookmark: _Toc374528257][bookmark: _Toc374529196][bookmark: _Toc374530129][bookmark: _Toc374531062][bookmark: _Toc374531995][bookmark: _Toc470104291]TIME OR FREQUENCY OF PUBLICATION	

(A) The OCA shall ensure that:

(i) each Organisation Certificate is lodged in the SMKI Repository promptly on its acceptance by a Subscriber;

(ii) each OCA Certificate is lodged to the SMKI Repository promptly on being Issued;

(iii) the SMKI RAPP is lodged in the SMKI Repository, and a revised version of the SMKI RAPP is lodged in the SMKI Repository promptly following each modification to it made in accordance with the Code;

(iv) the SMKI Recovery Procedure is lodged in the SMKI Repository, and a revised version of the SMKI Recovery Procedure is lodged in the SMKI Repository promptly following each modification to it made in accordance with the Code;

(v) the Organisation CRL is lodged in the SMKI Repository, and a revised version of the Organisation CRL is lodged in the SMKI Repository within such time as is specified in Part 4.9.7 of this Policy;

(vi) the Organisation ARL is lodged in the SMKI Repository, and a revised version of the Organisation ARL is lodged in the SMKI Repository within such time as is specified in Part 4.9.7 of this Policy; and

(vii) any other document that may from time to time be specified by the SMKI PMA is lodged in the SMKI Repository within such time as may be directed by the SMKI PMA.

2.4 [bookmark: _WraggeTCE20131211112349][bookmark: _Toc374528258][bookmark: _Toc374529197][bookmark: _Toc374530130][bookmark: _Toc374531063][bookmark: _Toc374531996][bookmark: _Toc470104292]ACCESS CONTROLS ON REPOSITORIES	

(A) Provision in relation to access controls for the SMKI Repository is made in Section L5 of the Code (The SMKI Repository Service).

3 [bookmark: _WraggeTCE2013121111241][bookmark: _Toc374528259][bookmark: _Toc374529198][bookmark: _Toc374530131][bookmark: _Toc374531064][bookmark: _Toc374531997][bookmark: _Toc470104293]
IDENTIFICATION AND AUTHENTICATION	

3.1 [bookmark: _WraggeTCE2013121111247][bookmark: _Toc374528260][bookmark: _Toc374529199][bookmark: _Toc374530132][bookmark: _Toc374531065][bookmark: _Toc374531998][bookmark: _Toc470104294]NAMING	

3.1.1 [bookmark: _WraggeTCE20131211112411][bookmark: _Toc374528261][bookmark: _Toc374529200][bookmark: _Toc374530133][bookmark: _Toc374531066][bookmark: _Toc374531999][bookmark: _Toc470104295]Types of Names	

(A) Provision is made in the SMKI RAPP to ensure that the name of the entity that is the Subject of each Certificate is in accordance with the relevant Certificate Profile at Annex B.

3.1.2 [bookmark: _WraggeTCE20131211112416][bookmark: _Toc374528262][bookmark: _Toc374529201][bookmark: _Toc374530134][bookmark: _Toc374531067][bookmark: _Toc374532000][bookmark: _Toc470104296]Need for Names to be Meaningful	

(A) Provision is made in the SMKI RAPP to ensure that the name of the Subject of each OCA Certificate is meaningful and consistent with the relevant Certificate Profile in Annex B.

3.1.3 [bookmark: _WraggeTCE20131211112420][bookmark: _Toc374528263][bookmark: _Toc374529202][bookmark: _Toc374530135][bookmark: _Toc374531068][bookmark: _Toc374532001][bookmark: _Toc470104297]Anonymity or Pseudonymity of Subscribers	

(A) Provision is made in the SMKI RAPP to:

(i) prohibit Eligible Subscribers from requesting the Issue of a Certificate anonymously or by means of a pseudonym; and

(ii) permit the OCA to Authenticate each Eligible Subscriber.

3.1.4 [bookmark: _WraggeTCE20131211112426][bookmark: _Toc374528264][bookmark: _Toc374529203][bookmark: _Toc374530136][bookmark: _Toc374531069][bookmark: _Toc374532002][bookmark: _Toc470104298]Rules for Interpreting Various Name Forms	

(A) Provision in relation to name forms is made in Annex B.

3.1.5 [bookmark: _WraggeTCE20131211112431][bookmark: _Toc374528265][bookmark: _Toc374529204][bookmark: _Toc374530137][bookmark: _Toc374531070][bookmark: _Toc374532003][bookmark: _Toc470104299]Uniqueness of Names	

(A) Provision in relation to the uniqueness of names is made in Annex B.

3.1.6 [bookmark: _WraggeTCE20131211112436][bookmark: _Toc374528266][bookmark: _Toc374529205][bookmark: _Toc374530138][bookmark: _Toc374531071][bookmark: _Toc374532004][bookmark: _Toc470104300]Recognition, Authentication, and Role of Trademarks	

(A) Provision in relation to the use of trademarks, trade names and other restricted information in Certificates is made in Section L11 of the Code (Subscriber Obligations).

3.2 [bookmark: _WraggeTCE20131211112441][bookmark: _Toc374528267][bookmark: _Toc374529206][bookmark: _Toc374530139][bookmark: _Toc374531072][bookmark: _Toc374532005][bookmark: _Toc470104301]INITIAL IDENTITY VALIDATION	

3.2.1 [bookmark: _WraggeTCE20131211112446][bookmark: _Toc374528268][bookmark: _Toc374529207][bookmark: _Toc374530140][bookmark: _Toc374531073][bookmark: _Toc374532006][bookmark: _Toc470104302]Method to Prove Possession of Private Key	

(A) Provision is made in the SMKI RAPP in relation to:

(i) the procedure to be followed by an Eligible Subscriber in order to prove its possession of the Private Key which is associated with the Public Key to be contained in any Certificate that is the subject of a Certificate Signing Request; and

(ii) the procedure established for this purpose is in accordance with the procedure in PKCS#10 or an equivalent cryptographic mechanism.

3.2.2 [bookmark: _WraggeTCE20131211112451][bookmark: _Toc374528269][bookmark: _Toc374529208][bookmark: _Toc374530141][bookmark: _Toc374531074][bookmark: _Toc374532007][bookmark: _Toc470104303]Authentication of Organisation Identity	

(A) Provision is made in the SMKI RAPP in relation to the:

(i) procedure to be followed by a Party or RDP in order to become an Authorised Subscriber;

(ii) criteria in accordance with which the OCA will determine whether a Party or RDP is entitled to become an Authorised Subscriber; and

(iii) requirement that the Party or RDP shall be Authenticated by the OCA for that purpose.

(B) Provision is made in the SMKI RAPP to ensure that each Eligible Subscriber has one or more DCC ID, User ID or RDP ID that is EUI-64 Compliant and has been allocated to that Eligible Subscriber in accordance with Section B2 (DCC, User and RDP Identifiers).

(C) Provision is made in the SMKI RAPP for the purpose of ensuring that the criteria in accordance with which the OCA shall Authenticate a Party or RDP shall be set to Level 3 pursuant to GPG 46 (Organisation Identity, v1.0, October 2013), or to such equivalent level within a comparable authentication framework as may be agreed by the SMKI PMA.

3.2.3 [bookmark: _WraggeTCE20131211112457][bookmark: _Toc374528270][bookmark: _Toc374529209][bookmark: _Toc374530142][bookmark: _Toc374531075][bookmark: _Toc374532008][bookmark: _Toc470104304]Authentication of Individual Identity	

(A) Provision is made in the SMKI RAPP in relation to the Authentication of persons engaged by Authorised Subscribers, which provides for all such persons to have their identity and authorisation verified to Level 3 (Verified) pursuant to the CESG GPG43 RSDOPS framework, or to such equivalent level within a comparable authentication framework as may be agreed by the SMKI PMA. 

3.2.4 [bookmark: _WraggeTCE2013121111252][bookmark: _Toc374528271][bookmark: _Toc374529210][bookmark: _Toc374530143][bookmark: _Toc374531076][bookmark: _Toc374532009][bookmark: _Toc470104305]Non-verified Subscriber Information	

(A) The OCA shall verify all information in relation to Certificates.

(B) Further provision on the content of OCA Certificates is made in Section L11 of the Code (Subscriber Obligations).

3.2.5 [bookmark: _WraggeTCE2013121111256][bookmark: _Toc374528272][bookmark: _Toc374529211][bookmark: _Toc374530144][bookmark: _Toc374531077][bookmark: _Toc374532010][bookmark: _Toc470104306]Validation of Authority	

See Part 3.2.2 of this Policy.

3.2.6 [bookmark: _WraggeTCE20131211112511][bookmark: _Toc374528273][bookmark: _Toc374529212][bookmark: _Toc374530145][bookmark: _Toc374531078][bookmark: _Toc374532011][bookmark: _Toc470104307]Criteria for Interoperation	

[Not applicable in this Policy]

3.3 [bookmark: _WraggeTCE20131211112522][bookmark: _Toc374528274][bookmark: _Toc374529213][bookmark: _Toc374530146][bookmark: _Toc374531079][bookmark: _Toc374532012][bookmark: _Toc470104308]IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUESTS	

3.3.1 [bookmark: _WraggeTCE20131211112528][bookmark: _Toc374528275][bookmark: _Toc374529214][bookmark: _Toc374530147][bookmark: _Toc374531080][bookmark: _Toc374532013][bookmark: _Toc470104309]Identification and Authentication for Routine Re-Key	

(A) This Policy does not support Certificate Re-Key.

(B) The OCA shall not provide a Certificate Re-Key service.  

3.3.2 [bookmark: _WraggeTCE20131211112535][bookmark: _Toc374528276][bookmark: _Toc374529215][bookmark: _Toc374530148][bookmark: _Toc374531081][bookmark: _Toc374532014][bookmark: _Toc470104310]Identification and Authentication for Re-Key after Revocation	

[Not applicable in this Policy]

3.4 [bookmark: _WraggeTCE20131211112541][bookmark: _Toc374528277][bookmark: _Toc374529216][bookmark: _Toc374530149][bookmark: _Toc374531082][bookmark: _Toc374532015][bookmark: _Toc470104311]IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUEST	

3.4.1 [bookmark: _WraggeTCE20131211112547][bookmark: _Toc374528278][bookmark: _Toc374529217][bookmark: _Toc374530150][bookmark: _Toc374531083][bookmark: _Toc374532016][bookmark: _Toc470104312]Authentication for Certificate Revocation Requests	

(A) Provision is made in the SMKI RAPP in relation to procedures designed to ensure the Authentication of persons who submit a Certificate Revocation Request and verify that they are authorised to submit that request.



4 [bookmark: _WraggeTCE20131211112554][bookmark: _WraggeTCE20131211122110][bookmark: _Toc374530151][bookmark: _Toc374531084][bookmark: _Toc374532017][bookmark: _Toc470104313]
CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS	

4.1 [bookmark: _WraggeTCE20131211112558][bookmark: _WraggeTCE20131211122122][bookmark: _Toc374530152][bookmark: _Toc374531085][bookmark: _Toc374532018][bookmark: _Toc470104314]CERTIFICATE APPLICATION	

4.1.1 [bookmark: _WraggeTCE2013121111264][bookmark: _Toc374528281][bookmark: _Toc374529220][bookmark: _Toc374530153][bookmark: _Toc374531086][bookmark: _Toc374532019][bookmark: _Toc470104315]Submission of Certificate Applications	

(A) Provision is made in the SMKI RAPP in relation to:

(i) in respect of an Organisation Certificate:

(a) the circumstances in which an Eligible Subscriber may submit a Certificate Signing Request; and

(b) the means by which it may do so, including through the use of an authorised System; and

(ii) in respect of an OCA Certificate, the procedure to be followed by an Eligible Subscriber in order to obtain an OCA Certificate.

4.1.2 [bookmark: _WraggeTCE2013121111269][bookmark: _Toc374528282][bookmark: _Toc374529221][bookmark: _Toc374530154][bookmark: _Toc374531087][bookmark: _Toc374532020][bookmark: _Toc470104316]Enrolment Process and Responsibilities	

(A) Provision is made, where applicable, in the SMKI RAPP in relation to the:

(i) establishment of an enrolment process in respect of organisations, individuals, Systems and Devices in order to Authenticate  them and verify that they are authorised to act on behalf of an Authorised Subscriber or Eligible Subscriber in its capacity as such; and

(ii) maintenance by the OCA of a list of organisations, individuals, Systems and Devices enrolled in accordance with that process.

4.1.3 [bookmark: _WraggeTCE20131211112614][bookmark: _Toc374528283][bookmark: _Toc374529222][bookmark: _Toc374530155][bookmark: _Toc374531088][bookmark: _Toc374532021][bookmark: _Toc470104317]Enrolment Process for the Registration Authority and its Representatives	

(A) Provision is made in the SMKI RAPP in relation to the establishment of an enrolment process in respect of OCA Personnel and OCA Systems:

(i) in order to Authenticate them and verify that they are authorised to act on behalf of the OCA in its capacity as the Registration Authority; and

(ii) including in particular, for that purpose, provision:

(a) for the face-to-face Authentication of all Registration Authority Personnel by a Registration Authority Manager; and

(b) for all Registration Authority Personnel to have their identify and authorisation verified to Level 3 (Verified) pursuant to the CESG GPG43 RSDOPS framework, or to such equivalent level within a comparable authentication framework as may be agreed by the SMKI PMA.

4.2 [bookmark: _WraggeTCE20131211112620][bookmark: _Toc374528284][bookmark: _Toc374529223][bookmark: _Toc374530156][bookmark: _Toc374531089][bookmark: _Toc374532022][bookmark: _Toc470104318]CERTIFICATE APPLICATION PROCESSING	

4.2.1 [bookmark: _WraggeTCE20131211112624][bookmark: _Toc374528285][bookmark: _Toc374529224][bookmark: _Toc374530157][bookmark: _Toc374531090][bookmark: _Toc374532023][bookmark: _Toc470104319]Performing Identification and Authentication Functions	

(A) Provision is made in the SMKI RAPP in relation to the Authentication by the OCA of Eligible Subscribers which submit a Certificate Signing Request.

4.2.2 [bookmark: _WraggeTCE20131211112630][bookmark: _Toc374528286][bookmark: _Toc374529225][bookmark: _Toc374530158][bookmark: _Toc374531091][bookmark: _Toc374532024][bookmark: _Toc470104320]Approval or Rejection of Certificate Applications	

(A) Where any Certificate Signing Request fails to satisfy the requirements set out in the SMKI RAPP, this Policy or any other provision of the Code, the OCA:

(i) shall reject it and refuse to Issue the Certificate which was the subject of the Certificate Signing Request; and

(ii) may give notice to the Party or RDP which made the Certificate Signing Request of the reasons for its rejection.

(B) Where any Certificate Signing Request satisfies the requirements set out in the SMKI RAPP, this Policy or any other provision of the Code, the OCA shall Issue the Certificate which was the subject of the Certificate Signing Request.

4.2.3 [bookmark: _WraggeTCE20131211112635][bookmark: _Toc374528287][bookmark: _Toc374529226][bookmark: _Toc374530159][bookmark: _Toc374531092][bookmark: _Toc374532025][bookmark: _Toc470104321]Time to Process Certificate Applications	

(A) Provision in relation to the performance of the SMKI Services by the OCA is made in Section L8 of the Code (SMKI Performance Standards and Demand Management).

4.3 [bookmark: _WraggeTCE20131211112652][bookmark: _Toc374528288][bookmark: _Toc374529227][bookmark: _Toc374530160][bookmark: _Toc374531093][bookmark: _Toc374532026][bookmark: _Toc470104322]CERTIFICATE ISSUANCE	

4.3.1 [bookmark: _WraggeTCE20131211112657][bookmark: _Toc374528289][bookmark: _Toc374529228][bookmark: _Toc374530161][bookmark: _Toc374531094][bookmark: _Toc374532027][bookmark: _Toc470104323]OCA Actions during Certificate Issuance	

(A) The OCA may Issue a Certificate only:

(i) in accordance with the provisions of this Policy and the SMKI RAPP; and

(ii) in response to a Certificate Signing Request made by an Eligible Subscriber in accordance with the SMKI RAPP.

(B) The OCA shall ensure that:

(i) each OCA Certificate Issued by it contains information that it has verified to be correct and complete; and

(ii) each Organisation Certificate Issued by it contains information consistent with the information in the Certificate Signing Request.

(C) An OCA Certificate may only be:

(i) Issued by the OCA; and

(ii) for that purpose, signed using the Root OCA Private Key.

(D) An Organisation Certificate may only be:

(i) Issued by the OCA; and

(ii) for that purpose, signed using an Issuing OCA Private Key.

(E) The OCA shall not Issue:

(i) an Issuing OCA Certificate using a Root OCA Private Key after the expiry of the Validity Period of a Root OCA Certificate containing the Public Key associated with that Private Key; 

(ii) an Organisation Certificate using an Issuing OCA Private Key after the expiry of the Validity Period of an Issuing OCA Certificate containing the Public Key associated with that Private Key; or

(iii) [bookmark: _WraggeTCE2013121111275]any Certificate containing a Public Key where it is aware that the Public Key is the same as the Public Key contained in any other Certificate that was previously Issued by it (except that the OCA may Issue an OCA Root Certificate containing the same Public Key in so far as it contains a different, or differently encrypted, Contingency Public Key).

4.3.2 [bookmark: _Toc374528290][bookmark: _Toc374529229][bookmark: _Toc374530162][bookmark: _Toc374531095][bookmark: _Toc374532028][bookmark: _Toc470104324]Notification to Eligible Subscriber by the OCA of Issuance of Certificate	

(A) Provision is made in the SMKI RAPP for the OCA to notify an Eligible Subscriber where that Eligible Subscriber is Issued with a Certificate which was the subject of a Certificate Signing Request made by it.

4.4 [bookmark: _WraggeTCE20131211112711][bookmark: _Toc374528291][bookmark: _Toc374529230][bookmark: _Toc374530163][bookmark: _Toc374531096][bookmark: _Toc374532029][bookmark: _Toc470104325]CERTIFICATE ACCEPTANCE	

4.4.1 [bookmark: _WraggeTCE20131211112717][bookmark: _Toc374528292][bookmark: _Toc374529231][bookmark: _Toc374530164][bookmark: _Toc374531097][bookmark: _Toc374532030][bookmark: _Toc470104326]Conduct Constituting Certificate Acceptance	

(A) Provision is made in the SMKI RAPP to:

(i) specify a means by which an Eligible Subscriber may clearly indicate to the OCA its rejection of a Certificate which has been Issued to it; and

(ii) ensure that each Eligible Subscriber to which a Certificate has been Issued, and which has not rejected it, is treated as having accepted that Certificate.

(B) A Certificate which has been Issued by the OCA shall not be treated as valid for any purposes of this Policy or the Code until it is treated as having been accepted by the Eligible Subscriber to which it was Issued.

(C) The OCA shall maintain a record of all Certificates which have been Issued by it and are treated as accepted by a Subscriber.

(D) Further provision in relation to the rejection and acceptance of Certificates is made in Section L11 of the Code (Subscriber Obligations).

4.4.2 [bookmark: _WraggeTCE20131211112726][bookmark: _Toc374528293][bookmark: _Toc374529232][bookmark: _Toc374530165][bookmark: _Toc374531098][bookmark: _Toc374532031][bookmark: _Toc470104327]Publication of Certificates by the OCA	

(A) Provision in relation to the publication of Certificates is made in Part 2 of this Policy (Publication and Repository Responsibilities) and Section L5 of the Code (The SMKI Repository Service).

4.4.3 [bookmark: _WraggeTCE20131211112734][bookmark: _Toc374528294][bookmark: _Toc374529233][bookmark: _Toc374530166][bookmark: _Toc374531099][bookmark: _Toc374532032][bookmark: _Toc470104328]Notification of Certificate Issuance by the OCA to Other Entities	

(A) The OCA shall give notice of the Issue of a Certificate only to the Eligible Subscriber which submitted a Certificate Signing Request in respect of that Certificate.

4.5 [bookmark: _WraggeTCE20131211112738][bookmark: _Toc374528295][bookmark: _Toc374529234][bookmark: _Toc374530167][bookmark: _Toc374531100][bookmark: _Toc374532033][bookmark: _Toc470104329]KEY PAIR AND CERTIFICATE USAGE	

4.5.1 [bookmark: _WraggeTCE20131211113138][bookmark: _Toc374528296][bookmark: _Toc374529235][bookmark: _Toc374530168][bookmark: _Toc374531101][bookmark: _Toc374532034][bookmark: _Toc470104330]Subscriber Private Key and Certificate Usage	

(A) Provision for restrictions on the use by Subscribers of Private Keys in respect of Certificates is made in:

(i) Section L11 of the Code (Subscriber Obligations); and

(ii) this Policy.

4.5.2 [bookmark: _WraggeTCE20131211113144][bookmark: _Toc374528297][bookmark: _Toc374529236][bookmark: _Toc374530169][bookmark: _Toc374531102][bookmark: _Toc374532035][bookmark: _Toc470104331]Relying Party Public Key and Certificate Usage	

(A) Provision in relation to reliance that may be placed on a Certificate is made in Section L12 of the Code (Relying Party Obligations).

4.6 [bookmark: _WraggeTCE20131211113150][bookmark: _Toc374528298][bookmark: _Toc374529237][bookmark: _Toc374530170][bookmark: _Toc374531103][bookmark: _Toc374532036][bookmark: _Toc470104332]CERTIFICATE RENEWAL	

4.6.1 [bookmark: _WraggeTCE20131211113158][bookmark: _Toc374528299][bookmark: _Toc374529238][bookmark: _Toc374530171][bookmark: _Toc374531104][bookmark: _Toc374532037][bookmark: _Toc470104333]Circumstances of Certificate Renewal	

(A) This Policy does not support the renewal of Certificates

(B)  The OCA may only replace, and shall not renew, any Certificate.

4.6.2 [bookmark: _WraggeTCE2013121111323][bookmark: _Toc374528300][bookmark: _Toc374529239][bookmark: _Toc374530172][bookmark: _Toc374531105][bookmark: _Toc374532038][bookmark: _Toc470104334]Circumstances of Certificate Replacement	

(A) Where any OCA System or any OCA Private Key is (or is suspected by the OCA of being) Compromised, the OCA shall:

(i) immediately notify the SMKI PMA;

(ii) provide the SMKI PMA with all of the information known to it in relation to the nature and circumstances of the event of Compromise or suspected Compromise; and

(iii) where the Compromise or suspected Compromise relates to an OCA Private Key (but subject to the provisions of the SMKI Recovery Procedure):

(a) ensure that the Private Key is no longer used;

(b) promptly notify each of the Subscribers for any Organisation Certificates Issued using that Private Key; and

(c) promptly both notify the SMKI PMA and, subject to the provisions of the SMKI Recovery Procedure,  verifiably destroy the OCA Private Key Material.

(B) Where the OCA Root Private Key is Compromised (or is suspected by the OCA of being Compromised), the OCA:

(i) may issue a replacement for any OCA Certificate that has been Issued using that Private Key; and

(ii) shall ensure that the Subscriber for that OCA Certificate applies for the Issue of a new Certificate in accordance with this Policy.

(C) A Subscriber for an Organisation Certificate may request a replacement for that Certificate at any time by applying for the Issue of a new Organisation Certificate in accordance with this Policy.

4.6.3 [bookmark: _WraggeTCE20131211113213][bookmark: _Toc374528301][bookmark: _Toc374529240][bookmark: _Toc374530173][bookmark: _Toc374531106][bookmark: _Toc374532039][bookmark: _Toc470104335]Who May Request a Replacement Certificate	

See Part 4.1 of this Policy.

4.6.4 [bookmark: _WraggeTCE20131211113221][bookmark: _Toc374528302][bookmark: _Toc374529241][bookmark: _Toc374530174][bookmark: _Toc374531107][bookmark: _Toc374532040][bookmark: _Toc470104336]Processing Replacement Certificate Requests	

See Part 4.2 of this Policy

4.6.5 [bookmark: _WraggeTCE20131211113227][bookmark: _Toc374528303][bookmark: _Toc374529242][bookmark: _Toc374530175][bookmark: _Toc374531108][bookmark: _Toc374532041][bookmark: _Toc470104337]Notification of Replacement Certificate Issuance to a Subscriber	

See Part 4.3.2 of this Policy.

4.6.6 [bookmark: _WraggeTCE20131211113233][bookmark: _Toc374528304][bookmark: _Toc374529243][bookmark: _Toc374530176][bookmark: _Toc374531109][bookmark: _Toc374532042][bookmark: _Toc470104338]Conduct Constituting Acceptance of a Replacement Certificate	

See Part 4.4.1 of this Policy.

4.6.7 [bookmark: _WraggeTCE20131211113239][bookmark: _Toc374528305][bookmark: _Toc374529244][bookmark: _Toc374530177][bookmark: _Toc374531110][bookmark: _Toc374532043][bookmark: _Toc470104339]Publication of a Replacement Certificate by the OCA	

See Part 4.4.2 of this Policy.

4.6.8 [bookmark: _WraggeTCE20131211113245][bookmark: _Toc374528306][bookmark: _Toc374529245][bookmark: _Toc374530178][bookmark: _Toc374531111][bookmark: _Toc374532044][bookmark: _Toc470104340]Notification of Certificate Issuance by the OCA to Other Entities	

See Part 4.4.3 of this Policy

4.7 [bookmark: _WraggeTCE20131211113249][bookmark: _Toc374528307][bookmark: _Toc374529246][bookmark: _Toc374530179][bookmark: _Toc374531112][bookmark: _Toc374532045][bookmark: _Toc470104341]CERTIFICATE RE-KEY	

4.7.1 [bookmark: _WraggeTCE20131211113256][bookmark: _Toc374528308][bookmark: _Toc374529247][bookmark: _Toc374530180][bookmark: _Toc374531113][bookmark: _Toc374532046][bookmark: _Toc470104342]Circumstances for Certificate Re-Key	

(A) This Policy does not support Certificate Re-Key.

(B) The OCA shall not provide a Certificate Re-Key service.

(C) Where a new Key Pair has been generated for use by the Subject of an Organisation Certificate, the Subscriber for a Certificate which is associated with the previous Key Pair shall apply for the Issue of a new Certificate in accordance with this Policy.

4.7.2 [bookmark: _WraggeTCE2013121111332][bookmark: _Toc374528309][bookmark: _Toc374529248][bookmark: _Toc374530181][bookmark: _Toc374531114][bookmark: _Toc374532047][bookmark: _Toc470104343]Who may Request Certification of a New Public Key	

[Not applicable in this Policy]

4.7.3 [bookmark: _WraggeTCE2013121111339][bookmark: _Toc374528310][bookmark: _Toc374529249][bookmark: _Toc374530182][bookmark: _Toc374531115][bookmark: _Toc374532048][bookmark: _Toc470104344]Processing Certificate Re-Keying Requests	

[Not applicable in this Policy]

4.7.4 [bookmark: _WraggeTCE20131211113315][bookmark: _Toc374528311][bookmark: _Toc374529250][bookmark: _Toc374530183][bookmark: _Toc374531116][bookmark: _Toc374532049][bookmark: _Toc470104345]Notification of New Certificate Issuance to Subscriber	

[Not applicable in this Policy]

4.7.5 [bookmark: _WraggeTCE20131211113322][bookmark: _Toc374528312][bookmark: _Toc374529251][bookmark: _Toc374530184][bookmark: _Toc374531117][bookmark: _Toc374532050][bookmark: _Toc470104346]Conduct Constituting Acceptance of a Re-Keyed Certificate	

[Not applicable in this Policy]

4.7.6 [bookmark: _WraggeTCE20131211113328][bookmark: _Toc374528313][bookmark: _Toc374529252][bookmark: _Toc374530185][bookmark: _Toc374531118][bookmark: _Toc374532051][bookmark: _Toc470104347]Publication of the Re-Keyed Certificate by the OCA	

[Not applicable in this Policy]

4.7.7 [bookmark: _WraggeTCE20131211113335][bookmark: _Toc374528314][bookmark: _Toc374529253][bookmark: _Toc374530186][bookmark: _Toc374531119][bookmark: _Toc374532052][bookmark: _Toc470104348]Notification of Certificate Issuance by the OCA to Other Entities	

[Not applicable in this Policy]

4.8 [bookmark: _WraggeTCE20131211113341][bookmark: _Toc374528315][bookmark: _Toc374529254][bookmark: _Toc374530187][bookmark: _Toc374531120][bookmark: _Toc374532053][bookmark: _Toc470104349]CERTIFICATE MODIFICATION	

4.8.1 [bookmark: _WraggeTCE20131211113346][bookmark: _Toc374528316][bookmark: _Toc374529255][bookmark: _Toc374530188][bookmark: _Toc374531121][bookmark: _Toc374532054][bookmark: _Toc470104350]Circumstances for Certificate Modification	

(A) This Policy does not support Certificate modification (except to the extent to which it permits the OCA to Issue an OCA Root Certificate containing the same Public Key as a Certificate previously Issued by it, where the Certificates contain different, or differently encrypted, Contingency Public Keys).

(B) Subject to paragraph (A), neither the OCA nor any Subscriber may modify a Certificate.

4.8.2 [bookmark: _WraggeTCE20131211113352][bookmark: _Toc374528317][bookmark: _Toc374529256][bookmark: _Toc374530189][bookmark: _Toc374531122][bookmark: _Toc374532055][bookmark: _Toc470104351]Who may request Certificate Modification	

[Not applicable in this Policy]

4.8.3 [bookmark: _WraggeTCE20131211113358][bookmark: _Toc374528318][bookmark: _Toc374529257][bookmark: _Toc374530190][bookmark: _Toc374531123][bookmark: _Toc374532056][bookmark: _Toc470104352]Processing Certificate Modification Requests	

[Not applicable in this Policy]

4.8.4 [bookmark: _WraggeTCE2013121111343][bookmark: _Toc374528319][bookmark: _Toc374529258][bookmark: _Toc374530191][bookmark: _Toc374531124][bookmark: _Toc374532057][bookmark: _Toc470104353]Notification of New Certificate Issuance to Subscriber	

[Not applicable in this Policy]

4.8.5 [bookmark: _WraggeTCE2013121111349][bookmark: _Toc374528320][bookmark: _Toc374529259][bookmark: _Toc374530192][bookmark: _Toc374531125][bookmark: _Toc374532058][bookmark: _Toc470104354]Conduct Constituting Acceptance of Modified Certificate	

[Not applicable in this Policy]

4.8.6 [bookmark: _WraggeTCE20131211113414][bookmark: _Toc374528321][bookmark: _Toc374529260][bookmark: _Toc374530193][bookmark: _Toc374531126][bookmark: _Toc374532059][bookmark: _Toc470104355]Publication of the Modified Certificate by the OCA	

[Not applicable in this Policy]

4.8.7 [bookmark: _WraggeTCE20131211113419][bookmark: _Toc374528322][bookmark: _Toc374529261][bookmark: _Toc374530194][bookmark: _Toc374531127][bookmark: _Toc374532060][bookmark: _Toc470104356]Notification of Certificate Issuance by the OCA to Other Entities	

[Not applicable in this Policy]

4.9 [bookmark: _WraggeTCE20131211113425][bookmark: _Toc374528323][bookmark: _Toc374529262][bookmark: _Toc374530195][bookmark: _Toc374531128][bookmark: _Toc374532061][bookmark: _Toc470104357]CERTIFICATE REVOCATION AND SUSPENSION	

4.9.1 [bookmark: _WraggeTCE20131211113430][bookmark: _Toc374528324][bookmark: _Toc374529263][bookmark: _Toc374530196][bookmark: _Toc374531129][bookmark: _Toc374532062][bookmark: _Toc470104358]Circumstances for Revocation	

(A) A Subscriber shall ensure that it submits a Certificate Revocation Request in relation to a Certificate:

(i) (subject to the provisions of the SMKI Recovery Procedure) immediately upon becoming aware that the Certificate has been Compromised, or is suspected of having been Compromised, due to the Compromise of the Private Key associated with the Public Key contained within that Certificate; or

(ii) immediately upon ceasing to be an Eligible Subscriber in respect of that Certificate.

(B) The OCA must revoke a Certificate upon:

(i) (subject to the provisions of the SMKI Recovery Procedure) receiving a Certificate Revocation Request if the Certificate to which that request relates has been Authenticated in accordance with Part 3.4.1 of this Policy; or

(ii) being directed to do so by the SMKI PMA.

(C) The OCA must revoke a Certificate in relation to which it has not received a Certificate Revocation Request:

(i) (subject to the provisions of the SMKI Recovery Procedure) where it becomes aware that the Certificate has been Compromised, or is suspected of having been Compromised, due to the Compromise of the Private Key associated with the Public Key contained within that Certificate;

(ii) where it has determined that the Subscriber for that Certificate does not continue to satisfy the criteria set out in this Policy and the SMKI RAPP for being an Authorised Subscriber;

(iii) where it becomes aware that the Subscriber for that Certificate has ceased to be an Eligible Subscriber in respect of the Certificate.

(D) In an extreme case, where it considers it necessary to do so for the purpose of preserving the integrity of the SMKI Services, the OCA may, on the receipt of a Certificate Revocation Request in relation to a Certificate which has not been Authenticated in accordance with Part 3.4.1 of this Policy, revoke that Certificate.

(E) Where the OCA revokes a Certificate in accordance with paragraph (D) it shall notify the SMKI PMA and provide a statement of its reasons for the revocation.

4.9.2 [bookmark: _WraggeTCE20131211113436][bookmark: _Toc374528325][bookmark: _Toc374529264][bookmark: _Toc374530197][bookmark: _Toc374531130][bookmark: _Toc374532063][bookmark: _Toc470104359]Who can Request Revocation	

(A) Any Subscriber may submit a Certificate Revocation Request in relation to a Certificate for which it is the Subscriber, and shall on doing so:

(i) provide all the information specified in the SMKI RAPP (including all the information necessary for the Authentication of the Certificate); and

(ii) specify its reason for submitting the Certificate Revocation Request (which shall be a reason consistent with Part 4.9.1(A) of this Policy).

(B) The SMKI PMA may direct the OCA to revoke a Certificate.

(C) The OCA may elect to revoke a Certificate in accordance with Part 4.9.1(D) of this Policy.

4.9.3 [bookmark: _WraggeTCE20131211113442][bookmark: _Toc374528326][bookmark: _Toc374529265][bookmark: _Toc374530198][bookmark: _Toc374531131][bookmark: _Toc374532064][bookmark: _Toc470104360]Procedure for Revocation Request	

(A) Provision is made in the SMKI RAPP in relation to the procedure for submitting and processing a Certificate Revocation Request.

(B) On receiving a Certificate Revocation Request, the OCA shall take reasonable steps to:

(i) Authenticate the Subscriber making that request;

(ii) Authenticate the Certificate to which the request relates; and

(iii) confirm that a reason for the request has been specified in accordance with Part 4.9.2 of this Policy.

(C) Where the OCA, in accordance with Part 4.9.1(C) of this Policy, intends to revoke a Certificate in relation to which it has not received a Certificate Revocation Request, it shall use its best endeavours prior to revocation to confirm with the Subscriber for that Certificate the circumstances giving rise to the revocation.

(D) The OCA shall inform the Subscriber for a Certificate where that Certificate has been revoked. 

4.9.4 [bookmark: _WraggeTCE20131211113448][bookmark: _Toc374528327][bookmark: _Toc374529266][bookmark: _Toc374530199][bookmark: _Toc374531132][bookmark: _Toc374532065][bookmark: _Toc470104361]Revocation Request Grace Period	

[Not applicable in this Policy]

4.9.5 [bookmark: _WraggeTCE20131211113455][bookmark: _Toc374528328][bookmark: _Toc374529267][bookmark: _Toc374530200][bookmark: _Toc374531133][bookmark: _Toc374532066][bookmark: _Toc470104362]Time within which OCA must process the Revocation Request	

(A) The OCA shall ensure that it processes all Certificate Revocation Requests promptly, and in any event in accordance with such time as is specified in the SMKI RAPP.

4.9.6 [bookmark: _WraggeTCE2013121111353][bookmark: _Toc374528329][bookmark: _Toc374529268][bookmark: _Toc374530201][bookmark: _Toc374531134][bookmark: _Toc374532067][bookmark: _Toc470104363]Revocation Checking Requirements for Relying Parties	

(A) Provision in relation to the revocation checking requirements for Relying Parties is made in Section L12 of the Code (Relying Party Obligations).

4.9.7 [bookmark: _WraggeTCE2013121111357][bookmark: _Toc374528330][bookmark: _Toc374529269][bookmark: _Toc374530202][bookmark: _Toc374531135][bookmark: _Toc374532068][bookmark: _Toc470104364]CRL Issuance Frequency (if applicable)	

(A) The OCA shall ensure that an up to date version of the Organisation ARL is lodged in the SMKI Repository:

(i) at least once in every period of twelve months; and

(ii) promptly on the revocation of an OCA Certificate.

(B) Each version of the Organisation ARL shall be valid until the date which is up to 13 months after the date on which that version of the Organisation ARL is lodged in the SMKI Repository.

(C) Further provision in relation to the reliance that may be placed on the Organisation ARL (and on versions of it) is set out in Section L12 of the Code (Relying Party Obligations).

(D) The OCA shall ensure that an up to date version of the Organisation CRL is lodged in the SMKI Repository:

(i) at least once in every period of twelve hours; and

(ii) within one hour on the revocation of an Organisation Certificate.

(E) Each version of the Organisation CRL shall be valid until 48 hours from the time at which it is lodged in the SMKI Repository.

(F) Further provision in relation to the reliance that may be placed on the Organisation CRL (and on versions of it) is set out in Section L12 of the Code (Relying Party Obligations).

(G) The OCA shall ensure that each up to date version of the Organisation ARL and Organisation CRL:

(i) continues to include each relevant revoked Certificate until such time as the Validity Period of that Certificate has expired; and

(ii) does not include any revoked Certificate after the Validity Period of that Certificate has expired.

(H) The OCA shall ensure that the Organisation CRL contains a non-critical entry extension which identifies the reason for the revocation of each Certificate listed on it in accordance with RFC 5280 (section 5.3.1).

(I) The OCA shall retain a copy of the information contained in all versions of the Organisation CRL and Organisation ARL, together with the dates and times between which each such version was valid. This information shall be made available as soon as is reasonably practicable, on receipt of a request, to the Panel, the SMKI PMA, any Subscriber or any Relying Party.

4.9.8 [bookmark: _WraggeTCE20131211113514][bookmark: _Toc374528331][bookmark: _Toc374529270][bookmark: _Toc374530203][bookmark: _Toc374531136][bookmark: _Toc374532069][bookmark: _Toc470104365]Maximum Latency for CRLs (if applicable)	

See Part 4.9.7 of this Policy.

4.9.9 [bookmark: _WraggeTCE20131211113520][bookmark: _Toc374528332][bookmark: _Toc374529271][bookmark: _Toc374530204][bookmark: _Toc374531137][bookmark: _Toc374532070][bookmark: _Toc470104366]On-line Revocation/Status Checking Availability	

(A) This Policy does not support on-line revocation status checking.

(B) The OCA shall not provide any on-line revocation status checking service. 

4.9.10 [bookmark: _WraggeTCE20131211113525][bookmark: _Toc374528333][bookmark: _Toc374529272][bookmark: _Toc374530205][bookmark: _Toc374531138][bookmark: _Toc374532071][bookmark: _Toc470104367]On-line Revocation Checking Requirements	

[Not applicable in this Policy]

4.9.11 [bookmark: _WraggeTCE20131211113529][bookmark: _Toc374528334][bookmark: _Toc374529273][bookmark: _Toc374530206][bookmark: _Toc374531139][bookmark: _Toc374532072][bookmark: _Toc470104368]Other Forms of Revocation Advertisements Available	

[Not applicable in this Policy]

4.9.12 [bookmark: _WraggeTCE20131211113535][bookmark: _Toc374528335][bookmark: _Toc374529274][bookmark: _Toc374530207][bookmark: _Toc374531140][bookmark: _Toc374532073][bookmark: _Toc470104369]Special Requirements in the Event of Key Compromise	

See Part 4.6.2 of this Policy.

4.9.13 [bookmark: _WraggeTCE20131211113541][bookmark: _Toc374528336][bookmark: _Toc374529275][bookmark: _Toc374530208][bookmark: _Toc374531141][bookmark: _Toc374532074][bookmark: _Toc470104370]Circumstances for Suspension	

[Not applicable in this Policy]

4.9.14 [bookmark: _WraggeTCE20131211113547][bookmark: _Toc374528337][bookmark: _Toc374529276][bookmark: _Toc374530209][bookmark: _Toc374531142][bookmark: _Toc374532075][bookmark: _Toc470104371]Who can Request Suspension	

[Not applicable in this Policy]

4.9.15 [bookmark: _WraggeTCE20131211113552][bookmark: _Toc374528338][bookmark: _Toc374529277][bookmark: _Toc374530210][bookmark: _Toc374531143][bookmark: _Toc374532076][bookmark: _Toc470104372]Procedure for Suspension Request	

[Not applicable in this Policy]

4.9.16 [bookmark: _WraggeTCE2013121111360][bookmark: _Toc374528339][bookmark: _Toc374529278][bookmark: _Toc374530211][bookmark: _Toc374531144][bookmark: _Toc374532077][bookmark: _Toc470104373]Limits on Suspension Period	

[Not applicable in this Policy]

4.10 [bookmark: _WraggeTCE2013121111365][bookmark: _Toc374528340][bookmark: _Toc374529279][bookmark: _Toc374530212][bookmark: _Toc374531145][bookmark: _Toc374532078][bookmark: _Toc470104374]CERTIFICATE STATUS SERVICES	

4.10.1 [bookmark: _WraggeTCE20131211113610][bookmark: _Toc374528341][bookmark: _Toc374529280][bookmark: _Toc374530213][bookmark: _Toc374531146][bookmark: _Toc374532079][bookmark: _Toc470104375]Operational Characteristics	

[Not applicable in this Policy]

4.10.2 [bookmark: _WraggeTCE20131211113615][bookmark: _Toc374528342][bookmark: _Toc374529281][bookmark: _Toc374530214][bookmark: _Toc374531147][bookmark: _Toc374532080][bookmark: _Toc470104376]Service Availability	

(A) In circumstances in which:

(i) an up to date version of the Organisation ARL has not been lodged in the SMKI Repository in accordance with Part 4.9.7(A) of this Policy; or

(ii) the SMKI Repository Service is unavailable,

a Relying Party shall be entitled to rely on the Organisation ARL for the period during which it remains valid in accordance with the provisions of Part 4.9.7(B) of this Policy, but thereafter shall not rely on any Certificate.

(B) In circumstances in which:

(i) an up to date version of the Organisation CRL has not been lodged in the SMKI Repository in accordance with Part 4.9.7(C) of this Policy; or

(ii) the SMKI Repository Service is unavailable,

a Relying Party shall be entitled to rely on the Organisation CRL for the period during which it remains valid in accordance with the provisions of Part 4.9.7(D) of this Policy, but thereafter shall not rely on any Organisation Certificate.

4.10.3 [bookmark: _WraggeTCE20131211113622][bookmark: _Toc374528343][bookmark: _Toc374529282][bookmark: _Toc374530215][bookmark: _Toc374531148][bookmark: _Toc374532081][bookmark: _Toc470104377]Optional Features	

[Not applicable in this Policy]

4.11 [bookmark: _WraggeTCE20131211113627][bookmark: _Toc374528344][bookmark: _Toc374529283][bookmark: _Toc374530216][bookmark: _Toc374531149][bookmark: _Toc374532082][bookmark: _Toc470104378]END OF SUBSCRIPTION	

[Not applicable in this Policy]

4.12 [bookmark: _WraggeTCE20131211113633][bookmark: _Toc374528345][bookmark: _Toc374529284][bookmark: _Toc374530217][bookmark: _Toc374531150][bookmark: _Toc374532083][bookmark: _Toc470104379]KEY ESCROW AND RECOVERY	

4.12.1 [bookmark: _WraggeTCE20131211113638][bookmark: _Toc374528346][bookmark: _Toc374529285][bookmark: _Toc374530218][bookmark: _Toc374531151][bookmark: _Toc374532084][bookmark: _Toc470104380]Key Escrow and Recovery Policies and Practices	

(A) This Policy does not support Key Escrow.

(B) The OCA shall not provide any Key Escrow service.

4.12.2 [bookmark: _WraggeTCE20131211113644][bookmark: _Toc374528347][bookmark: _Toc374529286][bookmark: _Toc374530219][bookmark: _Toc374531152][bookmark: _Toc374532085][bookmark: _Toc470104381]Session Key Encapsulation and Recovery Policy and Practices	

[Not applicable in this Policy]

5 [bookmark: _WraggeTCE20131211113651][bookmark: _WraggeTCE2013121112226][bookmark: _Toc374531153][bookmark: _Toc374532086][bookmark: _Toc470104382]
FACILITY, MANAGEMENT AND OPERATIONAL CONTROLS	

5.1 [bookmark: _WraggeTCE20131211113656][bookmark: _Toc374528349][bookmark: _Toc374529288][bookmark: _Toc374530221][bookmark: _Toc374531154][bookmark: _Toc374532087][bookmark: _Toc470104383]PHYSICAL CONTROLS	

5.1.1 [bookmark: _WraggeTCE2013121111370][bookmark: _Toc374528350][bookmark: _Toc374529289][bookmark: _Toc374530222][bookmark: _Toc374531155][bookmark: _Toc374532088][bookmark: _Toc470104384]Site Location and Construction	

(A) The OCA shall ensure that the OCA Systems are operated in a sufficiently secure environment, which shall at least satisfy the requirements set out at Section G2 (System Security: Obligations on the DCC) and Section G5 (Information Security: Obligations on the DCC and Users) of the Code.

(B) The OCA shall ensure that:

(i) all of the physical locations in which the OCA Systems are situated, operated, routed or directly accessed are in the United Kingdom;

(ii) all bespoke Security Related Functionality is developed, specified, designed, built and tested only within the United Kingdom; and

(iii) all Security Related Functionality is integrated, configured, tested in situ, implemented, operated and maintained only within the United Kingdom.

(C) The OCA shall ensure that the OCA Systems cannot be indirectly accessed from any location outside the United Kingdom.

(D) The OCA shall ensure that the Organisation CPS incorporates provisions designed to ensure that all physical locations in which the manufacture of Certificates and Time-Stamping take place are at all times manually or electronically monitored for unauthorised intrusion in accordance with:

(i) CESG Good Practice Guide 13:2012 (Protective Monitoring); or

(ii) any equivalent to that CESG Good Practice Guide which updates or replaces it from time to time.

(E) The OCA shall ensure that the Organisation CPS incorporates provisions designed to ensure that all PINs, pass-phrases and passwords used for the purposes of carrying out the functions of the OCA are stored in secure containers accessible only to appropriately authorised individuals.

(F) The OCA shall ensure that the OCA Systems are Separated from any DCA Systems, save that any Systems used for the purposes of the Registration Authority functions of the OCA and DCA shall not require to be Separated.

5.1.2 [bookmark: _WraggeTCE2013121111379][bookmark: _Toc374528351][bookmark: _Toc374529290][bookmark: _Toc374530223][bookmark: _Toc374531156][bookmark: _Toc374532089][bookmark: _Toc470104385]Physical Access	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to access control, including in particular provisions designed to:

(i) establish controls such that only appropriately authorised personnel may have unescorted physical access to OCA Systems or any System used for the purposes of Time-Stamping;

(ii) ensure that any unauthorised personnel may have physical access to such Systems only if appropriately authorised and supervised;

(iii) ensure that a site access log is both maintained and periodically inspected for all locations at which such Systems are sited; and

(iv) ensure that all removable media which contain sensitive plain text Data and are kept at such locations are stored in secure containers accessible only to appropriately authorised individuals.

5.1.3 [bookmark: _WraggeTCE20131211113715][bookmark: _Toc374528352][bookmark: _Toc374529291][bookmark: _Toc374530224][bookmark: _Toc374531157][bookmark: _Toc374532090][bookmark: _Toc470104386]Power and Air Conditioning	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to power and air conditioning at all physical locations in which the OCA Systems are situated.

5.1.4 [bookmark: _WraggeTCE20131211113720][bookmark: _Toc374528353][bookmark: _Toc374529292][bookmark: _Toc374530225][bookmark: _Toc374531158][bookmark: _Toc374532091][bookmark: _Toc470104387]Water Exposure	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to water exposure at all physical locations in which the OCA Systems are situated.  

5.1.5 [bookmark: _WraggeTCE20131211113725][bookmark: _Toc374528354][bookmark: _Toc374529293][bookmark: _Toc374530226][bookmark: _Toc374531159][bookmark: _Toc374532092][bookmark: _Toc470104388]Fire Prevention and Protection	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to fire prevention and protection at all physical locations in which the OCA Systems are situated.

5.1.6 [bookmark: _WraggeTCE20131211113731][bookmark: _Toc374528355][bookmark: _Toc374529294][bookmark: _Toc374530227][bookmark: _Toc374531160][bookmark: _Toc374532093][bookmark: _Toc470104389]Media Storage	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions designed to ensure that appropriate controls are placed on all media used for the storage of Data held by it for the purposes of carrying out its functions as the OCA.

5.1.7 [bookmark: _WraggeTCE20131211113736][bookmark: _Toc374528356][bookmark: _Toc374529295][bookmark: _Toc374530228][bookmark: _Toc374531161][bookmark: _Toc374532094][bookmark: _Toc470104390]Waste Disposal	

(A) The OCA shall ensure that all media used to store Data held by it for the purposes of carrying out its functions as the OCA are disposed of only using secure methods of disposal in accordance with:

(i) Information Assurance Standard No. 5:2011 (Secure Sanitisation); or

(ii) any equivalent to that Information Assurance Standard which updates or replaces it from time to time.

5.1.8 [bookmark: _WraggeTCE20131211113742][bookmark: _Toc374528357][bookmark: _Toc374529296][bookmark: _Toc374530229][bookmark: _Toc374531162][bookmark: _Toc374532095][bookmark: _Toc470104391]Off-Site Back-Up	

(A) The OCA shall regularly carry out a Back-Up of:

(i) all Data held on the OCA Systems which are critical to the operation of those Systems or continuity in the provision of the SMKI Services; and

(ii) all other sensitive Data.

(B) For the purposes of paragraph (A), the OCA shall ensure that the Organisation CPS incorporates provisions which identify the categories of critical and sensitive Data that are to be Backed-Up.

(C) The OCA shall ensure that Data which are Backed-Up in accordance with paragraph (A):

(i) are stored on media that are located in physically secure facilities in different locations to the sites at which the Data being Backed-Up are ordinarily held;

(ii) are protected in accordance with the outcome of a risk assessment which is documented in the Organisation CPS, including when being transmitted for the purposes of Back-Up; and

(iii) to the extent to which they comprise OCA Private Key Material, are Backed-Up:

(a) using the proprietary Back-Up mechanisms specific to the relevant Cryptographic Module; and

(b) in a manner that is compliant with FIPS 140-2 Level 3 (or any equivalent to that Federal Information Processing Standard which updates or replaces it from time to time).

(D) The OCA shall ensure that, where any elements of the OCA Systems, any Data held for the purposes of providing the SMKI Services, or any items of OCA equipment are removed from their primary location, they continue to be protected in accordance with the security standard appropriate to the primary location.

5.2 [bookmark: _WraggeTCE20131211113750][bookmark: _Toc374528358][bookmark: _Toc374529297][bookmark: _Toc374530230][bookmark: _Toc374531163][bookmark: _Toc374532096][bookmark: _Toc470104392]PROCEDURAL CONTROLS	

5.2.1 [bookmark: _WraggeTCE20131211113754][bookmark: _Toc374528359][bookmark: _Toc374529298][bookmark: _Toc374530231][bookmark: _Toc374531164][bookmark: _Toc374532097][bookmark: _Toc470104393]Trusted Roles	

(A) The OCA shall ensure that:

(i) no individual may carry out any activity which involves access to resources, or Data held on, the OCA Systems unless that individual has been expressly authorised to have such access;

(ii) each member of OCA Personnel has a clearly defined level of access to the OCA Systems and the premises in which they are located;

(iii) no individual member of OCA Personnel is capable, by acting alone, of engaging in any action by means of which the OCA Systems may be Compromised to a material extent; and

(iv) the Organisation CPS incorporates provisions designed to ensure that appropriate controls are in place for the purposes of compliance by the OCA with the requirements of this paragraph.

5.2.2 [bookmark: _WraggeTCE2013121111382][bookmark: _Toc374528360][bookmark: _Toc374529299][bookmark: _Toc374530232][bookmark: _Toc374531165][bookmark: _Toc374532098][bookmark: _Toc470104394]Number of Persons Required per Task	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions designed to establish:

(i) the appropriate separation of roles between the different members of OCA Personnel; and

(ii) the application of controls to the actions of all members of OCA Personnel who are Privileged Persons, in particular:

(a) identifying any controls designed to ensure that the involvement of more than one individual is required for the performance of certain functions; and

(b) providing that the revocation of any OCA Certificate is one such function.

(B) The OCA shall ensure that the Organisation CPS, as a minimum, makes provision for the purposes of paragraph (A) in relation to the following roles:

(i) OCA Systems administration;

(ii) OCA Systems operations;

(iii) OCA Systems security; and

(iv) OCA Systems auditing.

5.2.3 [bookmark: _WraggeTCE20131211113812][bookmark: _Toc374528361][bookmark: _Toc374529300][bookmark: _Toc374530233][bookmark: _Toc374531166][bookmark: _Toc374532099][bookmark: _Toc470104395]Identification and Authentication for Each Role	

See Part 5.2.2 of this Policy.

5.2.4 [bookmark: _WraggeTCE20131211113820][bookmark: _Toc374528362][bookmark: _Toc374529301][bookmark: _Toc374530234][bookmark: _Toc374531167][bookmark: _Toc374532100][bookmark: _Toc470104396]Roles Requiring Separation of Duties	

See Part 5.2.2 of this Policy.

5.3 [bookmark: _WraggeTCE20131211113825][bookmark: _Toc374528363][bookmark: _Toc374529302][bookmark: _Toc374530235][bookmark: _Toc374531168][bookmark: _Toc374532101][bookmark: _Toc470104397]PERSONNEL CONTROLS	

5.3.1 [bookmark: _WraggeTCE20131211113832][bookmark: _Toc374528364][bookmark: _Toc374529303][bookmark: _Toc374530236][bookmark: _Toc374531169][bookmark: _Toc374532102][bookmark: _Toc470104398]Qualification, Experience and Clearance Requirements	

(A) The OCA shall ensure that all OCA Personnel must:

(i) be appointed to their roles in writing;

(ii) be bound by contract to the terms and conditions relevant to their roles;

(iii) have received appropriate training with respect to their duties;

(iv) be bound by contract not to disclose any confidential, sensitive, personal or security-related Data except to the extent necessary for the performance of their duties or for the purposes of complying with any requirement of law; and

(v) in so far as can reasonably be ascertained by the OCA, not have been previously relieved of any past assignment (whether for the OCA or any other person) on the grounds of negligence or any other failure to perform a duty.

(B) The OCA shall ensure that all OCA Personnel have, as a minimum, passed a Security Check before commencing their roles.

5.3.2 [bookmark: _WraggeTCE20131211113841][bookmark: _Toc374528365][bookmark: _Toc374529304][bookmark: _Toc374530237][bookmark: _Toc374531170][bookmark: _Toc374532103][bookmark: _Toc470104399]Background Check Procedures	

See Part 5.3.1 of this Policy.

5.3.3 [bookmark: _WraggeTCE20131211113853][bookmark: _Toc374528366][bookmark: _Toc374529305][bookmark: _Toc374530238][bookmark: _Toc374531171][bookmark: _Toc374532104][bookmark: _Toc470104400]Training Requirements	

See Part 5.3.1 of this Policy.

5.3.4 [bookmark: _WraggeTCE20131211113859][bookmark: _Toc374528367][bookmark: _Toc374529306][bookmark: _Toc374530239][bookmark: _Toc374531172][bookmark: _Toc374532105][bookmark: _Toc470104401]Retraining Frequency and Requirements	

(A) The OCA shall ensure that the Organisation CPS incorporates appropriate provisions relating to the frequency and content of retraining and refresher training to be undertaken by members of OCA Personnel.

5.3.5 [bookmark: _WraggeTCE2013121111397][bookmark: _Toc374528368][bookmark: _Toc374529307][bookmark: _Toc374530240][bookmark: _Toc374531173][bookmark: _Toc374532106][bookmark: _Toc470104402]Job Rotation Frequency and Sequence	

(A) The OCA shall ensure that the Organisation CPS incorporates appropriate provisions relating to the frequency and sequence of job rotations to be undertaken by members of OCA Personnel.

5.3.6 [bookmark: _WraggeTCE20131211113915][bookmark: _Toc374528369][bookmark: _Toc374529308][bookmark: _Toc374530241][bookmark: _Toc374531174][bookmark: _Toc374532107][bookmark: _Toc470104403]Sanctions for Unauthorised Actions	

(A) The OCA shall ensure that the Organisation CPS incorporates appropriate provisions relating to sanctions for unauthorised actions undertaken by members of OCA Personnel.

5.3.7 [bookmark: _WraggeTCE20131211113922][bookmark: _Toc374528370][bookmark: _Toc374529309][bookmark: _Toc374530242][bookmark: _Toc374531175][bookmark: _Toc374532108][bookmark: _Toc470104404]Independent Contractor Requirements	

(A) In accordance with the provisions of the Code, references to the OCA in this Policy include references to persons with whom the OCA contracts in order to secure performance of its obligations as the OCA. 

5.3.8 [bookmark: _WraggeTCE20131211114117][bookmark: _Toc374528371][bookmark: _Toc374529310][bookmark: _Toc374530243][bookmark: _Toc374531176][bookmark: _Toc374532109][bookmark: _Toc470104405]Documentation Supplied to Personnel	

(A) The OCA shall ensure that all OCA Personnel are provided with access to all documents relevant to their roles or necessary for the performance of their duties, including in particular:

(i) this Policy;

(ii) the Organisation CPS; and

(iii) any supporting documentation, statutes, policies or contracts.

5.4 [bookmark: _WraggeTCE20131211114154][bookmark: _Toc374528372][bookmark: _Toc374529311][bookmark: _Toc374530244][bookmark: _Toc374531177][bookmark: _Toc374532110][bookmark: _Toc470104406]AUDIT LOGGING PROCEDURES	

5.4.1 [bookmark: _WraggeTCE20131211114159][bookmark: _Toc374528373][bookmark: _Toc374529312][bookmark: _Toc374530245][bookmark: _Toc374531178][bookmark: _Toc374532111][bookmark: _Toc470104407]Types of Events Recorded	

(A) The OCA shall ensure that:

(i) the OCA Systems record all systems activity in an audit log;

(ii) the Organisation CPS incorporates a comprehensive list of all events that are to be recorded in an audit log in relation to:

(a) the activities of OCA Personnel;

(b) the use of OCA equipment;

(c) the use of (including both authorised and unauthorised access, and attempted access to) any premises at which functions of the OCA are carried out;

(d) communications and activities that are related to the Issue of Certificates (in so far as not captured by the OCA Systems audit log); and

(iii) it records in an audit log all the events specified in paragraph (ii). 

5.4.2 [bookmark: _WraggeTCE2013121111427][bookmark: _Toc374528374][bookmark: _Toc374529313][bookmark: _Toc374530246][bookmark: _Toc374531179][bookmark: _Toc374532112][bookmark: _Toc470104408]Frequency of Processing Log	

(A) The OCA shall ensure that:

(i) the audit logging functionality in the OCA Systems is fully enabled at all times;

(ii) all OCA Systems activity recorded in the Audit Log is recorded in a standard format that is compliant with:

(a) British Standard BS 10008:2008 (Evidential Weight and Legal Admissibility of Electronic Information); or

(b) any equivalent to that British Standard which updates or replaces it from time to time; and

(iii) it monitors the OCA Systems in compliance with:

(a) CESG Good Practice Guide 13:2012 (Protective Monitoring); or

(b) any equivalent to that CESG Good Practice Guide which updates or replaces it from time to time;

(B) The OCA shall ensure that the Organisation CPS incorporates provisions which specify:

(i) how regularly information recorded in the Audit Log is to be reviewed; and

(ii) what actions are to be taken by it in response to types of events recorded in the Audit Log.

(C) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to access to the Audit Log, providing in particular that:

(i) Data contained in the Audit Log must not be accessible other than on a read-only basis; and

(ii) access to those Data must be limited to those members of OCA Personnel who are performing a dedicated system audit role.

5.4.3 [bookmark: _WraggeTCE20131211114215][bookmark: _Toc374528375][bookmark: _Toc374529314][bookmark: _Toc374530247][bookmark: _Toc374531180][bookmark: _Toc374532113][bookmark: _Toc470104409]Retention Period for Audit Log	

(A) The OCA shall:

(i) retain the Audit Log so that it incorporates, on any given date, a record of all system events occurring during a period of at least twelve months prior to that date; and

(ii) ensure that a copy of the Audit Log incorporating a record of all system events occurring prior to the beginning of that period is archived in accordance with the requirements of Part 5.5 of this Policy.

5.4.4 [bookmark: _WraggeTCE20131211114223][bookmark: _Toc374528376][bookmark: _Toc374529315][bookmark: _Toc374530248][bookmark: _Toc374531181][bookmark: _Toc374532114][bookmark: _Toc470104410]Protection of Audit Log	

(A) The OCA shall ensure that:

(i) to the extent to which the Audit Log is retained electronically, the Data stored in it cannot be accessed other than on a read-only basis, and are protected from unauthorised viewing, modification and deletion in accordance with:

(a) British Standard BS 10008:2008 (Evidential Weight and Legal Admissibility of Electronic Information); or

(b) any equivalent to that British Standard which updates or replaces it from time to time; and

(ii) to the extent to which the Audit Log is retained in non-electronic form, the Data stored in it are appropriately protected from unauthorised viewing, modification and destruction in order to ensure that their integrity is maintained for evidential purposes.

5.4.5 [bookmark: _WraggeTCE20131211114249][bookmark: _Toc374528377][bookmark: _Toc374529316][bookmark: _Toc374530249][bookmark: _Toc374531182][bookmark: _Toc374532115][bookmark: _Toc470104411]Audit Log Back-Up Procedures	

(A) The OCA shall ensure that the Data contained in the Audit Log are Backed-Up (or, to the extent that the Audit Log is retained in non-electronic form, are copied):

(i) on a daily basis; or

(ii) if activity has taken place on the OCA Systems only infrequently, in accordance with the schedule for the regular Back-Up of the Data held on those Systems.

(B) The OCA shall ensure that all Data contained in the Audit Log which are Backed-Up are, during Back-Up:

(i) held in accordance with the outcome of a risk assessment which is documented in the Organisation CPS; and

(ii) protected to the same standard of protection as the primary copy of the Audit Log in accordance with Part 5.4.4 of this Policy.

5.4.6 [bookmark: _WraggeTCE20131211114257][bookmark: _Toc374528378][bookmark: _Toc374529317][bookmark: _Toc374530250][bookmark: _Toc374531183][bookmark: _Toc374532116][bookmark: _Toc470104412]Audit Collection System (Internal or External)	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to its system for collecting Data for the purpose of populating the Audit Log.

5.4.7 [bookmark: _WraggeTCE2013121111434][bookmark: _Toc374528379][bookmark: _Toc374529318][bookmark: _Toc374530251][bookmark: _Toc374531184][bookmark: _Toc374532117][bookmark: _Toc470104413]Notification to Event-Causing Subject	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to its notification of any person who is (or is responsible for any System which is) the direct cause of an event recorded in the Audit Log.

5.4.8 [bookmark: _WraggeTCE20131211114318][bookmark: _Toc374528380][bookmark: _Toc374529319][bookmark: _Toc374530252][bookmark: _Toc374531185][bookmark: _Toc374532118][bookmark: _Toc470104414]Vulnerability Assessments	

(A) Provision is made in Sections G2.13 to G2.14 of the Code (Management of Vulnerabilities) in relation to the carrying out of vulnerability assessments in respect of the OCA Systems.

5.5 [bookmark: _WraggeTCE20131211114324][bookmark: _Toc374528381][bookmark: _Toc374529320][bookmark: _Toc374530253][bookmark: _Toc374531186][bookmark: _Toc374532119][bookmark: _Toc470104415]RECORDS ARCHIVAL	

5.5.1 [bookmark: _WraggeTCE20131211114328][bookmark: _Toc374528382][bookmark: _Toc374529321][bookmark: _Toc374530254][bookmark: _Toc374531187][bookmark: _Toc374532120][bookmark: _Toc470104416]Types of Records Archived	

(A) The OCA shall ensure that it archives:

(i) the Audit Log in accordance with Part 5.4.3 of this Policy;

(ii) its records of all Data submitted to it by Eligible Subscribers for the purposes of Certificate Signing Requests; and

(iii) any other Data specified in this Policy or the Code as requiring to be archived in accordance with this Part 5.5.

5.5.2 [bookmark: _WraggeTCE20131211114339][bookmark: _Toc374528383][bookmark: _Toc374529322][bookmark: _Toc374530255][bookmark: _Toc374531188][bookmark: _Toc374532121][bookmark: _Toc470104417]Retention Period for Archive	

(A) The OCA shall ensure that all Data which are Archived are retained for a period of at least seven years from the date on which they were Archived.

5.5.3 [bookmark: _WraggeTCE20131211114345][bookmark: _Toc374528384][bookmark: _Toc374529323][bookmark: _Toc374530256][bookmark: _Toc374531189][bookmark: _Toc374532122][bookmark: _Toc470104418]Protection of Archive	

(A) The OCA shall ensure that Data held in its Archive are:

(i) protected against any unauthorised access;

(ii) adequately protected against environmental threats such as temperature, humidity and magnetism; and

(iii) incapable of being modified or deleted.

5.5.4 [bookmark: _WraggeTCE20131211114353][bookmark: _Toc374528385][bookmark: _Toc374529324][bookmark: _Toc374530257][bookmark: _Toc374531190][bookmark: _Toc374532123][bookmark: _Toc470104419]Archive Back-Up Procedures	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to its procedures for the Back-Up of its Archive.

5.5.5 [bookmark: _WraggeTCE2013121111440][bookmark: _Toc374528386][bookmark: _Toc374529325][bookmark: _Toc374530258][bookmark: _Toc374531191][bookmark: _Toc374532124][bookmark: _Toc470104420]Requirements for Time-Stamping of Records	

(A) Provision in relation to Time-Stamping is made in Part 6.8 of this Policy.

5.5.6 [bookmark: _WraggeTCE20131211114729][bookmark: _Toc374528387][bookmark: _Toc374529326][bookmark: _Toc374530259][bookmark: _Toc374531192][bookmark: _Toc374532125][bookmark: _Toc470104421]Archive Collection System (Internal or External)	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to its system for collecting Data for the purpose of populating the Archive.

5.5.7 [bookmark: _WraggeTCE20131211114735][bookmark: _Toc374528388][bookmark: _Toc374529327][bookmark: _Toc374530260][bookmark: _Toc374531193][bookmark: _Toc374532126][bookmark: _Toc470104422]Procedures to Obtain and Verify Archive Information	

(A) The OCA shall ensure that:

(i) Data held in the Archive are stored in a readable format during their retention period; and

(ii) those Data remains accessible at all times during their retention period, including during any period of interruption, suspension or cessation of the OCA’s operations.

(B) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to the periodic verification by the OCA of the Data held in the Archive.

5.6 [bookmark: _WraggeTCE20131211114744][bookmark: _Toc374528389][bookmark: _Toc374529328][bookmark: _Toc374530261][bookmark: _Toc374531194][bookmark: _Toc374532127][bookmark: _Toc470104423]KEY CHANGEOVER	

5.6.1 [bookmark: _WraggeTCE20131211114750][bookmark: _Toc374528390][bookmark: _Toc374529329][bookmark: _Toc374530262][bookmark: _Toc374531195][bookmark: _Toc374532128][bookmark: _Toc470104424]Organisation Certificate Key Changeover	

(A) The OCA shall Issue a new Organisation Certificate in relation to an Organisation where a new Certificate Signing Request is submitted by an Eligible Subscriber in accordance with the requirements of the SMKI RAPP and this Policy.

5.6.2 [bookmark: _WraggeTCE20131211114810][bookmark: _Toc374528391][bookmark: _Toc374529330][bookmark: _Toc374530263][bookmark: _Toc374531196][bookmark: _Toc374532129][bookmark: _Toc470104425]OCA Key Changeover	

(A) Where the OCA ceases to use an OCA Private Key in accordance with the requirements of Part 4.3.1(E) of this Policy, it shall:

(i) either:

(a) verifiably destroy the OCA Private Key Material; or

(b) retain the OCA Private Key Material in such a manner that it is adequately protected against being put back into use;

(ii) not revoke the related OCA Public Key (which may continue to be used for the purpose of validating Digital Signatures generated using the OCA Private Key);

(iii) generate a new Key Pair;

(iv) ensure that any relevant Certificate subsequently Issued by it is Issued using the OCA Private Key from the newly-generated Key Pair:

(a) until the time determined in accordance with Part 4.3.1(E) of this Policy; and

(b) subject to the provisions of Part 5.7.1(C) of this Policy; and

(v) in its capacity as the Root OCA:

(a) Issue a new relevant OCA Certificate; and

(b) promptly lodge that OCA Certificate in the SMKI Repository.

(B) The OCA shall ensure that the actions taken by it in accordance with the requirements of paragraph (A) are managed so as to prevent any disruption to the provision of the SMKI Services.

5.6.3 [bookmark: _WraggeTCE20131211114910][bookmark: _Toc374528392][bookmark: _Toc374529331][bookmark: _Toc374530264][bookmark: _Toc374531197][bookmark: _Toc374532130][bookmark: _Toc470104426]Subscriber Key Changeover	

(A) Where:

(i) a Certificate has been revoked in accordance with Part 4.9 of this Policy; and

(ii) the Subscriber for that Certificate submits to the OCA a Certificate Signing Request for the Issue of a replacement Certificate,

the OCA shall verify that the reasons for the revocation and replacement of the previous Certificate have been satisfactorily addressed, and may Issue a Certificate in accordance with the Certificate Signing Request only after it has done so.

5.7 [bookmark: _WraggeTCE20131211114916][bookmark: _Toc374528393][bookmark: _Toc374529332][bookmark: _Toc374530265][bookmark: _Toc374531198][bookmark: _Toc374532131][bookmark: _Toc470104427]COMPROMISE AND DISASTER RECOVERY	

5.7.1 [bookmark: _WraggeTCE20131211114923][bookmark: _Toc374528394][bookmark: _Toc374529333][bookmark: _Toc374530266][bookmark: _Toc374531199][bookmark: _Toc374532132][bookmark: _Toc470104428]Incident and Compromise Handling Procedures	

(A) The OCA shall ensure that the Organisation CPS incorporates a business continuity plan which shall be designed to ensure:

(i) continuity in, or (where there has been unavoidable discontinuity) the recovery of, the provision of the SMKI Services in the event of any Compromise of the OCA Systems or major failure in the OCA processes; and

(ii) that priority is given to maintain continuity in, or to recovering the capacity for, the revocation of Certificates and the making available of an up to date Organisation ARL and Organisation CRL.

(B) The OCA shall ensure that the procedures set out in the business continuity plan are:

(i) compliant with ISO 22301 and ISO 27031 (or any equivalent to those standards which update or replace them from time to time); and

(ii) tested periodically, and in any event at least once in each year, in order to ensure that they are operationally effective.

(C) The OCA shall ensure that the Organisation CPS incorporates provisions setting out the approach to be taken by it in circumstances in which it suspects (or has reason to suspect) that any OCA Private Key or any part of the OCA Systems is Compromised.

5.7.2 [bookmark: _WraggeTCE20131211114930][bookmark: _Toc374528395][bookmark: _Toc374529334][bookmark: _Toc374530267][bookmark: _Toc374531200][bookmark: _Toc374532133][bookmark: _Toc470104429]Computing Resources, Software and/or Data are Corrupted	

(A) The OCA shall ensure that the business continuity plan established in accordance with Part 5.7.1 of this Policy incorporates provisions setting out the steps to be taken in the event of any loss of or corruption to computing resources, software or Data.

5.7.3 [bookmark: _WraggeTCE20131211114937][bookmark: _Toc374528396][bookmark: _Toc374529335][bookmark: _Toc374530268][bookmark: _Toc374531201][bookmark: _Toc374532134][bookmark: _Toc470104430]Entity Private Key Compromise Procedures	

See Part 5.7.1 of this Policy.

5.7.4 [bookmark: _WraggeTCE20131211114942][bookmark: _Toc374528397][bookmark: _Toc374529336][bookmark: _Toc374530269][bookmark: _Toc374531202][bookmark: _Toc374532135][bookmark: _Toc470104431]Business Continuity Capabilities after a Disaster	

(A) The OCA shall ensure that the business continuity plan established in accordance with Part 5.7.1 of this Policy is designed to ensure the recovery of the provision of the SMKI Services within not more than 12 hours of the occurrence of any event causing discontinuity.

5.8 [bookmark: _WraggeTCE20131211114948][bookmark: _Toc374528398][bookmark: _Toc374529337][bookmark: _Toc374530270][bookmark: _Toc374531203][bookmark: _Toc374532136][bookmark: _Toc470104432]CERTIFICATION AUTHORITY AND REGISTRATION AUTHORITY TERMINATION	

[Not applicable in this Policy]

6 [bookmark: _WraggeTCE2013121111501][bookmark: _Toc374528399][bookmark: _Toc374529338][bookmark: _Toc374530271][bookmark: _Toc374531204][bookmark: _Toc374532137][bookmark: _Toc470104433]
TECHNICAL SECURITY CONTROLS	

The OCA shall ensure that the Organisation CPS incorporates detailed provision in relation to the technical controls to be established and operated for the purposes of the exercise of its functions as the Root OCA, the Issuing OCA and the Registration Authority.

6.1 [bookmark: _WraggeTCE2013121111508][bookmark: _Toc374528400][bookmark: _Toc374529339][bookmark: _Toc374530272][bookmark: _Toc374531205][bookmark: _Toc374532138][bookmark: _Toc470104434]KEY PAIR GENERATION AND INSTALLATION	

6.1.1 [bookmark: _WraggeTCE20131211115013][bookmark: _Toc374528401][bookmark: _Toc374529340][bookmark: _Toc374530273][bookmark: _Toc374531206][bookmark: _Toc374532139][bookmark: _Toc470104435]Key Pair Generation	

(A) The OCA shall ensure that all Key Pairs which it uses for the purposes of this Policy are generated:

(i) in a protected environment compliant with FIPS 140-2 Level 3 (or any equivalent to that Federal Information Processing Standard which updates or replaces it from time to time);

(ii) using multi-person control, such that no single Privileged Person is capable of generating any such Key Pair; and

(iii) using random numbers which are such as to make it computationally infeasible to regenerate those Key Pairs even with knowledge of when and by means of what equipment they were generated.

(B) The OCA shall not generate any Private Key or Public Key other than an OCA Key.

6.1.2 [bookmark: _WraggeTCE20131211115022][bookmark: _Toc374528402][bookmark: _Toc374529341][bookmark: _Toc374530274][bookmark: _Toc374531207][bookmark: _Toc374532140][bookmark: _Toc470104436]Private Key Delivery to Subscriber	

(A) In accordance with Part 6.1.1(B), the OCA shall not generate any Private Key for delivery to a Subscriber.

6.1.3 [bookmark: _WraggeTCE20131211115028][bookmark: _Toc374528403][bookmark: _Toc374529342][bookmark: _Toc374530275][bookmark: _Toc374531208][bookmark: _Toc374532141][bookmark: _Toc470104437]Public Key Delivery to Certificate Issuer	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions:

(i) in relation to the mechanism by which Public Keys of Subscribers are delivered to it for the purpose of the exercise of its functions as the Root OCA and Issuing OCA; and

(ii) ensuring that the mechanism uses a recognised standard protocol such as PKCS#10.

6.1.4 [bookmark: _WraggeTCE20131211115034][bookmark: _Toc374528404][bookmark: _Toc374529343][bookmark: _Toc374530276][bookmark: _Toc374531209][bookmark: _Toc374532142][bookmark: _Toc470104438]OCA Public Key Delivery to Relying Parties	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions:

(i) in relation to the manner by which each OCA Public Key is to be lodged in the SMKI Repository; and

(ii) designed to ensure that the OCA Public Keys are securely lodged in the SMKI Repository in such a manner as to guarantee that their integrity is maintained.

6.1.5 [bookmark: _WraggeTCE20131211115039][bookmark: _Toc374528405][bookmark: _Toc374529344][bookmark: _Toc374530277][bookmark: _Toc374531210][bookmark: _Toc374532143][bookmark: _Toc470104439]Key Sizes	

(A) The OCA and every Subscriber shall ensure that all Private Keys and Public Keys which each of them may use for the purposes of this Policy are of the size and characteristics set out in the GB Companion Specification.

6.1.6 [bookmark: _WraggeTCE20131211115047][bookmark: _Toc374528406][bookmark: _Toc374529345][bookmark: _Toc374530278][bookmark: _Toc374531211][bookmark: _Toc374532144][bookmark: _Toc470104440]Public Key Parameters Generation and Quality Checking	

(A) The OCA shall ensure that any Public Key used by it for the purposes of this Policy shall be of values and lengths that make the success of known attacks infeasible.

(B) Each Subscriber shall ensure that any Public Key used by it for the purposes of this Policy shall be of values and lengths that make the success of known attacks infeasible.

6.1.7 [bookmark: _WraggeTCE20131211115053][bookmark: _WraggeTCE2013121111515][bookmark: _Toc374528407][bookmark: _Toc374529346][bookmark: _Toc374530279][bookmark: _Toc374531212][bookmark: _Toc374532145][bookmark: _Toc470104441]Key Usage Purposes (as per X.509 v3 keyUsage Field)	

(A) The OCA shall ensure that each Certificate that is Issued by it has a keyUsage field in accordance with RFC5759 and RFC5280.

(B) The OCA shall ensure that each Organisation Certificate that is Issued by it has a keyUsage of either:

(i) digitalSignature; or

(ii) keyAgreement.

(C) The OCA shall ensure that each OCA Certificate that is Issued by it has a keyUsage of either:

(i) keyCertSign; or

(ii) CRLSign.

(D) The OCA shall ensure that no keyUsage values may be set in an Organisation Certificate or OCA Certificate other than in accordance with this Part 6.1.7.

6.2 [bookmark: _Toc374528408][bookmark: _Toc374529347][bookmark: _Toc374530280][bookmark: _Toc374531213][bookmark: _Toc374532146][bookmark: _Toc470104442]PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC MODULE ENGINEERING CONTROLS	

6.2.1 [bookmark: _WraggeTCE20131211115112][bookmark: _Toc374528409][bookmark: _Toc374529348][bookmark: _Toc374530281][bookmark: _Toc374531214][bookmark: _Toc374532147][bookmark: _Toc470104443]Cryptographic Module Standards and Controls	

(A) The OCA shall ensure that all OCA Private Keys shall be:

(i) protected to a high standard of assurance by physical and logical security controls; and

(ii) stored in and operated from within a Cryptographic Module which is compliant with FIPS 140-2 Level 3 (or any equivalent to that Federal Information Processing Standard which updates or replaces it from time to time).

(B) The OCA shall ensure that all OCA Private Keys shall, where they affect the outcome of any Certificates Issued by it, be protected by, stored in and operated from within a Cryptographic Module which is compliant with FIPS 140-2 Level 3 (or any equivalent to that Federal Information Processing Standard which updates or replaces it from time to time).

(C) The OCA shall ensure that no OCA Private Key shall be made available in either complete or unencrypted form except in a Cryptographic Module which is compliant with FIPS 140-2 Level 3 (or any equivalent to that Federal Information Processing Standard which updates or replaces it from time to time).

(D) The OCA shall ensure that any Cryptographic Module which is used for any purpose related to Certificate life-cycle management shall:

(i) operate so as to block access to itself following a number of failed consecutive attempts to access it using Activation Data, where that number shall be set out in the Organisation CPS; and

(ii) require to be unblocked by an authorised member of OCA Personnel who has been Authenticated as such following a process which shall be set out in the Organisation CPS.

6.2.2 [bookmark: _WraggeTCE20131211115121][bookmark: _Toc374528410][bookmark: _Toc374529349][bookmark: _Toc374530282][bookmark: _Toc374531215][bookmark: _Toc374532148][bookmark: _Toc470104444]Private Key (m out of n) Multi-Person Control	

See Part 6.1.1 of this Policy.

6.2.3 [bookmark: _WraggeTCE20131211115126][bookmark: _Toc374528411][bookmark: _Toc374529350][bookmark: _Toc374530283][bookmark: _Toc374531216][bookmark: _Toc374532149][bookmark: _Toc470104445]Private Key Escrow	

(A) This Policy does not support Key Escrow.

(B) The OCA shall not provide any Key Escrow service.

6.2.4 [bookmark: _WraggeTCE20131211115134][bookmark: _Toc374528412][bookmark: _Toc374529351][bookmark: _Toc374530284][bookmark: _Toc374531217][bookmark: _Toc374532150][bookmark: _Toc470104446]Private Key Back-Up	

(A) The OCA may Back-Up OCA Private Keys insofar as:

(i) each Private Key is protected to a standard which is at least equivalent to that required in relation to the principal Private Key in accordance with this Policy; and

(ii) where more than one Private Key is Backed-Up within a single security environment, each of the Private Keys which is Backed-Up within that environment must be protected to a standard which is at least equivalent to that required in relation to an Issuing OCA Private Key in accordance with this Policy.

6.2.5 [bookmark: _WraggeTCE20131211115141][bookmark: _Toc374528413][bookmark: _Toc374529352][bookmark: _Toc374530285][bookmark: _Toc374531218][bookmark: _Toc374532151][bookmark: _Toc470104447]Private Key Archival	

(A) The OCA shall ensure that no OCA Key which is a Private Key is archived.

6.2.6 [bookmark: _WraggeTCE20131211115147][bookmark: _Toc374528414][bookmark: _Toc374529353][bookmark: _Toc374530286][bookmark: _Toc374531219][bookmark: _Toc374532152][bookmark: _Toc470104448]Private Key Transfer into or from a Cryptographic Module	

(A) The OCA shall ensure that no OCA Private Key is transferred or copied other than:

(i) for the purposes of:

(a) Back-Up; or

(b) establishing an appropriate degree of resilience in relation to the provision of the SMKI Services;

(ii) in accordance with a level of protection which is compliant with FIPS 140-2 Level 3 (or any equivalent to that Federal Information Processing Standard which updates or replaces it from time to time).

6.2.7 [bookmark: _WraggeTCE20131211115153][bookmark: _Toc374528415][bookmark: _Toc374529354][bookmark: _Toc374530287][bookmark: _Toc374531220][bookmark: _Toc374532153][bookmark: _Toc470104449]Private Key Storage on Cryptographic Module	

See Part 6.2.1 of this Policy.

6.2.8 [bookmark: _WraggeTCE20131211115158][bookmark: _Toc374528416][bookmark: _Toc374529355][bookmark: _Toc374530288][bookmark: _Toc374531221][bookmark: _Toc374532154][bookmark: _Toc470104450]Method of Activating Private Key	

(A) The OCA shall ensure that the Cryptographic Module in which any OCA Private Key is stored may be accessed only by an authorised member of OCA Personnel who has been Authenticated following an Authentication process which: 

(i) has an appropriate level of strength to ensure the protection of the Private Key; and

(ii) involves the use of Activation Data.

6.2.9 [bookmark: _WraggeTCE2013121111523][bookmark: _Toc374528417][bookmark: _Toc374529356][bookmark: _Toc374530289][bookmark: _Toc374531222][bookmark: _Toc374532155][bookmark: _Toc470104451]Method of Deactivating Private Key	

(A) The OCA shall ensure that any OCA Private Key shall be capable of being de-activated by means of the OCA Systems, at least by:

(i) the actions of:

(a) turning off the power;

(b) logging off;

(c) carrying out a system reset; and

(ii) a period of inactivity of a length which shall be set out in the Organisation CPS.

6.2.10 [bookmark: _WraggeTCE2013121111528][bookmark: _Toc374528418][bookmark: _Toc374529357][bookmark: _Toc374530290][bookmark: _Toc374531223][bookmark: _Toc374532156][bookmark: _Toc470104452]Method of Destroying Private Key	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions for the exercise of strict controls in relation to the destruction of OCA Keys.

(B) The OCA shall ensure that no OCA Key (whether in active use, existing as a copy for the purposes of resilience, or Backed-Up) is destroyed except in accordance with a positive decision by the OCA to destroy it.

6.2.11 [bookmark: _WraggeTCE20131211115214][bookmark: _Toc374528419][bookmark: _Toc374529358][bookmark: _Toc374530291][bookmark: _Toc374531224][bookmark: _Toc374532157][bookmark: _Toc470104453]Cryptographic Module Rating	

See Part 6.2.1 of this Policy.

6.3 [bookmark: _WraggeTCE20131211115219][bookmark: _Toc374528420][bookmark: _Toc374529359][bookmark: _Toc374530292][bookmark: _Toc374531225][bookmark: _Toc374532158][bookmark: _Toc470104454]OTHER ASPECTS OF KEY PAIR MANAGEMENT	

6.3.1 [bookmark: _WraggeTCE20131211115224][bookmark: _Toc374528421][bookmark: _Toc374529360][bookmark: _Toc374530293][bookmark: _Toc374531226][bookmark: _Toc374532159][bookmark: _Toc470104455]Public Key Archival	

(A) The OCA shall ensure that it archives OCA Public Keys in accordance with the requirements of Part 5.5 of this Policy.

6.3.2 [bookmark: _WraggeTCE20131211115229][bookmark: _Toc374528422][bookmark: _Toc374529361][bookmark: _Toc374530294][bookmark: _Toc374531227][bookmark: _Toc374532160][bookmark: _Toc470104456]Certificate Operational Periods and Key Pair Usage Periods	

(A) The OCA shall ensure that the Validity Period of each Certificate Issued by it shall be as follows:

(i) in the case of an Organisation Certificate, 10 years;

(ii) in the case of an Issuing OCA Certificate, 25 years; and

(iii) in the case of a Root OCA Certificate, 50 years.

(B) For the purposes of paragraph (A), the OCA shall set the notAfter value specified in Annex B in accordance with that paragraph.

(C) The OCA shall ensure that no OCA Private Key is used after the end of the Validity Period of the Certificate containing the Public Key which is associated with that Private Key.

6.4 [bookmark: _WraggeTCE20131211115239][bookmark: _Toc374528423][bookmark: _Toc374529362][bookmark: _Toc374530295][bookmark: _Toc374531228][bookmark: _Toc374532161][bookmark: _Toc470104457]ACTIVATION DATA	

6.4.1 [bookmark: _WraggeTCE20131211115244][bookmark: _Toc374528424][bookmark: _Toc374529363][bookmark: _Toc374530296][bookmark: _Toc374531229][bookmark: _Toc374532162][bookmark: _Toc470104458]Activation Data Generation and Installation	

(A) The OCA shall ensure that any Cryptographic Module within which an OCA Key is held has Activation Data that are unique and unpredictable.

(B) The OCA shall ensure that:

(i) these Activation Data, in conjunction with any other access control, shall be of an appropriate level of strength for the purposes of protecting the OCA Keys; and

(ii) where the Activation Data comprise any PINs, passwords or pass-phrases, the OCA shall have the ability to change these at any time.

6.4.2 [bookmark: _WraggeTCE2013121112117][bookmark: _Toc374528425][bookmark: _Toc374529364][bookmark: _Toc374530297][bookmark: _Toc374531230][bookmark: _Toc374532163][bookmark: _Toc470104459]Activation Data Protection	

(A) The OCA shall ensure that the Organisation CPS incorporates provision for the use of such cryptographic protections and access controls as are appropriate to protect against the unauthorised use of Activation Data.

6.4.3 [bookmark: _WraggeTCE20131211121113][bookmark: _Toc374528426][bookmark: _Toc374529365][bookmark: _Toc374530298][bookmark: _Toc374531231][bookmark: _Toc374532164][bookmark: _Toc470104460]Other Aspects of Activation Data	

[Not applicable in this Policy]

6.5 [bookmark: _WraggeTCE20131211121124][bookmark: _Toc374528427][bookmark: _Toc374529366][bookmark: _Toc374530299][bookmark: _Toc374531232][bookmark: _Toc374532165][bookmark: _Toc470104461]COMPUTER SECURITY CONTROLS	

6.5.1 [bookmark: _WraggeTCE20131211121129][bookmark: _Toc374528428][bookmark: _Toc374529367][bookmark: _Toc374530300][bookmark: _Toc374531233][bookmark: _Toc374532166][bookmark: _Toc470104462]Specific Computer Security Technical Requirements	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions in relation to the identification and implementation, following the conclusion of any threat assessment, of security measures which make provision for at least the following:

(i) the establishment of access controls in relation to the activities of the OCA;

(ii) the appropriate allocation of responsibilities to Privileged Persons;

(iii) the identification and Authentication of organisations, individuals and Systems involved in OCA activities;

(iv) the use of cryptography for communication and the protection of Data stored on the OCA Systems;

(v) the audit of security related events; and

(vi) the use of recovery mechanisms for OCA Keys.

6.5.2 [bookmark: _WraggeTCE20131211121136][bookmark: _Toc374528429][bookmark: _Toc374529368][bookmark: _Toc374530301][bookmark: _Toc374531234][bookmark: _Toc374532167][bookmark: _Toc470104463]Computer Security Rating	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions relating to the appropriate security rating of the OCA Systems.

6.6 [bookmark: _WraggeTCE20131211121141][bookmark: _Toc374528430][bookmark: _Toc374529369][bookmark: _Toc374530302][bookmark: _Toc374531235][bookmark: _Toc374532168][bookmark: _Toc470104464]LIFE-CYCLE TECHNICAL CONTROLS	

6.6.1 [bookmark: _WraggeTCE20131211121146][bookmark: _Toc374528431][bookmark: _Toc374529370][bookmark: _Toc374530303][bookmark: _Toc374531236][bookmark: _Toc374532169][bookmark: _Toc470104465]System Development Controls	

(A) The OCA shall ensure that any software which is developed for the purpose of establishing a functionality of the OCA Systems shall:

(i) take place in a controlled environment that is sufficient to protect against the insertion into the software of malicious code;

(ii) be undertaken by a developer which has a quality system that is:

(a) compliant with recognised international standards (such as ISO 9001:2000 or an equivalent standard); or

(b) available for inspection and approval by the SMKI PMA, and has been so inspected and approved.

6.6.2 [bookmark: _WraggeTCE20131211121152][bookmark: _Toc374528432][bookmark: _Toc374529371][bookmark: _Toc374530304][bookmark: _Toc374531237][bookmark: _Toc374532170][bookmark: _Toc470104466]Security Management Controls	

(A) The OCA shall ensure that the Organisation CPS incorporates provisions which are designed to ensure that the OCA Systems satisfy the requirements of Section G2 (System Security: Obligations on the DCC) and Section G5 (Information Security: Obligations on the DCC and Users) of the Code.

6.6.3 [bookmark: _WraggeTCE20131211121158][bookmark: _Toc374528433][bookmark: _Toc374529372][bookmark: _Toc374530305][bookmark: _Toc374531238][bookmark: _Toc374532171][bookmark: _Toc470104467]Life-Cycle Security Controls	

See Part 6.6.2 of this Policy.

6.7 [bookmark: _WraggeTCE20131211121258][bookmark: _Toc374528434][bookmark: _Toc374529373][bookmark: _Toc374530306][bookmark: _Toc374531239][bookmark: _Toc374532172][bookmark: _Toc470104468]NETWORK SECURITY CONTROLS	

6.7.1 [bookmark: _WraggeTCE2013121112132][bookmark: _Toc374528435][bookmark: _Toc374529374][bookmark: _Toc374530307][bookmark: _Toc374531240][bookmark: _Toc374532173][bookmark: _Toc470104469]Use of Offline Root OCA	

(A) The OCA shall ensure that its functions as the Root OCA are carried out on a part of the OCA Systems that is neither directly nor indirectly connected to any System which is not a part of the OCA Systems.

6.7.2 [bookmark: _WraggeTCE2013121112138][bookmark: _Toc374528436][bookmark: _Toc374529375][bookmark: _Toc374530308][bookmark: _Toc374531241][bookmark: _Toc374532174][bookmark: _Toc470104470]Protection Against Attack	

(A) The OCA shall use its best endeavours to ensure that the OCA Systems are not Compromised, and in particular for this purpose that they are designed and operated so as to detect and prevent:

(i) any Denial of Service Event; and

(ii) any unauthorised attempt to connect to them.

(B) The OCA shall take reasonable steps to ensure that the OCA Systems cause or permit to be open at any time only those network ports, and allow only those protocols, which are required at that time for the effective operation of those Systems, and block all network ports and protocols which are not so required.

6.7.3 [bookmark: _WraggeTCE20131211121314][bookmark: _Toc374528437][bookmark: _Toc374529376][bookmark: _Toc374530309][bookmark: _Toc374531242][bookmark: _Toc374532175][bookmark: _Toc470104471]Separation of Issuing OCA	

(A) The DCC shall ensure that, where its functions as the Issuing OCA are carried out on a part of the OCA Systems that is connected to an external network, they are carried out on a System that is Separated from all other OCA Systems.

6.7.4 [bookmark: _WraggeTCE20131211121321][bookmark: _Toc374528438][bookmark: _Toc374529377][bookmark: _Toc374530310][bookmark: _Toc374531243][bookmark: _Toc374532176][bookmark: _Toc470104472]Health Check of OCA Systems	

(A) The OCA shall ensure that, in relation to the OCA Systems, a vulnerability assessment in accordance with Section G2.13 of the Code (Management of Vulnerabilities) is carried out with such frequency as may be specified from time to time by the Independent SMKI Assurance Service Provider.

6.8 [bookmark: _WraggeTCE20131211121327][bookmark: _Toc374528439][bookmark: _Toc374529378][bookmark: _Toc374530311][bookmark: _Toc374531244][bookmark: _Toc374532177][bookmark: _Toc470104473]TIME-STAMPING	

6.8.1 [bookmark: _WraggeTCE20131211121332][bookmark: _Toc374528440][bookmark: _Toc374529379][bookmark: _Toc374530312][bookmark: _Toc374531245][bookmark: _Toc374532178][bookmark: _Toc470104474]Use of Time-Stamping	

(A) The OCA shall ensure that Time-Stamping takes place in relation to all Certificates and all other OCA activities which require an accurate record of time.

(B) The OCA shall ensure that the Organisation CA incorporates provisions in relation to the time source and mechanisms used by any Time-Stamping Authority which carries out Time-Stamping on behalf of the OCA.

7 [bookmark: _WraggeTCE20131211121341][bookmark: _Toc374528441][bookmark: _Toc374529380][bookmark: _Toc374530313][bookmark: _Toc374531246][bookmark: _Toc374532179][bookmark: _Toc470104475]CERTIFICATE, CRL AND OCSP PROFILES	

7.1 [bookmark: _WraggeTCE20131211121346][bookmark: _Toc374528442][bookmark: _Toc374529381][bookmark: _Toc374530314][bookmark: _Toc374531247][bookmark: _Toc374532180][bookmark: _Toc470104476]CERTIFICATE PROFILES	

The OCA shall use only the Certificate Profiles in Annex B.

7.1.1 [bookmark: _WraggeTCE2013121112143][bookmark: _Toc374528443][bookmark: _Toc374529382][bookmark: _Toc374530315][bookmark: _Toc374531248][bookmark: _Toc374532181][bookmark: _Toc470104477]Version Number(s)	

[Not applicable in this Policy]

7.1.2 [bookmark: _WraggeTCE2013121112149][bookmark: _Toc374528444][bookmark: _Toc374529383][bookmark: _Toc374530316][bookmark: _Toc374531249][bookmark: _Toc374532182][bookmark: _Toc470104478]Certificate Extensions	

[Not applicable in this Policy]

7.1.3 [bookmark: _WraggeTCE20131211121415][bookmark: _Toc374528445][bookmark: _Toc374529384][bookmark: _Toc374530317][bookmark: _Toc374531250][bookmark: _Toc374532183][bookmark: _Toc470104479]Algorithm Object Identifiers	

[Not applicable in this Policy]

7.1.4 [bookmark: _WraggeTCE20131211121421][bookmark: _Toc374528446][bookmark: _Toc374529385][bookmark: _Toc374530318][bookmark: _Toc374531251][bookmark: _Toc374532184][bookmark: _Toc470104480]Name Forms	

[Not applicable in this Policy]

7.1.5 [bookmark: _WraggeTCE20131211121426][bookmark: _Toc374528447][bookmark: _Toc374529386][bookmark: _Toc374530319][bookmark: _Toc374531252][bookmark: _Toc374532185][bookmark: _Toc470104481]Name Constraints	

[Not applicable in this Policy]

7.1.6 [bookmark: _WraggeTCE20131211121432][bookmark: _Toc374528448][bookmark: _Toc374529387][bookmark: _Toc374530320][bookmark: _Toc374531253][bookmark: _Toc374532186][bookmark: _Toc470104482]Certificate Policy Object Identifier	

[Not applicable in this Policy]

7.1.7 [bookmark: _WraggeTCE20131211121438][bookmark: _Toc374528449][bookmark: _Toc374529388][bookmark: _Toc374530321][bookmark: _Toc374531254][bookmark: _Toc374532187][bookmark: _Toc470104483]Usage of Policy Constraints Extension	

[Not applicable in this Policy]

7.1.8 [bookmark: _WraggeTCE20131211121444][bookmark: _Toc374528450][bookmark: _Toc374529389][bookmark: _Toc374530322][bookmark: _Toc374531255][bookmark: _Toc374532188][bookmark: _Toc470104484]Policy Qualifiers Syntax and Semantics	

[Not applicable in this Policy]

7.1.9 [bookmark: _WraggeTCE20131211121449][bookmark: _Toc374528451][bookmark: _Toc374529390][bookmark: _Toc374530323][bookmark: _Toc374531256][bookmark: _Toc374532189][bookmark: _Toc470104485]Processing Semantics for the Critical Certificate Policies Extension	

[Not applicable in this Policy]

7.2 [bookmark: _WraggeTCE20131211121454][bookmark: _Toc374528452][bookmark: _Toc374529391][bookmark: _Toc374530324][bookmark: _Toc374531257][bookmark: _Toc374532190][bookmark: _Toc470104486]CRL PROFILE	

7.2.1 [bookmark: _WraggeTCE20131211121459][bookmark: _Toc374528453][bookmark: _Toc374529392][bookmark: _Toc374530325][bookmark: _Toc374531258][bookmark: _Toc374532191][bookmark: _Toc470104487]Version Number(s)	

(A) The OCA shall ensure that the Organisation ARL and Organisation CRL conform with X.509 v2 and IETF RFC 5280.

7.2.2 [bookmark: _WraggeTCE2013121112157]CRL and CRL Entry Extensions

(A) [bookmark: _Toc374528454][bookmark: _Toc374529393][bookmark: _Toc374530326][bookmark: _Toc374531259][bookmark: _Toc374532192][bookmark: _Toc470104488]The OCA shall notify Parties of the profile of the Organisation CRL and of any Organisation CRL extensions.	

7.3 [bookmark: _WraggeTCE20131211121511][bookmark: _Toc374528455][bookmark: _Toc374529394][bookmark: _Toc374530327][bookmark: _Toc374531260][bookmark: _Toc374532193][bookmark: _Toc470104489]OCSP PROFILE	

7.3.1 [bookmark: _WraggeTCE20131211121516][bookmark: _Toc374528456][bookmark: _Toc374529395][bookmark: _Toc374530328][bookmark: _Toc374531261][bookmark: _Toc374532194][bookmark: _Toc470104490]Version Number(s)	

[Not applicable in this Policy]

7.3.2 [bookmark: _WraggeTCE20131211121523][bookmark: _Toc374528457][bookmark: _Toc374529396][bookmark: _Toc374530329][bookmark: _Toc374531262][bookmark: _Toc374532195][bookmark: _Toc470104491]OCSP Extensions	

[Not applicable in this Policy]

8 [bookmark: _WraggeTCE20131211121530][bookmark: _WraggeTCE20131211122327][bookmark: _Toc374532196][bookmark: _Toc470104492]
COMPLIANCE AUDIT AND OTHER ASSESSMENTS	

8.1 [bookmark: _WraggeTCE20131211121535][bookmark: _Toc374528459][bookmark: _Toc374529398][bookmark: _Toc374530331][bookmark: _Toc374531264][bookmark: _Toc374532197][bookmark: _Toc470104493]FREQUENCY OR CIRCUMSTANCES OF ASSESSMENT	

Provision in relation to this is made in Appendix C of the Code (SMKI Compliance Policy).

8.2 [bookmark: _WraggeTCE20131211121542][bookmark: _Toc374528460][bookmark: _Toc374529399][bookmark: _Toc374530332][bookmark: _Toc374531265][bookmark: _Toc374532198][bookmark: _Toc470104494]IDENTITY/QUALIFICATIONS OF ASSESSOR	

Provision in relation to this is made in Appendix C of the Code (SMKI Compliance Policy).

8.3 [bookmark: _WraggeTCE20131211121551][bookmark: _Toc374528461][bookmark: _Toc374529400][bookmark: _Toc374530333][bookmark: _Toc374531266][bookmark: _Toc374532199][bookmark: _Toc470104495]ASSESSOR’S RELATIONSHIP TO ASSESSED ENTITY	

Provision in relation to this is made in Appendix C of the Code (SMKI Compliance Policy).

8.4 [bookmark: _WraggeTCE20131211121628][bookmark: _Toc374528462][bookmark: _Toc374529401][bookmark: _Toc374530334][bookmark: _Toc374531267][bookmark: _Toc374532200][bookmark: _Toc470104496]TOPICS COVERED BY ASSESSMENT	

Provision in relation to this is made in Appendix C of the Code (SMKI Compliance Policy).

8.5 [bookmark: _WraggeTCE20131211121633][bookmark: _Toc374528463][bookmark: _Toc374529402][bookmark: _Toc374530335][bookmark: _Toc374531268][bookmark: _Toc374532201][bookmark: _Toc470104497]ACTIONS TAKEN AS A RESULT OF DEFICIENCY	

Provision in relation to this is made in Appendix C of the Code (SMKI Compliance Policy).

8.6 [bookmark: _WraggeTCE20131211122442][bookmark: _Toc470104498]COMMUNICATION OF RESULTS	

Provision in relation to this is made in Appendix C of the Code (SMKI Compliance Policy).

9 [bookmark: _WraggeTCE20131211122450][bookmark: _Toc470104499]
OTHER BUSINESS AND LEGAL MATTERS	

In so far as provision is made in relation to all the matters referred to in this Part, it is found in the DCC Licence and the provisions of the Code (including in Section L11 (Subscriber Obligations) and Section L12 (Relying Party Obligations) of the Code).

9.1 [bookmark: _WraggeTCE20131211122455][bookmark: _Toc470104500]FEES	

See the statement at the beginning of this Part.

9.1.1 [bookmark: _WraggeTCE2013121112250][bookmark: _Toc470104501]Certificate Issuance or Renewal Fees	

See the statement at the beginning of this Part.

9.1.2 [bookmark: _WraggeTCE2013121112256][bookmark: _Toc470104502]Organisation Certificate Access Fees	

See the statement at the beginning of this Part.

9.1.3 [bookmark: _WraggeTCE20131211122511][bookmark: _Toc470104503]Revocation or Status Information Access Fees	

See the statement at the beginning of this Part.

9.1.4 [bookmark: _WraggeTCE20131211122516][bookmark: _Toc470104504]Fees for Other Services	

See the statement at the beginning of this Part.

9.1.5 [bookmark: _WraggeTCE20131211122520][bookmark: _Toc470104505]Refund Policy	

See the statement at the beginning of this Part.

9.2 [bookmark: _WraggeTCE20131211122526][bookmark: _Toc470104506]FINANCIAL RESPONSIBILITY	

9.2.1 [bookmark: _WraggeTCE20131211122531][bookmark: _Toc470104507]Insurance Coverage	

See the statement at the beginning of this Part.

9.2.2 [bookmark: _WraggeTCE20131211122537][bookmark: _Toc470104508]Other Assets	

See the statement at the beginning of this Part.

9.2.3 [bookmark: _WraggeTCE20131211122544][bookmark: _Toc470104509]Insurance or Warranty Coverage for Subscribers and Subjects	
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Annex A:  Definitions and Interpretation		

In this Policy, except where the context otherwise requires -

· expressions defined in Section A of the Code (Definitions and Interpretation) have the same meaning as is set out in that Section,

· the expressions in the left hand column below shall have the meanings given to them in the right hand column below,

· where any expression is defined in Section A of the Code (Definitions and Interpretation) and in this Annex, the definition in this Annex shall take precedence for the purposes of the Policy,

· the rule of interpretation set out at Part 1.1 of this Policy shall apply.

		Activation Data

		means any private Data (such as a password or the Data on a smartcard) which are used to access a Cryptographic Module.



		Archive

		means the archive of Data created in accordance with Part 5.5.1 of this Policy (and “Archives” and “Archived” shall be interpreted accordingly).



		Audit Log

		means the audit log created in accordance with Part 5.4.1 of this Policy.



		Authentication

		means the process of establishing that an individual, Certificate, System or Organisation is what he or it claims to be (and “Authenticate” shall be interpreted accordingly).



		Authorised Subscriber

		means a Party or RDP which has successfully completed the procedures set out in the SMKI RAPP and has been authorised by the OCA to submit a Certificate Signing Request.



		Certificate

		means either an Organisation Certificate or an OCA Certificate.



		Certificate Profile

		means a table bearing that title in Annex B and specifying certain parameters to be contained within a Certificate.



		Certificate Re-Key

		means a change to the Public Key contained within a Certificate bearing a particular serial number.



		Certificate Revocation Request

		means a request for the revocation of a Certificate by the OCA, submitted by the Subscriber for that Certificate to the OCA in accordance with the SMKI RAPP and this Policy.



		Certificate Signing Request

		means a request for a Certificate submitted by an Eligible Subscriber in accordance with the SMKI RAPP.



		DCA

		has the meaning given to that expression in Appendix A of the Code (Device Certificate Policy).



		DCA Systems

		has the meaning given to that expression in Appendix A of the Code (Device Certificate Policy).



		Eligible Subscriber

		means:

(a) in relation to an Organisation Certificate, an Authorised Subscriber which is identified as an Eligible Subscriber in accordance with Section L3.18 of the Code (Organisation Certificates); and

(b) in relation to an OCA Certificate, an Authorised Subscriber which is identified as an Eligible Subscriber in accordance with Section L3.19 of the Code (OCA Certificates).



		Entity Identifier 

		means a User ID, RDP ID or a DCC ID as required by the context.



		Issue

		means the act of the OCA, in its capacity as the Root OCA or Issuing OCA, and acting in accordance with this Policy, of creating and signing a Certificate which is bound to both a Subject and a Subscriber (and “Issued” and “Issuing” shall be interpreted accordingly). 



		Issuing Organisation Certification Authority (or Issuing OCA)

		means the DCC exercising the function of Issuing Organisation Certificates to Eligible Subscribers and of storing and managing the Private Keys associated with that function.



		Issuing OCA Certificate

		means a certificate in the form set out in the Issuing OCA Certificate Profile in accordance with Annex B, and Issued by the Root OCA to the Issuing OCA in accordance with this Policy.



		Issuing OCA Private Key

		means a Private Key which is stored and managed by the OCA acting in its capacity as the Issuing OCA.



		Issuing OCA Public Key

		means the Public Key which is part of a Key Pair with an Issuing OCA Private Key.



		Key Escrow

		means the storage of a Private Key by a person other than the Subscriber or Subject of the Certificate which contains the related Public Key.



		Object Identifier (or OID)

		means an Object Identifier assigned by the Internet Address Naming Authority.



		OCA Certificate

		means either a Root OCA Certificate or an Issuing OCA Certificate.



		OCA Key

		means any Private Key or a Public Key generated by the OCA for the purposes of complying with its obligations under the Code.



		OCA Private Key

		means either a Root OCA Private Key or an Issuing OCA Private Key.



		OCA Systems

		means the Systems used by the OCA in relation to the SMKI Services.



		Organisation Authority Revocation List (or ARL)

		means a list, produced by the OCA, of all OCA Certificates that have been revoked in accordance with this Policy.



		Organisation Certificate

		means a certificate in the form set out in the Organisation Certificate Profile in accordance with Annex B, and Issued by the Issuing OCA in accordance with this Policy.



		Organisation Certificate Revocation List (or CRL)

		means a list, produced by the OCA, of all Organisation Certificates that have been revoked in accordance with this Policy.



		Organisation Certification Authority (or OCA)

		means the DCC, acting in the capacity and exercising the functions of one or more of:

(a) the Root OCA;

(b) the Issuing OCA; and

(c) the Registration Authority.



		Private Key Material

		in relation to a Private Key, means that Private Key and the input parameters necessary to establish, use and maintain it.



		Registration Authority

		means the DCC exercising the function of receiving and processing Certificate Signing Requests made in accordance with the SMKI RAPP.



		Registration Authority Manager

		means either a director of the DCC or any other person who may be identified as such in accordance with the SMKI RAPP.



		Registration Authority Personnel

		means those persons who are engaged by the DCC, in so far as such persons carry out, or are authorised to carry out, any function of the Registration Authority.



		Relying Party

		means a person who, pursuant to the Code, receives and relies upon a Certificate. 



		Root Organisation Certification Authority (or Root OCA)

		means the DCC exercising the function of Issuing OCA Certificates to the Issuing OCA and storing and managing Private Keys associated with that function.



		Root OCA Certificate

		means a certificate in the form set out in the Root OCA Certificate Profile in accordance with Annex B and self-signed by the Root OCA in accordance with this Policy.



		Root OCA Private Key

		means a Private Key which is stored and managed by the OCA acting in its capacity as the Root OCA.



		Security Related Functionality

		means the functionality of the OCA Systems which is designed to detect, prevent or mitigate the adverse effect of any Compromise of that System.



		Subject

		means:

(a) in relation to an Organisation Certificate, the Organisation identified by the subject field of the Organisation Certificate Profile in Annex B; and

(b) in relation to an OCA Certificate, the globally unique name of the Root OCA or Issuing OCA as identified by the subject field of the relevant Certificate Profile in Annex B.



		Subscriber

		means, in relation to any Certificate, a Party or RDP which has been Issued with and accepted that Certificate, acting in its capacity as the holder of the Certificate.



		Time-Stamping

		means the act that takes place when a Time-Stamping Authority, in relation to a Certificate, stamps a particular datum with an accurate indicator of the time (in hours, minutes and seconds) at which the activity of stamping takes place.



		Time-Stamping Authority

		means that part of the OCA that:

(a) where required, provides an appropriately precise time-stamp in the format required by this Policy; and

(b) relies on a time source that is:

(i)      accurate;

(ii) determined in a manner that is independent of any other part of the OCA Systems; and

(iii) such that the time of any time-stamp can be verified to be that of the Independent Time Source at the time at which the time-stamp was applied.



		Validity Period

		means, in respect of a Certificate, the period of time for which that Certificate is intended to be valid.
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Annex B:  OCA Certificate and Organisation Certificate Profiles 		

End Entity Certificate Structure and Contents

This Annex lays out requirements as to structure and content with which OCA Certificates and Organisation Certificates shall comply. All terms in this Annex shall, where not defined in the Code, this Policy, or the GB Companion Specification, have the meanings in IETF RFC 5759 and IETF RFC5280.

Common requirements applicable to OCA Certificates and Organisation Certificates

All OCA Certificates and Organisation Certificates that are validly authorised within the SMKI for use within the scope of GB Smart Metering:

shall be compliant with IETF RFC 5759 and so with IETF RFC5280. 

for clarity and in adherence with the requirements of IETF RFC5759, all OCA Certificates and Organisation Certificates shall:

contain the authorityKeyIdentifier extension, except where the Certificate is the Root OCA Certificate;

contain the keyUsage extension which shall be marked as critical;

be X.509 v3 certificates as defined in IETF RFC 5280, encoded using the ASN.1 Distinguished Encoding Rules;

shall, in relation to communications with devices, contain a non-empty subject field which contains an X520OrganizationalUnitName whose value is to be expressed as the human-readable two octet hexadecimal representation of the integer Remote Party Role that the Certificate allows the Subject of the Certificate to perform;

only contain Public Keys of types that are explicitly allowed by the GBCS. This means all Public Keys shall be elliptic curve Public Keys on the NIST P-256 curve;

only contain Public Keys in uncompressed form i.e. contain an elliptic curve point in uncompressed form as detailed in Section 2.2 of IETF RFC5480;

only provide for signature methods that are explicitly allowed within the GBCS. This means using P-256 Private Keys with SHA 256 and ECDSA;

contain a certificatePolicies extension containing at least one CertPolicyID which shall be marked as critical. For clarity and in adherence with IETF RFC 5280, Certification Path Validation undertaken by Parties and Devices shall interpret this extension;

contain a serialNumber of no more than 16 octets in length;

contain a subjectKeyIdentifier which shall be marked as non-critical;

contain an authorityKeyIdentifier in the form [0] KeyIdentifier which shall be marked as non-critical, except where the Certificate is the Root OCA Certificate. Note this exception only applies where Remote Party Role as specified in the X520OrganizationalUnitName part of the subject field = root;

only contain KeyIdentifiers generated as per method (2) of Section 4.2.1.2 of IETF RFC 5280 and so which shall always be 8 octets in length;

contain an issuer field whose contents MUST be identical to the contents of the signer's subject field in the signer's Certificate;

have a valid notBefore field consisting of the time of issue encoded and a valid notAfter field expiration date as per IETF RFC 5280 Section 4.1.2.5.



Requirements applicable to Organisation Certificates only

All Organisation Certificates that are issued by the OCA shall:

within the subject field, in addition to other attributes, contain an AttributeTypeAndValue structure whose type shall be id-at-uniqueIdentifier {joint-iso-itu-t(2) ds(5) attributeType(4) uniqueIdentifier(45)} and whose value shall be the 8 octet Entity Identifier of the subject of the Certificate;

contain a single Public Key;

contain a keyUsage extension marked as critical, with a value of only one of:

digitalSignature; or

keyAgreement.

contain a single CertPolicyID in the certificatePolicies extension that refers to the OID of this Policy under which the Certificate is issued.

 

Requirements applicable to the Root OCA and Issuing OCA

All OCA Certificates issued by the OCA shall:

have globally unique subject field contents;

contain a single public key except for the Root-CA where there shall be two public keys. The second public key shall be referred to as the Contingency Key and shall be present in the WrappedApexContingencyKey extension  with the meaning of IETF RFC5934. The Contingency Key shall be encrypted as per the requirements of the GBCS;

contain a keyUsage extension marked as critical and defined as:

keyCertSign; and

cRLSign;

for Issuing OCA Certificates, contain at least one CertPolicyID in the certificatePolicies extension that refers to the OID of this Policy under which the Certificate is issued;

for the Root OCA Certificate, contain a single CertPolicyID in the certificatePolicies extension that refers to the OID for anyPolicy;

for Issuing OCA Certificates, contain the basicConstraints extension, with values cA=True, and pathLen=0. This extension shall be marked as critical;

for the Root OCA Certificate,  contain the basicConstraints extension, with the value cA=True and pathLen absent (unlimited). This extension shall be marked as critical. 



Organisation Certificate Profile

		Field Name

		RFC 5759/5280 Type

		Value

		Reference



		version

		INTEGER

		v3

		



		serialNumber

		INTEGER

		Positive Integer of up to 16 Octets

		



		signature

		AlgorithmIdentifier

		SHA256 with ECDSA

		



		The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-commonName (the “Issuer X520 Common Name”)

		UTF8String

		Globally unique common name of Issuing OCA of up to 4 Octets (as defined in the Issuing OCA Certificate Profile)

		



		keyIdentifier in Authoritykeyidentifier (the "Subject Key Identifier")

		keyIdentifier

		A unique value that matches the  subjectKeyIdentifier value of the issuer’s credential

		



		keyIdentifier in subjectKeyIdentifier (the "Subject Key Identifier")

		keyIdentifier

		Provides a means for identifying certificates containing the particular Public Key used in an application

		



		notBefore

		Time

		Creation time of the Organisation Certificate

		



		notAfter

		Time

		Expiry time of the Certificate

		



		The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-commonName (the “Subject X520 Common Name”)

		UTF8String

		Name of the Subject of up to 16 Octets

		



		The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-organizationalUnitName (the “Subject X520 Organizational Unit Name”)

		UTF8String

		Remote Party Role of the subject of the Certificate

		



		The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-uniqueIdentifier (the “Subject Unique Identifier”)

		UniqueIdentifier

		The 64 bit Entity Identifier of the subject of the Certificate

		



		subjectPublicKeyInfo

		SubjectPublicKeyInfo

		The subject’s Public Key

		



		extensions

		Extensions

		Critical and non-critical extensions

		



		signatureAlgorithm

		AlgorithmIdentifier

		SHA256 with ECDSA

		



		signatureValue

		BIT STRING

		Subject Organisation Certificate signature

		





Interpretation

version

The version of the X.509 Organisation Certificate. Valid Organisation Certificates shall identify themselves as version 3.

serialNumber

Organisation Certificate serial number, a positive integer of up to 16 octets. The serialNumber identifies the Organisation Certificate, and shall be created by the Issuing OCA that signs the Organisation Certificate. The serialNumber shall be unique in the scope of Organisation Certificate signed by the Issuing OCA. 

signature

The identity of the signature algorithm used to sign the Organisation Certificate. The field is identical to the value of the Organisation Certificate signatureAlgorithm field explained further under the next signatureAlgorithm heading. 

Issuer X520 Common Name

The name of the signer of the Organisation Certificate. This will be the gloablly unique name of the Issuing OCA of up to 4 Octets (as defined in the Issuing OCA Certificate Profile).

Authority Key Identifier

To optimize building the correct credential chain, the non-critical Authority Key Identifier extension shall be populated with a unique value as recommended by RFC 5280 and shall be included in all Organisation Certificates.

Subject Key Identifier

The Subject Key Identifier extension shall be included and marked as non-critical in the Organisation Certificate.

validity

The time period over which the Issuing OCA expects the Organisation Certificate to be valid. The validity period is the period of time from notBefore through notAfter, inclusive.

All times shall be stated in the Universal Coordinated Time (UTC) time zone. Times up to and including 23:59:59 December 31, 2049 UTC shall be encoded as UTCTime as YYMMDDHHmmssZ. 

Times later than 23:59:59 December 31, 2049 UTC shall be encoded as GeneralizedTime as YYYYMMDDHHmmssZ.

notBefore

The earliest time an Organisation Certificate may be used. This shall be the time the Organisation Certificate is created.

notAfter

The latest time an Organisation Certificate is expected to be used. The value in a notAfter field shall be treated as specified in RFC 5280.

Subject X520 Common Name

This field shall contain a unique X.500 Distinguished Name (DN). This should be the unique trading name of the Organisation of up to 16 Octets. This field shall only be populated with a value where:

· the value of keyUsage within extensions is digitalSignature; and

· the Subject X520 Organizational Unit Name field has a value of either ‘02’ or ‘86’. 

Where this field is populated:

· it shall, where the Subject X520 Organizational Unit Name field has a value of ‘02’ (so Supplier with its GBCS meaning), contain the string which the eligible subscriber wishes to have displayed in the Supplier’s name field within Contact Details (with its SMETS meaning), should the Certificate be placed on a Smart Meter; and

· it shall, where the Subject X520 Organizational Unit Name field has a value of ‘86’ (so corresponding to the Remote Party Role of xmlSign with its Section L meaning), include one or two of the unique identifiers by which the eligible subscriber may be identified in the Party Details. Where two such identifiers are included, only one shall relate to the supply of gas and one to the supply of electricity, and they shall be separated by a single space character. There shall be no other whitespace characters.

The field shall be a maximum of 16 characters in length.
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The Subject X520 Organizational Unit Name attribute of subject shall be populated with the Remote Party Role Code that the Certificate allows the subject of the Certificate to perform. 

Subject Unique Identifier

This shall be populated with the 64 bit Entity Identifier of the subject of the Certificate

subjectPublicKeyInfo

The Organisation Certificate subjectPublicKeyInfo field shall indicate the Public Key algorithm identifier and the Public Key in the specified algorithm format as specified in RFC 3279 and RFC 5480. 

The algorithm field in the subjectPublicKeyInfo structure shall contain the following identifier:

id-ecPublicKey OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840) ansi-X9-62(10045) keyType(2) 1 }

id-ecPublicKey indicates that the algorithms that can be used with the subject Public Key are unrestricted.  The key is only restricted by the values indicated in the keyUsage Organisation Certificate extension (explained further under the next extensions heading).  

The parameter for id-ecPublicKey is as follows and shall always be present:

     ECParameters ::= CHOICE {

       namedCurve         OBJECT IDENTIFIER

       -- implicitCurve   NULL

       -- specifiedCurve  SpecifiedECDomain

     }

Only the following field in ECParameters shall be used:

o namedCurve - identifies all the required values for a particular set of elliptic curve domain parameters to be represented by an object identifier.  

The OBJECT IDENTIFIER for the curve choice to be used in Organisation Certificate is:

secp256r1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) ansi-X9-62(10045) curves(3) prime(1) 7 }

The subjectPublicKey from SubjectPublicKeyInfo is the ECC Public Key. 

Implementations of Elliptic Curve Cryptography according to this document shall only support the uncompressed form.

The first octet of the subjectPublicKey indicates whether the key is compressed or uncompressed.  The uncompressed form is indicated by 0x04 (the compressed form is indicated by either 0x02 or 0x03).  The Public Key shall be rejected if any value other than 0x04 is in the first octet.

signatureAlgorithm

The signatureAlgorithm field shall indicate the Issuing OCA signature algorithm used to sign this Organisation Certificate is as defined under the next Signature Method (ECDSA) heading.

signatureValue

The Issuing OCA’s signature of the Organisation Certificate shall be computed using the Issuing OCA’s private signing key using the algorithm identified under the next Signature Method (ECDSA) heading.

The structure for ECDSA signatures shall be as per RFC 5480.

extensions

Organisation Certificates shall contain the extensions described below. They SHOULD NOT contain any additional extensions: 

· certificatePolicy

· [bookmark: _Hlk34125607]keyUsage

· authorityKeyIdentifier

· subjectKeyIdentifier

Cryptographic Primitives for Signature Method

Signature Method (ECDSA)

The ECDSA signature method is defined in NIST FIPS 186-4. When implementing ECDSA, the SHA-256 message digest algorithm and the P-256 elliptic curve as defined in FIPS 186-4 Annex D, D.1.2.3, shall be used.

The signature algorithm shall be ecdsa-with-SHA256 as specified in RFC 5759 and 6318. The algorithm identifier is:

ecdsa-with-SHA256 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) ansi-X9-62(10045) signatures(4) ecdsa-with-sha2(3) 2 }

SHA-256 hash algorithm

The hash algorithm used shall be the SHA-256 secure hash algorithm as defined in NIST FIPS 180-4.

Root OCA Certificate Profile

		Field Name

		RFC 5759/5280 Type

		Value

		Reference



		version

		INTEGER

		v3

		



		serialNumber

		INTEGER

		Positive Integer of up to 16 Octets

		



		signature

		AlgorithmIdentifier

		SHA256 with ECDSA

		



		The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-commonName (the “Issuer X520 Common Name”)

		UTF8String

		Globally unique common name of Root OCA of up to 4 Octets

		



		keyIdentifier in SubjectKeyIdentifier (the "Subject Key Identifier")

		keyIdentifier

		A unique value that matches the subjectKeyIdentifier of the issuer’s credential

		



		notBefore

		Time

		Creation time of the Certificate

		



		notAfter

		Time

		Expiry time of the Certificate

		



		The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-commonName (the “Subject X520 Common Name”)

		UTF8String

		Globally unique name of Root OCA of up to 4 Octets (same as Issuer name) 

		



		The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-organizationalUnitName (the “Subject X520 Organizational Unit Name”)

		UTF8String

		Remote Party Role of the subject of the Certificate

		



		subjectPublicKeyInfo

		SubjectPublicKeyInfo

		The Subject’s Public Key

		



		The extnValue in the extension whose extnID is id-pe-WrappedApexContingencyKey

		ApexContingencyKey

		The Subject’s protected (encrypted) Public Key used for recovery purposes

		



		extensions

		Extensions

		Critical and non-critical extensions

		



		signatureAlgorithm

		AlgorithmIdentifier

		SHA256 with ECDSA

		



		signatureValue

		BIT STRING

		Subject Certificate signature

		







These certificates are the root of trust for the Organisations SMKI. 

version

The version of the X.509 Certificate. Valid Certificates shall identify themselves as version 3.

serialNumber

Certificate serial number, a positive integer of up to 16 octets. The serialNumber identifies the Certificate, and shall be created by the OCA that signs the Certificate (self-signed by Root OCA). The serialNumber shall be unique in the scope of Certificates signed by the OCA. 

signature

The identity of the signature algorithm used to sign the Certificate. The field is identical to the value of the Root OCA Certificate’s signatureAlgorithm field explained further under the next signatureAlgorithm heading.

Issuer X520 Common Name

The name of the signer of the Certificate. This will be the gloablly unique name of the Root OCA of up to 4 Octets. This will be the same as the subject as it is self-signed by the Root OCA.

Subject Key Identifier

The SubjectKeyIdentifier extension shall be included and marked as non-critical in the Certificate.

validity

The time period over which the issuer expects the Certificate to be valid. The validity period is the period of time from notBefore through notAfter, inclusive.

All times shall be stated in the Universal Coordinated Time (UTC) time zone. Times up to and including 23:59:59 December 31, 2049 UTC shall be encoded as UTCTime as YYMMDDHHmmssZ. 

Times later than 23:59:59 December 31, 2049 UTC shall be encoded as GeneralizedTime as YYYYMMDDHHmmssZ.

notBefore

The earliest time a Certificate may be used. This shall be the time the Certificate is created.

notAfter

The latest time a Certificate is expected to be used. The value in a notAfter field shall be treated as specified in RFC 5280.

Subject X520 Common Name

This field must be populated with the globally unique name of the Root OCA of up to 4 Octets.

Subject X520 Organizational Unit Name

The Subject X520 OrganizationalUnitName attribute of subject shall be populated with the Remote Party Role Code that the Certificate allows the subject of the Certificate to perform.

subjectPublicKeyInfo

The Certificate’s subjectPublicKeyInfo field shall indicate the Public Key algorithm identifier and the Public Key in the specified algorithm format as specified in RFC 3279 and RFC 5480. 

The algorithm field in the subjectPublicKeyInfo structure shall be use the following identifier:

id-ecPublicKey OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840) ansi-X9-62(10045) keyType(2) 1 }

id-ecPublicKey indicates that the algorithms that can be used with the subject Public Key are unrestricted.  The key is only restricted by the values indicated in the KeyUsage Certificate extension (explained further under the next extensions heading).  

The parameter for id-ecPublicKey is as follows and shall always be present:

     ECParameters ::= CHOICE {

       namedCurve         OBJECT IDENTIFIER

       -- implicitCurve   NULL

       -- specifiedCurve  SpecifiedECDomain

     }

Only the following field in ECParameters shall be used:

o     namedCurve - identifies all the required values for a particular set of elliptic curve domain parameters to be represented by an OBJECT IDENTIFIER.  

The object identifier fo the curve choice to be used in OCA Certificates is:

secp256r1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) ansi-X9-62(10045) curves(3) prime(1) 7 }

The subjectPublicKey from SubjectPublicKeyInfo is the ECC Public Key.

Implementations of Elliptic Curve Cryptography according to this document shall only support the uncompressed form.

The first octet of the subjectPublicKey indicates whether the key is compressed or uncompressed.  The uncompressed form is indicated by 0x04 (the compressed form is indicated by either 0x02 or 0x03).  The Public Key shall be rejected if any value other than 0x04 is in the first octet.

signatureAlgorithm

The signatureAlgorithm field shall indicate the Root OCA signature algorithm used to sign this Certificate as defined in section under the next Signature Method (ECDSA) heading.

signatureValue

The Root OCA’s signature of the Certificate shall be computed using the Root OCA’s private signing key using the algorithm identified under the next Signature Method (ECDSA) heading.

The structure for ECDSA signatures shall be as per RFC 5480.

extensions

Certificates shall contain the extensions described below. They SHOULD NOT contain any additional extensions:

· certificatePolicy 

· keyUsage 

· basicConstraints

· subjectKeyIdentifer

Cryptographic Primitives for Signature Method

Signature Method (ECDSA)

The ECDSA signature method is defined in NIST FIPS 186-4. When implementing ECDSA, the SHA-256 message digest algorithm and the P-256 elliptic curve as defined in FIPS 186-4 Annex D, D.1.2.3, shall be used.

The signature algorithm shall be ecdsa-with-SHA256 as specified in RFC 5759 and 6318. The algorithm identifier is:

ecdsa-with-SHA256 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) ansi-X9-62(10045) signatures(4) ecdsa-with-sha2(3) 2 }

SHA-256 hash algorithm

The hash algorithm shall be the SHA-256 secure hash algorithm as defined in NIST FIPS 180-4.



Issuing OCA Certificate Profile

		Field Name

		RFC 5759/5280 Type

		Value

		Reference



		version

		INTEGER

		v3

		



		serialNumber

		INTEGER

		Positive Integer of up to 16 Octets

		



		signature

		AlgorithmIdentifier

		SHA256 with ECDSA

		



		The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-commonName (the “Issuer X520 Common Name”)

		UTF8String

		Globally unique name of Root OCA of up to 4 Octets (as defined in the Root OCA Certificate Profile)

		



		keyIdentifier in subjectKeyIdentifier (the "Subject Key Identifier")

		keyIdentifier

		Provides a means for identifying certificates containing the particular Public Key used in an application

		



		keyIdentifier in authorityKeyIdentifier (the "Authority Key Identifier")

		keyIdentifier

		A unique value that matches the subjectKeyIdentifier value of the issuer’s credential

		



		notBefore

		Time

		Creation time of the certificate

		



		notAfter

		Time

		Expiry time of the Certificate

		



		The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-commonName (the “Subject X520 Common Name”)

		UTF8String

		Globally unique name of Issuing OCA of up to 4 Octets

		



		The value field of the AttributeTypeAndValue structure within the subject field whose type is id-at-organizationalUnitName (the “Subject X520 Organizational Unit Name”)

		UTF8String

		Remote Party Role of the Subject of the Certificate

		



		subjectPublicKeyInfo

		SubjectPublicKeyInfo

		The Subject’s Public Key

		



		extensions

		Extensions

		Critical and non-critical extensions

		



		signatureAlgorithm

		AlgorithmIdentifier

		SHA256 with ECDSA

		



		signatureValue

		BIT STRING

		Subject certificate signature

		







version

The version of the X.509 Certificate. Valid Certificates shall identify themselves as version 3.

serialNumber

Certificate serial number, a positive integer of up to 16 octets. The serialNumber identifies the Certificate, and shall be created by the Root OCA that signs the Certificate. The serialNumber shall be unique in the scope of Certificates signed by the Root OCA. 

signature

The identity of the signature algorithm used to sign the Certificate. The field is identical to the value of the Issuing OCA Certificate’s signatureAlgorithm field explained further under the next signatureAlgorithm heading.

Issuer X520 Common Name

The name of the signer of the Certificate. This will be the gloablly unique name of the Root OCA of up to 4 Octets (as defined in the Root OCA Certificate Profile).

Subject Key Identifier

The SubjectKeyIdentifier extension shall be included and marked as non-critical in the Certificate.

Authority Key Identifier

To optimize building the correct credential chain, the non-critical AuthorityKeyIdentifier extension shall be populated with a unique value as recommended by RFC 5280 and shall be included in all Organisation Certificates.

validity

The time period over which the issuer expects the Certificate to be valid. The validity period is the period of time from notBefore through notAfter, inclusive.

All times shall be stated in the Universal Coordinated Time (UTC) time zone. Times up to and including 23:59:59 December 31, 2049 UTC shall be encoded as UTCTime as YYMMDDHHmmssZ. 

Times later than 23:59:59 December 31, 2049 UTC shall be encoded as GeneralizedTime as YYYYMMDDHHmmssZ.

notBefore

The earliest time a Certificate may be used. This shall be the time the Certificate is created.

notAfter

The latest time a Certificate is expected to be used. The value in a notAfter field shall be treated as specified in RFC 5280.

Subject X520 Common Name

This field shall be populated with the globally unique name of the Issuing OCA of up to 4 Octets.

Subject X520 Organizational Unit Name

The Subject X520 Organizational Unit Name attribute of subject shall be populated with the Remote Party Role Code that the Certificate allows the subject of the Certificate to perform. 

subjectPublicKeyInfo

The Certificate’s subjectPublicKeyInfo field shall indicate the Public Key algorithm identifier and the Public Key in the specified algorithm format as specified in RFC 3279 and RFC 5480. 

The algorithm field in the subjectPublicKeyInfo structure shall contain the following identifier:

id-ecPublicKey OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840) ansi-X9-62(10045) keyType(2) 1 }

id-ecPublicKey indicates that the algorithms that can be used with the subject Public Key are unrestricted.  The key is only restricted by the values indicated in the KeyUsage Certificate extension (explained further under the next extensions heading).  

The parameter for id-ecPublicKey is as follows and shall always be present:

     ECParameters ::= CHOICE {

       namedCurve         OBJECT IDENTIFIER

       -- implicitCurve   NULL

       -- specifiedCurve  SpecifiedECDomain

     }

Only the following field in ECParameters shall be used:

      o namedCurve - identifies all the required values for a particular

        set of elliptic curve domain parameters to be represented by an

        OBJECT IDENTIFIER.  

The object identifier fo the curve choice to be used in Certificates is:

secp256r1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) ansi-X9-62(10045) curves(3) prime(1) 7 }

The subjectPublicKey from SubjectPublicKeyInfo is the ECC Public Key.

Implementations of Elliptic Curve Cryptography according to this document shall only support the uncompressed form.

The first octet of the subjectPublicKey indicates whether the key is compressed or uncompressed.  The uncompressed form is indicated by 0x04 (the compressed form is indicated by either 0x02 or 0x03).  The Public Key MUST be rejected if any value other than 0x04 is included in the first octet.

signatureAlgorithm

The signatureAlgorithm field shall indicate the Root OCA signature algorithm used to sign this Certificate as defined under the next Signature Method (ECDSA) heading.

signatureValue

The Root OCA’s signature of the Certificate shall be computed using the Root OCA’s private signing key using the algorithm identified under the next Signature Method (ECDSA) heading.

The structure for ECDSA signatures shall be as per RFC 5480.

extensions

Issuing-CA Certificates shall contain the extensions described below. They SHOULD NOT contain any additional extensions:

· certificatePolicy 

· keyUsage 

· basicConstraints 

· subjectKeyIdentifer

· authorityKeyIdentifier



Cryptographic Primitives for Signature Method

Signature Method (ECDSA)

The ECDSA signature method is defined in NIST FIPS 186-4. When implementing ECDSA, the SHA-256 message digest algorithm and the P-256 elliptic curve as defined in FIPS 186-4 Annex D, D.1.2.3, shall be used.

The signature algorithm shall be ecdsa-with-SHA256 as specified in RFC 5759 and 6318. The algorithm identifier is:

ecdsa-with-SHA256 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) ansi-X9-

62(10045) signatures(4) ecdsa-with-sha2(3) 2 }

SHA-256 hash algorithm

The hash algorithm used shall be the SHA-256 secure hash algorithm as defined in NIST FIPS 180-4.
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Section L9.6 of the Code sets out the process for the DCC to develop the SMKI Registration Authority Policies and Procedures (SMKI RAPP) as a SMKI SEC Document as defined in Section L 9.4 (a) (v).

The SMKI RAPP sets out the principle obligations and activities undertaken by the DCC in its capacity as the SMKI Registration Authority in accordance with Section L of the Code, and Appendices A, B and Appendix Q to the Code. The SMKI RAPP also sets out the activities undertaken by the SMKI Registration Authority in support of the procedures set out in the DCCKI RAPP, as set out in Section 2 of this document.
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The DCCKI RAPP sets out the procedures by which nominated individuals may become DCCKI Senior Responsible Officers and/or DCCKI Authorised Responsible Officers in order to act on behalf of a Party, RDP or a DCC Service Provider in respect of DCCKI Services and DCCKI Repository Services. The DCCKI RAPP also sets out the activities undertaken by the DCC as DCCKI Registration Authority.

Upon request from the DCCKI Registration Authority to verify the identity of an individual nominated to be a DCCKI SRO or DCCKI ARO, the SMKI Registration Authority shall:

a) arrange a verification meeting with the nominated individual, at a date and time that is mutually agreed;

b) at the verification meeting, verify the individual identity of the nominated individual to Level 3 (Verified) pursuant to the CESG GPG 45 (Identity Proofing and Verification of an Individual), or except to the extent that the DCC otherwise notifies the SMKI Registration Authority, to such equivalent level within a comparable authentication framework as may be agreed by the SMKI PMA for the purposes of verification of individuals to become an SMKI SRO or SMKI ARO;

c) following the verification meeting, notify the nominated individual whether the process to verify their individual identity has been successful; and

d) following the verification meeting, confirm in writing to the DCCKI Registration Authority whether the identity of the individual has been successfully verified.

All other procedural steps required by which nominated individuals may become DCCKI Senior Responsible Officers and/or DCCKI Authorised Responsible Officers in order to act on behalf of a Party, RDP or DCC Service Provider (acting on behalf of the DCC) in respect of DCCKI Services and DCCKI Repository Services are as set out in the DCCKI RAPP.

Provided that the DCC need not repeat these processes in relation to an individual for the purposes of verifying their identity for the purposes of becoming a DCCKI SRO and/or DCCKI ARO where the required verification processes have already been carried out for the purposes of identifying them as being an SMKI SRO and/or SMKI ARO respectively.

The DCC and any Party or RDP may agree that any action taken by either of them prior to the date of the designation of this SMKI RAPP shall, if the equivalent action taken after that date would have satisfied a requirement of this SMKI RAPP for the purposes of appointing a DCCKI ARO or DCCKI SRO, be treated as if it had taken place after that date.
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This SMKI RAPP details the roles of Parties, RDPs, SECCO and DCC in the context of access to SMKI Services and/or SMKI Repository Services as set out in the Code, this SMKI RAPP and the SMKI Interface documents. The SMKI RAPP sets out the procedures by which nominated individuals may become Senior Responsible Officers and/or Authorised Responsible Officers in order to act on behalf of a Party, RDP, SECCo or the DCC (acting in its role as DCC Service Provider) in respect of SMKI Services and SMKI Repository Services.

This SMKI RAPP also details the obligations in respect of the SMKI Registration Authority and the individuals acting on its behalf as SMKI Registration Authority Managers or SMKI Registration Authority Personnel.

From time to time, the SMKI PMA may require documents or information to be lodged in the SMKI Repository. In such instances, it shall submit a request via the DCC Service Desk and provide such documents and/or information to be lodged in the SMKI Repository. The DCC shall lodge documents and/or information provided to the SMKI Repository, as soon as reasonably practicable following receipt.
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Individuals permitted to act as representatives of a Party, RDP, SECCo or the DCC (in its role as DCC Service Provider) are as set out immediately below:

· Senior Responsible Officer (SRO). The process by which an individual is nominated and their authorisation is checked and their identity verified, so as to be an SRO and act on behalf of an organisation is set out in SMKI RAPP Section 5.2. An individual is nominated to become an SRO by a Director or Company Secretary for a Party, RDP, SECCo or the DCC (for DCC Service Provider personnel. Once an individual has become an SRO, the SRO may at any time nominate individuals to undertake to become Authorised Responsible Officers (AROs) and to access SMKI Services and/or SMKI Repository Services. An SRO may also nominate themselves to become an ARO as described below.

· Authorised Responsible Officer (ARO). The process by which an individual is nominated, verified and authorised to be an ARO is set out in SMKI RAPP Section 5.3. The means by which AROs are provided with credentials to authenticate access to SMKI Services and/or SMKI Repository Services is set out in Section 5.4. The DCC shall permit only AROs to act on behalf of a Party, RDP, SECCo or the DCC (in its role as DCC Service Provider) for the purposes of accessing SMKI Services and/or SMKI Repository Services.  Depending upon the processes followed, an ARO may also be authorised to act on behalf of a Party, RDP or the DCC (in its role as DCC Service Provider) to be an Authorised Subscriber for Organisation Certificates, Device Certificates or both, following successful completion of SMKI and Repository Entry Process Tests. All AROs are also permitted to access SMKI Repository Services on behalf of the organisation that they represent, as set out in the SMKI Repository Interface Design Specification. 



Each Party, RDP, SECCo or the DCC (in its role as DCC Service Provider) that wishes to:

a) become an Authorised Subscriber for Organisation Certificates and/or Device Certificates;

b) become an Authorised Subscriber for an IKI Certificate for the purposes of Digitally Signing of files; or

c) have access only to the SMKI Repository,

shall have at least one ARO successfully appointed (and therefore one SRO).

The DCC shall not be required to repeat processes in relation to an individual for the purposes of verifying their identity for the purposes of becoming an SRO and/or ARO in respect of SMKI Services or SMKI Repository Services, where the required verification processes have already been carried out for the purposes of identifying them as being a DCCKI SRO and/or DCCKI ARO respectively.

The DCC and any Party or RDP may agree that any action taken by either of them prior to the date of the designation of this SMKI RAPP shall, if the equivalent action taken after that date would have satisfied a requirement of this SMKI RAPP for the purposes of appointing an ARO or SRO or the Party or RDP becoming an Authorised Subscriber, be treated as if it had taken place after that date. 
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Individuals acting as representatives of the DCC in its role as SMKI Registration Authority are:

· SMKI Registration Authority Manager. The process by which a SMKI Registration Authority Manager is nominated, verified, authorised and provided with the means to authenticate their access to SMKI Services and/or SMKI Repository Services is set out in SMKI RAPP Sections 6.2 and 6.4.

· SMKI Registration Authority Personnel. The process by which SMKI Registration Authority Personnel are nominated, verified, authorised and provided with the means to authenticate their access to SMKI Services and/or SMKI Repository is set out in SMKI RAPP Sections 6.3 and 6.4.

The DCC shall ensure that only a SMKI Registration Authority Manager or SMKI Registration Authority Personnel may act on behalf of the DCC in respect of matters relating to the SMKI Registration Authority. Each Party, RDP, SECCo and the DCC (in its role of DCC Service Provider) shall refrain from dealing with DCC personnel (including Registration Authority Managers and Registration Authority Personnel) other than as directed by the DCC Service Desk for the purposes of submitting CSRs and CRRs.

The DCC, in order to perform its role as SMKI Registration Authority, shall nominate at least two individuals to become a SMKI Registration Authority Manager, each of which will have responsibility for:

a) management of the SMKI Registration Authority function and SMKI Registration Authority Personnel;

b) nomination of individuals to become SMKI Registration Authority Personnel;

c) authentication and verification of SMKI Registration Authority Personnel, as set out in Section 6.3 of this document; 

d) provision of the means to authenticate access to SMKI Services and/or SMKI Repository for authorised Party, RDP or SECCo representatives and DCC personnel (including SMKI Registration Authority Personnel);

e) managing the process by which documents and information are lodged in the SMKI Repository; and

f) approval of CRRs.
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a) to conduct registration processes as set out in SMKI RAPP Sections 5 to 5.5, incorporating:

i. verification of organisational identity;

ii. verification and authorisation of individuals nominated to become SROs of AROs, as set out in Section 5.2 and 5.3 of this document;

iii. provision of the means to authenticate access to SMKI Services and/or SMKI Repository Services  for authorised Party, RDP SECCo representatives and DCC personnel ; and

iv. assessment of whether an organisation qualifies to become an Authorised Subscriber for Organisation Certificates and/or Device Certificates.

b) processing and approval (where required) of Certification Signing Requests and Certificate Revocation Requests; and

c) processing of requests for revocation of credentials used to access SMKI Services and/or SMKI Repository Services.



The DCC shall ensure that SMKI Registration Authority Managers and SMKI Registration Authority Personnel, where required, are available to undertake the obligations in respect of procedures set out in this SMKI RAPP: 

a) in respect of the verification, processing and approval of Certificate Revocation Requests (CRRs), on a 24*7 basis; and

b) in respect of all other procedures as set out in this SMKI RAPP, on a Working Day basis and during standard working hours in England.



The DCC and any Party, RDP or SECCo may agree that any action taken by either of them prior to the date of the designation of this SMKI RAPP shall, if the equivalent action taken after that date would have satisfied a requirement of this SMKI RAPP for the purposes of appointing a SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel, be treated as if it had taken place after that date.

[bookmark: _Toc397679631][bookmark: _Toc397679632][bookmark: _Toc397679633][bookmark: _Toc397679634][bookmark: _Toc397679635][bookmark: _Toc397679637][bookmark: _Toc397679639][bookmark: _Toc397679642][bookmark: _Toc397679643][bookmark: _Toc397679644][bookmark: _Toc397679645][bookmark: _Toc397679646][bookmark: _Toc397679648][bookmark: _Toc397679649][bookmark: _Toc397679650][bookmark: _Toc397679651][bookmark: _Toc397679652][bookmark: _Toc397679653][bookmark: _Toc397679657][bookmark: _Toc397679658][bookmark: _Toc397679659][bookmark: _Toc397679660][bookmark: _Ref399507876][bookmark: _Toc424117216][bookmark: _Toc438482394][bookmark: _Toc442778133][bookmark: _Toc465328598]Party, RDP, SECCo and DCC (as DCC Service Provider) registration procedures

[bookmark: _Toc424117217][bookmark: _Toc438482395][bookmark: _Toc442778134][bookmark: _Toc465328599]General registration obligations

[bookmark: _Toc424117218][bookmark: _Toc438482396][bookmark: _Toc442778135][bookmark: _Toc465328600]Organisation, individual, and RA obligations

Each Party, RDP, SECCo and the DCC (in its role as DCC Service Provider) shall ensure that its nominated representatives wishing to access SMKI Services and/or SMKI Repository Services shall undertake the procedures and processes as set out in SMKI RAPP Sections 5.1 to 5.5, as appropriate.

To facilitate this, the SMKI Registration Authority shall:

a) make the forms as set out in SMKI RAPP Annex A, available via the internet facing DCC Website;

b) provide reasonable support and advice to each Party, RDP, SECCo and DCC Service Providers in relation to the procedures as set out in SMKI RAPP sections 5.1 to 5.5;

c) place no restriction on the number of individuals that can be nominated as SROs or AROs in respect of any Party, RDP, SECCo or the DCC (in its role as DCC Service Provider);

d) permit an individual to become an ARO to represent multiple parties, by successfully completing the procedures in SMKI RAPP section 4 as are necessary;

e) store and maintain records relating to the nomination, verification and authorisation of individuals and organisations (but not the personal details of individuals) as set out Sections 5.1 to 5.5, and in accordance with the Code and the DCC’s data retention policy and data protection policy;

f) not permit any nominated individual to access the SMKI Services or relevant SMKI Repository Services on behalf of a Party, RDP, SECCo or the DCC (in its role as DCC Service Provider) until they have become an ARO;

g) ensure that credentials issued under the IKI Certificate Policy to AROs have a lifetime of ten years following and that such credentials and shall cease to be valid after ten years following issuance;

h) for authentication and file signing credentials issued under the IKI Certificate Policy and where the Key Pair and Certificate Signing Request are both generated by the ARO on a Cryptographic Credential Token during the ARO verification meeting, that the ARO has an opportunity to validate and agree information (e.g. Role and other organisation and individual identity) against which the Certificate is Issued is accurate and that it reflects the identity of the ARO or system that is the subject of the Certificate;

i) for authentication and file signing credentials issued under the IKI Certificate Policy and which are delivered to the SMKI Registration Authority in the form of a Certificate Signing Request generated by the ARO’s organisation and provided by the ARO during the ARO verification meeting, that the ARO has an opportunity to validate the information in the resulting Certificate reflects that provided in the Certificate Signing Request and that it is accurate and reflects the identity of the ARO or system that is the subject of the Certificate;

j) for authentication credentials not issued under the IKI Certificate Policy, shall ensure that such authentication credentials remain valid until revoked; and

k) produce, each month, and make available to each Party, RDP, and SECCo, a report for that organisation which details the list of SROs, AROs, the credentials that have been issued to each ARO and those AROs for which credentials will expire in the following month.

[bookmark: _Ref419879812]

[bookmark: _Toc424117219][bookmark: _Toc438482397][bookmark: _Toc442778136][bookmark: _Toc465328601]High level overview of SMKI Registration Authority procedures

Figure 1 as set out immediately below provides a high level view of the procedures required in order for a Party, RDP, SECCo or the DCC (in its role as DCC Service Provider) to:

· verify their organisational identity;

· become a SRO;

· become an ARO;

· gain credentials for accessing SMKI Services and/or SMKI Repository;

· become an Authorised Subscriber for:

· Organisation Certificates or Device Certificates, or both;

· a File Signing Certificate (issued under the IKI Certificate Policy) for the purposes of Digitally Signing of files in accordance with the Code;

· gain access to Organisation Certificates and/or Device Certificates and other material via the SMKI Repository; and

· gain access to the File Signing Certificate to be used for the purposes of Digitally Signing of files.
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		[bookmark: _Ref399747841]Section 5.1

		Pre-requisites:

n/a

		Procedure to verify organisational identityCheck authorisation / verify organisation

Organisation Identity verified

Completes Organisation Information Form

Company Secretary, Director





		Section 5.2

		Pre-requisites:

Section 5.1

		Procedure for becoming a Senior Responsible OfficerProvides individual identity evidence at verification meeting

Completes SRO Nomination Form

Nominated individual becomes SRO

Check authorisation / verify individual identity

Company Secretary, or Director

Nominated individual





		Section 5.3

		Pre-requisites:

Section 5.1, 5.2 (at least one SRO)

		Procedure for becoming an Authorised Responsible OfficerCompletes ARO Nomination Form

Provides individual identity evidence at verification meeting

Nominated individual becomes ARO

Nominated individual

Check authorisation / verify individual identity

SRO





		Section 5.4

		Pre-requisites:

		5.4.1

5.4.2

5.4.3

5.4.4

5.4.5

5.4.6

5.4.7



		



		5.4.1





		



		5.4.8





Section 5.1, 5.2 (at least one SRO), 5.3 (for each ARO) 

		Procedure for provision of credentials to AROs for accessing SMKI Services

Provide credentials

Prerequisite procedures are 5.1, 5.2 (>=1 SRO) and 5.3





		Interface

		Purpose (detailed in the SMKI Interface Design Specification and SMKI Repository Interface Design Specification)

		Credential Type



		Via DCC Gateway



		SMKI Portal (org Certs)

SMKI Portal (Device Certs)

SMKI Ad-Hoc Device CSR Web Service

SMKI Batched Device CSR Web Service

SMKI Repository Portal

SMKI Repository Web Service

SMKI Repository SFTP

		Authentication to SMKI Portal (manual submission of Organisation CSRs and retrieval of Org Certs)

Authentication to SMKI Portal (manual submission of Ad Hoc and Batched CSRs for Device Certs and retrieval of Device Certs)

Authentication to Ad Hoc Device CSR Web Service (automated submission of Ad Hoc Device CSRs and retrieval of Device Certs)

Authentication to Batched Device CSR Web Service (automated submission of Batched Device CSRs and retrieval of Device Certs)

Authentication to SMKI Repository Portal (manual access to Certificates, CRLs and ARLs)

Authentication to SMKI Repository Web Service interface (automated access to Certificates, CRLs and ARLs)

Authentication to the SMKI SFTP interface (access to Certificates, CRLs and ARLs)

		IKI Certificate

IKI Certificate

IKI Certificate

IKI Certificate

Username/pwd

API Key

Username/pwd



		Via Internet



		SMKI Portal (Org Certs)



		Authentication to SMKI Portal (manual submission of Organisation CSRs for Parties without access to the DCC Gateway)



		IKI Certificate





		File-Signing



		Threshold Anomaly Detection / Certified Products list, etc

		Digital Signing of ADT files, the CPL or communications related to the SMKI Recovery Procedures.

		IKI Certificate









		Section 5.5

		Pre-requisites:

Section 5.1 (for the organisation), 5.2 (>=1 SRO), 5.3 (>=1 ARO), SREPT

		Procedure for becoming an Authorised SubscriberIf eligible, Party, RDP or SECCo becomes Authorised Subscriber

Completes Authorised Subscriber Form

Provides supporting evidence at eligibility meeting

Assess eligibility as Authorised Subscriber to Org / Device Certificates (or both) or just IKI Certs.

Nominated individual

SRO







Figure 1: Overview of SMKI access registration processes


· SMKI RAPP Section 5.1 sets out the procedure and detailed processes for confirming the role of the nominating individual and verifying the organisational identity of the Party, RDP, SECCo or DCC Service Provider, which shall be conducted where its identity has not previously been established.  

· SMKI RAPP Section 5.2 sets out the procedure and detailed processes for verifying the identity of an individual nominated to become an SRO. The DCC shall ensure that an individual cannot become an SRO until the organisational identity of the applicant has been verified.

· SMKI RAPP Section 5.3 sets out the procedure and detailed processes for verifying the identity of an individual nominated to become an ARO. The DCC shall ensure that an individual cannot become an ARO until the organisation has at least one SRO and the organisational identity of the applicant has been verified.

· Once an individual has become an ARO, SMKI RAPP Section 5.4 sets out the procedure and detailed processes by which the appropriate credentials used to access SMKI Services and/or SMKI Repository Services are provided to AROs.

· Where an applicant wishes to be an Authorised Subscriber for Organisation Certificates or Device Certificates or both, Section 5.5 of the SMKI RAPP sets out the procedure and detailed processes by which the DCC determines if the applicant is eligible to become an Authorised Subscriber for such Organisation Certificates or Device Certificates or both.

[bookmark: _Toc399746891]In respect of the procedures and detailed processes set out in SMKI RAPP Sections 5.1 to 5.5, the DCC shall place no restriction on the number of forms that can be submitted by an individual Party, RDP, SECCo or the DCC. Where reasonably practicable, the DCC shall conduct the procedures as set out in SMKI RAPP Sections 5.1 to 5.5 such that where multiple forms are submitted at the same time, multiple procedures can be conducted within a single visit to the DCC’s offices by the applicant’s nominated individuals.

[bookmark: _Toc424117220][bookmark: _Toc438482398][bookmark: _Toc442778137][bookmark: _Toc465328602]Change of details

If there is a change to any of the information used to verify the organisational identity of any Party, RDP, SECCo or a DCC Service Provider (acting on behalf of the DCC), an SRO shall advise the DCC Service Desk of the change and shall ensure that the procedure and detailed processes as set out in SMKI RAPP Section 5.1 is undertaken in respect of the revised evidence of identity, as soon as is reasonably practicable after the change occurs.

[bookmark: _Toc399508433][bookmark: _Toc399508557][bookmark: _Toc399530924][bookmark: _Toc399746892][bookmark: _Toc399508434][bookmark: _Toc399508558][bookmark: _Toc399530925][bookmark: _Toc399746893][bookmark: _Toc398730671][bookmark: _Toc398730985][bookmark: _Toc398731843][bookmark: _Toc398730672][bookmark: _Toc398730986][bookmark: _Toc398731844][bookmark: _Toc398730673][bookmark: _Toc398730987][bookmark: _Toc398731845][bookmark: _Toc398730674][bookmark: _Toc398730988][bookmark: _Toc398731846][bookmark: _Toc398730675][bookmark: _Toc398730989][bookmark: _Toc398731847][bookmark: _Toc398730676][bookmark: _Toc398730990][bookmark: _Toc398731848][bookmark: _Toc398730677][bookmark: _Toc398730991][bookmark: _Toc398731849][bookmark: _Toc398730678][bookmark: _Toc398730992][bookmark: _Toc398731850]If there is a change to any of the information used to verify the identity of any SRO or ARO, an SRO shall:

a) advise the DCC Service Desk of the change; 

b) ensure that its SRO or ARO undertakes the procedures as set out in SMKI RAPP Sections 5.2 or 5.3 in respect of the revised evidence of identity, as soon as is reasonably practicable after the change occurs ; and

c) for an ARO ensure that credentials used to access SMKI Services and/or SMKI Repository Services are revoked as set out in SMKI RAPP Section 8.3.

No Party, RDP, SECCo or the DCC (acting as DCC Service Provider) shall unreasonably withhold information that is required by the SMKI Registration Authority in order to perform the procedures as set out in SMKI RAPP Sections 5.1 to 5.5.

[bookmark: _Toc424117221][bookmark: _Toc438482399][bookmark: _Toc442778138][bookmark: _Toc465328603]Director or Company Secretary ceasing to be eligible to act on behalf of a Party, RDP or SECCo

Where Director or Company Secretary ceases to be eligible to act on behalf of a Party, RDP or SECCo in respect of the procedures set out in the SMKI RAPP:

a) the Director or Company Secretary themselves, or another Director or Company Secretary whose identity has previously been verified by the DCC, shall advise the DCC Service Desk of the change; 

b) the DCC shall confirm such information from the relevant Nominee Details Form, in order to provide confidence that the request is from a Director or Company Secretary; and

c) if b) is successful, the DCC shall update the DCC’s records of authorised individuals for the Party, RDP or SECCo and shall no longer consider the individual to be able to act on behalf of that Party, RDP or SECCo.

[bookmark: _Toc424117222][bookmark: _Toc438482400][bookmark: _Toc442778139][bookmark: _Toc465328604]SROs ceasing to be eligible to act on behalf of a Party, RDP or SECCo

Where an SRO ceases to be eligible to act on behalf of a Party, RDP or SECCo in respect of the procedures set out in the SMKI RAPP:

a) the SRO themselves, or a Director or Company Secretary whose identity has previously been verified by the DCC, shall advise the DCC Service Desk of the change; 

b) the DCC shall confirm such information from the relevant Nominee Details Form, in order to provide confidence that the request is from the SRO, an authorised Director or Company Secretary; and

c) if b) is successful, update the DCC’s records of authorised individuals for the Party, RDP or SECCo and shall no longer consider the individual to be able to act on behalf of that Party, RDP or SECCo.



[bookmark: _Toc399746895][bookmark: _Toc400009831][bookmark: _Toc400049800][bookmark: _Toc399530928][bookmark: _Toc399746903][bookmark: _Toc400009839][bookmark: _Toc400049808][bookmark: _Toc398730680][bookmark: _Toc398730994][bookmark: _Toc398731852][bookmark: _Toc398730681][bookmark: _Toc398730995][bookmark: _Toc398731853][bookmark: _Toc398730729][bookmark: _Toc398731043][bookmark: _Toc398731901][bookmark: _Toc424117223][bookmark: _Toc438482401][bookmark: _Toc442778140][bookmark: _Toc465328605][bookmark: _Ref399431811][bookmark: OLE_LINK1][bookmark: _Ref397952308][bookmark: _Ref398617480][bookmark: _Ref398653475][bookmark: _Ref398729249]Detailed Party, RDP, SECCo and DCC (as DCC Service Provider) registration procedures and processes

Each Party, RDP, SECCo and DCC (in its role as DCC Service Provider) shall ensure that its nominated representatives wishing to access SMKI Services and/or SMKI Repository Services shall undertake the procedures and processes as set out in SMKI RAPP Sections 5.1 to 5.5, as appropriate.

[bookmark: _Ref420037079][bookmark: _Ref420037099][bookmark: _Ref420037112][bookmark: _Ref420037206][bookmark: _Ref420037236][bookmark: _Ref420037249][bookmark: _Ref420037272][bookmark: _Ref420037300][bookmark: _Toc424117224][bookmark: _Toc438482402][bookmark: _Toc442778141][bookmark: _Toc465328606]Procedure and processes to verify organisational identity

The processes as detailed immediately below shall be conducted by the SMKI Registration Authority in order to verify the organisational identity of a Party, RDP, SECCo or DCC Service Provider (acting on behalf of the DCC). 

		Step

		When

		Obligation

		Responsibility

		Next Step



		5.1.1

		As required

		The applicant organisation shall complete the Organisation Information Form, as set out in SMKI RAPP Annex A (A1). In doing so, the applicant organisation shall ensure that:

a) the information entered on the form is complete and accurate;

b) the EUI64 Identifier range for any particular User Role is defined by the applicant organisation such that the range is continuous and does not overlap with the EUI64 Identifier range for any other User Role, other than where a particular EUI64 Identifier is allowed to be used for more than one User Role in accordance with H1.5; and

c) the Organisation Information Form is authorised by a Director or Company Secretary on behalf of the applicant organisation.

The applicant organisation shall also complete the Nominee Details Form, as set out in SMKI RAPP Annex A (A5), for the Director or Company Secretary that has authorised the Organisation Information Form. In doing so, the applicant organisation shall ensure that the information entered on the form is complete and accurate.

		Director or Company Secretary, on behalf of the applicant organisation, which shall be a Party, RDP, SECCo or DCC Service Provider

		5.1.2



		5.1.2

		As required, following 5.1.1

		Submit the completed Organisation Information Form and Nominee Details Form to the SMKI Registration Authority, in writing, as directed on the DCC Website

		Director or Company Secretary, on behalf of the applicant organisation, which shall be a Party, RDP, SECCo or DCC Service Provider









		5.1.3



		5.1.3

		As soon as reasonably practicable following receipt of completed Organisation Information Form

		Acknowledge receipt by email to the Director or Company Secretary that has authorised the Organisation Information Form

		SMKI Registration Authority

		5.1.4



		5.1.4

		As soon as reasonably practicable following 5.1.3

		Confirm that the nominating Director or Company Secretary holds such a position within the application organisation, via a public information source. 

Analyse the information entered on the Organisation Information Form and Nominee Details Form, to determine completeness, discrepancies and whether the submitted EUI64 Identifier ranges are consistent with the restriction set out in step 5.1.1.

Where there are omissions/discrepancies or the submitted EUI64 Identifier ranges are not consistent with the restriction set out in step 5.1.1, the SMKI Registration Authority shall agree actions and/or amendments, via email or in writing, with the Director or Company Secretary that has authorised the Organisation Information Form

		SMKI Registration Authority

		If complete, accurate and no discrepancies, 5.1.6; if not complete and accurate or any discrepancies, 5.1.5



		5.1.5

		Once omissions / discrepancies addressed

		Submit a revised Organisation Information Form and/or Nominee Details Form to the SMKI Registration Authority, or in writing as directed on the DCC Website

		Director or Company Secretary, on behalf of the applicant organisation, which shall be a Party, RDP, SECCo or DCC Service Provider

		5.1.3



		5.1.6

		As soon as reasonably practicable, following 5.1.4

		Agree with the applicant organisation and confirm, by email, the date and time of a meeting to verify the organisation identity to the Director, or Company Secretary that has signed the Organisation Information Form. The meeting shall be held at DCC’s offices unless otherwise agreed by the DCC Chief Information Security Officer, where such DCC agreement shall not unreasonably be withheld.

		SMKI Registration Authority

		5.1.7



		5.1.7

		As soon as reasonably practicable on becoming aware of unavailability

		If it is identified that SMKI Registration Authority Personnel will be unavailable to conduct the verification meeting on the agreed date and time, the SMKI Registration Authority shall inform the applicant Director or Company Secretary by email and telephone, and shall agree and confirm an alternative date and time.

If it is identified that the individual(s) acting on behalf of the applicant organisation will be unavailable to attend the verification meeting on the agreed date and time, an SRO shall inform the SMKI Registration Authority, by email and telephone, and shall agree and confirm an alternative date and time.



		SMKI Registration Authority or applicant organisation, as appropriate

		5.1.8



		5.1.8

		In meeting to verify organisational identity

		Verify:

a) the organisational identity of the applicant organisation to Level 3 (Verified) pursuant to the CESG GPG46 (Organisation Identity) , or to such equivalent level within a comparable authentication framework as may be agreed by the SMKI PMA; 

b) via information held by SECCo, that the applicant organisation has the User Role or User Roles as specified in Organisation Information Form;

c) proof of individual identity provided for the nominating individual against the information listed on the Organisation Information Form and the Nominee Details Form; and

d) individual identity of the nominating individual to Level 3 (Verified) pursuant to the CESG GPG45 (Identity Proofing and Verification of an Individual), or to such equivalent level within a comparable authentication framework as may be agreed by the SMKI PMA.

		SMKI Registration Authority

		If not successful, 5.1.9; if successful, 5.1.10



		5.1.9

		As soon as reasonably practicable, following 5.1.8

		Notify the nominating Director or Company Secretary that verification of the organisational identity has been unsuccessful, in writing

		SMKI Registration Authority

		5.1.5 once issues addressed



		5.1.10

		As soon as reasonably practicable, following 5.1.8

		Inform the nominating Director or Company Secretary that the organisational identity has been successfully verified, in writing

		SMKI Registration Authority

		5.1.11



		5.1.11

		As soon as reasonably practicable, following 5.1.10

		Add the verified organisation to the DCC’s list of such organisations, in accordance with Section 4.1.2 of Appendix A to the Code and Section 4.1.2 of Appendix B to the Code

		SMKI Registration Authority

		End of procedure





[bookmark: _Ref399431972][bookmark: _Toc424117225][bookmark: _Toc438482403]


0. [bookmark: _Toc442778142][bookmark: _Toc465328607]Procedure for becoming a Senior Responsible Officer

The procedure as detailed immediately below shall be conducted by the SMKI Registration Authority in order to check the authorisation and verify the identity of any individual that has been nominated to become a Senior Responsible Officer in respect of that Party, RDP, SECCo or the DCC (in its role as DCC Service Provider).

		Step

		When

		Obligation

		Responsibility

		Next Step



		5.2.1

		As required

		Complete the SRO Nomination Form and Nominee Details Form, as set out in SMKI RAPP Annex A (A3) and Annex A (A5). In doing so, the individual completing the SRO Nomination Form and Nominee Details Form shall ensure that the information entered on the forms is complete and accurate, and that:

a) the nominating individual is for a Party, RDP, SECCo or the DCC (as DCC Service Provider), a Director of, or Company Secretary of and an employee of, the applicant organisation or its parent organisation; and

b) the SRO Nomination Form and Nominee Details Form are both authorised, where applicable, by a Director or Company Secretary on behalf of the applicant organisation

		Director or Company Secretary, on behalf of the applicant organisation, which shall be a Party, RDP, SECCo or DCC (as DCC Service Provider). 

		5.2.2



		5.2.2

		As required, following 5.2.1

		Submit the completed SRO Nomination Form and Nominee Details Form to the SMKI Registration Authority, in writing, as directed on the DCC Website

		Director or Company Secretary, on behalf of the applicant organisation, which shall be a Party, RDP, SECCo or DCC (as DCC Service Provider). 

		5.2.3



		5.2.3

		As soon as reasonably practicable following receipt of completed SRO Nomination Form



		Acknowledge receipt by email to the Director or Company Secretary that has authorised the SRO Nomination Form

		SMKI Registration Authority

		5.2.4



		5.2.4

		As soon as reasonably practicable following 5.2.3

		Analyse the information entered on the SRO Nomination Form and Nominee Details Form, to:

a) determine completeness and any discrepancies; and

b) confirm, using the DCC’s records or using publicly available information, that the Director or Company Secretary that has authorised the SRO Nomination Form has the role indicated on the SRO Nomination Form. 

Where there are omissions/discrepancies, agree actions with the nominating individual, via email or in writing



		SMKI Registration Authority

		If complete, 5.2.6; if not complete, 5.2.5



		5.2.5

		Once omissions / discrepancies addressed

		Submit a revised SRO Nomination Form and/or Nominee Details Form to the SMKI Registration Authority, in writing as directed on the DCC Website

		Director or Company Secretary, on behalf of the applicant organisation, which shall be a Party, RDP, SECCo or DCC (as DCC Service Provider). 

		5.2.3



		5.2.6

		As soon as reasonably practicable, following 5.2.4

		Contact the Director or Company Secretary that nominated the individual, via telephone, using the telephone number provided previously in the Organisation Nomination Form, to confirm whether each nominated individual on the SRO Nomination Form is authorised to act on behalf of the organisation as SRO and seek confirmation of information provided on the SRO Nomination Form in order to provide confidence that the correct person has been contacted

		SMKI Registration Authority

		If confirmed as authorised, 5.2.8; if not confirmed as authorised, 5.2.7



		5.2.7

		As soon as reasonably practicable following rejection

		Inform the applicant organisation that the application to become a Senior Responsible Officer has not been successful, in writing to the Director or Company Secretary that has authorised the SRO Nomination Form

		SMKI Registration Authority

		5.2.6 once issues resolved



		5.2.8

		As soon as reasonably practicable, following 5.2.6

		Agree, via email with the Director or Company Secretary of the applicant organisation who nominated the individual to become a Senior Responsible Officer, a date and time for the nominated individual(s) to attend a verification meeting 

		SMKI Registration Authority

		5.2.9



		5.2.9

		As soon as reasonably practicable on becoming aware of unavailability

		If it is identified that SMKI Registration Authority Personnel will be unavailable to conduct the verification meeting on the agreed date and time, the SMKI Registration Authority shall inform the nominated individual and the applicant Director or Company Secretary by email and telephone, and shall agree and confirm an alternative date and time.

If it is identified that the individual(s) nominated to act on behalf of the applicant organisation will be unavailable to attend the verification meeting on the agreed date and time, the nominated individual shall inform the SMKI Registration Authority, by email and telephone, and shall agree and confirm an alternative date and time.

		SMKI Registration Authority or applicant organisation, as appropriate

		5.2.10



		5.2.10

		In SRO verification meeting

		At the face-to-face SRO verification meeting, the SMKI Registration Authority shall, in person:

a) check proof of individual identity provided for each nominated individual against the information listed on the SRO Nomination Form and the Nominee Details Form; and

b) verify the individual identity for each nominated individual to Level 3 (Verified) pursuant to the CESG GPG45 (Identity Proofing and Verification of an Individual), or to such equivalent level within a comparable authentication framework as may be agreed by SMKI PMA

		SMKI Registration Authority

		If not successfully verified, 5.2.11; if successfully verified, 5.2.12



		5.2.11

		As soon as reasonably practicable, following verification meeting

		Notify the Director or Company Secretary in writing, that the nominated individual(s) has not been verified successfully and has not become a Senior Responsible Officer on behalf of the applicant organisation

		SMKI Registration Authority

		5.2.5 once issues addressed



		5.2.12

		As soon as reasonably practicable, following verification meeting

		Notify the Director or Company Secretary in writing, that the nominated individual(s) has become a Senior Responsible Officer on behalf of the applicant organisation

		SMKI Registration Authority

		5.2.13



		5.2.13

		As soon as reasonably practicable, 5.2.12

		Add the relevant SRO to the DCC’s list of SROs, in accordance with Section 4.1.2 of Appendix A to the Code and Section 4.1.2 of Appendix B to the Code

		SMKI Registration Authority

		End of Procedure
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The procedure as detailed immediately below shall be conducted by the SMKI Registration Authority in order to check the authorisation and verify the identity of any individual that has been nominated to become an Authorised Responsible Officer in respect of that Party, RDP, SECCo or the DCC (in its role as DCC Service Provider).

		Step

		When

		Obligation

		Responsibility

		Next Step



		5.3.1

		As required

		Complete the ARO Nomination Form and Nominee Details Form as set out in SMKI RAPP Annex A (A4) and Annex A (A5), ensuring that;

a) the information entered on the forms is complete and accurate; and

b) the ARO Nomination Form and Nominee Details Form are authorised by an SRO on behalf of the applicant organisation

		SRO on behalf of the applicant organisation, which shall be a Party, RDP, SECCo or DCC (as DCC Service Provider)

		5.3.2



		5.3.2

		As required, following 5.3.1

		Submit the completed ARO Nomination Form and Nominee Details Form to the SMKI Registration Authority in writing, as directed on the DCC Website

		SRO on behalf of the applicant organisation, which shall be a Party, RDP, the SECCo or DCC (as DCC Service Provider)

		5.3.3



		5.3.3

		As soon as reasonably practicable following receipt of completed ARO Nomination Form and Nominee Details Form

		Acknowledge receipt by email to the SRO as identified on the ARO Nomination Form

		SMKI Registration Authority

		5.3.4



		5.3.4

		As soon as reasonably practicable following 5.3.3

		Analyse the information entered on the ARO Nomination Form and Nominee Details Form; determine completeness and any discrepancies. Where there are omissions/discrepancies, agree actions with the SRO via email or in writing

		SMKI Registration Authority

		If complete, 5.3.6; if not complete, 5.3.5



		5.3.5

		Once omissions / discrepancies are addressed

		Submit a revised ARO Nomination Form and/or Nominee Details Form to the Registration Authority in writing as directed on the DCC Website

		SRO on behalf of the applicant organisation, which shall be a Party, RDP, SECCo or DCC (as DCC Service Provider)

		5.3.3



		5.3.6

		As soon as reasonably practicable, following 5.3.4

		Contact an SRO of the applicant organisation via telephone, using the registered contact information for the SRO as held by the SMKI Registration Authority, to confirm whether the nominated individual is authorised to become an ARO

		SMKI Registration Authority

		If confirmed as authorised, 5.3.8; if not authorised, 5.3.7



		5.3.7

		As soon as reasonably practicable following rejection

		Notify an SRO that the procedure for becoming an ARO has not been successful for relevant nominated individual, in writing

		SMKI Registration Authority

		5.3.5 once issues addressed 



		5.3.8

		As soon as reasonably practicable, following 5.3.6

		Agree with the applicant organisation and confirm the date and time for the ARO verification meeting, via email to an SRO for the applicant organisation and the nominated individual

		SMKI Registration Authority

		5.3.9



		5.3.9

		As soon as reasonably practicable on becoming aware of unavailability

		If it is identified that SMKI RA Personnel will be unavailable to conduct the verification meeting on the agreed date and time, the SMKI Registration Authority shall inform an SRO and the nominated individual, by email and telephone, and shall agree and confirm an alternative date and time.

If it is identified that the nominated individual(s) acting on behalf of the applicant organisation will be unavailable to attend the verification meeting on the agreed date and time, an SRO shall inform the SMKI Registration Authority, by email and telephone, and shall agree and confirm an alternative date and time.

		SMKI Registration Authority or applicant organisation, as appropriate

		5.3.10



		5.3.10

		In ARO verification meeting

		At the ARO face-to-face verification meeting, the SMKI Registration Authority shall, in person, for the nominated individual:

a) check proof of individual identity provided against the information listed on the ARO Nomination Form and Nominee Details Form; and

b) verify the identity of the nominated individual to Level 3 (Verified) pursuant to the CESG GPG45 (Identity Proofing and Verification of an Individual), or to such equivalent level within a comparable authentication framework as may be agreed by the SMKI PMA

		SMKI Registration Authority

		If verified, 5.3.12; if not verified, 5.3.11



		5.3.11

		As soon as reasonably practicable, following ARO verification meeting

		Notify:

a) the nominated individual that they have become an ARO, verbally; or

b) in writing to the SRO, that the verification has not been successful for the nominated individual, that the nominated individual has not become an ARO, and provide reasons for the rejection and request that the nominated individual is required to attend a further ARO verification meeting once the issues have been remedied

		SMKI Registration Authority

		If successful, 5.3.12; otherwise 5.3.5 once issues are addressed 



		5.3.12

		As soon as reasonably practicable, following ARO verification meeting

		Notify the applicant organisation, to the SRO on behalf of the applicant organisation, in writing of the individuals whose identify has been verified and have become AROs

		SMKI Registration Authority

		5.3.13



		5.3.13

		As soon as reasonably practicable, following 5.3.12

		Add the relevant individual to the DCC’s list of AROs

		SMKI Registration Authority

		Procedure as set out in SMKI RAPP section 5.5
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The procedure and processes as detailed immediately below shall be conducted by the SMKI Registration Authority in order to provide credentials for accessing SMKI Services and/or SMKI Repository Services or for file signing to Authorised Responsible Officers in respect of a Party, RDP SECCo or the DCC (in its role as DCC Service Provider). The SMKI Registration Authority shall not provide such credentials to an individual on behalf of a Party, RDP, SECCo or the DCC (in its role as DCC Service Provider), other than where the organisation has completed SMKI and Repository Entry Process Tests and such individuals have become Authorised Responsible Officers.

		Step

		When

		Obligation

		Responsibility

		Next Step



		5.4.1

		During ARO verification meeting and after becoming an ARO

		IKI credentials for submission of Organisation CSRs using SMKI Portal via DCC Gateway Connection or SMKI Portal via the Internet

If the applicant has indicated on the Authorised Subscriber application form that it wishes to be an Authorised Subscriber for Organisation Certificates and/or Device Certificates, and where the Party, RDP, SECCo or DCC Service Provider has successfully completed SMKI and Repository Entry Process Tests, the SMKI Registration Authority shall, if the ARO wishes to access the SMKI Portal Interface, provide the ARO with:

a) If the applicant organisation has access to a DCC Gateway Connection, one Cryptographic Credential Token containing credentials issued under the applicable IKI Certification Authority that authenticate the ARO to access the SMKI Portal Interface for the purposes of submission of Organisation CSRs and retrieval of corresponding Organisation Certificates via a DCC Gateway Connection. The DCC shall ensure that the Cryptographic Credential Token enables the ARO to set a PIN code which shall be used each time the Cryptographic Credential Token is used, to render the Cryptographic Credential Token operative.  Such credentials shall not allow the ARO to access the SMKI Portal Interface via the Internet.

b) If the applicant organisation does not have access to a DCC Gateway Connection, one Cryptographic Credential Token containing credentials issued under the applicable IKI Certification Authority that authenticate the ARO to access the SMKI Portal Interface via the Internet for the purposes of submission of Organisation CSRs and retrieval of corresponding Organisation Certificates. The DCC shall ensure that the Cryptographic Credential Token enables the ARO to set a PIN code which shall be used each time the Cryptographic Credential Token is used, to render the Cryptographic Credential Token operative. 

Such credentials shall not allow the ARO to access the SMKI Portal Interface via a DCC Gateway Connection.

Where the Party, RDP, SECCo or DCC (in its role as DCC Service Provider) has not successfully completed SMKI and Repository Entry Process Tests, the DCC shall retain such Cryptographic Credential Token until such time as the Party, RDP, SECCo or DCC (as DCC Service Provider) has successfully completed SMKI and Repository Entry Process Tests, at which point the DCC shall send such Cryptographic Credential Token to the ARO via secure courier.

		SMKI Registration Authority

		5.4.2



		5.4.2

		During ARO verification meeting and after becoming an ARO

		IKI credentials for submission of Device CSRs using SMKI Portal via DCC Gateway Connection

If the applicant has indicated on the Authorised Subscriber application form that it wishes to be an Authorised Subscriber for Device Certificates, the Registration Authority shall determine, in accordance with the steps set out in Section 5.5 of the SMKI RAPP, whether there is reasonable evidence to suggest that it is necessary for the applicant organisation to become an Authorised Subscriber for Device Certificates in order for them to carry out business processes that will, or are likely to, lead to the installation of Devices in premises. Where there is such reasonable evidence, and where the applicant organisation has successfully completed SMKI and Repository Entry Process Tests, the SMKI Registration Authority shall, if the ARO wishes to access the SMKI Portal Interface, provide the ARO with:

If the applicant organisation has access to a DCC Gateway Connection, one Cryptographic Credential Token containing credentials issued under the applicable IKI Certification Authority that authenticate the ARO to access the SMKI Portal Interface for the purposes of submission of Device CSRs and retrieval of corresponding Device Certificates via a DCC Gateway Connection. The DCC shall ensure that the Cryptographic Credential Token enables the ARO to set a PIN code which shall be used each time the Cryptographic Credential Token is used, to render the Cryptographic Credential Token operative.  Such credentials shall not allow the ARO to access the SMKI Portal Interface via the Internet.











Where the Party, RDP or DCC (in its role as DCC Service Provider) has not successfully completed SMKI and Repository Entry Process Tests, the DCC shall retain such Cryptographic Credential Token until such time as the Party, RDP or DCC (as DCC Service Provider) has successfully completed SMKI and Repository Entry Process Tests, at which point the DCC shall send such Cryptographic Credential Token to the ARO via secure courier.

		SMKI Registration Authority

		5.4.3



		5.4.3

		During ARO verification meeting and after becoming an ARO

		IKI credentials for Ad Hoc Device CSR Web Service

If the applicant has indicated on the Authorised Subscriber application form that it wishes to be an Authorised Subscriber for Device Certificates and it wishes to use the Ad Hoc Device CSR Web Service, the SMKI Registration Authority shall, if the applicant organisation has access to a DCC Gateway Connection and is a Supplier Party or the DCC, and where the Supplier Party or DCC (in its role as DCC Service Provider) has successfully completed SMKI and Repository Entry Process Tests, the SMKI Registration Authority shall provide the ARO, via USB token or optical media, with:

a) Ad Hoc Device CSR Web Service access credentials for Device Certificates, which corresponds with a CSR that shall be provided, via USB token or optical media, by the applicant organisation in accordance with the SMKI Interface Design Specification; and

b) a CA/Browser Forum recognised certificate which enables verification of the Ad Hoc Device CSR Web Service interface server identity, and that will be used as part of mutual authentication to the Ad Hoc Device CSR Web Service interface

If the Supplier Party or DCC (in its role as DCC Service Provider) has not successfully completed SMKI and Repository Entry Process Tests at the time of the verification meeting, once the Supplier Party or DCC (as DCC Service Provider) has successfully completed SMKI and Repository Entry Process Tests, the SMKI Registration Authority shall provide, on a USB token or optical media via secure courier or by secured electronic means, the appointed ARO with Ad Hoc Device CSR Web Service access credentials for Device Certificates, which corresponds with a CSR that shall be provided by the applicant organisation in accordance with the SMKI Interface Design Specification.















		SMKI Registration Authority

		5.4.4



		5.4.4

		During ARO verification meeting and after becoming an ARO

		IKI credentials for Batched Device CSR Web Service

If the applicant has indicated on the Authorised Subscriber application form that it wishes to be an Authorised Subscriber for Device Certificates and it wishes to use the Batched Device CSR Web Service, the SMKI Registration Authority shall determine, if the applicant is not a Supplier Party or the DCC, in accordance with the steps set out in Section 5.5 of the SMKI RAPP, whether there is reasonable evidence to suggest that it is necessary for the applicant organisation to become an Authorised Subscriber for Device Certificates in order for them to carry out business processes that will, or are likely to, lead to the installation of Devices in premises. Where there is such reasonable evidence, and where the applicant organisation has successfully completed SMKI and Repository Entry Process Tests, the SMKI Registration Authority shall provide the appointed ARO, via USB token or optical media, with:

a) Batched Device CSR Web Service access credentials for Device Certificates, which shall be Issued by the DCC in response to a valid CSR that shall be provided by the applicant organisation in accordance with the SMKI Interface Design Specification; and

b) a CA/Browser Forum recognised certificate which enables verification of the Batched Device CSR Web Service interface server identity, and that will be used as part of mutual authentication to the Batched Device CSR Web Service interface.

If the applicant organisation has not successfully completed SMKI and Repository Entry Process Tests at the time of the verification meeting, once the applicant organisation has successfully completed SMKI and Repository Entry Process Tests, the SMKI Registration Authority shall provide, on a USB token or optical media via secure courier or by secured electronic means, the appointed ARO with Batched Device CSR Web Service access credentials for Device Certificates, which corresponds with a CSR that shall be provided by the applicant organisation in accordance with the SMKI Interface Design Specification.

		SMKI Registration Authority

		5.4.5



		5.4.5

		During ARO verification meeting and after becoming an ARO

		Credentials for SMKI Repository Portal

If the applicant organisation has access to a DCC Gateway Connection, and it wishes to access the SMKI Repository via the SMKI Repository Portal and has successfully completed SMKI and Repository Entry Process Tests, provide the appointed ARO with a username and password, to be accessed via the SMKI Repository Portal, that is specific to the Authorised Responsible Officer, for the purposes of authenticating to the SMKI Repository Portal via DCC Gateway Connection, as set out in the SMKI Repository Interface Design Specification.

If the applicant organisation has access to a DCC Gateway Connection, it wishes to access the SMKI Repository via the SMKI Repository Portal but has not successfully completed SMKI and Repository Entry Process Tests at the time of the verification meeting:

a) DCC shall, once the applicant organisation has successfully completed SMKI and Repository Entry Process Tests, provide the appointed ARO with a username and password via secured electronic means that is specific to the Authorised Responsible Officer, for the purposes of authenticating to the SMKI Repository Portal via DCC Gateway Connection, as set out in the SMKI Repository Interface Design Specification.

		SMKI Registration Authority

		5.4.6



		5.4.6

		During ARO verification meeting and after becoming an ARO

		Credentials for SMKI Repository Web Service

If the applicant organisation has access to a DCC Gateway Connection, and wishes to access the SMKI Repository Web Service interface and has successfully completed SMKI and Repository Entry Process Tests, provide the ARO with the credentials required to authenticate to the SMKI Repository Web Service interface, as set out in the SMKI Repository Interface Specification, along with a certificate which enables verification of the SMKI Repository Web Service server identity.

If the applicant organisation has access to a DCC Gateway Connection, wishes to access the SMKI Repository Web Service interface but has not successfully completed SMKI and Repository Entry Process Tests at the time of the verification meeting, once the applicant organisation has successfully completed SMKI and Repository Entry Process Tests, the SMKI Registration Authority shall provide, on electronic media as set out in the SMKI Repository User Guide, the ARO with:

a) the credentials required to authenticate to the SMKI Repository Web Service interface, as set out in the SMKI Repository Interface Specification; and

b) a CA/Browser Forum recognised certificate which enables verification of the SMKI Repository Web Service interface server identity, and that will be used as part of mutual authentication to the SMKI Repository Web Service interface.

		SMKI Registration Authority

		5.4.7



		5.4.7

		During ARO verification meeting and after becoming an ARO

		Credentials for SMKI Repository Portal SFTP

If the applicant organisation has access to a DCC Gateway Connection, wishes to access the SMKI Repository using SSH File Transfer Protocol (SFTP) access credentials and has successfully completed SMKI and Repository Entry Process Tests, provide the ARO with credentials, in the form of a username and password, used to access the SSH File Transfer Protocol (SFTP) interface.

If the applicant organisation has access to a DCC Gateway Connection, wishes to access the SMKI Repository using SSH File Transfer Protocol (SFTP) access credentials but has not successfully completed SMKI and Repository Entry Process Tests at the time of the verification meeting, once the applicant organisation has successfully completed SMKI and Repository Entry Process Tests, the SMKI Registration Authority shall provide the ARO, via the SMKI Repository Portal profile page, with credentials, in the form of a username and password, used to access the SSH File Transfer Protocol (SFTP) interface.

		SMKI Registration Authority

		5.4.8



		5.4.8

		During ARO verification meeting and after becoming an ARO

		IKI credentials for file signing

If the applicant organisation wishes the ARO to be Issued with a File Signing Certificate for the purposes as set out in the Code, the SMKI Registration Authority shall either



a) provide the ARO with a Cryptographic Credential Token enabling the ARO to submit a CSR for a File Signing Certificate; in which case, the ARO shall use the software on the Cryptographic Credential Token to generate a Private Key for a File Signing Certificate to submit a CSR for a File Signing Certificate; and if the CSR is valid, the ICA shall Issue a File Signing Certificate under the IKI Certificate Policy, to be used for the purposes as set out in the Code; or

b) provide the appointed ARO, via USB token or optical media, with an IKI File Signing Certificate, which shall be Issued by the DCC in response to a valid CSR that shall be provided by the applicant organisation in accordance with the SMKI Interface Design Specification.

		SMKI Registration Authority

		5.4.9



		5.4.9

		During ARO verification meeting and after issuance of credentials

		Acceptance of credentials issued in steps 5.4.1 to 5.4.8

The SMKI Registration Authority shall complete the relevant sections of the Nominee Details Form in Annex A (A5) accordingly.

The ARO shall confirm receipt of and acceptance of the credentials issued by completing the relevant sections of the Nominee Details Form in Annex A (A5).

Should the ARO not wish to accept these credentials, the ARO shall notify the SMKI Registration Authority immediately and not sign for the Certificate and / or Cryptographic Credential.

		SMKI Registration Authority





ARO





		End of procedure
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An organisation is an Authorised Subscriber for IKI File Signing Certificates where it has successfully appointed and maintains in place at least one SRO and at least one ARO.

The procedure detailed immediately below shall be conducted by the DCC, in order to determine whether a Party or RDP has become an Authorised Subscriber for Organisation Certificates, an Authorised Subscriber for Device Certificates, or both.

		Step

		When

		Obligation

		Responsibility

		Next Step



		5.5.1

		As required

		Complete the Authorised Subscriber Application Form as set out in SMKI RAPP Annex A (A2), ensuring that the information entered on the form is complete and accurate, and the Authorised Subscriber Application Form is authorised by an SRO on behalf of the applicant organisation

		Nominating officer or SRO on behalf of the applicant organisation, which shall be a Party or RDP

		5.5.2



		5.5.2

		As required, following 5.5.1

		Submit the completed Authorised Subscriber Application Form to the SMKI Registration Authority in writing, as directed on the DCC Website

		Applicant organisation, which shall be a Party or RDP

		5.5.3



		5.5.3

		As soon as reasonably practicable following 5.5.2

		Acknowledge receipt by email to the SRO or nominating officer as identified on the Authorised Subscriber Application Form

		SMKI Registration Authority

		5.5.4



		5.5.4

		As soon as reasonably practicable following 5.5.3

		Analyse the information entered on the Authorised Subscriber Application Form; determine completeness and any discrepancies. Where there are omissions/discrepancies, agree actions with the SRO via email or in writing

		SMKI Registration Authority

		If complete, 5.5.6; if not complete, 5.5.5



		5.5.5

		Once omissions / discrepancies are addressed

		Submit a revised Authorised Subscriber Application Form to the SMKI Registration Authority in writing, as directed on the DCC Website

		SRO on behalf of the applicant organisation, which shall be a Party or RDP

		5.5.3



		5.5.6

		As soon as reasonably practicable, following 5.5.4

		Contact the SRO as identified on the Authorised Subscriber Application Form via telephone, using the registered contact information for the SRO as held by the SMKI Registration Authority. The SMKI Registration Authority shall verbally confirm details for the SRO as held by the DCC to verify that the correct individual has been contacted. The SMKI Registration Authority shall confirm the applications indicated on the Authorised Subscriber Application Form are authorised

		SMKI Registration Authority

		If confirmed as authorised, 5.5.8; if not authorised, 5.5.7



		5.5.7

		As soon as reasonably practicable following rejection

		Notify the SRO as identified on the Authorised Subscriber Application Form that the procedure in respect of the application has not been successful, in writing

		SMKI Registration Authority

		5.5.5 once issues addressed



		5.5.8

		As requested

		Where the application organisation is not a DCC Service Provider, conduct the SMKI and Repository Entry Process Tests if SMKI and Repository Entry Process Tests have not been completed previously, in accordance with Sections H14.22 to H14.31 of the Code

		Applicant organisation, in respect of the corresponding Authorised Subscriber Application Form

		If successful or the applicant organisation is a DCC Service Provider (acting on behalf of the DCC), 5.5.10; if not successful, 5.5.9



		5.5.9

		As soon as reasonably practicable, following 5.5.8

		The DCC shall confirm in writing, to SRO or nominating officer as identified on the Authorised Subscriber Application Form, that the SMKI and Repository Entry Process Tests were not completed successfully

		DCC

		5.5.8 once issues addressed



		5.5.10

		As soon as reasonably practicable, following 5.5.8

		The DCC shall confirm in writing to the relevant Party that the SMKI and Repository Entry Process Tests have been completed successfully

		DCC

		5.5.11



		5.5.11

		As soon as reasonably practicable, following 5.5.10

		If the applicant organisation has indicated on its Authorised Subscriber Application Form that it wishes to become an Authorised Subscriber in respect of the Organisation Certificate Policy, the SMKI Registration Authority shall confirm in writing to the SRO as identified on the Authorised Subscriber Application Form that it the applicant organisation has become an Authorised Subscriber for Organisation Certificates

Where appropriate, the DCC shall issue credentials enabling the applicant to act as an Authorised Subscriber for Organisation Certificates, in accordance with the procedural steps as set out in section 5.4 of this document.

		SMKI Registration Authority

		If the applicant organisation has indicated that it wishes to become an Authorised Subscriber for Organisation Certificates, 5.5.12; otherwise, 5.5.13



		5.5.12

		As soon as possible, following 5.5.11

		If the applicant organisation has indicated on the Authorised Subscriber Application Form that it wishes to become an Authorised Subscriber in respect of the Device Certificate Policy, the SMKI Registration Authority shall assess whether there is evidence to confirm that the Party has completed the User Entry Process (defined in Section H1.10) and will use a DCC Gateway Connection to obtain Device Certificates.

		SMKI Registration Authority

		If determined to be an Authorised Subscriber for Device Certificates, 5.5.15; otherwise 5.5.13



		5.5.13

		As soon as possible, following 5.5.12

		Confirm in writing, to the SRO or nominating officer as identified on the Authorised Subscriber Application Form, that the DCC has determined that applicant organisation is not eligible to become an Authorised Subscriber for Device Certificates.

		SMKI Registration Authority

		5.5.14



		5.5.14

		As soon as possible, following 5.5.13

		Where the DCC has determined that there is no evidence as defined in 5.5.12 to support the applicant organisation to become such an Authorised Subscriber, the DCC shall notify the SMKI PMA of the refusal.

		SMKI PMA or Panel

		End of procedure



		5.5.15

		As soon as reasonably practicable, following 5.5.14, or, where a Supplier Party or the DCC (in its role as DCC Service Provider) has indicated that it wishes to become an Authorised Subscriber in respect of the Device Certificate Policy

		The SMKI Registration Authority shall confirm in writing, to the SRO or nominating officer as identified on the Authorised Subscriber Application Form, that the applicant organisation has become an Authorised Subscriber for Device Certificates.

		SMKI Registration Authority

		5.5.16



		5.5.16

		As soon as reasonably practicable, following 5.5.15

		The SMKI Registration Authority shall arrange and conduct a meeting, as soon as reasonably practicable, at which the credentials as set out in steps 5.4.2, 5.4.3 and 5.4.5 (as set out in Section 5.4 of this document) shall be provided, as appropriate.

		SMKI Registration Authority

		5.5.17



		5.5.17

		As soon as reasonably practicable, following 5.5.15 or 5.5.16

		Update the DCC’s list of Authorised Subscribers for Organisation Certificates and/or Device Certificates, for audit purposes.

		SMKI Registration Authority

		End of procedure
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The procedures as set out in SMKI RAPP Sections 6.2 to 6.4 shall be undertaken in order for nominated individuals to act on behalf of the SMKI Registration Authority as a SMKI Registration Authority Manager or a member of SMKI Registration Authority Personnel.
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The SMKI Registration Authority shall:

a) not permit any nominated individual to access Systems used to provide SMKI Services and/or SMKI Repository Services as a SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel until the procedures in SMKI RAPP Sections 6.2 or 6.3 have been successfully completed;

b) in performing the procedures as set out in SMKI RAPP Sections 6.2 and 6.3, store and maintain records relating to individuals becoming SMKI Registration Authority Managers and SMKI Registration Authority Personnel, in accordance with the Code and the DCC’s data retention policy;

c) ensure that, at all times, there are at least two SMKI Registration Authority Managers; and

d) if there is a change to any of the information used to verify the identity of any SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel, ensure that its SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel undertakes the procedures as set out in SMKI RAPP Sections 6.2 or 6.3 in respect of the revised evidence of identity.



The DCC shall ensure that:

a) for authentication credentials issued under the IKI Certificate Policy to Authorised Responsible Officers, ensure that such authentication credentials have a lifetime of ten years following issuance of such authentication credentials and shall cease to function upon after ten years following issuance; and

b) for authentication credentials not issued under the IKI Certificate Policy, shall ensure that such authentication credentials remain valid until revoked.
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The procedure for becoming a SMKI Registration Authority Manager as detailed immediately below shall be conducted by DCC’s Chief Information Security Officer (CISO) on behalf of the DCC, in order to nominate, authorise and verify a SMKI Registration Authority Manager.

		Step

		When

		Obligation

		Responsibility

		Next Step



		6.2.1

		As required

		Nominate an individual to become a SMKI Registration Authority Manager, who shall be an employee of the DCC or be contracted to the DCC, and advise the nominated individual of the evidence to be provided in order to verify their identity

		DCC Chief Information Security Officer, on behalf of the DCC

		6.2.2



		6.2.2

		As soon as reasonably practicable following 6.2.1

		Confirm verification meeting date/time with nominated individual

		DCC Chief Information Security Officer, on behalf of the DCC

		6.2.3



		6.2.3

		In verification meeting

		The DCC shall, in accordance with the provisions of Sections G4.4 to G4.8:

a) check proof of identity provided against the information provided by the nominated individual; and

b) verify the identity of the nominated individual to Level 3 (Verified) pursuant to the CESG GPG45 (Identity Proofing and Verification of an Individual), or to such equivalent level within a comparable authentication framework as may be agreed by the SMKI PMA

		DCC Chief Information Security Officer, on behalf of the DCC

		If verified, 6.2.5.  If not verified, 6.2.4



		6.2.4

		In verification meeting

		If the identity of the nominated individual is not successfully verified, provide reasons for the failure to the individual and notify the individual that a further verification meeting is required to remedy the unsuccessful elements of the verification

		DCC Chief Information Security Officer, on behalf of the DCC

		6.2.5



		6.2.5

		In verification meeting

		If the identity of the nominated individual is successfully verified, notify the individual verbally and subsequently in writing that they have become a SMKI Registration Authority Manager and notify the SMKI PMA that the nominated individual has become a SMKI Registration Authority Manager

		DCC Chief Information Security Officer, on behalf of the DCC

		6.2.6



		6.2.6

		As soon as reasonably practicable following 6.2.5

		Record the details of the individual that has become a SMKI Registration Authority Manager, in a manner which is auditable

		SMKI Registration Authority

		Procedure as set out in SMKI RAPP Section 6.4
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The procedure for becoming a member of SMKI Registration Authority Personnel as detailed immediately below shall be conducted by a SMKI Registration Authority Manager on behalf of the SMKI Registration Authority, in order to nominate, verify, authorise and provide means for authenticating access to Systems used to provide SMKI Services and/or SMKI Repository Services in respect of a member of SMKI Registration Authority Personnel.

		Step

		When

		Obligation

		Responsibility

		Next Step



		6.3.1

		As required

		Nominate an individual to become a member of SMKI Registration Authority Personnel, who shall be an employee of the DCC or be contracted to the DCC

		SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority

		6.3.2



		6.3.2

		As soon as reasonably practicable following 6.3.1

		Confirm verification meeting date/time with nominated individual

		SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority

		6.3.3



		6.3.3

		In verification meeting

		In the verification meeting, the DCC shall, in accordance with the provisions of Sections G4.4 to G4.8:

a) check proof of identity provided against the information provided by the nominated individual; and

b) verify the identity of the nominated individual to Level 3 (Verified) pursuant to the CESG GPG45 (Identity Proofing and Verification of an Individual), or to such equivalent level within a comparable authentication framework as may be agreed by the SMKI PMA

		SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority

		If successful, 6.3.5.  If not successful, 6.3.4



		6.3.4

		In verification meeting

		If the identity of the nominated individual is not successfully verified, provide reasons for the rejection to the individual and notify the individual that a further meeting is required to remedy the affected elements of the verification

		SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority

		6.3.2



		6.3.5

		As soon as reasonably practicable, following 6.3.3

		If the identity of the nominated individual is successfully verified, notify the individual verbally and subsequently in writing that they have become a member of SMKI Registration Authority Personnel.

		SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority

		6.3.6



		6.3.6

		As soon as reasonably practicable following 6.3.5

		Record the details of the individual that has become a member of SMKI Registration Authority Personnel in respect of the SMKI Registration Authority, in a manner which is auditable

		SMKI Registration Authority

		Procedure as set out in SMKI RAPP Section 6.4
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The procedure for provision of credentials to a SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel, as detailed immediately below, shall be conducted by the DCC’s CISO in respect of a SMKI Registration Authority Manager or a SMKI Registration Authority Manager in respect of a member of SMKI Registration Authority Personnel. 

		Step

		When

		Obligation

		Responsibility

		Next Step



		6.4.1

		In verification meeting, following confirmation of becoming a SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel

		Provide credentials in accordance with step 6.4.2 or 6.4.3 below, depending on whether the individual has become a SMKI Registration Authority Manager or a member of SMKI Registration Authority Personnel

		DCC

		If providing to a SMKI Registration Authority Manager, 6.4.2; if providing to a member of SMKI Registration Authority Personnel, 6.4.3



		6.4.2

		In verification meeting, following confirmation of becoming a SMKI Registration Authority Manager

		Provide the SMKI Registration Authority Manager with credentials as listed immediately below, to be used to perform activities on behalf of the SMKI Registration Authority:

a) one Cryptographic Credential Token containing authentication credentials issued under the IKI Certificate Policy which can be used to authenticate the individual to the SMKI RA Portal; and

b) usernames and passwords enabling for the purposes of authentication to the SMKI Repository Portal.



		DCC’s CISO

		6.4.4



		6.4.3

		In verification meeting, following confirmation of becoming a member of SMKI Registration Authority Personnel

		Provide the member of SMKI Registration Authority Personnel with credentials as listed immediately below, to be used to perform activities on behalf of the SMKI Registration Authority:

a) one Cryptographic Credential Token containing authentication credentials issued under the IKI Certificate Policy which can be used to authenticate the individual to the SMKI RA Portal; and

b) usernames and passwords enabling for the purposes of authentication to the SMKI Repository Portal.

		SMKI Registration Authority Manager

		6.4.4



		6.4.4

		In verification meeting, following issuance of credentials

		The SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel shall sign that they accept the credentials issued to them on the Cryptographic Credential Token. 

Where the SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel does not accept the credentials they shall notify the DCC’s CISO (in the case of the SMKI Registration Authority Manager) or otherwise the SMKI Registration Authority Manager) and shall not sign for the Cryptographic Credential Token.

		SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel

		End of Procedure
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[bookmark: _Toc442778151][bookmark: _Toc465328616]Submission of CSRs and Issuance of Certificates

[bookmark: _Toc424117235][bookmark: _Toc438482413][bookmark: _Toc442778152][bookmark: _Toc465328617]Submission of Certificate Signing Requests

The SMKI Interface Design Specification and the Code sets out the provisions in respect of:

a) the mechanism established for this purpose is in accordance with the procedure in PKCS#10;

b) naming restrictions in respect of the Subject of each Certificate in accordance with the relevant Certificate Profile;

c) the circumstances in which an Authorised Subscriber may submit a Certificate Signing Request (CSR) in respect of a Device Certificate and the means by which it may do so;

d) the circumstances in which an Authorised Subscriber may submit a CSR in respect of an Organisation Certificate and the means by which it may do so; 

e) the circumstances in which an Authorised Subscriber for an IKI Certificate may submit a CSR in respect of an IKI Certificate and the means by which it may do so; and

f) requirements in respect of validation of the format of a CSR, checking that the submitting organisation is an Eligible Subscriber for the Certificate and rejection if such requirements are not met.

The SMKI Registration Authority shall validate the Subject of each Certificate to ensure that each CSR corresponds with an EUI64 Identifier range that is applicable to the relevant User Role, as provided in the Organisation Information Form.

Subject to the provisions of the Code and this SMKI RAPP, the DCC shall accept requests for copies of Organisation Certificates and/or Device Certificates from non DCC Users by phone via the DCC Service Desk or, in the case of Organisation Certificates, via the SMKI Portal via the Internet. The DCC shall, following such a request, provide the relevant information as soon as is reasonably practicable, via a secured electronic means.

[bookmark: _Toc424117236][bookmark: _Toc438482414][bookmark: _Toc442778153][bookmark: _Toc465328618]Processing of CSRs for XML Signing Certificates

Upon receipt of a Certificate Signing Request from a Supplier Party seeking to be Issued with an Organisation Certificate that has a Remote Party Role of xmlSign and where that Supplier Party is seeking to include within the Subject X520 Common Name field (with the meaning given to that term in the Organisation Certificate Policy) one or more unique identifiers by which that Supplier Party may be identified in the Party Details, the SMKI Registration Authority shall reject that Certificate Signing Request if:

i) there is more than one such identifier that relates to the supply of gas;

ii) there is more than one such identifier that relates to the supply of electricity;

iii) the unique identifier(s) included with the Certificate Signing Request are identifiers that the Panel has notified the DCC are not associated with that Supplier Party pursuant to Section B1.21 of the Code; and

iv) any of the unique identifiers included within the Certificate Signing Request is already included within the Subject X520 Common Name field (with the meaning given to that term in the Organisation Certificate Policy) of another Organisation Certificate that has been Issued to a different Supplier Party and any such other Organisation Certificate:

a. has not been revoked; or

b. has not expired.

Issuance of Certificates

The SMKI Interface Design Specification sets out the provisions in respect of:

a) the circumstances in which the DCA shall issue Device Certificates;

b) the circumstances in which the OCA shall issue Organisation Certificates;

c) the circumstances in which the ICA shall issue IKI Certificates; and

d) the obligations in respect of lodging Certificates in the SMKI Repository.
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In line with the SMKI Device Certificate Policy, Device Certificates cannot be revoked.  As a result:

a) no organisation shall submit a Certificate Revocation Request (CRR) in respect of a Device Certificate; and

b) the DCC shall not be obliged to maintain a Device Certificate Revocation List (CRL) Device Authority Revocation List (ARL).
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The DCC shall permit each of the following individuals to request the revocation of an Organisation Certificate, where the reasons for such revocation request must be one of the permitted reasons for Organisation Certificate revocation as set out in Section 4.9 in Appendix B of the Code:

a) Any SMKI PMA member, on behalf of the SMKI PMA;

b) Any Senior Responsible Officer for a Subscriber for an Organisation Certificate; or

c) Any SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel, on behalf of the DCC.

The DCC, in its role as SMKI Registration Authority, shall only accept CRRs through the following mechanisms (or a combination of such mechanisms):

a) in writing, via registered post;

b) via a secured electronic means; or

c) in Person, at the offices of the SMKI Registration Authority, where the address of such offices shall be as set out on the DCC Website.

The revocation of an Organisation Certificate shall be permanent and the SMKI Registration Authority shall ensure that no revoked Organisation Certificate may be reinstated.

The DCC shall, each month, prepare and submit a report to the SMKI PMA regarding the number and nature of Organisation Certificate revocations.
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The procedure for authorisation, verification and, where verified, revocation of Certificates is as set out immediately below.

		Step

		When

		Obligation

		Responsibility

		Next Step



		8.2.2.1

		As soon as reasonably practicable when Certificate revocation is required

		An SMKI PMA Member on behalf of the SMKI PMA, an SRO on behalf of a Subscriber  or the SMKI Registration Authority Manager or a member of SMKI Registration Authority Personnel on behalf of the DCC shall submit, using the mechanisms set out in SMKI RAPP Section 8.2.1, a CRR to the SMKI Registration Authority. The reason for such CRR shall be one of the permitted reasons for Organisation Certificate revocation as set out in Section 4.9 in Appendix B of the Code.

Each CRR shall contain the following information, as set out in SMKI RAPP Annex A (A7) :

a) Identify the Subscriber;

b) Identify the Subscriber’s SRO who is submitting the CRR;

c) Unambiguously (i.e. by specifying the serial number of the Certificate) identify the Certificate to be revoked; and

d) State the reason for the Certificate revocation.

		SMKI PMA Member,

Subscriber requiring Organisation Certificate revocation or SMKI Registration Authority Manager or SMKI Registration Authority Personnel

		8.2.2.2



		8.2.2.2

		As soon as reasonably practicable, following 8.2.2.1

		On receipt of a CRR, notify the SMKI Registration Authority Manager for verification, processing and/or approval.  The SMKI Registration Authority shall treat each CRR and any associated circumstances as confidential. Where the CRR is submitted by an SMKI Registration Authority Manager, the approval in this step must be sought from a different SMKI Registration Authority Manager or the DCC’s CISO.

		SMKI Registration Authority Personnel

		8.2.2.3



		8.2.2.3

		As soon as reasonably practicable following receipt

		Where it has been submitted by an SRO, validate the Certificate Revocation Request by contacting a Senior Responsible Officer and confirming details for the SRO as provided in the original application to become an SRO:

a) Where submitted in writing, the SMKI Registration Authority shall telephone a Senior Responsible Officer.  The SMKI Registration Authority shall  1) confirm such information from the relevant SRO Nomination Form, in order to provide confidence that the request is from an authorised SRO; and 2) confirm the details of the Organisation Certificate to which the revocation request received relates (as provided in the submitted letter)

b) Where submitted in person, the SMKI Registration Authority shall 1) verify the handwritten signature of the Senior Responsible Officer against that held by the SMKI Registration Authority; 2) confirm details provided in the relevant SRO Nomination Form, in order determine that the request is authentic; and 3) confirm the details of the Organisation Certificate to which the CRR received relates.

Where the Certificate Revocation Request was submitted by a SMKI Registration Authority Manager, a member of the SMKI Registration Authority Personnel or a member of the SMKI PMA, validate the Certificate Revocation Request by contacting a SMKI Registration Authority Manager or the SMKI PMA to confirm details of the Certificate Revocation Request.

		SMKI Registration Authority Manager

		If validated, 8.2.2.5; if invalid (considered malicious and/or inauthentic) or incomplete, 8.2.2.4



		8.2.2.4

		As soon as reasonably practicable following unsuccessful validation

		Reject the revocation request and notify the Senior Responsible Officer (or where relevant member of the SMKI PMA) in respect of the Party that was contacted in step 8.2.2.3 to validate the revocation request, in writing, including the reasons for rejection and identify resulting steps to be taken

		SMKI Registration Authority Manager

		End of procedure



		8.2.2.5

		As soon as reasonably practicable following successful validation

		Notify the Senior Responsible Officer or member of the SMKI PMA that was contacted in step 8.2.2.3 to validate the revocation request and the DCC’s CISO by phone that the revocation request has been accepted

		SMKI Registration Authority Manager

		8.2.2.6



		8.2.2.6

		As soon as reasonably practicable following 8.2.2.5

		Revoke the identified Organisation Certificate that is the subject of the CRR

		SMKI Registration Authority Manager

		8.2.2.7



		8.2.2.7

		As soon as reasonably practicable following notification, or every hour (whichever is sooner)

		Update the relevant Certificate Revocation List (CRL) and publish such CRL to the SMKI Repository, as set out in the SMKI Interface Design Specification and the Appendix B of the Code.

		SMKI Registration Authority 

		8.2.2.8



		8.2.2.8

		Following revocation

		Notify the SRO submitting the CRR of the successful revocation of the Organisation Certificate in the CRR, in writing

		SMKI Registration Authority Manager

		End of procedure
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[bookmark: _Toc424117243][bookmark: _Toc438482421][bookmark: _Toc442778160][bookmark: _Toc465328625]General obligations relating to revocation of ARO credentials for accessing SMKI Services and/or SMKI Repository Services and / or File Signing Certificates

A Senior Responsible Officer on behalf of a Party, RDP SECCo or the DCC (in its role as DCC Service Provider) may request the revocation of access credentials in respect of an Authorised Responsible Officer acting on behalf of that Party, RDP, SECCo or the DCC (as DCC Service Provider) or revocation of an IKI File Signing Certificate for which that Party, RDP, SECCo is an Authorised Subscriber, using the form as set out in Annex A (A7) and clearly identifying the credentials to be revoked.

The permitted reasons for revocation of authentication credentials shall be as listed immediately below:

a) An applicant wishes an IKI File Signing Certificate or the credentials of an ARO to be revoked.

b) A Party, RDP, SECCo or the DCC (as DCC Service Provider), of which the ARO is a representative, becomes ineligible to access SMKI Services and/or SMKI Repository Services or ceases to become an Authorised Subscriber for Device Certificates or Organisation Certificates, or both, as appropriate.

c) If there is a change to any of the information that was used to verify the identity of an ARO (but where the renewal or replacement of documents used to verify such identity, where the identity information remains the same, shall not constitute a change).

d) A Party, RDP, DCC (as DCC Service Provider), or SECCo notifies the SMKI Registration Authority that it reasonably believes that the ARO is a threat to the security, integrity, or stability of the SMKI Services and/or SMKI Repository Services. 

e) The information on which the identity of an ARO was established is known, or is reasonably suspected, to be inaccurate.

f) The authentication credentials issued to the ARO are lost, stolen, inoperative, or destroyed. The DCC shall ensure that the Cryptographic Credential Token issued to an ARO is automatically rendered inoperative where the PIN code on the Cryptographic Credential Token used to access SMKI Services has been entered incorrectly 15 consecutive times.

Where access credentials have been revoked and the Party, RDP, SECCo or DCC (as DCC Service Provider) wishes to receive new access credentials, that Party, RDP, SECCo or DCC (as DCC Service Provider) shall submit a new ARO Nomination Form.
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The procedure for verification and, where verified, revocation of authentication credentials or IKI File Signing Certificates is as set out immediately below.

		Step

		When

		Obligation

		Responsibility

		Next Step



		8.3.2.1

		As required

		Complete the Credential Revocation Request Form as set out in SMKI RAPP Annex  A (A7), ensuring that the information entered on the form is complete and accurate, and the Credential Revocation Request Form is authorised by an SRO on behalf of the applicant organisation

		SRO on behalf of the applicant organisation, which shall be a Party,  RDP, SECCo or DCC (as DCC Service Provider) 

		8.3.2.2



		8.3.2.2

		As required, following 8.3.2.1

		Submit the completed Credential Revocation Request Form to the SMKI Registration Authority in writing or via a secured electronic means, as directed on the DCC Website

		SRO on behalf of the applicant organisation, which shall be a Party, RDP, SECCo or DCC (as DCC Service Provider) 

		8.3.2.3



		8.3.2.3

		As soon as reasonably practicable following 8.3.2.2

		Acknowledge receipt by email to the SRO as identified on the Credential Revocation Request Form

		SMKI Registration Authority

		8.3.2.4



		8.3.2.4

		As soon as reasonably practicable following 8.3.2.3

		Analyse the information entered on the Credential Revocation Request Form; determine completeness and any discrepancies.  Where there are omissions/discrepancies, agree actions with the SRO via email or in writing

		SMKI Registration Authority

		If complete, 8.3.2.6; if not complete, 8.3.2.5



		8.3.2.5

		Once omissions / discrepancies are addressed

		Submit a revised Credential Revocation Request Form to the SMKI Registration Authority in writing or via a secured electronic means, as directed on the DCC Website

		SRO on behalf of the applicant organisation, which shall be a Party, RDP, SECCo or DCC (as DCC Service Provider) 

		8.3.2.6



		8.3.2.6

		As soon as reasonably practicable, following 8.3.2.4

		Contact the SRO as identified on the Credential Revocation Request Form via telephone, using the registered contact information for the SRO as held by the SMKI Registration Authority, to confirm the application identified by the Credential Revocation Request Form is authorised

		SMKI Registration Authority

		If confirmed as authorised, 8.3.2.8; if not authorised, 8.3.2.7



		8.3.2.7

		As soon as reasonably practicable following rejection

		Notify the SRO that was contacted in step 7.3.2.3, that the procedure in respect of the application has not been successful, in writing

		SMKI Registration Authority

		End of procedure



		8.3.2.8

		As soon as reasonably practicable following 8.3.2.6

		Notify the SRO that was contacted in step 7.3.2.3, and the DCC’s CISO in writing that the revocation request has been accepted

		SMKI Registration Authority Personnel, on behalf of the SMKI Registration Authority

		8.3.2.9



		8.3.2.9

		As soon as reasonably practicable following 8.3.2.8

		Revoke the credentials for the relevant service, for the identified ARO or relevant IKI File Signing Certificate as indicated by the SRO on the Credential Revocation Request Form. In doing so, the DCC shall, where required to revoke the credentials, revoke all associated IKI Certificates. DCC shall ensure that access to the relevant service is prevented from the point of revocation.

		SMKI Registration Authority Personnel, on behalf of the SMKI Registration Authority

		8.3.2.10



		8.3.2.10

		As soon as reasonably practicable following 8.3.2.9

		Notify the SRO that was contacted in step 7.3.2.3 of the successful revocation of credentials for the ARO or relevant IKI File Signing Certificate. 

Where such revocation results in the individual that is the subject of the Credential Revocation Request no longer having any valid credentials issued to them in accordance with the SMKI RAPP, the SMKI Registration Authority shall notify the SRO that was contacted in step 7.3.2.3 that the individual is no longer an ARO, in writing

		SMKI Registration Authority Personnel, on behalf of the SMKI Registration Authority

		8.3.2.11



		8.3.2.11

		As soon as reasonably practicable following 8.3.2.10

		Where the revoked credentials were issued on a Cryptographic Credential Token or Cryptographic Credential Tokens, the Party or DCC Service Provider shall, where such Cryptographic Credential Tokens are in the possession of the applicant organisation, send the Cryptographic Credential Token or Cryptographic Credential Tokens to the DCC, via secure courier

		SRO on behalf of the applicant organisation

		8.3.2.12



		8.3.2.12

		As soon as reasonably practicable following 8.3.2.11

		The DCC shall verifiably destroy all Secret Key Material or Certificates contained on the returned Cryptographic Credential Token

		SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority

		8.3.2.13



		8.3.2.13

		As soon as reasonably practicable following 8.3.2.12

		Record the details of the credentials that have been revoked in respect of the ARO as identified on the Credential Revocation Request Form or relevant IKI File Signing Certificate, plus, if relevant, update the DCC’s list of AROs, in a manner which is auditable

		SMKI Registration Authority

		End of procedure
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The following parties may request the revocation of authentication credentials in respect of SMKI Registration Authority Personnel, using the form referred to in Annex A (A7):

a) Any SMKI PMA member, on behalf of the SMKI PMA; and

b) Any member of SMKI Registration Authority Personnel or a SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority.



The permitted reasons for revocation of authentication credentials shall be as listed immediately below:

a) A SMKI Registration Authority Manager wishes the credentials of a SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel to be revoked

b) A member of SMKI Registration Authority Personnel becomes ineligible to access SMKI Services and/or SMKI Repository Services.

c) A member of SMKI Registration Authority Personnel fails to comply with Appendix A and Appendix B of the Code, or this SMKI RAPP.

d) Any information used to verify the identity of a member of SMKI Registration Authority Personnel changes, the individual leaves the employment of the DCC, or moves within DCC to a role in which they are not entitled to access SMKI Services and/or SMKI Repository Services. 

e) A SMKI Registration Authority Manager becomes aware that the member of SMKI Registration Authority Personnel or a SMKI Registration Authority Manager is a potential threat to the security, integrity, or stability of the SMKI Services and/or SMKI Repository Services. 

f) The information on which the identity of a SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel was established is known, or is suspected, to be inaccurate.

g) The authentication credentials issued to the member of SMKI Registration Authority Personnel are lost, stolen, inoperative, or destroyed. The DCC shall ensure that the Cryptographic Credential Token issued to a member of SMKI Registration Authority Personnel is automatically rendered inoperative where the PIN code on the Cryptographic Credential Token used to access SMKI Services has been entered incorrectly 15 consecutive times.



[bookmark: _Toc424117246][bookmark: _Toc438482424][bookmark: _Toc442778163][bookmark: _Toc465328628]Procedure for revocation of SMKI Services access credentials for SMKI Registration Authority Managers and SMKI Registration Authority Personnel

The procedure for verification and, where verified, revocation of credentials in respect of a SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel is as set out immediately below.

		Step

		When

		Obligation

		Responsibility

		Next Step



		8.3.4.1

		As required

		Complete the Credential Revocation Request Form as set out in SMKI RAPP Annex  A (A7), ensuring that the information entered on the form is complete and accurate, and the Credential Revocation Request Form is authorised:

a) for a member of SMKI Registration Authority Personnel, by a SMKI Registration Authority Manager; or

b) for a SMKI Registration Authority Manager, by the DCC’s CISO.

		SMKI Registration Authority Personnel, SMKI Registration Authority Manager, or SMKI PMA Member.

		8.3.4.2



		8.3.4.2

		As required, following 8.3.4.1

		Submit the completed Credential Revocation Request Form to a SMKI Registration Authority Manager, by hand in person

		SMKI Registration Authority Personnel, SMKI Registration Authority Manager, or SMKI PMA Member.

		8.3.4.3



		8.3.4.3

		As soon as reasonably practicable following 8.3.4.2

		Analyse the information entered on the Credential Revocation Request Form; determine completeness and any discrepancies. Where there are omissions/discrepancies, agree amendments and adjust form contents

		SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority

		8.3.4.4



		8.3.4.4

		As soon as reasonably practicable following 8.3.4.3

		Revoke the credentials of the identified SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel as indicated on the Credential Revocation Request Form

		SMKI Registration Authority Manager, as directed by the DCC’s CISO

		8.3.4.5



		8.3.4.5

		As soon as reasonably practicable following 8.3.4.4

		Where such revoked credentials were issued on a Cryptographic Credential Token, the DCC shall retrieve such Cryptographic Credential Token from the identified SMKI Registration Authority Manager or member of SMKI Registration Authority Personnel and shall verifiably destroy all Secret Key Material or Certificates contained on the Cryptographic Credential Token

		SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority

		8.3.4.6



		8.3.4.6

		As soon as reasonably practicable following 8.3.4.5

		Record the details of the credentials that have been revoked in respect of the member of SMKI Registration Authority Personnel or SMKI Registration Authority Manager as identified on the Credential Revocation Request Form

		SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority

		8.3.4.7



		8.3.4.7

		As soon as reasonably practicable following 8.3.4.5

		Notify the SMKI Registration Authority Personnel, SMKI Registration Authority Manager, or SMKI PMA Member who submitted the original CRR Form that the revocation has been completed. 

		SMKI Registration Authority Manager, on behalf of the SMKI Registration Authority

		End of procedure







Annex A – Form Templates

The Form Templates listed in Annex A are available from the DCC website or via the DCC Sharepoint site as advised by the DCC



The DCC may, subject to the approval of the PMA, modify the Form templates from time to time.  



A1.	Organisation Information Form



A2.	Authorised Subscriber / Interface Access Application Form



A3.	SMKI SRO Nomination Form



A4.	SMKI ARO Nomination Form



A5.	Nominee Details Form



A6.	Organisation Certificate Revocation Request Form



A7.	Credential Revocation Request Form
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In this Policy, except where the context otherwise requires - 

· expressions defined in Section A of the Code (Definitions and Interpretation) have the same meaning as is set out in that Section, 

· the expressions in the left hand column below shall have the meanings given to them in the right hand column below, 

· where any expression is defined in Section A of the Code (Definitions and Interpretation) and in this Annex, the definition in this Annex shall take precedence for the purposes of the Policy. 

		

		



		Ad Hoc Device CSR Web Service Interface



		The system-to-system interface provided to the SMKI for the purposes of SMKI Subscribers refreshing Device Certificates following a Device CSR for the respective Device being approved through a Batch or Ad Hoc CSR to the SMKI Portal



		Authorised Responsible Officer (ARO)

		Means an individual that has successfully completed the process for becoming an ARO on behalf of a Party, RDP, SECCo or a DCC Service Provider in accordance with the SMKI RAPP





		Batched Device CSR Web Service Interface

		The system-to-system interface provided to the SMKI for the purposes of SMKI Subscribers refreshing Device Certificates following a Device CSR for the respective Device being approved following the submission of a Batched Certificate Signing Request





		Cryptographic Credential Token

		Means a FIPS 140-2 Level 3 token containing Secret Key Material, as issued in accordance with the SMKI RAPP



		

SMKI Registration Authority Manager

		

Means an individual who acts on behalf of the SMKI Registration Authority to perform tasks relating to the management of the SMKI Registration Authority, as set out in the SMKI RAPP



		

SMKI Registration Authority Personnel

		

Means those persons who are engaged by DCC, in so far as such persons carry out functions of the SMKI Registration Authority as set out in the SMKI RAPP



		

Senior Responsible Officer (SRO)

		

Means an individual that has successfully completed the process for becoming an SRO on behalf of a Party, RDP, SECCo or a DCC Service Provider in accordance with the SMKI RAPP
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DCC User Interface Services Schedule








DCC USER INTERFACE SERVICES SCHEDULE



		Service Reference

		Service Reference Variant

		Description

		Eligible Users 

		SMETS2+Target Response Time

		SMETS1 Target Response Time

		Non-Device Services

		Notes



		1.1

		1.1.1

		Update Import Tariff (Primary Element)

		Import Supplier, Gas Supplier

		30 seconds 

		16 seconds

		

		



		1.1

		1.1.2

		Update Import Tariff (Secondary Element)

		Import Supplier

		30 seconds 

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		1.2

		1.2.1

		Update Price (Primary Element)

		Import Supplier, Gas Supplier

		24 hours

		24 hours

		



		



		1.2

		1.2.2

		Update Price (Secondary Element)

		Import Supplier

		24 hours

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		1.5

		1.5

		Update Meter Balance

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		1.6

		1.6

		Update Payment Mode

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		1.7

		1.7

		Reset Tariff Block Counter Matrix 

		Import Supplier 

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		2.1

		2.1

		Update Prepay Configuration

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		2.2

		2.2

		Top Up Device

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		2.3

		2.3

		Update Debt

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		2.5

		2.5

		Activate Emergency Credit

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		3.1

		3.1

		Display Message

		Import Supplier, Gas Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		3.2

		3.2

		Restrict Access for Change of Tenancy

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		3.3

		3.3

		Clear Event Log 

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		3.4

		3.4

		Update Supplier Name

		Import Supplier, Gas Supplier

		24 hours

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		3.5

		3.5

		Disable Privacy PIN

		Import Supplier, Gas Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		4.1

		4.1.1

		Read Instantaneous Import Registers

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter

		30 seconds

		16 seconds

		

		



		4.1

		4.1.2

		Read Instantaneous Import ToU Matrices

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter

		30 seconds

		16 seconds

		

		



		4.1

		4.1.3

		Read Instantaneous Import ToU with Blocks Matrices

		Import Supplier, Electricity Distributor

		30 seconds 

		16 seconds

		

		



		4.1

		4.1.4

		Read Instantaneous Import Block Counters

		Gas Supplier

		30 Seconds

		16 seconds

		

		



		4.2

		4.2

		Read Instantaneous Export Register Values

		Export Supplier, Electricity Distributor

		30 seconds

		16 seconds

		

		



		4.3

		4.3

		Read Instantaneous Prepayment Register Values

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		4.4

		4.4.2

		Retrieve Change of Mode / Tariff Triggered Billing Data Log

		Import Supplier, Gas Supplier, 

		30 seconds

		16 seconds

		

		



		4.4

		4.4.3

		Retrieve Billing Calendar Triggered Billing Data Log

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		4.4

		4.4.4

		Retrieve Billing Data Log (Payment Based Debt Payments)

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		4.4

		4.4.5

		Retrieve Billing Data Log (Prepayment Credits)

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		4.6

		4.6.1

		Retrieve Import Daily Read Log

		Import Supplier, Gas Supplier



		30 seconds

		16 seconds

		

		Where a change of supplier occurs on any day, both the new supplier and the old supplier will be eligible to retrieve the daily read log for that day. 





		4.6

		4.6.2

		Retrieve Export Daily Read Log

		Export Supplier



		30 seconds

		n/a

		

		Where a change of supplier occurs on any day, both the new supplier and the old supplier will be eligible to retrieve the daily read log for that day. 

Users may only be Eligible Users for this Service in respect of SMETS2+ Devices





		4.8

		4.8.1

		Read Active Import Profile Data

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Other User

		5600 seconds

		16 seconds

		

		



		4.8

		4.8.2

		Read Reactive Import Profile Data 

		Import Supplier, Electricity Distributor, Other User

		30 seconds

		16 seconds

		

		



		4.8

		4.8.3

		Read Export Profile Data

		Export Supplier, Electricity Distributor, Other User

		30 seconds

		16 seconds

		

		



		4.10

		4.10

		Read Network Data

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter

		30 seconds

		16 seconds

		

		



		4.11

		4.11.1

		Read Tariff (Primary Element)

		Import Supplier, Gas Supplier, Other User

		30 seconds

		16 seconds

		

		



		4.11

		4.11.2

		Read Tariff (Secondary Element)

		Import Supplier, Other User

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		4.12

		4.12.1

		Read Maximum Demand Import Registers

		Import Supplier, Electricity Distributor

		24 hours

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		4.12

		4.12.2

		Read Maximum Demand Export Registers

		Export Supplier, Electricity Distributor

		24 hours

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		4.13

		4.13

		Read Prepayment Configuration

		Import Supplier

Gas Supplier

		30 seconds

		16 seconds

		

		



		4.14

		4.14

		Read Prepayment Daily Read Log

		Import Supplier 

Gas Supplier

		30 seconds

		n/a

		

		Where a change of supplier occurs on any day, both the new supplier and the old supplier will be eligible to retrieve the daily read log for that day. 

Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		4.15

		4.15

		Read Load Limit Data

		Import Supplier, Electricity Distributor

		24 hours

		24 hours

		

		



		4.16

		4.16

		Read Active Power Import

		Import Supplier, Electricity Distributor

		30 seconds

		16 seconds

		

		



		4.17

		4.17

		Retrieve Daily Consumption Log

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Other User

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		4.18

		4.18

		Read Meter Balance

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		5.1

		5.1

		Create Schedule

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Export Supplier, Other User

		24 hours

		24 hours

		



		



		5.2

		5.2

		Read Schedule

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Export Supplier, Other User

		24 hours

		24 hours

		



		



		5.3

		5.3

		Delete Schedule

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Export Supplier, Other User

		24 hours

		24 hours

		



		



		6.2

		6.2.1

		Read Device Configuration (Voltage)

		Import Supplier, Electricity Distributor, Registered Supplier Agent

		30 seconds

		16 seconds

		

		



		6.2

		6.2.2

		Read Device Configuration (Randomisation)

		Import Supplier, Electricity Distributor, Registered Supplier Agent

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.2

		6.2.3

		Read Device Configuration (Billing Calendar)

		Import Supplier, Gas Supplier, Registered Supplier Agent

		30 seconds

		16 seconds

		

		



		6.2

		6.2.4

		Read Device Configuration (Identity exc. MPXN)

		Import Supplier, Export Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Registered Supplier Agent, Other User

		30 seconds

		16 seconds

		

		





		6.2

		6.2.5

		Read Device Configuration (Instantaneous Power Thresholds)

		Import Supplier, Registered Supplier Agent

		30 seconds

		16 seconds

		

		



		6.2

		6.2.7

		Read Device Configuration (MPXN)

		Import Supplier, Export Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Registered Supplier Agent, Other User

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.2

		6.2.8

		Read Device Configuration (Gas)

		Gas Supplier, Registered Supplier Agent, Gas Transporter

		30 seconds

		16 seconds

		

		



		6.2

		6.2.9

		Read Device Configuration (Payment Mode)

		Import Supplier, Gas Supplier, Registered Supplier Agent

		30 seconds

		16 seconds

		

		



		6.2

		6.2.10

		Read Device Configuration (Event and Alert behaviours) 

		Import Supplier, Gas Supplier, Electricity Distributor

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.4

		6.4.1

		Update Device Configuration (Load Limiting General Settings)

		Import Supplier

		30 seconds

		16 seconds

		

		



		6.4

		6.4.2

		Update Device Configuration (Load Limiting Counter Reset)

		Import Supplier

		30 seconds

		16 seconds

		

		



		6.5

		6.5

		Update Device Configuration (Voltage)

		Electricity Distributor

		30 seconds

		16 seconds

		

		



		6.6

		6.6

		Update Device Configuration (Gas Conversion)

		Gas Supplier

		24 hours

		24 hours

		

		



		6.7

		6.7

		Update Device Configuration (Gas Flow)

		Gas Supplier

		24 hours

		24 hours

		

		



		6.8

		6.8

		Update Device Configuration (Billing Calendar)

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		6.11

		6.11

		Synchronise Clock

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		6.12

		6.12

		Update Device Configuration (Instantaneous Power Threshold)

		Import Supplier

		30 seconds

		16 seconds

		

		



		6.13

		6.13

		Read Event or Security Log

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Registered Supplier Agent

		30 seconds

		16 seconds

		

		



		6.14

		6.14.1

		Update Device Configuration (Auxiliary Load Control Description)

		Import Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.14

		6.14.2

		Update Device Configuration (Auxiliary Load Control Scheduler)

		Import Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.14

		6.14.3

		Update Device Configuration (Auxiliary Controller Scheduler)

		Import Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices





		6.15

		6.15.1

		Update Security Credentials (KRP)

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter

		30 seconds

		16 seconds

		

		



		6.15

		6.15.2

		Update Security Credentials (Device)

		Import Supplier, Gas Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.17

		6.17

		Issue Security Credentials

		Import Supplier, Gas Supplier

		24 hours

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.18

		6.18.1

		Reset Set Maximum Demand Registers - Configurabletion Time Period

		Electricity Distributor

		24 hours

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.18

		6.18.2

		Reset Maximum Demand Registers 

		Electricity Distributor

		24 hours

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.20

		6.20.1

		Set Device Configuration (Import MPxN) 

		Import Supplier, Gas Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.20

		6.20.2

		Set Device Configuration (Export MPxN) 

		Export Supplier 

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.21

		6.21

		Request Handover Of DCC Controlled Device Service Request

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		6.22

		6.22

		Configure Event Behaviour

		Import Supplier, Gas Supplier, Electricity Distributor, 

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.23

		6.23

		Update Security Credentials (CoS)

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		6.24

		6.24.1

		Retrieve Device Security Credentials (KRP)

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter

		30 seconds

		16 seconds

		

		



		6.24

		6.24.2

		Retrieve Device Security Credentials (Device)

		Import Supplier, Gas Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.25

		6.25

		Set Electricity Supply Tamper State

		Import Supplier

		30 seconds

		16 seconds

		

		



		6.26

		6.26

		Update Device Configuration (daily resetting of Tariff Block Counter Matrix)

		Import Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.27

		6.27

		Update Device Configuration (RMS Voltage Counter Reset)

		Electricity Distributor

		30 seconds

		16 seconds

		

		



		6.28

		6.28

		Set CHF Sub GHz Configuration

		Import Supplier, Gas Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.29

		6.29

		Request CHF Sub GHz Channel Scan

		Import Supplier, Gas Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.30

		6.30

		Read CHF Sub GHz Configuration

		Import Supplier, Gas Supplier, Registered Supplier Agent

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.31

		6.31

		Read CHF Sub GHz Channel

		Import Supplier, Gas Supplier, Registered Supplier Agent

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		6.32

		6.32

		Read CHF Sub GHz Channel Log

		Import Supplier, Gas Supplier, Registered Supplier Agent

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		7.1

		7.1

		Enable Supply

		Import Supplier

		30 seconds

		16 seconds

		

		



		7.2

		7.2

		Disable Supply

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		7.3

		7.3

		Arm Supply

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		7.4

		7.4

		Read Supply Status

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Export Supplier, Registered Supplier Agent

		30 seconds

		16 seconds

		

		



		7.5

		7.5

		Activate Auxiliary Load 

		Import Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		7.6

		7.6

		Deactivate Auxiliary Load 

		Import Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		7.7

		7.7

		Read Auxiliary Load Control Switch Data

		Import Supplier, Electricity Distributor, Other User

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		7.8

		7.8

		Reset Auxiliary Load 

		Import Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		7.9

		7.9

		Add Auxiliary Load To Boost Button 

		Import Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		7.10.

		7.10.

		Remove Auxiliary Load From Boost Button 

		Import Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		7.11

		7.11

		Read Boost Button Details

		Import Supplier, Other User

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		7.12

		7.12

		Set Randomised Offset Limit 

		Import Supplier

		24 hours

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		7.13

		7.13

		Set Auxiliary Controller State 

		Import Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices

The limitations set out in footnote 1 also apply



		7.14

		7.14

		Read Auxiliary Controller Configuration Data

		Import Supplier, Electricity Distributor, Other User

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		7.15

		7.15

		Read Auxiliary Controller Operational Data

		Import Supplier, Electricity Distributor, Other User

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices





		7.16

		7.16

		Limit APC Level

		None

		n/a

		n/a

		

		Not used



		8.1

		8.1.1

		Commission Device 

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		8.2

		8.2

		Read Inventory

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Export Supplier, Registered Supplier Agent, Other User

		30 seconds

		16 seconds

		



		



		8.3

		8.3

		Decommission Device

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		8.4

		8.4

		Update Inventory

		Import Supplier, Gas Supplier, Registered Supplier Agent, Electricity Distributor, Gas Transporter , Export Supplier, Other User

		30 seconds

		16 seconds

		

		Where a Device has an SMI Status of ‘pending’ only the User that added the Device to the Smart Metering Inventory may either update the details of that Device, or delete that Device from the Smart Metering Inventory. For Devices with an SMI Status other than ‘pending’, only the Responsible Supplier may amend the SMI Status of that Device. 



		8.5

		8.5

		Service Opt Out

		None

		n/a

		n/a

		

		Not used



		8.6

		8.6

		Service Opt In

		None

		n/a

		n/a

		

		Not used



		8.7

		8.7.1



		Join Service (Critical)

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		8.7

		8.7.2



		Join Service (Non-Critical)

		Import Supplier, Gas Supplier, Other User

		30 seconds

		16 seconds

		

		1) The only Devices that Other Users may join are Type 2 Devices that are not IHDs

2) Where a Gas Proxy Function is to be joined to a Gas Smart Meter, any Gas Supplier or Import Supplier that is a Responsible Supplier for any Device which is associated with the same Communications Hub Function as the Gas Proxy Function may request this Join Service Request.



		8.8

		8.8.1

		Unjoin Service (Critical)

		Import Supplier, Gas Supplier

		30 seconds

		16 seconds

		

		



		8.8

		8.8.2

		Unjoin Service (Non-Critical)

		Import Supplier, Gas Supplier, Other User 

		30 seconds

		16 seconds

		

		1) The only Devices that Other Users may unjoin are Type 2 Devices that are not IHDs

2) Where a Gas Proxy Function is to be unjoined from a Gas Smart Meter, any Gas Supplier or Import Supplier who is a Responsible Supplier for any Device which is associated with the same Communications Hub Function as the Gas Proxy Function may request this Unjoin Service Request.



		8.9

		8.9

		Read Device Log

		Import Supplier, Gas Supplier, Other User

		30 seconds

		16 seconds

		

		



		8.11

		8.11

		Update HAN Device Log

		Import Supplier, Gas Supplier, Other User

		30 seconds

		16 seconds

		

		Other Users may only add (or remove) Type 2 Devices that are not IHDs to (or from) a HAN Device Log.





		8.12

		8.12.1

		Restore HAN Device Log

		Import Supplier, Gas Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		8.12

		8.12.2

		Restore GPF Device Log

		Import Supplier, Gas Supplier

		30 seconds

		n/a

		

		Any Gas Supplier or Import Supplier who is a Responsible Supplier for any Device which is associated with the same Communications Hub Function as the relevant Gas Proxy Function may request this Restore GPF Device Log Service Request.

Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		8.13

		8.13

		Return Local Command Response

		Import Supplier, Gas Supplier

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		8.14

		8.14.1

		Communications Hub Status Update-CHF Install Success SM WAN 

		Import Supplier, Gas Supplier, 

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		8.14

		8.14.2

		Communications Hub Status Update-CHF Install Success No SM WAN 

		Import Supplier, Gas Supplier 

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		8.14

		8.14.3

		Communications Hub Status Update. – Fault Return 

		Import Supplier, Gas Supplier, Registered Supplier Agent

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		8.14

		8.14.4

		Communications Hub Status Update – No Fault Return 

		Import Supplier, Gas Supplier, Registered Supplier Agent

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		9.1

		9.1

		Request Customer Identification Number

		Other User

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		11.1

		11.1

		Update Firmware

		Import Supplier, Gas Supplier

		24 Hours

		24 hours

		

		In respect of SMETS2+ Devices the DCC must ensure that the associated firmware update has been delivered to all relevant Communications Hub Functions within 5 days of receipt of the Service Request.



		11.2

		11.2

		Read Firmware Version

		Import Supplier, Gas Supplier, Electricity Distributor, Gas Transporter, Export Supplier, Registered Supplier Agent, Other User

		30 seconds

		16 seconds

		

		



		11.3

		11.3

		Activate Firmware

		Import Supplier, Gas Supplier

		30 seconds

		5 days

		

		



		12.1

		12.1

		Request WAN Matrix

		Import Supplier, Gas Supplier, Registered Supplier Agent, Export Supplier, Electricity Distributor, Gas Transporter, Other User

		30 seconds

		n/a

		



		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices



		12.2

		12.2

		Device Pre-notification

		Import Supplier, Gas Supplier, Registered Supplier Agent, Electricity Distributor, Gas Transporter , Export Supplier, Other User

		30 seconds

		16 seconds

		

		



		14.1

		14.1

		Record Network Data (GAS)

		Gas Transporter

		30 seconds

		n/a

		

		Users may only be Eligible Users for this Service in respect of SMETS2+ Devices







For the purposes of Section H3.11 (Categories of Service), Scheduled Services, On-Demand Services and Future-Dated Services are identified in the DCC User Gateway Interface Specification.

For Future-Dated Services, the Target Response Time shall be 30 seconds for an Update Security Credentials (COS) Service Request and shall be 24 hours for any other Service Request. 

For Scheduled Services, the Target Response Time that applies in respect of SMETS2+ Devices shall always be 24 hours.

Subject to paragraphs 2 and 3 above, the Target Response Time for Service Responses shall be as set out in the table above, in the column headed “SMETS2+ Target Response Time” or “SMETS1 Target Response Time” (as applicable, depending upon the Device to which the Service Response relates). In respect of SMETS2+ Devices, the Target Response Time for Service Responses refers to the period starting as described in Section H3.14 and ending on provision of the Service Response to the User, but only counting the processing time between (1) the DCC User Interface to the Communications Hub (inclusive); and/or (2) the Communications Hub to the DCC User Interface (inclusive). In respect of SMETS1 Devices, the Target Response Time for Service Responses refers to the period starting as described in paragraph 5 and ending on provision of the Service Response to the User, but only counting the processing time between (1) the DCC User Interface to the DCC SMETS1 Processing Systems (inclusive); and/or (2) the DCC SMETS1 Processing Systems to the DCC User Interface (inclusive). For the purpose of which, the "DCC SMETS1 Processing Systems" are the DCC Systems used to process communications and data relating to SMETS1 Devices, but excluding the SMETS1 SM WAN.

In relation to SMETS1 Devices, the start of the period referred to in paragraph 4 shall be:

for SMETS1 Service Requests that are not a Sequenced Service, a Future Dated Service or a Scheduled Service, the receipt by the DCC of the relevant Service Request over the User Interface;

for Sequenced Service Requests, the receipt by the DCC Individual Live System referred to at paragraph (a) of the definition of DCC Live Systems of the communication upon which the Service Request is dependent; 

for Future Dated Services or for Scheduled Services, the time and date for execution specified in the Service Request received by the DCC; or

for SMETS1 Alerts and S1SP Alerts, the point in time at which the DCC SMETS1 Processing Systems have available to them the information that means that the relevant alert should be sent.

In the table above, where a “” appears in the column headed “Non-Device Service Request”, this indicates that the Service Request described is a Non-Device Service Request. 

The column of the table above headed “Notes”:

sets out further restrictions on which Users are eligible to receive the Services (and the definition of Eligible User and Eligible User Role will be interpreted accordingly); and 

sets out further restrictions that may apply, depending on the Device Type, that may be the target of a Service Request of that type from particular Users.

For the avoidance of doubt, none of the Services described in this Appendix attract an Explicit Charge.

The Monthly Service Metrics and Monthly Service Thresholds (referred to in Section H3.24 for reporting) are as set out in the table below. These shall not apply in respect of SMETS1 Smart Metering Systems. Accordingly, SMETS1 Service Requests and SMETS1 Smart Metering Systems shall be excluded from each of the calculations set out below.

		Monthly Service Metric applies to Users acting in the following User Roles**

		Monthly Service Metric applies to Service Requests for the following Services

		Monthly Service Metric

(excluding SMETS1 Service Requests and SMETS1 SMS) 



		Monthly Service Threshold





		Import Supplier

Gas Supplier

		3.1

Display Message

		The total over month m and the previous eleven months of the number of Service Requests; divided by the User ASMSm.



		24



		Import Supplier

Gas Supplier

Export Supplier

		4.8

Read Profile Data

		The number of Service Requests in month m; divided by the number of Smart Metering Systems for which that User is a Responsible Supplier on the 15th day of month m.

		The number of days in month m



		Import Supplier

Gas Supplier

		11.1

Send Firmware

		The total over month m and the previous eleven months of the number of Service Requests; divided by the User ASMSm.

		6



		Electricity Distributor

Gas Transporter

		4.8

Read Profile Data

		The number of Service Requests in month m; divided by the number of Smart Metering Systems for which the User is the Electricity Distributor or Gas Transporter on the 15th day of month m.

		10-3 x 48 x the number of days in month m



		Electricity Distributor

Gas Transporter

		4.8

Read Profile Data

		The total over month m and the previous eleven months of the number of Service Requests; divided by the User ASMSm.

		4



		Electricity Distributor



		4.10

Read Network Data

		The number of Service Requests in month m; divided the number of Smart Metering System for which the User is the Electricity Distributor or Gas Transporter on the 15th day of month m.

		10-3 x the number of days in month m



		Electricity Distributor



		4.10

Read Network Data

		The total over month m and the previous eleven months of the number of Service Requests; divided by the User ASMSm.

		4







· In the above table, "User ASMSm" is determined in relation to each User and each month m as the mean of the numbers of Smart Metering Systems (excluding SMETS1 SMS) for which that User is a Responsible Supplier, Electricity Distributor or Gas Transporter (as applicable) on the 15th day of month m and on the 15th day of each of the previous 11 months.



· For each User, the "First Service Month" shall by the month following the month in which that User first sends a Service Request (of any type, but excluding SMETS1 Service Requests). No Monthly Service Metric shall be determined for a User in relation to any month prior to that User’s First Service Month.



· Where a Monthly Service Metric is to be determined for a User which includes a requirement to determine the number of Service Requests of a particular type sent over a time period which includes any time prior to that User’s First Service Month then:



· the Monthly Service Metric for that User shall be the value determined in accordance with the table above, multiplied by twelve and divided by the number of months in that time period from (and including) the First Service Month; and



· for the purposes of determining User ASMSm any months prior to the First Service Month shall be disregarded.





Error! Unknown document property name.
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[bookmark: _Toc380661188][bookmark: _Toc380661485]Section L4 of the Code sets out the obligation on the DCC to maintain the SMKI Service Interface in accordance with the SMKI Interface Design Specification. Section L4.4 sets out the content of the SMKI Interface Design Specification including the protocols and technical standards which are all based on open standards and defines the technical details of the interfaces to SMKI Services insofar as they relate to Authorised Subscribers.
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For the purposes of supporting the measurement of Target Response Times in accordance with Sections L8.3 of the Code, the terms “send” and “receipt” should interpreted as follows:

a) for the Ad Hoc Device CSR Web Service interface:

i. “receipt” means the receipt of a Device CSR in the DCC Systems that is submitted by an Authorised Subscriber via the Ad Hoc Device CSR Web Service interface, following successful completion by DCC of all verification and validation checks as set out in the SMKI Interface Design Specifications in relation to Ad Hoc Device CSRs submitted through the Ad Hoc Web Service interface; and

ii. “send” means the submission of a Device Certificate or CSR processing error messages from the DCC Systems to Authorised Subscriber within the synchronous response to the corresponding request; or

b) for the Batched Device CSR Web Service interface:

i. “receipt” means the receipt of a Batched CSR in the DCC Systems that is submitted by an Authorised Subscriber via the Batched Device CSR Web Service interface, following successful completion by DCC of all verification and validation checks as set out in the SMKI Interface Design Specifications in relation to Batched Device CSRs submitted through the Batched Web Service interface; and

ii. “send” means making available the files containing Device Certificates and/or CSR processing error messages via the Batched Device CSR Web Service interface, for download by the Authorised Subscriber ; or

c) for a Batched CSR via the SMKI Portal interface (via DCC Gateway or via the SMKI Portal via the Gateway):

i. “receipt” means the receipt of a Batched CSR in the DCC Systems that is submitted by an Authorised Subscriber via the SMKI Portal interface, following successful completion by DCC of all verification and validation checks as set out in the SMKI Interface Design Specifications in relation to Batched Device CSRs submitted through the SMKI Portal interface; and

ii. “send” means making available the files containing Device Certificates and/or CSR processing error messages on the SMKI Portal interface, for download by the an Authorised Subscriber; or

d) for an Ad Hoc Device CSR via the SMKI Portal interface (via DCC Gateway or via the SMKI Portal via the Gateway):

i. “receipt’ means the receipt of an Ad Hoc Device CSR or Organisation in the DCC Systems that is submitted by an Authorised Subscriber via the SMKI Portal interface following successful completion by DCC of all validation and verification checks set out in the SMKI Interface Design Specification in relation to Ad Hoc Device CSRs submitted through the SMKI Portal interface; and

ii. “send” means making the Device Certificate or CSR processing error messages on the SMKI Portal interface, for download by the Authorised Subscriber.

e) for an Organisation CSR via the SMKI Portal interface (via DCC Gateway Connection or via the Internet):

i. “receipt’ means the receipt of an Organisation CSR in the DCC Systems that is submitted by an Authorised Subscriber via the SMKI Portal interface following successful completion by DCC of all validation and verification checks set out in the SMKI Interface Design Specification in relation to Organisation CSRs; and

ii. “send” means making the Organisation Certificate or CSR processing error messages on the SMKI Portal interface, for download by the Authorised Subscriber.
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The DCC shall make the following interfaces available, in order that Authorised Subscribers may access the SMKI Services.

In accordance with the SMKI Code of Connection, the DCC shall make four interfaces available to Parties and RDPs:

a) a SMKI Portal interface, accessed via an Authorised Subscriber’s web browser and only accessible via a DCC Gateway Connection (as set out in Section 2.3 of this document);

b) an Ad Hoc Device CSR Web Service interface, for the purposes of submitting single Device CSRs, that may be accessed by an Authorised Subscriber’s automated systems, and only accessible via the DCC Gateway Connection (as set out in Section 2.4 of this document);

c) a Batched Device CSR Web Service interface, for the purposes of submitting Batched CSRs for Device Certificates, that may be accessed by an Authorised Subscriber’s automated systems, and only accessible via the DCC Gateway Connection (as set out in Section 2.5 of this document); and

d) a SMKI Portal interface made available over a secured Internet connection and accessed through an Authorised Subscriber’s web browser that does not use a DCC Gateway Connection (as set out in Section 2.6 of this document).

[bookmark: _Toc456618961][bookmark: _Toc425859095]General obligations

The DCC shall ensure that PKCS#10 certification request standard is used for the submission of Certificate Signing Requests (CSR). Authorised Subscribers shall submit Certificate Signing Requests according to the CSR structures as defined in Appendix F of this document.

In accordance with Section L11 of the SEC, unless an Authorised Subscriber immediately notifies the DCC of Certificate rejection, the Certificate shall be deemed to be accepted.

The DCC shall ensure that the URLs of the SMKI Service Interfaces shall remain unchanged in the event of the failure of a component of interfaces to the SMKI Services, or invocation of business continuity or disaster recovery measures. The DCC shall ensure that Disaster Recovery systems are functionally identical to the main Interface.

Error codes and examples of error messages in relation to:

a) the SMKI Portal interface via DCC Gateway Connection and SMKI Portal interface via the Internet are set out in the SMKI User Guide;

b) the Ad Hoc Device CSR Web Service interface are set out in Appendix A of this document; and

c) the Batched Device CSR Web Service interface are set out in Appendix C and Appendix D of this document.
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SMKI Portal interface via DCC Gateway Connection
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The SMKI Portal interface via DCC Gateway Connection provides an asynchronous mechanism for SMKI Authorised Responsible Officers (AROs) to submit Organisation CSRs, and Device CSRs in batch or ad-hoc form on behalf of their Authorised Subscriber.

The DCC shall ensure that the SMKI Portal interface via DCC Gateway Connection: 

a) uses the HTTPS protocol, secured by mutually authenticated TLS 1.2 in line with the cryptographic standards set out in Appendix G of this document;

b) uses Javascript, Cascading Style Sheets (CSS) and images;

c) is compliant with the W3C Web Content Accessibility Guidelines (v2) at “AA” level; and

d) is only accessible using a DCC Gateway Connection.

The process for obtaining a DCC Gateway Connection is detailed in Section H3 of the Code.

[bookmark: _Toc456618964][bookmark: _Toc425859098]Establishing a secured web browser connection to the SMKI Portal interface via DCC Gateway Connection

In order to establish a secured web browser connection to the SMKI Portal interface via DCC Gateway Connection, an Authorised Subscriber shall:

a) access the SMKI Portal landing page via a defined URL (as set out in the SMKI User Guide), which shall be secured using HTTPS;

b) then select the relevant link to access the SMKI Portal page supplied to enable submission and retrieval of Organisation CSRs/Certificates or Device CSRs/Certificates; and

c) having selected the relevant link in b),ensure the web browser connection is secured by establishing a mutually authenticated TLS 1.2 session by entering the PIN code used to enable use of the relevant Cryptographic Credential Token, and presenting the IKI Certificate (which has been Issued in accordance with the SMKI RAPP for the purposes of accessing the SMKI Portal via DCC Gateway Connection) to the DCC for either:

i. Authorised Subscribers for Organisation Certificates, for the purposes of submitting Organisation CSRs and retrieval of resulting Organisation Certificates; or

ii. Authorised Subscribers for Device Certificates, for the purposes of submitting Device CSRs and retrieval of resulting Device Certificates.

In order for a secured web browser connection to the SMKI Portal interface via DCC Gateway Connection to be established, the DCC shall ensure that the SMKI Portal via DCC Gateway Connection presents to the user a x.509 v3 certificate that is recognised by the CA/Browser Forum for the purposes of allowing the Authorised Subscriber’s web browser to validate and authenticate the DCC’s server as part of establishing the mutually authenticated TLS 1.2 session.

The DCC shall ensure that the SMKI Portal via DCC Gateway Connection denies access where the user does not present a valid IKI Certificate for authentication.
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Submission of Organisation CSRs by Authorised Subscriber

Authorised Subscribers wishing to be issued with an Organisation Certificate shall ensure that they:

a) generate a relevant CSR in line with Appendix F of this document, and Appendix B of the Code; and

b) paste the CSR (formatted in line with Appendix F of this document) into the Certificate Signing Request form and then submit the CSR, via the SMKI Portal interface.
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Following receipt by the DCC of an Organisation CSR, the DCC shall:

a) validate the format, and verify the Digital Signature of the CSR in line with Appendix F of this document and PKCS#10; and

b) either accept, or reject the CSR;

i. where the CSR is accepted, return a notification via the SMKI Portal interface of acceptance to the Authorised Subscriber; or

ii. where the CSR is rejected, log an error and return an error message via the SMKI Portal interface to the Authorised Subscriber.
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Where an Organisation CSR is accepted, the DCC shall:

a) verify the content of the CSR, which shall include checking that the EUI-64 Compliant identifier contained in the CSR relates to an Authorised Subscriber on whose behalf the Authorised Responsible Officer submitting the CSR is authorised to submit CSRs; and

b) either approve the CSR for further processing or reject the CSR;

i. where the CSR is approved, return a notification via the SMKI Portal interface of acceptance to the Authorised Subscriber; or

ii. where the CSR is rejected, notify the Authorised Subscriber via the SMKI Portal interface of the errors and reasons for the rejection of that CSR, where such errors shall be in accordance with “Response Status” table in Appendix A of this document.

If an Organisation CSR is rejected by the DCC, the Authorised Subscriber must, if they still wish to be issued with a relevant Organisation Certificate, correct the errors and re-submit the CSR. The Authorised Subscriber does not need to generate a new Key Pair in respect of the Organisation CSR.

Actions following approval of Organisation CSRs by the DCC

Where an Organisation CSR is approved by the DCC, the DCC shall:

a) Issue a corresponding Organisation Certificate;

b) lodge the resulting Organisation Certificate in the SMKI Repository; and

c) make the Organisation Certificate available for download via the SMKI Portal interface via DCC Gateway Connection and the SMKI Repository.

Actions following download of an Organisation Certificate by an Authorised Subscriber

Upon downloading the Issued Organisation Certificate, the Authorised Subscriber shall in accordance with L11.5 of the Code, establish that the information contained in the resulting Organisation Certificate is consistent with the information contained in the corresponding Organisation CSR.

Should there be an inconsistency, the Authorised Subscriber shall immediately reject the Organisation Certificate in accordance with L11.5 by notifying the DCC via the DCC’s Service Desk, and inform the DCC of the inconsistency. Should the DCC be notified by an Authorised Subscriber of an inconsistency, the DCC shall log the event and investigate as appropriate.

Upon rejection of the Organisation Certificate by an Authorised Subscriber and subsequent notification to the DCC of such rejection, the DCC shall revoke the Organisation Certificate, place the Organisation Certificate on the Organisation CRL, and lodge the updated CRL in the SMKI Repository in accordance with Appendix B of the Code.
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A Device Certificate can be submitted through the SMKI Portal interface via DCC Gateway Connection in Ad Hoc CSR form or as a number in Batched CSR form.

Submission of Ad Hoc Device CSR or Batched CSR by Authorised Subscriber

Authorised Subscribers wishing to be issued with a Device Certificate or Device Certificates shall ensure that they generate the relevant Device CSRs in line with Appendix F of this document, and Appendix A of the Code.

a) Ad Hoc Device CSR submission - where the Authorised Subscriber wishes to submit an Ad Hoc Device CSR, the Authorised Subscriber shall paste the CSR into the Ad Hoc Device CSR form (as set out in the SMKI User Guide) and then submit it to the SMKI Portal interface; or

b) Batched CSR submission - where the Authorised Subscriber wishes to submit a Batched CSR, the Authorised Subscriber shall:

generate the relevant Device CSRs; and

create a .zip file containing the individual Device CSRs, formatted in line with Appendix F of this document, then upload and submit the .zip file using the Batched CSR web form (as set out in the SMKI User Guide) to the SMKI Portal interface.
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Receipt and validation of Device CSR (Ad Hoc or Batched) by the DCC

Following receipt by the DCC of an Ad Hoc Device CSR or Batched CSR to the SMKI Portal via DCC Gateway Connection, the DCC shall:

a) for an Ad Hoc Device CSR submission:

i. validate the format, and verify the Digital Signature of the CSR in line with Appendix F of this document and PKCS#10;

ii. apply the Eligible Subscriber checks as set out in Section L3.16 of the Code; and

iii. either accept, or reject the CSR; and

A. where the CSR is accepted, return a notification via the SMKI Portal interface of acceptance to the Authorised Subscriber; or

B. where the CSR is rejected, log an error and return an error message that is in accordance with “Response Status” table in Appendix A of this document, via the SMKI Portal interface to the Authorised Subscriber; or

b) for a Batched CSR submission:

i. validate that the structure of the submitted .zip file is in accordance with the format set out in Appendix F to this document;

ii. validate that the number of CSRs contained within the Batched CSR is less than or equal to 50,000;

A. should the Batched CSR contain more than 50,000 CSRs, the DCC shall reject the Batched CSR (including all of the Device CSRs contained within the Batched CSR) ; or

B. should the Batched CSR contain less than or equal to 50,000 CSRs, further validate the Batched CSR as set out below;

iii. either accept, or reject the Batched CSR and/or each constituent Device CSR, log relevant errors and return a synchronous response via the SMKI Portal interface to notify the Authorised Subscriber as to:

A. where the Batched CSR is accepted, acceptance of the Batched CSR and the number of Device CSRs submitted within the Batched CSR; or

B. where the Batched CSR is rejected, relevant error messages that are in accordance with “Response Status” table in Appendix C of this document.
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If a Device CSR is accepted, the DCC shall:

a) for an Ad Hoc Device CSR submission:

i. perform such additional checks as DCC determines is necessary on the Device CSR, which may include checking that all mandatory fields are present and conform to the requirements set out in the Device Certificate Policy;

ii. check that less than 100 Device Certificates have previously been Issued for the Device ID to which the Device CSR relates;

iii. either approve, or reject the Device CSR; and

A. where the CSR is accepted, return a notification via the SMKI Portal interface of acceptance to the Authorised Subscriber; or

B. where the CSR is rejected, log an error that is in accordance with “Response Status” table in Appendix A of this document, and return an error message via the SMKI Portal interface to the Authorised Subscriber; or

b) for a Batched CSR submission:

i. validate the format, and verify the signature of each Device CSR contained within the Batched CSR in line with Appendix F of this document and PKCS#10;

ii. perform such additional checks as DCC determines is necessary on one or more of the Device CSRs in the Batched CSR, which may include checking that all mandatory fields are present and conform to the requirements set out in the Device Certificate Policy;

iii. apply the Eligible Subscriber checks as set out in Section L3.16 of the Code;

iv. check that less than 100 Device Certificates have previously been Issued for the Device ID to which each Device CSR relates;

v. either approve, or reject each Device CSR in the Batched CSR; and

A. where the CSR is approved, include a notification in the Batched CSR response file, as set out in section 2.3.4.4d) of this document, to the Authorised Subscriber; or

B. where the CSR is rejected, log an error that is in accordance with “Response Status” table in Appendix C of this document, and include an error notification in the Batched CSR response file, as set out in section 2.3.4.4d) of this document.

Where a CSR has been rejected by the DCC because it would breach the 100 Device Certificate limit, the Authorised Subscriber should contact the DCC’s Service Desk in order to review with the DCC the threshold applying in relation to the particular Device ID such that additional Device Certificates may be issued in relation to it.



If a Device CSR is rejected by the DCC, including where contained within a Batched CSR, the Authorised Subscriber must, if they still wish to be issued with a relevant Device Certificate, correct the errors and re-submit the CSR. The Authorised Subscriber may not need to instruct the Device to generate a new Key Pair for the subsequent CSR depending on the error condition.

Actions following approval of Device CSRs by the DCC

Where a Device CSR is approved by the DCC, the DCC shall:

a) Issue a corresponding Device Certificate;

b) lodge the resulting Device Certificate in the SMKI Repository; and

c) for Ad Hoc Device CSRs:

i. make the corresponding Device Certificate, for up to 30 days following provision by the DCC, available for download via the ‘certificate pickup’ page on the SMKI Portal interface via DCC Gateway Connection (as set out in the SMKI User Guide) and the SMKI Repository;

In order to retrieve the Device Certificate, the Authorised Subscriber will establish a connection to the SMKI Portal interface via DCC Gateway Connection using the IKI Certificate Issued for the purposes of submitting Device CSRs and retrieving Device Certificates; or

d) for Batched CSRs:

i. make available, for up to 30 days following provision by the DCC, two files for download via the ‘certificate pickup’ page on the SMKI Portal interface, comprising:

A. a .zip file containing the Certificates in Base64 encoded DER format resulting from successfully processed CSRs; and

B. a .txt file containing a report showing the processed status of each CSR in the Batched CSR, including errors.

In order to retrieve the response files (as set out above) which correspond with a Batched CSR submission, the Authorised Subscriber will establish a connection to the SMKI Portal interface via DCC Gateway Connection using the IKI Certificate Issued for the purposes of submitting Device CSRs and retrieving Device Certificates.

Actions following download of an Device Certificate by an Authorised Subscriber

Upon downloading the Issued Device Certificate, the Authorised Subscriber shall, in accordance with L11.6, take reasonable steps to establish that the information contained in the resulting Device Certificate is consistent with the information contained in the corresponding Device CSR.

Should there be an inconsistency, the Authorised Subscriber shall immediately reject the Device Certificate in accordance with L11.6 by notifying the DCC via the DCC’s Service Desk, and inform the DCC of the inconsistency. Should the DCC be notified by an Authorised Subscriber of an inconsistency, the DCC shall log the event and investigate as appropriate.
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[bookmark: _Toc456618968][bookmark: _Toc425859102]General obligations

The Ad Hoc Device CSR Web Service interface provides a synchronous mechanism for an Authorised Subscriber’s systems to submit individual Device CSRs.

The DCC shall ensure that the Ad Hoc Device CSR Web Service interface:

a) is only accessible to Authorised Subscribers for Device Certificates acting on behalf of Parties in the User Role of Import Supplier, Gas Supplier, or the DCC;

b) uses the HTTPS protocol, secured by mutually authenticated TLS 1.2, in line with the cryptographic properties set out in Appendix G of this document;

c) uses Extensible Markup Language (XML) over REST for Device CSR message requests and responses;

d) provides message responses which are consistent with Appendix A of this document;

e) uses the XML Schema for CSR message requests and responses defined in Appendix B of this document; and

f) is only accessible using a DCC Gateway Connection.

Prior to gaining access to the Ad Hoc Device CSR Web Service interface, Authorised Subscribers shall prepare and provide to the DCC a CSR, as set out in Appendix G, in electronic form in respect of an IKI Certificate in accordance with the procedures set out in the SMKI RAPP and as set out immediately below.

The DCC shall validate the format, and verify the signature of the CSR in line with Appendix G of this document and the IKI Certificate Policy. If accepted, the DCC shall process the CSR and shall, if accepted, provide the Authorised Subscriber with the following, in accordance with the SMKI RAPP:

a) an IKI Certificate issued under the appropriate Infrastructure Certificate Authority for the purpose of enabling client authentication to the Ad Hoc Device CSR Web Service interface; and

b) a CA/Browser Forum recognised certificate authority root certificate and all corresponding issuing authority certificates, for the purposes of enabling server authentication of the Ad Hoc Device CSR Web Service interface.
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In order to establish a secured TLS1.2 connection to the Ad Hoc Device CSR Web Service interface, an Authorised Subscriber for Device Certificates acting as an Import Supplier or Gas Supplier, or the DCC, shall:

a) configure its system(s) to connect to the Ad Hoc Device CSR Web Service interface URL, as set out in the SMKI User Guide;

b) establish a TLS 1.2 session by presenting the IKI Certificate which has been Issued in accordance with the SMKI RAPP for the purposes of TLS 1.2 mutual authentication to secure access to the Ad Hoc Device CSR Web Service interface.

c) configure its systems such that the TLS 1.2 session renegotiation timeout is set to 5 minutes for each connection to the Ad Hoc Device CSR Web Service interface.

In order for a secured connection to the Ad Hoc Device CSR Web Service interface to be established, the DCC shall ensure that the Ad Hoc Device CSR Web Service presents the CA/Browser Forum certificate referenced in section 2.4.1 of this document, for the purposes of allowing the Authorised Subscriber’s systems to authenticate the server as part of establishing the mutually authenticated TLS1.2 session.

The DCC shall ensure that access to the Ad Hoc Device CSR Web Service interface is denied where the user does not present a valid IKI Certificate for authentication.
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Submission of Device CSRs by Authorised Subscriber

Authorised Subscribers wishing to be Issued with a Device Certificate via the Ad Hoc Device CSR Web Service interface shall ensure that they:

a) generate a Device CSR in line with Appendix F of this document and Appendix A of the Code; and

b) include the Device CSR in the XML format defined in the XML Schema set out in Appendix B of this document and submit the CSR via HTTP POST to the Ad Hoc Web Service interface.
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Following receipt of a Device CSR to the Ad Hoc Device CSR Web Service interface, the DCC shall:

a) validate that the format of the XML document complies with the XML schema as set out in Appendix B of this document;

b) validate the format, and verify the Digital Signature of the CSR in line with Appendix F of this document and PKCS#10;

c) either accept, or reject the CSR;

i. where the CSR is rejected, log an error and return an error message in the synchronous XML response, to the Authorised Subscriber’s systems.
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If a Device CSR is accepted, the DCC shall:

a) check that at least one Key Agreement Certificate or Digital Signing Certificate has previously been Issued for the Device ID to which the Device CSR relates;

b) check that less than 100 Device Certificates have previously been Issued for the Device ID to which the Device CSR relates;

c) either approve, or reject the Device CSR; and

i. where the CSR is approved, return a notification of acceptance in the synchronous XML response, to the Authorised Subscriber’s systems; or

ii. where the CSR is rejected, log an error and return an error message in the synchronous XML response, to the Authorised Subscriber’s systems.

Actions following approval of Device CSRs by the DCC

Where a Device CSR submitted via the Ad Hoc Device CSR Web Service interface is approved, the DCC shall:

a) Issue a corresponding Device Certificate;

b) lodge the resulting Device Certificate in the SMKI Repository; and

c) return the Device Certificate to the Authorised Subscriber, as set out in Appendix A to this document, in the synchronous XML response to the submission of the Device CSR via the Ad Hoc Device CSR Web Service interface.

Actions following download of an Device Certificate by an Authorised Subscriber

Upon downloading or viewing the Issued Device Certificate, the Authorised Subscriber shall, in accordance with L11.6, take reasonable steps to establish that the information contained in the resulting Device Certificate is consistent with the information contained in the corresponding Device CSR.

Should there be an inconsistency, the Authorised Subscriber shall immediately reject the Device Certificate in accordance with L11.6 by notifying the DCC via the DCC’s Service Desk, and inform the DCC of the inconsistency. Should the DCC be notified by an Authorised Subscriber of an inconsistency, the DCC shall log the event and investigate as appropriate.
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The Batched Device CSR Web Service interface provides a synchronous mechanism for an Authorised Subscriber’s systems to submit Batched CSRs containing Device CSRs and subsequently a synchronous mechanism to retrieve the resulting Device Certificates.

The DCC shall ensure that the Batched Device CSR Web Service interface:

a) uses the HTTPS protocol, secured by mutually authenticated TLS 1.2, in line with the cryptographic properties set out in Appendix G of this document;

b) uses Extensible Markup Language (XML) over REST for Batched CSR message requests, Batched CSR responses and provision of Device Certificates;

c) provides message responses corresponding with submission of Batched CSRs which are consistent with Appendix C of this document;

d) provides message responses in relation to the processing of individual Device CSRs that are contained within a Batched CSR which are consistent with Appendix D of this document;

e) uses the XML Schema for Batched CSR message requests and responses defined in Appendix E; and

f) is only accessible using a DCC Gateway Connection.

Prior to gaining access to the Batched Device CSR Web Service interface, an Authorised Subscriber for Device Certificates shall prepare and provide to the DCC a CSR, as set out in Appendix G, in electronic form in respect of an IKI Certificate in accordance with the procedures set out in the SMKI RAPP.

The DCC shall validate the format, and verify the signature of the CSR in line with Appendix G of this document and the IKI Certificate Policy. If accepted, the DCC shall process the CSR and shall, if accepted, provide the following in accordance with the SMKI RAPP:

a) an IKI Certificate issued under the appropriate Infrastructure Certificate Authority enabling authentication to the Batched Device CSR Web Service interface; and

b) a CA/Browser Forum recognised certificate authority root certificate and all corresponding issuing authority certificates for the purposes of enabling server authentication of the Batched Device CSR Web Service interface.
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In order to establish a connection to the Batched Device CSR Web Service interface, an Authorised Subscriber for Device Certificates shall:

a) configure its system(s) to connect to the Batched Device CSR Web Service interface URL, as set out in the SMKI User Guide;

b) establish a TLS session by presenting an IKI Certificate Issued in accordance with the SMKI RAPP for the purposes of TLS mutual authentication in order to secure access to the Batched Device CSR Web Service interface; and

c) configure its system(s) such that the TLS session renegotiation timeout is set to 5 minutes.

The DCC shall ensure that the Batched Device CSR Web Service presents the CA/Browser Forum certificate referenced in section 2.5.1 of this document, for the purposes of allowing the Authorised Subscriber’s client to authenticate the DCC’s server as part of establishing the mutually authenticated TLS session.

The DCC shall ensure that access to the Batched Device CSR Web Service interface is denied where the user does not present a valid IKI Certificate for authentication.
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Submission of Batched CSRs by Authorised Subscriber

An Authorised Subscriber wishing to be Issued with Device Certificates in response to a Batched CSR submission via the Batched Device CSR Web Service interface shall ensure that it:

a) generates each CSR to be contained within the Batched CSR in line with Appendix F of this document and Appendix A of the Code; 

b) include each Device CSR in the Batched CSR in the XML format defined in the XML Schema set out in Appendix E of this document; and

c) submit the XML document containing the Batched CSR via HTTP POST to the Batched Web Service interface.
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On receipt of an XML document containing a Batched Device CSR to the Batched Device CSR Web Service interface from an Authorised Subscriber’s system, the DCC shall:

a) validate that the format of the XML document complies with the XML schema as set out in Appendix E of this document;

b) validate that the number of CSRs contained within the Batched CSR is less than or equal to 50,000;

i. should the Batched CSR contain more than 50,000 CSRs, the DCC shall reject the Batched CSR (including all of the Device CSRs contained within the Batched CSR) ; or

ii. should the Batched CSR contain less than or equal to 50,000 CSRs, further validate the Batched CSR as set out below;

c) either accept, or reject the Batched CSR, log relevant errors and return in the synchronous XML response to the Authorised Subscriber’s systems, to notify the Authorised Subscriber as to:

i. where the Batched CSR is accepted, acceptance of the Batched CSR and the number of Device CSRs submitted within the Batched CSR;

ii. where the Batched CSR is rejected, relevant error messages; and

iii. a Batched CSR identifier that can be used to retrieve the Batched CSR XML response file as set out in section 2.5.3.4 of this document.
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Upon acceptance of a Batched CSR as set out immediately above, the DCC shall:

a) validate the format, and verify the Digital Signature of the CSR in line with Appendix F of this document and PKCS#10;



b) perform such additional checks as DCC determines is necessary on one or more of the Device CSRs in the Batched CSR, which may include checking that all mandatory fields are present and conform to the requirements set out in the Device Certificate Policy;

c) apply the Eligible Subscriber checks as set out in Section L3.16 of the Code;

d) check that less than 100 Device Certificates have previously been Issued for the Device ID to which each Device CSR relates;

e) either approve, or reject each Device CSR in the Batched CSR and include (where applicable) resulting Device Certificates, notifications and error messages in a Batched CSR XML response file that is separate from the synchronous response file described in section 2.5.3.2 of this document; and

i. where the CSR is approved, include a notification in the Batched CSR XML response file, to the Authorised Subscriber; or

ii. where the CSR is rejected, log an error and include an error notification in the Batched CSR XML response file.

Where a CSR has been rejected by the DCC because it would breach the 100 Device Certificate limit, the Authorised Subscriber should contact the DCC’s Service Desk in order to review with the DCC the threshold applying in relation to the particular Device ID such that additional Device Certificates may be issued in relation to it.

If a Device CSR is rejected by the DCC, including where contained within a Batched CSR, the Authorised Subscriber must, if they still wish to be issued with a relevant Device Certificate, correct the errors and re-submit the CSR. The Authorised Subscriber may not need to instruct the Device to generate a new Key Pair for the subsequent CSR depending on the error condition.

Actions following approval of Device CSRs in a Batched CSR by the DCC

Where a Device CSR submitted via the Batched CSR Web Service interface is approved, the DCC shall:

a) Issue a corresponding Device Certificate;

b) lodge the resulting Device Certificate in the SMKI Repository;

c) make the Device Certificate available to the Authorised Subscriber for download in the Batched CSR XML response file, as described in section 2.5.3.3, Appendix D and Appendix E to this document; and

d) generate files for download via the ‘certificate pickup’ page on the SMKI Portal interface, as set out in section 2.3.4.4 of this document.

An Authorised Subscriber may, at any point up to 30 days following provision by the DCC, download the XML response file containing success and error information and Device Certificates Issued in response to Device CSRs in a Batched CSR, by:

a) establishing a TLS mutual authentication session to the Batched Device CSR Web Service interface; and

b) appending the Batched CSR identifier supplied in response to the Batched CSR submission to the URL as defined in the SMKI User Guide for the purposes of retrieving response XML files for Batched CSR submissions. 

Actions following download of a Device Certificate by an Authorised Subscriber

Upon downloading or viewing the Issued Device Certificate, the Authorised Subscriber shall, in accordance with L11.6, take reasonable steps to establish that the information contained in the resulting Device Certificate is consistent with the information contained in the corresponding Device CSR.

Should there be an inconsistency, the Authorised Subscriber shall immediately reject the Device Certificate in accordance with L11.6 by notifying the DCC via the DCC’s Service Desk, and inform the DCC of the inconsistency. Should the DCC be notified by an Authorised Subscriber of an inconsistency, the DCC shall log the event and investigate as appropriate.
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The SMKI Portal interface via the Internet provides an asynchronous mechanism for SMKI Authorised Responsible Officers (AROs) not accessing the SMKI Service through a DCC Gateway Connection to submit Organisation CSRs and to retrieve resulting Certificates, on behalf of their Authorised Subscriber.

The SMKI Portal via the Internet also provides a mechanism by which Authorised Subscribers may access certain SMKI Repository content.

The DCC shall ensure that the SMKI Portal interface via the Internet: 

a) uses the HTTPS protocol, secured by mutually authenticated TLS 1.2 in line with the cryptographic standards set out in Appendix G of this document;

b) uses Javascript, Cascading Style Sheets (CSS) and images;

c) is compliant with the W3C Web Content Accessibility Guidelines (v2) at “AA” level;

d) provides a separate static URL, as set out in the SMKI User Guide, enabling SMKI Portal interface users to download a file in .zip format as defined in Appendix F to this document, updated as necessary, containing the base set of Organisation Certificates and OCA Certificates required to populate Device anchor slots prior to installation for the North Region; 

e) provides a separate static URL, as set out in the SMKI User Guide, enabling SMKI Portal interface users to download a file in .zip format as defined in Appendix F to this document, updated as necessary, containing the base set of Organisation Certificates and OCA Certificates required to populate Device anchor slots prior to installation for the Central Region and South Region; 

f) provides a static URL, as set out in the SMKI User Guide, enabling SMKI Portal interface users to download the latest IKI CRL;

g) provides a static URL, as set out in the SMKI User Guide, enabling SMKI Portal interface users to download the latest Organisation CRL;

h) provides a static URL, as set out in the SMKI User Guide, enabling SMKI Portal interface users to download the latest IKI ARL;

i) provides a static URL, as set out in the SMKI User Guide, enabling SMKI Portal interface users to download the latest Organisation ARL;

j) provides a web form, as set out in the SMKI User Guide, where persons with access to the SMKI Portal via the Internet can request information held within the SMKI Repository. The DCC shall process such requests and provide information via electronic means; and

k) is only accessible via the Internet.

Provision of a connection to the Internet is the responsibility of the Authorised Subscriber.

The DCC shall ensure that the Organisation Certificates and OCA Certificates contained within the two Device anchor slot Certificate files shall be the same, other than the Organisation Certificates required to populate the WAN provider Device anchor slot.

The DCC shall lodge a document in the SMKI Repository, which sets out details of which of the base set of Organisation Certificates and OCA Certificates may be placed in specific Device anchor slots.
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In order to establish a connection to the SMKI Portal interface via the Internet, an Authorised Subscriber shall:

a) access a SMKI Portal landing page via defined URL (as defined in the SMKI User Guide) which shall be secured using HTTPS;

b) then select the relevant link to access the SMKI Portal page supplied to enable submission and retrieval of Organisation CSRs/Certificates; and

c) having selected the relevant link in b), ensure the web browser connection is secured by establishing a mutually authenticated TLS 1.2 session by entering the PIN code used to enable use of the relevant Cryptographic Credential Token, and presenting an IKI Certificate (which has been Issued in accordance with the SMKI RAPP for the purposes of accessing the SMKI Portal via the Internet) to the DCC for either:

i. Authorised Subscribers for Organisation Certificates, for the purposes of submitting Organisation CSRs and retrieval of resulting Organisation Certificates.

In order for a secured web browser connection to the SMKI Portal interface via the Internet to be established, the DCC shall ensure that the SMKI Portal via the Internet presents to the user a x.509 v3 certificate that is recognised by the CA/Browser Forum for the purposes of allowing the Authorised Subscriber’s systems to authenticate the server as part of establishing the mutually authenticated TLS 1.2 session.

The DCC shall ensure that the SMKI Portal via the Internet denies access where the user does not present a valid IKI Certificate for authentication.
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Submission of Organisation CSRs by Authorised Subscriber

Authorised Subscribers wishing to be issued with an Organisation Certificate shall ensure that they:

a) generate a relevant CSR in line with Appendix F of this document, and Appendix B of the Code; and

b) paste the CSR (formatted in line with Appendix F of this document) into the Certificate Signing Request form and then submit the CSR, via the SMKI Portal interface.
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Following receipt of an Organisation CSR, the DCC shall:

a) validate the format, and verify the signature of the CSR in line with Appendix F of this document and PKCS#10;

b) either accept, or reject the CSR:

i. where the CSR is accepted, return a notification via the SMKI Portal interface of acceptance to the Authorised Subscriber; or

ii. where the CSR is rejected, log an error that is in accordance with “Response Status” table in Appendix A of this document, and return an error message via the SMKI Portal interface to the Authorised Subscriber.
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Where an Organisation CSR is accepted, the DCC shall:

a) verify the content of the CSR, which shall include checking that the EUI-64 Compliant identifier contained in the CSR relates to an Authorised Subscriber on whose behalf the Authorised Responsible Officer submitting the CSR is authorised to submit CSRs; and

b) either approve the CSR for further processing or reject the CSR;

i. where the CSR is approved, return a notification via the SMKI Portal interface of acceptance to the Authorised Subscriber; or

ii. where the CSR is rejected, notify the Authorised Subscriber via the SMKI Portal interface of the errors, which shall be in accordance with “Response Status” table in Appendix A of this document, and reasons for the rejection of that CSR.

If an Organisation CSR is rejected by the DCC, the Authorised Subscriber must, if they still wish to be issued with a relevant Organisation Certificate, correct the errors and re-submit the CSR. The Authorised Subscriber does not need to generate a new Key Pair in respect of the Organisation CSR.

Actions following approval of Organisation CSRs by the DCC

Where an Organisation CSR is approved by the DCC, the DCC shall:

a) process the CSR;

b) Issue a corresponding Organisation Certificate;

c) lodge the resulting Organisation Certificate in the SMKI Repository; and

d) make the Organisation Certificate available for download via the SMKI Portal interface via the Internet and the SMKI Repository.

Actions following download of an Organisation Certificate by an Authorised Subscriber

Upon downloading the Issued Organisation Certificate, the Authorised Subscriber shall in accordance with L11.4 of the Code, establish that the information contained in the resulting Organisation Certificate is consistent with the information contained in the corresponding Organisation CSR.

Should there be an inconsistency, the Authorised Subscriber shall immediately reject the Organisation Certificate in accordance with L11.4 by notifying the DCC via the DCC’s Service Desk, and inform the DCC of the inconsistency. Should the DCC be notified by an Authorised Subscriber of an inconsistency, the DCC shall log the event and investigate as appropriate.

Upon rejection of the Organisation Certificate by an Authorised Subscriber and subsequent notification to the DCC of such rejection, the DCC shall revoke the Organisation Certificate, place the Organisation Certificate on the Organisation CRL, and lodge the updated CRL in the SMKI Repository in accordance with Appendix B of the Code.
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[bookmark: _Toc456618981][bookmark: _Toc425859116]Example: Device Certificate Signing Request Message

The following message format is used to request a Device Certificate from SMKI via the Ad Hoc Device CSR Web Service interface.

Host: localhost:443

Content-Length: 439

User-Agent: Jakarta Commons-HttpClient/3.0.1

Content-Type: application/xml;charset=UTF-8



<?xml version="1.0” encoding=”utf-8”?>

 <DeviceCertificateSigningRequest ID="clientId1">

 <Version>1.0</Version>        <CertificateSigningRequest>MIIBDTC………HULdtQN</CertificateSigningRequest>

</DeviceCertificateSigningRequest>
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		Element Name

		Description



		DeviceCertificateSigningRequest

		The root element



		Version

		This element contains the version of the Ad Hoc Device CSR Web Service interface. In the schema specified in Appendix B of this document, this value is set to “1.0”



		CertificateSigningRequest

		This element contains the Base64 encoded PKCS#10 Certificate Signing Request (CSR) without whitespace. Base64 is defined by “Standard ‘base64’ in RFC4648 section 4”. The CSR shall NOT use Privacy Enhanced Mail (PEM) headers. E.g. -----BEGIN CERTIFICATE REQUEST---- and  -----END CERTIFICATE REQUEST----- or -----BEGIN NEW CERTIFICATE REQUEST----- and -----END NEW CERTIFICATE REQUEST-----





[bookmark: _Toc390874362][bookmark: _Toc456618983][bookmark: _Toc425859118]Device Certificate Signing Request: Attribute Table

		Attribute Name

		Description



		ID

		The client reference to the request. This value will be returned in the response unless the original request is incorrectly formed.







[bookmark: _Toc456618984][bookmark: _Toc425859119]Example: Response to Ad Hoc Device Certificate Signing Request – Success

The following message is returned in response to Device Certificate Signing Request when the DCC has successfully Issued a Device Certificate. The message includes the Device Certificate that was Issued.

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 362

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0” encoding=”utf-8”?>

<DeviceCertificateSigningResponse ID="clientid1">

         <Version>1.0</Version>

         <Build>1.1.4</Build>

         <TransactionId>12345</TransactionId>

         <Status>SUCCESS</Status>     <Certificate>MIAGCSqGSIb3DQEHA………AAAAAA</Certificate>

</DeviceCertificateSigningResponse>




[bookmark: _Toc456618985][bookmark: _Toc425859120]Example: Response to Ad Hoc Device Certificate Signing Request – Incorrect XML

The following message is returned in response to invalidly formed Device CSR. Where there is an invalidly formed Device CSR, the DCC may be unable to return the client supplied ID value. 

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 362

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0” encoding=”utf-8”?>

 <DeviceCertificateSigningResponse>

         <Version>1.0</Version>

         <Build>1.1.4</Build>

         <TransactionId>12344</TransactionId>

         <Status>FORMAT_ERROR</Status>

         <Error>

           <ErrorCode>FM:123</ErrorCode>

          <ErrorText>An XML format error</ErrorText>

        </Error>

</DeviceCertificateSigningResponse>




[bookmark: _Toc456618986][bookmark: _Toc425859121]Example: Response to Ad Hoc Device Certificate Signing Request – other error

The following message is returned in response to Device CSR when the DCC failed to issue a Device Certificate. 

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 362

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0” encoding=”utf-8”?>

<DeviceCertificateSigningResponse ID="clientid1">

         <Version>1.0</Version>

         <Build>1.1.4</Build>

         <TransactionId>12345</TransactionId>

         <Status>CSR_ERROR</Status>

         <Error>

           <ErrorCode>CR:9999</ErrorCode>

           <ErrorText>Request for duplicate certificate not permitted</ErrorText>

        </Error>

</DeviceCertificateSigningResponse>






[bookmark: _Toc390874366][bookmark: _Toc456618987][bookmark: _Toc425859122]Response to Ad Hoc Device Certificate Signing Request: Element Table

		Element Name

		Description



		DeviceCertificateSigningResponse

		The root element



		Version

		This element contains the version of the web service interface. In the schema specified in Appendix B of this document, this value is set to “1.0”



		Build

		This element specifies the software build of the web service.



		TransactionId

		This is the SMKI internal reference to the request.



		Status

		This element reports on the condition of the response. See the section “Response Status”



		Certificate

		This element contains a Base64 encoded DER X509v3 certificate without whitespace and shall not include PEM headers. Base64 is defined by “Standard ‘base64’ in RFC4648 section 4”.



		Error

		Container for ErrorCode and ErrorText



		ErrorCode

		This element holds an internal reference code to a specific error occurrence. See the section “Response Status”



		ErrorText

		This element holds a human readable error string corresponding to the ErrorCode. See the section “Response Status”





[bookmark: _Toc390874367][bookmark: _Toc456618988][bookmark: _Toc425859123]Response to Ad Hoc Device Certificate Signing Request: Attribute Table

		Attribute Name

		Description



		ID

		This holds the client reference to the original request.







[bookmark: _Ref388278339][bookmark: _Toc390874368][bookmark: _Toc456618989][bookmark: _Toc425859124]Response Status

		Value

		Error Code

		Description



		SUCCESS

		n/a

		This value indicates a certificate has been generated and is returned in the response.



		UNKNOWN_DEVICE

		UD:<Value>

		The request has been rejected. The device has not had a device certificate previously and hence the request to replace an existing certificate is not valid.



		ISSUANCE_ANOMALY

		CA:<Value>

		The request has been rejected. A certificate issued from the submitted CSR would result in unexpected issuance behaviour. Manual action by the DCC RA team would need to be taken to allow a future submission of this CSR to result in a certificate.



		CSR_ERROR

		CR:<Value>

		The request has failed. This is due to a corrupt CSR or incorrect CSR format. The client should correct the mistake and re-submit the error.



		CA_ERROR

		CA:<Value>

		The request has failed. An internal error has prevented the CA from issuing the certificate. Re-submission may fix this issue. 



		FORMAT_ERROR

		FM:<Value>

		The request has failed. This is due to the request XML format error. The client should correct the mistake and re-submit the error.



		WORKFLOW_ERROR

		WF:<Value>

		The request has failed. A workflow error has prevented to issuance of the certificate. Re-submission is unlikely to remedy this issue and should report the error code to the DCC helpdesk.





[bookmark: _Toc456618990][bookmark: _Toc425859125]Schema for Ad Hoc Device CSR Web Service interface

This section specifies the XML schema that will be used to verify the contents for the web service request and response messages relevant to the Ad Hoc Device CSR Web Service interface, as per the figure below. 

The Ad Hoc Device CSR Web Service Interface version will be specified in the URL, the schema filename and data contained in the XML requests and responses. The web service interface version allowed value will be hardcoded in the schema.

There will be different URL used when the XML Schema for the Ad Hoc Device CSR Web Service interface changes.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified">

    <xsd:element name="DeviceCertificateSigningResponse">

        <xsd:complexType>

            <xsd:sequence>

                <xsd:element name="Version">

	       <xsd:simpleType>

                        <xsd:restriction base="xsd:string">

                            <xsd:enumeration value="1.0"/>

                        </xsd:restriction>

                    </xsd:simpleType>

                </xsd:element>

                <xsd:element name="Build" type="xsd:string" nillable="false" />

                <xsd:element name="TransactionId" type="xsd:positiveInteger" nillable="false"/>

                <xsd:element name="Status" nillable="false">

                    <xsd:simpleType>

                        <xsd:restriction base="xsd:string">

                            <xsd:enumeration value="SUCCESS"/>

                            <xsd:enumeration value="ISSUANCE_ANOMALY"/>

                            <xsd:enumeration value="UNKNOWN_DEVICE"/>

                            <xsd:enumeration value="CA_ERROR"/>

                            <xsd:enumeration value="CSR_ERROR"/>

                            <xsd:enumeration value="FORMAT_ERROR"/>

                            <xsd:enumeration value="WORKFLOW_ERROR"/>

                        </xsd:restriction>

                    </xsd:simpleType>

                </xsd:element>

                <xsd:choice>

                    <xsd:element name="Certificate" type="xsd:base64Binary" nillable="true"/>

                    <xsd:element name="Error">

                        <xsd:complexType>

                            <xsd:sequence>

                                <xsd:element name="ErrorCode" nillable="false">

                                    <xsd:simpleType>

                                        <xsd:restriction base="xsd:string">

                                            <xsd:minLength value="1"/>

                                            <xsd:maxLength value="10"/>

                                            <xsd:pattern value="[A-Z]{2}:[A-Za-z0-9]+"/>

                                        </xsd:restriction>

                                    </xsd:simpleType>

                                </xsd:element>

                                <xsd:element name="ErrorText" type="xsd:string" nillable="false"/>

                            </xsd:sequence>

                        </xsd:complexType>

                    </xsd:element>

                </xsd:choice>

            </xsd:sequence>

            <xsd:attribute name="ID" use="optional">

                <xsd:simpleType>

                    <xsd:restriction base="xsd:string">

                        <xsd:minLength value="1"/>

                        <xsd:maxLength value="32"/>

                    </xsd:restriction>

                </xsd:simpleType>

            </xsd:attribute>

        </xsd:complexType>

    </xsd:element>

    <xsd:element name="DeviceCertificateSigningRequest">

        <xsd:complexType>

            <xsd:sequence>

                <xsd:element name="Version">

                    <xsd:simpleType>

                        <xsd:restriction base="xsd:string">

                            <xsd:enumeration value="1.0"/>

                        </xsd:restriction>

                    </xsd:simpleType>

                </xsd:element>

                <xsd:element name="CertificateSigningRequest" nillable="false">

	       <xsd:simpleType>

                        <xsd:restriction base="xsd:base64Binary"/>

                    </xsd:simpleType>

                </xsd:element>

            </xsd:sequence>

            <xsd:attribute name="ID" use="required">

                <xsd:simpleType>

                    <xsd:restriction base="xsd:string">

                        <xsd:minLength value="1"/>

                        <xsd:maxLength value="32"/>

                    </xsd:restriction>

                </xsd:simpleType>

            </xsd:attribute>

        </xsd:complexType>

    </xsd:element>

</xsd:schema>

[bookmark: _Toc456618991][bookmark: _Toc425859126]Submission of Batched CSRs via the Batched Device CSR Web Service Interface

In order to submit the Device Certificates that are the subject of a Batched CSR via the Batched Device CSR Web Service interface, a request shall be sent by the requestor to SMKI using HTTP POST.

The batch submission response shall be returned by the DCC, providing the field “BatchId” upon successful submission.  The value of “BatchId” shall be used in the retrieval of Device Certificates, as specified in Appendix D of this document. 

The destination URL for the post will include the web service interface version and must match the version specified in the section of this Appendix C titled “Batched CSR Response message: Element Table” and will take the form as set out below:

a) https://example.com:443/1.0/PortalCSRBatch/SubmitCSRBatch

 where “1.0” in the above URL is the web service interface version

[bookmark: _Toc456618992][bookmark: _Toc425859127]Example: Submit Batched CSR Message

The following message is used to request Device Certificates from SMKI via the Batched Device CSR Web Service.

Host: localhost:443

Content-Length: 439

User-Agent: Jakarta Commons-HttpClient/3.0.1

Content-Type: application/xml;charset=UTF-8



<?xml version="1.0” encoding=”utf-8”?>

<SubmitCSRBatch ID="b1999">

                <Version>1.0</Version>

                <DeviceCSR ID="ID0">UjBsR09EbGhj………1tQ1p0dU1GUXhEUzhi</DeviceCSR>

                <DeviceCSR ID="ID1">UjBsR09EbGh……..U1GUXhEUzhi</DeviceCSR>

                <DeviceCSR ID="ID2">UjBsR09…..0dU1GUXhEUzhi</DeviceCSR>

</SubmitCSRBatch>



[bookmark: _Toc456618993][bookmark: _Toc425859128]Submit Batched CSR Message: Element Table

		Element Name

		Description



		SubmitCSRBatch

		The root element



		Version

		This element contains the version of the web service interface. In the schema specified in Appendix E of this document, this value is set to “1.0”



		DeviceCSR

		This element contains the Base64 encoded PKCS#10 certificate signing request (CSR) without whitespace. Base64 is defined by “Standard ‘base64’ in RFC4648 section 4”. The CSR shall NOT use PEM headers. e.g. -----BEGIN CERTIFICATE REQUEST---- and  -----END CERTIFICATE REQUEST----- or -----BEGIN NEW CERTIFICATE REQUEST----- and -----END NEW CERTIFICATE REQUEST-----





[bookmark: _Toc456618994][bookmark: _Toc425859129]Submit Batched CSR Message: Attribute Table

		Attribute Name

		Parent Element

		Description



		ID

		SubmitCSRBatch

		The client reference to the batch request. This value will be returned in the completed batch result.



		ID

		DeviceCSR

		The client reference to an individual CSR request within the batch request. This value will be returned in the completed batch result to help correlate the resulting certificate with the CSR request. This value MUST be unique within the batch. The format of the ID will be enforced by the associated field type defined in the schema.





[bookmark: _Toc456618995][bookmark: _Toc425859130]Example: Response to Batched CSR – success

The following message is returned in response to the “SubmitCSRBatch” request when the submitted Batched CSR has been accepted. 

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 362

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0” encoding=”utf-8”?>

<SubmitCSRBatchStatus ID=”b1999”>

	<Version>1.0</Version>

	<Build>2.0.8</Build>

	<BatchStatus>PENDING</BatchStatus>

	<BatchId>1234</BatchId>

</SubmitCSRBatchStatus>







[bookmark: _Toc456618996][bookmark: _Toc425859131]Example: Response to Batched CSR – Incorrect XML

The following message is returned in response to an invalidly formed “SubmitCSRBatch” request. In this scenario, DCC is unable to return the client supplied ID field. 

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 362

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0” encoding=”utf-8”?>

 <SubmitCSRBatchStatus>

	<Version>1.0</Version>

	<Build>2.0.8</Build>

	<BatchStatus>FORMAT_ERROR</BatchStatus>

	<Error>

		<ErrorCode>FM:AA1</ErrorCode>

		<ErrorText>Invalid XML in request</ErrorText>

	</Error>

</SubmitCSRBatchStatus>





[bookmark: _Toc456618997][bookmark: _Toc425859132]Example: Response to Batched CSR– maximum batch size exceeded

The following message is returned in response to the “SubmitCSRBatch” request when the maximum number of certificate signing requests in the request is exceeded. The maximum batch size is 50,000 CSRs, this figure is detailed in the SMKI Code of Connection. The maximum batch size stated in the SMKI Code of Connection would take precedence should the size differ from that stated in this document.

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 362

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0" encoding="UTF-8"?>

<SubmitCSRBatchStatus ID=”b1999”>

	<Version>1.0</Version>

	<Build>2.0.8</Build>

	<BatchStatus>FORMAT_ERROR</BatchStatus>

	<Error>

		<ErrorCode>FM:AA2</ErrorCode>

		<ErrorText>Number of submitted CSRs exceeds maximum volume</ErrorText>

	</Error>

</SubmitCSRBatchStatus>



[bookmark: _Toc456618998][bookmark: _Toc425859133]Example: Response to Batched CSR response– other error

The following message is returned in response to the “SubmitCSRBatch” request when SMKI failed to accept the Batched CSR.

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 362

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0” encoding=”utf-8”?>

<SubmitCSRBatchStatus ID=”b1999”>

	<Version>1.0</Version>

	<Build>2.0.8</Build>

	<BatchStatus>WORKFLOW_ERROR</BatchStatus>

	<Error>

		<ErrorCode>WF:BB2</ErrorCode>

		<ErrorText>An internal error.</ErrorText>

	</Error>

</SubmitCSRBatchStatus>





[bookmark: _Toc456618999][bookmark: _Toc425859134]Batched CSR response message: element table

		Element Name

		Description



		SubmitCSRBatchStatus

		The root element



		Version

		This element contains the version of the web service interface. In the schema specified in Appendix E, this value is set to “1.0”



		Build

		This element specifies the software build of the web service.



		BatchId

		This is the SMKI internal reference to the batch request. This value should be used to query the CSRBatchResult.



		BatchStatus

		This element reports on the condition of the response, as set out below.



		Error

		Container for ErrorCode and ErrorText



		ErrorCode

		This element holds an internal reference code to a specific error occurrence, as set out below.



		ErrorText

		This element holds a human readable error string corresponding to the ErrorCode, as set out below





[bookmark: _Toc456619000][bookmark: _Toc425859135]Batched CSR response message: attribute table

		Attribute Name

		Parent Element

		Description



		ID

		SubmitCSRBatchStatus

		The client reference to the batch. This value corresponds to the SubmitCSRBatch ID attribute in the SubmitCSRBatch message.





[bookmark: _Toc456619001][bookmark: _Toc425859136]Batched CSR response message: response status values

		Value

		Error Code

		Description



		PENDING

		n/a

		The Batched CSR has been uploaded, accepted and is awaiting approval.



		FORMAT_ERROR

		FM:<Value>

		The request has failed. This is due to the request XML format error. The client should correct the mistake and re-submit the request.



		WORKFLOW_ERROR

		WF:<Value>

		The request has failed. A workflow error has prevented acceptance of the batch request. Re-submission is unlikely to remedy this issue and should report the error code to the DCC Service Desk.





[bookmark: _Toc390865256][bookmark: _Toc390872972][bookmark: _Toc456619002][bookmark: _Toc425859137]Retrieval of Device Certificates as a result of Batched CSR submission

In order to retrieve the Device Certificates that are the subject of a Batched CSR submitted via the Batched Device CSR Web Service interface, a batch result poll request shall be sent by the requestor to SMKI using HTTP GET.

The batch result shall be returned by the DCC using the form field “BatchId”, which will be encoded within the GET URL. The value of the “BatchId” field is returned to the requesting system in response to the initial successful “SubmitCSRBatch” web service message. Parties may query for batches they have submitted, however any other values of the “BatchId” field will be rejected.

The destination URL for the get will include the web service interface version and must match the version specified in the section of this Appendix D titled “Batched CSR Result: Element Table” and will take the form as set out below:

b) https://example.com:443/1.0/PortalCSRBatch/CSRBatchResult?BatchId=99, where “1.0” in the above URL is the web service interface version

[bookmark: _Toc456619003][bookmark: _Toc425859138]Example: Batched CSR Result Message – Incomplete batch processing

The following message is returned in response to “CSRBatchResult” query and the corresponding batch processing has not been completed. The following batch status values may be returned in this message and where such values are defined in the section titled “Batched CSR Result: BatchStatus values” within this Appendix:

PENDING, REJECTED, PARSING, QUEUED, PROCESSING, PAUSED, TAMPERED

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 362

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0" encoding="UTF-8"?>

<CSRBatchResult ID="b1999">

	<Version>1.0</Version>

	<Build>2.0.8</Build>

	<BatchStatus>PENDING</BatchStatus>

	<BatchId>1234</BatchId>

</CSRBatchResult>



[bookmark: _Toc456619004][bookmark: _Toc425859139]Example: Batched CSR Result Message – Batch Completed

The following message is returned in response to a “CSRBatchResult” query when each Device CSR has been processed. This file shall contain, for all Device CSRs that were included in the corresponding Batched CSR, either a successfully generated Device Certificate or details of rejected Device CSR.

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 662

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0" encoding="UTF-8"?>

<CSRBatchResult ID="b1999">

	<Version>1.0</Version>

	<Build>2.0.8</Build>

	<BatchStatus>COMPLETED</BatchStatus>

	<BatchId>1234</BatchId>

	<DeviceCertificate ID="ID000000">

		<Status>SUCCESS</Status>

		<Certificate>UjBsR09EbGhjZ0dTQUxNQUF………..Q1p0dU1GUXhEUzhi</Certificate>

	</DeviceCertificate>

	<DeviceCertificate ID="ID000001">

		<Status>CSR_ERROR</Status>

	                <Error>

			<ErrorCode>CR:CC1</ErrorCode>

			<ErrorText>Wrong CSR OID</ErrorText>

		</Error>

	</DeviceCertificate>

	<DeviceCertificate ID="ID000002">

		<Status>SUCCESS</Status>

		<Certificate>UjBsR09EbGhjZ0d…………Q1p0dU1GUXhEUzhi</Certificate>

	</DeviceCertificate>

</CSRBatchResult>



[bookmark: _Toc456619005][bookmark: _Toc425859140]Example: Batched CSR Result Message – Unknown BatchId

The following message is returned in response to a “CSRBatchResult” query where the supplied “BatchId” does not exist.

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 362

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0" encoding="UTF-8"?>

<CSRBatchResult>

	<Version>1.0</Version>

	<Build>2.0.8</Build>

	<BatchStatus>FORMAT_ERROR</BatchStatus>

	<Error>

		<ErrorCode>FM:AA3</ErrorCode>

		<ErrorText>Unknown BatchId</ErrorText>

	</Error>

</CSRBatchResult>






[bookmark: _Toc456619006][bookmark: _Toc425859141]Example: Batched CSR Result Message – Other Error

The following message is returned in response to a “CSRBatchResult” query when SMKI failed to interrogate the batch state.

HTTP/1.1 200 OK

Date: Tue, 13 May 2014 12:15:58 GMT

Content-Length: 362

Content-Type: application/xml;charset=UTF-8

Server: Apache-Coyote/1.1



<?xml version="1.0" encoding="UTF-8"?>

<CSRBatchResult>

	<Version>1.0</Version>

	<Build>2.0.8</Build>

	<BatchStatus>WORKFLOW_ERROR</BatchStatus>

	<Error>

		<ErrorCode>WF:BB1</ErrorCode>

		<ErrorText>An Internal Error</ErrorText>

	</Error>

</CSRBatchResult>



[bookmark: _Toc412733636][bookmark: _Toc456619007][bookmark: _Toc425859142]Batched CSR Result: Element Table

		Element Name

		Description



		CSRBatchResult

		The root element



		Version

		This element contains the version of the web service interface. In the schema specified in Appendix E, this value is set to “1.0”



		Build

		This element specifies the software build of the web service.



		BatchId

		This is the SMKI internal reference to the batch request. 



		BatchStatus

		This element reports on the condition of the response. See the section “Batched CSR Result: BatchStatus values” 



		Error

		Container for ErrorCode and ErrorText



		ErrorCode

		This element holds an internal reference code to a specific error occurrence. See the section “Response Status” and “Batched CSR Result: Status values”.



		ErrorText

		This element holds a human readable error string corresponding to the ErrorCode. 



		DeviceCertificate

		This element holds a response to a certificate signing request.



		Certificate

		This element contains a Base64 encoded DER X509v3 certificate without whitespace and shall not include PEM headers. Base64 is defined by “Standard ‘base64’ in RFC4648 section 4”.



		Status

		This element holds the outcome of processing the certificate signing request. See the section “Batched CSR Result: Status values”





[bookmark: _Toc412733637]




[bookmark: _Toc456619008][bookmark: _Toc425859143]Batched CSR Result: Attribute Table

		Attribute Name

		Parent Element

		Description



		ID

		CSRBatchResult

		The client reference to the batch. This value corresponds to the SubmitCSRBatch ID attribute in the SubmitCSRBatch message.



		ID

		DeviceCertificate

		The client reference to an individual certificate within the batch response. This value corresponds to the DeviceCSR ID attribute in the SubmitCSRBatch message





[bookmark: _Ref411341110][bookmark: _Toc412733638][bookmark: _Toc456619009][bookmark: _Toc425859144]Batched CSR Result: BatchStatus values

		Value

		Error Code

		Description



		PENDING

		n/a

		The batch has been uploaded, accepted and is awaiting approval.



		REJECTED

		n/a

		The batch has been rejected by a DCC RA agent. The batch will not be processed further.



		PARSING

		n/a

		The batch has been approved by DCC RA Agent and the batch request and associated certificate signing requests are being parsed



		QUEUED

		n/a

		The batch request and associated certificate signing requests have been parsed and are queued ready for processing.



		PROCESSING

		n/a

		The batch certificate signing requests are being processed.



		PAUSED

		n/a

		The daily time window for processing batches is closed. The processing of the batch is suspended until the next processing time window. 



		COMPLETED

		n/a

		The processing of the batch is completed. The results of the batch processing are contained with the returned XML.



		TAMPERED

		n/a

		The submitted batch contents has changed between upload and parsing. The batch will not be processed further.



		FORMAT_ERROR

		FM:<Value>

		The query for the batch result has failed. This is due to the request format error. The client should correct the mistake and re-submit the request.



		WORKFLOW_ERROR

		WF:<Value>

		The query for the batch result has failed. A workflow error has prevented construction of the batch result message. Re-submission is unlikely to remedy this issue. This issue should be reported, stating the error code, to the DCC helpdesk.





[bookmark: _Ref411341192][bookmark: _Toc412733639]




[bookmark: _Toc456619010][bookmark: _Toc425859145]Batched CSR Result: Status values

		Value

		Error Code

		Description



		SUCCESS

		n/a

		This value indicates a certificate has been generated and is returned in the response.



		ISSUANCE_ANOMALY

		CA:<Value>

		The request has been rejected. A certificate issued from the submitted CSR would result in unexpected issuance behaviour. Manual action by the DCC RA team would need to be taken to allow a future submission of this CSR to result in a certificate.



		INELIGIBLE

		IN:<Value>

		This value indicates that the CSR has failed the eligibility check as set out in Section L3.16 of the Code. The Remote Party Role of the Requester is limited to requesting certificates for meters in certain provisioning states. The Error Code will detail the reason that the eligibility check failed.



		CSR_ERROR

		CR:<Value>

		The request has failed. This is due to a corrupt CSR or incorrect CSR format. The client should correct the mistake and re-submit the CSR.



		CA_ERROR

		CA:<Value>

		The request has failed. An internal error has prevented the CA from issuing the certificate. Re-submission of the CSR may fix this issue. 



		WORKFLOW_ERROR

		WF:<Value>

		The request has failed. A workflow error has prevented issuance of the certificate. Re-submission is unlikely to remedy this issue. This issue should be reported, stating the error code, to the DCC helpdesk.





[bookmark: _Toc456619011][bookmark: _Toc425859146]Schema for Batched Device CSR Web Service interface



<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified">

    <xs:element name="SubmitCSRBatch" nillable="false">

        <xs:complexType>

            <xs:sequence>

                <xs:element ref="Version"/>

                <xs:sequence maxOccurs="unbounded">

                    <xs:element name="DeviceCSR" nillable="false">

                        <xs:complexType>

                            <xs:simpleContent>

                                <xs:extension base="xs:base64Binary">

                                    <xs:attribute name="ID" use="required">

                                        <xs:simpleType>

                                            <xs:restriction base="xs:ID">

                                                <xs:minLength value="1"/>

                                                <xs:maxLength value="100"/>

                                            </xs:restriction>

                                        </xs:simpleType>

                                    </xs:attribute>

                                </xs:extension>

                            </xs:simpleContent>

                        </xs:complexType>

                    </xs:element>

                </xs:sequence>

            </xs:sequence>

            <xs:attribute name="ID" use="required">

                <xs:simpleType>

                    <xs:restriction base="xs:string">

                        <xs:minLength value="1"/>

                        <xs:maxLength value="256"/>

                    </xs:restriction>

                </xs:simpleType>

            </xs:attribute>

        </xs:complexType>

    </xs:element>

    <xs:element name="SubmitCSRBatchStatus" nillable="false">

        <xs:complexType>

            <xs:sequence>

                <xs:element ref="Version"/>

                <xs:element ref="Build"/>

                <xs:element name="BatchStatus" nillable="false">

                    <xs:simpleType>

                        <xs:restriction base="xs:string">

                            <xs:enumeration value="PENDING"/>

                            <xs:enumeration value="FORMAT_ERROR"/>

                            <xs:enumeration value="WORKFLOW_ERROR"/>

                        </xs:restriction>

                    </xs:simpleType>

                </xs:element>

                <xs:choice>

                    <xs:element ref="BatchId"/>

                    <xs:element ref="Error"/>

                </xs:choice>

            </xs:sequence>

            <xs:attribute name="ID" use="optional">

                <xs:simpleType>

                    <xs:restriction base="xs:string">

                        <xs:minLength value="1"/>

                        <xs:maxLength value="256"/>

                    </xs:restriction>

                </xs:simpleType>

            </xs:attribute>

        </xs:complexType>

    </xs:element>

    <xs:element name="CSRBatchResult">

        <xs:complexType>	

            <xs:sequence>

                <xs:element ref="Version"/>

                <xs:element ref="Build"/>

                <xs:element name="BatchStatus" nillable="false">

                    <xs:simpleType>

                        <xs:restriction base="xs:string">

                            <xs:enumeration value="PENDING"/>

                            <xs:enumeration value="REJECTED"/>

                            <xs:enumeration value="PARSING"/>

                            <xs:enumeration value="QUEUED"/>

                            <xs:enumeration value="PROCESSING"/>

                            <xs:enumeration value="PAUSED"/>

                            <xs:enumeration value="COMPLETED"/>

                            <xs:enumeration value="TAMPERED"/>

                            <xs:enumeration value="FORMAT_ERROR"/>

                            <xs:enumeration value="WORKFLOW_ERROR"/>

                        </xs:restriction>

                    </xs:simpleType>

                </xs:element>

                <xs:choice minOccurs="0">

                    <xs:element ref="Error"/>

                    <xs:sequence>

                        <xs:element ref="BatchId"/>

                        <xs:sequence minOccurs="0" maxOccurs="unbounded">

                            <xs:element name="DeviceCertificate">

                                <xs:complexType>

                                    <xs:sequence>

                                        <xs:element name="Status" nillable="false">

                                            <xs:simpleType>

                                                <xs:restriction base="xs:string">

                                                    <xs:enumeration value="SUCCESS"/>

                                                    <xs:enumeration value="ISSUANCE_ANOMALY"/>

                                                    <xs:enumeration value="INELIGIBLE"/>

                                                    <xs:enumeration value="CSR_ERROR"/>

                                                    <xs:enumeration value="CA_ERROR"/>

                                                    <xs:enumeration value="WORKFLOW_ERROR"/>

                                                </xs:restriction>

                                            </xs:simpleType>

                                        </xs:element>

                                        <xs:choice>

                                            <xs:element name="Certificate" type="xs:base64Binary" nillable="false"/>

                                            <xs:element ref="Error"/>

                                        </xs:choice>

                                    </xs:sequence>

                                    <xs:attribute name="ID" use="required">

                                        <xs:simpleType>

                                            <xs:restriction base="xs:ID">

                                                <xs:minLength value="1"/>

                                                <xs:maxLength value="100"/>

                                            </xs:restriction>

                                        </xs:simpleType>

                                    </xs:attribute>

                                </xs:complexType>

                            </xs:element>

                        </xs:sequence>

                    </xs:sequence>

                </xs:choice>

            </xs:sequence>

            <xs:attribute name="ID">

                <xs:simpleType>

                    <xs:restriction base="xs:string">

                        <xs:minLength value="1"/>

                        <xs:maxLength value="256"/>

                    </xs:restriction>

                </xs:simpleType>

            </xs:attribute>

        </xs:complexType>

    </xs:element>

    <xs:element name="Version" nillable="false">

        <xs:simpleType>

            <xs:restriction base="xs:string">

                <xs:enumeration value="1.0"/>

            </xs:restriction>

        </xs:simpleType>

    </xs:element>

    <xs:element name="Build" type="xs:string" nillable="false"/>

    <xs:element name="BatchId" type="xs:positiveInteger" nillable="false"/>

    <xs:element name="Error" nillable="false">

        <xs:complexType>

            <xs:sequence>

                <xs:element name="ErrorCode" nillable="false">

                    <xs:simpleType>

                        <xs:restriction base="xs:string">

                            <xs:minLength value="1"/>

                            <xs:maxLength value="10"/>

                            <xs:pattern value="[A-Z]{2}:[A-Za-z0-9]+"/>

                        </xs:restriction>

                    </xs:simpleType>

                </xs:element>

                <xs:element name="ErrorText" type="xs:string" nillable="false"/>

            </xs:sequence>

        </xs:complexType>

    </xs:element>

</xs:schema>
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[bookmark: _Toc456619012][bookmark: _Toc425859147]Certificate Signing Request Structure

[bookmark: _Toc456619013][bookmark: _Toc425859148] Information to be contained within an Organisation CSR

		Section

		Attributes

		Value



		Version 

		

		Version 0



		Subject

		Common Name

(id-at-commonName)

		Organisation Trading Name (Optional field, only present for Supplier Digital Signing Certificate CSR – maximum of 16 characters)

[bookmark: _Hlk34125509][bookmark: _GoBack]This field shall only be populated where, should it be placed in an Organisation Certificate produced using this CSR’s details, it would comply with the requirements for the Subject X520 Common Name field in such Organisation Certificates, where those terms have their Appendix B Organisation Certificate Policy meaning.



		

		Organisational Unit

(id-at-organizationalUnitName)

		Remote Party Role Code of the Subject of the Certificate (2 character hexadecimal representation of the Remote Party Role Code). E.g. for supplier, value = ‘02’)



		

		Subject Unique Identifier

(id-at-uniqueIdentifier)

		The 64 bit EUI-64 Compliant identifier of the subject of the Certificate



		Subject Public Key Information

		Public Key Algorithm

		id-ecPublicvKey 



		

		Prime256r1 (256 bit)

		Public Key Value



		Key Usage

		Criticality

		True



		

		Key Usage

		digitalSignature

or

keyAgreement



		Signature Algorithm

		

		ecdsa-with-SHA256





CSR forms submitted to the SMKI Portal via DCC Gateway Connection and the SMKI Portal via the Internet will be accepted in PKCS#10 format Base64 encoded. The standard format for CSR forms submitted to the SMKI Portal via DCC Gateway Connection and the SMKI Portal via the Internet will be ASN.1 DER, including either styles of PEM header (i.e. -----BEGIN CERTIFICATE REQUEST-----  and -----END CERTIFICATE REQUEST-----  or  -----BEGIN NEW CERTIFICATE REQUEST-----  and -----END NEW CERTIFICATE REQUEST-----  ). The following variants for CSR forms submitted to the SMKI Portal via DCC Gateway Connection or SMKI Portal via the Internet will also be accepted:

a) No PEM headers

b) Base64 all in one line

c) Base64 with line breaks at 64 or 76 characters

d) If line breaks are used the \n and \r\n are both acceptable

[bookmark: _Toc456619014][bookmark: _Toc425859149]Information to be contained within a Device CSR

		Section

		Attributes

		Value



		Version 

		

		Version 0



		Subject

		

		Empty 



		Subject Public Key Information

		Public Key Algorithm

		id-ecPublicvKey 



		

		Prime256r1 (256 bit)

		Public Key Data



		Key Usage

		Criticality

		True



		

		Key Usage

		digitalSignature

or

keyAgreement



		Subject Alternative Name

		General Name



		Other Name

		id-on-hardwareModuleName



		hwType

		Object Identifier, OID 



		

		

		

		

		hwSerialNum

		Device ID (EUI-64)



		Signature Algorithm

		

		ecdsa-with-SHA256







CSR forms submitted to the SMKI Portal via DCC Gateway Connection will be accepted in PKCS#10 format Base64 encoded. The standard format for CSR forms submitted to the SMKI Portal via DCC Gateway Connection will be ASN.1 DER, including either styles of PEM header (i.e. -----BEGIN CERTIFICATE REQUEST-----  and -----END CERTIFICATE REQUEST-----  or  -----BEGIN NEW CERTIFICATE REQUEST-----  and -----END NEW CERTIFICATE REQUEST-----  ). The following variants for Device CSRs submitted to the SMKI Portal via DCC Gateway Connection will also be accepted:

a) No PEM headers

b) Base64 all in one line

c) Base64 with line breaks at 64 or 76 characters

d) If line breaks are used the \n and \r\n are both acceptable

CSRs submitted via the Ad Hoc Device CSR Web Service interface or the Batched Device CSR Web Service interface shall not use PEM headers, as set out in Appendix A and Appendix C respectively.




[bookmark: _Toc456619015][bookmark: _Toc425859150]Format of Batched Certificate Signing Requests via SMKI Portal interface

The format that shall be used for .zip files is defined in info-zip.org/doc/appnote-19970311-iz.zip.

Request File

The format of the batch request is a ZIP archive containing up to 50,000 individual files with a “csr” extension, which must be in the following format:

a) Each of these files must be uniquely named in the root level of the archive; 

b) The individual files must contain a Base64 (as defined by RFC 4868 Section 4) encoded PKCS#10 CSR; and

c) The name of the each file with a ‘csr’ extension within the ZIP archive is preserved within the SMKI workflow, excluding the “csr” extension, so that the name of the corresponding Device Certificate file in the response ZIP archive will include the name supplied in the ‘csr’ file.

[bookmark: _Toc456619016][bookmark: _Toc425859151]Response File

The “Response File” is a ZIP archive containing:

a) a text file record for each CSR contained within the Batched CSR, which shall contain the fields as set out immediately below:

i. identifier for the CSR contained within the Batched CSR;

ii. the file name for the CSR;

iii. the status of the processing of the CSR, which shall have a value of one of ‘success’, ‘error’, ‘anomaly’ or ‘ineligible’; and

iv. where relevant, an error code associated with the processing of the CSR; and

b) a ZIP archive which contains all Certificates from the request which have been issued, in the following format:

c) Certificates will be in Base64 encoded X.509 format;

d) The filename is that of the request ZIP file with “-response” appended, and issued certificates are stored in the root level of the archive; and

e) The Certificate names are the same as their corresponding request files, but with the “crt” rather than “csr” extension.

[bookmark: _Toc393994895][bookmark: _Ref418600213][bookmark: _Toc456619017][bookmark: _Toc425859152]Authentication Credentials

The SMKI Portal for Users, Ad-Hoc Device CSR Web Service Interface and Batched Device CSR Web Service Interface shall use server and client certificates with the following cryptographic properties:

		Criteria

		Version



		Protocol

		TLS1.2*



		Protocol Cyphers

		ECDHE-RSA-AES256-GCM-SHA384



		

		ECDHE-RSA-AES256-SHA384



		

		ECDHE-RSA-AES128-GCM-SHA256



		

		ECDHE-RSA-AES128-SHA256



		Client Certificate Key

		RSA 2048 bit



		Client Certificate Hash Algorithm

		SHA256



		Server Certificate Key

		RSA 2048 bit



		Server Certificate Hash Algorithm

		SHA256







* TLS 1.2 should be implemented in accordance with Java and Apache standards. Java 7 and above supports TLS1.2. The TLS version is specified in the HTTP client protocol initialisation. To enable AES256, the Java runtime should be patched with “JCE Unlimited Strength Jurisdiction Policy Files” for the version of Java being used. This is obtained from the public Oracle Java download web pages.




Information to be contained within a CSR for IKI Certificates (client credentials) used to access the Ad Hoc Device CSR Web Service interface and/or the Batched Device CSR Web Service interface

Each CSR for an IKI Certificate used to access the Ad Hoc Device CSR Web Service interface and/or the Batched Device CSR Web Service interface shall comply with the format as set out immediately below. Each such CSR shall only apply to one of the interfaces listed immediately below:

a) Ad Hoc Web Service interface; or

b) Batched CSR Web Service interface.

		Section

		Attributes

		Value



		Version 

		

		Version 0



		Subject



		Organisation

(id-at-organizationName)       

		Organisation Trading Name



		

		Organisational Unit

(id-at-organizationalUnitName) 

		Remote Party Role Code 



		

		Common Name

(id-at-commonName)     

		Unique Name of the Authorised System, which the submitting Party must ensure is unique for:

1) multiple CSRs for the Ad Hoc Device CSR Web Service interface; or

2) multiple CSRs for the Batched Device CSR Web Service interface.



		Subject Public Key Information

		Public Key Algorithm

		RSAPublicKey



		

		Key Size       

		2048



		Key Usage

		Criticality

		True



		

		Key Usage

		digitalSignature





		Signature Algorithm

		

		SHA256withRSAEncryption





[bookmark: _Toc456619018][bookmark: _Toc425859153]Definitions



		Term

		Meaning as defined in SEC



		AES 

		Advanced Encryption Standard



		Portal

		Portal is a generic term in the SMKI SEC Documents. It refers to a web-based interface, within which there may be multiple views, depending on the permissions of the individual accessing it.



		SMKI Portal

		‘Portal’ is a generic term in the SMKI environment: the portals for the OCA and DCA exist as separate URLs within the primary SMKI Portal with security applied in line with the ARO’s role.
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Service Request Processing Document






Introduction

This Appendix supplements Section H4 (Processing Service Requests) and sets out the obligations of the DCC and of each User in respect of communications via the DCC User Interface in respect of the following Services:

Enrolment Services; 

Local Command Services;

Core Communication Services; and 

Elective Communication Services.

Obligations of Users: Suspended Devices and Firmware

A User shall take all reasonable steps to ensure that it does not send Service Requests in relation to Devices that have an SMI Status of 'suspended', other than where:

the Service Requests will (if Successfully Executed) result in the Device's Device Model becoming one that is listed on the Central Products List;

it is necessary to do so in order to update the Device Security Credentials following a change of Responsible Supplier; or

for SMETS1 Devices only, the User is requesting only the production of UTRNs for return to that User.

A User shall only send an 'Update Firmware' Service Request in respect of a Device or a SMETS1 CH if:

the User has received the following information:

the OTA Header and the associated replacement Manufacturer Image; 

a Digital Signature, created by the person who created the Manufacturer Image, across the concatenation of the OTA Header and the associated replacement Manufacturer Image; and 

the Hash of the replacement Manufacturer Image;

the User has successfully confirmed that the Digital Signature across the concatenation is that of the person who created the replacement Manufacturer Image (validated as necessary by reference to a trusted party);

the User has generated its own Hash from the replacement Manufacturer Image, and confirmed that the Hash that the User has generated is the same as the Hash provided; and

the User has confirmed that a Device Model associated with the replacement Manufacturer Image (as determined by the Hash and the information in the OTA Header) is currently on the Central Products List.

Obligations of Users: Pre-Commands and Signed Pre-Commands 

Where a User receives a Pre-Command from the DCC, the User shall:

(a) Check Cryptographic Protection for the Pre-Command;

(b) Confirm Validity of the Certificate used to Check Cryptographic Protection for the Pre-Command; and

(c) subject to the requirements of Clause 3.1(a) and (b) being satisfied, Correlate the Pre-Command.

Where Correlation of the Pre-Command demonstrates that it is substantively identical to the Service Request that led to the Pre-Command, the User may:

Digitally Sign the GBCS Payload of the Pre-Command to create the GBCS Payload of an associated Signed Pre-Command; and

send the associated Signed Pre-Command with its appropriate wrapper and Digital Signature to the DCC.

Where applicable, Users must comply with their obligations under Section G3.25 (Supply Sensitive Check).

Obligations of the User: Communications Received in Error

Where a User receives a communication via the DCC User Interface which that User was not entitled to receive in accordance with this Code, the User shall notify the DCC in accordance with the Incident Management Policy.   

Obligations of the DCC: SMETS2+ Communications Hub firmware  

The DCC shall only send a communication to distribute different firmware to a SMETS2+ Communications Hub if:

the DCC has received the replacement Manufacturer Image and a Digital Signature, created by the person who created the Manufacturer Image, across that Manufacturer Image;

the DCC has received information about the Manufacturer Image sufficient to determine whether it is on the Central Products List;

the DCC has successfully confirmed that the Digital Signature across the replacement Manufacturer Image is that of the person who created the replacement Manufacturer Image (validated as necessary by reference to a trusted party); and

a Device Model associated with the replacement Manufacturer Image is currently on the Certified Product List, as determined by:

the Hash the DCC calculates over the Manufacturer Image; and

the information about the Manufacturer Image provided pursuant to Clause 5.1(b). 

The DCC shall notify relevant Users of its intention to activate replacement Manufacturer Images in relation to Communications Hubs at least 7 days in advance of doing so; provided that DCC need not notify Users in advance if the activation of the replacement Manufacturer Images is required for urgent security related reasons (and in such circumstances the DCC shall take reasonable steps to notify Users in advance of activating replacement Manufacturer Images or, where it has not notified them in advance, shall notify them of having done so as soon as is reasonably practicable after the event).

Obligations of the DCC: Processing Service Requests 

Subject to Clause 18 (Obligations of the DCC: Non-Device Service Requests), where the DCC receives a Service Request from a User, the DCC shall send an Acknowledgement to the User, and (whether before or after such Acknowledgement is sent) apply the following checks: 

Verify the Service Request;

confirm that the Service Request has been sent by a User whose right to send that Service Request has not been suspended in accordance with Section M8.5 (Suspension of Rights), and that such User is acting in a User Role which is an Eligible User Role for that Service Request;

in the case of Non-Critical Service Requests (other than an 'Update Firmware' Service Request, a 'CoS Update Security Credentials' Service Request or a 'Top Up Device' SMETS1 Service Request with a Command Variant value of 2) and SMETS1 Critical Service Requests, confirm that the SMI Status of the Device identified in the Service Request is: (i) 'commissioned'; (ii) 'installed not commissioned'; (iii) 'whitelisted'; or (iv) 'pending';

Check Cryptographic Protection for the Service Request; 

Confirm Validity of the Certificate used to Check Cryptographic Protection for the Service Request;

subject to Clause 6.2, in the case of Non-Critical Service Requests and SMETS1 Critical Service Requests, confirm (using the Registration Data, the Device ID within the Service Request, and the relationship between the Device IDs and the MPRNs or MPANs in the Smart Metering Inventory) that the User sending the Service Request is a User that is or will be an Eligible User for that Service Request: 

0. for all times within any date range requested; 

0. where there is no such date range, at the specified time for execution; or

0. where there is no date range and no date for execution is specified, at the time at which the check is being carried out;

in the case of a 'CoS Update Security Credentials' Service Request, confirm that the User ID contained within each of the Organisation Certificates included within the Service Request is associated with the User submitting the Service Request and that the MPRN or MPAN included within the Service Request is Associated with the Device identified within the Service Request;

in the case of a 'Restore HAN Device Log' or a 'Restore Gas Proxy Function Device Log' Service Request, confirm that the Device Log Data to be restored originates from a Communications Hub Function or Gas Proxy Function that forms (or formed immediately prior to its replacement) part of a Smart Metering System for which the User making such Service Request is (or, immediately prior to its replacement, was) the Responsible Supplier;  

in the case of an 'Update Firmware' Service Request, confirm that the Hash calculated across the Manufacturer Image contained within the Service Request is the same as the entry within the Central Products List (as identified by the Device ID, information in the Smart Metering Inventory and the firmware version specified in the Service Request); 

in the case of any Service Request that contains any Certificates, Confirm Validity of those Certificates; 

in the case of an 'Update HAN Device Log' Service Request requesting the addition of a Smart Meter or a Standalone Auxiliary Proportional Controller to the Device Log of a Communications Hub Function confirm (using the Registration Data and the MPRN or MPAN in the Service Request) that the User sending the Service Request is a Responsible Supplier in respect of that MPRN or MPAN; 

in the case of a ‘Set CHF Sub GHz Configuration’ Service Request, that the settings requested would only allow a CHF to use Sub GHz Available Channels (as defined in the GBCS); and

in respect of a SMETS1 Critical Service Request, a 'Request Handover of DCC Controlled Device' SMETS1 Service Request, a 'CoS Update Security Credentials' SMETS1 Service Request or a ‘Top Up Device’ SMETS1 Service Request, confirm that the Service Request is not a Replay. 

The step set out at Clause 6.1(f) shall not apply in the following circumstances (and, where it is necessary to identify a Responsible Supplier, the DCC shall do so using the Registration Data, the Device ID within the Service Request, and the relationship between the Device IDs and the MPRNs or MPANs in the Smart Metering Inventory):

an Import Supplier that is the Responsible Supplier for a Smart Metering System that shares a Communications Hub Function with a Smart Metering System that includes a Gas Smart Meter sends a 'Join Service' Service Request to join that Gas Smart Meter to a Gas Proxy Function; 

an Import Supplier that is the Responsible Supplier for a Smart Metering System that shares a Communications Hub Function with a Smart Metering System that includes a Gas Proxy Function sends a 'Restore GPF Device Log' Service Request to restore the Device Log of that Gas Proxy Function; or

the Service Request has been sent by a User acting in the User Role of 'Other User'. 

Where any of the checks in Clause 6.1 are not satisfied in respect of a Service Request, the DCC shall not be obliged to undertake any of the other checks that remain to be undertaken, and the DCC shall reject the Service Request (and, save where Clause 6.1(d) is not satisfied, notify the User of such rejection and of the reasons for such rejection via the DCC User Interface). 

Clause 6.5 shall apply subject to:

(in relation to SMETS2+ Service Requests only) Clauses 8 (Obligations of the DCC: 'CoS Update Security Credentials' Service Requests and Corresponding Pre-Commands), 9 (Obligations of the DCC: 'Request Handover of DCC Controlled Device' Service Requests), and 11 (User and DCC Obligations: 'Join Service' and 'Unjoin' Service Requests for Pre-Payment Meter Interface Devices and Gas Smart Meters); and

 (for all Service Requests) Clause 18 (Obligations of the DCC: Non-Device Service Requests). 

Subject to Clause 6.4, where all of the requirements of Clause 6.1 are satisfied in respect of a Service Request, the DCC shall:

where the Service Request is not a SMETS1 Service Request, Transform the Service Request and:

in the case of a Non-Critical Service Request, send the associated Command in accordance with Clause 13 (DCC Obligations: Sending Commands); or

in the case of a Critical Service Request, send the Transformed Service Request to the User who submitted the Service Request;

where the Service Request is a SMETS1 Service Request and the DCC is holding a stored SMETS1 Future Dated Critical Service Request which:

0. is addressed to the same Device; and

has the same Service Reference Variant,

    	delete the stored SMETS1 Future Dated Critical Service Request;

where the Service Request is a SMETS1 Service Request but is not a SMETS1 Future Dated Critical Service Request:

identify the relevant SMETS1 Service Provider using the target Device ID within the Service Request;

create the contents of a Countersigned Service Request and Countersign it; and

send the Countersigned Service Request to the relevant SMETS1 Service Provider; and

where the Service Request is a SMETS1 Future Dated Critical Service Request:

create a stored SMETS1 Future Dated Critical Service Request (unless the execution date/time has been set by the User to Never); and

unless removed in the interim in accordance with Clause 6.5(b), at the execution date/time specified in the stored SMETS1 Future Dated Critical Service Request, re-apply all requirements of Clause 6.1 except for Clause 6.1(m) and, where all of the requirements of Clause 6.1 (other than 6.1(m)) are met:

create the contents of a Countersigned Service Request and Countersign it; 

send the Countersigned Service Request to the relevant SMETS1 Service Provider; and

once the DCC (including, where relevant, the SMETS1 Service Provider) has completed its processing in relation to the Countersigned Service Request, delete the stored SMETS1 Future Dated Critical Service Request.   

Obligations of the DCC: Processing Signed Pre-Commands

Where the DCC receives a Signed Pre-Command from a User, the DCC shall provide an Acknowledgement to the User and (whether before or after such Acknowledgement is sent) apply the following checks:

Verify the Signed Pre-Command;

confirm that the Signed Pre-Command has been sent by a User whose right to send that message has not been suspended in accordance with Section M8.5 (Suspension of Rights), and that such User is acting in a User Role which is an Eligible User Role for a Service Request of the type corresponding with the Signed Pre-Command;

Check Cryptographic Protection for the Signed Pre-Command; and 

Confirm Validity of the Certificate used to Check Cryptographic Protection for the Signed Pre-Command. 

Subject to Clauses 14 (Obligations of the DCC: Orchestration of Service Requests), where all of the requirements of Clause 7.1 are satisfied, the DCC shall send the associated Command in accordance with Clause 13 (DCC Obligations: Sending Commands).

Where any of the checks in Clause 7.1 are not satisfied in respect of a Signed Pre-Command, the DCC shall not be obliged to undertake any of the other checks that remain to be undertaken, and the DCC shall:

reject the Signed Pre-Command; and

save where Clause 7.1(d) is not satisfied, notify the User of such rejection and of the reasons for such rejection via the DCC User Interface. 

Obligations of the DCC: 'CoS Update Security Credentials' Service Requests (other than SMETS1 Service Requests) and Corresponding Pre-Commands 

The following shall apply in respect of each 'CoS Update Security Credentials' Service Request which is not a SMETS1 Service Request:

where all of the requirements of Clause 6.1 are satisfied in respect of such a Service Request, the DCC shall send a Digitally Signed communication containing the CoS Update Security Credentials Service Request to the CoS Party; and

following receipt of the resulting communication, and immediately prior to creating any corresponding Update Security Credentials Signed Pre-Command referred to in Clause 8.2, the CoS Party shall:

Check Cryptographic Protection for both the communication and for the Service Request included within it; 

Confirm Validity of the Certificates used to Check Cryptographic Protection for both the communication and for the Service Request included within it; 

confirm that User ID of the User who submitted the Service Request and the User ID contained within in each of the Organisation Certificates included within the Service Request are all associated with the same User; and

confirm that the User ID in each of the Organisation Certificates included within the Service Request is that of the Party who is identified via: 

the relevant MPRN or MPAN (as applicable) included within the Service Request; and 

the Registration Data for that relevant MPRN or MPAN,

	as being the Party who is (or is to be) the Responsible Supplier for the relevant Device on the specified execution date or, if the execution date is not specified, on the current date.

Where, in respect of the communication received in relation to a 'CoS Update Security Credentials' Service Request, the requirements of Clause 8.1(b) are satisfied, the CoS Party shall:

generate the GBCS Payload of an 'Update Security Credentials' Signed Pre-Command that is substantively identical to the 'CoS Update Security Credentials' Service Request;

Digitally Sign the GBCS Payload; and

send the resultant communication as a Signed Pre-Command to the DCC.

Where, in respect of a communication received in relation to a 'CoS Update Security Credentials' Service Request, the requirements of Clause 8.1(b) are not satisfied:

the CoS Party shall not undertake any further processing of the communication, and shall notify the DCC; and 

the DCC shall notify the User that sent the original Service Request that the Service Request cannot be processed (such notification to be sent via the DCC User Interface). 

Where the DCC receives a Signed Pre-Command from the CoS Party, the DCC shall apply the following checks:

confirm that the User ID within each Organisation Certificate within the Signed Pre-Command is the same as the User ID within the corresponding Organisation Certificate in the original 'CoS Update Security Credentials' Service Request; 

confirm that the Device ID within the Signed Pre-Command is the same as the Device ID included in the corresponding 'CoS Update Security Credentials' Service Request; 

confirm that the message originated from the CoS Party by Checking the Cryptographic Protection for the message; 

Confirm Validity of the Certificate used to Check Cryptographic Protection for the message;

Confirm Validity of all Certificates contained within the Signed Pre-Command; and 

Confirm that the User ID in each of the Organisation Certificates included within the Signed Pre-Command is that of the Party who is identified via: 

the relevant MPRN or MPAN (as applicable) with which the Device specified in the Signed Pre-Command is associated in the Smart Metering Inventory; and 

the Registration Data for that relevant MPRN or MPAN,

as being the Party who is (or is to be) the Responsible Supplier for the relevant Device on the specified execution date or, if the execution date is not specified, on the current date.

Subject to Clause 14 (Orchestration of Service Requests), where all of the requirements of Clause 8.4 are satisfied in respect of a Signed Pre-Command received from the CoS Party, the DCC shall send the associated Command in accordance with Clause 13 (DCC Obligations: Sending Commands).

Where any of the checks in Clause 8.4 are not satisfied in respect of a Signed Pre-Command received from the CoS Party, the DCC shall:

not be obliged to undertake any of the other checks that remain to be undertaken, and the DCC shall reject the Signed Pre-Command;  

save where Clause 8.4(c) is not satisfied, notify the CoS Party of such rejection and of the reasons for such rejection; and 

notify the User that sent the original 'CoS Update Security Credentials' Service Request.

Obligations of the DCC: 'Request Handover of DCC Controlled Device' Service Requests 

This Clause 9 only applies to 'Request Handover of DCC Controlled Device' Service Requests that are not SMETS1 Service Requests. Where all of the requirements of Clause 6.1 are satisfied in relation to such a Service Request, the DCC shall:

generate the corresponding GBCS Payload (corresponding in this case meaning that the Service Request and the GBCS Payload request the replacement of the same Device Security Credentials on the same Device at the same time);

Digitally Sign the GBCS Payload; and 

Confirm Validity of any Certificates contained within the communication.

Where all of the requirements of Clause 9.1 are satisfied in respect of such a communication, the DCC shall send the associated Command in accordance with Clause 13 (DCC Obligations: Sending Commands).  

Where any of the checks in Clause 9.1 are not satisfied in respect of such a communication, the DCC shall not undertake any of the other checks that remain to be undertaken, and the DCC shall reject the communication and notify the User that sent the original 'Request Handover of DCC Controlled Device' Service Request (such notification to be sent via the DCC User Interface).

User and DCC Obligations: 'Restore HAN Device Log' Service Requests

Where a Supplier Party replaces a Communications Hub (other than a SMETS1 CH) in a premises then that Supplier Party must, as soon as reasonable practicable after the replacement, send the necessary Service Requests to the DCC to ensure that:

the Device Log of the new Communications Hub Function replicates that of the old Communications Hub Function;

the Device Log of the new Gas Proxy Function is replaced with that of the old Gas Proxy Function (or replicates that of the old Gas Proxy Function); 

following steps (a) and (b) above, the new Gas Proxy Function is added to the Device Log of the Gas Smart Meter; and

following the step set out in (c) above, the Communications Hub Function and the Gas Proxy Function comprising the Communications Hub that has been replaced are decommissioned (through the sending of a 'Decommission Device' Service Request).

An Import Supplier shall not send a Service Request to add or remove a Gas Proxy Function to or from the Device Log of a Gas Smart Meter other than as part of managing the replacement of a Communications Hub (by it or another Responsible Supplier) pursuant to Clause 10.1.

The DCC shall, following the decommissioning of a Communications Hub Function and the associated Gas Proxy Function (arising as a consequence of the processing of a 'Decommission Device' Service Request), send a DCC Alert to all Responsible Suppliers and Network Parties for Smart Metering Systems which incorporated either or both of those Devices, notifying them of the decommissioning (other than to the Responsible Supplier which sent the 'Decommission Device' Service Request).

The DCC shall, where it has processed a Service Request which successfully replaces the Device Log of a Communications Hub Function, send a DCC Alert to all Responsible Suppliers for that Communications Hub Function (other than the Responsible Supplier which sent the original Service Request) notifying them of the replacement.

The DCC shall, where it has processed a Service Request to successfully replace the Device Log of a Gas Proxy Function, send a DCC Alert to the Gas Supplier who is the Responsible Supplier for that Gas Proxy Function (save where it is the Gas Supplier that has sent the Service Request).

Obligations of the DCC: 'Join Service' and 'Unjoin' Service Requests for Pre-Payment Meter Interface Devices and Gas Smart Meters 

Where all of the requirements of Clause 6.1 are satisfied in respect of a 'Join Service' or 'Unjoin Service' Service Request for a Pre-Payment Meter Interface Device, or a Gas Smart Meter and where the Service Request is not a SMETS1 Service Request, the DCC shall: 

Transform the Service Request;

where a Pre-Payment Meter Interface Device is to be joined to a Gas Smart Meter, include within the resultant communication the Device Certificate of the relevant Gas Smart Meter that has a key usage of 'keyAgreement';

where a Gas Smart Meter is to be joined to a Pre-Payment Meter Interface Device, include within the resultant communication the Device Certificate of the relevant Pre-Payment Meter Interface Device that has a key usage of 'keyAgreement';

where the resultant communication is destined for a Pre-Payment Meter Interface Device, Digitally Sign the Communication and send the associated Command in accordance with Clause 13 (Obligations of the DCC: Sending Commands); and

where the resultant communication is ultimately destined for a Gas Smart Meter, send the resultant communication as a Pre-Command to the User that sent the original Service Request.

Where the DCC receives a Response in respect of a Command sent to join or unjoin a Pre-Payment Meter Interface Device, the DCC shall send the Response (as a Service Response) to the User that sent the corresponding Service Request. 

Threshold Anomaly Detection

The DCC shall apply Threshold Anomaly Detection where an Anomaly Detection Threshold has been established under Section G6 (Anomaly Detection Thresholds) in respect of the SMETS1 Service Request, Transformed Service Request or Signed Pre-Command.

Where the DCC applies Threshold Anomaly Detection to either a SMETS1 Service Request, a Transformed Service Request or a Signed Pre-Command and the check is failed, the DCC shall, subject to Clause 21 of the SMETS1 Supporting Requirements, notify the User and quarantine the SMETS1 Service Request, Transformed Service Request or Signed Pre-Command.

Where the DCC has quarantined a SMETS1 Service Request, Transformed Service Request or Signed Pre-Command it shall maintain such quarantine until:

such time as the relevant User instructs the DCC to process the Service Request or Signed Pre-Command, in which case the DCC shall continue to process the Service Request or Signed Pre-Command in accordance with the provisions of this Service Request Processing document; 

the Service Request or Signed Pre-Command is confirmed by the User to be anomalous or to otherwise require deletion, in which case the DCC shall delete it from the DCC Systems; or

the Service Request or Signed Pre-Command is required to be deleted in accordance with the Threshold Anomaly Detection Procedures, in which case the DCC shall delete it from the DCC Systems. 

 Where the DCC applies Threshold Anomaly Detection (other than in relation to a value of the type referred to in (b)(ii) of the definition of Anomaly Detection Threshold) to a Signed Pre-Command, Transformed Service Request or SMETS1 Service Request (for the purposes of this Clause, each being a “Relevant Communication”), the DCC shall:

determine the Service Reference Variant of the Service Request that pertains to the Relevant Communication;

determine the cumulative number of all other Relevant Communications to which that Service Reference Variant pertains that it has processed over the period of time to which the Anomaly Detection Threshold relates; 

increment the cumulative number by 1; and

compare that incremented cumulative number to the relevant Anomaly Detection Threshold.

DCC Obligations: Sending Commands 

Where the DCC is required to send a Command (other than an Instruction), it shall only apply any necessary Message Authentication Code to the relevant communication and send the resulting Command if: 

Threshold Anomaly Detection has been applied to the associated Transformed Service Request or Signed Pre-Command (or, where in response to a Service Request from an Eligible User a Command is to be Digitally Signed by the DCC, that Command prior to the addition of a Message Authentication Code); and 

either (i) the Threshold Anomaly Detection check is passed; or (ii) the User that sent the original Service Request or Signed Pre-Command has instructed DCC to process a quarantined Service Request or Signed Pre-Command in accordance with Clause 12.3(a). 

Where the requirements of Clause 13.1 are met, the DCC shall apply the required Message Authentication Code (as required by the GB Companion Specification) to the relevant communication to create a Command and send that Command to (as specified in the originating Service Request):

the relevant Device (provided that this option is only available in respect of Devices associated with Commissioned Communications Hub Functions); and/or 

the User who sent the originating Service Request via the DCC User Interface.

 Where a Transformed Service Request (other than a SMETS1 Service Request) is received by the DCC Systems that apply Message Authentication Codes, the DCC shall: 

undertake no further processing of that Service Request; and

raise an Incident.

DCC Obligations: Sending Countersigned Service Requests

Where the DCC is required to send a Countersigned Service Request, it shall only Countersign the relevant communication and send the resulting Countersigned Service Request to the relevant SMETS1 Service Provider if: 

Threshold Anomaly Detection has been applied to the Service Request (provided that the DCC shall not be required to apply Threshold Anomaly Detection in relation to Anomaly Detection Thresholds of the type referred to in Sub-Paragraph (b)(ii) of the definition of Anomaly Detection Threshold; and 

either (i) the Threshold Anomaly Detection check is passed; or (ii) the User that sent the original Service Request has instructed DCC to process the quarantined Service Request in accordance with Clause 12.3(a). 

Orchestration of Service Requests 

In the case of a Service Request for a Sequenced Service, the DCC shall:

where the Service Request is not a SMETS1 Service Request, only send the Command following the Successful Execution of the Command resulting from the Service Request upon which such Sequenced Service is dependent; and

where the Service Request is a SMETS1 Service Request, only send the Countersigned Service Request to the relevant SMETS1 Service Provider following the Successful Execution of the Equivalent Step(s) resulting from the Service Request upon which such Sequenced Service is dependent. 

The DCC shall ensure that it sends each 'Update Security Credentials' Command resulting from a 'CoS Update Security Credentials' Service Request as close to the specified execution time as is reasonably practicable whilst still allowing time for the Command to be received and executed by the relevant Device. 

The DCC shall not continue to process any Service Requests (or associated Pre-Commands or Signed Pre-Commands) where the services have been cancelled in accordance with Sections H3.18 to H3.20 (Cancellation of Future-Dated or Scheduled Services).

Obligations of a SMETS1 Service Provider: Countersigned Service Request Processing

Where a SMETS1 Service Provider receives a Countersigned Service Request from the DCC, the SMETS1 Service Provider shall apply the following checks: 

Check Cryptographic Protection for the both the Countersigned Service Request and for the Service Request included within it; 

Confirm Validity of all Certificates used to Check Cryptographic Protection for both the Countersigned Service Request and for the Service Request included within it;

confirm it is the relevant SMETS1 Service Provider for the Device(s) identified in the Countersigned Service Request; 

if the Countersigned Service Request contains a Critical Service Request, a 'CoS Update Security Credentials' SMETS1 Service Request or a 'Request Handover of DCC Controlled Device' SMETS1 Service Request, apply the checks at Clause 6.1, except for those at Clauses 6.1 (d) and (e), to the Service Request contained within the Countersigned Service Request; and

if the Countersigned Service Request contains an 'Update Firmware' Service Request, then:

if it is destined for a Communications Hub, Check Cryptographic Protection for the Upgrade Image contained within the Service Request using the relevant Device Security Credentials that relate to the Import Supplier for the relevant SMETS1 CHF and Confirm Validity for all of the Certificates used to Check Cryptographic Protection; or

if it is destined for a Smart Meter, Check Cryptographic Protection for the Upgrade Image contained within the Service Request using the relevant Device Security Credentials held that relate to the Responsible Supplier for the Device and Confirm Validity for all of the Certificates used to Check Cryptographic Protection.

Only where all of the requirements of Clause 16.1 are satisfied, the SMETS1 Service Provider shall:

in the case of a Countersigned Service Request that contains a Service Request with Service Reference Variant 2.2 (Top Up Device): 

apply Threshold Anomaly Detection in the circumstances where a relevant Anomaly Detection Threshold of the type referred to in Sub-Paragraph (b)(ii) of the definition of Anomaly Detection Threshold has been set ; and

if the checks in Sub-Clause (a)(i) are passed, undertake further processing as required by the SMETS1 Supporting Requirements; 

in relation to any other Service Request contained within a Countersigned Service Request, for the target Device identified within the Service Request: 

apply Threshold Anomaly Detection in the circumstances where a relevant Anomaly Detection Threshold has been set pursuant to Section G6.6(b); and

if the checks in Sub-Clause (b)(i) are passed, ensure that the Equivalent Steps are taken and that either the resultant SMETS1 Response or a SMETS1 Service Provider Alert is generated; and 

ensure that any resulting SMETS1 Response or SMETS1 Alert is Digitally Signed, and send any such SMETS1 Response or SMETS1 Alert to the DCC.

Obligations of the DCC: Service Responses and Alerts

Where the DCC receives an Alert from a Communications Hub Function, the DCC shall Digitally Sign the Alert, and send it as a DCC Alert to (as specified in the DCC User Interface Specification) the Responsible Supplier(s), the Electricity Distributor and/or the Gas Transporter for the Smart Metering Systems of which the Communications Hub Function forms part (as identified in the Registration Data).

Where the DCC receives from a Device either a Response that is destined for a Remote Party or an Alert which is destined for one or more Remote Parties and/or Supplementary Remote Parties, then the DCC shall send the Response (as a Service Response) or the Alert (as a DCC Alert or Device Alert) to those Remote Parties and/or Supplementary Remote Parties as prescribed by the DCC User Interface Specification.

Where the DCC receives from an SMETS1 Service Provider:

a SMETS1Response; 

a SMETS1 Alert; or

a S1SP Alert, 

which is destined for one or more Remote Parties and/or Supplementary Remote Parties, then the DCC shall Countersign the relevant communication and send it to those Remote Parties and/or Supplementary Remote Parties as prescribed by the DCC User Interface Specification as a Countersigned SMETS1 Response, a Countersigned SMETS1 Alert or Countersigned SISP Alert.

Where the DCC successfully processes a Service Request to replace the Security Credentials of a User that are held on a Device, or to place a User's Security Credentials on to a Device, then (other than to the extent that the User is notified via a Service Response) the DCC shall send a DCC Alert to the relevant User informing it of the change. 

Where the DCC successfully processes a Service Request that changes the Security Credentials of a User that are held by a SMETS1 Service Provider in relation to a Device then (other than to the extent that the User is notified via a Countersigned SMETS1 Response) the DCC shall send a DCC Alert to the relevant User informing it of the change.

Where the DCC receives a Response or an Alert from a Device which is destined for an Unknown Remote Party, the DCC shall:

(a) Check Cryptographic Protection for the Response or Alert;

(b) Confirm Validity of the Certificate used to Check Cryptographic Protection for the Response or Alert; and

(c) subject to (a) and (b) being successful, send the Response (as a Service Response) or the Alert (as a Device Alert or DCC Alert) to the recipient(s) identified in the Response or Alert.

Where the DCC receives a Sub GHz Alert (as defined in the GBCS) from a Communications Hub Function, the DCC shall:

Check Cryptographic Protection for the Sub GHz Alert;

Confirm Validity of the Certificate used to Check Cryptographic Protection for the Sub GHz Alert; and

subject to (a) and (b) being successful, create a DCC Alert containing the Sub GHz Alert, Digitally Sign the DCC Alert, and send the signed DCC Alert to the Responsible Supplier(s) for the Smart Metering System(s) of which the Communications Hub Function forms part (as identified using the Registration Data).

Where the DCC receives an Alert, the Alert shall be subject to the following Alert Management Mechanism:

[bookmark: _Hlk30602066]When the number of Alerts from a given device within a defined rolling time window [T] exceeds the defined red threshold value [A] the system will begin to count the number of Alerts from that Device on a per Alert Code basis.

If any individual Alert Code count within a defined rolling time window [R] exceeds the defined configured threshold value [B] then that originating Device/Alert Code combination will be labelled with ‘HighAlertRate’. 

If an Alert Code is marked as ‘HighAlertRate’ for a Device, then only one in a defined number of such Alerts [N] will be processed. All other Alerts with that same Alert Code from the same Device will be consolidated.

If within a period of the alert storm protection maximum time limit [P] the Alert Code fails to reach [N], an Alert will be sent to the User. All other Alerts with that same Alert Code from the same Device will be consolidated.

Once the rate of Alerts for the Device/Alert Code combination falls below the defined threshold [B] in the defined rolling period [R] then the Alert consolidation will stop and the recipient(s) identified in the Response or Alert informed.

Where the DCC receives an Alert subject to the process described in Section 17.8, the Alert will be subject to the following configuration parameters:

When the number of Alerts from a given Device within the defined rolling time window [T] exceeds a defined amber threshold [M], an incident will be raised to notify the User.

If a Device/Alert Code combination has been labelled ‘HighAlertRate’ and an incident has been raised to notify the User, a new incident will not be created until the rolling deadband time period [D] has elapsed.

Where [M] or [A] have been exceeded within the defined rolling time period [R], the DCC will only create incidents when the amber threshold incident creation [MIC], red threshold incident creation [AIC] and Alert storm protection incident creation [PIC] parameters have been set to ‘on’. When these values are set to ‘off’, no incident or accompanying notification will be created.

The defined parameters used in the Alert Management Mechanism detailed in Section 17.8, the configuration parameters detailed in Section 17.9 and the Alerts that are to be exempt from this mechanism are specified in the Traffic Management Mechanism Document. Any changes to this document shall be prepared and consulted upon by the DCC and approved by the Panel.

Obligations of the DCC: Non-Device Service Requests

Where the DCC receives a Non-Device Service Request from a User, the obligations of the DCC under this Appendix shall be modified as follows (and where a Non-Device Service Request is not specifically identified below, they shall be applied un-modified):

the DCC shall not send an Acknowledgement in respect of the Service Request;  

the checks set out in Clause 6.1 shall be modified as follows:

(i) the check set out in Clause 6.1(c) does not apply to the following Service Requests: 

'Update Inventory';

'Read Inventory';

'Request WAN Matrix'; 

'Device Pre-notification'; 

[bookmark: OLE_LINK2][bookmark: OLE_LINK3]'Communications Hub Status Update- Install Success'; 

'Communications Hub Status Update - Install No SM WAN';

[bookmark: OLE_LINK4]'Communications Hub Status Update – Fault Return'; and

[bookmark: OLE_LINK5]'Communications Hub Status Update – No Fault Return'; and

(ii) the check set out in the Clause 6.1(f) does not apply to the following Service Requests:

3. 'Read Inventory';

'Request WAN Matrix'; 

'Device Pre-notification'; 

'Communications Hub Status Update- Install Success'; 

'Communications Hub Status Update - Install No SM WAN';

'Communications Hub Status Update – Fault Return'; and

'Communications Hub Status Update – No Fault Return';

the DCC shall not, in any event, be required to apply Threshold Anomaly Detection in relation to Non-Device Service Requests; 

where the checks set out in Clause 6.1 (as modified by this Clause 18) are satisfied, the DCC shall not Transform the Service Request or Countersign a Countersigned Service Request (as would otherwise be required by Clause 6) and shall instead send the User a Service Response notifying the User whether or not the Non-Device Service Request has been successful, and where successful:

(i) in the case of any Non-Device Service Request that changes or creates information held (or intended to be reflected) on the DCC Systems (including the Smart Metering Inventory), update the information held on DCC Systems accordingly; and/or

(ii) in the case of a 'Read Inventory' or 'Request WAN Matrix' Service Request, include within the Service Response the relevant information requested by the Service Request; 

(iii) in the case of a 'Device Pre-Notification' Service Request, add the relevant Device to the Smart Metering Inventory with an SMI Status of 'pending'; 

(iv) in the case of a 'Create Schedule' Service Request, 

(A) create a schedule of the Service Request type identified in the 'Create Schedule' Service Request;

(B) include within the Service Response the identifier of any schedule that has been successfully created;

(C) at each point in time set out in the schedule (and subject to the further arrangements set out in the DCC User Interface Specification), create a Service Request (without a Digital Signature from the User) of the appropriate type and in relation to the relevant Device (in each case as specified in the original 'Create Schedule' Service Request);

(D) process the Service Requests referred to in (C) above in accordance with Clause 6 as if they had been received from the User that sent the original 'Create Schedule' Service Request, provided that the checks identified under Clause 6.1(c) and 6.1(d) do not apply; 

(v) in the case of a 'Read Schedule' Service Request, where it is received from the same User that sent the originating 'Create Schedule' Service Request for all schedules identified within it, include within the Service Response details of the relevant schedule(s) so identified (and otherwise reject the 'Read Schedule' Service Request, and notify (via the Service Response) the User that sent the Service Request of such rejection);

(vi) in the case of a 'Delete Schedule' Service Request, where it is received from the same User that sent the originating 'Create Schedule' Service Request for all schedules identified within it, delete the relevant schedule(s) so identified (and otherwise reject the 'Delete Schedule' Service Request, and notify (via the Service Response) the User that sent the Service Request of such rejection); 

(vii) in the case of a 'Decommission Device' Service Request: 

(A) set the SMI Status of the relevant Device to 'decommissioned'; 

(B) where the relevant Device is a Smart Meter or a Standalone Auxiliary Proportional Controller, disassociate the Device in the Smart Metering Inventory from any MPRN or MPAN with which it is aAssociated; and

(C) where the relevant Device is a Communications Hub Function, set the SMI status of the associated Gas Proxy Function to 'decommissioned'; or 

(viii) in the case of an 'Update Firmware' Service Request:

(A) include within the Service Response the details of any Devices that were listed within the Service Request to which, by virtue of the checks DCC has carried out, DCC does not propose to send a communication to update the firmware; and

(B) to all other Devices so listed, send a communication to update the firmware of those Devices ensuring that the communication reaches the SMETS1 CHF (in the case of updates to a SMETS1 CHF) or (in the case of updates to all other Devices) the Communications Hub Functions associated with all such Devices (in each case, within the timescales specified in the DCC User Interface Services Schedule). 

Incident Management 

Where the Device Security Credentials of a Device erroneously include Data from one or more of a Party's Organisation Certificates, that Party shall cooperate with other Parties in order to rectify the position (including, were necessary, by sending Service Requests to update the Device Security Credentials).
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Inventory Enrolment and Decommissioning Procedures








Overview

1.1 This Appendix supplements Sections H5 (Smart Metering Inventory and Enrolment Services) and H6 (Decommissioning and Suspension of Devices). 

Smart Metering Inventory 

1.2 The DCC shall establish and maintain the Smart Metering Inventory. 

1.3 The DCC shall ensure that the Smart Metering Inventory reflects the most up-to-date information provided (or made available) to it from time to time in accordance with this Code (subject to Section F2.9 (Publication and Use by the DCC)).

1.4 Parties shall not seek to add Devices to the Smart Metering Inventory (and the DCC shall not add Devices to the Smart Metering Inventory) otherwise than in compliance with this Appendix.

1.5 Prior to delivering a Communication Hub to a Party pursuant to the Communications Hub Service, the DCC shall add the Communications Hub Function and Gas Proxy Function that comprise that Communications Hub to the Smart Metering Inventory (to be identified with an SMI Status of 'pending'); provided that such Devices may only be added to the Smart Metering Inventory where the Communications Hub is of a Device Model identified in the Central Products List. 

1.6 No Party shall add Communications Hub Functions to the Smart Metering Inventory without also adding the Gas Proxy Function that forms part of the same Communications Hub (and vice versa). 

1.7 Any User may send a Service Request requesting that the DCC adds a Device to the Smart Metering Inventory (to be identified with an SMI Status of 'pending'); provided that only Devices of (or forming part of) a Device Model that is identified in the Central Products List are eligible to be added to the Smart Metering Inventory. This Clause 2.6 does not apply to Type 2 Devices (which are covered in Clause 2.9).

1.8 The DCC shall not send any communication to a Device unless the Device is listed in the Smart Metering Inventory; save for communications sent for the purposes of testing under Section H14 (Testing Services) or Section T (Testing During Transition).

1.9 In the case of Communications Hub Functions and Gas Proxy Functions, the only Communications Hubs that may be added to the Smart Metering Inventory (subject to Clause 12.3) are those that comprise either a SMETS1 CH or a Communications Hub that is to be provided by the DCC pursuant to the Communications Hub Service.  

1.10 Any User may send a Service Request requesting that the DCC adds a Type 2 Device to the Smart Metering Inventory. For the avoidance of doubt, a Type 2 Device shall not be identified in the Central Products List, and shall have no SMI Status.  

1.11 The Responsible Supplier for each Smart Metering System shall keep under review the information recorded in the Smart Metering Inventory in respect of the Devices that comprise that Smart Metering System. Where circumstances change or the Responsible Supplier identifies an error in such information, the Responsible Supplier shall submit Service Requests requesting that the DCC updates the Smart Metering Inventory (or, where it is not possible to do so, shall raise an Incident in accordance with the Incident Management Policy). Where a correction is made in respect of the relationship between one or more Smart Meters / Standalone Auxiliary Proportional Controllers and an MPAN and/or MPRN, then the DCC shall notify the Electricity Distributor and/or Gas Transporter for the affected MPANs and/or MPRNs.  

1.12 Where a User other than the Responsible Supplier for a Smart Metering System becomes aware of an error in the information recorded within the Smart Metering Inventory in respect of a Device that comprises that Smart Metering System, it shall raise an Incident in accordance with the Incident Management Policy.  

1.13 Where a User receives a Response or Alert other than via the SM WAN, the User shall, where the Response or Alert is listed in the DCC User Interface Specification as one that is required to be returned to the DCC, send a 'Return Local Command Response' Service Request containing the Response or Alert to the DCC.

Pre-Commissioning Obligations 

Pre-Commissioning obligations in relation to SMETS2+ Devices 

1.14 Where the relevant Device is a SMETS2+ Device, before:

a Responsible Supplier sends a Service Request which may result in the sending of a Command to a Smart Meter, Standalone Auxiliary Proportional Controller, Gas Proxy Function or Type 1 Device; or

the DCC delivers a Communications Hub (comprising a Communications Hub Function and a Gas Proxy Function) to a Party in accordance with the Communications Hub Service,

the Responsible Supplier or DCC (as the case may be) shall ensure that each Trust Anchor Cell on that Device which is required by the GB Companion Specification to be populated with credentials is populated with credentials in accordance with the requirements of Clause 3.2.

1.15 The requirements of this Clause 3.2 are that:

each Trust Anchor Cell with the Remote Party Role listed in the table immediately below shall be populated with the Security Credentials from the Certificate (or, as indicated, one of the Certificates) identified in relation to that Remote Party Role in the second column of that table; and

in each case the relevant Certificate shall have a keyUsage value which is the same as that of the Trust Anchor Cell it populates.

		Remote Party Role 

		Certificate



		Root

		a Root OCA Certificate



		Recovery

		a DCC Recovery Certificate



		AccessControlBroker

		a DCC Access Control Broker Certificate



		transitionalCoS

		a DCC Transitional CoS Certificate



		Supplier

		one of the following:

(a) one of the relevant Supplier Party's Organisation Certificates;

(b) a DCC Access Control Broker Certificate;

(c) (where the consent of that other Supplier Party has been given) one of that other Supplier Party's Organisation Certificates.



		networkOperator

		Oone of the following:

(a) one of the relevant Network Operator's Organisation Certificates;

(b) one of the relevant Supplier Party's Organisation Certificates;

(c) (where the consent of that other Supplier Party has been given) one of that other Supplier Party's Organisation Certificates; 

(d) a DCC Access Control Broker Certificate.



		wanProvider

		a DCC WAN Provider Certificate



		loadController

		one of the following:

(a) one of the relevant Supplier Party's Organisation Certificates;

(b) a DCC Access Control Broker Certificate;

(c) (where the consent of that other Supplier Party has been given) one of that other Supplier Party's Organisation Certificates.







Where 'DCC Recovery Certificate', 'DCC Transitional CoS Certificate', 'DCC Access Control Broker Certificate' and 'DCC WAN Provider Certificate' are each Organisation Certificates created by the DCC for the purposes of occupying the relevant Trust Anchor Cells on Devices in accordance with the above table and used by those DCC Systems described in (respectively) sub-paragraphs (f), (c), (ab) and (a) of the definition of DCC Live Systems.

Where and to the extent that the Electricity Distributor or Gas Transporter for a SMETS2+ Device has notified the Responsible Supplier for the Device of the values for the 'NP Configurable Data Items' that the Electricity Distributor or Gas Transporter (as applicable) wishes to have configured on the Device at the time of its Commissioning, the Responsible Supplier shall take all reasonable steps to ensure that those data items are so configured on the Device at the time of its Commissioning, including where the Device is a Standalone Auxiliary Proportional Controller, those items which are both included in the ‘NP Configurable Data Items’ and are supported by the Device.  In this Clause 3.3, 'NP Configurable Data Items' means those data items held on Devices that are capable of being configured via Services Requests for which the User Role of 'Electricity Distributors' or 'Gas Transporter' (as applicable) is an Eligible User Role.

Pre-Commissioning obligations in relation to SMETS1 Devices 

Prior to adding a SMETS1 Device (other than a SMETS1 IHD, SMETS1 PPMID or a SMETS1 CAD) to the Smart Metering Inventory, the relevant User shall contact the Service Desk to provide the following information in relation to the Device: 

the Device ID; and

any information the DCC reasonably requires in relation to SMETS1 Devices of that Device's Device Model (as made available by the DCC from time to time via the Self-Service Interface).  

The DCC shall not add a SMETS1 Device (other than a SMETS1 IHD or a SMETS1 PPMID) to the Smart Metering Inventory in circumstances where it has not been provided with the information referred to in Clause 3.4 in relation to that Device.

Where a User has notified the DCC of the Device’s details for recording in the Smart Metering Inventory, before attempting to communicate with the Device via the DCC, the User shall comply with the provisions of Clause 13.1 of the SMETS1 Supporting Requirements. 

Commissioning

Commissioning of Communications Hub Functions 

Subject to Clause 4.2, where the DCC receives a communication originating from a Communications Hub Function which does not have an SMI Status of 'commissioned' confirming that it has connected to the SM WAN, the DCC shall update the SMI Status of that Communications Hub Function to 'commissioned'.

Before taking the step set out in Clause 4.1, the DCC shall confirm whether the communication originates from the Communications Hub Function that is identified within the communication. The DCC shall not take the step set out in Clause 4.1 in respect of a Communications Hub Function where:

the Communications Hub Function is not listed within the Smart Metering Inventory; 

the Communications Hub Function is not identified in the Smart Metering Inventory as having an SMI Status of 'pending' or 'installed not commissioned'; and/or

the communication may have changed in transit or does not originate from the Communications Hub Function that is identified within the communication.  

Adding Devices to Communication Hub Functions' Device Logs 

Following the Successful Execution of an 'Update HAN Device Log' Service Request requesting the addition of a Device to the Device Log of a Communications Hub Function, the DCC shall: 

update the Smart Metering Inventory to Associate the Device with the applicable Communications Hub Function; 

in the case of Smart Meters and Standalone Auxiliary Proportional Controllers only, record the MPAN(s) or MPRN (as applicable) provided within the Service Request against that Smart MeterDevice and notify the Electricity Distributor or Gas Transporter (as applicable) of the MPAN(s) and/or MPRN and of the Smart Meter'sDevice’s Device ID and Device Type; and

other than in the case of a Type 2 Device, set the SMI Status of the Device to 'whitelisted'. 

Following the receipt of an Alert from a Communications Hub Function informing the DCC that the Communications Hub Function is able to communicate over the HAN with a Device, the DCC shall (other than in the case of a Type 2 Device, or where the relevant Device already has an SMI Status of 'commissioned') set the SMI Status of the Device to 'installed not commissioned'. 

Joining Devices to Smart Meters, Standalone Auxiliary Proportional Controllers or Gas Proxy Functions 

1.16 Where a Responsible Supplier wishes to join any Device (other than a Communications Hub Function or Type 2 Device) to a Smart Meter, a Standalone Auxiliary Proportional Controller or a Gas Proxy Function, the Responsible Supplier shall send the DCC a 'Join Service' Service Request to add the relevant Device to the Device Log of the relevant Smart Meter, Standalone Auxiliary Proportional Controller or Gas Proxy Function.

1.17 The DCC shall not send a Command to join a Device to a Smart Meter, Standalone Auxiliary Proportional Controller or Gas Proxy Function in response to a Service Request under Clause 4.5 where:

the Device to be joined is not listed within the Smart Metering Inventory with an SMI Status of 'pending', 'installed not commissioned' or 'commissioned'; 

the Communications Hub Function that is to form part of the same Smart Metering System is not listed in the Smart Metering Inventory with an SMI Status of 'pending', 'installed not commissioned' or 'commissioned'; and/or   

the Smart Meter, Standalone Auxiliary Proportional Controller or Gas Proxy Function with which the Device is to be joined is not listed in the Smart Metering Inventory with an SMI Status of 'pending', 'installed not commissioned' or 'commissioned'. 

1.18 On the Successful Execution of a 'Join Service' Service Request to add a Device to the Device Log of a Smart Meter, Standalone Auxiliary Proportional Controller or Gas Proxy Function in accordance with Clauses 4.5 and 4.6, the DCC shall Associate that Device with the applicable Smart Meter, Standalone Auxiliary Proportional Controller or Gas Proxy Function (as applicable), and either:

where the Smart Meter, Standalone Auxiliary Proportional Controller or Gas Proxy Function (as applicable) has an SMI Status of 'installed not commissioned', set the SMI Status of the Device to 'installed not commissioned'; or

where the Smart Meter, Standalone Auxiliary Proportional Controller or Gas Proxy Function (as applicable) has an SMI Status of 'commissioned', set the SMI Status of the Device to 'commissioned'. 

1.19 In respect of Type 2 Devices:

where the Responsible Supplier or an Other User wishes to add a Type 2 Device to the Device Log of an Electricity Smart Meter, a Standalone Auxiliary Proportional Controller or a Gas Proxy Function, it shall send a 'Join Service' Service Request in order to do so;

the DCC shall not send a Command to join a Type 2 Device to a Smart Meter, Standalone Auxiliary Proportional Controller or Gas Proxy Function in response to a Service Request under Clause 4.8(a) where the Electricity Smart Meter or  Standalone Auxiliary Proportional Controller or Gas Proxy Function with which the Type 2 Device is to be Associated is not listed in the Smart Metering Inventory with an SMI Status of 'pending', 'installed not commissioned' or 'commissioned'; and

on the Successful Execution of a 'Join Service' Service Request to add a Type 2 Device to the Device Log of a Smart Meter, Standalone Auxiliary Proportional Controller or Gas Proxy Function in accordance with (a) and (b) above, the DCC shall Associate that Device with the applicable Smart Meter, Standalone Auxiliary Proportional Controller or Gas Proxy Function (as applicable).

Commissioning of Devices other than Communications Hub Functions

Where a Responsible Supplier wishes to Commission a Type 1 Device, it shall send (under Clause 4.5) a 'Join Service' Service Request to add the Type 1 Device to the Device Log of a Commissioned Electricity Smart Meter, a Commissioned Standalone Auxiliary Proportional Controller or a Commissioned Gas Proxy Function (as applicable). 

1.20 Where a Responsible Supplier wishes to Commission a Gas Proxy Function, it shall send (under Clause 4.5) a 'Join Service' Service Request to add the Gas Proxy Function to the Device Log of a Commissioned Gas Smart Meter. 

1.21 Where a Responsible Supplier wishes to Commission a Smart Meter or Standalone Auxiliary Proportional Controller, the Responsible Supplier shall send the DCC a 'Commission Device' Service Request in respect of that Smart MeterDevice.

1.22 The DCC shall not send a Command to a Smart MeterDevice in response to a Service Request under Clause 4.11 where:

the Smart MeterDevice is not listed within the Smart Metering Inventory; 

the Smart MeterDevice has an SMI Status of 'commissioned', 'decommissioned' or 'suspended'; and/or

the Communications Hub Function that is to form part of the same Smart Metering System is not listed in the Smart Metering Inventory with an SMI Status of 'commissioned'.   

Following the receipt of a Response, over the SM WAN, that indicates the Successful Execution of a 'Commission Device' Service Request in accordance with Clauses 4.11 and 4.12 in respect of a Smart MeterDevice, the DCC shall update the SMI Status of the Smart MeterDevice to 'commissioned'.  

1.23 In respect of SMETS2+ Devices only, as soon as reasonably practicable after the Successful Execution of a 'Commission Device' Service Request which relates to a Smart Meter, the Responsible Supplier shall send a 'Set Device Configuration (Import MPxN)' Service Request to ensure that the relevant MPAN or MPRN (as applicable) is available for display upon the Smart Meter.

1.24 For the avoidance of doubt, there is no concept of commissioning a Type 2 Device.

Post-Commissioning Obligations in relation to SMETS2+ Devices 

This Clause 5 applies only to SMETS2+ Devices.

As soon as reasonably practicable (and in any event within 7 days) following the Commissioning of a Communications Hub Function, the DCC shall ensure that:

the Communications Hub Function re-generates its Private Keys, and that Device Certificates containing the associated new Public Keys are stored on the Device; and

the information from at least one of the Organisation Certificates that comprise the Communications Hub Function's Device Security Credentials is replaced (provided that for such purposes the information from an Organisation Certificate may be replaced with that from the same Organisation Certificate). 

As soon as reasonably practicable (and in any event within 7 days) following the Commissioning of a Smart Meter, a Standalone Auxiliary Proportional Controller or a Gas Proxy Function, the Responsible Supplier shall, in relation to each such Device, ensure that:

24. the Device Security Credentials which pertain to the Network Party are those of the Electricity Distributor or Gas Transporter (as applicable);

24. the Device re-generates its Private Keys, and that the Device Certificates containing the associated new Public Keys are stored on the Device; and

24. in the case of a Smart Meter onlyand a Standalone Auxiliary Proportional Controller, information from at least one of the Organisation Certificates that comprise the Smart Meter'sDevice’s Device Security Credentials is replaced (provided that for such purposes the information from an Organisation Certificate may be replaced with that from the same Organisation Certificate). 

As soon as reasonably practicable (and in any event within 7 days) following the Commissioning of a Communications Hub Function, Gas Proxy Function,  Standalone Auxiliary Proportional Controller or a Smart Meter, the DCC shall interrogate the Device to ascertain whether the Device's recovery Trust Anchor Cell is populated with Device Security Credentials that pertain to a DCC Recovery Certificate. For Devices Commissioned before Service Release 1.3 (or such later date as may be directed by the SofS for the purposes of this Clause 5.4), the reference to the period of 7 days following Commissioning shall apply as 7 days following Service Release 1.3 (or 7 days following any later date directed by the SofS). 

The DCC shall monitor Commands sent to Devices and the associated Responses from Devices and, based on the information available to it, record the information set out in Clause 5.8 in relation to each Device identified in Clause 5.7 (the “Post Commissioning Information”). 

The DCC shall ensure that the Post Commissioning Information is updated on a daily basis to reflect the most accurate and up-to-date information available to the DCC at the time of the update. 

For the purposes of Clause 5.5, the relevant Devices include any Communications Hub Function, Gas Proxy Function, a Standalone Auxiliary Proportional Controller or Smart Meter which has an SMI Status of 'commissioned', has been Commissioned for a period of 7 days or more, and in relation to which one or more of the following applies:

(a) the DCC has failed successfully to carry out the interrogation of the Device pursuant to Clause 5.4;

(b) the DCC has successfully carried out the interrogation of the Device pursuant to Clause 5.4 and has identified that the Device's recovery Trust Anchor Cell is not populated with Device Security Credentials that pertain to a DCC Recovery Certificate; and/or

(c) the Device has not sent Responses indicating that Commands associated with each of the following Service Requests have been Successfully Executed on the Device (provided that, for the purposes of this paragraph (c), where the Device sends, before Service Release 1.3 (or such later date as may be specified by the Secretary of State for the purposes of this Clause 5.7(c)), a Response to any such Command, the DCC may treat such Command as having been Successfully Executed, without further analysis of the Response):

(i) at least two 'Issue Security Credentials' Service Requests;

(ii) at least two 'Update Security Credentials (Device)' Services Requests; and

(iii) in relation to Communications Hub Functions, Standalone Auxiliary Proportional Controllers and Smart Meters only, at least one 'Update Security Credentials (KRP)' Service Request.

For the purposes of Clause 5.5, the Post Commissioning Information to be recorded in relation to each relevant Device shall include:

1. the Device ID and Device Type;

(e) the date upon which the Device was Commissioned;

(f) which of Clauses 5.7 (a), (b), (c)(i), (c)(ii) and/or (c)(iii) applies;

(g) other than in the case of Communications Hub Functions, the Responsible Supplier at the time the Post Commissioning Information for the Device was most recently updated;

(h) other than in the case of Communications Hub Functions, the Supplier Party that sent the Service Request that resulted in the Commissioning of the Device; and

(i) the date on which the Post Commissioning Information for the Device was most recently updated.

As soon as reasonable practicable following the end of each month, the DCC shall, based upon the Post Commissioning Information prevailing at the end of that month, compile and provide (in an electronic format) to the Panel, the Security Sub-Committee and the Authority a report which includes the following information:

1. the month to which the report relates;

1. for each Party that is the Responsible Supplier for any Smart Meter or Gas Proxy Function that is listed in the Post Commissioning Information for that month (or was listed in the information for the previous month):

11. the total number of Devices of each Device Type listed in the Post Commissioning Information for that month for which that Party is the Responsible Supplier;

11. the number of such Devices of each Device Type that have been added since the last monthly report;

11. the number of such Devices of each Device Type that have been removed since the last monthly report;  

11. the number of such Devices of each Device Type that were listed in the Post Commissioning Information for the previous month and remain listed in the information for the month to which the report relates; 

11. the number of such Devices of each Device Type that were listed in the Post Commissioning Information for the previous three months and remain listed in the information for the month to which the report relates; and

11. the number of such Devices of each Device Type that were listed in the Post Commissioning Information for the previous six months and remain listed in the information for the month to which the report relates; and

1. in respect of Communications Hub Functions:

12. the total number of Communications Hub Functions listed in the Post Commissioning Information;

12. the number of Communications Hub Functions that have been added since the last monthly report;

12. the number of Communications Hub Functions that have been removed since the last monthly report;  

12. the number of Communications Hub Functions that were listed in the Post Commissioning Information for the previous month and remain listed in the information for the month to which the report relates;

12. the number of Communications Hub Functions that were listed in the Post Commissioning Information for the previous three months and remain listed in the information for the month to which the report relates; and

12. the number of Communications Hub Functions that were listed in the Post Commissioning Information for the previous six months and remain listed in the information for the month to which the report relates.

As soon as reasonable practicable following the end of each day, the DCC shall, based upon the Post Commissioning Information prevailing at the end of that day, compile and make available to each Supplier Party (via a secure electronic means for a period of at least 30 days following the day to which the report relates) a report which includes the following information in relation to Devices (other than Communications Hub Functions) listed in the Post Commissioning Information for which that Supplier Party was the Responsible Supplier on that day:

(a) the Device ID and Device Type of each such Device;

(b) the date on which the Post Commissioning Information for each such Device was most recently updated;

(c) the date upon which each such Device was Commissioned; and

(d) which of Clause 5.7 (a), (b), (c)(i), (c)(ii) and/or (c)(iii) applies in relation to each such Device.

Where requested by the Panel or the Authority, the DCC shall, as soon as reasonably practicable following any such request, provide to the Panel and/or the Authority (in an electronic format) copies of the reports referred to in Clause 5.10. Where requested by the Panel or the Authority, DCC shall additionally include in any such report the information referred to in Clause 5.8(e) in relation to each Device included in any such report. 

The DCC shall ensure that each report provided under Clause 5.9, 5.10 or 5.11 is clearly marked as being “confidential”.

Where the DCC is aware that:

either or both of the steps in Clauses 5.2 (a) and/or (b) have not been carried out within 7 days following the Commissioning of a Communications Hub Function; and/or 

either of Clause 5.7(a) or (b) applies in relation to a Communications Hub Function,

then the DCC shall raise an Incident in accordance with the Incident Management Policy.

Where, in relation to a Gas Proxy Function, Standalone Auxiliary Proportional Controller or a Smart Meter, a Supplier Party is aware that:

either or both of the steps in Clauses 5.3 (b) and/or (in the case of Smart Meters and Standalone Auxiliary Proportional Controllers only) 5.3(c) have not been carried out within 7 days following the Commissioning of the Device; and/or

the DCC has failed successfully to carry out the interrogation of the Device pursuant to Clause 5.4, and the Supplier has (within a period of 14 days following the Commissioning of the Device) also failed to successfully carry out the relevant interrogation,

then the Supplier Party shall not send Service Requests requesting that the DCC sends communications to that Device other than for the purposes of: (i) completing those steps; (ii) replacing the Device Security Credentials held on the Device in response to a change of supplier; or (iii) maintaining an energy supply to the relevant premises.

Where, the Responsible Supplier for a Gas Proxy Function, Standalone Auxiliary Proportional Controller or Smart Meter becomes aware that a Smart Meter or a Gas Proxy Functionthe Device does not have a recovery Trust Anchor Cell that is populated with Device Security Credentials that pertain to a DCC Recovery Certificate, then that Responsible Supplier shall (subject to Clause 5.17), as soon as reasonably practicable thereafter: other than in the case of a Gas Proxy FunctionSmart Meter, replace the Device; or, in the case of a Gas Proxy Function, replace the Communications Hub of which that Gas Proxy Function forms part.

Where a Communications Hub is returned to the DCC:

following its replacement pursuant to Clause 5.13 or 5.15; or 

a Communications Hub is returned following replacement because it was not possible to interrogate the Gas Proxy Function pursuant to Clause 5.14(b),

then the Supplier Party returning the Communications Hub may (under and subject to Section F9 (Categories of Communications Hub Responsibility)) specify the reason for return as being a CH Defect.

1.25 A Responsible Supplier shall not replace a Smart Meter or Communications HubDevice under Clause 5.15 where the reason that the relevant steps cannot be completed is an inability to communicate with a Device as a result of the SM WAN being unavailable.  

General Obligations on DCC 

1.26 The DCC shall monitor Responses it receives from Devices in order to determine whether any of the Device Certificates held on each Device have been successfully replaced. On the basis of this information the DCC shall establish and maintain a record of the most up-to-date active Device Certificates for each Device.

Post-Commissioning Obligations in relation to SMETS1 Devices 

1.27 This Clause 6 applies only to SMETS1 Devices.

1.28 As soon as reasonably practicable (and in any event within 7 days) following the Commissioning of a SMETS1 Device, the Responsible Supplier shall ensure that:

28. the Device Security Credentials which pertain to the Responsible Supplier are those of the Import Supplier or Gas Supplier (as applicable); and

28. the Device Security Credentials which pertain to the Network Party are those of the Electricity Distributor or Gas Transporter (as applicable).

Where any Party takes an action that results in a change to the information provided under Clause 3.4 it must (prior to doing so, or as soon as reasonably practicable thereafter) contact the Service Desk and notify the DCC of the updated information. 

Where a Responsible Supplier for a SMETS1 CHF replaces the Device (or any component part of the Device that affects the means by which the DCC communicates with it), the Responsible Supplier must ensure that the replacement Device (or replacement parts) are such that that the DCC remains capable of communicating with that Device (where necessary after updating the information referred to in Clause 6.3 in relation to that Device).

As soon as reasonably practicable (and in any event within 7 days) following the Commissioning of a SMETS1 Device and thereafter at the frequency specified in the SMETS1 Supporting Requirements for the relevant Device Model, the DCC shall ensure that the Private Keys and / or Symmetric Keys, identified as being required by the SMETS1 Supporting Requirements to be replaced for such Device Models, are so replaced.

Unjoining

1.29 In the case of any Device other than a Communications Hub FunctionStandalone Auxiliary Proportional Controller or a Smart Meter, on the Successful Execution of an 'UnJoin Service' Service Request to remove the that Device from the Device Log of a Smart Meter or Gas Proxy Functionn other Device, the DCC shall terminate the Association between that Device and the applicable Smart Meter or Gas Proxy Functionother Device.

Reactivating Decommissioned or Suspended Devices

1.30 Where the Responsible Supplier wishes to change the SMI Status of any Device (other than a Type 2 Device) from 'decommissioned' or 'whitelisted' to 'pending', then the Responsible Supplier shall send the DCC a Service Request to that effect. Provided the Device in question is of (or is part of) a Device Model that is identified in the Central Products List, the DCC shall change the SMI Status to 'pending'.  

1.31 Where the SMI Status of a Device has remained as 'pending' for  36 months, then the DCC shall remove the Device from the Smart Metering Inventory. 

1.32 Where a Device ceases to be Suspended (either as a result of the Device Model being added to the Central Product List, or the Device's Device Model being modified such that it is on the Central Product List), the DCC shall change the SMI Status of that Device to the status it held immediately prior to its Suspension. 

Replacement of SMETS2+ Communications Hub Functions

This Clause 9 only applies to SMETS2+ Devices. 

The DCC shall monitor Alerts and Responses sent from each Communications Hub Function and Gas Proxy Function in order to establish and maintain an up-to-date electronic record of the most recent information stored in the Device Log of each such Device. 

Where DCC receives a 'Restore HAN Device Log' or 'Restore Gas Proxy Function Device Log' Service Request, the DCC shall use the up-to-date electronic record referred to in Clause 9.2 in relation to the relevant Device for the purposes of determining the information to be used to restore the Device Log of the relevant Device. 

Where a Communications Hub is replaced and the Communications Hub Function and Gas Proxy Function that comprise the replacement Communications Hub are Commissioned, such Devices shall (for the avoidance of doubt) be considered to be newly Commissioned and any provisions of the Code which require steps to be taken by any Party in relation to a newly Commissioned Device shall apply.

Removal of SMETS1 Communications Hub 

Where practicable, prior to, and if not as soon as possible after, removing a SMETS1 Communications Hub, the Lead Supplier for that Communications Hub shall ensure the SMI Status for the relevant SMETS1 CHF is set to ‘decommissioned’. 

Notification of Decommissioning and Suspension of Devices

1.33 As soon as reasonably practicable following the Decommissioning or Suspension of a Smart Meter or Standalone Auxiliary Proportional Controller, the DCC shall notify the Electricity Distributor or Gas Transporter for that Smart MeterDevice of such Decommissioning or Suspension, such notification to be made via the DCC User Interface.

1.34 As soon as reasonably practicable following the Suspension of a Device, the DCC shall notify the Responsible Supplier(s) for that Device of such Suspension, such notification to be made via the DCC User Interface.

CH Production Proving

The purpose of CH Production Proving is to provide assurance on the operation of the DCC Total System.

[bookmark: _DV_M36]CH Production Proving entails the Commissioning of Communications Hub Functions and the sending and receiving of communications by the DCC to and from those Communications Hub Functions over the SM WAN. CH Production Proving is to be undertaken within the DCC Live Systems.

In order that the DCC can undertake CH Production Proving using particular Communications Hub Functions, those Communications Hub Functions will need to be included within the Smart Metering Inventory. The DCC shall only be entitled to include Communications Hub Functions (and the associated Gas Proxy Functions) within the Smart Metering Inventory for the purpose of CH Production Proving where the Security Sub-Committee has approved the inclusion of those Communications Hub Functions (and the associated Gas Proxy Functions) for such purpose.

The DCC shall, from time to time, be entitled to undertake CH Production Proving (and the other provisions of this Code shall be interpreted accordingly).

The DCC shall undertake CH Production Proving in accordance with Good Industry Practice, in a manner that does not adversely affect the provision of the Services, and in accordance with any conditions imposed by the Security Sub-Committee in respect of its approval pursuant to Clause 12.3.

Definitions

1.35 For the purposes of this Appendix:

"Trust Anchor Cell", in relation to any Device, has the meaning given to it in the GB Companion Specification; 

"keyUsage", in relation to any Certificate, means the field referred to as such in the Organisation Certificate Policy; 

"Service Release 1.3" means, where the Secretary of State makes directions pursuant to Section X3 (Provisions to Become Effective Following Designation) whereby the DCC User Interface Services Schedule is varied on it first becoming effective so that there are Service Requests that are deemed to be omitted from the document, the date on which one or more of those variations are cancelled; and

"CH Production Proving" is the activity described in Clause 12.
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