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SECMP0062 ‘Northbound Application Traffic Management - Alert Storm Protection’This document is classified as White in accordance with the Panel Information Policy. Information can be shared with the public, and any members may publish the information, subject to copyright. 

Modification Report Consultation 
Responding to this consultation
This is the Modification Report Consultation for SECMP0062 ‘Northbound Application Traffic Management - Alert Storm Protection’.
We invite you to respond to this consultation and welcome your responses to the questions set out in this form. To help us better understand your views on this Modification Proposal, please provide rationale to support your responses.
To help us process your response efficiently, please email your completed response form to sec.change@gemserv.com with the subject line ‘SECMP0062 Modification Report Consultation response’.
If you have any questions or you wish to respond verbally, please contact Harry Jones on 020 7081 3345 or email sec.change@gemserv.com.
Updates from the previous consultation
Please note the description of the solution has been changed from the previous consultation, to provide clarifications to previously incorrect details. For clarity, the solution description now fully aligns with that agreed at the last Working Group meeting.
[bookmark: _GoBack]A redlined copy of the Modification Report showing the changes from the previous consultation is included in the consultation pack for your information. Clarifications have been made to the legal text for SEC Appendix AB ‘Service Request Processing Document’ in Annex B, and the parameters in Annex C have been updated. All other documents are unchanged.
Deadline for responses
This consultation will close at 17:00 on Tuesday 4 February 2020. The Change Board may not be able to consider late responses.
Summary of the proposal
What is the issue?
Alert Storms occur when Devices repeatedly send Alerts to Data Communication Company (DCC) Systems and Service Users. Although these Devices have gone through rigorous test assurance processes, it is inevitable that not every possible combination and scenario will have been accounted for. This means that many Devices pose a risk of entering a state whereby they repeatedly and rapidly generate the same Device Alert, adding unnecessary traffic to the Communication Service Provider (CSP) or Smart Metering Equipment Technical Specification (SMETS) 1 Service Provider (S1SP) Gateway between the DCC Systems and Service Users. Currently there is little protection against Alert Storms, meaning that multiple Alerts are being counted and entering the gateway, rather than being filtered out, even after recognising they are originating from the same single Device.

What is the solution?
The proposed solution is to provide Alert Storm protection through a DCC designed mechanism which will count the number of Alerts originating from a specific, individual Device within a defined time window. If the Device sends the same Alert above a pre-determined threshold value, the mechanism will consolidate excess Alerts from the Device and only forward one copy of that Alert in a designated period agreed by the DCC on to the intended Users. Consolidated Alerts will be counted for Anomaly Detection purposes and Service Users will be notified ahead of time for the exact actions being taken. This solution will be implemented over two stages.

Will I be impacted?
SECMP0062 is expected to impact the following SEC Parties:
Large Suppliers
Small Suppliers
Electricity Network Operators
Gas Network Operators
Other SEC Parties
The DCC
Full details of how this modification may impact you can be found in the Modification Report.
Respondent details
	Respondent details

	Name
	Click and insert your name
	Organisation
	Click and insert the name of the organisation you are responding for
	Phone number
	Click and insert a phone number we can call you on with any queries


	Parties represented

	Party Category
	Click and select your Party Category
	Parties represented
	Click and insert the name(s) of any SEC Parties you are responding for


	Confidential information

	Does your response contain any confidential information?

	Response
	Click and select your response
	If ‘yes’, please clearly mark all confidential information (e.g. in red font).
Any confidential responses will be shared with the Change Board and the Authority under a Red classification in accordance with the SEC Panel Information Policy.



Consultation questions
	Question 1

	Do you believe that SECMP0062 should be approved or rejected?
Please provide your rationale with reference to the General SEC Objectives.

	Response
	Click and select your response
	Rationale
	Click and insert the rationale for your response


	Question 2

	Please provide any further comments you may have.

	Comments
	Click and insert the rationale for your response
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