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Headlines of the Security Sub-Committee (SSC) 86_2509

At every meeting, the SSC review the outcome for Users’ Security Assessments and sets an
Assurance status for Full User Security Assessments (FUSAS) or a Compliance status for Verification
User Security Assessments (VUSAS). The SSC also review outstanding actions, monitors the risks to
the Commercial Product Assurance (CPA) certification of Devices, considers available updates from
the DCC on Anomaly Detection and any reported changes in Shared Resource Providers by Users
and reported Security Incidents and Vulnerabilities.

The SSC reviewed the following which are classified RED and therefore recorded in the Confidential
Meeting Minutes:

e Two Assurance Statuses for FUSAS;
e Two Compliance Statuses for VUSASs;

e Approved one Director’s Letter;

Reviewed one Security Self-Assessment (SSA); and

Noted Remediation Plan updates.

The SSC also discussed the following items:

e The SSC agreed which of the new Draft and Modification Proposals raised since the meeting
on Wednesday 28 August 2019 were relevant to security:
o The SSC expressed an interest in the progression of Draft Proposal DP083 Change
Coordination and did not consider Draft Proposals DP084 Other User Panel Seating

Amendment, DP085 Synchronisation of smart meter voltage measurement periods or

DP086 Alt HAN Roll-Out Financing to be security-impacting. The SSC noted support

for DP085. The SSC were also given an update on existing Modification Proposals.

e The DCC presented updates regarding the different aspects of SMETS1 enrolment, including
the DCC’s remediation plan, CIO report, updated incident management actions, functional
testing, and UTRN generation and key rotation (RED) SSC_86_2509_11 - Critical Software
DCO PIT Environment.

o Gemserv presented the final update on Mitigating Security Risks from Internet-Connected
Devices, and the SSC agreed to review the mitigation options (RED) SSC_86_2509 12 —
Mitigating Security Risks from Internet-Connected Devices.
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An update was provided regarding protecting consumers during a Supplier of Last Resort
(SoLR) event, in which the SSC agreed to review the options before the next meeting on

Wednesday 9 October 2019 ( ) SSC _86_2509 13 — SoLR Update slides.
e Following the CPA Industry Day on Monday 23 September 2019, the SSC agreed to establish
a working group to discuss the four Use Cases for meter triage and refurbishment ( ).

For further information regarding the Security Sub-Committee please visit here.

Next Meeting: Wednesday 9 October 2019
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