Smart Energy Code Stage 3: Consultation Version

EXTRACTS FROM
SECTION L – SMART METERING KEY INFRASTRUCTURE AND DCC KEY INFRASTRUCTURE

Organisation Certificates
L3.18 Where the DCC, a Network Party or another Party which is (or is to become) a User, or any RDP, is an Authorised Subscriber in accordance with the Organisation Certificate Policy, that person will be an Eligible Subscriber in respect of an Organisation Certificate only where:
(a) if the Subject of that Certificate is:
(i) either the DCC (acting pursuant to its powers or duties under the Code) or a DCC Service Provider, that person is the DCC; or
(ii) not the DCC, that person is the Subject of the Certificate; and
(b) if the value of the X520OrganizationalUnitName field in that Certificate is a Remote Party Role corresponding to that listed in the table immediately below, either:
(i) that person is the DCC, and it is identified with that Remote Party Role in the second column of that table and the Certificate Signing Request originates from the individual System referred in the paragraph of the definition of DCC Live Systems identified in the fourth column of that table; or
(ii) that person is identified with that Remote Party Role in the second column of that table, and the value of the subjectUniqueID field in the Certificate is a User ID or RDP ID associated with any such User Role or with an RDP as may be identified  in the third column of that table.
	Remote Party Role 
	Party
	User Role or RDP
	DCC Live Systems definition paragraph

	root
	The DCC
	[Not applicable]
	(d)

	recovery
	The DCC
	[Not applicable]
	(f)

	transitionalCoS
	The DCC
	[Not applicable]
	(c)

	wanProvider
	The DCC
	[Not applicable]
	(a)

	accessControlBroker
	The DCC
	[Not applicable]
	(a)

	issuingAuthority
	The DCC
	[Not applicable]
	(a)

	networkOperator
	A Network Party
	Either:
(a) Electricity Distributor; or
(b) Gas Transporter.
	[Not applicable]

	supplier
	A Supplier Party
	Either:
(a) Import Supplier; or
(b) Gas Supplier.
	[Not applicable]

	Other
	An RDP or any Party other than the DCC
	Either:
Other User;
Registered Supplier Agent;
Registration Data Provider; or
Export Supplier.
	[Not applicable]

	pPPXmlSign
	The DCC
	[Not Applicable] 
	(g)

	pPRDPFileSign
	The DCC
	[Not Applicable]
	(g)

	s1SPxmlSigning
	The DCC
	[Not Applicable]
	(g)

	commissioningPartyFileSigning
	The DCC
	[Not Applicable]
	[Only relevant during SMETS1 Migration]

	requestingPartyFileSigning
	The DCC
	[Not Applicable]
	[Only relevant during SMETS1 Migration]

	s1SPMigrationSigning
	The DCC
	[Not Applicable]
	[Only relevant during SMETS1 Migration]

	commissioningPartyXmlSigning
	The DCC
	[Not Applicable]
	[Only relevant during SMETS1 Migration]

	cSSDataProvider
	The DCC
	[Not Applicable]
	(j)



L14 INTERACTIONS with CSS
L14.1 [bookmark: _GoBack]The DCC shall use a Private Key associated with a Public Key that is contained within an Organisation Certificate to Digitally Sign any communication sent pursuant to Section E2.19.
L14.2 The Systems that are operated by or on behalf of the DCC for the purposes of providing the Centralised Registration Services (under and as defined in the REC) may be used to access the SMKI Repository in order to Check Cryptographic Protection in respect of any communication sent pursuant to Section E2.19, or to Confirm Validity of the Organisation Certificate used to perform that check.


Annex A to Section L
Table 1:	Remote Party Roles and associated Remote Party Role Codes in addition to those specified in the GB Companion Specification
	Remote Party Role
	Remote Party Role Code

	pPPXmlSign
	128

	pPRDPFileSign
	129

	s1SPxmlSigning
	126

	commissioningPartyFileSigning
	132

	requestingPartyFileSigning
	131

	s1SPMigrationSigning
	130

	commissioningPartyXmlSigning
	133

	cSSDataProvider
	134
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