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SECMP0007 Refinement Consultation 

1. Purpose 

This is the Refinement Consultation for SECMP0007 ‘Firmware updates to IHDs and PPMIDs’. We 

invite you to respond to this consultation in order to help the Proposer and the Working Group in the 

development of this modification. 

The draft Modification Report is included in this consultation pack, along with a response form 

containing the questions we seek your views on. 

This consultation will close at 17:00 on Monday 17 June 2019. The Proposer and the Working Group 

may not be able to consider late responses. 

2. Summary of the proposal 

What is the issue? 

The Proposer seeks to include the capability to update firmware Over-The-Air (OTA) for mandated 

Home Area Network (HAN) devices via the Data Communications Company’s (DCC’s) infrastructure. 

The technical specifications (namely SMETS2, CHTS, GBCS and CPA Security Characteristics) 

currently capture OTA firmware updates via the DCC to the Communications Hub, Electricity Smart 

Metering Equipment (ESME) and Gas Smart Metering Equipment (GSME) only. Requirements for 

OTA firmware updates to mandated HAN devices are not captured. 

 

What is the Proposed Solution? 

This Modification Proposal proposes including the capability to update firmware OTA for Prepayment 

Interface Devices (PPMIDs) and HAN Connected Auxiliary Load Control Switches (HCALCSs) via the 

DCC’s infrastructure. 

In-Home Displays (IHDs) were previously considered but subsequently removed to reduce the 

complexity of the proposed solution. The Proposer and the Working Group believe that the vast 

majority of IHDs in the field today are actually PPMIDs with IHD capability, and so this should be 

acceptable. However, to assess the impacts of this, this consultation asks Parties to advise how the 

removal of IHDs from the proposed solution will impact them as well as consumers. Depending on the 

comments received, the Proposer may add standalone IHDs back into the solution. 

 

Will I be impacted? 

SECMP0007 is expected to impact the following SEC Parties: 

• Supplier Parties 

• Electricity Network Parties 

This document is classified as White in accordance with the Panel Information Policy. Information 

can be shared with the public, and any members may publish the information, subject to copyright.  

https://smartenergycodecompany.co.uk/modifications/firmware-updates-to-ihds-and-ppmids/


 

 

 

 

SECMP0007 Refinement Consultation 
 

Page 2 of 2 
 

This document has a Classification 
of White 

 

• Other SEC Parties, and PPMID and HCALCS manufacturers 

• The DCC 

Full details of how this modification may impact you can be found in the Modification Report. 

3. Contact 

If you have any questions on this modification, please contact Joe Hehir on 020 7770 6874 or email 

sec.change@gemserv.com. 

mailto:sec.change@gemserv.com

