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SECMP0007 Request for Impact Assessment 

1. Purpose 

SECMP0007 ‘Firmware updates to IHDs and PPMIDs’ is now ready to be issued for a DCC Impact 

Assessment. In order to gain industry approval and allow enough time for the system changes to be 

developed we would like to request the Change Board’s approval to request an Impact Assessment 

after the Working Group Consultation but before the next Change Board meeting. 

2. Summary of the proposal 

What is the issue? 

The Proposer seeks to include the capability to update firmware Over-The-Air (OTA) for mandated 

Home Area Network (HAN) devices via the Data Communications Company’s (DCC’s) infrastructure. 

The technical specifications (namely SMETS2, CHTS, GBCS and CPA Security Characteristics) 

currently capture OTA firmware updates via the DCC to the Communications Hub, Electricity Smart 

Metering Equipment (ESME) and Gas Smart Metering Equipment (GSME) only. Requirements for 

OTA firmware updates to mandated HAN devices are not captured. 

 

What is the Proposed Solution? 

This Modification Proposal proposes including the capability to update firmware Over-The-Air (OTA) 

for Prepayment Interface Devices (PPMIDs) and HAN Connected Auxiliary Load Control Switches 

(HCALCSs) via the DCC’s infrastructure. 

3. Progress of the modification 

Following the May Working Group meeting, where the Preliminary Assessment was reviewed, the 

Proposer and the Working Group agreed to progress a combination of two solutions provided, which 

excludes In Home Displays (IHDs): 

1. Updating firmware over-the-air (OTA) for PPMIDs via Zigbee (option 1) 

2. Updating firmware OTA for HCALCS via GBCS (option 2) 

We are working with the Proposer and the DCC to update the business requirements to reflect this 

combined solution. The Proposer and the Working Group are happy that this solution then proceeds 

to Impact Assessment. 

Paper Reference: SECCB_30_2205_02 

Action:  For Decision 

This document is classified as White in accordance with the Panel Information Policy. Information 

can be shared with the public, and any members may publish the information, subject to copyright.  

https://smartenergycodecompany.co.uk/modifications/firmware-updates-to-ihds-and-ppmids/


 

 

 

 

SECCB_30_2205_02 – SECMP0007 
Request for Impact Assessment 
 
 

Page 2 of 2 
 

This document has a Classification 
of White 

 

4. Impact Assessment request 

The Impact Assessment will cost £112,434 and is expected to take 40 Working Days. 

The Refinement Consultation will be issued for a three-week consultation period, to seek industry 

views. Assuming no major issues arise, we believe this modification should then continue to Impact 

Assessment, before the Modification Report is presented to the Panel.  

We are asking the Change Board to approve the Impact Assessment spend now, to save time 

following completion of the consultation. Unless material issues are raised in the responses, we can 

then issue the Impact Assessment request very quickly after the consultation closes. 

5. Recommendations 

The Change Board are requested to: 

• AGREE that a DCC Impact Assessment should be requested for SECMP0007. 

Joe Hehir 

SECAS Team 

15 May 2019 


