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About this document

This document is the Modification Report for SECMP0069 ‘EU Exit Changes’. It provides detailed
information on the background, issue, solution, costs, impacts and implementation approach. It also
summarises the discussions that have been held and the conclusions reached with respect to this
Modification Proposal.

Contents

I S 10 11010 1 = U PSSO PPP TR PPROPPPPPIN 3
2. BACKOIOUNG ... ..o ————— 4
TS T ] V11T ] oI PSP T PP PPP PP PPI 5
N [ 1 0= T £ OO SSPPPPPPTT 6
LS O o 11 = PP PP PPPTPPT 7
6. Implementation aPPrOACKH ......cccoi i ——————— 8
A ©1o ] o] [ ] T L PSPPSR P PP OPPPPRTPPI 9
APPENAIX L GIOSSAIY ...ttt et e e ottt e e ot e e e e b b e e e e aab bt e e e aabb e e e e anbe e e e e anbaeeeean 10

This document also has two annexes:

e Annex A contains the redlined legal text changes to the Smart Energy Code (SEC) required
to deliver the proposed solution.

e Annex B contains a summary of the Smart Energy Code Administrator and Secretariat’s
(SECAS’s) assessment of the changes needed to the SEC for this modification.
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1. Summary

On 23 June 2016 the UK voted to leave the European Union (EU). Following the United Kingdom
(UK) Government triggering Article 50 of the Lisbon Treaty, the date of the UK’s exit from the EU was
set at 29 March 2019. Ofgem have requested all Code Administrators prepare the Modifications and
legal text changes needed in the event that the UK leaves the European Union in a ‘No Deal’
scenario.

Work has been undertaken to identify all European references within the SEC and establish what
changes will be needed if European Law no longer applies to the UK. These changes will be required
on ‘Exit Day’ which is currently set at 29 March 2019, but will also be required in the event that the UK
leaves the EU at a date, not yet set, in the future following a Withdrawal Agreement and/or a
Transitional Period. This modification seeks to implement these changes.

No impact is anticipated on any SEC Parties to implement these changes, and costs will be limited to
SECAS time and effort in implementing the changes to the SEC. This modification is targeted for
implementation on the date the UK leaves the EU, or as soon as possible thereafter.
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2. Background

What is the issue?

On 23 June 2016 the UK voted to leave the European Union. The UK Government triggered Article 50
of the Lisbon Treaty, setting the exit date at 29 March 2019, and immediately began exit negotiations.
Following two years of negotiations, the current situation remains unclear but could end in one of
three ways:

e The UK secures a Withdrawal Agreement with a Transitional Period,;
e The UK leaves the EU with another agreement; or
e The UK leaves the EU with ‘No Deal’.

Ofgem have requested all Code Administrators to prepare Modifications and legal text changes for a
‘worst-case’ ‘No-Deal’ scenario. SECAS has performed an assessment of the changes needed,
consulting with the SEC Lawyer, relevant Sub-Committees and the Data Communications Company
(DCC) where needed to ensure accuracy.

The changes identified will need to be made to the SEC if and when the UK leaves the EU. This
applies if there is ‘No Deal’ but also in future, if exit day is delayed or agreed for a future date
following a Transitional Period as part of any Withdrawal Agreement negotiated by the UK
government.

SECMP0069 was raised by Centrica on 28 January 2019 to resolve this issue.
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Solutions

Proposed Solution

SECMP0069 seeks to update the SEC for the changes needed when the UK leaves the EU. All
changes identified are non-material in nature, either by removing references to EU bodies from the
SEC or clarifying the directives that would or would not apply following the UK’s exit from the EU.

Assessment of the changes needed

SECAS identified all the European references within the SEC and set out the legal text changes that
are needed in the event that EU Law no longer applies to the UK. SECAS sought legal advice which
confirmed that the wording of many references means they do not need to be removed. The results of
SECAS’ assessment can be found in Annex B.

There were four references that SECAS sought specific advice on:

SECAS sought the views of the Smart Meter Key Infrastructure (SMKI) Policy Management
Authority (PMA) at their meeting on 15 January 2019 regarding the reference in SEC
Appendix C ‘SMKI Compliance Policy’ paragraph 2.2 to Article 3(2) of Directive 1999/93/EC
on a Community framework for electronic signatures. The SMKI PMA confirmed that the
reference could either remain or be removed, and it was decided that the reference should
remain to ensure an appropriate standard of working and security.

SECAS sought legal advice from the SEC Lawyer on Appendix H ‘CH Handover Support
Materials’ Annex C on references to the European Telecoms Standards Institute ETSI EN 300
019-1-.1 Class 1.2 in paragraph 1.2(b) and to the European Telecoms Standards Institute
ETSI EN 300 019-1-.2 Class 2.3 in paragraph 1.3(b). The SEC Lawyer agreed that these
could be retained.

SECAS sought legal advice on Section A ‘Definitions and Interpretation’ on the definition of
“Natification”, which refers to EU Directive 2015/1535/EU. The SEC Lawyer agreed that this
could be removed.

SECAS sought legal advice on references in Schedules 8, 9 and 10 to the use of ‘Euros’.
Whilst the SEC Lawyer agreed these could be removed, technical assessment found that
changes to these sections would require an update of each section. This would potentially
incur financial costs for what is essentially an unnecessary change (as this functionality is not
currently used) as well as the potential to reduce the battery life in gas meters by requiring a
firmware update. The references to ‘Euros’ will therefore be retained for now and raised as an
‘Issue’ at the Technical Specifications Issue Resolution Subgroup (TSIRS).

Legal text

The changes to the SEC required to deliver the proposed solution can be found in Annex A.
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4. Impacts

This section summarises the impacts that would arise from the implementation of this modification.

SEC Parties

This modification is expected to have no impact on SEC Parties.

DCC System

This modification will have no impact on DCC Systems.

SEC and subsidiary documents
The following parts of the SEC will be impacted:
e Section A ‘Definitions and Interpretation’

e Schedule D ‘Modification Process’

Other industry Codes

This modification will have no impact on other industry codes.

Greenhouse gas emissions

This modification will have no impact on greenhouse gas emissions.
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5. Costs

DCC costs

There will be no impacts on DCC costs as a result of this modification.

SECAS costs

The estimated SECAS cost to implement this modification is two days of effort, amounting to
approximately £1,200. The activities needed to be undertaken for this are:

e Updating the SEC and releasing the new version to the industry.

SEC Party costs

There will be no impacts on SEC Party costs as a result of this modification.
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6. Implementation approach

Recommended implementation approach
We recommend an implementation date of:

e UK EU Exit Day (as determined by the UK Government) if a decision to approve is received
no later than one Working Day before this date; or

e One Working Day following decision if a decision to approve is received on or after the UK
EU Exit Date.

If a decision is made under Self-Governance, the modification would be implemented no earlier than
the first Working Day after the referral period ends.

This will allow us to implement the changes on 29 March 2019 or as soon as possible thereafter, if the
UK leaves with no deal on this date. Alternatively, if the UK government reach an agreement for the
UK to exit the EU on a later date the changes will take effect on that alternative date.

Administered by
SECMP0069 Modification Report 0;’ Page 8 of 11

This document has a Classification

Gemserv e



Smart Code

7. Conclusions

Benefits and drawbacks

The Proposer has identified the following benefits and drawbacks in implementing this modification:

Benefits

e Updating the SEC to provide clarity and remove any unnecessary burden on SEC Parties.

Drawbacks

e No drawbacks were identified.

Proposer’s rationale against the General SEC Objectives
Objective (g)*

The Proposer believes that SECMP0069 will better facilitate SEC Objective (g), by allowing any
references in the SEC to EU Law to be removed or changed to bring the SEC in line with UK Law.

Sub-Committee views
On 15 January 2019 the SMKI PMA discussed Appendix C 2.2:

The quality requirements specified in this Part 2.2 are that the SMKI Independent Assurance
Scheme must be a scheme: (a) which is recognised as an accreditation scheme for the
purposes of Article 3(2) of Directive 1999/93/EC on a Community framework for electronic
signatures

This obligation requires SEC Parties to comply with the EU standard for electronic signatures. One
SMKI PMA member suggested that this should be taken out as it will no longer be relevant if the UK
leaves the EU. Another member indicated that this reference was included at the inception of the SEC
to ensure there was harmony across Codes. Another member suggested there was no reason to take
it out as it is a standard that all Parties are using successfully. They feel it is a good standard and, as
the SEC quotes a specific version of the standard, any updates would not apply unless SEC Parties
agreed the update was needed. The SMKI PMA therefore decided that the standard should remain.

1To facilitate the efficient and transparent administration and implementation of this Code.
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Appendix 1: Glossary

This table lists all the acronyms used in this document and the full term they are an abbreviation for.

Acronym Full term
DCC Data Communications Company
EU European Union
PMA Policy Management Authority
SEC Smart Energy Code
SECAS Smart Energy Code Administrator and Secretariat
TSIRS Technical Specifications Issue Resolution Subgroup
SMKI Smart Meter Key Infrastructure
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If you have any questions on this modification, please contact:
Leah Langdon
020 7770 6874

leah.langdon@gemserv.com

Smart Energy Code Administrator and Secretariat (SECAS)
8 Fenchurch Place, London, EC3M 4AJ
020 7090 7755

sec.change@gemserv.com
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SECMPO0069 ‘EU Exit Changes’
Annex A
Legal text — version 2.0

About this document

This document contains the redlined changes to the SEC that would be required to deliver this
Modification Proposal.

These changes have been drafted against SEC Version 6.3.
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Section A ‘Definitions and Interpretation’

Amend the following terms in Section Al as follows:

Competent Authority

EU Regulations

Annex A — SECMPO0069 Legal Text v 2.0

Seoncelerine Cocnnrelon o bonens cnn ndoe

means the Secretary of State, the Authority, and any
local or regional or national agency, authority,
department, inspectorate, minister, ministry, official or
public or statutory person (whether autonomous or not)
of the government of the United Kingdom er—ef-the
Eurepean—Unien—(but only insofar as each has

jurisdiction over the relevant Party, this Code or its

subject matter).

Means any retained EU Law:

&) Regulation—2009/714/EC—of —the—European
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Significant Code Review means a review of one or more matters by the Authority

which the Authority considers is:

(@ related to this Code (whether on its own or
together with other Energy Codes); and

(b) likely to be of significance in relation to the
Authority’s principal objective and/or general
duties (as set out in section 3A of the Electricity
Act and section 4AA of the Gas Act), and

statutory functions—and/er—relevant—obligations

and concerning which the Authority has issued a notice

that the review will constitute a significant code review.
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Section D ‘Modification Process’

Amend Section D1.3 as follows:

Persons Entitled to Submit Modification Proposals

D1.3 A Modification Proposal may be submitted by any of the following persons (the

Proposer):
@) a Party;
(b) Citizens Advice or Citizens Advice Scotland,;

(©) any person or body that may from time to time be designated in writing by the

Authority for the purpose of this Section D1.3;

(d) the Authority or the DCC acting at the direction of the Authority, but in each case only

in respect of variations to this Code which:

{H——are in respect of a Significant Code Review; and

(e the Panel (where all Panel Members at the relevant meeting vote unanimously
in favour of doing so), but only in respect of variations to this Code which are

intended to give effect to:

(i) recommendations contained in a report published by the Panel pursuant
to Section C2.3(i) (Panel Duties);

(i)  recommendations contained in a report published by the Code
Administrator pursuant to Section C7.2(c) (Code Administrator);

(ili)  Fast-Track Modifications (as described in Section D2 (Modification
Paths)); and/or
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(iv)  consequential changes to this Code required as a result of changes
proposed or already made to one or more other Energy Codes.
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Section | ‘Data Privacy’

Amend Section | 1.7 as follows:

11.7 The DCC undertakes for the benefit of each User in respect of the Personal Data for
which that User is the ‘Data Controller’ to:

@) only Process that Personal Data for the purposes permitted by the DCC
Licence and this Code (subject to paragraph (d) below);

(b)  only Process that Personal Data for so long as it is required to do so by
the DCC Licence and this Code;

(©) undertake the Processing of that Personal Data in accordance with the
DCC Licence and this Code, (to the extent consistent with the DCC
Licence and this Code) on the documented instructions of the User, and
(subject to the foregoing requirements of this Section 11.7(c)) not in a
manner that the DCC knows (or should reasonably know) is likely to
cause the User to breach its obligations under the Data Protection

Legislation (subject to paragraph (d) below);

(d) if the DCC is aware that, or is of the opinion that, any requirement of
paragraph (a) (b) or (c) above infringes the Data Protection Legislation,
the DCC shall immediately inform the User of this giving details of the
infringement or potential infringement (unless the DCC is prohibited
from doing so by any of its other obligations under Laws and
Directives);

(e) ensure that the DCC's personnel who are authorised to Process Personal
Data are under enforceable obligations of confidentiality and are
required only to Process that Personal Data in accordance with the
DCC's obligations under the DCC Licence and this Code;

(f having regard to the state of the art, the costs of implementation and the

nature, scope, context and purposes of Processing as well as the risk of
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varying likelihood and severity for the rights and freedoms of Data
Subjects, implement appropriate technical and organisational measures
to protect that Personal Data in particular from accidental or unlawful
loss, destruction, alteration or unauthorised disclosure of, or access to
personal data transmitted, stored or otherwise Processed (such
measures to at least be in accordance with Good Industry Practice and

the requirements of Section G (Security));

(9) not transfer or Process that Personal Data outside the United Kingdom

and/or the European Economic Area;

(h)  taking into account the nature of the Processing assist the User with its
obligations to comply with Data Subjects' requests and Data Subjects'
rights under the Data Protection Legislation in respect of that Personal
Data through, insofar as is possible, the use of appropriate technical

and organisational measures;

(i) taking into account the nature of the Processing and the information
available to the DCC, assist the User in ensuring compliance with the
User's obligations in Articles 32-36 of the General Data Protection

Regulation (or its national equivalent), including:

a. notifying the User without undue delay if the DCC becomes
aware of a breach of the Data Protection Legislation in relation to
the Personal Data (including in the event of unauthorised access to
such Personal Data); and

b. providing full details of the relevant breach where caused by
the DCC or any Sub-Processor without undue delay or, where

necessary, in phases but always without further undue delay;

() provide reasonable assistance to the User in complying with any
enquiry made, or investigation or assessment initiated, by the
Information Commissioner or any other Competent Authority in

respect of the Processing of that Personal Data pursuant to this Code;
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(k)  promptly notify the User in the event that the DCC Processes any of
that Personal Data otherwise than in accordance with this Code

(including in the event of unauthorised access to such Personal Data);

() notify the User of any complaint relating to the DCC’s obligations
under the Data Protection Legislation in respect of the Processing of
that Personal Data pursuant to this Code;

(m) after the end of the provision of the Services to which the Processing of
that Personal Data relates, at the written election of the User, either
securely destroy the Personal Data or return it to the User together with
all copies (save to the extent that the DCC is required by Laws and

Directives to retain a copy of the Personal Data); and

(n) permit the Independent Privacy Auditor (on the instruction of SECCo
on behalf of Users collectively), on giving reasonable prior notice of its
intention to audit, to audit the DCC's compliance with this Section 11.7
during normal business hours, and shall make available to the
Independent Privacy Auditor all information, systems and staff
reasonably necessary for the Independent Privacy Auditor to conduct
such audit. The number of audits shall be limited to no more than once
in every twelve (12) calendar month period unless more frequent audits
are required under the Data Protection Legislation or the Panel has
grounds to suspect there has or is likely to be a breach of the Data
Protection Legislation. Where practicable, DCC shall be provided with
an opportunity to comment upon the scope of an audit in advance and
any audit shall be carried out in such a way that interruption to DCC’s

operations is minimised as far as is reasonably possible.
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SECMPO0069 'EU Exit Changes’
Table of EU References in the
SEC - version 1.0

About this document

This document contains a table of the EU references within the SEC that need to be
considered and rationale for changes required to deliver this Modification Proposal.
These changes have been drafted against SEC Version 6.3.
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EU Exit — EU References in the SEC

Code Suggested Redlining No Deal or EU Exit Day Changes Rationale
Reference
Section A, “‘means the agency of that name established under ACER is a European Union Agency therefore
Definition of Regulation 2009/713/EC of the European Parliament removal of any reference is necessary
“‘Agency for the | and-ofthe-Councilof13-July-2009-establishing-an
Co-operation Agency for the Co-operation-of Energy Regulators.”
of Energy
Regulators”
Section A, “means the Secretary of State, the Authority, and any Removing the reference to the European Union
Definition of local or regional or national agency, authority, leaves an appropriate definition of ‘Competent
“Competent department, inspectorate, minister, ministry, official or Authority’
Authority” public or statutory person (whether autonomous or
not) of the government of the United Kingdom er-of
the-European-Union-(but only insofar as each has
jurisdiction over the relevant Party, this Code or its
subject matter).”
Section A, ‘means: This will be changed to refer to any retained EU
Definition of “EU | {a)}Regulation2009//14/EC-of the European Law
Regulations” i :
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networks” any retained EU Law.

Code Review”

together with other Energy Codes); and
(b) likely to be of significance in relation to the Authority’s principal objective
and/or general

Section A “‘means EU Regulation 2016/679 of the European Parliament and of the No changes needed. Law still applies.

Definition of Council of 27 April 2016 on the protection of natural persons with regard to

“General Data the processing of personal data and on the free movement of such data.”

Protection

Regulation”

Section A, “meansin-respect-of-a-Medification-Proposal; EU Notifications are required when a new technical

Definition of notification-of that modification-to-the EU specification is required to ensure all EU

“Notification” Commission-pursuant to-EU Directive 2015/1535/EU.> manufacturers have the same information and an
‘level playing field’.
The specific reference in the SEC is an obligation
on TABASC to inform the Authority if an EU
Notification is required. If we are no longer subject
to EU rules this no longer applies.

Section A, “‘means a review of one or more matters by the Removal of the reference to EU law leaves an

Definition of Authority which the Authority considers is: appropriate definition of SCR

“Significant (a) related to this Code (whether on its own or
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duties (as set out in section 3A of the Electricity Act and section 4AA of the
Gas Act)_and; statutory functions andferrelevant-obligations-arising-underEY
laws-and concerning which the Authority has issued a

notice that the review will constitute a significant code

review.”

Section A
Definition of
“Laws and
Directives”

means any law (including the common law), statute, statutory instrument,
regulation, instruction, direction, rule, condition or requirement (in each case)
of any Competent Authority (or of any authorisation, licence, consent, permit
or approval of any Competent Authority).

Definition of a Competent Authority has been
changed to remove reference to the EU.

Section D1.3(d)

“(d) the Authority or the DCC acting at the direction of the Authority, but in
each case only in respect of variations to this Code which:

. At " :

{i-are in respect of a Significant Code Review; and

This section sets out who can submit a Modification
Proposal. Removal of references to the EU leave
an appropriate definition of who can raise a
Modification.

(a) (b) or (c) above infringes the Data Protection Legislation, the DCC shall
immediately inform the User of this giving details of the infringement or
potential infringement (unless the DCC is prohibited from doing so by any of
its other obligations under Laws and Directives)

Section | not transfer or Process that Personal Data outside the European Economic NOETEMEES FESe el LEv7 Sl SRS,

11.7 (9) Area

Section | . . . - . EU directives will no longer be applicable (other
11.7 (d) & (m) if the DCC is aware that, or is of the opinion that, any requirement of paragraph directives may).

No changes needed. GDPR Law still applies.
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at the written election of the User, either securely destroy the Personal Data or
return it to the User together with all copies (save to the extent that to retain a
copy of the Personal Data)

3: Introduction

Mutual recognition: Any requirement for any device to comply with any of
the technical specifications contained or referred to in this document shall be
satisfied by compliance with:

e arelevant standard or code of practice of a national standards body
or equivalent body of any EEA State or Turkey; or

¢ any relevant international standard recognised for use in any EEA
State or Turkey; or

e any relevant technical regulation with mandatory or de facto
mandatory application for marketing or use in any EEA State or Turkey

ﬁt.a;;téio)n I :aktir?g é)n(t:% accoyr:ttrt]heunature of thel Processilpg and FthhethfoLerationbalvailable EiLrJeg;ir\iaC;“r/ﬁZ;)w" Relenusiibetippicae ] sl
o the , assist the User in ensuring compliance wi e User's obligations ) . .
in Articles 32-36 of the General Data Protection Regulation (or its national NIEEIE el (€0 B TRl
equivalent), including:
Schedule 8 European Central Bank Euro References to Euros to be kept. The removal of
Various these is complex and potentially costly. Also
mandating removal will require a firmware update
which will reduce gas meter battery life
unnecessarily as this functionality is not currently
used.
Schedule 9 There is no necessity to remove these references

and to do so will cost the industry unnecessarily as
an update to Schedule 9 would be required.

Schedule 9
Various

European Central Bank Euro

References to Euros to be kept. The removal of
these is complex and potentially costly. Also
mandating removal will require a firmware update
which will reduce gas meter battery life
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unnecessarily as this functionality is not currently
used.

Schedule 10
3: Introduction

Mutual recognition: Any requirement for a Communications Hub to comply
with the CHTS or any of the technical specifications contained or referred to
in this document shall be satisfied by compliance with:

e arelevant standard or code of practice of a national standards body
or equivalent body of any EEA State or Turkey; or

e any relevant international standard recognised for use in any EEA
State or Turkey; or

e any relevant technical regulation with mandatory or de facto
mandatory application for marketing or use in any EEA State or Turkey

There is no necessity to remove these references
and to do so will cost the industry unnecessarily as
an update to Schedule 10 would be required.

Appendix C
2.2: Quality
Requirements

The quality requirements specified in this Part 2.2 are that the SMKI
Independent Assurance Scheme must be a scheme:

(a) which is recognised as an accreditation scheme for the purposes of Article
3(2) of Directive 1999/93/EC on a Community framework for electronic
signatures

SMKI PMA has requested that this remain in force
to ensure security.

Appendix H
C.1: Storage
and installation
environmental
conditions
(C1.2&C1.3)
ETSI (European
Telecoms

any storage environment should meet European Telecoms Standards Institute
ETSI EN 300 019-1-.1 Class 1.2 (Weather protected not temperature-
controlled storage locations), or any equivalent standard that replaces this;

the transport environment should meet the European Telecoms Standards
Institute ETSI EN 300 019-1-.2 Class 2.3 (Public Transportation), or any
equivalent standard that replaces this

We and the DCC suggest this should remain to
ensure consistent standards are maintained.
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Standards
Institute)
Appendix AD The Currency Units currently used by a Smart Meter for display purposes, References to Euros to be kept. The removal of
Table 39 & which shall be GB Pounds or European Central Bank Euros these is complex and potentially costly. Also
Table 81 Valid set: mandating removal will require a firmware update
alid set. which will reduce gas meter battery life
+ GBP. GB Pounds unnecessarily as this functionality is not currently
» ECB. European Central Bank Euros used.
The Currency Units currently used by a Smart Meter for display purposes,
which shall be GB Pounds or European Central Bank Euros
Valid set:
+ GBP. GB Pounds
- ECB. European Central Bank Euros
Various Applicable Laws and Directives This can remain as EU Laws and Directives will no
Sections longer apply
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