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[bookmark: _Hlk11851470]This document is classified as RED. It contains non-disclosable information and is restricted to the Security Sub-Committee members (including alternates). Participants must not disseminate the information outside of the governance group. RED information may only be discussed during a meeting where all participants present have signed a declaration form, stating their acceptance to abide by these terms. RED information should not be discussed with anyone who is not a member of the governance group.
User Notification of a Material Security Change
If, following an initial Full User Security Assessment, a User decides to introduce any new or materially changed component or functionality of its User Systems which comprises (or includes) a System that is being incorporated into its User Systems other than those which were in use when a User Security Assessment was last carried out or if a component or functionality of the User System is discontinued or if a User System is de-commissioned, they are required to promptly notify the SSC (in practice to notify the SSC inbox using the template provided) and seek their approval before any such additional User System can become operational (G3.9). A prompt notification to the SSC will enable Users to be advised of the steps they need to take to obtain assurance and approval and will also enable the SSC to meet its SEC obligations to monitor any new or changed security risks to the End-to-End Smart Metering System and to advise Users in respect of User Security Assessments. 
A materially changed component or functionality of User Systems will need to comply with the security obligations in SEC Sections G3 to G6 and therefore the User will be expected to carry out a risk assessment as required by SEC Section G5.16 (b).
It is not necessary for a replacement component of any existing User Systems that have already been subject to a User Security Assessment to be notified to the SSC. In such a case, under SEC Section G5.16, each User shall carry out a risk assessment on any occasion on which it implements a material change to its User Systems, or any security functionality, or any other Systems or processes used for generating, initiating or processing Service Requests, Service Responses, Alerts or data communicated over the SSI. These do not need to be reported separately to the SSC.

Should this form be filed in the prior to reaching out to the SSC inbox to set up the relevant Material Change folder on Egress, please email a copy of the filled out form to ssc@talan.com to upload directly into the correct Egress folder. 

	

	1. User Name
	

	2. SEC Parties covered
	

	3. Qualified DCC User Roles 
	Import Supplier
	☐
	Gas Transporter
	☐

	4. 
	Export Supplier
	☐
	Registered Supplier Agent
	☐

	5. 
	Gas Supplier                   
	☐
	Other User
	☐

	6. 
	Electricity Distributor
	☐
	Shared Resource Provider
	☐

	7. 
	MDR Role
	☐
	
	

	8. Date of last User Security Assessment (Excluding a Security Self-Assessment)
	

	9. Type of last User Security Assessment
	

	10. Existing User System provided by? (e.g. in-house, SRP etc.)
	

	11. Details of any Shared Resource within the existing User System (e.g. DCC Adapter/ UTRN Generator)
	

	12. Reason for the Material Security Change
	

	13. What is the nature of the Material Security Change?
	

	14. Will the change require a transition from the existing environment?
	

	15. Will the change impact other DCC Users or consumers?
	

	16. What security tests have been carried out and what was the outcome? (See obligations as set out in G3.7 and G3.8 where applicable)
	

	17. Does the outcome of the security test require a remediation? If yes, what will the timeline be?
	

	18. Timeline for when a contract would be expected (if using a 3rd Party)
	

	19. Has a risk assessment been carried out as per requirements set out in G5.16(b)?
	

	20. Will the change affect the existing governance structure? Details will be required if answer is ‘Yes’.
	

	21. When will the roadmap be available for SSC review? (if available, please upload to your Egress workspace)
	

	22. When will a security architecture diagram be available for SSC review? (if available, please upload to your Egress workspace)
	

	23. When will an updated risk assessment be available for SSC review? (if available, please upload to your Egress workspace)
	

	24. Any other comments?
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