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Amendments since publication

	Issue
	Date
	Amendment

	1
	July 2017
	First Publication

	1.1
	March 2018
	Updated details for SPEN MANW area

	1.2
	July 2018
	Updated UKPN MPID and Cert details

	1.2a
	July 2018
	Updated first page to show correct issue date as “July 2018” and added note on page 6 that all updated credentials are to be implemented with immediate effect.

	1.3
	February 2019 
	Updated document to show Energetics MPID and Certificate details

	1.5
	May 2020
	Addition of credentials for Energy Assets Networks in table on page 7. Addition of credentials for UK Power Distribution in table on page 7. Correction to Harlaxton certificate Subject Name in table on page 6. New paragraph at the end of page 5.

	1.5
	July 2020
	UK Power Distribution (iDNO) provided updated credentials as their original details were found to be incorrect.

	1.6
	July 2021
	Credentials entered for Fulcrum Electricity Assets, Leep Electricity Networks Ltd, Energy Assets Pipelines Ltd, Eclipse Power Ltd and Murphy Power Distribution Ltd.

	1.7
	September 2021
	Updated details for Eclipse Power Ltd

	1.8
	September 2022
	Updated Details for MUA Electricity Limited (previously Murphy Power Distribution Limited)

	2.0
	November 2025
	Updated document in readiness for upcoming updates 

	2.1
	January 2026
	Updated Details for GTC - Published DNO Certificates ENC001/IPN001

	2.2
	February 2026
	Updated details for Indigo Power Limited added. 

	2.3
	April 2026
	Updated details for National Grid (WPD) SWAE 21 region.

	2.4
	June 2026
	Updated details for National Grid (WPD) SWEB 22 region.

	2.5
	July 2026
	Removed details of Harlaxton until new certificate details received.

	2.6
	July 2026
	Updated details for National Grid (WPD) MIDE 14 region.
Updated details for SP Electricity North West NORW 16 region.
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[bookmark: _Toc485112142]
Purpose of this document
At the time of installation and commissioning of a new electricity smart meter a supplier has an obligation under the Smart Energy Code (SEC) to retrieve the appropriate DNO or iDNO Organisation Certificates from the SMKI Repository and use it to populate the Network Operator’s Trust Anchor Cell within the meter.  This document provides the necessary guidance for suppliers, setting out the correct electricity network operator credentials to be used during installation and commissioning of new meters that are to be enrolled into DCC systems.

[bookmark: _Toc485112143]Scope of this document
The scope of this document is limited to the provision of guidance to suppliers on the appropriate use of the given DNO and iDNO credentials in accordance with Inventory, Enrolment and Withdrawal Procedures.

[bookmark: _Toc485112144]Introduction and background
During 2016 DNOs received a number of requests from Suppliers and their representatives querying how Suppliers will be able to determine which DNO Organisation Certificates (assuming that for an individual DNO network there is more than one) should be retrieved from the SMKI Repository and placed in the Network Operators’ Trust Anchor Cells in an ESME at the time of installation and commissioning.

These queries are driven by the Suppliers’ obligation in the Smart Energy Code (Clause 4.19 of the SEC Appendix AC "Inventory, Enrolment and Decommissioning Procedures') that reads as follows:

4.19 As soon as reasonably practicable (and in any event within 7 days) following the Commissioning of a Smart Meter, a Standalone Auxiliary Proportional Controller or a Gas Proxy Function, the Responsible Supplier shall, in relation to each such Device, ensure that: 

(a) the Device Security Credentials which pertain to the Network Parties are: (a) (b) in the case of those which pertain to the Electricity Network Party, those of the Electricity Distributor; 
(b) and in the case of those which pertain to the Gas Network Party, those of the Gas Transporter (or, if they are not available in the SMKI Repository, the Device Security Credentials which pertain to the Gas Network Party shall be populated with information from the Organisation Certificates Issued to the DCC and referred to in Sections L3.23(f) (the DCC (access-Control-Broker) – digital Signature Certificate) and L3.23(g) (the DCC (access-Control-Broker) – key Agreement Certificate));

This document seeks to clarify the position from a DNO perspective to inform suppliers and enable them to fulfil their SEC obligations clause 4.19. 




[bookmark: _Toc485112145]Guidance for suppliers

For the purposes of the Supplier obligation DNOs have agreed that Suppliers should select any valid Organisation Certificates for that DNO to place in the Trust Anchor Cells during or shortly post installation and commissioning. DNOs accept that the onus is then on the DNO to change their Organisation Certificates on that ESME, should they wish to do so. DNOs accept that it will be for them to manage any additional complexity that arises from adopting this approach.


The DCC User Interface Specification (DUIS) in SEC Appendix AC "Inventory, Enrolment and Decommissioning Procedures' specifies that User Role Signing Key pairs must not be used for communication with Devices. The relevant extract from the DUIS is replicated below:
3.3.1 DUIS XML Service Request Signing 
The User shall Digitally Sign every XML format Service Request and Signed Pre-Command sent to the DCC using a User Role Signing Private Key. This must be a separate dedicated Key that shall not be used for communication with Devices (i.e. different to that used to sign the GBCS Payload held within Signed Pre-Commands). A separate User Role Signing Private Key must be used per User Id in use for each User.” 
Each User shall notify the DCC of the Organisation Certificate corresponding to each User Role Signing Private Key that they wish to use for Digitally Signing communications to the DCC in accordance with the paragraph above.
In the event that a Supplier inadvertently obtains the certificate relating to the User Role Signing Private Key and places this on a device in the Network Operator Anchor Slot then this may be construed as a breach of the SEC. Suppliers should therefore use the DNO credentials provided in the table below in accordance with Inventory, Enrolment and Withdrawal Procedures. 
Where DNO credentials are not provided in the table below, Suppliers should leave the Network Operator Trust Anchor field as 'ACB'."
ENA has also agreed that any independent network operator company can provide their credentials for inclusion in this document. Any iDNO details that have been provided have been added to the table below. 
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Suppliers should use the following DNO/iDNO credentials in accordance with Inventory, Enrolment and Withdrawal Procedures:
	DNO Name
	MPID
	Distribution
Area
	Party Signifier
	Certificate
Subject Name
	Certificate Serial
(Digital Signature)
	Certificate Serial
(Key Agreement)
	Expiry 
Date

	
	

	SP Electricity North West
	NORW
	16
	ENW001
	70-B3-D5-1F-30-1C-80-01
	4C334CD88561A9191ED93229893F63AC
	232D9239C018B99614DE444EE68C3304
	

	
	

	WPD
	EMEB
	11
	EME001
	70-B3-D5-1F-30-7D-AA-AA
	162ea3fbc9792e0c21acc7560efeb6ec
	292918f9af5ae08a44b0802c4b135b01
	

	WPD
	SWAE
	21
	SWA001
	70-B3-D5-1F-30-7E-AA-AA
	65eccb4eb95eeb9183e02b357e9775bb
	528dc0317eee54a85f1f91a110a9881e
	

	WPD
	SWEB
	22
	SWE001
	70-B3-D5-1F-30-7F-AA-AA
	76C760152139A2448B2AA783D2E96037
	0EC0DF2003C61BACD9106188A4FA0897
	

	WPD
	MIDE
	14
	MID001
	70-B3-D5-1F-30-80-AA-AA
	62003058144B9189AA8D4942DC3B6B78
	7464A92790A13E209518349C30AECB29
	

	
	

	UKPN (EPN)
	EELC
	10
	PHB009
	70-B3-D5-1F-30-17-00-00
	2de3d09aca79f55daf1abbab5c8dc4c7
	3730424e52409cd52abb22e3df276ce2
	

	UKPN (SPN)
	SEEB
	19
	PFG007
	70-B3-D5-1F-30-65-00-00
	40038c78f5b21bdc627c0480aec2953c
	4df989c931ec99cb01515e15dd7424f7
	

	UKPN (LPN)
	LOND
	12
	PBE008
	70-B3-D5-1F-30-41-00-00
	75553f2558294f0fbd1b175875a1c470
	5fcbf0b276ec5d57efbea4d299380a11
	

	UKPN Olympic Park iDNO
	EDFI
	Not Used
	N/A
	No longer used
	No longer used
	No longer used
	

	
	

	NPG
	NEEB
	15
	NPG001
	70-B3-D5-1F-30-48-00-00
	5eb83995d8569b5883e8f897adbcf527
	419c3b2a8ee830b58ca801fd0dbecce2
	

	NPG
	YELG
	23
	NPG002
	70-B3-D5-1F-30-49-00-00
	5b6889789f1db1705dbac28d1d591e94
	3009cc21ac86dd2c66dac96853decd73
	

	
	

	SPEN
	SPOW
	18
	SPD001
	70-B3-D5-1F-30-6A-30-60
	4371D41B2FB7789F7C6325BCC9AB15D2
	2E201886CF7028950AD35F9A54647066
	

	SPEN
	MANW
	13
	SPD002
	70-B3-D5-1F-30-6B-30-60
	62C97583733C9F240F590E11923C1A1D
	7f15bcc4ef1d0aeb41254d84545b084f
	

	
	

	SSEN
	SOUT
	20
	SED001
	70-B3-D5-1F-30-68-80-01
	1120a4a31f208d04e59ed0d676dcdf99
	34e192500d4c35bcc6cb56ddeb63baf5
	

	SSEN
	HYDE
	17
	SHD001
	70-B3-D5-1F-30-5E-80-01
	6115bd7cfcc0339abef649c50ed48cbb
	61df87da2dcd1fffebacd99b9452d670
	

	
	

	GTC 
	ETCL
	27
	ENC001
	70-B3-D5-1F-30-70-00-01
	47c0025e7a449ddac19504a9dd151f98
	7bb73f4bffa678cb355c7533a8341232
	

	GTC 
	IPNL
	24
	IPN001
	70-B3-D5-1F-30-39-00-01
	2f3b150ab4bea5c2d763cca317d4140e
	6831f80fed063b63a7898185ba77706c
	

	
	

	
	
	
	
	
	
	
	

	
	

	Energetics
	GUCL
	26
	ENE001
	70-B3-D5-1F-30-89-00-20
	7ADA985832603B14B2DF93F582E823A5
	202272E75DE2986D0F6D88A26E6F47B8
	

	
	

	ESP Electricity
	LENG
	25
	ESP005
	70-B3-D5-1F-30-1E-00-AB
	3fd398496fb0d4ed3ef3bcc8c1b502d6
	4d7ca796b3e67b31030e4d377ad503d6
	

	DNO Name
	MPID
	Distribution
Area
	Party Signifier
	Certificate
Subject Name
	Certificate Serial
(Digital Signature)
	Certificate Serial
(Key Agreement)
	Expiry 
Date 

	
	

	Energy Assets Networks
	UDNL
	32
	PEP002
	70-B3-D5-1F-30-F4-00-01
	294345F1A2317CEAB5DC8B5D0AD1284C
	115F67F088E5A830DDF65C19305A0AC5
	

	
	

	UK Power Distribution
	UKPID
	31
	PPL009
	70 B3 D5 1f 30 BB 00 10
	6a930b40bad7492739632b3516b54234
	5ff278b11a236bae20c573cd07b728db
	

	
	

	Energy Assets Pipelines Ltd
	EAP
	77
	PDN008
	70-B3-D5-1F-30-D3-00-01
	17A6179EA2D574DBB9F72DCA999D989A
	7A46BB2D1335B90D51C7D7B2E05ABE88
	

	
	

	Fulcrum Electricity Assets Ltd
	FEAL
	35
	PLC013
	70-B3-D5-1F-31-2B-00-00
	59F249EEEBD31AFB10588C3D1CA2BA7F
	697CFE7AF7CAEB27F17811D67003ED8A
	

	
	

	LEEP Electricity Networks Limited
	PENL
	30
	PCM000
	70-B3-D5-1F-30-C2-30-00
	475BAA670C2483A8F9E5C8CCBB9F97CB
	3F054F83CD7471A5BE34129995B53F95
	

	
	

	Eclipse Power Ltd
	GGEN
	33
	PBC017
	70-B3-D5-1F-31-21-00-25
	523B13D99074AD97E106B84337919EC3
	5CAA4A283A9ADA81FFB39C1F1976E1CB
	

	
	

	MUA Electricity Limited (previously Murphy Power Distribution Limited)
	MPDL
	34
	PFD010
	70-B3-D5-1F-31-35-00-30
	5CF29DD42FF6CC92979096CB3F7E9692
	1416351D85EC2C1CBD1368CFF2320C53
	

	
	
	
	
	
	
	
	

	Indigo Power Limited
	INDI
	38
	PJH011
	70-B3-D5-1F-31-79-00-25
	5F19E519059AC06B0BC96AB26FC0F681
	1dd361e9884e5745da96b6d021786004
	


NOTE: All updates shown in the table above are to be implemented with immediate effect.
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