SEC

Smart Code

This document is classified as Clear in accordance with the Panel Information Policy. Recipients
can distribute this information to the world, there is no limit on disclosure. Information may be
shared without restriction subject to copyright.

smart Energy Céde

MP259

‘Triage System Interface
Definition’

Modification Report
Version 1.0
20 December 2023

r
Corporate member of
Plain English Campaign
Committed to clearer

communication
592 ‘f

y

MP259 Modification Report "’ Page 1 of 11

Gemserv This document has a Classification

of Clear




Smart Code

About this document

This document is a Modification Report. It sets out the background, issue, solution, impacts, costs,
implementation approach and progression timetable for this modification, along with any relevant
discussions, views, and conclusions.
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This document also has one annex:

e Annex A contains the redlined changes to the Smart Energy Code (SEC) required to
deliver the Proposed Solution.

Contact

If you have any questions on this modification, please contact:
Georgiana Severin
020 7770 6921

Georgiana.Severin@gemserv.com
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1. Summary

This proposal has been raised by Gordon Hextall on behalf of Security Sub-Committee (SSC).

Triage Facilities require secure channels for communication to carry out Triage Activities on Use
Cases approved by the SSC. The SEC definition of a Triage System Interface currently only allows
Internet Protocol Security (IPsec) as an approved method of securing data connection between
Triage Facilities and the Manufacturer. However, one Manufacturer has made a case to employ a
Transport Layer Security (TLS) Virtual Private Network (VPN) between individual machines instead.
This has been approved by the SSC and by the National Cyber Security Centre (NCSC) subject to
use of versions of TLS approved by NCSC and mandatory mutual authentication.

The Proposed Solution would include a TLS encrypted VPN as an approved method of securing data,
alongside an IPsec VPN. Additionally, we would look to futureproof the SEC by removing references
to the specific version of TLS stated in the SEC, instead referring Parties to SSC guidance on which
version to use.

There are no impacts to Parties associated with this modification. The costs would be limited to Smart
Energy Code Administrator and Secretariat (SECAS) time and effort. This is a Self-Governance
Modification, and, if approved, will be implemented in the February 2024 release.

2. Issue

What are the current arrangements?
How is Device Triage achieved?

Approved Triage arrangements were introduced because of the growing need to refurbish Devices to
avoid unnecessary waste. Previously, the SEC did not include any guidance on Device Triage and
how Triage Facility Providers should operate.

The Triage Facility was specifically designed to refurbish removed Devices and have them ready for
re-installation and communication through the Data Communications Company (DCC) network. To be
able to do so, Triage Facilities require secure channels for communication.

Relevant Specifications and regulations

The Commercial Product Assurance (CPA) Triage Security Characteristic Overlay document specifies
the security controls required to be designed into a Device with relevant SSC approved Use Case Triage
capability to enable the Device to achieve CPA Certification.

The CPA Build Standard is used by accredited CPA Test Laboratories to assure the Triage Tool and
Triage System Interface.

The SEC Section G12 specifies the arrangements for a Triage Facility Provider to be subject to an
independent Security Assessment to be approved to carry out Triage Activities.

The SSC Guidance on Device Security Assurance and Triage Part 2 provides the overview of all the
activities that may be carried out for SSC approved Use Cases.
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What is the process?

At present, Use Case 004 (Factory Reset) is the only Use Case to which SEC Section G12 applies.
The Manufacturer provides the Triage Facility Provider with a Triage Tool and Triage System Interface
that is connected to the Manufacturer’s Triage System as shown in the flow below.
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Triage System Interface Security

As part of MP203 ‘Security Assurance of Device Triage Facilities’ the SSC Guidance for Device
Security Assurance and Triage has been created to support Device Triage when the Device has been
removed from consumer premises. This defines the process for approved Use Cases and the SEC
defines certain tools/equipment that must be used.

The Triage System Interface currently requires an IPsec VPN site-to-site encrypted link that
Manufacturers use to communicate with the Triage Facility.

The IPsec site-to-site encrypted protection enables the Triage Facility Provider to communicate with a
Manufacturer to set up an entire site access to its systems. By doing this, the communication between
Manufacturer and Triage Facility can be done through several endpoints.

Transport Layer Security

TLS is a type of host-to-host encryption which narrows down the communication channels between
two parties. The difference between TLS and the current IPsec used by Manufacturers is that TLS
would limit access to the Manufacturer’s system to single endpoints in the Triage Facility. This would
provide a more granular level of security and control over shared data.

Currently, TLS is detailed elsewhere in the SEC as an acceptable method of encrypting
communications but is not allowable under the current definitions for Triage Interface Systems.

What is the issue?

The SEC currently defines a Triage System interface as a “secure IPsec virtual private network, site to
site encrypted link provided by a Manufacturer in order to connect its Triage System to a Triage Tool
at a Triage Facility, which provides confidentiality and integrity of communications” (SEC Section
G12.9).
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Whilst this arrangement keeps the information secure on a site basis, a Manufacturer has requested
an additional option to use TLS to limit the access to specific machine endpoints that would allow it to
access the Triage System. The SSC and NCSC have accepted that, subject to use of the correct
NCSC approved version and use of mutual authentication, TLS provides a satisfactorily secure
alternative option to operate alongside IPsec VPN.

TLS is therefore proposed as an alternative protocol for a virtual private network, and this would
provide an acceptable level of security between the Manufacturer’s Triage System and Triage
Facilities.

Additionally, TLS would be a host-to-host type of encryption, as opposed to the current IPsec site-to-
site configuration, which SSC believes is justified, provided mutual authentication was used.

The SSC and NCSC are content with the change to TLS provided both parties can mutually
authenticate when using this method and that the TLS version is approved by NCSC.

The SSC has also noted that current references to TLS in the SEC contain specific version numbers
to be used. This also limits SEC Parties to accessing the latest version, which could be necessary (in
the case of DCC for example) or best practice to access Federal Information Processing Standard
Publication 140-3 (FIPS140-3), the latest standard applicable to Hardware Security Models (HSMs).

The SSC would like to futureproof these references by removing specific version numbers and
including the allowable versions within SMKI PMA and SSC Guidance (Standards, Procedures and
Guidelines) published on the SEC website. This enables changes to be made to this list when new
versions come into effect, or old versions are no longer supported.

What is the impact this is having?

TLS is already used within the SEC however it is not currently included in the definition of a Triage
System Interface, limiting Manufacturers to IPsec when establishing secure connections with Triage
Facilities.

As a result, Manufacturers are currently unable to limit and control access to the Manufacturer’'s
Triage Systems to specific endpoints within a Triage Facility for the use of Triage.

References to TLS already within the SEC, state that version 1.2 should be used. This is no longer
the latest version. As such, wherever TLS is required, SEC Parties should be using the latest or most
appropriate version. The inclusion of the specific version number would have a rolling impact as it
would require a modification when new versions are released, which would restrict SEC Parties’
ability to update their systems.

Impact on consumers

This modification will not impact consumers.

3. Solution

Proposed Solution

The Proposed Solution is to expand the Triage System Interface definition to include both the existing
IPsec method, as well as an alternative direct TLS VPN.
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As well as the SEC, the CPA Triage Security Characteristic Overlay document and the SSC Guidance
on Device Security Assurance and Triage to include TLS as an approved method of establishing
secure communication between Manufacturers and their Triage Facility will also be updated by the
SSC.

Additionally, to futureproof the SEC Guidance, it is also proposed that references to TLS v1.2 are
changed to generic wording referring SEC Parties to the SSC Guidance on which version of TLS to
use.

The legal text to implement these changes can be found in Annex A.

4. Impacts

This section summarises the impacts that would arise from the implementation of this modification.

SEC Parties

SEC Party Categories impacted

v | Large Suppliers v' | Small Suppliers
Electricity Network Operators Gas Network Operators
v | Other SEC Parties v | DCC

' Breakdown of Other SEC Party types impacted

Shared Resource Providers Meter Installers
v | Device Manufacturers Flexibility Providers
DCC Other Users v | MAPs/ MAMs

This modification will impact Device Manufacturers who choose to employ TLS as their preferred
method of securing data with a Triage Facility. Meter Asset Providers (MAPs) and Suppliers will only
be impacted if they are operating a Triage Facility and choose to employ TLS.

As TLS 1.2 is not yet deprecated, Suppliers, Network Operators and the DCC will not be immediately
impacted by this modification, however when newer versions come into force, they would then be able
to update.

DCC Systems
DCC System changes

There will be no System changes from the modification.

DCC System traffic

This modification will not impact DCC System traffic.
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SEC and subsidiary documents
The following parts of the SEC will be impacted:

e Section G ‘Security’

e Appendix M ‘SMKI Interface Design Specification’

e Appendix O ‘SMKI Repository Interface Design Specification’

o Appendix S ‘DCCKI Certificate Policy’

o Appendix T ‘DCCKI Interface Design Specification’

e Appendix X ‘Registration Data Interface Specification’

e Appendix Al ‘Self Service Interface Code of Connection’

e Appendix AL ‘SMETS1 Transition and Migration Approach Document’
The changes to the SEC required to deliver the proposed solution can be found in Annex A.
Devices

This modification will not impact Devices.

Consumers

This modification will not impact Consumers.

Other industry Codes

This modification will not impact other industry Codes.

Greenhouse gas emissions

This modification will not impact greenhouse gas emissions.

5. Costs

DCC costs

There are no DCC costs associated with this modification.

SECAS costs

The estimated SECAS implementation cost to implement this as a stand-alone modification is one
day of effort, amounting to approximately £600. This cost will be reassessed when combining this
modification in a scheduled SEC Release. The activities needed to be undertaken for this are:

e Updating the SEC and releasing the updated version to the industry.
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SEC Party costs

There are no Party costs associated with this modification.

6. Implementation approach

Approved implementation approach
The Change Sub-Committee (CSC) has approved an implementation date of:

e 29 February 2024 (February 2024 SEC Release) if a decision to approve is received on or
before 15 February 2024; or

e 27 June 2024 (June 2024 SEC Release) if a decision to approve is received after 16
February 2024 but on or before 13 June 2024.

It is recommended that the modification is targeted for the February 2024 release as there are no
System impacts on the DCC, SEC Parties, or costs associated with implementing this modification
(aside from SECAS costs). Providing Triage Facilities with alternative security arrangements will
ensure that there is no delay to the triage of meters.

7. Assessment of the proposal

Areas for assessment
Sub-Committee input

SECAS has engaged with the Chairs from the Operations Group (OPSG), the Technical Architecture
and Business Architecture Sub-Committee (TABASC), the Security Sub-Committee (SSC) and the
Smart Metering Key Infrastructure Policy Management Authority (SMKI PMA) to confirm what input is
required from these forums. SECAS believes the following Sub-Committees will need to provide the
following input to this modification:

Sub-Committee input

Sub-Committee Input sought
OPSG None

SMKI PMA None

SSC Input on legal text and Proposed Solution
TABASC None

Observations on the issue

A Manufacturer raised the issue when trying to set up security arrangements that did not fit the current
definition in SEC Section G12.9. The SSC acknowledged this and noted that provided mutual
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authentication was employed, the TLS VPN would be an acceptable alternative to access the Triage
System.

Solution development

The changes in this Modification Report were brought to the attention of SSC in a meeting on 25
October 2023. Following the SSC meeting, discussions have been held between NCSC, the
Department of Energy Security and Net Zero (DESNZ), the TABASC Chair, Cybersecurity Solutions
(CyTAL) and the SSC Chair to review various iterations of drafting for the amended definitions.

As part of the development, they noted that where TLS is mentioned in the SEC outside of Triage
Facilities, it included the version (TLS 1.2). This has not been deprecated, but a new version of TLS
(1.3) is available and will likely replace 1.2 in future. It was therefore proposed that moving forward,
the TLS version should not be mentioned in the SEC, instead it would refer Parties to the relevant
guidance as to which version to use.

The intent is to ensure that secure communication between Manufacturers and Triage Facilities are in
place and that the SEC covers the appropriate methods in which this can be achieved. Additionally,
referring SEC Parties to SSC Guidance as opposed to clearly stating the TLS version required would
futureproof the SEC.

8. Case for change

Business case

The modification does not impact SEC Parties, but it would benefit the Triage Facilities who do wish
to utilise it. It can be delivered into the SEC as a legal text change and therefore the costs are limited
to SECAS implementation.

Views against the General SEC Objectives
Proposer’s views

The Proposer believes this Modification Proposal will better facilitate SEC objectives (f)! as it will
reduce security risks and futureproof the SEC and better support the refurbishment of Devices.

Views against the consumer areas
Improved safety and reliability

This modification will have a neutral impact on this area.

Lower bills than would otherwise be the case

This modification will have a neutral impact on this area.

1 Ensure the protection of Data and the security of Data and Systems in the operation of this Code.
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Reduced environmental damage

This modification will have a neutral impact on this area.

Improved quality of service

This modification will have a neutral impact on this area.

Benefits for society as a whole

This modification will have a neutral impact on this area.

Final conclusions -

NCSC and SSC have agreed the amendments to the definition of Triage System Interface to include
TLS as an appropriate alternative to IPsec provided both parties use mutual authentication when
using TLS.

The NCSC has also agreed to the text change required.

The SSC support the changes to the amendment of TLS v1.2 to a generic description and referral to
the SSC Guidance to ensure future uplifts to the protocol do not require a full Modification to
implement.

Appendix 1: Progression timetable

Timetable

Event/Action Date
Draft Proposal raised 11 Dec 2023
CSC converts Draft Proposal to Modification Proposal 19 Dec 2023
Modification Report approved by CSC 19 Dec 2023
Modification Report Consultation 20 Dec 2023 — 15 Jan 2024
Change Board Vote 24 Jan 2024

Italics denote planned events that could be subject to change.

Appendix 2: Glossary

This table lists all the acronyms used in this document and the full term they are an abbreviation for.

Acronym Full term
CPA Commercial Product Assurance
CsC Change Sub-Committee
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Acronym Full term
CyTAL Cybersecurity Solutions
DCC Data Communications Company
DCCKI Data Communications Company Key Infrastructure
DESNZ Department for Energy Security and Net Zero
FIPS 140-3 Federal Information Processing Standard Publication 140-3
HSM Hardware Security Module
IPsec Internet Protocol Security
MAM Meter Asset Manager
MAP Meter Asset Provider
NCSC National Cyber Security Centre
OPSG Operations Group
SEC Smart Energy Code
SECAS Smart Energy Code Administrator and Secretariat
SMETS Smart Metering Equipment Technical Specifications
SMKI Smart Metering Key Infrastructure
SMKI PMA Smart Metering Key Infrastructure Policy Management Authority
SSC Security Sub-Committee
TABASC Technical Architecture and Business Architecture Sub-Committee
TLS Transport Layer Security
VPN Virtual Private Network
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