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Smart Metering Implementation Programme

Technical Specification Issue Resolution Proposal

This note provides SMIP’s interim position on an issue identified with the current version of the Technical Specifications or their associated content.  Please note this position should be considered as Draft until ratified through TBDG.  


	Date
	2 February 2024

	Issue Resolution Proposal
	IRP665

	Issues Log ID
	TS1622

	Issue Title
	Certification Path Validation clarification

	Source
	SMIP

	Date Raised
	13 November 2023

	Status
	Draft v0_1

	Documentation Reference
	GBCS v4.3 


Description:
Following explanation provided at TS1619 concerning Certification Path Validation in relation to applyTimeBasedCPVChecks it is noted that GBCS might benefit from some clarification.
The aim of the changes is to emphasise that Certification Path Validation only applies to the replacement Certificates and does not apply under any circumstance to existing Certificates held as credentials in Trust Anchor cells. 

Proposed Position:
During testing, there was some uncertainty as to the circumstances under which Certification Path Validation (CPV) occurs.
The drafting changes proposed are to clear up any ambiguity there may be regarding the circumstances under which CPV occurs. CPV occurs only when an Update Security Credentials Command is received and applies only to the replacement Certificates contained within the Command.
The drafting changes also fix some minor discrepancies in the existing text.

Interoperability and /or Compatibility
There is no effect on existing device interoperability and DCC systems are not affected by this IRP665. 

Required Changes to Documentation:
1. At GBCS Section 4.3.2.8.2, add the clarification text as shown in the mark-up below:
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2. At GBCS Table 13.3.4.1 amend the text in the ‘applyTimeBasedCPVChecks’, ‘replacements’, ‘trustAnchorCellUsage’ and ‘certificationPathCertificates’ rows, as shown in the marked-up. sections below:
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3. At GBCS Section 13.3.5.9 make the changes shown in the mark-up below:
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	TS version for incorporation
	TBC

	Impact on previous RPs
	None 

	Attachment(s)
	None

	TSIRS view of impact 
	Consumers: No impact identified

	
	DCC Users: No impact identified

	
	DCC & Testing: No impact identified

	
	Non-SMETS functionality in installed devices: No impact identified
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4.3.2.8.2»Device requirements|

The-requirements-in-this-Section-4.3.2.8.2-shall-apply-only-to-Use-Cases-CS02b-(Update-
Security-Credentials)-and-CS02g-(Update-Load-Controller-Security-Credentials).{

Where-a-Device-has-successfully-completed-all-required-Command-Authenticity-and-Integrity-
checks-on-a-Command,-of-a-type-covered-by-Use-Cases-CS02b-and-CS02g, -the-Device-
shall-undertake-either:q

* - Certification-Path-Validation,-including-time-checks;-or|

* - Certification-Path-Validation,-excluding-time-checks.{f
If-the-Device-doesnot-have-Reliable-Time-(as-defined-in-Use-Cases-GCS28-and-ECS70-Set-
Clock)-it-shall-always-undertake-Certification-Path-Validation, -excluding-time-checks. -
Otherwise-the-validation-to-be-undertaken-shall-be-determined-by-the-contents-of-the-
Remote-Party-Command-instance.--For-clarity,-Device-types-which-are-not-required-to-have-
a-clock,-shall-always-undertake-Certification-Path-Validation,-excluding-time-checks {
The-Device-shall-undertake-Certification-Path-Validation, -including-time-checks:q[

« - eitherby-using-the-algorithm-specified-in-IETF-RFC-5280-section-6.1;-0rq]

* - by-using-functionality-equivalent-to-the-external-behaviour-resulting-from-that-
algorithm.{f

The-Device-shall-undertake-Certification-Path-Validation,-excluding-time-checks:{

« - either-by-using-the-algorithm-specified-in-IETF-RFC-5280-section-6.1-but-not-applying-
the-check-at-6.1.3-(a)-(2)-('the-certificate-validity-period-includes-the-current-time’);-or{f

* - by-using-functionality-equivalent-to-the-external-behaviour-resulting-from-that-
algorithm-where-not-applying-the-check-that-the-certificate-validity-period-includes-the-
current-time” |

For-clarity.-Certification-Path-Validation-shall-only-apply-to-replacement-Certificates-in-the-

Command,not-to-an-existing-Certificate-in-a-Trust-Anchor-cell.{

The-trust-anchor"-information-(with-the-meaning-in-IETF-RFC-5280)-shall-be-inthe-root-
Security-Credentials-held-on-the-Device.{

If-the-Device's-Certificate-Path-Validation-does-not-confirm-the-required-certification-path-
validity,then-the-Device-shall-undertake-no-further-processing-of-the-Command, -except-for-
the-issuance-of-a-Message-containing-an-execut ionout come-(with-its-Section-13.3.4.6-
meaning)-notifying-that-the-Command-was-unsuccessful-in-applying-at-least-some-of-the-
changes-in-the-Command.{
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13.3.5.9 Verifying-the-authenticity -of replacement-certificates
For-each-replacementCertificate-in-replacements, Fhe-the-Device-shall first-apply-the-requirements-of-Section-12.6-(Device-
processing-of-Certificates). If-any-of-those-checks fail,the-Section-13.3.5.9-check-fails.{
Where-Certification-Path-Validation-is-required-by-this-Section-13.3.5.9, the-application-of-time-based-checks-shall-be-determined-as-follows:{
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