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Overview

The Smart Energy Code Administrator and Secretariat (SECAS) provided an overview of the issue
identified, impact, Proposed Solution, and the Preliminary Assessment summary for MP268
‘Certificate rotation and expired Certificates’.

Issue

*  The new manufacturing Certificates will have a 17-year Validity Period to align with the
existing Organisation Certificate Authority Certificate which expires in 2041

*  Smart Metering Key Infrastructure Policy Management Association (SMKI PMA) deems that
Certificates with a Validity Period longer than ten years are an increased security risk

*  There are implicit requirements for the Data Communications Company (DCC), Suppliers and
Network Parties to replace revoked and expired Organisation Certificates

Proposed Solution

The Proposed Solution aims to address the security risks associated with using Organisation
Certificates with extended Validity Periods in Devices installed after the 2024 manufacturing pack
release.

The solution involves developing clear guidelines within the Smart Energy Code (SEC) mandating
post-commissioning replacement of Organisation Certificates by the DCC. These guidelines will
provide explicit instructions and timelines for replacing any Organisation Certificate which has a
Validity Period longer than ten years or is revoked or expired. This is to ensure ongoing network
security and compliance. Additionally, monitoring mechanisms will be established to ensure
compliance with SEC guidelines and stakeholder collaboration will be key in communicating and
enforcing the new guidelines effectively.

Preliminary Assessment Summary

e Total cost to implement MP268 ‘Certificate rotation and expired Certificates’ stands at
£10,000 - £160,000 which includes Design, Build and Pre-Integration Testing (PIT) costs

e Timescale of three months to implement
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Smart Code

Working Group Discussion

SECAS (MS) provided an overview of the current arrangements, the issue, detail of the Proposed
Solution and summary of the Preliminary Assessment.

Certificate replacement after Installation and Commission

A Working Gorup member (BT) questioned if Certificate replacement cannot take place what would
happen. The DCC (BB) highlighted that the DCC are aware of the difficulties with Prepayment
Interface Devices (PPMIDs) Certificate replacement, and to address this difficulty the DCC had opted
to word the legal text with “all reasonable steps”. They stated that they will investigate internally as to
what issues would present themselves if Certificate replacement does not take place. They
highlighted when the legal text was being created it was reviewed by the Department for Energy
Security and Net Zero (DESNZ).

Legal text

MS asked the Working Group if the draft legal text will effectively deliver the Proposed Solution. All
Working Group members who responded agreed that the draft legal text delivers the Proposed
Solution.

Impact Assessment

MS asked the Working Group if the DCC Full Impact Assessment (FIA) should be requested. All
Working Group members who responded agreed that the FIA should be requested.

Next Steps
The following actions were recorded from the meeting.

e DCC to investigate what happens if Certificates are not replaced after Install and Commission
(1&C)

e SECAS to issue the Refinement Consultation
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