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[bookmark: _Toc82793017][bookmark: _Toc220422536][bookmark: _Toc372277105][bookmark: _Toc514771909][bookmark: _Toc514850930]Executive Summary
The Change Board are asked to approve the following:
· Cost to complete the Full Impact Assessment of £6,498.
· The timescales to complete the Full Impact Assessment of 40 Working Days.
· ROM costs for SECMP0281, up to the end of Pre-Integration Testing (PIT) for the Future Services Management (FSM) database of £27,000 to 35,000.
· The FSM Service Provider is impacted by this Modification.
Problem Statement
Suppliers are often encountering the scenario where they are unable to commission gained Devices due to not having the install codes, the relevant Smart Metering Key Infrastructure (SMKI) Device certificates, or SMKI Organisation certificates held by a losing Supplier, where a Device is installed but not commissioned.
The existing solution implemented as part of SECMP0121 did not mandate the provision of SMKI certificates and is deemed not fit for purpose. This Modification seeks to implement an automated solution to facilitate the transfer of Install Codes and Device Certificates at the time of Pre-Notification.
Modification Benefits
Rather than relying on email, this Modification codifies the need for a central database to hold install codes. Changes to FSM will mean the required data items are held centrally and securely.
This Modification, and this PIA, seeks to introduce a method of ensuring the availability of Install Codes through provision of a secure and accessible database with suitable access controls, in the FSM solution. Further changes are anticipated in the Future DSP (DSP2) and FSM solutions to ensure the availability of Install Codes and the required SMKI certificates as part of a change to the Service Reference Variant 12.2, Pre-Notification functionality, but those changes are not in scope of this Preliminary Impact Assessment (PIA).
[bookmark: _Toc220422537]Document History
[bookmark: _Toc298833584][bookmark: _Toc371921492][bookmark: _Toc372277108][bookmark: _Toc514850931][bookmark: _Toc159935618][bookmark: _Toc220422538]Revision History
	Revision Date
	Revision
	Summary of Changes

	23/01/2026
	3.01
	Initial version, for DCC internal review

	27/01/2026
	3.1
	Draft version

	28/01/2026
	3.2
	Published


[bookmark: _Toc298833585][bookmark: _Toc371921493][bookmark: _Toc372277109][bookmark: _Toc514850932][bookmark: _Ref117177382][bookmark: _Toc220422539]Associated Documents
This document is associated with the following documents:
	Ref
	Title and Originator's Reference
	Source
	Issue Date

	1
	DP281-Modification-Report-v0.2
	SECAS
	29/10/2025

	2
	Business Requirements
	DCC
	09/09/2025

	3
	Preliminary Impact Assessment, Future DSP Platform
	DCC
	29/09/2025


References are shown in this format, [1].
[bookmark: _Toc1983152][bookmark: _Toc1040948][bookmark: _Toc220422540][bookmark: _Toc516476618]Document Information
The Proposer for this Modification is Emslie Law of OVO. The Modification was raised on 11th February, 2025.
A first Preliminary Impact Assessment (PIA) for the Future DSP solution was requested of DCC on 16th September, 2025, and submitted on the 29th September, 2025.
The PIA for an As Is DSP solution was requested of DCC on 13th November, 2025, and returned on the 27th November.
This PIA for a Future Services Management solution with reduced scope, was requested on 9th January, 2026.
1 [bookmark: _Toc41999574][bookmark: _Toc532221491][bookmark: _Toc220422541]Context and Requirements
In this section, the context of the Modification, assumptions, and the requirements are stated.
The requirements have been provided by SECAS, the Proposer, and the Working Group.
1.1 [bookmark: _Toc220422542]Current Arrangements
Suppliers are often encountering the scenario where they are unable to commission gained Devices due to not having the install codes. Install codes are unique codes required to commission a Device during installation. This problem of missing codes can be exacerbated by the fact that the losing Supplier often was not the installing Supplier. This situation often results in Devices being removed and replaced, adding cost and inefficiency to the process. The current solution is an email-based option obligating a losing Supplier to provide the required install codes to the gaining Supplier within a 10-day Service Level Agreement (SLA), or to provide confirmation that they were not the installing Supplier. This approach is labour intensive and is viewed as unsuitable to be dealing with the rising volumes of uncommissioned Devices that Suppliers are encountering.
[bookmark: _Toc220422543]What is the Issue?
Situations can arise where a (Smart Metering Equipment Technical Specification) SMETS2 Device is installed but not commissioned. Suppliers may install Devices, in a non-commissioned state. There is a risk that a Consumer might change their Energy Supplier before Wide Area Network (WAN) connectivity has been established. In these circumstances, the gaining Supplier is not currently able to commission the installed Devices, because they require the install code, SMKI Device certificate, and SMKI Organisation certificates to enable the installed Devices to be joined to the Home Area Network (HAN) which needs to occur before the Devices can be commissioned. In summary, there is no process for a SEC Party to commission an installed meter where another Party began, but did not complete, the installation.
[bookmark: _Toc41999577][bookmark: _Toc41999578][bookmark: _Toc41999579][bookmark: _Toc41999580][bookmark: _Toc41999581][bookmark: _Toc41999582][bookmark: _Toc41999583][bookmark: _Toc41999584][bookmark: _Toc41999585][bookmark: _Toc41999586][bookmark: _Toc220422544]Impact of the Issue
[bookmark: _Toc82793026][bookmark: _Ref120552118][bookmark: _Ref120552124]Suppliers are struggling to keep up with the volume of requests that they are receiving through the current email process initiated in SECMP0121. The current process is time consuming, labour intensive and the 10-day SLA only applies to Suppliers and not to others involved in the process like Meter Asset Providers (MAPs)[footnoteRef:2], which can result in processing bottlenecks. In addition, SECMP0121 did not mandate the availability of the relevant SMKI Device certificate and SMKI Organisation certificate. [2:  In this document the term MAP is taken to include MAPs, Meter Operators (MOPs, ESME), and Meter Asset Managers (MAMs, GSME)] 

As a result of this issue, it is often the case that Suppliers are having to install new Devices at premises as they are unable to commission the existing ones.

[bookmark: _Toc149131246][bookmark: _Toc149131247][bookmark: _Toc149131248][bookmark: _Toc149131249][bookmark: _Ref207364433][bookmark: _Toc220422545]Business Requirements
The high-level business requirements as scoped for the full SECMP0281 solution were as follows.
	Ref
	Requirement
	MOSCOW

	1
	Install Codes for Devices to be uploaded by Suppliers to the Smart Metering Inventory (SMI)
	Must

	2
	Install codes to be made available to Suppliers via the Service Management Portal
	Must

	3
	The DCC Total System shall support Install Codes, Device Certificates, and Certificates used by the Device in the Smart Metering Inventory
	Must

	4
	Installing Supplier shall provide the install codes via Service Reference Variant (SRV) 12.2 ‘Device Pre-notification’ during pre-notification
	Must

	5
	Installing Supplier shall provide the Device Certificates & Access Control Broker (ACB) Certificates used by the Device via SRV12.2 ‘Device Pre-notification’ during pre-notification
	Must


[bookmark: _Ref220317425][bookmark: _Ref383517363][bookmark: _Toc532221492]Table 1: Requirements for Full SECMP0281 Solution
This solution relates to SMETS2 Devices, and will apply to Communications Hubs, Electricity Smart Metering Equipment (ESME), and Gas Smart Metering Equipment (GSME). 
DCC also defined a series of Low-Level Requirements based on the requirements above. These Low-Level Requirements are included in Appendix B at the end of this document. The Appendix also includes any rationale for the High-Level and Low-Level Requirements [2].
[bookmark: _Ref220328713][bookmark: _Toc220422546]Scope for this Preliminary Impact Assessment
SEC Parties at Working Groups and sub-committees have stressed the importance of getting “something” in place to address this long term need. As a result, the requirements for this PIA reflect only a standalone database, and no integration with the Smart Metering Inventory (SMI) in the DSP. 
[bookmark: _Hlk220320608]Create an initial central repository for Device ID[footnoteRef:3] and Install Codes in FSM. [3:  SEC term interchangeable with Globally Unique Identifier (GUID)] 

Users update the central repository with Devic IDs and Install Codes. Only data is Device ID (GUID), Install Code, date updated, SEC Party ID (last two fields populated at time of Load).
Users can query, search, and view for any particular GUID.
Users can copy and paste an Install Code as required.
Users should be able to supply a list of GUIDs to the database, the database should populate the matching GUIDs, and pass it back to the User. 
All Parties can view data in the simple FSM database.
If User attempts to load another GUID with same Install Code, just ignore it. No error message – just discard.
If User attempts to load another GUID with different Install Code, solution rejects with an error message so the data provider can investigate how the same Device ID has more than one install code.
2 [bookmark: _Toc220422547]Description of Solution
This Preliminary Impact Assessment has been completed based on the provision of functionality in FSM to meet the requirements. The solution will not deliver the high level Requirements 3, 4, and 5 as described in Table 1, and none of the system-impacting requirements described in the Low-Level Requirements defined in Appendix B at the end of this document. This scope change was approved by the Working Group before the PIA was started.
Unlike the previous two PIAs, this solution is designed to work separately from any integration with As Is DSP and the Future DSP (DSP2). 
[bookmark: _Option_1:_Alt][bookmark: _Toc220422548][bookmark: _Toc14680341]Future Service Management
The work associated with this PIA matches the requirements in Section 3.5 above. The scope of the change to FSM will be as follows:
1. Configure a FSM Service Request to enable the upload of installation codes against devices held within the database. Users login to FSM, then can upload a simple CSV file, with Device ID (GUID) and Install Code. The solution will check each GUID and install code in update CSV file is in correct format. If not, the solution rejects the record. 
2. Provide a new screen (or update existing) in the FSM Portal to allow an authorised User to view install code information.
3. Create and update Roles-Based Access Controls (RBAC) roles to all data visibility and edits. Users can query, search, retrieve, and view for any GUIDs.
4. Users can copy and paste the Install Code as required. Configure a Service Request to facilitate an entitled user to retrieve Install codes and supporting data in bulk.
5. Perform Pre-Integration Testing (PIT) system tests.
6. Update design documentation.
While the primary solution is based on a separate database inside of FSM to hold the install codes and Device IDs, another solution option suggested is the addition of the Install Code data to the existing ServiceNow Command Database (CMDB) with the Install Codes being a separate and additional field added to a copy of the Smart Metering Inventory held in FSM. While the latter would save the creation of a new database there may well be concerns with MAP and Meter Manufacturer access to the CMDB complete with additional data. DCC has assumed that the creation of a new and separate database is the preferred solution, but this needs to be verified with the appropriate SEC sub-committees.
[bookmark: _Toc220422549][bookmark: _Hlk220338572]Concerns and Risks, Changes of Process
[bookmark: _Toc1040965][bookmark: _Toc1983170][bookmark: _Toc516476622]The first area of concern associated with this change are the risks associated with Users providing Device ID and Install Code pairs as input data to a central database open to viewing by different SEC Parties. One concern is the nature of the Install Code, which by itself is important data, as a one-off code used for an Installation and Commission (I&C). However, the Install Codes are not considered a security critical piece of data held within, or extracted from, the DCC Total System, as was evidenced by SECMP0121, where SEC Parties were allowed to email the Install Codes to each other outside of a system change, and the associated security required. The Install Code can only be used during I&C, and is then effectively discarded.
Data stored in the new, separate database in FSM will only contain the Device ID, Install Code, the SEC Party ID of the Party that supplied the data, and the date the original data was supplied to the database.
There is a minor risk that a User supplying the data pairs might make an error, which could lead to a Supplier having problems at the time of Install and Commission. In much the same as the first risk noted above, this is an accepted concern of the current solution, and is not seen as a blocker.
Although the requirements suggest that all Users should be able to access the standalone database, if Parties deem the data should be restricted for viewing, updating, or retrieving, this could be set through the RBAC. Limiting the access for a particular Device ID to only the Operating Supplier would require programmatic access to the CMDB to determine the Supplier for each Device ID which could add complexity and cost. The access control needs to be agreed by the Working Group and sub-committees.
Some MAPs have the Eligible User role of Registered Supplier Agent, while others are Other Users, and therefore cannot access the full functionality of the DCC Total System. This needs to be considered as part of the design for the RBAC in the Full Impact Assessment.
Much, if not all, of the Install Code source data is initially held by MAPs and Meter Manufacturers. As an example of this, both MAPs and Meter Manufacturers provide data and consume reports provided by SECMP0181[footnoteRef:4], and pay through explicit charges defined in the SEC, but they have to both upload data and download reports by manually accessing the DCC SharePoint location[footnoteRef:5]. The MAPs and Meter Manufacturers cannot upload or retrieve data to and from the DCC Total System. These files have to be manually uploaded to the DS&A reporting systems, and resulting outputs are manually put on SharePoint for the Users to download. In order for MAPs and Meter Manufacturers to upload, view, and potentially download the Install Code-GUID pairs, there are two options available: [4:  Meter Asset Provider and Device Manufacturer access to asset related data held by the DCC]  [5:  Also known as the Remedy Landing Zone] 

1. Ask an Authorised User to upload data for them. Unfortunately, this option will not allow MAPs and Meter Manufacturers to view or potentially update the Install Code-GUID data pairs, which is extremely useful functionality. It is also an onerous task for the User.
2. Give the MAPs and Meter Manufacturers RBAC rights to log on to FSM, and use the FSM functionality to upload and view data.
[bookmark: _Toc220422550]Implementation Timescales and Approach
[bookmark: _Toc516476623]This Modification will be implemented in a future SEC Release. Design, Build, and PIT is expected to take approximately three months to complete after the Contract Amendment Note (CAN) is signed. 
The initial release of FSM is scheduled for March 2026, and the method for implementing change to FSM after the initial release The current SECAS forecast for the implementation of this Modification is November 2026. Details of the implementation will be finalised in the Full Impact Assessment (FIA). 
Implementation of this change is assumed to follow a hybrid of agile and waterfall methodology. The release lifecycle duration will be confirmed as part of the FIA.
[bookmark: _Toc1040966][bookmark: _Toc1983171][bookmark: _Ref165042726][bookmark: _Ref165042730][bookmark: _Toc220422551]Testing and Acceptance
Pre-Integration Testing (PIT) is carried out by each Service Provider to prove their design and build on separate systems.
For each SEC Release, there is a Post-PIT Change Request that provides the System Integration Testing (SIT) and User Integration Testing (UIT) response for the SEC Release as a whole, covering the testing of individual changes in the scope of the release, as well as activities that are common to all changes in the scope (e.g. test plans, system regression testing, test management and governance). Those costs and durations are not included in this PIA.
[bookmark: _Toc220422552]Pre-Integration Testing
As part of PIT, FSM will produce and execute new or updated tests that demonstrate the successful processing of:
· Verify that install codes can be uploaded by a User and validated within a bulk file in the FSM system.
· User access to view, update, and retrieve Install Codes and GUIDs.
[bookmark: _Toc1040967][bookmark: _Toc1983172][bookmark: _Toc220422553]Costs and Charges
The scope of supply under this PIA includes design, development (build), system testing, testing within the PIT environments.
The Rough Order of Magnitude cost (ROM) shown below describes indicative costs to implement the functional and non-functional requirements defined in section 3.4 and Appendix B. The price is not an offer open to acceptance. It should be noted that the change has not been subject to the same level of analysis that would be performed as part of a FIA and as such there may be elements missing from the solution or the solution may be subject to a material change. As a result, the final offer price may result in a variation.
2. [bookmark: _Toc1040968][bookmark: _Toc1983173][bookmark: _Toc220422554]Design, Build, and Testing Cost Impact
The table below details the cost of delivering the changes and Services required by the As Is DSP Service Provider to implement this Modification. For a PIA, only the Design, Build, and PIT indicative costs are supplied.
	£ ROM
	Design, Build, and PIT

	Install Codes in the SMI, FSM
	£ 27,000 to 35,000


Although not included in this PIA, it is expected there will be between low integration testing costs associated with this Modification, as there is no interaction with any other components of the DCC Total System. Although there are no DUIS changes or similar, it is likely that Users would want to carry out some User Integration Testing.
Based on the existing requirements, the total fixed price cost for a Full Impact Assessment by the FSM Service Provider is £6,498 and would be expected to be completed in 40 Working Days.
1. [bookmark: _Toc220422555][bookmark: _Hlk203748641]RAID, Clarifications, and Design Decisions
In the following sections, Required Clarifications, and any Risks, Assumptions, Issues, and Dependencies (RAID) have been identified. Design decisions are logged here also.
[bookmark: _Toc149131269][bookmark: _Toc532221511]Risks
	Ref
	Description
	Status/Mitigation

	SECMP281-R1
	Is an Install Code considered a security risk? Should access control be strictly enforced?
	Previous Modifications have allowed MAPs to share Install Codes and Device IDs with Suppliers who request them. 
Probably should be checked with SSC.

	SECMP281-R2
	Input of Install Codes and Device IDs may have errors.
	Low impact. Parties can edit the Install Code, invalid data formats are rejected.

	SECMP281-R3
	Some MAPs have the Eligible User role of Registered Supplier Agent, while others are Other Users, Meter Manufacturers may not have SEC Party IDs.
	Close. To upload or access Install Codes in FSM, Users must have a valid SEC Party ID and login to FSM.


Issues
	Ref
	Description
	Status/Mitigation

	SECMP281-I1
	A database of known Install Codes and Device IDs could provide information to MAPs, Meter Manufacturers, and Suppliers that they do not need.
	Low impact. May have benefits for checking distribution of meters.


Assumptions
	Ref
	Description
	Status/Mitigation

	SECMP281-A8
	A solution for the full Modification requirements will have to be developed against DSP2 with an earliest implementation date of June 2029.
	Accepted


Design Decisions
1. A SECAS-led Working Group in July 2025 decided against any changes to SRV 8.4, Update Inventory.
2. A SECAS-led Working Group in November 2025 directed the scope for this PIA has been reduced to a simplified level of functionality.
3. If this solution is approved, further work for integration with DSP2 will be required, and covered in a separate PIA, with a potential target release date of June 2029.
[bookmark: _Toc220422556]Appendix A: Glossary



The table below provides definitions of the terms used in this document.
SECMP0281, Install Codes FSM Database	PIA 3.21	Page 20DCC Public

	Acronym
	Definition

	API
	Automated Programming Interface

	APIM
	Automated Programming Interface Management

	Comms Hub
	Communications Hub

	CAN
	Contract Amendment Note

	CMDB
	(FSM) Command Database

	CSP
	Communication Service Provider

	DAL
	DSP Access Layer, sometimes wrongly referred to as the Data Access Layer

	DCC
	Data Communications Company

	DSP
	Data Service Provider

	DSP2
	Future DSP, DSP Two, To Be DSP

	DS&A
	DCC Data Services and Analytics

	DUIS
	[bookmark: _Hlk215140687]DCC User Interface Specification

	ESI
	Enterprise Systems Interface

	ESME
	Electricity Smart Metering Equipment

	FIA
	Full Impact Assessment

	FSM
	Future Service Management

	GSME
	Gas Smart Metering Equipment

	GUID
	Globally Unique Identifier

	HAN
	Home Area Network

	I&C
	Installation and Commission

	MAM
	Meter Asset Manager (GSME)

	MAP
	Meter Asset Provider

	MMC
	Message Mapping Catalogue

	MOP
	Meter Operator (ESME)

	MPxN
	Generic term indicating a Meter Point Reference Number

	PIA
	Preliminary Impact Assessment

	PIT
	Pre-Integration Testing

	RBAC
	Rules-Based Access Control

	ROM
	Rough Order of Magnitude (cost)

	SEC
	Smart Energy Code

	SECAS
	Smart Energy Code Administrator and Secretariat

	SIT
	Systems Integration Testing

	SLA
	Service Level Agreement

	SMETS
	Smart Metering Equipment Technical Specification

	SMI
	Smart Metering Inventory

	SMKI
	Smart Metering Key Infrastructure

	SM WAN
	Smart Metering Wide Area Network

	SR
	Service Request

	SRV
	Service Reference Variants

	UIT
	User Integration Testing

	WAN
	[bookmark: _Hlk211596624]Wide Area Network



[bookmark: _Toc220422557]Appendix B: Low-Level Requirements for SECMP0281
The following Low-Level Requirements have been defined for this Modification, although they are not applicable for this PIA
	LLR_001: Store Install Codes in Smart Meter Inventory
	As a Supplier, I want the Smart Meter Inventory (SMI) to store Device Install Codes obtained from the submission of Service Reference Variant 12.2 (Device Pre-Notification), so that if I am a Gaining Supplier to a device set which is Installed not Commissioned, then I can complete the Install and Commissioning process.

	LLR_002: Access to Install codes and Certificates for Gaining Supplier (e.g. via a Service Management Portal)
	As a Gaining Supplier, I want access to the SMI, so that I can obtain the Device Install Code for Devices of which I am the registered owner. 

	LLR_003: Access to Device Certificate Information for Gaining Supplier via Service Management Portal
	[bookmark: _Hlk214952609]As a Supplier, I want access to the SMI, so that I can obtain the following information on the Device
keyAgreement CertificateDevice 
digitalSignature Certificate
accessControlBroker digitalSignature 
accessControlBrokerkeyAgreement
transitionalCoSdigitalSignature
loaded on the Devices of which I am the registered owner

	LLR_004: DUIS XML Schema support for additional mandatory fields during Pre-Notification (Install Codes)
	As the DCC, I want the DUIS XML Schema to support additional mandatory data items during 'Device Pre-Notification' to capture Device Install Codes. 

The SRV which supports the Pre-Notification is SRV 12.2 

	LLR_005: Store Certification Information in Smart Meter Inventory
	As a Supplier, I want the SMI to store Certificate Information related to the device, obtained from the Device Pre-Notification, so that if I am a Gaining Supplier to a device set which is Installed not Commissioned, then I can complete the Install and Commissioning process.

	LLR_006: DUIS XML Schema support for additional mandatory fields during Pre-Notification (Certificate Information)
	As the DCC, I want the DUIS XML Schema to support additional mandatory data items during 'Device Pre-Notification' to capture information for Device Certificates, Access Control Broker, and Change of Supplier certificates. 

	LLR_007: Obligation for 'Losing Supplier' to provide Install Codes within 10 day SLA to 'Gaining Supplier'
	As a Supplier, I want a solution obligating a losing Supplier to provide the required install codes to the gaining Supplier within a ten working day SLA or to provide confirmation that they were not the installing Supplier.

This requirement should be enforced by relevant legal text in the SEC, rather than DCC Total System enforcement.

	LLR_008: Raise Incident to obtain Install Code for Type 1 Devices
	As a Supplier, where I gain a Type 1 Device that has been installed but without connecting to the SM WAN, I want to be able to raise an incident, which the installing Supplier will be notified of and must respond to within 5 Working Days with the install code for that specific Device. The obligation for the installing Supplier to respond to the incident within five Working Days will be codified into the SEC. 

	LLR_009: Provision of Install Codes and Certificate Information automatically during Change of Supplier
	As a Supplier, I want the provision of Install Codes and SMKI Certificates of devices I gain to occur automatically as part of the Change of Supplier process.

	LLR_010: Implement a scalable solution for increased volumes of non-commissioned installs
	As a Supplier, I want a solution designed and implemented in a way that ensures scalability, allowing it to handle increased volumes of non-commissioned installs.

	LLR_011: Provide Device Certificates at pre-notification
	As a Supplier, I want the Installing Supplier to include 
Device keyAgreement Certificate
Device digitalSignature Certificate 
used by the device when Pre-Notifying the device, so that I can identify which certificates should be used to complete the Install and Commission. 
Note: The current method for Pre-Notification utilises SRV 12.2. This addition will ensure Device Certificates and SMKI Certificates are available in the SMI to support first time installation and commission of smart meters.

	LLR_012: Provide SMKI Certificates on the Device at pre-notification
	As a Supplier, I want the Installing Supplier to include the device certificate information from Trust Anchor Cells with the Remote Party Roles and Key Usage (where applicable by device type):
accessControlBroker digitalSignature 
accessControlBroker keyAgreement 
transitionalCoS digitalSignature 
when Pre-Notifying the device so that I can identify which certificates should be used to complete the Install and Commission.

	LLR_013: Perform Validation on SMKI Certificate Information
	As the DCC, I want the SMKI Certificate information supplied at Pre-Notification to be validated against known certificates and hierarchies so that data quality is maintained within the SMI.

	LLR_014: Provide Device install codes at pre-notification
	As a the DCC, I want Installing Suppliers to provide the install code during Pre-Notification of the Device as part of the Install and Commissioning process. 
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