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SEC, Section A (Definitions and Interpretation)
	Active Virtual WAN Communications Hub (or Active VWCH)
	means, in relation to a Connected Virtual WAN Communications Hub and at a particular point in time, that the Virtual WAN Interface is at that time selected by the Virtual WAN Communications Hub in accordance with the WAN Selection Arrangements.

	Connected Virtual WAN Communications Hub (or Connected VWCH)
	means, in relation to a Virtual WAN Communications Hub, that it is VWAN enabled (in accordance with the Virtual WAN Interface Specification) and connected to an Energy Consumer's internet.

	ETSI EN 303 645
	means the latest version of the standard of that name issued by the European Telecommunications Standards Institute.

	Independent VWD Test Lab
	has the meaning given in Section F2.41D (Virtual WAN Devices).

	Qualifying VWD Model List
	has the meaning given in Section F2.40 (Virtual WAN Devices).

	Virtual WAN Communication Hub (or VWCH)
	means a SMETS2+ Communications Hub that has the capability to connect to a Virtual WAN Device.

	Virtual WAN Recovery Procedure
	means the SEC Subsidiary Document of that name set out in Appendix [tbc], which has the purpose described in Section L18.47 (The VWKI Recovery Procedure).

	VWKICA Certificate
	has the meaning given to that expression in the VWKI Certificate Policy.

	WAN Selection Arrangements
	means the document of that name established and maintained pursuant to one or more Versions of the Communications Hub Technical Specifications, changes to which document must be approved in accordance with Section F2.47 (WAN Selection Arrangements).



…
SEC, Section F2 (Central Products List)
Virtual WAN Devices
F2.39 	Virtual WAN Devices are (by virtue of the VWAN functionality alone) Type 2 Devices, so they are not identified in the Central Products List and have no SMI Status, unless the Device with the VWAN functionality is a PPMID. 
F2.40	The Security Sub-Committee shall maintain and make available to Parties a list of Virtual WAN Device Models which qualify to be issued with a VWKI Device Certificate (the "Qualifying VWD Model List"), as further described in Sections F2.41 to F2.43 (inclusive).    
F2.41	In order to be added to such listQualifying VWD Model List, the VWD Manufacturer of theVirtual WAN Devices of a particular Virtual WAN Device Model must provide a statement to Security Sub-Committee stating that: 
(a)	the Device Model meets the interface requirements of a Virtual WAN Device as set out in the Virtual WAN Provider Interface Specification; and
(b)	subject to Section F2.41A, the Device Model meets the principles of ETSI EN 303 645 (or is capable of being upgraded to meet such principles within such time period as the Security Sub-Committee specifies); and.
(c)	the virtual WAN functionality of the Device Model will (i) continue to operate following a change of Responsible Supplier; (ii) is not dependent on any post-installation charges; and (iii) will not be adversely affected by any actions of the VWD Manufacturer.
F2.41A	From a date specified by the Security Sub-Committee for the purposes of this Section F2.41A, the requirements in Section F2.41(b) shall no longer apply and, in addition to the requirements of Section F2.41(a), in order to be added to the Qualifying VWD Model List, the following shall instead apply:
(a) the Security Sub-Committee is of the view that the Virtual WAN Device Model should be added to the list because that Virtual WAN Device Model is materially equivalent to a Virtual WAN Device Model that is already on the list; or
(b) the VWD Manufacturer has provided a report (in such format and containing such information as may be specified by the Security Sub Committee) addressed to the Security Sub-Committee from an Independent VWD Test Lab that satisfies the Security Sub-Committee that VWDs of the Virtual WAN Device Model are sufficiently compliant with the principles of ETSI EN 303 645 to be added to the list.
F2.41B	Where a Virtual WAN Device corresponds to a Virtual WAN Device Model that:
(a) was originally added to the Qualifying VWD Model List in reliance on Section F2.41(b);
(b) has been included on the Qualifying VWD Model List by virtue of the provisions of Section F2.41A(a); or
(c) was included on the Qualifying VWD Model List but has been subjected to one or more firmware upgrades such that its Virtual WAN Device Model is no longer on the list,
then (subject to Section F2.41C) the VWD Manufacturer shall (within 12 months after the date specified under Section F2.41A for paragraph (a) above, or after inclusion on the list for paragraphs (b) and (c) above) provide a report addressed to the Security Sub-Committee (in such format and containing such information as may be specified by the Security Sub Committee) from an Independent VWD Test Lab that satisfies the Security Sub-Committee that VWDs of the relevant Virtual WAN Device Model are sufficiently compliant with the principles of ETSI EN 303 645 such that the Virtual WAN Device Model may be added to, or remain on, the list (as the case may be). 
F2.41C	On application from a VWD Manufacturer in respect of a Virtual WAN Device Model to which Section F2.41B applies, the Security Sub-Committee may (at its discretion) either:
(a) permit the VWD Manufacturer an extension to the 12-month period referred to in Section F2.41B; or
(b) dispense with the need for a report from an Independent VWD Test Lab.
F2.41D	For the purposes of this Section F2, an Independent VWD Test Lab is: 
(a) an organisation that is a CHECK approved service provider, a CREST certified tester, a CPA Test Lab or a test lab of another type that is confirmed as acceptable by the Security Sub-Committee; and
(b) is not an Affiliate of the VWD Manufacturer for whom it is providing a report that is to be submitted to the Security Sub-Committee pursuant to Section F2.41A or F2.41B. 
F2.42	Each VWD Manufacturer (in relation to its own Virtual WAN Device Models) and each Supplier Party (in relation to Virtual WAN Device Models generally) shall notify the Security Sub-Committee if the VWD Manufacturer becomesthey become aware that one of itsa Virtual WAN Device Models does not meet the requirements of the Virtual WAN Provider Interface Specification and/or is not meetcompliant with the requirementsprinciples of Section F2.41ETSI EN 303 645. 
F2.43	The Security Sub-Committee: may remove a Virtual WAN Device Model from the Qualifying VWD Model List if the Security Sub-Committee determines that VWDs of that Virtual WAN Device Model do not sufficiently meet the requirements of the Virtual WAN Provider Interface Specification and/or the principles of ETSI EN 303 645.
(a)	may remove a Virtual WAN Device Model from its list of Virtual WAN Device Models if the Security Sub-Committee determines that the Virtual WAN Device Model does not meet the security requirements of Section F2.41; and 
(b)	shall remove a Virtual WAN Device Model from its list if the Panel determines that it is appropriate to do so in circumstances where the Virtual WAN Device Model does not meet the requirements of Section F2.41 (other than the security requirements).
F2.44	The DCC shall:
(a)	only issue VWKI Device Certificates in respect of Device Models listed on the Security Sub-Committee's list of Virtual WAN Device Models; 
(b)	only communicate with Virtual WAN Devices which have VWKI Device Certificates; and
(c)	suspend communications with Virtual WAN Devices of particular Device Models if instructed to so by the Security Sub-Committee or the Panel (even though they have VWKI Device Certificates).
F2.45	Where a Supplier Party provides (or arranges for the provision of) a Virtual WAN Device in order to meet the requirements of its Energy Licence, the Supplier Party must provide a Virtual WAN Device of a Virtual WAN Device Model which is listed on the Security Sub-Committee's list at the time it is provided.    
F2.46	Where a Supplier Party is the Lead Supplier for a Communications Hub at a Virtual WAN Reliant Premises, the Supplier Party shall ensure that the Virtual WAN Device continues to operate for a period of at least 28 days after a different Supplier Party becomes the Lead Supplier for that Communications Hub (a change of supplier event).   
WAN Selection Arrangements
F2.47	Any changes to the WAN Selection Arrangements must be approved by the Secretary of State.  
Virtual WAN Reporting
F2.48	The DCC shall provide the following information to the Secretary of State in relation to each month (in aggregate and broken down by Responsible Supplier):
(a) the number of Connected VWCHs at the end of that month;
(b) the number of such Connected VWCHs for which the SM WAN Coverage Database indicated that there was 4G mobile technology coverage at its installation location at the time of its installation;
(c) the number of Active VWCHs at the end of that month;
(d) the number of such Active VWCHs for which the SM WAN Coverage Database indicated that there was 4G mobile technology coverage at its installation location at the end of that month;
(e) the average period of time during that month in which the Connected VWCHs referred to in paragraph (a) above were operating as Active VWCHs, split by reference to whether or not the SM WAN Coverage Database indicated that there was 4G mobile technology coverage at the installation location of each such Connected VWCH at the end of that month; and
(f) the number of Active VWCHs at the end of that month that form part of a Smart Metering System that also includes a Pre-Payment Meter.
F2.49	The DCC shall provide the information required by Section F2.48 within two weeks after the end of each relevant month.
F2.50	The DCC shall provide the Security Sub-Committee with the information required under Section F2.48 where requested to do so by the Security Sub-Committee.
F2.51	The DCC shall provide the SMKI PMA with such information regarding the number and types of VWKICA Certificates and VWKI Certificates that have been issued as the SMKI PMA may reasonably request.  
…
Section L (Virtual WAN Key Infrastructure)
…
The VWKI Document Set
L18.27	The “VWKI Document Set” means:
(a) the VWKI SEC Documents; and
(b) the VWKI CPS.
The VWKI SEC Documents
L18.28	For the purposes of this Section L18, the “VWKI SEC Documents” means the provisions of the Code comprising:
(a) the following SEC Subsidiary Documents:
(i) the VWKI Certificate Policy;
(ii) the VWKI RAPP;
(iii) the VWKI Interface Design Specification;
(iv) the VWKI Code of Connection;
(v) the VWKI Repository Interface Design Specification; and
(vi) the VWKI Repository Code of Connection; and
(vii) the Virtual WAN Recovery Procedure; 
(b) the provisions of this Section L18; and
(c) every other provision of the Code which relates to the provision or the use of the VWKI Services or to any matters directly arising from or affecting the provision or the use of those Services.
…
The Virtual WAN Recovery Procedure 
L18.47	The Virtual WAN Recovery Procedure shall be a SEC Subsidiary Document of that name which sets out the processes and steps required to be taken by the DCC, each relevant Party, the Security Sub-Committee and the SMKI PMA in order to mitigate the consequences of any incident: 
(a)	in which a Private Key associated with a Public Key contained within a VWKICA Certificate is (or is suspected of being) Compromised; or
(b)	which results in the suspension of communications with Virtual WAN Devices of a particular Device Model in accordance with Section F2.44(c) (Virtual WAN Devices).
L18.48	The DCC, each Party, the SMKI PMA (and SMKI PMA Members), the Security Sub-Committee (and the Security Sub-Committee Members), and the Panel (and Panel Members) shall each comply, in so far as applicable to it (or them), with the requirements of the Virtual WAN Recovery Procedure.
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